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H606X0)II/IMO BHUMATEJIBbHO O3HAKOMUTBCHA C€ PYKOBOACTBOM, IIPEKIE€ YEM

NMPUCTYIIUTD K pa60Te C JAaHHBIM oﬁopyL[OBa}meM.

Nudopmanus no ceprudukanuu 000py10BaHNs, a TAKKe AKTYaIbHAs 3JIEKTPOHHAasI
BepcUsi  JIaHHOIO PYKOBOACTBA JAOCTYIHBI B HNuTepuere no aapecy
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JlaHHOE€ pPYKOBOACTBO IO JKCIUIyaTalldd NPEJHA3HAYeHO Uil  O3HAKOMJICHHUS
TEXHUYECKOTO, OOCITYXHBAIOIIET0 M 3KCILTyaTHPYIOIIEro NEepcoHaia ¢ MPHUHLIUIOM pPalOTHI,
TEXHUYECKUMU XapaKTEPUCTUKAMHU, KOMIUIEKTHOCTHIO, KOHCTPYKTHBHBIMH OCOOEHHOCTSMU

touku nocryna APS000AX BYMK.464512.010.
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HopMaM nomexosmuccuu mo 'OCT P 51317.6.4 99 (MOK 61000-64-97) u unycTpuaibHbBIM
pamuonomexam 1o 'OCT P 51318.22-99 (CUCIIP 22-97).
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1 Onucanue u padora

1.1 Ha3suauyenue usaeus

Touka moctyma APS000AX (manee mo tekcty TJI) ¢ moaaep)Kkol HOBOTO IOKOJICHHS
crangapra Wi-Fi 6 IEEE 802.11ax sBnsiercss yHUBEpCadbHBIM pEUICHUEM JJII OpraHu3aIluu
0ecrpoBOIHON CeTH ¢ OONBLIMM KOJMYECTBOM AKTUBHBIX YCTPOHCTB M BBICOKHM TPA(PUKOM.
OTnu4uTeNbHBIM Ka4eCTBOM HOBOTO cTanaapra Wi-Fi siBisiercst BBICOKast IPOU3BOAUTENLHOCTD U
MUHUMAaJbHbIE 33JCPKKU MpU Tmepefaue AaHHbIX. TJ| MOIKIIOYaeTcss K CeTH C IMOMOIIBIO
unreppeiica WAN  10/100/1000BASE-T.  Opranusamuss  OSCIIpOBOAHOTO  JOCTYIa

ocyliecTBisiercsa Ha yactortax 2,4 u 5 I'T'.

Koncrpykuuss TJ| mMmeeT IUIaCTUKOBBIN KOPIYC M TPEIIONAraeT YCTaHOBKY BHYTPH
NOMEIICHNH. B KOMIUIEKT MOCTaBKM BXOJIUT CHENMABHBIN KPOHIITEHH JUIsl KPETUICHHS Ha CTEHE
wii noronke. Iluranue 010Ka MOXKET OCYMIECTBIATHCA KaK OT BHEIIHETO ajanTtepa MUTAHUs
12 B, Tak u no texnonoruu POE IEEE 802.3at-2009 (POE wuHXekTOp HE BXOJHMT B KOMIUICKT

MTOCTaBKH ).

1.2 TexHnuyeckue XapakTepUCTHKHU

OcHoBHbIE TEXHUYECKHE XapakTepucTuku T/1:

1. 2-x snepusiit npoueccop MT7621 880 MI'w;
2. O6wvem O3Y 512 Mb (DDR3 SDRAM);
3. O0wem 3arpy3ounoro [13Y 32 Mb (SPI NOR FLASH).

XapaKTepUCTUKU paJrOKaHaa:

1. Pabora B nuanasone dactor 2412-2472 u 5170-5330/5650-5835 MTI'L;
2. CoorserctBue crangaptam |IEEE 802.11ax/ac/a/b/g/n;
3. TMoanepxka MU-MIMO 2x2 Ha uactote 2412-2472 MI'1 co ckopocThio 570 MouT/c

(mpu mupune kanana 40 MI'm);



4. Tlognepxka MU-MIMO 2x2 na yactote 5170-5330/5650-5835 MI'11 co ckopocThio
1200 M6uT/c (npu mupuse kanaza 80 MI'm)!;
5. Tloanmepxka TexHomoruu Beamforming;

6. BcrpoeHHBIE B KOPITYC BCEHAIIPaBJICHHbBIEC aHTEHHBI ¢ ycuiieHueM 3 nb.
Bosmoxxnoctu WLAN:

Arperaius nanHbix, Bkiaodas A-MPDU (Tx/Rx) u A-MSDU (Rx);
Junamudeckuii BEI60p yactoTel (DFS);

IIpropuTeThl ¥ NIIAHUPOBAHUE NTAKETOB HA OCHOBE WMM,;
[Tonnepxka ckpoitoro SSID;

BosmosknocTts HacTpoiiku 1o 32 SSID;

OOGHapy>keHHe CTOPOHHUX TOUYEK JIOCTYTIA,

Bo3MOXHOCTE pabOTHI B KaUeCTBE PETPAHCIIATOPA;

[Moanepsxkka Mesh-cereii IEEE 802.115s;

© ®© N o g B~ w D

[Moanepxka 6ecoBroro Wi-Fi poyumunra IEEE 802.11r-2008.

Buemnue natepdeicsl:

1. 2 nopra Ethernet RJ-45 10/100/1000BASE-T (LAN u WAN);
2. Tlomnepxxka Auto Negotiation.

CereBble (pyHKIMHU:

1. BosmoxHocTh u3Menenus 3uadenust MTU;

2. Tlogmepxka VLAN;

3. ABTOMAaTHYeCKOE COTIIACOBAaHME CKOPOCTH, AYTUIEKCHOTO PEKUMA U IEePEKITIOUCHHS
Mmexay pexumamu MDI u MDI-X;

4. Tlognepxka DHCP;

5. IIpuoperuzanus tpaduka Ha ocHoBe PCP, DSCP, VLAN, COS, MPLS EXP;

6. Tonmmepkka Texnomoruu WDS.

! PeanbHas nponyckHas criocoOHOCTL 3aBUCUT OT MHOYKECTBA BHEINHUX ycJI0oBHi. Hanuuue npensTcTeuii Ha
IMYTH DPacIpOCTPaHEHMs pPaJMOCUTHAja, HEraTHBHBIE (PAKTOPBI OKpYy’KaroOmeW Cpelbl MOTYT CHU3HTH pEajlbHYIO
MPOITYyCKHYIO CIIOCOOHOCTE ¥ yMEHBIIHUTh PaiiyC JEHCTBHS CETH



be3zonacHoCTE:

Tudposanre WPA/WPA2/WPA3.
Bcerpoennsrii Firewall;
Mexanuzm pubtparmn o MAC-anpecam;

Bo3MokHOCTE HU30JIMPOBAHNEC KIIMCHTOB B CCTH;

a > w N oE

HaCTPOﬁKa pacCTodHuA 4O CaMOI'0 YAAJICHHOIo CETEBOI0 y3Ja.

Kondurypuposanue:
1. O6nosnenue 110 u HacTpoiika Touku nocryna uepe3 WEB-unTepdeiic;
2. Ynanennoe ympasienue no SSH/Telnet;

3. Ilomnmepxka SNMP.

Tluranue:

1. Buemnwuii agantep nutanus 12 B;
2. TMomnepxka texuosnoruu PoE+ IEEE 802.3at-2009;

3. Tlorpebnsiemas MoniHOCTh He Oosee 24 Br;

dusnueckue XapakTepUCTHKU:
1. TaGaputnsie pazmepsr 190X190x35 mm;
2. Pabouas temneparypa ot -10 g0 40 °C;

3. Bo3MoxHOCTH YCTAaHOBKH Ha CTCHE UJIU ITOTOJIKE;

1.3 Cocras u3zgenus

Kommnext noctaBku uist Touku gocryna AP5000AX:

Touka noctyna,
Anantep nutanus 12 B 2000 MA;
[Matu-kopa RJ-45, 1.5 m;

PYKOBO,Z[CTBO I10 OKCIUTyaTaluu,

o > W e

[Tacnopr.



1.4  V¥YcrpoiictBo n padora

TJl npencrasnsier co00M OTAENBHBIM 3aKOHYEHHBIH OJOK B IUIACTHKOBOM KOPITyCE.
Buemnwmii Bun T/l npencrasnen Ha pucynke 1. Ha nmunieBoii manenu 6J10ka BBIBECH CBETOBO/T IS
OTOOpaXeHHSI TEKYIIEero craryca ycTpoiicTBa. IlepedyeHb COCTOSHUNM HWHIUKATOpa CTaryca

yCTpoicTBa puBeAcH B Tadimie 1.

Ta6muma 1 — CBeToBast MHIUKAIUS CTAaTyca YCTPOMCTBA

HNuaukarop CocrosiHue uHIUKAaTOpa CocrosiHue ycTpoicTBa
KpacHpIii, TOpUT IOCTOSIHHO 3arpy3ka ycTpoucTBa

z b

LLi

o

> CuHMH, TOPUT ITOCTOSTHHO Cetp Wi-Fi akTuBHa

n

i

_ Cunuii, MUraer Cerb Wi-Fi aktuBHa

Ha nrmxneit nanenu YCTPOI‘/'ICTBEI PpacCIoJIOKECHBI Pa3bEMbI, CBETOBBIC MHIAUKATOPLI U KHOIIKA

copoca (tabmuna 2).

Tabmuna 2 — Onucanne HHIUKATOPOB M Pa3beMOB HIDKHEH TTaHEIH

DNeMEeHT MaHenu Onucanue
12B Pasvem muranug gug 12 B 2000 MA
LED WAN CeeroBas unaukamus coctosaus WAN mopta
LED LAN CgeroBas unaukanus coctosiausi LAN mopta

WAN mopt 10/100/1000BASE-T mis noaxiodenus Ethernet kabens u

WAN nogaun nuranus no rexsonorun POE+ |IEEE 802.3at-2009
LAN LAN nopr 10/100/1000BASE-T asnst HacTpoiiku ycTpoiicTBa
WPS Knomnka Bxmouenust WPS u copoca k 3aBOJICKUM HAacTpoiikam
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LED SYSTEM i

LED WAV
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Pucynoxk 1 — Baemawuii Buj 610Ka



2 Wcnoap30BaHue [0 HA3HAYCHUIO

2.1 DxkcmiayaTanHMoHHbIE OTPAHUYEHUs]

PGKOMGHI[yeTCH KpCIIUTH TZ[ Ha ITIOTOJIKEC HJIM CTC€HA C UCIIOJIb30BAaHUEM KpOHH.ITCfIHEl nus3

KOMIIJICKTA ITOCTaBKH.

HJ’I?I obecnieueHus HAaUJIYy4YIIHUX XapaKTCPHUCTUK 110 CKOPOCTU U AAJIbHOCTHU paJuo CUI'Hajla

HGOGXOI[I/IMO MMPUACPKUBATHCA CICAYIOIUX ITIpaBUJI:

1. wnpeampHOE PACIONIOKEHHE YCTPOWCTBA — 3TO B LICHTPE OECIIPOBOIHOM CETH;

2. He ycraHaBiuBaiite TJ] BOJIM3M BHICOKOBOJBTHBIX JIEKTPUUECKUX YCTPOMCTB, a TAKKE
PaarOyCTPOUCTB;

3. Hanmuue psgoM 000pyIOoBaHMs, pabOTAIONIEro Ha YacTOTE KaHajla Iepe/iad JaHHBIX,
HETaTUBHO TIOBJIMSCT HA CKOPOCTHBIC XapaKTEPUCTHKH TIEPE/Iauu JIAaHHBIX;

4. HanuuuMe TPEISITCTBUN B BHUJAE CTCKISHHBIX W METAJUTMYECKUX KOHCTPYKIHH,
KUPIUYHBIX U OCTOHHBIX CTCH Ha MYTH MPOXOKACHHS PaJAMOCUTHANA 3HAYMTEIIHLHO
ymeHbInat pagauyc aevicteus Wi-Fi cetu;

5. Tpu pa3MeNIeHUU HECKOJIbKUX TOYEK, PAJMYC COThI IOJDKEH MEePECeKaThCsi C COCEIHEH

COTOM Ha ypoBHE -65 + -70 nbm
2.2 TloaroroBka u3aejus K HUCI0Jb30BAHUIO

[Ipu nonyuennu kopoOku ¢ T/l He0OX0IMMO TPOBEPUTH LIETOCTHOCTh YIIAaKOBKH, HATMYHE
JKCIUTyaTallUOHHOW JIOKYMEHTAllMM, YIAKOBOK C KOMIIJIEKTOM MOHTaXHBIX YacTed M HX

KOJIMYCCTBA.

Hepez[ YCTaHOBKOﬁ N BKJIIOUCHHUEM TI[ HeO6XO,Z[I/IMO MpOBECTU OCMOTPp Ha HAJIUYIHUC
BUIHUMBIX MCXaHHYCCKHNX HOBpC)K,Z[eHI/II\/'I. B CJIydac HaJIn4dusa HOBpe)K,Z[CHI/Iﬁ CJICAYCT IIPCKPATUTDH

YCTAHOBKY M OOpaTUTHCS K MOCTAaBIIUKY YCTPOMCTBA.

WHCTpyKIMK 1O TeXHUKE 0€30MacHOCTH:

— 3ampelaeTcsi BCKpbIBaTh KOPITYC YCTPOUCTBA;
— Iepe]l BKIIIOYEHHEM YCTPOHCTBA HEOOXOIUMO YOEIUThCS B MPABUIBHOCTU CXEMBI

MOHTAaXa, a TaKK€ CJIOCTHOCTHU KaOenei u ux HaACXKHOM KPCIIJICHHUHU K pa3bCMaM.

10
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2.3 Hcnoab3oBaHue u3aeus

2.3.1 TIlepBoe BK/JIIOYeHHE

Kondurypupoanne u nHactpoiika TJI mpoumsBomutcs uepe3 WEB-untepdeiic. Ilo
ymoiuanuto IP-agpec  ycrpoiictBa mo wuHTepdericy LAN 192.168.1.1, macka mnozaceTu

255.255.255.0 (o ymomuyanuto Ha TJ1 Bxiirouer DHCP cepsep).

Jlns Hayasia paboThl HEOOXOAUMO BKJIFOUUTh MUTAHUE YCTPOUCTBA (MOKHO HUCIOIb30BATh
ajianTep NUTAHUA U3 KOMIUJIEKTA [OCTaBKU UM BHEIIHUN POE-unxekTop) u noaximtounts k LAN
nopry kommnbiorep. Ha kommbrotepe otkpoiite WEB-6payszep (Chrome, Opera, Firefox) u
BBEIMTE B a/ipecHyto cTpoky IP-anpec yctpoiicta. Ilpu ycnemnoM oOHapyKeHUHU YCTpoiicTBa B
OKHe Opay3epa OTKpOETCs CTpaHHIIA C 3allpOCOM UMEHH I0J1b30BaTess U naposs (pucyHok 2). I1o

YMOJMaHUIO UMS ITOJIB30BATECIIA root u mapoJib root.

Beb-uHTepdpeic

Mma nonesosatenA root

Mapone ||

Pucynok 2 — HauanpHast ctpanuna

BBenurte uMs mosp30Batens ¥ MapoJib U HAKMHUTE Ha KHOMIKY «Boittu». B okHe Opaysepa
OTKpPOETCS IIaBHOE MEHIO ¢ HH(OopMaIel 0 COCTOSIHIH yCTPOoiicTBa. B BepxHeil yacTu cTpaHUIlbI
(obmacth 1 Ha pucyHke 3) HaxoauTCs TiIaBHOE MeHI0: «Coctostuey, «Crcrtemay, «Cetby». B cBOIO
odepeb KaXIblid U3 MMyHKTOB MEHIO MMEET CBOW CITHMCOK MyHKTOB MOJMEHIO, PEaTM30BaHHBIN B
BUJIE BBIMAJAIONIETO CMUCKAa. B Tabmuie 3 mpencTaBieH MOJMHBIA HAa0Op IMyHKTOB MEHIO

YCTpOﬁCTBa C KpaTKUM OIMMCAHUCM Q)YHKHI/IOHB.J'IBHOCTI/I.

11
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APS5000AX CocroaHme + Cuctema ~ Cets »  Bwilin

CocTosiHMe

Cucrtema
Mma APS000AX 2
Mogens NPOTELECOM APS000AX
ApxuTerTypa MediaTek MT7621 ver:1 eco:3
Llenesan nnatdopma ramips/mt7621

BepciA NpoLUnerK

Bepcua Agpa 510111

Bpema 2023-06-16 12:41:59
Bpema padoTk 36d 3h 59m 35s
Harpyaxa (1, 5, 15m) 0.01,0.01,0.00

OnepaTuBHaA namaTb (RAM)

415.34 MiB / 497.83 MiB (83%)

CeobogHo

. 49.32 MiB / 497 .83 MiB (10%)
JaHATo VI Vi o)
Kew 14.57 MiB / 497 .83 MiB (2%)

Pucynok 3 — OcuoBnbie oomactu WEB-unTepdeiica

Tabnuua 3 — HaBuramus no MeHIo ycTpoicTBa

[TynkT
Y [lyHKT ogMeHto Onucanue
MEHIO
0630 OcHoBHas cucteMHasi nHpopmanus, nHpopMalus o
p CETEBBIX MOJKIIOYCHUSIX.
WNupopmanns 00 AKTHUBHBIX MpaBUIIax
MapmpyTtuzanus (opman p
mapipyTtuzanuu s IPv4/IPV6 u mapiipyTtax
Cocrosnue
Me:xcereBoil SKpaH CocTosiHHE MEXCETEBOT0 IKPaHA.
CucTeMHBIN KypHa BbIBO J10Ta CHCTEMHOTO KypHaJla U KypHaja sjpa.
IIpoueccel Crncok aKkTUBHBIX IIPOLIECCOB.

12



Tabmuna 3 — [Ipogomxenue

O0630p pagmoddupa B  JOMana3oHaX  YacToOT
AHain3 KaHaJIOB .
Wi-Fi 2,4 u 51T
CocrosHue
I'padukn B  peambHOM  BpEeMEHH  3arpy3Ku
MonuTtopuHr npoiieccopa, Tpaduka, XapaKTEPUCTUK
Wi-Fi kaHaia, akTUBHBIX COEIMHEHUH.
Hacrtpolika OCHOBHBIX MapameTpoB yCTPOMCTBA —
Cucrema N
UM XOCTa, 9acoBoi mosic, NTP.
HN3MmeHeHns napos afMHHUCTpATOPA JJIS JOCTYIIA K
AJIMUHUCTPUPOBAHKE N P Uﬂ patopa AT R0CTy
YCTpOICTBY, HacTpoiika foctyna no SSH.
3arpys3ka M ycTaHOBKa CTOPOHHETO MPOIrpPaMMHOIO
MenemKkep makeToB Py y P porp
o0ecrieyeHus.
W3meHeHuss chnMcka YCTAHOBJIEHHBIX CKPUIITOB
ABTO3aMyCK
WHULAAIU3aLHH.
Cucrema
[TImaHnupoBIIMK BxuiroueHue 3aninaHMpoBaHHbBIX 3a/ad4.
Hactpoiika amroputMa pabOTBI CBETOIHOIHOMN
HNuaukaropel P P p JHO
WHIAKALHH.
COpoc ycTpoiicTBa 70 3aBOACKHUX HACTPOEK,
BoccranoBnenne/OOHOB | BOCCTAHOBIICHUE PE3CPBHON KOIHMH, KOIMHPOBAHHE
JIeHUe MTD pa3nenoB, YCTaHOBKAa HOBOM  BEpCUU
MPOILIMBKH.
Ilepesarpyska Ilepesarpyska ycTpoicTBa.
o oOaBiieHHe HOBOro wuHTepdeiica M HacTpoiKa
NuTepdeiicor A . pd P
TEeKYIIUX UHTEPPEICoB.
CeTb o S o
becnipoBoaHas cetb Hacrpoiika Wi-FI coenunenmii.
MapmpyTtuzanus Jlo6aBiieHre CTaTUYECKUX MapIIPYTOB M MPABHII

13
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Tabmuna 3 — [Ipogomxenue

DHCP u DNS Hacrtpoiika cepsepa DHCP u DNS-npokcu s
cereBbIX 3kpaHoB NAT.

OyHKIMH JUArHOCTHKU: IIMHT-3a11pOC,
Jnarnocruka
Cetb tpaccupoBka, DNS-3ampoc.
MexcereBoi sKpaH Hacrpoiika mpaBui 111 MEKCETEBOI0 IKpaHa.

O06mnactp 2 — 3TO 1MOJIe HACTPOEK YCTPOMCTBA sl POCMOTpPA JAHHBIX U KOH(pUrypamuu. B
obmactu 3 orToOpakaeTcsi TEeKyllee COCTOSHHE Ipoliecca NpHUMEHEeHUs HacTpoek. JloOble

HU3MCHCHUA BCTYIIAT B CUITY TOJIBKO ITOCJIC HaKaTUsl KHOIIKH ((HpI/IMeHI/ITI)» Ha PUCYHKE 4,

Kondmrypauma / UsmeHeHMa

CobbiTua:
|:| Pazpnen nobaenen |:| Paspgen yaanéx OnumA usmeHeHa OnumA yoanexa

# letc/config/firewall

uci del firewall.cfg@2dc8l.network
uci add_list firewall.cfg@2dc8l.network="lan"
uci del firewall.cfgd3dc8l.network
uci add_list firewall.cfg@3dc8l.network="wan"

# letc/iconfig/inetwork

|uci del network.wané |

JaKpeITe m BepHyTe |

MpumennTe Bez NnpoeeprM

Pucynok 4 — [IpumeHeHre n3MeHeHU !

2.3.2 Amnxaau3 paano3dupa

Hns ananuza paguosdupa nepeiinute B «CocrtossHMe» — «AHanmM3 KaHaioB». Ha
OTKPBIBIIEHCS CTPaHUIIE MOKHO IIOCMOTPETH IMAarpaMMbl € TEKYIIIUM COCTOSIHUEM paanodpupa B

nuana3onax 4actot 2,4 u 5 I'T (pucynku 5 u 6).
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Cocroanne ~ Cucrema v Cete ~  Boiimn

radiol (2.4GHz)  radio1 (5GHz)

2 3 4 5 ] 7 8 ] 10 )] 12 13
Local Inizriacs
-25 dbimn
=50 o TERREl 408862
NpoTelecom
-15 dom
NPO_ivanych
Hruis-BU2F
=50 el . - .
BRIzt Yi-Firs imprnni
Cwrnan SSID Kanan LlinpuHa kanana Pexum BSSID

Jil -10 nbm Local Interface 13 40 MHz Master

gl -48 nbm Keenetic 9 40 MHz Master

Jil -48 nbm CKPLIMBI 9 40 MHz Master

Cocroanme ~  Cuctema ~ CeTb ~  Buitn

radio0 (2.4GHz) radio1 (5GHz)

10 e 149 153 157 181 185

e
-
=
e
L
S
v
&
I
-
©
L
I
=
©

-25 dbm

=50 dm

HpoTelecomsG

-4 duvm

-50 dum

Curnan SSID Kanan LllupuHa kaHana Pexum BSSID
4l -10 aBm Local Interface 161 80 MHz Mastar 1C-AD-D3I-A301:25
il -56 nbm NpoTelecombG 48 80 MHz Master 88:D2:74:AC:BC:1C

Pucynok 6 — Ananu3 paguosdupa B ruanasone yactot 5 [T
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2.3.3 MoOHUTOPUHT

Ha ctpanune «CocrosiHue» — «MOHUTOPHHI» OTOOpaxaroTcs rpaduku B peaqbHOM
BpPEMEHH HarpysKku Ipoieccopa, Tpaduka mo uHTepdencam U cocTossHus 0ecrpOBOAHON CETH.

[Tpumepsl rpadKoB MpeACTaBICHBI HA PUCYHKaX /-12.

OBHOBNAETCH

AP5000AX CocroaHune ~ Cuctema ~ CeTtb~  Builiti

Harpyaka Tpadwmk becnpoeogHan cete  CoeguHeHuA

3m 2m Tm
0.75
4.40
II
[ Y |
025 f J
" |
| J
[ [ /
| |
|
f
{3 MMHYTHOS OKHD, 3 CEKYHOHLIA WHTepBaMN)
Harpyska za 1 0.35 Cpenuan: 013 Mukosan: 0.42
MHHYTY:
Harpyska 3a 5 munyT:  0.43 Cpeowsn: 047 MNurkosan: 0.60
Harpyzka 3a 13 0.39 Cpenuan: 0.41 Mukoean: 0.44
MHHYT:

Pucynok 7 — 3arpy3ka npoueccopa

16
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OBHOBNAETCA

Harpyska Tpacwk DBecnpoeogHan cete  CoeguHenus

brlan eth0 lan wan wlan0 wlani

3m 2im

120,00 Llibis (15.00 Wigis)

80.00 Wlibiifs (10.00 MiEfs)

40,00 blinits (5.00 Migs)

Tm

(3 MUHYTHOS OKHO, 3 CEKYHOHEIA MHTEpEAN)
Bxopawmn: 24 80 Kibit's Cpeguan:  3.33 Mibit's Murkoean: 8313 Mibit's
(3.10 KiB/s) (426.09 KiB/s) (10.39 MiB/s)
Mexopaumia: 671 Kibit/s Cpeguan:  4.70 Mibit's Murkoean: 7299 Mibit's
(859 Bis) (601.19 KiB/s) (9.12 MiB/s)

Pucynox 8 — Tpaduk gepe3 mopr WAN
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CeTb Bt

OEHOBNAETCA

Harpyaka Tpacwe BecnpoeogHan cete  CoegWHeHWA

br-lan eth® lan wan wlan0 wlani

3 2 i

36.00 Kibiis (.50 i8i5)

2400 ¥ibibis (3.00 iigis)

12,00 Miwiifs (.50 s

A A

(3 MMHYTHOS OKHO, 3 CEKYHOHLIA MHTepEaN)

Bxopgauwmi: 0 bit's Cpenuan: 572 bit/s MNurkosan: 2625 Kibit/s
(0 Bis) (121.5 Bls) (3.28 KiB/s)

Woxopmwmia: 480 bit/s Cpennan:  1.90 Kibit/s MNurkoean:  38.86 Kibit/s
(60 Bls) (243.41 Bis) (4.86 KiB/s)

Pucynok 9 — Tpaduk gepe3 Wi-Fi 2,4 T'Tg

Cetb Bt

OEHOBNAETCA

Harpyaka Tpadwmk bBecnpoeogHan ceme  CosauHeHWA

brlan eth0 lan wan wlan0 wlani

3m 2 Tm
5000 Wibils (7.50 Wligis) ﬂ
40,00 Wibis (5,00 WigE)
2000 Wibitis (2.50 Wigfs)
A /\ e T
(3 MUHYTHOS OKHO, 3 CeKYHIHLIM MHTepEan)

Bxogauwmi:  1.73 Kibit/'s Cpeguan:  3.51 Mibit/s Murkosan: 7431 Mibit's

(222 Bls) (448.66 KiB/s) (9.29 MiB/s)

Woxopgruwmia: 253 Kibit/s Cpepuan:  2.26 Mibit/s Murkoean: 49.77 Mibit's

(324 Bls) (289.52 Kib/s) (6.22 MiB/s)

Pucynok 10 — Tpaduxk gepez Wi-Fi 5 [T
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AP5000AX OEHOBNAETCH

Harpyaka Tpadvk GecnposogHas ceTe  COSOMHEHWA

wian0  wiani

i 2 T

-8B nEw

(3 MMHYTHOE DKHO, 3 CEKYHTHLIA MHTEpEEN)

CurHan:  -56 gEm CpemHss:  -57 gEm MukosaA: -54 gEM
Wym:  -100 gEM Cpenuss:  -100 gEm Mukoeas: -100 gEM

i 2 T

750 MlTwrie

200 MiTurie

250 hltwrie

(3 MMHYTHOE DKHO, 3 CEKYHTHLIA MHTEpEEN)

CkopocTe: 6 MauTic Cpepuas: 6 MauTic Mukoean: & MauTic

Pucynok 11 — Cocrosiuue unrepdeiica Wi-Fi 2,4 Ty
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AP5000AX OBHOBNRETCH

Harpyaka Tpadwuk BecnposogHas ceTe  CoeOWHEeHWA

wiand  wian1
i il il
=10 nEw
_El) nE
50 nE
(3 MUHYTHOE OKHO, 3 CEKYHIHBIN MHTEpEEN)
CurHan: -65 gbm CpegHAR: -G8 gbm MNukoean: -65 gbm

Liym:  -100 oEm CpegHaa:  -100 oEm Mukoean: -100 oEm

dim Am i

T3.00 hlbwrrie

0.0 MiTurrie

25 00 Mltuwrie

(3 MUHYTHOE OKHO, 3 CEKYHIHBIN MHTEpEEN)

Cropocte: 6 Mdwtic CpegHan: 30 MBut/c Mukoean: 54 Moutic

Pucynok 12 — Cocrosinue unrepdetica Wi-Fi 5 I'T'ig
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2.3.4 Hacrtpoiiku cucreMbl

Jlnst HacTpoiku ocHOBHBIX mapamerpoB T/l mepeitnure «Cuctema» — «Cucremayn. B
BKIIaJKe «OO1Ime HACTPOMKU» MOKHO M3MEHUTh MMs YCTPONCTBA M BBIOpATh 4YacOBOM MOsIC

(pucynok 13).

APS5000AX CocToAxme Cucrema Cemu Bl

Cuctema

HacTpoiika OCHOBHEL NAPAMETPOE BALLEr0 YCTPORCTEA, TaKWX KK MMA WK YAcoB0A NOAC.

CBOWMCTBa CMCTEMbI

Ofwwme HacTpowk  JHypHanwpoeaHwe  CUHXDOHMZAUMA BpemeHn  Hablk U TeMa

BpemA 2023-05-24 10:19:12

Cronup. w2 Opayaepa || CurepoH. no NTP

Mma | APS000AX

Onucadue

@ HeofrzaTensHoe, KPaTKOE ONMCAHWE [NA 3TOTD YCTPOIACTEa
MpUMeYaHIA
@ HeolRzatentHsle, NPOMIBONEHLIE 3AMETEN 08 3TOM YCTPOACTER

Yacosoi noAc | Europe/Samara v

Pucynok 13 — OGmmue HacTpoiku

Ha Bknagke «XKypuanupoBanue» (pucyHok 14) MOXKHO HacTpouTh mepenady Syslog

coOOLIeHNI Ha BHEIIHUI cepBep, a Tak >k€ BIOPATh THUIIbI IT€peJaBaeMbIX COOBITHI.
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AP5000AX AHME BT

Cucrtema

HacTpoiika 0CHOBHLIX NapaMETPOE BALLETO YCTPORCTEE, TaKMX KaK MMA UMW Y43C0OB0N NoAC.

CeoHCTBa CUCTEMbI

O6WWe HACTPOMKY  AypHanWpoBaHWe  CWHXPOHW3ALUMA BPEMEHW  F3blk W TEMA

Pasmep CUCTEMHOTO XypHana 64
@ e

BHElHWI Cepaep CUCTEMHOMD 192.168.0.7
HypHAana

MopT EHELLIHErD CEpEepa 514
CHCTEMHOTOD XypHana

MpoTokon BHELUHErD cepaepa UDF hd
CHCTEMHOTO XypHana

JENUCEIBETL CHCTEMHEIS ftmp/system.log
CoObITHA B hann

3anucs coBLImui OTnaaka v

3anucs coBeIThil cron OTnagka v

MpHMEHUTE

Pucynok 14 — XypnanupoBanue

bYMK.464512.010 PO

X PEHATE ” QYHCTHTL

Hns wactpoitku NTP mnepexmountech Ha BKIAnKy «CHHXpOHM3AIUMsS BpPEMEHU»

(pucyHok 15).
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AP5000AX CocToAHue Cucrema Cems BhliATH

Cucrema

HEICTDDFH{E OCHOBHLIX NapaMeTpOE BaLlLEro 'y’CTDDIﬂCTEIEL TakMX KaK MMA UMK Y3C0B0N NOAC.
CBoWCTBa CUCTEMBI

OGLMe HACTPORKN | JKypHanuposaHue = CUHXDOHW3ALMA BpemMeHl  Habik U Tema

BrniounTe NTP-knMeHT |
Brnioduts NTP-cepeep

Mcnons30eats cepeepsl,  +
0GbABRNeHHEe Yepes DHCP

Crucox NTP-cepsepos | 0.0penwrt.pool.ntp.org *
1.openwrt.pool.ntp.org x
2.openwrt.pool.ntp.org x
3.openwrt.pool.ntp.org x

TNpHMEHUTE

CoxpaHuTe | [ OunCTUTE

Pucynok 15 — CunxpoHH3aIs BpeMeH!

Ha Bxiagke «SI3pik u Tema» MokHO BbIOpath s3bIk WEB-untepdeiica (pycckuit minm

AHTJIMICKUI), a TaKXKe TeMy O(popMIIEHUSI.

AP5000AX CocToaxue Cucrema Cets Buii!

Cucrtema

HECTDDIHKEI OCHOBHBIX NapaMeTpOE BALLETD 'y’CTi}DI.:ICTEIEl: TaKWX KaK MMA WMWY Yacosoi noAc.

CeoicTBa CUCTEMbI

O6LWWe HAacTPORKW | JKypHanuposade  CHHXDOHWSALMA BpemeHn | HAablk M Tema
Hawlk Pyccrmid (Russian) hd

Tema ooprMNeHis Bootstrap b

=8

CoxpaHnTe ” OUMCTHTE

Pucynok 16 — SI3bik 1 Tema

2.3.5 HW3MeHeHue MapoJisi 10CTyNa

ITo ymomuanuto naposns it goctyna Kk T/] — root. YtoO6sl noMeHATh naposib nepeiaure B
MeHo «CucrtemMa» — «AIMUHUCTPUPOBaHKE) U BblOepuTe BKIAAKy «Ilaposs MapmipytuzaTopa»

(pucynok 17).
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AP5000AX CocToAune Cucrema CeTk Bl

MNapone mapwpytwzatopa | Jocrynno SSH | SSHemwouw  Ooctyn no HTTR(S)

Maponk mMaplipyTusaTopa

M2MEHUTE Napens aMUHUCTPATOPE ANA JOCTYNA K YCTPORCTaY

Maponke *

MoATEEMKARHHE NAPONA .

Pucynok 17 — Ilapons MapiipyTuzaropa

2.3.6 Hoctyn mo SSH

His  mHactpoiikm moctryma 1o SSH  mepeiinmute B MeHio  «Cucrema» @ —
«AIMUHHCTpUpOBaHUE» U BbiOepuTe BKIaIKy «Jloctyn mo SSH» (pucyHok 18). MoxkHO yka3ath

KOHKpETHBIN uHTepdelic u mopt 1ist noaxmouenus K T/] mo mpotokory SSH.
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APS5000AX CocToAHKe Cucrema Ceme BeifTH

Mapone mapwpytvzaropa | Joctynno S5H  SSHemouw  Joctyn no HTTR(S)

doctyn no SSH

Dropbear — 310 S5H-cepaep co scTpoeHHLM SCP
3kzemnnap Dropbear
YAanHTL
VHTepthelic | He onpedencHo W

@ MpUHUMATL NOMKMFUSHUA TOMLKO Ha YkazaHHOM MHTepdeiice UMK, ecni WHTepdheiic He 3anaH, Ha Beex MHTepdedicax

Mopt |22

C NOMOLWLH Napons |+

7] Pazpewmnte S5H ayTeHTMOWEALWK C NOMOLLLED Napons

Root BxonouT no napon |«

@ PaapelunTe NoNLI0BATENK root BXOOWTL B CUCTEMY C NOMOLLEH NaponA

MopTsl W33

[7] PaipelunTs yaanEHHoe NoJKMHHEHWE K NOKaNsH6IM NepeHanpaEneHHsIM nopram S5H

[0BaEMTs 3H3EMANAD |

m‘| CoxpaHnTs || OUMCTHTE

Pucynox 18 — Hacrpoiiku noctyna mo SSH

Ha Bkmaake «SSH xmtoum» MokHO 3arpy3uth Ha T/ myOauuHble KIIOYM IS
O6ecnaponpHoro SSH Bxoma ¢ OOJBIIMM  ypOBHEM O€30MACHOCTH IO CPaBHEHUIO C
MCIIOJIb30BaHUEM BX0/J1a 0 mapoutto. UToOk! 3arpy3uTh HOBbIN myOianuHbiii SSH kittou, BcTaBbTe

cTpoky myomuuHoro OpenSSH kimroda winm neperamuTe .pub ¢aiin B mosie BBoAa KItoya.

2.3.7 Pe3epBHasi KONHs HACTPOEK

YroObl COXpaHUTh PE3EPBHYIO KOMUIO HacTpoek T/l Ha KoMIIbloTepe MepeluTe B MEHIO
«Cucrema» — «BoccranoBnenne/OOHOBICHHEY W HakMHTe KHONKY «Co31aTh apXuBy
(pucynok 19). Ilocme storo Oymer 3arpyxeH daitn apxuBa ¢opmara *.tar.gz c Ttekymen

KOH(uUrypaiuei ycTpoicraa.
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PesepBHan KONMWA HaCTpoOEK

Ha#muTe 'Co30aTs apxme’, YTodsl CHaYaTL PE3EPEHYHD KOMMID TEKYLLIMY HACTPORK CHCTEMS!.

3arpy3unTe PeISPEHYIO KOO Co3aaTe apxme

BoccTaHoBUTBE

[nA c6poca HACTPOS) HEMMMTE 'BeINOMHUTE Ccdpoc (TONkKo ONA squashiz-odpasos).
UToikl BOCCTAHOBMTE HACTPONKN U3 PAHES COZAHHON PEIBPEHOM KOMUN, HAXMUTE "BrIGpaTs apXME".

COPOCHTE HA 3HAYEHHA No BbINonHuT: copoc
YMOM4aHUID

BOCCTAHOBWTE PE3EPEHYHD JarpyauTe SpXME...

EOTAHD - . . _
L Monszoeatenscrkie annk (CepTUMUEATE, CKPWMMTEL) MOTYT OCTATECA B CUCTEME. HTODL! 3TOMD HE NPOM30LLND, BhIMOMHWTE
cHadana cOpoc K 2aB04CKMM HACTPORKEM.

Pucynox 19 — Pe3epBHast Komusi HACTPOEK

UYToOBl BOCCTAHOBUTH HACTPOMKM HAXKMUTE KHOIKY «3arpy3uTb apXuB...» U BblOepuUTE

daiin popmara *.tar.gz ¢ macrpoiikamu. [Tociie 3TOro HAXMHUTE KHOIIKY «3arpy3uThb.

2.3.8 Copoc 10 3aBOJICKHX HACTPOEK

COpoc 10 3aBOJICKUX HACTPOEK MOKET OBITh MPOU3BEACH ABYMSI CIOCOOAMHU: IPOTPAMMHO
— uepe3 WEB-unTepdeiic, n ammapatHo — ¢ momomsio HapykHo# kHomku «\WPS) Ha HkHEH

4acTH KopIyca.

Jdns  nmporpamMHoro cbpoca HeoOxoaumo 3aiitu B MeHo «Cucremay —

«Boccranosnenre/ OOHOBIICHHE» U HaXKAaTh KHOMKY «BbimomHuTh cOpocy (pucyHok 19).

Z[J'ISI arrapaTHoro c6poca HCO6XOI[I/IMO B 3arpy>K€HHOM COCTOSSHUH HAKaTb U YACPKHUBATH

kHonky «WPS» B Teuennu 10 cek. [Tocne atoro T/ nepesarpysurcs.

2.3.9 OO0HoBJIeHHE POIIHBKH

Oo6noBnenue npomnBku npoussoautcs yepes WEB-unrtepdeiic. [lepelinute Ha cTpanuily
«Cucrema» — «Boccranonenne/OOHOBICHHE» U HAKMHUTE KHONKY «YCTaHOBKa o0Opasa...»

(pucynok 20). ITocne BeIOOpa (aitiia HAKMUTE KHOTIKY «3arpy3uTh.
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YcTaHOBUTL HOBBIM 00pas NPOLWKWBKK

JarpyskTe 30eck sysupgrade-coemMecTUMEIR 08pa3 ANA saMeHsl DASOTAHLWER NpOLLMERM.

Pucynok 20 — OGHOBJICHHE TPOIIMBKH

2.3.10 Ilepe3arpy3ka ycrpoiicTBa

Jlnia mepe3arpy3ku ycTpoicTBa nepeiaute Ha cTpanuny «Cuctema» — «llepesarpyska»

(pucyHOK 21) 1 HaXKMHUTE KHOIIKY «BBIOIHUTG ITepe3arpy3Ky».

AP5000AX CocToAHKe Cucrema Cets BLIAT™H

Mepe3arpy3ka

MporpaMMHan Nepesarpyaka Ballero YCTPOWCTES, T.8. BhINONHWTL KoMaHay reboot’

BLINOMHATE Nepezanpyaky

Pucynok 21 — INepesarpy3ka ycrpoiicTBa
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2.3.11 NuTepdeiicnl

Ha crpannue «Cetb» — «MHTEpdEch» MOXHO H3MEHHTh CETEBBIC HACTPONKHU

YCTpOICTBA.

Ha Bragke «uTepdeiics» nepedyrciaeHbl Bce BKIIIOYSHHbIE TPOBOIHBIE HHTEP(EHChl Ha
TJ1 (pucynok 22). ITo ymomganuto BximoueHbl uHTepdeticer LAN, WAN (IPv4) u WANG (IPv6).
Ha unrtepderice LAN Hactpoen crarnyeckmii aapec 192.168.1.1/24 u sximouenr DHCP-cepsep.
WAN u WANG siBnsitorcss DHCP-knrentamu.

AP5000AX CocTtoAHue Cucrema CeTb Buiiiti

WuTepdhelicel  Yerpolictea  OCHOBHEIE HACTPOMKW CETH

UHTepdeickl
MpoTtokon: CtaTudecknii agpec
Bpema padotei: Oh 10m 55s
lan MAC: R
5P () Momyveno (RX): 703.27 KB (4595 nakeToe) MepezanycTuTs OcTaHoEUTE | YoanuTe
br-lan MNepepano (TX): 4.41 MB (4611 naxeTos) ' )
IPvd: 192.168.1.1/24
IPv6: fd01:aa57:b8da::1/60
MNpotokon: DHCP-knuexT
wan Bpema pabotei: 1Th 17m 38s
MAC: MepesanycTiTs OcTaHoBUTL | YaanuTs '
= Monyseno (RX): 8.43 MB (77874 naxetog) 2L [T )
sk Mepepano (TX): 311.28 KB (3125 naretor)
IPv4: 192.168.0.93/24
wane MNpotokon: DHCPvG knueHT
MAC: MepesanycTiTs OcTaHoBUTL | YnanuTs |
r Monyseno (RX): 8.43 MB (77874 naxetog) L, 2o [T )

wan Mepegano (TX): 311.28 KB (3125 nawetos)

[obaenTb HOBLIA MHTEPdEeC... |

Pucynok 22 — CereBbie HHTEP(EHCH

Kaxxapiit uaTepdeiic MokeT ObITh MHAUBUIyalIbHO HACTPOEH. J{JIs1 9TOT0 HAXKMUTE KHOTIKY
«3mennthy» 11 BeIOpaHHOTO MHTepdeiica. B Bkmagke «OOmmMe HACTPONMKM» IS KaXKIOTO
uHTepdelica BbIOpaH COOTBETCTBYIOIIEE CETEBOE YCTPOMCTBA (CETEBBIE YCTPOMCTBA OIMCAHBI

nanee).

[Mo ymomuanuto mist uatepdeiica LAN BbIOpaHO BUpTyaibHOE ycTpoicTBo br-lan u
HacTpoeH craTuueckuil aapec 192.168.1.1/24 (pucynok 23).
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MuTepdencel » lan

OBuwme HacTpoikm  PacwwpeHnHsie HacTpoir | HacTpoiikm mexcetesoro skpaHa DHCP-cepeep

CocroAHue @2 YerpodcTeo: br-lan
Bpema paGorbi: Oh 14m 21s
MAC:
Mony4yeno (RX): 855.63 KB (5481 naketoE)
MNepepano (TX): 5.20 MB (5636 nakeToe)
IPv4: 192.168.1.1/24
IPv6: fd01:aa57:b8da::1/60

MpoTokon Crammueckui agpec “
Yerpoiicteo | @@ br-lan -
3anycTWTe Npu 3arpyske |+
IPvd-agpec 19216811
Macka cemw IPv4 | 255.255.255.0 =
IPvd-agpec wnwoza | 192.168.0.250 (wan)

WupokoeewaTensHeili IPvd- 192.168.1.255
agpec

3aKpeiTe CoxpaHuTs

Pucynoxk 23 — O6mme Hactpoiiku uarepderica LAN

Ha LAN wunrepdeiice no ymomuanuro BxmodeH DHCP-cepsep. Bee nacrpoiiku DHCP-

cepBepa HaxonsaTcs B Bkinagke « DHCP-cepsepy» (pucyHok 24).
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WHTepdence » lan

OBwwe HacTpoikn  PacluMpedHele HacTpokn  HacTpoikm mexcetesoro akpaHa  DHCP-cepeep
OcHoeHble HacTporky || Paclmpedssle HacTpoikm | Hactpodm IPv6  Hactpoiiku IPvE RA

WrHopwpoeate wHTepderc

@ OTrnioumT DHCP ana atoro uHTepdeca.

3anycTuTe 100

@ MynmmansHLIii agpec apeHasl.

Mpenen 150

0 MakcumansHoe KONHYECTED apeHA0EaHHEIX agpeCoe.

Cpok apeHasl agpeca 12h

@ Bpema ucteueuna cpoka apeHLl apeHA0BaHHLIX 34PECOR, MUHUMYM 2 MUHYTEI ( 2m ).

Pucynok 24 — Hacrpoiiku DHCP-cepsepa Ha unrepdeiice LAN

s uarepdeiicos WAN u WANG no ymosrganuto BeiOpan npotokos DHCP-knueHT.

WHTepdencel » wan

Ofwme HacTpodky  PacluMpedHkle HacTpoidkn  HacTpoikn mexceTtesoro skpava DHCP-cepeep

CocTosHMe " YerpoicTeo: wan
Bpema pabotei: 1h 22m 34s
MAC:
Monyyeno (RX): 8.99 MB (83330 nakeToe)
Mepepano (TX): 323.83 KB (3243 nakeTos)
IPv4: 192.168.0.93/24

MpoTokon DHCP-knuenT hd
Yerpoicteo | wan =
3anycTuTb Npw 3arpyske v

WMmA xocta B DHCP-3anpocax | OTnpaenATe MMA ¥0CTa 3TOr0 ycTpoAcTEa -

Pucynok 25 — O6mue Hactpoiiku uarepdeiica WAN
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WHTepdencor » wanb

OBwue HacTporikn  PacluvpenHele HacTpoiikk  HacTpoiikm mexcetesoro sxpasa  DHCP-cepeep

CocTosHme " YerpoWcTeo: wan
MAC:
Mony4eno (RX): 9.15 MB (84663 nakeToe)
Mepepano (TX): 325.01 KB (3264 nakeToe)

MpoTokon DHCPvE knuexT hd
Ycrpoiicteo |3 wan b

3anycTuTe Npu 3arpyake v
3anpoc IPvE agpeca try w

3anpoc IPv6 npedmke gnuHel | ABTOMETHUECKM -

Pucynok 26 — O6uue nacrpoiiku unrepdeiica WANG

Ha Bxnanke «YcTpoiicTBa» nepeuncieHbl Bce (M3nuecKrue U BUPTyajabHbIe yCTPOWCTBA HA
T (pucynok 27). dusnueckue ycTporucTBa — 3TO pealibHble MOPTHI U MHTep(elick Ha miare. K
¢dusrueckuM ceTeBbIM ycTpoiicTBam oTHocsTcs moptel wan (WAN mnopt kommyTaropa) u lan
(LAN nopt kommyTatopa), opt ethO (kommyrarop), wlan0 u wlanl — untepdeiicer Wi-Fi 2,4 u

5 I'T'u. K BupryansHbIM ycTpoiicTBaM oTHOCSTCS MOocThl 1 VLAN.
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AP5000AX CocroaHue Cucrema Cetb BT OEHOBNAETCA

WuTepdelicer | Yerpolictea  OCHOBHLIE HACTPOMEW CETH

YcTpoWcTBa

YcrpoicTBO Tun MAC-agpec MTU

@7 br-lan Moct 1500 | Cbpoc |
CeTeroe ycTpoiicTED 1504 | Copoc |
CeTeroe ycTpolicTeo 1500 | Chpoc |
CeTeroe ycTpoiicTBO 1500 | CBpoc |
CeTeroe ycTpolicTeo 1500 | Chpoc |
CeTerpoe ycTpoiicTBo 1500 | Copoc |

[NoGaenTe koHgMrypaumio yeTpoicTEa. ..

m.| CoxpaHuTe || OumeTuTe

Pucynok 27 — CereBble ycTpoiicTBa

2.3.12 BecnpoBoaHas ceTh

B menro «Cethb» — «becnpoBogHasi ceTh» MPUBEACH CIIMCOK OECHPOBOIHBIX CETEH,
nactpoeHubix Ha T]I (pucynok 28). [To ymonmuanuto Hactpoens cienyromntie Wi-Fi cetn Ha 2,4 u

5 I'Tu B pexume «Touka nocrynay:

e SSID - npotelecom-wifi-2g, urndposanne — WPA2-PSK, maposns — password,;
e SSID - npotelecom-wifi-5g, urndposanne — WPA2-PSK, naposns — password,;

Touka goctyma nomnepxkuBaet 10 16 SSID na wactote 2,4 [T u go 16 SSID Ha wactote

51T
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AP5000AX CocrosHue C M Cets BuiiATn OEHOBNAETCA

Cnucok 6ecnpoBOOHLIX CETEN

& radioD MediaTek MT7915E 802.11axbgn e |,105T|
— Kanan: 1 (2.412 [Tu) | Butpeir: ? Mout/c = | Wb i
— Fm S5ID: npotelecom-wifi-2g | Pesmnm: Master P —— m|T|

4 BSSID: | IWidbpoeanue: WPA2 PSK (CCMP) [FROELET

% radio MediaTek MT7915E 802.11acaxn e — |,105T|
— Kanan: 36 (5.180 Twy) | Butpe#T: ? Méut/c B . " i
B SSID: npotelecom-wifi-5g | Pexum: Master 0 mlf|
a0 BSSID: | Iudpporanme: WPA2 PSK (CCMP) il L il

MogknoYeHHble KNMUEHTBI

Cetb MAC-agpec YcTpoiicTBo Curnan [ wym CropocTe NpuéEma [ oTNpaEku

Hem docmynHol urghbopmayuu

[ oo | - | TS

Pucynox 28 — bectipoBoaHas ceTb

JI1si HacTpOMKHM CyIIECTBYIOIIEH OECIPOBOJHON CETH HAXXMHUTE KHOMKY «M3MEHUTHY.
Uto0bl 100aBUTH HOBYIO CE€Th HaXKMUTE KHOMKY «Jl00aBUTH». B OCHOBHBIX HacTpoiikax
YCTpOMCTBA MOXHO BBIOpaTh HOMEp KaHaia (pabouyyr YacToTy) U UIMPUHY KaHana. Jlns
panuountepdeiica 2,4 I'T noctynHble 3HaueHus mupuHbl Kanana 20 u 40 MI'm, qnsa 5 [T — 20,

40 u 80 MTI'm.

B ocHoBHbIX HacTpoiikax ceti Wi-Fi Beioupaetcs pexxum padotsr T/I. [Tognepxusarores

CIIEIYIOIIHNE PEKUMBI:

e Touka moctyna
e Kiment

e 802.11s

[Mone ESSID — sto nazBanue Wi-Fi cetun. Tak e HeoOXoaumo BbIOpaTh HHTEpQEiic, K

KOTOpOMY OYJIET MPUBs3aHa OecIpoBoIHAS ceTh. [Ipy HEOOXOMMOCTH MOXKHO CKpBITh ESSID.
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BecnpoeogHan cetk: Mactep "npotelecom-wifi-2g™ (wlan0)
HacTpo#ka ycTpoHcTBa

OcHoeHele HacTpoded  PacluvpeHHblE HACTPORKK

CocToanne | Pexmum: Master | SSID: npotelecom-wifi-2g
— oo BSSID:
Wndppoeanne: WPAZ PSK (CCMP)
Kanan: 7 (2.442 [Tu)
MowHocTe nepegaTunka: 20 gbm
Cwrnan: 0 gbm | Wym: 0 gbm
ButpeiT: 0.0 MEut/c | Crpana: 00

EeCI’IpOBO,D,HEH CETb BENKOYEHA OTENHYHTE

Pexmm Kanan LwupuHa
Hactpoiika wacToTsl AX v || T(2442Mhz) w | 20MHz

Pazpewmwts crangapt 802.11b

@ Crannapr 802.11b moxeT noHagobuTeca ana paboTsl ¢ ycTapeewmMy yeTpoicteam. Biriouaiite ero Tonsko
npu HeofxogumocTu.

MakcumansHaa MoLWHOCTL no ymonyaHuio gpaiesepa v - Terywas mMowHocTs: 20 dBm

nepefaqn - - -
pea @ Yxazanue MaKCUMansHO MOLLHOCTU NepPeaaun, KOTOPYID MOXET UCnons208aTh GecnporogHoil uHTepdeiic. B

3ABMCMMOCTY OT PErynATopHEX Tpebosanuii u ucnonsaoeaquA GecnpoBogHoi cEA3M, haKTUYECKaR MOLLHOCTE
nepefaul OaHHEX MOXET OuITs CHIKEHa JpaliEepom.

Pucynok 29 — OcHoBHBbIe HacTpoiiku ycrpoiictBa Wi-Fi

HacTpo#ka ceTH

OcHoBHEle HAcTpoikn  3awwTa becnpoeogHod ceTh MAC-cbunetp  PacwwpedHeie Hactpodkn  WLAN poymMuHr

Paum Toyka gocTyna v

ESSID npotelecom-wifi-2g

Ceme lan: g8 v

@ BuiSepurte vHTepdbeiic MnM uHTepdeiice!, KOTOPEIE BEI XOTUTE NPUKPENUTE K AaHHOI BecnpoBogHoi ceTn unu
3aM0NHWTE none co2dams, yTobkl cO3AATE HOBRIA WHTephenc.

@ Ecnu ESSID crpuiT, knueHTs! He cMoryT nepeMelyarsca (roam), a 3hheKTMBHOCTE 20hMPHOr0 BpeMeHI MoxeT
DBITL 3HAYMTENBHO CHUHEHE.
Pexoma WMM v

@ Tawm, rae otimouen QoS pexuma Wi-Fi Mulimedia (WMM), knuenTe! MoryT BLiTh orpaHMueHEl CKOPOCTED
802.11a/802.11g.

Pucynok 30 — OcnoBHbie HacTpoiiku cetr Wi-Fi
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B Bknaznke «3amuTa 6ecripoBOHOM CETH» MOXKHO BbIOpaTh THI MIKM(POBAHUS U TAPOIH
sanmieHHo Wi-Fi cetn (pucynok 31). [ognepxuBaemple THITbI MU(PPOBAHKS TPUBEICHBI B

Tabymue 4.

HacTpolka ceTn

OcHoBHEle HACTpoikM  3awmTa BecnposogHol ceTy MAC-gunetp  PacwwpesHsie HacTpodkw  WLAN poymuHr
Wudpposarue WPAZ-PSK (BeICOKMIA YpOBEHE W
Anroputa wmdbpoBaHKA aETO A
Mapene (kmwou) *

3awuTa kagpoB yrpasneHus OTEMHUEHD hd

802. 11w . - .
@ INpumesanve: HexoTopeie gpaiteeps Wi-Fi He nonHocTsto noaaepsmeator 802.11w. Hanpumep, mwlwifi moxet

MMETE N DOGI'I eMEl

BrmiounTe 3alMTY OT araku

KRACK . -
@ YcnomHAET aTakM Ha NepPeyCTaHOBKY KNioYa Ha CTOPOHE KNWEHTa, OTKMYaA peTpaHcnauMio dpeiimos EAPOL-

Key. KOTOPEIE MCNONL3YHTCA ANA YCTaHOEKW kmouel. Moxer Brizeats I'IpDG]'IEMI:I COBMECTHUMOCTH W CHMMEHWE
HaJe¥HOCTH COMacoBaHWA HOBOMD KNkOYa, NPy HanuyKM Bonbworo Tpacbw{a.

3akpeiTe CoxpaHuTs

Pucynok 31 — 3amuTa GecripoBOIHOM ceTH

Tabnuna 4 — [loanepxuBaeMple TUIBI U(POBAHUS

Tun mmdpoBanus Onucanue
WPA2-PSK Bricokuil ypoBeHb MG poBaHus
WPA2-EAP Bricokuii ypoBens mudpoBanus yepe3 RADIUS
cepBep
WPA3-SAE Beicokwuii ypoBenb mmdppoBanus s Mesh-cereit

WPA2-PSK/ WPA3-SAE Mixed

Bricokuii ypoBeHb mndppoBaHUs
Mode yp ¢p

WPA-PSK/WPA2-PSK Mixed Mode | Cpexnuii ypoBeHb MIH(pPOBAHHS
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Tabmuna 5 — [Ipogomxenue

bYMK.464512.010 PO

WPA-EAP

Cpenumii ypoens mmdposanus uepes RADIUS
cepBep

WPA-PSK

Huzkuii ypoBeHb mmdppoBaHus

be3 mmdposanus

OTKpbITas CETh
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2.4 TIlpumepsl HacTpoiiku T/]

B nannoM pa3zzaene npuBeaeHbI IpuMepbl HacTpoiiku T/l 17151 OCHOBHBIX pEXKUMOB PAOOTHI.

Manee npeanosaraeres, uro TJ[ cOporena 10 3aBoackux HacTpoek (1. 2.3.8).

2.4.1 Pexum padotsl «Touka goctyna»

Pexxum pabotsl «Touka 1ocTymay SBIsETCS OCHOBHBIM PEKHAMOM U 10 yMOJT4aHui0 Ha TJ]
HacTpoeHsl OecrpoBoaHbie cetn Npotelecom-wifi-2g u npotelecom-wifi-59. Uurepdeiic WAN
spnsercs DHCP-kmuentom, a untepdeiicy LAN mpucBoen IP agpec 192.168.1.1. B obuiem

cllydae cxema MOJKII0UYeHHUs B pexknMe « Touka 1ocTyma» mpeicraBieHa Ha pucyHke 32.

A2
z),is{gﬂz NokanbHasn ceTb 192.168.1.0/24

~g~

( )

G J
WAN

o
Y <

Pucynok 32 — Cxema noaxmrouenus « Todka JTocTyma

\;
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YroOsl HacTpouts npotokos PPPOE na untepdeiice WAN 3aiinute B Menio «Cetp» —

«Murepdeiicer». Haxmure xHOnky «M3menuts» s uHTepdeiica wan. Ha oTkpeiBmieiics

CTpaHHIE HACTPOCK BBIOCPUTE M3 BHINIAJAIONIETO crrcka mpotokoil PPPOE u ycrpoiictBo wan

(pucynok 33). BBeauTe uMst 10JIb30BATEN sl U APOJIh Il aBTOpH3anuu. [1ocie 3TOro HaKMHUTE

KHONIKY «COXpaHUTb.

WHTepdencel » wan

Qowwe HacTpolky  PaclwWpeHHele HAacTpolky  HacTpoiki memcetesoro 3kpaHa  DHCP-cepeep

CocToaHue

MpoTokon

YeTpoRcTeD

3anycTuTk NpM 2arpyake

Mma nonszoeatens PAP/CHAP

Mapone PAPICHAP

KoHueHTpaTop foctyna

Mma cnyxBel

" YetpoicTEO: Wan
Bpemsa paborki: 1Th 39m 6s
MAC:
Monyyeno (RX): 27.67 MB (147876 naxeToe)
Nepepano (TX): 207.03 KB (2873 naketor)
IPv4: 192.168.0.93/24

PPPoE v

2'wan *

dBTo

0 OcTaesTe none NyCTeIM ANA aeToonpeaeneHua

dBTo

e' OcTaesTe none NYCTeIM ANA aeToonpefeneH1A

Pucynox 33 — Hactpoiixa PPPOE

[Ipu HeobxonuMocTn MokHO oMeHsATh |IP anpec untepdeiica LAN. s sToro 3aiiute B

meHto «Cetb» — «UHTepdeiicey. Haxxmure kHonKy «M3menuTs» ist uatepgeiica lan. Beequre

HoBoe 3HaueHue |IPv4-anpeca. B nanHom npumepe HoBeii IP agpec 192.168.30.1 (pucynok 34).

Haxxmure kHOnKy «COXpaHUTBY.
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WUHTepdence! » lan

OBuwme HacTpoiikn  PacluMpeHHsle HACTPONikW

CocToaHue

MpoTokon

YetpolicTteo

3anycTuTL Npu 3arpyake

IPvd-anpec

Macka cetn IPvd

IPv4-agpec wnwza

[npokoeewatensHeli IPv4-

2@ Yetpoucteo: br-lan
Bpema pabotbi: 1h 56m 11s
MAC:

Mony4exo (RX): 7.50 MB (31930 nakeTos)
Nepepano (TX): 24.73 MB (29719 naketoe)

IPv4: 192.168.1.1/24
IPv6: fd14:1ac:592::1/60

Cratvueckwii agpec v

&7 br-lan

192.168.30.1

255.255.255.0

192.1658.0.250 (wan)

192.168.30.255

bYMK.464512.010 PO

HacTpolikm MexceTesoro skpaHa

agpec

Pucynoxk 34 — U3menenue IP anpeca LAN

Jlnst usmenenus Hactpoexk Wi-Fi mepeiinute B MeHio «CeTb» — «becnpoBoHast CEThY.
Haxwvurte xHomky «M3menutb» mas SSID npotelecom-wifi-2g. Ha otkpsiBiieiics ctpaHuiie
HACTPOEK BHIOEPHTE W3 BBINAJAIONIETO CIHCKA HEOOXOAMMBIA KaHal. PekomeHmayercs
UCTIOJIB30BaTh CBOOOJHBIC KaHabl, 4TOObI He ObUTO TepeceueHuid ¢ npyrumu T, s

MaKCHUMaJIbHON TPOM3BOIUTENLHOCTH O€CIIpOBOIHOM ceTH Ha yacToTe 2,4 I'T'11 BeIOepuTe HIMpUHY

kanaima 40 MI'.
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BecnpoeoaHas cetTb: MacTtep "npotelecom-wifi-2g™ (wlan0)

HacTpo#ka ycTpolcTBa

OcHoeHele HacTpolen  PacluvperHsle HAcTpokK

CocToAHue

Becn poBOOHEA CETh BENMKOYEHA

HacTpoiika yacToTel

Paspewmte crangapt 802.11b

MakcumansHas m OWHOCTE
nepefaqu

[ Pemum: Master | SSID: npotelecom-wifi-2g
— n5m BSSID:

Wndrpoeanne: WPA2 PSK (CCMP)
Kanan: 1 (2412 Tu)
MowHocTe nepegatymka: 20 gbm
Curnan: 0 gBbm | Wym: 0 gbm

Butpent: 0.0 Mbutic | Ctpana: RU

OTEMIOYNTE

Pexum Kawan
AX v [ 12412 Mhz) ~
aute

2 (2417 Mhz)

@ Crangapr | 3 (2422 Mhz)

npw Heox| 4 (2427 Mhz)
5 (2432 Mhz)

6 (2437 Mhz)

no ymonuas| 7 (2442 MhZ)

@ Yeazanne | 8 (2447 Mhz)
3aBUCHMOd g (2452 Mhz)
NEpeRa-iy 10 (2457 Mhz)

11 (2462 Mhz)
12 (2467 Mhz)
13 (2472 Mhz)

LLnpuHa
20 MHz ~

Fexywan mowHocTs: 20 dBm

bYMK.464512.010 PO

LA0BMTECA ANA paboTl © yeTapeswnMK yeTpordcTeami. Benouaite ero Tonsko

[HOCTH Nepenayn, KOTOPYK MOMKET UCNoNs30BaTe BecnpoBoaHon MHTepdeiic. B

TpeboBaHWA W MCTIoNBE30BaHWMA BecnpoBodHOR CEBAZM, (AKTHYECKaA MOWHOCTE

CHIKEHa JpafiEepon.

Pucynox 35 — Bri6op kanana ans yactotsl 2,4 [Ty

BecnpoBogHan ceTb: MacTtep "npotelecom-wifi-2g" (wlan0)

HacTpoWka ycTpoWcTBa

OcHoBHEIE HACTRPOAKM  PacluMpeHHLIe HACTpoAKK

CocToAHwe

EeCI‘IpOBO,D.HEH CeTb BEIMKOUEHA

Pexmum: Master | $51D: npotelecom-wifi-2g

— pEmBSSID:
Wndrpoeanne: WPA2 PSK (CCMP)
Kanan: 1 (2412 Tw)
MowHocTe nepegaTymka: 20 gbm
Curnan: 0 gbm | Wym: 0 gBbm
Butpenr: 0.0 MEut/c | Crpana: RU

Pexam
AX ~ | 1(2412Mhz) ~ | 20 MHz v‘

HacTpoika yacToTsl

Pazpewmts crangapt 802.11b

OTENHYUTE

Kanan

LLnpusa

40 MHz

@ Crangapr 802.11b moxeT noHagobuTecA AnA paboTel ¢ ycTapeswnmn yeTpoiicTeamy. Brniouaiite ero Tonsxo
npu HeobXodMMOCTH.

MakcumansHas m OWHOCTE
nepegadu

no yMonuaHwie gpadeepa v - Terywan mowHocTs: 20 dBm

@ Yrazanve MakcHMansHOM MOLHOCTH Nepeqayy, KOTOpYH MOXET MCNoNs308aTsL GecnposogHoil nHTepdeiic. B

3ABMCMMOCTH OT PErynATOpHEIX TpeGoBaHuil U Mcnonk30BaHWA GecnpoEogHoi ceAzM, (DEKTMUECKaA MOLLHOCTL

nepefay JaHHeX MOXEeT DeITe CHIHEHA Apa ﬁBepo M.

Pucynok 36 — Beibop mmpuHbl kaHana s 9actotel 2,4 [T
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Yr10oObI HOMEHTH UM CETH B BKJIaJKEC «OCHOBHBIE HﬁCTpOfIKH» BBCIUTC HOBOC UM B IT0JIC

ESSID. Ha pucynke 37 mns 6ecipoBoanoit cetu 2,4 I'T' ykasan HoBwiii SSID 2g-ssid-1.

HacTtpoiika ceTu

OcHoBHele HacTpoler  3awwTa becnpoeogHod ceth MAC-dmnetp  Pacwwpendoie HacTpoikr  WLAN poymuHr

Pestm Touka mocTyna v
Do ssic-1
Cets lan: g v

@ Buibepute nHTepdeiic nnn rHTepdelicsl, KOTOpLIE BEI XOTHTE NPHKDENWTL K AaHHOA BecnposogHoi ceTh unu
3aN0MHWTE None co3dams, YyTobkbl CO30aTh HOBLIA MHTepdEeRC.

Crpuima |

@ Ecnu ESSID crpuLIT, KNMEHTE! HE CMOTYT NepemMelyaTsCA (roam), a 3 deKTMBHOCTE 2CDMPHOTD BPEMEHN MOKET
BBITE 3HAYMTENEHO CHUHEHE.

Pexwmm WMM - [

@ Tawm, rae otkmiouen QoS pexama Wi-Fi Multimedia (WMM), knuerTel MoryT BeiTs orpaHiuyessl CKOPOCTEK
802.11a/802.11g.

3akpeiTe CoxpaHuTs

Pucynok 37 — HoBoe ums 6ecripoBognoi cetn 2,4 I'T1y

YToObI MOMEHSATH MAPOIh IS MOIKIIOYEHHUS K OECIIPOBOHOM CETH MEPEHIUTE B BKIAIKY
«3amumra 0ecipoBOAHOM ceTu». JlJi MakcUMallbHOI 0€30MacCHOCTH CETH PEKOMEH1yeM BbIOpaTh
tun mudposanus WPA2-PSK. B none «Ilapons (kirou)» BBeauTe HoBOoe 3HadeHue. I[locre

BHECEHMS U3MEHCHUM HAXKMHUTE KHOIIKY ((COXpaHI/ITL».
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HacTpolka ceTn

OcHoeHele HacTpoitk | 3awwTa DecnposogHoi cet  MAC-tunstp  Pacwwpenrdeie HacTpoitkn  WLAN poymuHr

Lnchpoeaxue WPAZ-PSK (BeICOKMiA ypOBEHE W

Anroputi wudbpoBaHKA aBTo b
ﬂaponb (:K_nHle) [ ———— =
3awmTa kagpoB ynpaeneHua OTKNHYEHO v
802 11w

@ Mpumesanme: HexoTopeie apaiteepsl Wi-Fi He nonHocTbio nogaepsxwmeatot 802.11w. Hanpumep, mwhwifi moxeT
MMETE NpoBnems!

BrmiounTe 3alUMTY OT aTakK

KRACK . .
@ YcnoxHAeT aTaku Ha NepeyCcTaHoBKY KNioua Ha CTOPOHE KNWEeHTa, OTKMuan peTpaHcnaumio dpeiimos EAPOL-

Ke},r. KOTOPEIE MCNONB3YHTCA ANA YCTaHOEKH kmoueli. Moxer BeizBaTe I'IpDG]'IEMhI COEMECTHMOCTH W CHMMXEHWE
Hage#HOCTH COMacoBaHKWA HOBOTD KNMKOYa, NPA HanHW4HKM Bonbworoe TpachHa.

3akpeTe CoxpaHuTs

Pucynox 38 — MI3meHeHus maposist 1yt OecripOBOIHOM CETH

Uto0Obl U3MEHUTH HACTPOHKH OecripoBoHOM ceTH 5 [T HaxkMuTe KHOMNKY «VI3MEHUTHY
st SSID npotelecom-wifi-5g. Ha oTkpeiBIIeiics: CTpaHUIE HACTPOSK BEIOSPUTE U3 BHINAIAIONICTO
CIIMCKa HeOOXOAMMBIN KaHall. PekoMeH1yeTcs NCIoIb30BaTh CBOOOIHBIC KaHAJBI, YTOOBI HE OBLIO
nepecedennit ¢ qpyrumu T/I. {151 MakcuManbHOM TPOU3BOAUTENHHOCTHA OECIIPOBOIHON CETH Ha

yactote 5 ['T BeiOepure mupuny kanana 80 MI'm.
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BecnposogHan ceTk: Mactep "npotelecom-wifi-5g" (wlan1)
HacTpowka ycTporcTBa

OcHoeHele HacTpodkk  PaclumpeHHble HACTpoRKK

CocToRHue Pexxum: Master | SSID: npotelecom-wifi-5g
— n5m BSSID:
Wndgporanne: WPAZ PSK (CCMP)
Kanan: 36 (5.180 M)
MowHocTs nepenaryuea: 20 obm
Curnan: 0 gbw | Wym: 0 gEm
BurpeiT: 0.0 Mout/c | CTpana: RU

BecnpoeogHan ceTk BEMYEHA OTENHYKMTE |
Pexam Kanan WupuHa
HacTpoiika yacToTsl AX v || 36 (5180 Mhz) «| 80MHz ~
auto

36 (5180 Mhz)

MakcHmMansHaa MoWHOCTE no yMonyaH 5200 Mhz) Brywaa mowHocTs: 20 dBm

nepegaqd

3ABMCHMO 5240 Mhz) rpebosaHuii v ucnone3osannA BecnpoBoaHOR CBA3M, (aKTUYECKaR MOLLHOCTL
nepefauu 5260 Mhz) EHUEHa Apafsepom.
56 (5280 Mhz)
64 (5320 Mhz)
132 (5660 Mhz)
(5680 Mhz)
(5700 Mhz)
(5720 Mhz)
149 (5745 Mhz)
153 (5765 Mhz)
( )
( )
( )

40 (

@ Yeazanme | 44 (5220 Mhz) oCTH Nepefaun, KOTOPYH MOXET UCNoNs20BaTE GecnpoBogHol MHTepdelic. B
48 (
52

157 (5785 Mhz
161 (5805 Mhz
165 (5825 Mhz

Pucynok 39 — Beibop kanana s gactotsl 5 I'T1g

YToOBI HOMEHSITH UMS CETH B BKJIaaKEC «OcHOBHBIC HaCTpOﬁKH)) BBCIUTC HOBOC UM B ITOJIC

ESSID. Ha pucynke 4037 mist 6ecipoBoanoit cetu 5 I'T'1r ykasan HoBbIit SSID 5g-ssid-1.
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HacTpoWka ceTu

OcHoBHele HacTpolikw  3awwta becnposogHoi cet MAC-dunetp  PacwwpedHbie Hactpoikn  WLAN poymuHr

Pasm Touka poctyna b

5g-ssid-1

CeTs lan: @ -
@ BuiGepuTe uHTepdbeiic M UHTepdeiick, KOTOpLIE BbI XOTUTE MPUKPENMTL K JaHHOI BecnpoBogHoit ceTh unm
3aAMNONKUTE None co3dams, YTobkel CO3AATE HOBRIA WHTephelic.
Crxpeite ESSID
@ Ecnu ESSID ckpbiT, KNMeHTs! He CMOTYT NepeMewaTea (roam), a 3hekTMBHOCTL 3ChMPHOTD BPEMEHN MOXET
ObIT 3HAUHMTENEHO CHIBKEHA.
Pexam WMM - v

@ Tam, rge oTkmouen QoS pexwma Wi-Fi Multimedia (WMM), KMMeHTS! MOryT GbiTh OrpaHUueHE! CKOPOCTLI
802.11a/802.11g.

3akpeiTe CoxpaHuTs

Pucynok 40 — HoBoe ums 6ecripoBoanoi cetu 5 [T

YtoObl MOMEHSATH MAPOIIh IS MOIKIIOYEHHUS K OECIIPOBOJHOM CETH MEPEHIUTE B BKIAKY
«3ammuTa OecipoBOJHOM ceTuy. [[1sg MakcuManbHOM 0€30MacHOCTH CETH PEKOMEHyeM BhIOpaTh
tun mudposanus WPA2-PSK. B none «Ilapons (kirou)» BBeauTe HoBOoe 3HadeHue. I[locre

BHECEHHS N3MEHEHUI HAKMHUTE KHOTIKY «COXpPaHUTHY.

Ilocne IMPUMCHCHUA BCCX W3MEHEHMI CIIHCOK 6CCHpOBO,I[HI>IX ceten 6YI[6T BBITTIAACTD KaK
Ha PUCYHKC 43.Ha JaHHOM Xe CTpaHULEC 6y,[[eT BBIBCACHA I/IH(I)OpMaHI/IH O IMIOAKJIIFOYCHHBIX K CCTAM

Wi-Fi knmuenTax.

44



bYMK.464512.010 PO

AP5000AX AHKE Ik BuiiATn OEHOBNAETCA

Cnucok 6ecnpoBoAHbIX ceTen

& radiol MediaTek MT7915E 802.11axbgn P |,106T|
= Kanan: 1(2.412 ITw) | BurpeiiT: 72.2 Méuic ) -l =
34 2Bu SSID: 2g-ssid-1 | Pemwam: Master Fo—— | P— |
s BSSID: | Wncpposanue: WPA2 PSK (CCMP) | J
& radiol MediaTek MT7915E 802.11acaxn T — |,105T|
o Kanan: 36 (5.180 Mu) | Butpe#dT: ? MGut/c B V . |
— Bu SSID: 5g-ssid-1 | Pemam: Master FE—— | P— |
4 BSSID: | Wndppoeanue: WPA2 PSK (CCMP) - )
Moakn4YeHHbIe KNMUEHTEI
Cetb MAC-agpec YcrporcTeo Curuan/ CropocTk NpHéma | OTNpaBKu
wym
P Galaxy-A50 722 Mt_)lro.'C: 20 My, MCS 7,
I"Ia(:Tep._";?g ssid (192.168 e Koporwi Gl OTKNOUNTE
v = = . - - 1 .
1" (wian0) fd14:1ac:592f 0:cccd-calf ) -36 Abwm 72.2 Mourlc, 20 Mry, MCS 7,

KopoTeuia Gl

m.| CoxpanuTe || QuurCcTHTE

Pucynok 41 — Criucok OecripoBOAHBIX ceTeit
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2.4.2 Pexum padotbl «Kianenr»

TJ1 MoxeT BeICTynaTh B KadecTBe «KimeHTa», TO €CTh MOJIKIIOYATHCS K O€CIIPOBOAHON
cetu apyroi TJl. Bo3mokHas cxema Takoro BKIJIFOYECHHS IIpeJICTaBliecHa Ha pucyHke 42. B
npuBeneHHoM npumepe T/l padotaer Ha yactore 5 I'T' B kadectBe «KiueHTay, a Ha 4acToTe

2,4 I'Tu — «Touka goctymnay.
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A2
2850 NokanbHas cets 192.168.1.0/24

~p-

T
N

34

X

Pucynok 42 — Cxema noaximrouenus «KinueHr»

\;
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Ilepeiinute B MeHo «Cerb» — «becnpoBoaHas ceTb» W yAAIUTE CO3JAHHYIO IIO
ymouanuio cetb Npotelecom-wifi-5g. [lns 3Toro Haxkmure KHOMKY «Ynamuthy». [IpuMeHuTe
n3meHeHus. Temepp i kaHana 5 [T Haxmure kHOomky «llomck». B oTkpbIBIIEMCS OKHE

MOSIBUTCS CIIMCOK JOCTYMHBIX 1y moakaouenus Wi-Fi cereit (pucyHok 43).

HargeHHbie Towkn goctyna Wi-Fi

Curnan SSID Kanan Pexwm BSSID Wndposanue

ol 47 rbw APS000AX_test_5g 161 Master None
ol 64 7Ew NpoTelecomsG s Master mixed WPAIWPA2 PSK (TKIP, CCMP)

OctancanTs oBHoanerve || 3akpes

Pucynok 43 — Criucok OecripoBOAHBIX ceTeit

Bribepure HeoOXoauMyro OECHpOBOJHYIO CeTh M HaXKMUTE KHONKY «Ilomkmrouenue x
cet». Ha OTKpBIBILIEHCS CTpaHULIE BBEIUTE MAapoJib U HaxXMuTe KHONKY «lIpumenuts». [lanee

HaXMUTC «COXpaHI/ITB».

Mopgknioyerwe k cetu: "NpoTelecom5G™

3amenwTs HacTpoiiky

GeCnpoE0aHOTD COBAVHEHNHA .
posea =A @ MNpoaepete 31y onumio, 4TOBE! YAANNTE CyL|ECTBYOUME CeTH BeCNPOBOAHOIT yCTPORCTEE.

MuA Hozoii ceTh | wwan

@ [lonycTimsie cuMBons: A-Z, a-z, 0-8 U _

Mapons WPA [ seeseseend

@ Ve 3aKpLITLIA Klod

MNoaxmovatecs k BSSID

@ Buecro Toro, uToBk! NPMCORAUHATECA K NI0G0I CeTh ¢ cooTeeTcTEykWMM SSID, noakniouaTscA Tonsko k BSSID

Coagats / HasHawnTs sony | [Wanl wan: 2% |wan6: ¥

MEXCETEEOTD 3KpaHa . - . . 5 . P
P @ Veaxrme 30wy, KOTODYIO S1 XOTUTE NDHKPENNTE K STOMY UHTepdeiicy. BuiGepiTe e onpedenexo’, uToBs yaanTs SToT nHTepdeiic ns 30Hsl, WK 38NCNHITE None Co308ms’, YToDE! ONPEAENHTE HOBYHD 30HY K

NPHEDENATE K Hell 3T0T MHTepdelic

Pucynoxk 44 — [MoakiroueHUE K CETH

HpI/IMCHI/ITe BC€ BHCCCHHBIC HM3MCHCHHA U YGCI[I/ITCCB, YTO B CIIMCKEC ITOJKIHOYCHHBIX

KJINCHTOB 0T06pa>1<aeTc51 Ha3BaHHUC BBI6paHHOﬁ CCTU.
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Cnucok 6ecnpoBoAHbLIX CeTen

MediaTek MT7915E 802.11axbgn

& radiol \
w o Kawan: 1 (2.412 ITu) | ButpeiT: ? MGutic
= SSID: npotelecom-wifi-2g | Pexum: Master
A BSSID: | IWngposanmne: WPA2 PSK (CCMP)
0 radio MediaTek MT7915E 802.11acaxn
= Kanan: 48 (5.240 [Ty) | Burpe#T: 18 Mbut/c
2 52 16w SSID: NpoTelecom5G | Pexum: Client

BSSID: | Wndgposanme: -

MoaknYyeHHble KNUEHThI

CeTb MAC-agpec YcTpoiicTEO

-
KnuexT "NpoTelecom5G” (wian1)

MNepezanycTuTs |E|
OTKnKouTE |E|
MNepezanyctuts |m|
OTrmIounTS M|E|

Curnan fwym  CkopocTk npuéma / oTnpaEku

48.0 Moutic, 20 My
-63 nbm 24.0 Moutfc, 20 My

m| CoxpaHuTs || OurCTHTE

Pucynok 45 — Criucok 0ecripoBOAHBIX ceTeit

[Tpu HEOOXOAUMOCTH MOXKHO TIOMEHSITh Ha3BaHHE U HACTPoiiku cetu Npotelecom-wifi-29g

(cm. m.2.4.1).
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2.4.3 Co3nanmne VLAN ynpasienus

ITo ymomuanuto poctyn nmo WEB u SSH gepes WAN nopt G10KHpyeTcsi MEKCETEBBIM
skpanoM TJ| B memsax Oe3omacHOCTH. B ceTsiX, Tae HCHONB3yeTCsS OOJBIIOE KOJIMYECTBO
YCTpOMCTB, MOXHO co3aarh oTaenbHbli VLAN nmns ynpasnenus TJ[. B manHom mpumepe
cozgaauM VLAN c ID 500 u paspemmm goctym K T/ Tonbko ¢ moMonipio mpoTokosioB HTTP u

SSH.

[lepeiinure B meno «Cerb» — «UMuTepdeiicel» M BbliOepuTe BKIAAKY YCTPOICTBA.
Haxwmure xHomky «Jlo6aBuTh KOH(UTypaluio ycTpoicTBa...». Ha oTKpbIBIICiiCS cTpaHule
BeiOepuTe THI yctpoiictBa — VLAN (802.1Q), 6a30Boe YCTPONCTBO — mOpH KOoMMymamopa

“wan”, seeaqute VLAN ID — 500 u Haxxmute KHONIKY «COXpaHUThY (PUCYHOK 46).

HobasneHne KoHpUrypaumm ycTpoNcTEa

O6wme onuwmn yeTpolictea | [lononHWTENsHEIE ONLWMK yCTpoiicTEa

Tun ycTpoiicTea VLAN (802.1q) v
baszoeoe ycTpoiicTeo | E*'wan -
VLANID 500

MmA yetpoiictea | wan 500

MTU 1500

MAC-agpec

OnuHa cuepeau Tx 1000

BrntounTs IPVE SETOMATUYECKHN (BKNHUEHO) v
IPv6 MTU | 1500
DAD oTnpaeku

@ KonwuecTeo otnpasnAemsix npob obHapyxenns aybnukaros agpecoe (DAD)

3aKpeITe CoxpaHuTs

Pucynox 46 — Jlo6aBnenue BuptyansHoro ycrpoiicta VLAN 500

[Tocne mpuMeHeHHsI U3MEHEHHI B CIIMCKE YCTPOMCTB MOsIBUTCA ycTpoiicTBo wan.500.
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AP5000AX ( AHKE ( 3 CeTb BuiiAtn OEHOBNAETCA

Wutepdeiicel  YeTpoictea  (OCHOBHBIE HACTPOWKM CETH

YcTponcTBa

YcTpodcTBRO Tun MAC-agpec MTU

@ br-lan MocT 1500 | Cépoc |
£ wan 500 VLAN {302.1q) . - | C6poc |
1 gthi CeTeEoe ycTpoiicTED 1504 | Chpoc |
CeTeEoe ycTpoiicTEO 1500 | CBpoc |
Ceteroe ycTpoiicTBo 1500 | CBpoc |
CeTegoe ycTpolicTED 1500 | Chpoc |
CeTeEoe ycTpoiicTEO 1500 | CGpoc |

[oBaenTe KOHDUIYpPaLMID yCTpoACTEA. ..

m| CoxpanuTs || OuncTHTE

Pucynox 47 — Ciucok ycTpoiicTB

Ilepeiinure B Bkianky «WHTepdeiicbl» W HaXMUTE Ha KHONKY «Jl00aBUTH HOBBIH
uHTepdeiic...». 3agaiite Ha3BaHKEe HOBOTO UHTEep(eiica — manage, Beidepute npotokon — DHCP
WIA cmamu4eckuil adpec, yKXATe TpHUBsS3aHHOE ycTpoiicTBo — Wan.500. Haxxmure KHONKY

«Coznate unrepdericy. Haxmure « CoxpaHUTh.

No6aBUTb HOBbIA MHTEpPENC. ..

HazeaHue manage
MpoTokon DHCP-knueHT hd
YeTpoicTeo 2 wan.500 =

OTmenHa Cozgats unTepdeic

Pucynok 48 — Jlo6aBnenue HoBoro nunTepdeiica

51



bYMK.464512.010 PO

[Tocne mpumeHeHHs Bcex H3MEHEHUH B BKiIanke «MHTepdelch» MOABUTCS HOBBIN

unrepdeiice manage, cszanubiii ¢ VLAN 500 (pucynok 49).

AP5000AX " AHWE SUCTEM Cems Bt

MHTepdeiice  YeTpoiictea  OCHOBHBIE HACTPOIKK CETH

WHTepdenchl
Mpotokon: CTaTudeckwil agpec
Bpems pabotbi: 0h 59m 44s
o MAC:
P (Eaw) Mony-eko (RX): 2.42 M8 |‘1,495? nakeTos) MepezanycTute OcTaHoEMTE | YoanuTe .
b. l-;‘ = MNepepano (TX): 12.89 MB (15362 nakeToE) | J
bl IPv4: 192.168.1.1/24
IPv6: fd3a:1f36:4099:8::1/62
IPv6: fd56:a665:1041::1/60
Mpotokon: DHCP-knuexT
manage E&Egﬂ pabotei: Oh Om 9s . .
] ' MepeszanycTute OctaHoBUTE | Ynanute
. &500 Mony4eno (RX): 2.74 KB (20 nakeToe) | J
i Mepepano (TX): 2.33 KB (13 nakeTos)
IPv4: 192.168.50.100/24
Mpotokon: DHCP-knuexT
o E&Egﬂ pabotei: 0h 59m 37s -
T Monyueno (RX): 36.48 MB (146952 naxeros) B e Ot | a0clUILa
bt Mepenano (TX): 737.48 KB (2421 naxeros)
IPv4: 192.168.0.93/24
Mpotokon: DHCPYE knnexT
Bpems pabotei: 0h 59m 36s
e MAC: . .
Mony4eno (RX): 36.48 MB (146952 naxeTos) T — P — | [V —
= Nepenano (TX): 737 48 KB (2421 naketos) = Wl ool

e IPv6: fd3a:1f36:4099::306/128

IPv6: fd3a:1f36:4099:0:1eal:d3ff.fea3:143/64
IPv6-PD: fd3a:1f36:4099:8::/62

Pucynok 49 — Cniucok uaTepdeiicon

Hanee nepeiinure B MeHio «CeTb» — «MesxceTeBoil 3kpan». BHU3Y cTpaHHIIbI HAXKMUTE
KHOTIKY «JloOGaBuUTH» niisi moOaBieHUE HOBOW 30HBL. BBenute HasBanue 30HBI — ManageZone,
BbIOEpUTE JEICTBHE [UIsl BXOAALIEro Tpaduka — omeepeamsp, WCXOIAIIETO Tpapuka —
npUHUMAame, TICPEHANIPABIICHUEC — OMmeepeamsb, OXBaThiBacMbie ceT — manage (pucynok 50).
Haxwmure kHOnKy «COXpaHUTH»
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MemceTeEON 3KpaH - HacTponka 30H

OBwme Hactporiky | PacwmpenHble HacTpoiky | OTcnexmeanve coeguHeHui (conntrack)

CTpannua cogepsMT oblyme cEoACTEA "3Ta HoBAA 20Ha”. Pexumel Bxodawud mpaguk’ v Wexodawwd mpaduk’ yeTaHaENWEICT MNONWUTHEN N0
YMOMUaHuio AnA Tpaduka, NOCTYNaKLWEer W NOKMAAIOLWETo 3Ty 30HY, B TO BpeMA Kak pexum TlepenanpaenseHue’ ONMCEIEAET NOMUTUKY
nepeHanpaeneHnA Tpathuka MEXOy PaznuYHEIMU CETAMM EHYTPK 30H:l. HMcnons3oeams cemu’ yrasblBasT, Kakvie QOCTYNHLIE CETH REMAKTCA YNeHamu
gm

Hazsanue ManageZone

BxopAwmi Tpacmk OTEEpraTh v

WMexoaawmi Tpaduk NPUHHMATE hd

Mepenanpaenewne oTEEpraTh hd
MackapaguHr

@ BrniounTe TpasenALMe ceTeRkX agpecos u nopToe IPv4 (NAT4 unu NAPT4) ana uexoaAuwero Tpadmka B 3Toi
30He. OBLIUHO 3TO BKMKUAETCA B 30HE WarT.

OrpanuueHue MSS

OXBaTEIBEAEMEIS CETH manage: E' -

[laHHbIe HACTPOMKX YNpPaBnAT NONUTHEaMW NepeHanpaeneHuA Tpadvka Mexay 3ToR (3Ta HOBaA 30Ha) W ApYruMK 2oHamun. Tpadmkom 30H-
Ha3HaYeHUR ' RAENAETCA NEpeHaNpPaENeHHLIR Tpaduy 'MCXOOAWMA U3 3Ta HOBARA 20Ha’. TpadMKoM F0H-UCMOoYHUKOE ABNASTCA TpadMK
‘HanpaeneHLIA B 3Ta HOBAA 20Ha’. [lepeHanpaEneHle RENAETCA OOHOHAMPAaMeEHHLIM', TO @CTe NepeHanpaensHue uz lan B wan ‘We’ gonyckaeT
nepexanpaenexve Tpadmka uz wan e lan.

PazpelnTs nepeHanpasnexsie He onpedeneHo -
B '30HL! HA3HEYEHUR"

PazpelwnTs nepeHanpasnesue He onpedeneHo =
M3 '30H UCMOYHUKOE"

Pucynok 50 — Co3nanue HOBOI 30HBI

ITocne MMPUMCHCHUA W3MEHECHHI B CIIMCKE 30H MEKCETEBOI'O 9KpaHa IMOSABUTCA HOBasA

co3nanHas 3oHa ManageZone.
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3OHbI

3ona = BxogAwma
MNepexnanpaBnexHua TpadMk

lan = ‘wan NpUHAMATE
wan = oTBEpPraTh
ManageZone

oTBEpPraTh
[NobaeuTe

Pucynok 51 — CriMcok 30H MEXCETeBOro 3KpaHa

Wexogrwmi
Tpadguk
v NPHHKMATE
v NPHHKMATE
v NPHHKMATE

Mepenanpaenexne

bl MPUHUMETE

bl oTEEpraTe

w oTEEpraTe

Mackapaguur

bYMK.464512.010 PO

= HameHnTs | YoanuTe |
= HameHnTs | YoanuTe |
= HameHnTs | YoanuTe |

MpumennTs | ~ | CoxpaHuTts || OuncTuTs

[Tepeiinure B Brianky «llpaBuna mis Tpaduka» u HaxxmuTe KHONKY «JloOGaBuTh». Ha

OTKPBIBIICHCS CTpaHuIle BBeaAWTe HasBaHue npasmia — Manage HTTP and SSH, BwiGepute

nporokonsl — TCP, UDP, ICMP, 3o0na ucrounmka — ManageZone, 3ona
Yempoiicmeo (8600), nopt HazHauenus — 22 80, nmelictBue — nmpunHumamo

Haxxmure KHOIIKY ((COXpaHI/ITB». HpI/IMeHI/ITe BCC NUBMCHCHUA.

MexceTeBon 3KkpaH - MpaBuna ons Tpacguka - Manage HTTP and SSH

OBLue HacTpokM

Hazeanne

MpoTokon

30Ha UCTOYHMKA

AﬂpBC WCTOYHHEA

MopT ucToqHKMKa

30Ha HazHadyeHuA

A,'J.p eC HazHadyeHuA

Mo PT HazHa4YeHWA

DeiicTene

PaclumpeHHele HacTpoikm

Manage HTTP and SSH

TCP UDP

ManageZone managa: &

- pgobaeuts IP-agpec —-

¥YcTpolcTeo (BEOO)

- pobaeuts IP-agpec —-

22 80

NPHUHUMAaTE

ICMP

BPE‘M EHHLIe OrpaHUuYeHnA

Pucynok 52 — IIpaBuina mist Tpaduka

HasHa4YCHUSA —

(pucyHok 52).

Yo6enurecn, uto nmeetcs goctym mo WEB u SSH k T/] wepe3 co3gannbiii VLAN 500.
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2.4.4 Co3aaHue rocreBoii ceru

Ha pucynke 53 npuBefeH mpumep CXeMbl ¢ M30JMPOBAaHHOW rocteBoii cethio Wi-Fi.

JlokanwpHas ceth, co3ganHas Ha VLAN 100, umeer cienyromye BO3MOKHOCTH:

e Jloctyn Kk cetu MHTEpHET;

e JlocTyn K JI0OBIM MOAKIIOYEHHBIM K TJI ycTpoicTBaMm.

I'octeBas cetp, coznannas Ha VLAN 200, umeer cienyromue BO3MOKHOCTH:

e Jloctyn Kk cetu MHTEpHET;

e be3 AOCTYyIIa K YCTpOﬁCTBaM W3 JIOKAJIbHOM CETH.
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%axi NokankHas ceTb VLAN100 192.168.100.0/24

~Q

\_ J
% m ﬁw
&
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z?,iéiéi FocteBas ceTb VLAN200 192.168.200.0/24

~g

y

>

\;

Pucynoxk 53 — Cxema ¢ TOCTeBOH CEThIO
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3aiiqute B MeHIO «CeTh» — «MHTepdeiicel» u nepeidanre B BKIAIKY «YCTPOWCTBay.
Bribepute ycrpoiictBa br-lan u maxmure xHomky «Hactpoutb». Ha oTkpbiBIIClCS cTpaHHIE
nepeiiaute B BKIaaKy «PunbTpamus VLAN moctay. Haxmute kHONKY «J100aBUTHY» W BBEIUTE
VLAN ID — 100, akruBupyiite ranouku — “He mezuposan” v “fensemcsa ocnosenvim VLAN”
(pucynok 54). Takum o6paszom VLAN 100 Gyner PVID u Bce HenoMeueHHbIC MaKeThl OyayT
naznadensl VLAN 100.

MocT: br-lan

OBuwme onunu yeTpoicTea | [JononHWTenbHele onummn yeTpoictea  Punstpauma VLAN mocTta

Brniounts unetpaumio VLAN - v

VLAN ID NokansHLIR He AEnAeTcA uneHom
& He Termposan

TervpoeaH

Henserca ocHosHbM VLAN

100 d A |ﬁ

NoGaeuTs

Pucynok 54 — Jlo6asnenne VLAN 100 myist tokanbHOU ceTH

Ho6aBere VLAN 200 amst TOCTEBOHM ceTH, Kak MMOKa3aHO Ha PHCYHKE 55 M HaXKMHUTE

«CoxpaHUTHY
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MocT: br-lan

OBwme onumn yeTpoicTea | [ononHUTensHEE onumK yeTpoictea | Ounstpauma VLAN mocTta

Brnounte counstpaguio VLAN - v

VLAN ID NokansHbIA g lan
\#!| 10FD
100 v ul= = | manuTe |

200 v R [ Y

DNobaeuts

Pucynok 55 — Jlo6asnenune VLAN 200 st rocTeBoii cetn

I[Mepeiinute B BKIaaky «MHTEphENCH» 1 HAKMUATE KHONKY «3MeHUTB» Ul HHTepdeiica
lan. Ha otkpeiBuieiics crpanuie B Bkaaake «OOIIHe HACTPOMKH» BBHIOEPUTE YCTPOUCTBO —
br-lan.100, nponummre IPv4-ampec — 192.168.100.1 (cormacHo pucynky 53). B pesynbrare

JIOJDKHO TTOJTyYUThCS Kak Ha pucyHke 56. Haxmure kHonky «COXpaHHUTB.
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WHTepdpeicel » lan

OBwme HacTpoiiky  PacwmpenrHsle HacTpoiik  HacTpoiiku mexcetesoro skpasa  DHCP-cepeep

CocToAque @ YerpoWcTeo: br-lan
Bpemsa paboter: Oh 8m 34s
MAC: 1C:AD:D3:A3:01:42
Monyyeno (RX): 372.58 KB (2455 nakeTos)
MNepenano (TX): 1.80 MB (2175 nakeTos)
IPv4: 152.168.1.1/24
IPv6: fd3a:1f36:4099:8::1/62
IPv6: fd88:dcc9:97b9::1/60

MpoTokon CraTvueckyi agpec -
YeTpoicTEO #* br-lan.100 -
3anycTuTe NpW 3arpyske v
IPv4-agpec 192 168.100| 1
Macka cemw IPv4 | 255.255.255.0 -
IPvd-agpec wmioza | 192.168.0.250 (wan)

LnpokoeewartensHeii IPvd- 192.168.100.255
agpec

3aKpeITe CoxpaHuTe

Pucynok 56 — M3menenue untepdeiica lan

UTtoObl W3MEHEHWsT BCTYNWIM B Ccuily, Haxvmure «[IpuMeHutrp 06€3 MNPOBEPKU»

(pucynok 57). TTocne satoro moctyn k T/ 6ynet BosmoxeH mo IP agpecy 192.168.100.1.
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KoHdurypauma / MsmeHeHnsA
CobbITHA:
|:| Paznen noGaenen |:| Pazpen ynanéx OnumA nsmeHera OnumAa yaanexa

# letc/config/dhcp

uci del dhecp.lan.ra_slaac

# letc/config/network

uci add network bridge-wlan # =cfg@7alb@

uci set network.@bridge-vlan[-1].device="br-lan"
uci set network.@bridge-vlan[-1].vlan="100"
uci add_list network.@bridge-vlan[-1].ports="lan:u*"

uci add network bridge-wlan # =cfg@8alb@

uci set network.@bridge-vlan[-1].device="br-lan"
uci set network.@bridge-vlan[-1].vlan="200"
uci set network.lan.device="br-lan.100"

uci set network.lan.ipaddr="192.168.100.1"

JaKpeITe m| BepHyTes |
[MpUMEHHTE
MpumeruTs Gez npoeepku

Pucynok 57 — IIpumeHnenue n3MeHeHuit

[epeiinure cHoBa B MeHI0 «Cerb» — «MHTepdeiicel» u Ha Bkiaake «HHTEpdeiich»
Ha)KMUTE KHOTIKY «/lo0aBUTH HOBBII MHTEpdeiic...». BBemure Ha3BaHue HOBOrO MHTEp(detica —
quest, Beibepute npoTokon — Cmamuueckuii adpec, ycrpoiicteo — br-lan.200. IMocne storo

HakmuTe KHOMIKY «Co31aTh uHTephency.

LoBaBUTb HOBBLIA MHTEpPdENC...
Hazeanue guest

MpoTokon Cratuueckmii agpec v

Yerpolicteo | 2 br-lan.200 z

OTmeHa Cosgams uHTeptheiic

Pucynok 58 — Jlo6aBiienue HoBOro MHTEp(eiica

B o0mux Hactpoiikax uHTEpdeiica guest ykaxure IP anpec 192.168.200.1 macky nmoacern

255.255.255.0 (pucynok 59). Haxxmure kHOnKy «COXpaHHUTDY.
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WuTepthencel » guest

OBwme HacTpoiiku

CocTosaHue

MpoTokon

YeTpoicTeo

3anycTuTe Npu 3arpysxe

IPvd-agpec

Macka cemm IPvd

IPvd-appec wnioza

LupokoeewatensHeid [Pvd-
agpec

IPv6-anpec

IPv6-agpec wmosa

IPvE HanpaeneHue npedmrca

PaclunpenHbie HacTpoiiku

HacTpoiixu MexceTeroro 3kpaqa

¥ Yerpoiicteo: br-lan.200
Mony4eno (RX): 0 B (0 naketoe)
Mepenano (TX): 0 B (0 naketos)

Cramvuecknii agpec ~

2 br-lan.200

192.168.200.1

255255.255.0

192.168.0.250 (wan)

192.168.200.255

NobasuTe IPVE agpec...

Pucynok 59 — Hacrpoiika uaTepdetica guest

DHCP-cepeep

bYMK.464512.010 PO

@ INyoniuKLIi Npedyke, HaNpaenAeMLIil Ha 3T0 YCTPORCTEO ANA PACMPOCTPAHEHUA CPEaM KIMEHTOR.

3aKpeiTs CoxpaHuTs

Heo6xonumo Briarounts DHCP-cepBep Ha unHTepdeiice guest. [lisg storo nepeiinute B

BKitanKy DHCP-cepBep n Haxxmute kHONKy «Hactpouts cepsep DHCPy. Tlocie atoro Haxkmute

KHONKY «COXpaHUTh.

[Tocne npumeHeHWss W3MEHEHHI OOHOBUTCA CINHCOK HHTEP(ECOB Ha YCTpPOUCTBE.

[TosiBuTCSst HOBBII MHTEPdEiic guest, kak moka3zaHo Ha pucyHKe 60.
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APS5000AX ne MC Ceme BriiTn

WMHTepdeics  Yetpolictea  OcHOBHEIE HACTPOWRKK CETH

UHTepdeicel

Mpotokon: Ctatudeckuit agpec
guest Bpemsa pabotbi: 0h 10m 5s

— MAC: MepezanycTTe OcTaHoBMTE | Yoanute .
w Monyyeno (RX): 0 B (0 naxetoe) pesany - 22N

&
ERErl Mepepano (TX): 746 B (7 nakeToe)
IPv4: 192.168.200.1/24

MpoTtokon: Cratudeckuid agpec
Bpemsa pabotii: Oh 27m 36s
lan MAC:

= Nony4yeno (RX): 1.28 MB (7618 naretos) ' [P
br|§;‘1’100 Mepenato (TX): 7 56 MB (7495 naeros) MepezanycTuTe OcTaHoBMTE WNamennte | Yaamuts |

IPv4: 192 168.100.1/24
IPv6: fd3a:1f36:4099:8::1/62
IPv6: fd88:dcc9:97b9::1/60

Mpotokon: DHCP-knuedt

wan Bpema pabotki: Oh 48m 355

anni MAC' MepezanycTUTe OcTaHoBHTE | Yoanute .
& Monyueno (RX): 5.36 MB (56255 naxeToe) Ry : LSl

i Mepeaato (TX): 72.02 KB (1019 nakeTos)
IPv4: 192.168.0.93/24

Mpovokon: DHCPvE knuext
Bpemsa pabotsi: Oh 48m 31s
p— MAC:

= Mony4yeno (RX): 5.36 MB (56255 naxeTtos) e PoY— M| YE— ]
o Mepeaaro (TX): 72.02 KB (1019 nakeToe) L | AT |

il IPv6: fd3a:1f36:4099::306/128
IPv6: fd3a:1f36:4099:0-1eal d3ff-feal: 143/64
IPv6-PD: fd3a:1f36:4099:8::/62

Pucynok 60 — Criucok uaTepdeiicon

Jlanee HEOOXOIUMO HACTPOUTH HOBYIO 30HY MEKCETEBOTO JKpaHa JUIsi TOCTEBOM CETH.

I'octeBas 30Ha JOKHA UMETh CJICAYIOIIUC ITpaBrJIa:

e Jloctyn k cetu MHTEpHET;
e Moxer oOMeHuBaThcs faHHbIMU ¢ T/[ Toabko yepe3 DNS u DHCP;

e be3 AOCTYyIIa K yCTpOﬁCTBaM U3 JIOKAIBLHOM CETH.

Ilepeiinute B MeHI0 «CeTb» — «MexkceTeBol 3kpan». BHU3y CTpaHUIbl HA)KMUTE KHOIIKY
«JlobaBuTh» I TO0OAaBIICHWE HOBOM 30HBL. BBenurte Ha3Banue 30HBI — GuestZone, BeiOepuTe
JeiicTBUe s BXoJsulero tpaduka — omeepzamp, WCXOIAIIETO Tpapuka — RpUHUMAmMb,
IIEpPEHAIIPaBIICHUE — 0MEEp2amp, OXBAaTbIBAEMbIE CETU — JUESt, pa3pelnTh NepeHanpaBiIcHUE B

'30HBI Ha3HaYeHUs' — Wan (pucyHok 61). Haxxmure kHONKY «COXpaHHUTH.
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MexceTeBOW 3KpaH - HacTponka 30H

OBwwe HacTpoliky  PacwupeHHesle HacTpoikm  OTcnexueanne coequHeHwi (conntrack)

Crpanuua cogepxuT oblyme cBOMCTEA "3Ta HOBAA 30Ha". PexuMel Brodawud mpaguk’ v Mexodawuld mpaguk’ yCTaHaBNWBAKT NONMTHEN NO
YMONUYaHWK0 AN Tpaduxa, NOCTYNaKLWLEro W MOKUAAMLET0 3Ty 20HY, B TO EPEMA Kak pexum TTeperanpaeneHue’ oNUCEIBAST NONUTHKY
nepeHanpageneHua Tpaduka Mexay PasnUuUHLIMK CETAMM BHYTPW 20HsL Mcrons30eames cemu’ yKasEIBEaET, Kake QOCTYMHEIE CETH ABNAKITCA YNeHaMK
3TOR 30HEL.

HazeaHue GuestZone

BxoaAwmi Tpadue OTBEpraTe v

Wexoaauwmin Tpadue NPHHUMATE A

MNepexanpaeneHne oTBEpraTe hd
Mackapagwhr

@ BrnrouuTe TpaHcnAUMK ceTeesix agpecos v noptos |Pvd (NAT4 unu NAPT4) ans vcxogAwero Tpadmka B 3Toi
soHe. OBLIMHO 3TO BRMKYAETCA B 30HE War.

Orpanudenmne MSS

O¥EaTHIEAEMEIE CETH guest: ;—;‘:' =

[laHHkle HacTpoiikK YNPaENAKT NONUTUEAMM NEpPeHanpaEnedus Tpaduxa Mexdy 3Toll (3Ta HOBAA 20Ha) W APYMMMK 30HaMKU. TpadukomM 20H-
Ha3HaJeHUs ' ABNAETCA NepeHanpaeneHHsR Tpaduk 'MCXoAAWKMA M3 3Ta HOBaA 30Ha'. Tpadukom '30H-UGMOYHUKOE RBNAETCA Tpaduk
'HanpaBEneHbIA B 3Ta HOBAA 30Ha". [NepeHanpaeneHWe ABNAETCA odHOHANPAENEHHEIM', TO 8CT NEPEHaNpaEneHke M3 lan B wan He' gonyckaset
nepeHanpaenexue Tpadika M3 wan e lan.

PazpelunTs NepeHanpasneHsu1e wan wan: 37 |wan6: g -
B '20Hb! HE3HAYEHUA"

PazpelunTs NepeHanpasneHsu1e He onpedeneHo -
W3 '30H UGITIOYHUKOE "

Pucynok 61 — HacTpoiika rocteBoii 30HbI

YroObl n100aBuTH HckiIodeHus i 3arnpocoB DNS m DHCP mnepeiinure B BKIAAKY
«IIpaBuna nns tpadukay U HAKMUTE KHOTIKY «/[00aBuThY». Ha OTKpBIBIIEHCS CTpaHUIIE BBEIUTE
na3Banue npasmia — Guest DHCP and DNS, Beibepute npotokosis — TCP, UDP, ICMP, 30Ha
uctounuka — GuestZone, 3ona Ha3HAYCHUS — Ycmpoiicmeo (8600), TOPT Ha3HaueHUs — 53 67 68,
neiicteue — npunumams (pucyHok 62). Haxmute xHOnky «Coxpanuth». IIpuMmeHuTe Bce

HU3MCHCHMUA.
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MexceTeBoW 3KkpaH - MNpasuna ana Tpaduka - Npaeuno 6e3 UMeHN

OBwwme wacTpoiikn | PacluMpedHele HacTpolikn  BpemeHHble orpaHuueHuA

HazeaHue Guest DHCP and DNS

MpoTokon TCP upp ICMP M

30Ha UCTOYHMEA GuestZone guest: P E
Anpec ucTodHWKa -- nobaenTs IP-agpec — -
MopT UCTouHKES noboit
30Ha HazHaYeHUA YcTpoucTeO (EEOA) -
Agpec HazHaYeHUA — nobaents IP-agpec —- -

MopT HazHaueHuA 53 67 68

JeiicTemne NPUHKMMATE A

Pucynok 62 — IIpaBuna ans tpaduka

ITo ymomyanuto Ha TJI yxe BKIOYeHBI OecrpoBomHbie cetu Npotelecom-wifi-2g u
npotelecom-wifi-59. Ouu npussizansl k uHTEpdEiicy lan, u Bce ycTpoiicTBa, MOAKIIOYCHHBIE K

3THM CeTsM, OyayT B JokaibHOH cetn 192.168.100.0/24.

Yrobsl co3math rocreByro cetb Wi-Fi mepeiinure B MeHio «Cetb» — «becnpoBoaHas
CeThb» U HaXMHUTE KHOMKY «JloO6aButh» mia kanana 2,4 I'Tu. B ocHOBHBIX HacTpoilkax ceTu
BoiOepuTe pekuM — Touxka oocmyna, ESSID — npotelecom-guest, cers — guest. Ilpu
HE0OXOJJUMMOCTH B BKJIaJIKe «3aluTa OecripoBOJHON ceTu» 3adaiite mapoib. Haxxmure KHONKY

«CoxpaHUTbY.
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HacTtpowka ceTn

OcHoeHele HAacTpolkr  3awmTa becnpoeogHoi ceth MAC-cbunetp  PacwwpexHelie HacTporkn  WLAN poymuHr

Pexam Touka gocTyna ~

npotelecom-guest

Cets guest: 3 =

@ Buibepute vHTepdeiic unM MHTepdISice, KOTOpEIE BBl XOTUTE NPUKPENUTE K JaHHOI BecnpoBoaHoi ceTn unu
3aNoNHKTE None co3dame, YTobbl CO3AaTh HOBLIA MHTepdeRc.

@ Ecnu ESSID crpaIT, KTMeHTEI He CMOTYT NepemelyaTseA (roam), a 2t eKTMBHOCTL I(MPHOr0 BPEMEeHn MOKeT
BLITE SHAYMTENEHO CHUMMEHE.

Pestoan WMM - v

@ Tam, roe oTkmouen QoS pexwma Wi-Fi Multimedia (WMM), knueHTsl MoryT BbiTh OrpaHU4eHE! CKOPOCTLIO
802.11a/802.11g.

3akpeiTe CoxpaHuts

Pucynok 63 — OcHOBHBIE HACTPOMKHM OECIPOBOAHOM ceTH

Ilocne IMPUMCHCHUA BCCX W3MCHCHHUI CIIMCOK 6eCHpOBO,I[HI>IX cereit 6y1[eT BBITJIAACTD KaK

Ha pUCYHKe 64.
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AP5000AX CocroaHue Cucrema Cetb BuiiAT OEHOBNAETCA

Cnucok 6ecnpoBOAHbIX ceTen

@ radiol MEdlaTek MT7915E 802'11axbgn . MepezanyctvTs | [obaeuTe |
Kanan: 11 (2.462 [Tu) | burpe#dT: 72.2 Maut/c | J

— 2Bu SSID: npotelecom-wifi-2g | Pexum: Master Fo— M|T|

4 BSSID: | Widppoeanne: WPA2 PSK (CCMP) RO

32 2B SSID: npotelecom-guest | Pexam: Master Fo— M| — |

ol oA BSSID: Wndpporanme: WPA2 PSK (CCMP) [T
& radio MedlaTek MT7915E 802.1“1acaxn . T —— | [l06aBuTs |
Kawnan: 36 (5.180 [MTu) | Butpe#T: ? Moutic | J

= SSID: npotelecom-wifi-5g | Pexum: Master Fo— M| — |

4 BSSID: | Wadppoeanue: WPA2 PSK (CCMP) ko

MoaKknYyeHHEIe KIMUEHTHI

Cetb MAC-agpec YcTpoRcTBo Cwruan / CropocTe Npuéma | oTNpaBKH
wym
- P
L 6.0 Mout/c, 20 My JE—
_ Macrep Galaxy-A50 s 72.2 Mulc, 20 MMy, MCS 7, OTkniouHTs
e (192.168.200.203) 32884 | onomn Gl —

guest” (wlan0-1)

Pucynok 64 — Criucok OecripoBOAHBIX ceTeit

245 Co3nanue Mesh-cetn

TJ1 mognepxuBaer cranmapt 802.11S, Ha OCHOBE KOTOPOTO MOKHO COOpaTh MOJHOIICHHYIO
Mesh-ceTs. Mesh-ceTs — 310 pactipesiesicHHas, OTHOPAHTOBasl, TYCHCTas CeTh. Kak mpaBuiio, y3iibl
COEUHSIOTCSA MO MPUHITUITY «KKABIN ¢ KaXIbIM». TakuM 00pa3om, O0JIbII0E KOTUYECTBO CBSI3Ei
obOecrieunBaeT MIMPOKUN BBIOOp MapuipyTa Tpaduka BHYTPU CETH — CII€OBATEIbHO, OOPHIB

OIHOTO COCAUHCHHWA HE HAPYLIUT q)YHKHI/IOHI/IpOBaHI/H[ CCTH B LICJIOM.

Ha pucynke 65 mpusenena cxema Mesh-ceru, cocrosimeit u3 tpex TJI. CoennHenue
«KXIBIH C KaXIpIM» ocyriecTBisiercs mo uarepdeiicy Wi-Fi 2,4 I'T. T/10 siBisieTcss OCHOBHBIM
MapupyTuzatropom B cetu. Mimenno on moxakmrodeH mo WAN k cetu MHTepHeT m Ha HeM
BKtoueHbl cryx061 DHCP-cepBep, DNS u MexcereBoii sxpan. Octanbhbie TJI BKIFOUYEHBI KaKk
npocteie Touku nocryna Wi-Fi 6e3 ¢pynkumii mapmpyruszaropa. Joctyn kinueHToB k MHTEpHET
ocymectBisiercst o Wi-Fi va wactore 5 I'T1 (Ha Bcex T/ BkitoueH peskum «Touka 1ocTymna» Ha

[Tm).
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Pucynok 65 — Cxema Mesh-cetn
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[Mogxmrountech k LAN mopry THO0 u 3aiimure B WEB-untepdeiic mo IP amgpecy
192.168.1.1 (agpec no ymonuanuto). Hacrtpoiite wan uaTepdeiic (BrIOepUTE HEOOXOIMMBIHA

nporokoi — DHCP-kmuenT, craruueckuii IP-aapec mimu PPPOE).

[Tepeitnute B MeHIO «CeTh» — «becnpoBoO/iHAs CETh» U HAXXMUTE KHONKY «M3MEHUTH»
JUIsl CO3JIaHHOM 110 yMOJTYaHuio OecripoBoIHO# cetn npotelecom-wifi-2g. B Briiagke «OcHOBHBIE
HACTPOMKM» yCTPOWMCTBAa BBIOEPHUTE KaHAJI, Ha KOTOpOM Oyaer coeawmHeHue Mexnay T/ mo
MNPUHIIMITY «KaXIbI ¢ KaxkaeiM». Ha pucynke 66 BoiOpan kanan 5 (2432 MI'm). O6pature
BHHMaHHe, 4TO Mpu HacTpoiike Mesh-cetu na octanbubix T/l He0OX0aMMO Oy €T BHIOPATH TOYHO

TAKOM € HOMEp KaHaua.

BecnpoeogHan cetb: MacTtep "npotelecom-wifi-2g" (wlan0)

HacTtpoika ycTponcTea

OcHoeHele HacTpoiik | PaclumperHsle HacTpoRKkK
CocToAHue Pexamm: Master | SSID: npotelecom-wifi-2g
-—'.]5|'¢| BSSID:

Wndpoeanne: WPAZ2 PSK (CCMP)
Kanan: 1 (2412 Tw)

MowHocTe nepegatymka: 20 gbm
Curnan: 0 gbm | Lym: 0 gbm
ButpeiT: 0.0 Mout/c | Ctpana: RU

BecnpoeoaHan ceTk BKNYeHa OTKNHOUMTE |

Pexmm Kawan LnpuHa
Hactpoiika yacToTsl AX v | 5(2432Mhz) ~ | 40MHz

PaspewmTs cTakgapt 802.11b

@ Cranpapt 802 11b moxeT noHagobuTbeA AnA paboThl © yeTapeswmmy yeTpoiicTeamy. BrniouaiiTe ero Tonbko
npy HEoBXoAMMOCTH.

MakcumaneHas MOLHOCTE no ymonuakuio gpalieepa v - Terywan mowHocTs: 20 dBm

nepefaqyu . w - -
0 YrazaHwe MakcHMansHoW M OLWHOCTH Nepefayy, KOTODYKD MOXET HCNONL20EaTh Be CNpOB0OHOM MHTE pCb eic. B

3aBHUCHMMOCTH OT PeryNATOPHBIX TpBSOBaHHIﬁI W WCNONb30BaHWA l:ietil'lFJOB{?I,I:I,H('.)Ir71 CBA3N, dJEKTH'—IE‘.'CHaH MOLHOCTE
nepefaqyn JaHHEIX MOXET BEITE CHUMHEHE ,.'Zl,pEIﬁBEpDM.

Pucynok 66 — Beioop xanana Wi-Fi

B Bknagke «OcHOBHBIE HACTPOWKH» CETH BBhIOEpHUTE pexnM padoTel — 802.11S, BBeauTe

Mesh ID — npotelecom-mesh, cets — lan (pucyHok 67).
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HacTpo#ika ceTH

OcHoBHele HacTpolis | 3awmTa Gecnpoeogroi cetw @) Pacumpenusie HacTpoiit  WLAN poymunr

Pexaina 802.11s v
Mesh D npotelecom-mesh

Cets lan: @2 =

@ Bribepute nHTepdeliic Mnu uMTepdelicl, KDTOpPLIE BLl XOTUTE NPUKDENUTE K AaHHOI BecnpoBogHoi ceth unu
3anonHuTe none co3dame, YTobbl CO3AaTE HOBEIA MHTEpENC.

3akpeiTs CoxpaHuts

Pucynok 67 — Beibop pexxuma padotsr 802.11s

[lepeiinute B BKIAAKY «3ammra O€CIPOBOAHON CETH» U BBIOEpUTE THUN IHU(PpPOBAHUST —

WPA3-SAE u BBenute napoins. Haxxmure kHonky « COXpaHUTBY.

HacTpoKKka ceTu

OcHoeHele HacTpolkn | 3awuTa becnposogHoi ceTw || PacwupenHsie HacTtpoik | WLAN poymunr

nchposarue WPA3-SAE (Beicormii yposeHs, v
Mapone (kmou) i

Brniounts WPS npu HamaTim
Ha ksonky, B pexmme WPA(2)-
PSK/WPA3-SAE

3aKpeITe CoxpaHuTs

Pucynok 68 — Bri6op Tuna mmmdpoBaHus

Tak xe HCpCI/IMCHyf/'ITe Ha3BaHHUE CO3JaHHOM MO YMOJTYaHUTO 66CHpOBOI[H0ﬁ CCTHU

npotelecom-wifi-5g na npotelecom-wifi-td0 (pucynok 69). Haxxmure kHonky « COXpaHHUTBY.
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HacTpolka ceTn

OcHoeHele HacTpolikn | 3awmTa SecnpoeogHoii ceth  MAC-dunstp  PacwmpesHsie Hactpoiku | WLAN poymuHr

Pexm Touka gocTyna hd

npotelecom-wifi-td0

CeTe lan: @ -

@ Bribepyte uHTepdeiic nnn rHTepdelicel, KOTOpEIE BBl XOTHTE NPHKDENWTE K AaHHOMA BecnposogHoi ceTn unu
3anonMHUTE None co3dams, YyTobbl CO30aTh HOBLIA MHTepdeRC.

Crxpuite ESSID
@ Ecrv ESSID ckpbiT, KNneHTbl He cMoryT NepeMellaTheA (roam), @ 3tithekTMBHOCTh 3GIMPHOTD BPEMEHI MOKET
BEITE 3HAUMTENEHO CHUHEHE.
Pexam WMM - [v

@ Tam, rae otemeouen QoS pexama Wi-Fi Multimedia (WMM), KnueHTE! MOTYT BbITh OTpaHMYeHkl CKOPOCTBIO
802.11a/802.11g.

Pucynok 69 — OcHoBHbIe HacTpoiiku cetn Wi-Fi

[Tocne mpuMeHeHMs BCceX U3MEHEHHI CITUCOK OECIIPOBOIHBIX CETEeH OYyIeT BBITIISIIETh KaK

Ha pucyHke 70.

Biiti OEHOBNAETCA

Cnucok 6ecnpoBOAHLIX ceTen

& radiol MediaTek MT7915E 802.11axbgn MNepezanyctMTs | NobaBute |
= Kawnan: 5 (2.432 ITu) | ButpedT: 7 MouT/c pesany . -

— 2Bu Mesh ID: npotelecom-mesh | Pexum: Mesh Point P —— |W|

& BSSID: | IWndppoeanue: None L - J

& radiol MediaTek MT7915E 802.11acaxn Nepesanyerms |'7'10582”_ |
= Kawnan: 36 (5.180 [Ty) | ButpedT: ? MBuT/c pesany . ~
— 2Eu $SID: npotelecom-wifi-td0 | Pexum: Master Fo— M| y— |

4 BSSID: | Wmdppoeanme: WPA2 PSK (CCMP) | )

MoaknoYeHHbIe KNWeHThI

Cetb MAC-agpec YcTpo#cTEO Curnan [ wym CropocTe npuéma | oTNpaEku

Hem docmyn+oll undhopmayuu

m| CoxpaHuTe || OuKcTHTh

Pucynok 70 — Criucok OecripoBOHBIX ceTeit
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[Momxmountecs k¥ LAN mopry Tl u 3aiigure B WEB-untepdeiic mo IP aapecy
192.168.1.1 (agpec mo ymomuanuto). I[lepeitnute B MeHto «CeThb» — «MHTepdeiich»y. Tak kak
TJI1 Oyner BBICTYNAaTh B KAYECTBE MPOCTON TOYKH JOCTyIa 0e3 (PyHKIMI MapuipyTuzaTopa, TO
MOKHO yJainuTh HHTepdeicel wan u wanb6. J{ins 3Toro HaKMuUTE KHONKY «YIalnuTb» IJis
cooTBeTCTByrOIMX uHTepdeiicoB. Tak xe ©Heodxoaumo otkarounte DHCP-cepBep Ha
unrepdeiice lan. [ns sroro Haxkmure KHONKY «V3MEHHTB» M Ha OTKPBIBILEHCS CTpaHUIE B

Bkiaake « DHCP-cepBep» aktuBupyiite rajgouky «Mraopuposars uatepdeiicy (pucyHok 71).

WUHTepdhence! » lan

Obuyme HacTpoikn  PaclumpeHHele HacTpoitkn  HacTpoikm mexceTesoro skpada DHCP-cepeep
OcHoBHBIE HACTpoRkM  PacluvpeHHble HacTpolky  HacTpodiw IPvE HacTpodew IPvE RA

MrHopupoEaTe MHTEPDERC [

AnA 3Toro WHTepdeica.

3anycTuTe 100

© MunmmansHei aApec apeHael.

Mpeaen 150

0 MakcvmansHoe KonWYecTeO dpeHA0EaHHEIX afpeCoe.

Cpok apeHaw agpeca 12h

@ BpemA MCTeYeHWA CPOKA apeHasl ApeHa0BaHHLX aAPeCOE, MUHMMYM 2 MUHYTEI ( 2m ).

Pucynok 71 — Otkmrouenne DHCP-cepBepa

Taxk sxe HeoOxoauMO HacTpouTh uHTEpdeiic lan B kauectBe DHCP-kiuenTa. s aToro B

BKJIaKe «OO0IuMe HacTpoiikuy Beioepute npotokon DHCP-xkauenm (pucynok 72).
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WUrTepdheiicel » lan

OBbwwe HacTpodiky  PaclwMpeHHble HacTpofky  HacTpodm mexceTesoro skpaHa  DHCP-cepeep

CocroaHue ## YerpoicTeo: br-lan
Bpemna pabotei: Oh 41m 26s
MAC:
Mony4eno (RX): 715.50 KB (4177 naketoe)
Mepenano (TX): 3.01 MB (3967 nakeToe)
IPvd4: 192 168.1.1/24
IPv6: fde1:8fe1:cf33::1/60

MpoTokon DHCP-knueHT -
Yerponetee | @2 br-lan -
3anycTuTs Npu 3arpyske |+

Mma xocta 8 DHCP-3anpocax | OTnpaenATe MMA XOCTa 3TOr0 yCTpoicTEa ~

Pucynok 72 — Beibop npotokona DHCP-knuent

Haxxmute KHOIIKY ((COXpaHI/ITB» HO HC HpHMeHHﬁTe IIOKa U3MCHCHUA, HHAUC ITOTCPACTCA

noctyn k T/[1 mo Texymemy IP-aapecy.

[Mepeiinure B MeHio «Cuctemay — «ABTO3amyck» M OTKIOuMTe ciyxObr firewall,
dnsmasq u odhcpd (pucynok 73). UTOOBI OCTaHOBUTH YK€ 3amyIlEHHbBIC CIYKObI, HaXMHUTE

KHOIIKY «OCTaHOBUTHY JJIsL BBI6paHHBIX CJIy>K6.

19 firewall | OTrnoyexo | | 3anycTuTh | | Mepezanyctuts | | OcTtaHoBeMTb |
19 dnsmasq | OTenkueHo || 3anycTuTe ” MepezanycTuTe || OcTaHoenTE |
20 network | BrrroueH || 3anycTiTe ” MepezanycTuts || OcTaHoenTe |
35 odhcpd | OTrnouexo ” 3anycTuTh ” Mepezanyctuts || OcTtaHoeMTb |

Pucynok 73 — Otkimouenue ciyx6 ciyx6s1 firewall, dnsmasq u odhcpd

[Tepeiiagute B MeHI0 «CeTh» — «MexceTeBOM 3KpaH» U yAAIUTE BCE JEHCTBYIOLINE 30HbI

Ha)kaB KHOTIKY « Y nanuth». Haxxmure kHOTIKY « COXpaHHUTHY.
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[lepeiinute B MeHI0 «CeTb» — «becnpoBoaHas CeTh» U HaXXMUTE KHOIKY «l3MEHUTH»
JUIsl CO3JIaHHOM 110 yMOJT9aHuto OecripoBogHO# cetn npotelecom-wifi-29. B Brinaake « OcHOBHBIE
HACTPOMKM» YCTpOIcTBa BbIOEpUTE KaHal, Ha KOTOpoM Oyner coeauHeHue mexay T/ mo
MPUHITUITY «KKIbIA ¢ KaxapiM». st TI0 Ob11 BeIOpan kaHai 5 (2432 MI'r), mosTomMy HYKHO

BbIOpATh TOYHO Tako sxe kanan u TJ[1 (pucynke 66).

B Bxnaake «OCHOBHBIE HACTPOMKMU» CETH BhIOepUTE pexxuM padbotel — 802.11S, BBeauTE
Mesh ID — npotelecom-mesh, cets — lan (ananoruuno ¢ T/10, cMotpute pucyHok 67). [lepeiinure
B BKJIQJIKY «3amuta OecripoBOAHOM ceTn» U BeiOepuTe T mudposanus — WPA3-SAE u Beenute
naposb. [Taponu Ha Bcex T/ mst peskxuma padotsr 802.11S nomkHbI coBnaaats. HakxMuTe KHOMKY

«CoxpaHUTbY.

[lepenmenyiiTe Ha3BaHWE CO3JAHHON MO YMOJYaHHIO OECHpPOBOIHON ceTn nhpotelecom-

wifi-5g ua npotelecom-wifi-td1 (pucynok 74). Haxxmure kHONKY «COXPaHUTDY.

HacTpoiika ceTn

OcHoEHele HacTpolkw  3awmTa becnpoeogHoi ceth MAC-bunetp  PacwwpedHbie Hactpods  WLAN poymunr

Pestan Touka pocTtyna b

npotelecom-wifi-td1

Cee lan: @ -

© BriSepute nHTepdeiic unu uHTepdelicsl, KOTOpLIE BLl XOTHTE NPUKPENUTL K 4aHHoi BecnposogHoi ceth nnu
3anonHuTe none ce3dams, YTobbl CO3A4aTk HOBLIN MHTEpelc.

Crpuits ESSID
@ Ecnv ESSID ckpbiT, KNWeHTsl He cMoryT NepemMewathea (roam), a 3dderTHBHOCTE 3MPHOTD BpeMeH MOKeT
BLITs 2HAUMTENEHO CHIBHEHA.
Pexaim WMM - [v/

@ Tam, rae otemouen QoS pexuma Wi-Fi Multimedia (WMM), knneHTe! MoryT BiTs OrpaHMueHLI CKOPOCTLI
802.11a/802.11g.

3aKpeiTe CoxpaHuts

Pucynoxk 74 - OcHoBHbIe HacTpoiiku cetn Wi-Fi

IIpumenuTte Bce BBeJIeHHbIE U3MEeHEHUs Oe3 nmposepku. [locne yero nocryn x T/{1 mo IP-

anpecy 192.168.1.1 6yner norepsH.
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[Moxxmountecs k¥ LAN mopry THO u 3aiinure B WEB-untepdeiic mo IP aapecy
192.168.1.1 (agpec no ymomuanuio). [Ipu ycnernnom coequaennu TJ0 u T 1 B menio «Cetby» —
«becnipoBosiHas ceTh» B CHHCKE MOAKIIOYEHHBIX KJIMEHTOB IIOSBUTCS HOBOE YCTPOWMCTBO

(pucynok 75). Teneps T/[1 noctynen mo IP-ampecy 192.168.1.167.

AP5000AX Cocroaque Cucrema CeTb BiiAtn OEHOBNAETCA

Cnucok 6ecnpoBoAHBIX ceTen

& radiod MediaTek M1791_5E 302.v11axbgn . R |'7,105aew: |
Kaman: 5 (2.432 [Ty) | butpe#iT: 216.6 MbuT/c \ J

49 2Bu Mesh ID: npotelecom-mesh | Pexxum: Mesh Paoint Fo— M| — |

o A BSSID: | IWndposanne: None [T
& radiol MediaTek MT7915E 802.11acaxn ——— |;lo§T|
= Kawnan: 36 (5.180 [My) | BurpeiT: ? MGut/c S - | Wb "
Eu S5ID: npotelecom-wifi-td0 | Pexum: Master o —— |T|

ot BSSID: | IWindbpoeanue: WPA2 PSK (CCMP) [FRATIUMT

MopgknoYyeHHbIe KNUEeHTBI

Cetb MAC-agpec YcTpoicTBO Curuan / CropocTb npuéma | oTnpaekm
wym

137.6 Méut/c, 20 My, HE-MCS 5,

— ; AP5000AX (192.168.1.167, il HE-NSS 2
Mesh Point lel;;g!BCO'“-'“Bsh feB0::5e92 5efffead:ed0) _48 nBm 216.6 MBuric, 20 MMy, HE-MCS 9,
(wlan0)

HE-NSS 2, HE-GI1

Pucynok 75 — IlogkmtoueHHbIE KITMEHTHI

Yrobsl mobasuts T/I2 B cozmannyo Mesh-ceTs, HEOOXOAUMO €ro HACTPOUTH AHATIOTHYHO
¢ TAl. dna T2 mepenmeHyiTe Ha3BaHUE CO3JAaHHOW MO yMOJYaHHIO OECIPOBOIHON CETH

npotelecom-wifi-5g na npotelecom-wifi-td2.

Bce monkmtouenHbie kiueHTHl K ceTsm Npotelecom-wifi-td0, npotelecom-wifi-td2 wmm
npotelecom-wifi-td2 6yny monyuats IP anpec or DHCP-cepBepa, Hactpoernoro Ha TJ10, u OyayT

B OJIHOM JNoKabHOM cetn 192.168.1.0/24.
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2.4.6 Co3nanue 0ecClIOBHOTO POYMHHIa

becmoBubii Wi-Fi poymMHHr — 3TO0 ycKopeHHOe mepekitoueHue (He Oonee 50 mc)
MHUIUHPYEMOE U OCYILIECTBIISIEMOE OECIIPOBOIHBIM KJIMEHTOM MEX/1y TOUKaMHU JIOCTYIIa BO BpeMsI
€ro nepeMeIieHus B IPOCTPAHCTBE BHYTPU €AMHON 30HBI OKPHITHS, CO3JAHHON 3TUMU TOYKAMHU.
[Ipu stom crtexk TCP/IP wmuentckoit OC He 3amedaer (DaKT MEPEKIIOYCHHS, a IOTEPU
IepeJaBaeMbIX JaHHBIX B 3TOT MOMEHT MHUHUMAaJbHbI UM OTCYTCTBYIOT. IlmaBHOCTH mepexona

JIOCTUTAETCS 3a CUET UCIOIb30BaHmI0 cTanaapToB: 802.11k, 802.11r, 802.11v.

Knaccnyeckuii nmpuMep HCIOJIb30BaHMs OECIIOBHOIO POYMHMHIAa — 3TO MHOTOSTa)KHBIN
nom. Ha pucynke 76 npumep noakmouenus T/[ B 1ByxaTaxkHoM qoMe. B joMe nmeercs 0CHOBHOM
mapupytusarop k LAN nmopram kotoporo noaxirouens! ase TJ[ (TI1 na nmepBom sraxe, T2 —
Ha BTOPOM JTaXe), HACTPOCHHbIC Kak mpocTeie Touku goctyma Wi-Fi 6e3  dyHkuumit
mapipyTtuzaropa. Ha obeux T/l Bkmouena ¢ynkuus Wi-Fi poymunra. [Ipu nepemenieHuu
KJIMEHTOB MEXIy OdSTaxkamu ycrpoiictBa WIi-Fi OyayT aBTOMATHYEeCKHM MOJAKIIOYATHCS K

coseryromen T/I.
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Pucynok 76 — Cxema OeCIIOBHOTO pOYMHUHTA

Cobepure cxeMy MoKka3zaHHYIO Ha pucyHke 76. HacTpoiiTe Ha OCHOBHOM MapuIpyTHU3aTope

DHCP-cepBep B nokanbhoit cetn 192.168.0.0/24 (MoxkeT ObITh jt00ast Ipyrasi MOACeTh, HO HE

192.168.1.0/24, uT0o06bI He OBLITIO KOHGIIUKTA).
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[Momxmountecs k LAN mopry Tl u 3aiinure B WEB-untepdeiic mo IP aapecy
192.168.1.1 (ampec o ymondanuto). Tak kak TJ[1 Oyzer BbicTynarh B Ka4eCTBE MPOCTOI TOUKU
noctyna 6e3 GyHKIHMI MaplIpyTU3aTopa, TO MOXKHO yIanuTh UHTEepdeicsl wan u wanb. s
3TOr0 HAXKMUTE KHOIKY « Y AauTh» AJIsi COOTBETCTBYIOUINX HHTepdeiicoB. Tak xe Heo0X0quMo
orkiounte DHCP-cepBep Ha unTepdeiice lan. [lns storo HaxkmMuTe KHONKY «VI3MEHHUTHY» U Ha
OTKpbIBIIeHcs cTrpanuie B Bkiaake «DHCP-cepBep» aktuBmpyiite ramouky «MrHopupoBarh
unrepdeiicy. B Bkimanke «OOmue HacTpoiikm» uIis uHTEpdeiica lan BeIOepUTE MPOTOKONT —

DHCP-kauenm v nHaxxmute KHONKY « COXpaHUTBY.

I[MepeiinuTe B BKIAIKY «Y CTPOMCTBA» U HAXMHUTE KHONKY « HacTpOUTb. .. » st yCTpoiicTBa
br-lan. TTomewnstiite mopt ast mocta br-lan va nopm kommymamopa wan (pucynok 77). Umenno
gepe3 mopT Wan npousBoauTcs nojakmroueHune TII K oCHOBHOMY Mapiupytusaropy. Haxkmmre

KHONIKY «COXpaHUTh.

MocT: br-lan

OBwe onwam yeTpoiicTea  [lononHMTensHbIE onuun yeTpoidctea  OunstpayuA VLAN mocTa

Tun yctpoiicTea MacT v
WMma ycTpoiicTea br-lan
MopTei mocTa |2 wan -
£ Ethernet-xommyTarop: "eth0” PUEHUA K 3TOMY MOCTY. YT0OE NPUCOBAMHWTE BECNPOBOAHEIE CETH,

R tauecTEE CETW B HAacTpoikax DecnpoBogHORA ceTu.
2= lNopT koMmMyTaTopa: “lan

54 MNopt rommyTaTopa: “wan™ (wan, wanG)

AFTUEMpOBATE NYCTOR MOCT

B HEM HeT nopToe

MTU | 1500
MAC-agpec
AnuHa ouepeau Tx 1000
Brnrounts IPvE aBTOMaTUECKH (BKNIOYEHO) v
IPv& MTU | 1500

DAD oTnpaeku 1

@ KonwuecTso oTnpaenaembix npob ofHapywenna nyGnukatos agpecos (DAD)

3akpeiTe CoxpaHuTts

Pucynok 77 — Hactpoiika mocta br-lan
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UYroOsr He mortepsars noctyn k WEB-untepdeticy T/ nHeo6xoaumMo A00aBUTH HOBBIN
uHtepdeiic manage w mnpusszath K Hemy ¢usmueckuit mopt lan. [lns storo B BKIaaKe
«uaTepdericey HaKMHUTE KHONIKY «J100aBUTH HOBBIN HHTEpdENC. ..». Ha OTKpBIBIIEHCS cTpaHuIie
yKaKUTE Ha3BaHUe HHTep(deiica — manage, mpoToKOJI — cramuyueckuil adpec, yctpoictso — lan.

Haxwmute kHOnKy «Co31ath uHTepdeiicy.

LOobaBuTe HOBBIN MHTEepeNcC...

Hazsauwe manage
MpoTokon Cratmyeckuii agpec hd

Yerpoicteo |3 lan E

Pucynok 78 — Jlo6aBiienue HoBOro nHTEepdheiica

B pacmupennsix HacTpolikax uHTepdeiica manage 3anonnaute |Pv4-anpec —192.168.1.1,

macka cetu IPv4 — 255.255.255.0 (pucynok 79). Haxxmure kHONKY «COXPaHUTDBY.
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WHTepdpeicel » manage

OBwme HacTpoliky  PaclumpedHele HacTpolkw  HacTpodkw mesxcetesoro 3kpaHa  DHCP-cepeep

CoctoaHne #* Yerpo#cTeo: lan
MAC:

Monyyeno (RX): 901.56 KB (5990 nakeToe)
Mepenano (TX): 5.95 MB (6491 nakeToB)

MpoTokon Crammueckwii agpec hd
Vetpoiicteo |3 lan =
3anycTuTs Npu 3arpyske v
IPvd-agpec 192.168.1.1
Macka cem IPv4 | 255.255.255.0 by
IPvd-agpec wnioza | 192.168.0.250 (wan)

upoxoeewaTensHeli [Pvd- 192 168.1.255
agpec

IPv6-agpec | [oBaeuTs IPvE agpec...

|PvB-anpec wneoza

IPvG Hanpaenexue npedmvkca

@ IMySnuaHLIi Npedivke, HAaNpaeNAEMBIA Ha 3T0 YCTPORCTBO ANA PacNpOCTPaHeHNA CPEam KNNEHTOB.

3aKpeiTs CoxpaHuTs

Pucynox 79 — Hactpoiika nntepgeiica manage

[Tpumenute Bce M3MeHeHHs, Tocie 4ero B MeHIo «Cerb» — «MHTepheich» AOIKHBI
OCTaThCsl TOJBbKO JBa uHTep(deiica — lan u manage (pucynok 80). Yoenutects, 4To HHTEpdEC

lan momyuun IP agpec mo DHCP ot 0cHOBHOTO MapuipyTH3aTopa.
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Cucrema ~ Cetb~  Buiittu

WuTepdieiicer  Yerporictea  OcHOBHEIE HACTPOMKW CETH

WHTepdencel

MNpotokon: DHCP-knueHT

lan Bpema pabotei: Oh 3m 26s

: MAC: - ET—
wioae) Monyueno (RX): 37505 KB (3993 naketos) el K RS m| il
man Nepenano (TX): 5.00 KB (43 nareTos)
IPv4: 192 168.0 166124

Mpotokon: CTaTudecknit agpec
- n
manage Bpema pabotei: 0h 3m 28s

MAC: MNepeaanycTiTs OcTaHoBWTE M| Yoanu -
= MNonyueno (RX): 1.26 MB (8494 naketos) b . e e

L Mepeaano (TX): 8.32 MB (9100 naxetos)
IPv4: 192.168.1.1/24

00aBNTL HOBLIA MHTEPdENC... |

Pucynok 80 — Criucok unrepdeiicon

Zaiiaute B MeHI0 «CrcTeMa» — «ABTO3amyCcK» U OTKIrounTe cirysx0b! firewall, dnsmasq
u odhcpd (pucynok 73). UToObl OCTaHOBUTH YK€ 3allyIICHHBIC CIYKObI, Ha)XKMHTE KHOIIKY

«OCTaHOBUTHY ISl BBIOPAHHBIX CITYXKO.

[Tepeiiagute B MeHI0 «CeTh» — «MexceTeBOM 3KpaH» U yAAJIUTE BCE JEHCTBYIOLINE 30HbI
HaXaB KHOMNKY «Ypanutb». Haxmure kHomky «Coxpanutb». I[lpuMeHuTe Bce BBEIECHHBIE

HU3MCHCHUS.

Ilepeiinure B MeHo «CeTb» — «becnpoBoiHas ceTb» U yJaIUTe BKIIOUEHHBIH IO
ymouqanuio ceth Npotelecom-wifi-2g (8 Hamem npumepe uacrora 2,4 I'T'1y He ucnonb3yercs). s
ATOr0 HAXMHUTE KHONKY «YnamuTh». Haxmure «kHonky «M3meHuTs» 1 cetu
npotelecom-wifi-5g. Ipu skenannu MOYKHO TOMEHATH HOMEP KaHala U MapoJjib sl JaHHON CEeTH.
[epeiiaure B Bitaaky « WLAN poymunr» u aktusupyiite ranouxy «802.11r beictpeiit PoymuH».
Benute 3HaueHue MOOMILHOTO ToMeHa — 1234 (310 4-cUMBOJIBHBIN IIeCTHAALIATEpUYHBII [D, oH
JOJIKeH OBbITh OAMHAKOBBIN 175 Beex T/, yyacTByronmx B poyMuHre), Beioepure FT mpoTokon —
FT nao the Air. DT0 MuUHMMaJbHBIC HACTPONKH Ui BKJIIOYCHUS pOyMHUHTra (pucyHok 81).

Haxxmure KHOIIKY ((COXpaHI/ITL» U NPpUMCHUTC BCC BBCACHHBIC U3MHCHUS.
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HacTpoiika ceTu

OcHoeHele HacTpoiikn  3awmTa becripoeogHoi cett  MAC-cunetp  PacwwpenHeie Hactpoikn  WLAN poymuar

Hactpoiiku gna nomouyw GecnpoBoHEIM KNWEHTAM B POYMKMHTE MEXIY HECKONLKMMK Toukamu goctyna: 802.11r, 802. 11k w 802.11v

502 11r BuicTpbiil PoymuHr - |+

© Brrioun T GLICTPLIA POYMMHT MeXay TOUKaMu SOCTYNa, MPUHALNEKALLMMIA K TOMY e JOMEHY MODHUILHOCTH
NAS ID
@ Vcnonbayetca anA aByx pasniukeix ueneir: RADIUS NAS ID v 802.11r ROKH-ID. He Tpebyetca npu

MCNoNb30BaHWKA obsaHoro WPA2)-PSK.

MoBunsHen qomes 1234

@ 4-cumBonbHLI WecTHaaUAaTepruHbI 1D

Cpox peaccoypaumm 1000
@ epvmnuel nameperna epemenn (TUs | 1.024 ms) [1000-65535]

FT npoTokon FT Hag the Air v

Cozgate PMK nokansHo |+
@ MNpu ucnonezoeannn PSK, PMK moxeT resepuposatsca asTomaTnuecky. Ecnn exmiouero, onum kmiouei RORA,
pacnonoxeHHsle Hitxe, He npuMeHaAleTeA. [Ina ncnons3sosadua onuwi knioved RO/RT oTknioumTe ganHyo onumio.

RO Key epema xuann | 10000
@ muny (e

NepwaTens kmova R1 00004577274

@ 6-oxTeTHLI MaeHTUGMKATOp B BUZE WeCcTHaguaTepuuHOii CcTpokM - Des geoeTouwid

Pucynoxk 81 — Hacrpoiika WLAN poymunTra

AHanornyepIM 00pa3oM HykHO HacTpouth TJ12. HeoOGxommmo, 4ToOBI Ha3BaHWE CETH

Wi-Fi (SSID), naposb, a Tak jxe MOOWIIbHBIN ToMeH Ha Bcex T/] coBmamani.
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2.4.7 Astopusanus yepe3 RADIUS-cepBep

Jlns aBropu3zaruu kimeHToB yepe3 RADIUS-cepsep npu Hactpoiike Wi-Fi cetu B pexxnme
Touku joctymna BeiOepute TN mmdpoBanus WPA-EAP umu WPAZ2-EAP. Beenute IP-agpec
RADIUS-cepBepa 1 HOomep mopta. s mocTyma K cepBepy Tak K€ HY)KHO yKas3aTh IapoJib

RADIUS-cepsepa.

HacTtpowka ceTn

OcHoBHBIE HACTPORKKM  3awmTa becnposogHoli cetd . MAC-dmnetp  Pacwwpendeie vactpoikn  WLAN poymuHr
Wndbpoeanue WPAZ-EAP (EbicoRWil ypoBeHs v
Anroputy WKMdbpoBaHKUA aeTo v
Cepeep Radius-Authentication 192.168.0.164
Mopt Radius-Authentication 1812
Cekpet Radius-Authentication "
Cepeep Radius-Accounting
Mopr Radius-Accounting | 1813

Cexper Radius-Accounting -

Pucynox 82 — Asropuzanus uepe3s RADIUS-cepsep
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2.4.8 WHcnoaszoBanue WPS

s ucnons3oBanus nporokona WPS mpu HacTpoiike 6ecripoBOAHON ceTH HE0OX0IuMO
BeIOpats THn ImmdpoBanus WPA2-PSK/WPA3-SAE Mixed mode u akTHBHpOBAaTh TaJlO0YKy
«Bxrounts WPS nipu Haxkatuu Ha KHOTIKY B pexkume WPA2-PSK/WPA3-SAE» (pucynok 83).

Haxwmure kHOnKy «COXpaHUTh» U IPUMEHUTE U3MHEHMSL.

HacTpoMKa ceTn

OcHoeHele HAcTpokn  3awmTa SecnposogHof cetTn MAC-gmnetp  Pacwwpendoie HacTpoiikn  WLAN poymuHr

LWndbpoeaxue WPAZ-PSK/WPA3-SAE Mixed w

Mapone (knkou) [ — "
3awmTa kanpoe ynpaeneHus HeobrzaTensHo v
802 11w

@ Mpumeyanmne: HexoTople apaiieepsl Wi-Fi He nonHocTeio noaaepsmeaot 802.11w. Hanpumep, mwhwifi moxeT
MMETE NpoBneme

802.11w makcumansHoe 1000

EPEMA OMMAAHWA -
P @ 302.11w Association SA Query MakcHMankHoe BpEMA OXMAaHHA

802 11w BpemMA oxuaaHuA 201

MosTOPE @ 8021w EpPEMA CXUAaHWA NoeTopa Association SA Query

BrrioumTe 3AlMTY OT aTakl

KRACK , -
@ YcnoxHAeT aTakK Ha NepeyCTaHOEKY KIKUa Ha CTOPOHE KMMEHTa, OTKMKYanR peTpaHcnAuMi dpeiimos EAPOL-

Ke\,r. KOTOPEIE UCNONL3YHTCA ANA YCTaHOEKEW knroueid. MoxeT BxlzEaTs I'IpDGJ'IEMI:I COBMECTHUMOCTH M CHMMEHWE
Ha84eX¥HOCTH COMMacoBaHWA HOBOTD KNYa, NpK Hanuyun BonbLworo Tpad}nka.

BrmounTe WPS npu Hawatun |+
Ha kHoMKy, B pexuime WPA(2)-
PSK/IWPA3-SAE

3akphITe CoxpaHuTb

Pucynoxk 83 — Bximtouenue nporokoia WPS

ITocne storo npu HaxkaTuK Hapyx HOH KHONKH «WPS» Ha HIKHEH yacTH Kopmyca Oyaer

aktuBupoBas rmpotokon WPS. ITpotokon WPS Oyner akTuBeH B Te4eHUE 2 MHHYT.
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3 TexHu4veckoe 00CayKMBAHUE

3.1 OO6mme yxkazanust

K pabote ¢ uzgenuem [OMyCKalOTCS JHIA, M3YyYMBIIUE HACTOSIEE PYKOBOJCTBO U
NPOILIEANINEe MECTHBIM HHCTPYKTaX 10 Oe3omacHocTH TpyAa. [Ipu pabote ¢ anmapaTypoii cienyer

CO6JIIOI[3.TB COOTBCTCTBYIOIINEC pa3aciibl JaHHOI'O PYKOBOJICTBA.

3.2 Mepbl 6e30MaCHOCTH

OCMOTp U PEMOHT H3ACIHA MOXKHO IIPOBOAHUTL TOJIBKO IIPpU OTKIIFOYCHHOM HCTOYHHUKCE

IIUTaHUA.

3.3 Tlopsiaok TEXHUYECKOT0 00CTYKUBAHUS

TJ1 He TpeOyeT NepruoANYECKOro TEXHUYECKOT0 00CTyKUBaHUS.
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bYMK.464512.010 PO

4 Texkyumuii peMOHT

T/l He MOmIEKUT TeKymeMy peMoHTy. IIpu HEeoOXOIMMOCTH PEMOHT MOXKET OBITH

MMPOU3BCACH HA NPCANIPUATUN-U3TOTOBUTCIIC.

85



5 TpancnopTupoBanme

TpancnopTupoBanue u3eNHs MPOU3BOAUTCS HA JTHO0OE PACCTOSHUE W JIOOBIM BHJIOM

TpaHcnopTa, yaosneropsitomero rpedoBanusm ['OCT 21552-76 u nacrosiero pasaena.

TpaHCHOpTI/IpOBaHI/IC HU3ACIINA MOPCKHUM TPAaHCIIOPTOM JOJIKHO IMPOU3BOAUTHCA TOJIBKO B

CIeLUATIBLHON (MOPCKOM) YITaKOBKE.

[Ipy TpaHCHIOPTUPOBAHUU >KEJE3HOM JOPOroi WJIM aBTOMOOWJIBHBIM TPAaHCIOPTOM B
TPAHCIIOPTHOM Tape W3JAEIus JOJDKHBI pa3MeIlaTbcs B KPBITBIX BaroHax (Ky3oBax) WJIM B

KOHTEHHEpax.
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6 Xpanenue
Ycnosus xpanenus o 'OCT 91552-76.
XpaHeHHe U3IeNns Ha OTKPBITOH TUIOIIAKE HEJIOMYCTUMO.
OnTuManbHbIe yCIOBUS XPaHECHUS:

— TemIepaTrypa oKpykarouien cpesl - ot S 1o 40 °C;

— 1mepenaj remneparyp He 6osiee yeM Ha 5 °C B CYTKH;

— OTHOCHTENbHAs BIAKHOCTH Bo3yxa He Oonee 80% mpu temm-pe 25 °C;

— OTCYTCTBME OCaJIKOB, BETpa, KOHJACHCALIUU BJIaru;

— OTCYTCTBME BO3JICHCTBUS MPSIMOI0 COJTHEUHOTO OOIyUEHHUS;

— OTCYTCTBHE B BO3JyX€ IIPUMECEH I1ECKa;

— CoJepKaHHWE B BO3AYXE KOPPO3HMOHHO-AaKTHBHBIX areHTOB B Mpejelnax,

COOTBCTCTBYHOIIHX YCIIOBHO YUCTOMU aTMOC(i)epe.
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7 Yruaumzanus

Yrumuzanuss T/ MOKeT NPOBOAUTBCSA IPU BBIBOJE €€ M3 DKCILTyaTaldud BCIEICTBUE
MOpasibHOTO U (pruzndeckoro crapeHus. TJ[ He COIepKUT B CBOEM COCTAaBE BEIIECTB, BPEIHBIX IS
OKpy’Karolle cpenbl M 300poBbsi uesoBeka. llpoBenenue yrtwimszanuu TJ[ He TpeOyer

cOOJTII0IeHHsT 0COOBIX MepP 0€30MMaCHOCTH.
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