JAKPLITOE :iI-II.I.HiI'IIIHI.'IE I]EI.I.I.IEI'B'I.':
IHNO “TENEROM

PYKOBO/JICTBO I10 OKCIIVIYATALIMHU
PAJIMOMOCT CPE-WIFI

www.npotelecom.ru




Conepxanue

RO 17 (721 1 (S0 % 0 - LaTo - OO PPR PP 5
R R G P 32 1= (53207 (00 7 31 () 0 6 (R 5
1.2 TeXHUYECKHE XAPAKTCPHCTHRH ... vevvereesrisressiasresseesseasseasesaseassesseessessssssesssesnessens 6
RS T 10 Yoy )35 % 31 (1) 0% 6 (P 8
1.4 VCTPOHCTBO M PADOTA .eeiuvvieiuvrieiiiieiireesieeessteesssseesssseesssseesssseessssesssssesssssessssnessnsees 8

2 VICTIONB30BAHUE TIO HABHAUCHIIEO ....eeuvveenteesreassesssseessesssseesseesssesssssansesssssssesssnsansesssnens 12
2.1  DKCIUTYyaTAIMOHHBIE OTPAHMUCHUS .. .vevvvenresresseesseessesseesseessesseesseessessnesseessessnensens 12
2.2 TloaroroBKa U3AEIIHS K MCIIOJIB3OBAHMEO ...uuuusseeerererssssnssesssssessssnnnssssesssessssnnnnnns 12
ARG T 7 (o) 0 (0 110 8c 0 )= T2 0z 04 (S 4 <1 (5110 6 (O 13

2.3.1  TICPBOEC BKITHOUCHHIE ... eeeuvveeisreressreeessseeesssesssssesssssesssssesssssesssssesssssssssssessnssssnnes 13
2.3.2  AHATH3 PATHODIPHPA ....vvnviieeiieniieiiesieeie sttt sb e s sne e ne e nneas 17
2.3.3  MOHHTOPHHT ....coviiutiiietiesresiee e et sse et e s sb e st ase e b e e bt e e s b e e s e e e aneenneannenne s 18
2.3.4  HACTPOTKH CHCTEMBL .....veiuviiiieiiieiisiiestiete st sbe e 22
2.3.5 VI3MCHEHHE MAPOIIT TOCTYTIA .. .veeureerueresresnreessneanseesnreaseesseeasesssneasesssneensesses 25
2.3.6  JIOCTYII TIO SSH.....ooiiiiiiiiiiiiii s 25
2.3.7 Pe3epBHAS KOTIHS HACTPOCK ...c.vverviseereasressresseessesssesseessesssesseessessnssseessessnensens 26
2.3.8 COpOC 10 3aBOJCKHUX HACTPOECK ...uvveuriersresnreessneanseessneaseessneaseessneasessssesnseses 27
2.3.9  OOHOBIICHHE MPOIIHBKH . ....c.vveviesriasessteesresseesieessesssssseesnesssesreessessnssseesnessnesneas 27
2.3.10 TIepe3arpy3Ka YCTPOTCTBA ......ccvirreerieeririresiiesisiresseessessesiee s s sseesnesnne s 28
2.3.11  VIHTEPMDEHCHT ...ttt 29
2.3.12  DECIIPOBOMHAS CETD ...vveuveerueeaureaseeaseeesseeanseasseeasseessesanseessesassesssnsasesssnesnsesnes 32
2.4 TlpuMepbl HACTPOUKH PAIMOMOCTA .. ..cuvveurisresieessesssisseesseesnesseesiesssessesaseessessnessens 36
2.4.1 Coznanue coequaeHHs «Touka-TOUKA WDSH ....ccooviviiiiiiiiiic e, 36
2.4.2 PexuM paOOTBI « TOUKA TOCTYIIAM ...veveervirireiiiessisieesieesieaeesieessesinesneennesnnennees 52
2.4.3 HacTpolKa SNMP.......ocoiiiiiiiiiiii 59



PykoBozctBo no skcruryarammu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

2.4.4 Hactpoitka DHCP-TEIAY. ........ccooiiiiiiiiiiiec e 59

Oynknus DHCP Relay npumensiercst st npegocrasinenuss DHCP-cepBepy naHHBIX

O TIOTTYUICHHOM BATIPOCE: 1..vvveesrreesresssssesssssessssessssessassssssssessssesssssesssseesssesssssessssessssessnsnees 59
2.4.5 HaCTPOMKHI NAT. ..ottt 70
P I (€1 \V, S g ToTo] o] [ 4o RSSO TSSSRRTR 77
2.4.7 Tlpuopurtuzauus tpaduka B paguokanaie Ha ocnoBe MAC/IP anpeca. ....... 79

3 TeXHUUYCCKOE OOCITYIKMBAHUEC. .. .vveeisreeeisreeessreesssreessssesssssessssseessssesssssesssseessssessnssesssees 80
3.1 OOIIHE YKABAHTIST «.c..vveeuteeeeeesteesireetesssseessessssessesssseasessssesnsesssnesssessssesssessseesnsesns 80
3.2 MEPBI OC30TIACHOCT . ... veeureseeieestesseesteesseessesseesseassesseesneesnesseenbeeneassesneenesnrenneas 80
3.3 TIopsiioK TEXHUYECKOTO OOCITYIKUBAHHUST «.....veeuveessreesseesireanseessneessessnnesseessnesnseenes 80

4 TEKYIIHI PEMOHT ....uveiuteesteesureasteesseeasseessseaseessseaseessseaseessseassesssseanseessseanseessnesssesssnens 81

O TPAHCIIOPTHPOBAHHUE .....ecuvvinrieierianreesireaseessseaseessseesseessneesseessseesneesnneesneeanneesneeaneennneas 82

D Q0T (5] 1 (T OO P PSP OO PRPT PRI 83

A VA w7 0307 T 1 14 5 GO 84



H606X0)II/IMO BHUMATEJIBbHO O3HAKOMUTBCHA C€ PYKOBOACTBOM, IIPEKIE€ YEM

NMPUCTYIIUTD K pa60Te C JAaHHBIM oﬁopyL[OBa}meM.

Nudopmanus no ceprudukanuu 000py10BaHNs, a TAKKe AKTYaIbHAs 3JIEKTPOHHAasI
BepcUsi  JIaHHOIO PYKOBOACTBA JAOCTYIHBI B HNuTepuere no aapecy

http://www.npotelecom.ru/.

JlaHHO€  PYKOBOJCTBO IO OKCIUIyaTallud TMPEAHA3HAYEHO JUIS  O3HAKOMJICHHUS
TEXHUYECKOTO, OOCITYXHBAIOIIET0 M 3KCILTyaTHPYIOIIEro NEepcoHaia ¢ MPHUHLIUIOM pPalOTHI,
TEXHUYCCKUMHU XapPaKTCPUCTHKAMU, KOMIUICKTHOCThIO, KOHCTPYKTHBHBIMH OCOOCHHOCTSIMHU
paguomoctoB CPE-WIFI-2G BYMK.464512.001-01, CPE-WIFI-5G BYMK.464512.001-02,
CPE-WIFI-2G-e BYMK.464512.001-04, CPE-WIFI-5G-e BYMK.464512.001-05.

BHUMAHME. Pamuomocter CPE-WIFI-2G BYMK.464512.001-01, CPE-WIFI-5G
BYMK.464512.001-02, CPE-WIFI-2G-e BYMK.464512.001-04, CPE-WIFI-5G-e
BYMK.464512.001-05 ynosnerBopsitor HopmaMm nomexoamuccuu no 'OCT P 51317.6.4 99
(MBK 61000-64-97) n uamyctpuansabsiM paguonomexam mo OCT P 51318.22-99 (CUCTIP
22-97).



http://www.npotelecom.ru/

1 Onucanue u padora

1.1 Ha3suauyenue usaeus

Pagromoct CPE-WIFI-2G/5G/2G-e/5G-e BYMK.464512.001-01/02/04/05 npenna3nadyex
JUTSL IOJTKITFOYEHUS KIIMEHTOB K CETH MHTEPHET 110 TEXHOJIOTUU OECIIPOBOTHON Nepeaayn TaHHBIX
Wi-Fi IEEE 802.11n. B 3aBUCHMOCTH OT BHIOPAaHHOTO MCITOJHEHUS PAIHOMOCTBI MOTYT pabOTaTh

B CJICAYOIHUX JUAIlla30Hax 4aCTOT:

— CPE-WIFI-2G/2G-e BYMK.464512.001-01/04: 2392-2492 MTI'n;
— CPE-WIFI-5G/5G-e BYMK.464512.001-02/05: 5160-5340/5640-5845 MIu.

PagnoMocThl  SIBISIOTCS  BBICOKOIIPOM3BOJUTENBHBIMH M MHOTO(QYHKIIHOHAJIbHBIMU
PEIIeHUSIMH [T TIPEIOCTABICHUS YCIIYT CBS3H Ha JajbHHUE PacCTOSHUS 1o TexHomoruu Wi-Fi 3a
CYeT HCIOJb30BaHUS HampaBieHHbIX aHTeHH. Mcmomuenuss CPE-WIFI-2G/5G  wumeror
BCTPOCHHYIO B Kopryc antenny. s ucnomHenuit CPE-WIFI-2G-e/5G-e Ha HKHEH 4acTu
KOpIyca BBIBEICHBI JaBa pa3beMa N-female Tuna i MOIKIIOUEHMS BHEIIHEH AaHTCHHBI.
Hcnonp30BaHne y3KOHANPABICHHBIX BHEIIHMX AaHTEHH MOXET CYIIECTBEHHO YBEIUYHUTh

paccTosTHKE JIJIsl OpraHU3aluy paioKaHaa.

PagnomocT MoxeT BeICTynaTh Kak B kauecTBe «KimeHTtay, Tak u « Touku nqoctymnay. J[Ba
pamuoMocTa MOTYT OBITh HACTPOEHBI Il pabOThI B PEXKUME «IIPO3PAYHOTO MOCTa» IO

texuooruun WDS?.

KoHcTpykiuus paguomMocTa UMeeT aTlFOMUHUEBBIN BCEIIOTOIHBIN KOPITYC (CTENEHb 3alUThI
oT Biaru u 0t IP67) u mpeamnonaraeT yCTaHOBKY Ha OTKPBITOM TEPPUTOPUU B Pa3IMYHBIX
KIMMAaTHYeCKUX  ycioBusX. [lurtanme Oiioka mpousBoauMTcss 1o  TexHonorun POE
IEEE 802.3at-2009 (metox A, mpoBoga 1,2 — DC+, 3,6 — DC-). POE unxekrop HE BXOAUT B

KOMIIJIEKT ITOCTaBKH.

1 Wireless Distribution System (WDS) — TexHONOTHs, MO3BOJSIONIAS PACUIMPUTH 30HY MOKPBITHS
OecripoBoHO# ceTH MyTéM 00BbeMHEeH s HeckolbkuX WiFi Touek noctyna B enuHy0 ceTb. OTINYUTENbHOH YepToi
TEXHOJIOTHH 110 CPABHEHHUIO C IPYTHMH PEIICHUAMHE sBIsieTcs coxpaHeHne MAC-aapecoB KIHEHTOB CETH.



1.2 TexnnyecKue XapakTepUCTHKHU

OCHOBHBIC TSXHUYCCKUE XapaKTCPUCTHKU paJUOMOCTOB:

[Tpoueccop 74Kc MIPS 600 MI'w;

O6wem O3V 128 Mb (DDR2 SDRAM);

O6mwem 3arpysounoro I13Y 16 Mb (SPI NOR FLASH);
IMoanep:xka WLAN IEEE 802.11a/n: ckopocts 10 300 M6wut/c?;

o B~ W D

[Tonnep:xuBaempie YJaCTOTHBIC yarna3oHbl 2392-2492 MI'n,

5160-5340/5640-5845 MI'11 (B 3aBHCHUMOCTH OT BHIOPAHHOT'O HCIIOJTHEHHUS);

6. B03MOXXHOCTH aBTOMAaTUYECKOI'0 ¥ PYYHOI'O BBIOOpAa HOMEpa KaHaia (4acTOThl);

7. Tlomnmepkka kanaynoB 20 u 40 MI'm;

8. MaxkcumanbHast BbIXO/IHAs! MOIIHOCTb IIepeaTuMKa:

— Juist nuama3oHa yactoT 2392-2492 MTI'u: 23 nbwm (199 mBT);
— it quanasoHa yactot 5160-5340/5640-5845 MI'u: 28 nbm (630 MBT);

9. B03MOXXHOCTh PEryJIMpPOBKM MOIIHOCTH H3JIy4€HHUs paauo uHTepdelica ¢ marom
1 nbwm;

10. MuHuManbHasi 9yBCTBUTEIILHOCTD IpueMHuKa -93 nbm (MCS0);

11. MakcuManbHOE paccTOSIHME B pPeXHMe pPadOThl paJuoMocTa s HMCIOJHEHHUH

CPE-WIFI-2G/5G - 5 kM (c coxpanenrem tpeboBanuii cranaapra IEEE 802.11a/n);

12. Tlonaepxka MIMO 2x2 u Texnonorun Beamforming;

13. Hanmmume BCTPOEHHOM B KOPITYyC IPUOOpa HAPABICHHOW aHTEHHBI IS HCIIOTHEHUN

CPE-WIFI-2G/5G:

— Ui nrama3oHa yactoT 2392-2492 MI'u: ycunenue 2X16 nbu, nonspuzauus —
H&V, mupuna nyda no ropuzoHTanu — 22°, mupuHa Jiyya 1o BepTUKany — 22°,
KCB <2;

— s auama3oHa dactor 5160-5340/5640-5845 MIm: ycunenue 2X18 abw,
nonspuzanus — H&V, mupuna nyya no ropuzoHTamn — 22°, MIUpUHA JTyda 110

BepTukanmm — 22°, KCB < 2;

2 PeanbHast NpoIyCKHasi CIOCOOHOCTD 3aBUCHMT OT MHOYKECTBA BHEIIHUX ycloBuid. Hanuuue npensatcTeuii Ha
IMYTH DPacIpOCTPaHEHMs pPaJMOCUTHAja, HEraTHBHBIE (PAKTOPBI OKpYy’KaroOmeW Cpelbl MOTYT CHU3HTH pEajlbHYIO
MPOITYyCKHYIO CIIOCOOHOCTD ¥ YMEHBIINUTh PaidyC JEHCTBHS CETH.



14. BerpoenHasi cxema rpo3o3amuTsl Ha kanane Ethernet (orBogumeliil Tok 1o 5000 A).

Buemane naTepdeiics:

1.
2.

1 nopt Ethernet RJ-45 10/100/1000BASE-T;

[Tognepxka Auto Negotiation.

CereBble pyHKIUU:

1. BosmoxsocTh usMeHenus 3uayeHuss MTU:

2. Tonmmepxxka VLAN;

3. ABTOMAaTHYECKOE COTIIACOBAaHME CKOPOCTH, AYIUIEKCHOTO PEKUMA U MEPEKIIOUCHHS

mexay pexumamu MDI u MDI-X;

4. Tlomnepxka DHCP u DHCP-relay;

5. Ilpuopuruzamnus tpaduka Ha ocHoe PCP, DSCP, VLAN, COS, MPLS EXP;

6. Tonmmepxkka texnomoruu WDS.

7. Tlognepxxka NAT.

8. Tlognmepxxxa IGMP Snooping.

9. Tonnepxkka mpuoputu3zanuu Tpapuka Ha ocHoBe IP/MAC.
besonacHOCTS:

1. [udposanue WPA/WPA2/WPA3.

2. Bcrpoennsriii Firewall;

3. Mexanusm ¢punbTpanuu no MAC-anpecam;

4. B03MOXXHOCTb U30JIUPOBaHHE KJIMEHTOB B CETH;

5. Hactpoiika paccTosiHUS 10 CaMOT0 yIaJ€HHOTO CETEBOro y3Ja.
Kondurypuposanue:

1. O6nosnenue 110 u HacTpoiika Touku nocryna uepe3 WEB-unTepdeiic;

2. VYnpanenHoe ynpasinenue no SSH;

3. Tonmnepxkxa SNMPv2/SNMPv3.
IIuranue:

1. Tlopnepxka texuomoruu PoE+ IEEE 802.3at-2009;

2. TlotpeOGnsiemast MOIITHOCTH He Ooiee 24 Br;



dusznuecKue XapakTePUCTHKU:
1. T'abGapurtHble pa3Mepsl:
e CPE-WIFI-2G/5G — 305x305x100 MM,
e CPE-WIFI-2G-e/5G-e — 220x220x100 mwm;
2. Macca:
e CPE-WIFI-2G/5G — 2 kT;
e CPE-WIFI-2G-e/5G-e — 1,6 kT;
3. Pabouas temmieparypa ot -40 o 55 °C;

4. B03MOXXHOCTh YCTAaHOBKH Ha TPYOOCTOHKY (CTOJIO, MATUTY).

1.3 Cocras u3genus

KomiiekT moctaBku AJI1 paauOMOCTOB!

PannomocT;
KoMIuiekT kpemneska a1l yCTaHOBKU Ha TpyOOCTOMKY;
[Maty-xopn RJ-45, 1.5 m;

PYKOBOI[CTBO 110 OKCIUTyaTaluu,

A A o

ITacmopr.

1.4 VYcrpoiicTtBo u padora

PaguomocT mpexacraBnsieT coOOW OTIENBbHBIN 3aKOHUEHHBIM OyoK. [l wWcmonHeHuin
CPE-WIFI-2G/5G B BepxHIOI0 KpbIIIKY 0J10Ka BcTpoeHa HanpasienHas MIMO 2X2 anrtenna. J{is
ucnonHennit CPE-WIFI-2G-e/5G-e Ha HuKHEi 4acT Kopiyca BeIBe/IeHbI /1Ba pa3bema N-female
TUAMA JJI1 TOJAKJIIOYEHHUs BHEIIHEW HampaBiI€HHOW aHTEHHbl. BHemHWid BUI paguoMOCTOB

npeJCcTaBieH Ha pucyHkax 1 u 2.

Ha mmxHel nmaHemn paanunoMOCTOB PACIIOJIOXKEH I'EPMOBBO JJIA IMOAKIIOYECHUA K IMOPTY

Ethernet 10/100/1000Base-T (pa3zsem RJ-45) 6m0ka.
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PykoBonactBo 110 3kcmryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

Pucynok 1 — Buemnwuii Bun 610xa CPE-WIFI-2G/5G
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PykoBoactso no skcruryaraimu CPE-WIFI-2G/5G/2G-e/5G-¢ Bepcus 2.1

Pucynok 2 — Buenrnuii Bun 6;ioka CPE-WIFI-2G-e/5G-e
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2 Wcnoap30BaHue [0 HA3HAYCHUIO

2.1 DxkcmiayaTanHMoHHbIE OTPAHUYEHUs]

Pexomentyercst KpenmuTh painoMoCT Ha TPyOOCTOHKY (CTOI0, MaT4Ty) C HCIIOIH30BAHHEM
IITaTHOTO KPEIUICHHsI TaKKMM 00pa3oM, uToObl mopt Ethernet 6vu1 HampasieH BHU3 BO n3bexkaHue
nomnaganus BoJAbl. JIJI1 HawIydliero ypoBHS CHTHajla, NPU COEIMHEHHWU JIByX PaJWOMOCTOB,
AQHTEHHBI JOJDKHBI OBITH HAIIPaBJICHBI APYT Ha APYTa, IPU 3TOM JJOJDKHA OBITH 0OOecriedeHa npsmast

BUJUMOCTb M@Ky YCTPOHCTBAMHU.

Jliig obecrieyeHns] HaWIydlIuX XapaKTEepUCTHK 10 CKOPOCTU U JJAIbHOCTH PaJuo CUTHaIa

H606XO,Z[I/IMO MMPpUACPKUBATHCA CICAYIOIIUX ITpaBUJI:

1. ©e ycranaBnuBaiite AC BOJM3M BHICOKOBOJBTHBIX JJIEKTPHUUECKUX YCTPONCTB, a
TAKXKE PaguOyCTPONCTB;

2. Hanu4Me psAoM O00OpyIoBaHUS, pabOTaloONIero Ha YacTOTE€ KaHaja IMepeaayu
JJAHHBIX, HETaTUBHO IIOBIUAET HA CKOPOCTHBIE XapaKTEPUCTHKU Iepeadyu
JTAHHBIX;

3. HaIWMYWe TPEMSITCTBHA B BUJAC 3JaHUW W JEPEBbEB HAa MYTH TPOXOXKICHUS

paZroCUrHaja 3HaYUTeIbHO yMEeHbIIAT paaunyc neiicteus Wi-Fi cetn.

2.2 TloaroroBka u3aejus K UCIHOJIb30BAHUIO

[Ipn mnonydyeHnun KOpOOKH C paMOMOCTOM HEOOXOIMMO IPOBEPUTH LEIOCTHOCTD
YIAaKOBKH, HAIMYME SKCIUTYaTallMOHHOM TOKYMEHTAllMU, YIaKOBOK C KOMIUIEKTOM MOHTaXHbBIX

YacTel U UX KOJIMYECTBA.

Hepezl YCTaHOBKOﬁ U BKIIIOYCHUCM pPAIUOMOCTa HCO6XOI[I/IMO IIpOBECTU OCMOTpP Ha
HaJIMYUC BUJIHWMBIX MEXaHUYCCKUX HOBpC)K,Z[CHHﬁ. B CJIydyac HaJINM4ud HOBpe)KI[eHI/II\/'I CJIeaycCT

NPEKPaTUTh YCTAHOBKY M OOPATUTHCS K MOCTABIIUKY YCTPOUCTBA.
WHCTpyKIMK 1O TeXHUKE 0€30MacHOCTH:

— 3ampelaeTcsi BCKpbIBaTh KOPITYC YCTPOUCTBA;
— 3aIpelaeTcsl MPOU3BOJUTh YCTAHOBKY yCTPOWCTBAa BO BPEMs I'PO3bl U CHIBHOM

BETPE;

12



PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

— Tepe] BKIIOUYEHHUEM YCTPOMCTBA HEOOXOAMMO YOSIUTHCS B IPABHILHOCTH CXEMBI
MOHTAa’Ka, a TAKXKE [EJIOCTHOCTH Ka0elel U UX HaJIe)KHOM KPEIUICHUH K pa3beMam;
— BO BpEMs MOHTa)ka yCTPOMCTBA HA BBICOTHBIX KOHCTPYKLHSX CJIEAYET BBIIOJIHATh

YCTaHOBIJICHHBIE HOPMBI U TPEOOBAHMSI ITPHU BHICOTHBIX paboTax.

2.3 MHUcnoan3oBaHnue u3aeaus

2.3.1 TIlepBoe BKJIIOYEHHE

Kondurypuposanue u HacTpoiika paauomocta npousBoautcs yepe3 WEB-untepeiic.
ITo ymomuanuto IP-ampec ycrpoiictBa mo unTepdericy Ethernet 192.168.1.1, macka mojceTu
255.255.255.0. ITo ymonyanuio Ha paguomocte BkitodeH Wi-Fi B pexxume Touku noctymna SSID
npotelecom-wifi-2g wam npotelecom-wifi-5g B 3aBHMCHMOCTH OT HCHOJHEHHS PATUOMOCTA.

[Maposts ams moaxmroueHust password. IP-aapec ais gocryna mo Wi-Fi tak sxe 192.168.1.1.

Jlns Havasna paboThl HeoOXoauMo MOAKIOYNTH K Ethernet mopry kommbrorep uepes
PoE-umxextop. Ha komnbiotepe otkpoiite WEB-6pay3ep (Chrome, Opera, Firefox) u BBeauTe B
aapecHyr crpoky IP-ampec ycrporictBa. [Ipu ycnemrHoM OOHapy>KeHHH YCTPOWCTBAa B OKHE
Opay3epa OTKpOeTCsl CTpaHHWIla C 3allpOCOM HMMEHH IOJIb3oBarens U mapoiisi (pucyHok 3). Ilo

YMOJYaHUIO UMS ITOJIB30BATECIIA root u apoJib root.

BebG-uHTepdenc

A nonesosaTena root

Mapone ||

Pucynok 3 — HauanbHas cTpanuia

BBenurte uMs mosb30Batens U MapoJib U HAKMHUTE Ha KHOTIKY «Boiitu». B okHe Opay3epa
OTKpPOETCS IIaBHOE MEHIO ¢ HH(OopMaIme 0 COCTOSIHIH yCTPOiicTBa. B BepxHei yacTu cTpaHUIlbI
(o6macth 1 Ha pucyHke 4) HaxoauTcs rTaBHOE MeHIO: «CocrosiHuey, «Cucremay, «CeTh». B cBOIO
ouepeab Ka)K)ILII\/’I M3 ITYHKTOB MCHIO UMECT CBOH CITMCOK ITYHKTOB IMOAMCHIO, peaﬂHSOBaHHLIﬁ B

13



PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

BUJIC BBHIMAJAIONIETO chucka. B Tabmume 1 mpencTaBieH MOJMHBIA HA0Op IMyHKTOB MEHIO

YCTPOMCTBA ¢ KPATKUM ONMHCAaHUEM (DyHKIIMOHATLHOCTH.

CPE-WIFI-2G CocroaHme Cucrema Cets Buwiti

CocTosfiHMe

Cuctema
s CPE-WIFI-2G 2
Mogens NPOTELECOM CPE-WIFI-2G
ApxuTeKTypa Atheros AR9344 rev 3
Lleneean nnatdopma ath79%/generic

BepcuA npowwmMekm

Bepcus Agpa 54238

Bpema 2023-10-09 09:05:26
Bpema pabotbl 4h 12m 30s
Harpyaxa (1, 5, 15m) 0.19, 017, 0.07

OnepaTuBHas namaTs (RAM)

CaoBoaHo 72.92 MiB / 120.29 MiB (60%)
SauATo 30.44 MiB / 120.29 MiB (25%)
Bycbep 3.41MiB 1 12029 MiB 2%)
Kew 917 MiB 1 120.29 M (7%)

Pucynok 4 — Ocnonsie obnactu WEB-unTepdeiica

14



Tabmuua 1 — HaBuramus mo MeHIo ycTpoicTBa

IIyHKT
Y [IyHKT nogmMeHto Onucanue
MEHIO
0630 OcHoBHas cucteMHast nHGopmarus, HHhopMaIus o
p CETCBBIX ITOJKIIOUCHHUIX.
Nudopmanus 00 aKTUBHBIX MpaBUIax
Mapuipytuzanus
mapipyTtuzauuu st |IPv4/IPv6 u mapuipyrax
MexceTeBoi sKpaH CocrositHue MEXCETEBOTO IKpaHa.
CUCTeMHBIH KypHaI BEIBOA 10TA CHCTEMHOTO JXypHAJIa U JKypHajia sapa.
CocrosiHue yp yp yp P
[Ipoueccol CHHCcOoK aKTUBHBIX MPOIECCOB.
O0630p pagmoddupa B  OUaAnma3oHaX  YacTOT
Amnanu3 KaHaJIOB s
Wi-Fi 2,4 u 51T
I'padukn B  pealbHOM BpPEeMEHH  3arpy3Kd
MonuTopuHT npoiieccopa, Tpaduka, XapaKTEPUCTHK
Wi-Fi kanayia, akTUBHBIX COEIUHEHUN.
Hacrtpoliika OCHOBHBIX MapameTpoB YCTPOMCTBA —
Cucrema N
UM XOCTa, 4acoBoi mosic, NTP.
H3MmeHeHus mapoiisd afMUHUCTpaTOpa A JOCTyNa K
AJIMUHUCTPUPOBAHUE . p L patopa L A0CTY
YCTpPOMCTBY, HacTpoiika noctymna no SSH.
3arpy3ka U yCTaHOBKA CTOPOHHErO HPOTPaAMMHOTO
Menemxep nmakeToB Py y P porp
obecreueHus.
Cucrema

HM3MeHeHus cHOucka YCTAHOBJICHHBIX CKPHUIITOB

ABTO3amycK

WHUITAAJIU3AHUH.
[marnpoBIIMK BxiroueHue 3aninaHupoOBaHHbBIX 3a/ad4.

Hacrpoitka anroputma padOTBl CBETOIUOIHOM
Nunukaropel P P p o

HWHAUKaIH.
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PykoBozctBo no skcruryarammu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

Tabmuna 1 — [Ipogomxenue

Boccranosnenne/ OGHOB

COpoc ycrpoiicTBa J0 3aBOACKHUX HACTPOEK,
BOCCTAHOBJICHUE PE3EPBHOI KOMUHU, KOMUPOBAHUE

JICHUE MTD paznenoB, ycTaHOBKAa HOBOW  BEpCUHU
Cucrema HPOIINBKH.
[Tepesarpyska ITepesarpyska ycrpoicrsa.
. obOaBJeHHE HOBOrO HWHTepdeiica W HaCTpoiiKa
NuTepdeticbt A - po p
TEKyIINX UHTep(hencoB.
becnipoBoHas ceTh Hacrpoiika Wi-Fi coennnenmuii.
MapipyTtu3zanus JlobaBieHne cTaTH4eCKUX MapILIPyTOB U MIPaBUII
Hactpoiika cepepa DHCP u DNS-npokcu mis
Cerb DHCP u DNS P pBep POKer A
cereBbIX dkpaHoB NAT.
OyHKIMH JUArHOCTHUKHU: MUHT-3a1pOC,
JlmarHocTuka

TpaccupoBka, DNS-3ampoc.

MexceTeBol sKpaH

HaCTPOﬁKa MMpaBUJI AJII MEKCETECBOTO 3KpaHa.

OO6nacTh 2 — 3TO M0JIe HACTPOEK YCTPOMCTBA JUIsl TPOCMOTPA AAHHBIX U KOH(Urypauuu. B

obmactu 3 0T06pa>1<aeTc;1 TEKYyIIEC COCTOSAHUC TIpoLecCa MNPUMCHCHHA HACTPOCK. JIro0ObIe

HN3MCHCHUA BCTYIIAT B CUJTY TOJIBKO ITOCJIC HAXKaTUsl KHOIIKH «HpI/IMeHI/ITI)» Ha PUCYHKE 5.
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PykoBonactBo 110 3kcmryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

Kondpmrypauma / UsmeHeHua
CobbiTua:
D Paznen poBaenexd D Paznen yoanén Onuma usmeHeHa OnuwmA yaaneHa

# letc/configifirewall

uci del firewall.cfg@2dc8l.network
uci add_list firewall.cfg@2dc8l.network="lan"
uci del firewall.cfg@3dc8l.network

uci add_list firewall.cfg@3dc8l.network="wan"

# letc/iconfig/network

|uci del network.wanb |

3aKpeITe M| BepHyTs |

MpumennTs Gez npoeepkM

Pucynok 5 — [IpumeHeHune naMeHeHu

2.3.2 Anamu3 paauno3dupa

Jns ananmuza paguosdupa nepeiinute B «CocrtosiHMe» — «AHanM3 KaHaioB». Ha
OTKPBIBILICHCS CTpaHHIIE MOXKHO IIOCMOTPETh JUarpaMMbl ¢ TEKYIIUM COCTOSHUEM paauo3pupa

(pucyHku 6).
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PykoBozctBo no skcruryarammu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

CPE-WIFI-2G CocToAHne Cucrema Cets Bt OEHOBNAETCA

radiol (2.4GHz)

1 2 3 4 5 1 7 1 Y 10 ™ 12 13
Local Interface
-25 tm
-5 i
npoizlzcom-wi-21
=15 diim
SR AC 8 62
il ¢ NpoTelecom
LR
Curuan SSID Kanan inpuxa kanana Pexum BSSID
il -10 aBm Local Interface 1 20 MHz Master
gl -64 ABbm npotelecom-wifi-2g 1 20 MHz (40 MHz Intolerant) Master
. |-79 nBbm Keenetic 4 20 MHz Master
o |-80 aBbm GKPLIMbIL 4 20 MHz Master
4 -87 abm NpoTelecom 1" 20 MHz (40 MHz Intolerant) Master

Pucynok 6 — Ananu3 paguosgupa B quana3zone 4actot 2,4 [T

2.3.3 MoHUTOPUHT

Ha crpanune «Cocrosinue» — «MOHMTOPHUHI» OTOOpaxaroTcsi rpadUKu B peagbHOM
BpPEMEHHU HarpyskH Impoleccopa, Tpaduka mo uHtepdeiicam u coctosiHus OECIpOBOAHON CeTu.

[Tpumeps! rpadukoB npezcTaBieHbl Ha pucyHkax 7-10.
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PykoBoactso no skcruryaraimu CPE-WIFI-2G/5G/2G-e/5G-¢ Bepcus 2.1

CPE-WIFI-2G OBHOBNAETCA

Harpyaka Tpadwmk bBecnpoeogHan cete  CoeauHeHwa

3in Zm i

(3 MUHYTHOE OKHD, 3 CEKYHIHLIN MHTEpEAN)

Harﬂsmaa‘l- 0.05 CpeguAan: 047 Murosan:

0.42
MHH

Harpyzka 3a § munyT: 0.1 Cpeguan: 013 Mukoesan: 0.18
Hag:_ixsxa 3a 15 0.16 CpenHan: 017 MukoBan: 0.19
MHHYT:

Pucynok 7 — 3arpy3ka npoueccopa
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

CPE-WIFI-2G AHME C ] Briii OEHOBNAETCA

Harpyaka Tpadmrk BecnpoeogHan cete  CoeguHeHuA

br-lan  eth0  wlanQ

3m 2 i

24000 libitfs (30.00 Miz/s)

160,00 plivits (20.00 Mig/s)

80,00 Mibitis (10.00 phgs)

{3 MMHYTHOE OKHO, 3 CeKYHOHLIA HHTEpEan)

Bxopgawmn: 1283 Kibit's Cpeguan:  20.01 Mibit/s Murosan: 292 46 Mibit's
(1.60 KiB/s) (2.50 MiBls) (36.56 MiB/s)

Wexopaumi: 138 Kibit/'s Cpeguan:  16.56 Mibit/s Murosan: 24683 Mibit's
(177 Bis) (2.07 MiBis) (30.85 MiB/s)

Pucynok 8 — Tpaduk uepe3 nmopt ethO

CPE-WIFI-2G AHME ] Cemo BriiTi OGHOBNAETCA

Harpyska Tpacwk DBecnpoeogHan cete  CoeguHenua

brlan eth0  wland

3m 2m Tm

1Y ¥iwid's (150 8is)

800 bitfs (100 2i)

1
400 witfs (50 B4}

A

(3 MUHYTHOS OKHO, 3 CEeRYHOHLIA MHTEpEEN)

Bxopawmi: 0 bitis Cpepuan: [ bit's Muroean: 0 bit/s
(0 Bis) (0 Bls) (0 Bis)
Mcxopgawmi: 0 bit's Cpeguan: 1724 bit/s Muroean: 1.50 Kibit/s
(0 Bis) (21.55 Bis) (192 Bis)

Pucynoxk 9 — Tpaduk yepe3 Wi-Fi
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CPE-WIFI-2G OBHOBMAETCH

wlan@

PykoBoactso no skcruryaraimu CPE-WIFI-2G/5G/2G-e/5G-¢ Bepcus 2.1

3m

=15 n5w

-85 ngu

2

(3 MMHYTHOR OKHO, 3 CEKYHOHLIA MHTEpEaN)

Curaan:  -b5 nbm Cpenuan: -85 gbm Mukoean: -52 nbm
Wym: 94 abm Cpeguan:  -95 gbm Mukoean: -94 nbm
3m 2m T
1300 Mdwre
S0.00 Mg
2500 Mg
(3 MWHYTHOE OKHO, 3 CEKYHOHEIA MHTEpEAT)
CrkopocTe: 65 MbuTlc Cpegnan: 19 MGut/c Mukoean: 65 Maur/c

Pucynok 10 — Cocrosinue untepdeiica Wi-Fi



PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

2.3.4 Hacrtpoiiku cucreMbl

JUis HacTpoMKM OCHOBHBIX IIapaMeTpoB paauomocTta nepeiaure «Cucremay —
«Cucrema». B Bkimagke «OOmme HaCTPOMKHW» MOXHO M3MEHHUTH MMSI YCTPOWCTBA M BBIOpATh

4acoBoi mosic (pucyHok 11).

JAAPHITI AKURINEPRI DLRIECTED . ~ . " BhiATH
HIII] “TENEKOM = - Me o IbIATH

Cucrtema

HacTpoiika OCHOBHLIX NapameTpoE Balero YCTPORCTES, TAKMX Kak UMA WK YAcOoBOR NOAC.
CBoilcTBa cucTeMbl

O6uwue HacTpolky  MypHanupoeaswe — CHHXPOHM3AUWA BPpeMEHW  F3blk U TEMA

Bpemsa 2024-10-18 06:39:01

Cronup. uz Gpayaepa H CuHXpoH. no NTP

WMmA xocTa CPE-WIFI-2G

OnucaHue

@ HeobnzarentHoe, KpaTkoe onKMCcaHye AnA 3TOO yCTpoicTea
MpumedaHua
@ HeobnzatentHuie, npouagonLHLIe 3aMeTkM 06 3TOM ycTpoiicTee

Yacoeoin noAc uTtc v

MpUMEHWTE | ¥

CoxpaHuTs H OunCTUTL

Pucynok 11 — OGmmue HacTpoiku

Ha Bknanke «XypuamupoBanue» (pucCyHOK 12) MOXHO HacTpouTh mepemady Syslog

cooOLIeHN Ha BHEIIHUH cepBep, a Tak >ke BBIOPATh THIIbI TepelaBaeMbIX COOBITHI.
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PykoBoactso no skcmryaraumu CPE-WIFI-2G/5G/2G-e/5G-¢e Bepeus 2.1

JAAPIT AKNRINETEI DLAICTRD
HIO “TENEKOM"

Cucrema

HacTpoiika OCHOBHbIX NapaMeTpPOE BalUero YCTPORCTBA, TaKUX KaK UMA WK YacoBOH NORAC.
CBoWcTBa CUCTEMbI

OBbwwe HacTpolkK  ypHanuposadne — CMHXDOHM3aUWA BpEMEHM  F3biK U TEMA

Pasmep CHCTEMHOID KypHana 64

Okie
BHELLHWA CepBep CUCTEMHOTD 0.0.0.0
KypHana
MopT eHewHero cepeepa 514
CHCTEMHOTO XypHana
MpoToKON BHEWHETD CepBepa uDpP hd
CHCTEMHOTO XypHana
3anuceiBaTh CUCTEMHBIE | ftmpisystem.log
coBbITuA B thaitn
3anuck cobbImuid OTtnagka A
3anuck coBbITuid cron Otnagka w

I'Ipur.nemm.|v [ CoxpaHWTk H OuMCTUTE

Pucynok 12 — XXypuanupoBanue

Hns  Hactpoiiku NTP nepexmountech Ha BKIaaKy «CHHXpOHHM3AIMs BpEMEHU»

(pucyHok 13).
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

MF—M: - ¢ - = E' ATH
HNO “TENEKOM a2 ( : : 3LIATY
» =

Cucrema

HacTpoika OCHOBHBIX NApaMeTPOE Ballero YCTPOMCTEA, Takux Kak MMA WKW YAcOBOM NOAC.

CBoiicTBa cUCTeMbI

O6WMe HACTPOHKKW  HypHanupoBaHwe  CWHXDOHW3ZALUMA BpEMEHW | FI3bIK U Tema

Brniounte NTP-kneHT v
Brniounte NTP-cepeep

WMcnons3oears cepeepb, v
00LARNEHHLIE Yepes DHCP

Cnucok NTP-cepeepoe 0.openwrt.pool.ntp.org x
1.openwrt.pool.ntp.org *
2.0penwrt.pool.ntp.org x
3.openwrt.pool.ntp.org x

MpumeHnTE | v [ CoxpaHuTs

[ OunCTUTL

Pucynox 13 — CuaxpoHu3anus BpeMeH!

Ha Bxianke «SI3pik m Temay» MoxxHO BBIOpaTh si3bik WEB-mnTepdeiica (pycckuil mmm

AHTTIMHCKUI), a TaKXKe TeMy O(pOpMIIEHUS.

BuiAti

Cucrtema

HacTpoiika OCHOBHLIX NapaMeTpOE BalLEro YCTPONCTEA, TAKWX KaK UMA WK YACOBOW NOAC.

CBoiicTBa CUCTEMbI

O6Wwme HAcTPoiKKY  MypHanwpoeaHue  CUHXPOHW3ALWA BPEMEHW  F3bIK U TEMa

HAzbik Pyccruii (Russian) v

Tema ofopMIeHns Bootstrap v

MpuMeHnTs | ¥ CoxpaHuTb

[ OunCTUTE

Pucynok 14 — fI3b1k u Tema
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

2.3.5 HW3MeHeHHUe MapoJisi 10CTyNa

[To ymom4aHuio mapoib Ui JA0CTyNa K paguoMocTy — root. UtoObl mOMEHSTh Maposib
nepeligute B MeHIO «Cucrema» — «AJIMUHUCTpUpOBaHHE» U BblOepute Bkianaky «llapoms

MapIpytuszaropa» (pucyHok 15).

£7) | anaruitos mmencrens sbaicTes - - ’
Hnu -rlm[“n"n OAHWE C Ma G ol BbIATH

Mapons mapwpytvaatopa  foctynno SSH ~ SSH kmwoun | floctyn no HTTP(S)

Maponb maplupyTM3aTopa

M3aMEHUTE Naponk aAMUHACTPATOPA [TA 4OCTYNA K YCTPORCTRY

Mapons *

MogTeepH4eHUe Napons *

CoxpaHuTe

Pucynok 15 — Ilapons Mapuipytuzaropa

2.3.6 Hoctyn mo SSH

Hns  Hactpoiikm jmoctyma mo SSH  mepeiimure B Meno  «Cucremay —
«AJIMHHHMCTpUpOBaHUE» U BbIOepHUTE BKIAAKY «JlocTyn mo SSH» (pucynok 16). MoxHo yka3atb

KOHKPETHBIN MHTep(EeNc 1 MOPT JUIsl MOJKIYEHUS K paAMOMOCTY IO IpoToKoiry SSH.
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

BbIATH

Maponk mapwpytvaatopa  foctyn no SSH | SSH woun | floctyn no HTTP(S)

AocTtyn no SSH

Cepeep CO BCTPOEHHLIM

Dropbear — 370 §

Jkzemnnsap Dropbear

YoanuTe

(7] MpUHUMaTE NOAKMYEHWA TOMBKD HA YKa3aHHOM WHTeppence WK, ecny UHTEPQEAC He 3a/aH, Ha BCeX uHTepencax

WHTepdeiic  He onpedeneHo v

Mopt 22

C NoMOLLbH Napons v

AYTEHTUPMKALMIO C NOMOLLBH Napons

Root BXO4UT N0 Naponio v

0 Pa3pelwnTs NoNL30BaTenio root BXOAWTL B CUCTEMY C NOMOLLLKD Napond

MopTe! wWmoza

(7] PaspelunTs yaanéHHoe NogKIYeHne K NoKabHbIM NepeHanpasneHHsIM noptam SSH

[06aBuTe 3K3eMMIAD |

v CoxpaHuTb H OunCTUTL

MpuMeEHUTE

Pucynok 16 — Hactpoiiku noctymna no SSH

Ha Bxmagke «SSH ximroum» MOMKHO 3arpy3uTh Ha PagdOMOCT MyOIMYHBIE KIFOUU IS
6ecraposibHoro  SSH  Bxoga ¢ OOJbIIMM  ypOBHEM 0O€30MAaCHOCTH IO CPaBHEHHMIO C
UCIOJIb30BaHUEM BX0/1a MO Maposro. UToObl 3arpy3uth HOBbIN myOnuuHblii SSH kittoy, BcTaBbTe

ctpoky nmyonmunoro OpenSSH kiroua unu neperamure .pub (aiin B rmosie BBoia KIIr04a.

2.3.7 Pe3epBHasi KONUS HACTPOEK

YroObl COXpaHHUTh PE3EPBHYIO KOMHIO HACTPOCK PaIHOMOCTa Ha KOMITBIOTEPE MeperInTe
B MeHIO «Cucrtema» — «Boccranosnenne/OO0HOBIICHHE» U HAXMUTE KHONKY «C037aTh apXUB»
(pucynok 17). Ilocnme storo Oymer 3arpyxkeH daitn apxuBa ¢opmara *.tar.gz ¢ Ttekymen

KOH(HTrypanuen ycrpoiicTaa.
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

PesepBHan KONMWA HaCTpoOEK

HaxmnTe "Co3nats apxMe’, yTodsl CKaYaTE PEIEDEHYHD KOMMID TEekYLLME HACTPOSK CUCTEMEL.

3arpy3unTe PeISPEHYIO KOO Co3aaTe apxme

BoccTaHoBUTBE

[nA c6poca HACTPOS) HEMMMTE 'BeINOMHUTE Ccdpoc (TONkKo ONA squashiz-odpasos).
UToikl BOCCTAHOBMTE HACTPONKN U3 PAHES COZAHHON PEIBPEHOM KOMUN, HAXMUTE "BrIGpaTs apXME".

COpOCHTE Ha 3HaYeHHA No
YMOMEEHUIO

BOCCTAHOBWTE PE3EPEHYHD

KONMID - . _
© TMonwaosatenscrme ainsl (CepTUdMKaTE, CKPWMTL) MOMYT OCTATLCA B CUCTEME. UToGk 3TOrD He NPOWE0LLIND, BbINONHITE
CHa4ana cOpoc K 2aB04CKMM HACTPORKEM.

Pucynok 17 — Pe3epBHas KOs HACTPOEK

UYToOBl BOCCTAHOBUTH HACTPOMKM HAXKMUTE KHOIKY «3arpy3uTb apXuB...» U BblOepuUTE

daiin popmara *.tar.gz ¢ macrpoiikamu. [Tociie 3TOro HAXMHUTE KHOIIKY «3arpy3uThb.

2.3.8 Copoc 10 3aBOJICKHX HACTPOEK

COpoc 10 3aBOJICKUX HACTPOEK MOKET OBITh MPOU3BEACH ABYMSI CIOCOOAMHU: IPOTPAMMHO
— uepe3 WEB-untepdeiic, u anmapatHo — ¢ MOMOIIbIO HAPYXKHOW KHOMKHK HAa HIKHEW 4acTH

KopIryca.

Jdns  nmporpamMHoro cbpoca HeoOxoaumo 3aiitu B MeHo «Cucremay —

«Boccranosnenre/ OOHOBIICHHE» U HaXKAaTh KHOMKY «BbimomHuTs cOpocy (pucyHok 17).

Jlns anmapaTHOro copoca HeoOXOAUMO 3apaHee OTKPYTUTh BUHT M4 Ha HUKHEW maHenu
0JI0Ka U B 3aTPY’KEHHOM COCTOSTHUM HaXKaTh M yAEpKUBaTh KHOMNKY B TeueHuu 10 cexynn. [Tocne

9TOTO PAJMOMOCT TIepe3arpy3uTcs.

2.3.9 OO0HoBJIeHHE POIIHBKH

Oo6HoBnenue npoimBky npousBoautcs uepes WEB-untepdeiic. Ilepeiinute Ha cTpanuily
«Cucrema» — «BoccranoBnenne/OOHOBICHHE» U HAXMUTE KHOMKY «YCTaHOBKa oOpasa...»

(pucynok 18). ITocne BeIOOpa (haitiia HAKMUTE KHOTIKY «3arpy3uTh).
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

YcTaHOBUTE HOBbLIW 00pas NPOLWKWBKK

JarpyskTe 30eck sysupgrade-coeMecTUMEIR 08pa3 ANA saMeHsl DASOTAHLWER NDOLLMERM.

Pucynoxk 18 — OGHOBIICHHE MTPOIIHMBKH

2.3.10 Ilepe3arpy3ka ycTpoiicTBa

Jlnia mepe3arpy3ku ycTpoicTBa nepeiaute Ha cTpanuny «Cuctema» — «llepesarpyska»

(pucynok 19) u HaKMUTE KHOTIKY «BBIMOTHUTD Mepe3arpy3Ky».

JMAPYITI AFESINETENN DRRIECTID

" HNO “TENEROM™ “ocTonnue Cuctema CnyGbl

Mepesarpyska

MporpaMMHan Nnepesarpy2ka eallero ycTpoWcTBa, T.2. BeINOJHWTE KoMaday ‘reboot’

BrINONHUTE Nepesarpy3xy

Pucynok 19 — Ilepe3arpy3ka ycTpoicTBa
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

2.3.11 NuTepdeiicnl

Ha crpannue «Cetb» — «MHTEpdEich» MOXHO H3MEHHUTh CETEBBIE HACTPOHKH

YCTpOICTBA.

Ha Bxnagke «uTepdeiics» nepednciaeHbl Bce BKIOYSHHbBIE TPOBOIHBIC HHTEP(EHCh Ha
paguomocte (pucyHok 20). Ilo ymonuanuto BrmoueH uatepdeiic LAN. Ha untepdeiice LAN

HacTpoeH cratuueckuii aapec 192.168.1.1/24 u sxarouen DHCP-cepsep.

JATAITI AR ShAILCTED .
HNO “TENEKOM™ ° He Cuctema d BuiAti

WHTepdpencel | ¥cTponctea =~ OCHOBHbIE HACTPOWKW CETH

WHTepdpeiickl
MpoTokon: CTatwueckuit agpec
Bpemsa paGotei: 19h 12m 47s
lan MAC: 1C:A0:D3:42:E5:F5
o (&) Monyuexo (RX): 678.32 KB (7826 nakeTog) MepesanycTuTbL OCTaHoBUTh
br-lan Nepegawxo (TX): 1.41 MB (4876 naxeToB)

IPv4: 192.168.1.2/24
IPv6: fdla:18bb:66a8::1/60

[o6aBuTE HOBLIA WHTEpPDEC. ..

I'IpuMEHuTb|v l CoxpaHuTb H OunCTUTL

Pucynok 20 — CereBbie HHTEP(EHCH

Kaxnp1it uaTepdeiic MoxxeT ObITh MHANBUAYAIBHO HACTPOEH. J{JIsl 7TOr0 Ha)KMUTE KHOTIKY
«3menuTh» U1 BbIOpaHHOrO MHTepdeiica. B Bkiagke «OOmMe HaCTpOHKHU» ISl KaXKJI0TO
uHTepdelica BbIOpaH COOTBETCTBYIOIIEE CETEBOE YCTPOMCTBA (CETEBBIE YCTPOMCTBA OIMCAHBI

nanee).

[Mo ymomuanuto mist uatepdeiica LAN BbIOpaHO BUpTyanbHOE ycTpoicTBo br-lan u

HacTpoeH craTuueckuil aapec 192.168.1.1/24 (pucynok 21).
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PykoBonactBo 110 3kcmryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

WHTepcencer » LAN

OBwue HacTpoiiky  [lononHWTeneHele HAacTpolikn  HacTpofikm mexceTesoro 3kpaHa  DHCP-cepeep

CocToAHWE @2 Yerpoicteo: br-lan
Bpemsa paborer: Oh 4m 35s
MAC:
Monyyeno (RX): 424 28 KB (4930 naketos)
Mepepano (TX): 603.13 KB (985 naketor)
IPvd: 192.168.1.1/24
IPv6: fd74:67f8:3769::1/60

MpoTokon Cratnueckmid agpec w
Yerpoiicteo | @# br-lan -
3anycTuTs Npw zarpyske |V
IPvd-appec 192.168.1.1
Macka cetw IPvd | 255.255.255.0 -
IPvd-agpec wnioza

UnporoeewarensHemi IPv4- 192.168.1.255
aapec

Pucynok 21 — O0mue Hactpoiiku unrepdeiica LAN

Ha LAN wunrepdeiice no ymomuanuro BxmodeH DHCP-cepsep. Bee nacrpoiiku DHCP-

cepBepa HaxomaTcs B BKiaake «DHCP-cepeep» (pucyHok 22).
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WUHTepdencel » LAN

OBwme HacTpolkn  [lononHWTeNsHEIE HacTpoikkw  HacTpoikn mexceTesoro skpaHa  DHCP-cepeep

OcHoBHEIE HAcTpolk  [lononHuTenkHee HacTpolky  HacTpoimm IPvE  HacTpoikm IPvE RA

MrHopupoEaTe MHTEpgERC

@ OxniounTs DHCP nna storo usTepdelica.

3anycTuTe 100

© MunumaneHeii agpec apeHsl.

Mpenen 150

0 MakcumansHoe KonWYecTeo apeHA0BaHHEIX aapeCoE.

Cpok apeHgwl aapeca 12h

@ Bpems ncteuerya cpoxa apeHasl apeH0RaHHEX AAPECOE, MUHMMYM 2 MMHYTE! ( 2m ).

Pucynoxk 22 — Hacrpoiiku DHCP-cepsepa na uarepdeiice LAN

Ha Brianke «Y cTpolicTBa» MepeunCiIeHBI Bce (PM3HUECKUE i BUPTYaIbHBIC YCTPOHCTBA Ha
pagromMocte (pucyHok 23). du3nuecknue yCTporucTBa — 3TO peajbHbIe IOPTHI M HHTEPPEHCH HA
mnare. K ¢pusudeckum ceteBsiM ycTpoiictBam otHocsitest €thO — unTepdeiic Ethernet u wlan0 —
unrepdeiic Wi-Fi. K BuptyanshbeiM ycrpoiictBam otHocsiTes MocThl 1 VLAN (1o ymomdanuto

coszman mMoct br-lan).

JAAPLITIN AKNRONEPROE OLRIICTED F - - e - — E' -
Hnn u-l-[n[“n" C OAHKE CHCcTeM: C. 1 SbINTH

WuTeppencel | YcTpoicTea  OCHOBHBLIE HACTPOWKKW CETH

YcTpoiicTBa

YctpoiicTeo Tun MAC-appec MTU

32 br-lan MocT 1C:AND3:42:E5F5 1500 HactpouTts... C6poc
P! P
CeTeBoe yCTPOMCTBO 1C:A0:D3:42:E5:F5 1500 | Cbpoc |

vlar CeTeBoe yCTPOMCTBO 1C:AND3:42:E5F4 1500 | C o |

[oGaBuTE KOHGUIYPAaLWKD YCTPORCTEA. .

I'IpuMEHuTb|v [ CoxpaH1Te H CuncTuTe

Pucynok 23 — CeteBbie ycTpoicTBa
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2.3.12 BecnpoBoaHas ceTh

B wmeno «Cetb» — «becnpoBogHasi ceTh» NPUBEACH CIHCOK OECHpPOBOJHBIX CETEH,
HACTPOEHHBIX Ha paguoMocte (pucyHok 24). ITo ymonuanuio HactpoeHa cienyromas Wi-Fi cetb

B PCIKUMCE «Touka A0CTyIIa»:

e SSID — npotelecom-wifi-2g, mmudposanne — WPA2-PSK, maposs — password (s
CPE-WIFI-2G/2G-¢);

e SSID — npotelecom-wifi-5g, mudposanne — WPA2-PSK, maposs — password (s
CPE-WIFI-5G/5G-¢);

Pamnomoct mognepxkuBaer 1o 16 SSID.

EP) | INAPMITI AKNRINITR OLEIICTRO - - ~ "
Hnu u-l-m[“n"" C C Cuctema Letb BuiATi

Cnucok 6ecnpoBoAHLIX ceTeid

& radioQ Atheros AR9340 BDZ.llbgn MepesanycTuTs | NoGaeuTE |
_ Kauan: 1 (2.412 ITw) | BuTpeiT: ? MBuT/C ik oo

- nEm SSID: npotelecom-wifi-2g | Pexum: Master P
A BSSID: 1C:AQ0:D3:42:E5:F4 | lWndposanme: WPAZ PSK (CCMP) A

MogknoveHHbIe KNWeHTbI

Cetb MAC-agpec YcrpoiicTeo Curnan | wym CropocTe npuéma | oTnpaBkum

Hem docmynHoll uHghopmayuu

MpUMeHWTL | ¥ | CoxpaHuTb [ OunCTUTL

Pucynoxk 24 — bectipoBoiHas CeTh

JlJis HACTPOMKHU CYIIECTBYIOIIEH OECIpPOBOIHON CETH HAXMHTE KHOMKY «VI3MEHUTHY.
Uto0bl 100aBUTH HOBYIO CETh HaXMUTE KHOMKY «Jlo0aBuTh». B OCHOBHBIX HacTpoiikax
YCTpOWCTBA MOKHO BBIOpaTh HOMEP KaHala (pabouyro 4acTOTy) U MUPUHY KaHania. JlocTymHbIe

3HaueHus mupuHsbl kKaHana 10, 20 u 40 MI'm.

B ocnoBHbIX HacTpoiikax cetu WIi-Fi BeIOMpacTcs pekuM pabOThl pajHOMOCTA.

[ToamepXKUBarOTCS CIEITYIONINE PEKUMBI:

e Touka moctyna
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e Kiment
e Touka mocryma (WDS)
e Kiuenr (WDS)

[Tone ESSID — sto naszBanue Wi-Fi cetu. Tak xe HE0OX0qMMO BbIOpaTh MHTEPEIC,

KOTOpOMY OyJeT mpuBsizaHa OecrpoBoHas ceTh. [Ipr HEOOXOAMMOCTH MOKHO CKpBITh ESSID.

BecnpoBoagHan ceTk: Mactep "npotelecom-wifi-2g"” (wlan0)
HacTpoWKa ycTpoWcTBa

OcHoeHEle HAacTpodkd  [ononHWTENEHEIE HACTPORKK

CocToAHue Pexum: Master | $5ID: npotelecom-wifi-2g
—1-95 nEm BSSID:
Lndporanne: WPAZ PSK (CCMP)
Kanam: 1 (2.412 M)
MowHocTs nepenaryuka: 22 nbm
Curnan: 0 gbwm | Wym: -95 gBbm
Butpent: 0.0 MEut/c | Crpana: US

EECI‘IPDBD,D.HEIH CETh BKNOUEHA OTENHOYKTE |

Pexaam Kanan LLnpuxa

HacTpoiika yacToTel N v 1{(2412Mhz) «  20MHz +

PazpewwTs cTangapt 302.11b

@ Crangapt 802.11b moxeT NoHagobuTLCA ANA paboTel C yCTapeBLWMMA yCTpoiicTBamu. BrmouaiiTe ero Tonkko
npw HeobBxogMMoCcT.

MakcumMansHaa MOoLHOCTE no ymonuanu gpaiieepa v - Terywan mowHocTe: 22 dBm

nepegadu A ~ . ~
pea O)KBSBHHG MaKCHUMansHoW MOLWHOCTH Nepedadyi, KOTODYID MOXET WCNoNs20BaATE GECI'IPUBD,'J,HOH HHTEpEbE.‘HC. B
3ABUCMMOCTH OT DEMYNATOPHBIX TpE.‘BOBaHHIFI W UCNONbE30BaHKA SeCI'IpOBO,CI,HOI;'I CEBA3N, dJEIKTHHECKaH MOLWHOCTE

nepefavi JaHHEX MOXET BEITe CHIDHEHE ,.'J,pElI:‘IBEpDM.

Pucynok 25 — OcHoBHBIe HacTpoiiku ycrpoiictBa Wi-Fi

K
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HacTpoWka ceTH

OcHoeHsle HAacTpoleM  3awwTa becnpoeogHoi cey MAC-dunstp  [ononHMTEnEHbIE HACTPOWREKM

Pexm Touka gocTtyna v

;rn
%]
@»
o

npotelecom-wifi-2g

Cets lan: g# =

@ BuiSepuTte uHTepdeiic MM MHTepdeiick, KOTOpLIE Bbl XOTUTE NPUKPENUTL K JaHHOI BecnpoBoaHOi CaT Miu
3anoMHUTE None co3dame, YTobbl co30aTe HOBLIA MHTepdeRc.

Crpeme ESSID
@ Ecnu ESSID crpuiT, KNMeHTEl He cMoryT nepemelyaTtkca (roam), a 3bdekTMBHOCTE 3hMPHOTD BPeMEeHM MOXeT
OBITE 3HAYNTENBHO CHUMKEHE.
Pexam WMM - |

@ Tawm, rae otkmoueH QoS pexuma Wi-Fi Multimedia (WMM), knnesTe! MoryT BeiTs OrpaHuyessl CKOPOCTEH
802.11a/802.11g.

3aKpeTe CoxpavuTs

Pucynok 26 — OcnoBuble HacTpoiiku cetr Wi-Fi

B Bknaznke «3amuTa 6ecripoBOAHOM CETH» MOXKHO BbIOpaTh THUI MKU(POBAHUS U HApOJIb
samuinenHo Wi-Fi cetu (pucynok 27). IlomnepxkuBaeMbie THIbI MIH(POBAHKS MPUBEICHBI B

Tabaure 2.
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HacTpoika ceTn

OcHoeHele HacTpoitkn | 3awmTa SecnpoeoaHoii cen MAC-unetp  [lononHUTENsHbIE HACTPORKN

Wwndpoeanue WPAZ-PSK (BeICOKMIA ypOBEHE v
AnropuTd WKbpoBaHUA aeTo hd
Mapons (KMu) | sesesses *

802 11r beicTpeit PoymuHr

@ BrriouuTL BEICTPLIA POYMUHI MEXLy TOUKAMW JOCTYNA, NPUHAANSXALLMMU K TOMY e 0MeHy MOBUNEHoCTH

3aluTa kafgpoB yrpaEneHuA OTEMHoUeHD v

802 1w @ Mpumeuanme: HexoTopeie apaiteeps Wi-Fi He nonHocTeio nogaepxumearot 802.11w. Hanpumep, mwlwifi moxeT

WMETE I'IDOGJ'I EMBl

BrriounTe 3AWMTY OT aTaKu

KRACK . .
@ YcnowemeT aTarn Ha NepeyCTaHOBKY KMoua Ha CTOPOHE KIMEHTa, OTKMHuaA peTpaHciAumio dpeiimos EAPOL-

Ke\;. KOTOPEIE UCNONB3YKITCA 4ANA YCTaHOBKW knmioued. MomxeT BelzBaTe I'IpDGJ'IEMI:I COBMECTHUMOCTH W CHMMXEHWE
HaJe¥HOCTW COMacoBaHWA HOBOID KIOUa, NPpH Hanyuyun BoneLworo Tpacbnka.

3aKpeITe CoxpaHuTs

Pucynok 27 — 3anura GecipoBOIHOM ceTn

Ta6muma 2 — [lognep:xuBaeMble TUTIBI TG POBAHUS

Tun mmdpoBanus Onucanue
WPA2-PSK Bricokuii ypoBeHb muppoBaHUs
WPA2-EAP Bricokuit ypoBens mudpoBanus yepes RADIUS
cepBep
WPAS-SAE Beicokuii ypoBenb mmdpoBanus s Mesh-cereit

WPA2-PSK/ WPA3-SAE Mixed

Bricokuit ypoBeHb mudppoBanus
Mode yp bp

WPA-PSK/WPA2-PSK Mixed Mode | Cpenuuii ypoBeHb mnppOoBaHUS

Cpemnmii ypoBenb mmdposanus uepe3 RADIUS

WPA-EAP

cepBep
WPA-PSK Huskuii ypoBeHb muppoBaHus
be3 mmdpopanus OTKpbITast ceTh
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2.4  Tlpumepbl HACTPOHKHM PaIHOMOCTA

OCHOBHOH peXHM pabOTHI PAIMOMOCTOB — 3TO CO3/IaHUE COSAMHEHUN «TOYKA-TOYKa» Ha
Oonbiux pacctosiHugx. [IporpaMMHoe obecriedeHe panoMocTa Mo3BoJseT UCIOIB30BaTh €ro U

B KauecTBe Touku goctymna (Wi-Fi poyrepa).

Jlanee mpearosaraeTes, 9To pagdoMOCT COPOIIEH 10 3aBOACKUX HAcTpoek (1. 2.3.8).

2.4.1 Cosnaune coequnenns «Touxa-Ttouxa WDS»

B nanHOM pasnene npuBeneH IpUMEP HACTPOMKH JIJII OCHOBHOI'O PEeKUMa paboOThI — 3TO
«Touka-trouka WDSy». Coenunenne tuma «Touka-touka WDS» mo3Boinser opranu3oBaTth L2
MPO3PAYHOCTh MEXKIY PaTMOMOCTaMH, TakuMm oOpa3zom coxpansercs MAC-ampec mcrouHuka
tpaduka. [{nsa coznanus coenuaeHust « Touka-touka WDSy» HE00X0IMMO HACTPOUTH JiBa OJIOKa.
Co cropoHbI ceTu mpoBaiiiepa paauomMoct Oyaet padorats B pexkume « Touka goctyna WDSy. Co

CTOPOHBI KJIHEHTCKOro o0opynoBanus — «Kmuent WDSy.

Ha pucynke 28 mpencraBiena cxema coeaunenus «Touka-touka WDSy. B mannom
npuMepe Ha paaumomoctax Oyner cosnan cnenuanbHbli VLAN ympasnenus ¢ ID 200, yepes
KOTOPBIN OYyJIEeT pa3peliieH JOCTYI K HAaCTpOHKaM paaroOMOCTOB C MMOMOIIIbI0 TPOoTOK0I0B HTTP 1

SSH. JToctym o apyrum uHTEpdeiicam 0y1eT OJOKUPOBATHCS MEKCETEBBIM SKPAHOM.
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CPE-WIFI- CPE-WIFI-2G/5G

PefsG poctyna (Knnent WDS)
WDS 192 192 .168.0.12 1
VLAN 2088.0.920 VLAN 200: 192
.168.200.12 .168.200.121
68.200 % B

( ( )

A
NN N o
X e

ob6opyaoBaHu

NokanbHas
cere2
V6AN.9034 192

WRRRDE 2GLAN

ynpasneHusa

Pucynok 28 — Cxema coennnenns « Todka-Touka

2.4.1.1 Hactpoiika «Touku noctyna WDS»

Jli1g Hayana HeoOXOMMO HaCTPOUTh CETEBOU MHTEpdeiic paarnomMocTa i MOAKII0YEHUS

K ceTu IpoBaiifiepa u ynpasienus. s storo nepeiiaute B MeHto «Cetb» — «UHTEpdeiich.

Bribepure BKiIaaKy «YcTpoiicTBay (pucyHOK 29).
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CPE-WIFI-2G Co Cucrema Cetb BriTi OEHOBNAETCH

WuTepdelicsl | Yetpoiictea  OCHOBHGLIE HACTPORKW CETH

YcTpoWcTBa

YctpoicTeO Tun MAC-agpec MTU

@7 br-lan Moct 1500 | OuncTuTh |
CeTeBoe yCcTpOWCTED 1500 | OumncTuTs |
Ceteeoe ycTpoicTBO 1500 | OunctuTh |

[NoBaenTe KoHgurypaUmio yCTpoicTEa. ..

m.| CoxpaHuTe || OumncTUTE

Pucynoxk 29 — Cnmcok ycTpoiicTs

VY nanute ycrpoiicto br-lan, as sToro Haxxmure KHONKY «OuucTuThy. HaskmuTe KHOTIKY
«/100aBUTH KOHPHUTYpAIHIO YCTPOHCTBA. ..» U B OTKPHIBIIEMCS] OKHE BEIOEPHUTE THIT YCTPOICTBA —
Mocm, ums yctpoiictBa — br-ptp, mopter mocra — ethO (pucynox 30). Haxmurte KHONKY

«CoxpaHHUTbY.
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MocT: br-ptp

OBwwme onuwmw yeTpoictea  [JononHuTensHele onuuu yetpoidctea  OunetpayuA VLAN mocTta
Tun ycTpolicTea Maoct v
Wma ycTpoiictea  br-pip

MopTei mocta | 22 eth0 -

@ OnpegenAeT NpoBoaHLIE NOPTHI ANA NOAKMICYEHUA K 3TOMY MocTy. Y0861 NpUcosuHUTL BecnposogHsle ceTH,
EbIDEpUTE COOTEETCTEYHOLWMIA MHTEpdeRC B KAYECTEE CETH B HACTpOWKax DecnpoEoaHOR CEeTH.

AKTUBMpPOBATE NYCTOA MOCT

@ AxTvevposaTs nHTepdielic MOCTa Qa%e 8CMW B HEM HET NOpToE

MTU

MAC-agpec

OnuHa ouepeau Tx
Brniounte IPVE v

IPv6 MTU

DAD oTnpasku 1

@ KonwuecTeo otnpaensemeix npob obHapyxeHnA gybnukatos agpecos (DAD)

3aKpeITe CoxpaHuTe

Pucynok 30 — /lo6aBienue mocta br-ptp

CHoBa HaxxMUTe KHOMKY «J[00aBUTH KOH(UTYpAIIUIO YCTPOUCTBA...» U B OTKPBIBIIEMCS
okHe BbIOepuTe TN ycTpoiictBa — VLAN (802.1q), 6a30Boe ycrpoiictso — br-ptp, VLAN ID —

200 (pucynok 31). Haxmure kHONKY «COXpaHHUTB.
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[Nobaenexnue KoHUrypaumm ycTpoMcTBa

Obwme onumn yeTporcTea  [JononHUTENBHEIE ONLUMK YCTPOWCTEA

Tun ycTpoiicTea VLAN (802.1q) v
Bazoroe ycTpoiicteo |2 br-ptp =
VLANID 200

Mmm ycTpoiicTea br-ptp.200
MTU
MAC-aapec
Onuxa ouepean Tx
Brntounts IPVE  |v
IPvE MTU

DAD oTnpaexu 1

@ Konuyecteo oTnpaenaemelx npob ofHapy+eHua ayGnukatos agpecos (DAD)

Pucynok 31 — Jlo6aBienue BuptyanbHoro ycrpoiictsa VLAN 200

ITocne 3Toro cnucok ycTpoicTB 0OHOBUTCS U OyJeT BBIMVIAAETh Kak Ha pucyHke 32. Tak

ke HaKMHUTE KHONKY «O4ucTuTh)» 1U1s yerpoiictsa br-lan.
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CPE'WI FI'2G ¢ e G Ma LeTh Brii OEHOBNAETCA HE NPHHATHIE M3MEHEHHA: 10

WMutepdbeiicel | YcTpoicTea | (OCHOBHBIE HACTPORKW CETH

YcTponcTBa

YcrpocTEO Tun MAC-agpec MTU

.~ br-ptp Moct - - | OuKHCTUTE |
i+ br-ptp 200 VLAN (802.1q) - - | OuncTTs |
Mocr 1500 [ Hacpours [[ECREE
* eth( CeTeBoe ycTpOHCTBO 1500 | OurcTuTh |
CeTeBoe yCTPOMCTED 1500 | OumncTuTe |

[oBaenTe KoOHDUIYpaLMIO yCTpoACTEE. ..

m.| CoxpaHuTe || OunecTHTE

Pucynok 32 — OOGHOBIICHHBIH CIUCOK YCTPOMCTB

[lepeiinure B BriIagky «MHTepdeics» © yganuTe CO3MAaHHBIA 10  YMOJTYAHHUIO

uHTepdeiice lan.

CPE'WIFI'ZG Cocro Ci ema BrifTi OBHOBNAETCA HE NPUHATHIE M3MEHEHMA: 17

WuTepdelicel | YerpoWctea  OCHOBHEIE HACTPOMKW CETH

WHTepdencsl
LAN
B9 () Mnmepchelic nomeyer 0nA ydaneHun MepesanycTuThb OcTaHoeuT | YoanuTh
br-lan

=

00aBMTE HOBLIA MHTepdeicC... |

m.| CoxpaHuTs || OumcTuTh

Pucynoxk 33 — Y nanenue uatep¢eiicoB 1o yMoI4aHuIo

41



PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

Haxxmute xHOmKy «JloGaBuTh HOBBIM mHTepdeiic...» ¢ Ha3BanueM PtP, ompenenute
npoTokosi — Cmamuueckuii aopec, yctpoiictBo — br-ptp (pucynok 34). Haxmwure KHONKY

«Cosznarp naTepdecy.

NobaBuTb HOBEIN MHTepenc...

Hazeanwme PtP
MpoTokon Cratwueckwii agpec hd

Yerpoiicteo | @ br-ptp -

Pucynok 34 — Co3nanue untepdeiica PtP

OTKpoeTcst OKHO ¢ HaCTpOMKaMK BHOBB CO3aHHOTO HHTepdeiica PtP. B Bkinaake «O0mue
HACTpOIiKkn» Heobxomumo ykaszath IPv4-ampec, macky ceru IPv4 u IPv4-ampec numosa, kak
npencTaBieHo Ha pucyHke 35. B Bkmaake «Hactpoiika mexceTeBOro s’kpaHa» HEOOXOAMMO

Ha3HA4YUTh 30HY Wan (pucyHok 36). [Tocie aToro HaxmuTe KHONKY «COXPaHUTHY.
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WUHTepdencel » PTP

OBwme Hactpoik  [ononsuTensHele HacTpoik  HacTpoikn mexcetesoro sxpata DHCP-cepeep

CocToAHue 27 YcrpoicTeo: br-pip
Monmy4eno (RX): 0 B (0 naketos)
Mepenano (TX): 0 B (0 nakeToE)

[MpoTokon Cramueckmid agpec -
Yetpoicteo | @9 br-ptp M
3anycTUTe Npu 3arpyske v
IPv4-agpec 192.168.0.120
Macka cetw IPvd | 2552552550 =
IPvd-agpec wniosa 192.168.0.250

lnpokoeewatensHeii [Pvd- 192.168.0.255
aapec

IPv6-agpec Nobaeuts IPv6 agpec... +

|IPv6-agpec wnwosa

|Pv6 HanpaeneHwe npedmeKca

@ NMydnuurwil npedvke, HanpaenNAeMLIl Ha 3TO YCTPORCTEO ANA PACNPOCTPAHEHMA CPEAM KNUEHTOR.

Pucynox 35 — Hacrpoiiku uarepdetica PtP

WHTepdencel » PTP

Obwme HacTpodkk  [lononHWTeneHele HACTpolkn  HacTpofkm mexceTesoro skpada  DHCP-cepeep

Cosaate / HAZHAYNTE 20HY
MEWCETEROMD 3KpaHa

@ YiaxuTe 30Hy, KOTOPYK BLI XOTUTE NPUKPENUTL K 3TOMY WHTepdelicy. Bubepute e onpedenero’, utobsl yaanuTs
3TOT WHTepdelc U2 20HbLI, UMK 2aNoNHUTE None cozdams’, uTobkI ONpeentTs HOBYK S0HY W NPUEPENHTE K Heil

3TOT MHTEpdenc.

Pucynox 36 — Ha3HaueHue 30HBI MEXKCETEBOr0 SKpaHa A uurepdeiica PtP
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CospnaiiTe HOBBIN UHTEpdEIC yIpaBIeHUs, i1 3TOTO CHOBAa HAXKMHUTE KHONIKY «Jl00aBUTH
HOBBIM HHTEpQeic...». Ykaxure HazBanue Manage, mportokon — Cmamuueckuii aopec,
ycrpoiictBo — br-ptp.200 (pucynok 37). Ykakute Heodxoaumbiii IPv4-aapec, macky cetu IPv4 u

IPv4-anpec nutro3a.

NoBaBUTb HOBBIA MHTEpdeENC...

HazeaHue Manage
MpoTokon Cratiueckmii agpec hd
Yerpolicteo | B br-ptp 200 -

OmmeHa Cosname wHTeptheic

Pucynox 37 — Co3znanue unrepdeiica Manage

MuTepdencel » MANAGE

OBwme HacTpoiky  JononHWTeneHble HacTpodky  HacTpofkm mesxceTesoro akpaHa  DHCP-cepeep

CocToAHue ¥ Yetposcteo: br-ptp.200
Monyyeno (RX): 0 B (0 naketos)
Mepepaxo (TX): 0 B (0 nakeToe)

MpoTokon CramMuecknid agpec w
YeTpoicteo | Y br-ptp.200 -
JanycTuTe Npu 3arpyske |
IPv4-agpec 192.168.200.120
Macka cemw IPvd | 255.255.255.0 -
IPvd-appec woza

LupokoeewarensHbili [Pvd- 192.168.200.255
agpec

IPvG-agpec NoBaewTs IPVE agpec... +
IPvG-agpec wnoza

IPvE HanpaeneHue npedmkca

@ Ny6nuunLIii npeduke, HanpaenAemsIi Ha 3T0 YCTPOACTED ANA PACMPOCTPAHEHNA CPEaM KIMEHTOB.

3akpeiTe CoxpaHuTs

Pucynoxk 38 — Hacrpoiiku unrepgeiica Manage
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Hus wnaTepdeiica Manage co3nmaiiTe HOBYIO 30HY MEKCETEBOrO JKpaHa Mmanage

(pucynok 39).

UHTepdencol » MANAGE

Obwme HacTpodkk  [lononHWTensHele HAacTpolkn  HacTpoikm mesceTesoro skpada  DHCP-cepeep

Coznate [ HA3HAYWTE 20HY manage: (cozdams) &

MEHCETEROrD 3KpaHa . .
P @ ViaxuTe 30Hy, KOTOpYHO BBl XOTUTE NPUKDENMTE K 3TOMY MHTepdelicy. BribepuTe We onpedenewo’, utobel yaanuts

3TOT MHTEPMERC W2 20HLI, MK 3aN0NHKTE NoNE To30ame’, YTOBE! ONPENeEnUTE HOBYK 30HY W MPUEPENHTE K HEW

3TOT WHTEepdhec.

Pucynoxk 39 — Co3anue HOBOIo MEKCETEBOI0 3KpaHa Juis uHTepdeiica Manage

Haxxwmure kHONIKY «COXpaHHUTHY, TIOCTIE Yero CIUCOK HHTEep(deiicoB OyAeT BRITISAACTh KaK

Ha pucyHke 40.

Buiiti OBHOBNAETCA HE NPUHATHIE MZIMEHEHWA: 41

WuTepdeiicsl  Yetpolictea OcHOBHEIE HACTPORKW CETH

WUHTepdericl
MANALE . .,
MpoTtokon: CtatnueckWii agpec iy
1] . . MNepesanycTuTs OcTaHoEuTh MameHUTE | ¥aanuTe |
br-ptp. 200 WMuTepdelic MeeT 5 oHMOAKWMX NPUMEHEHWA MIMEHEHMI L J
PTP n o .
otokon: Cratvueckvid agpec [ |
0 P . P . MNepesanycTuTs OcTaHoEUTL MamenuTs | YOanuTe |
s WMuTepdelic MeeT 5 oHMOAKWMX NPUMEHEHWA MIMEHEHMI L J
-pip
LAN
g9 () MHmepdhelic nomeueH dnR yoanexus MepeaanycTuTs OcTaHoEMT M| YOanuTE
br-lan
WAN
o HMHmepdhelic nomevex dnA yoanexus MepeaanycTuTs OcTaHoeuTb M| YoanuTs
ethl

[obaenTb HOELIA MHTepdelic... |

m| CoxpaquTs || OumreTHT

Pucynok 40 — O6HOBNEHHBIN CIHCOK UHTEPPEicoB

45
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[To ymo4aHuIO JOCTYII K YCTPOMCTBY Yepe3 30Hy MEKCETEBOT0 SKpaHa Wan OJIOKUpyeTCs.
J1y1st BHOBB CO3JJaHHOM 30HBI MaNage, Tak ke yka3aTh He0OX0IUMOCTh OJIOKUPOBAHUS BXO/ISIIIETO
tpaduka. [nsg sroro nepeiinure B MeHIO «CeTh» — «MexceTreBor 3KpaH». BHH3Y cTpaHUIIBI
HaXMHUTE KHONIKY «V3MeHuTh» 171 HOBOM 30HBI Manage. Beibepute neicTBUE 171 BXOASIIETO
Tpaduka — omeepzamp, UCXOASAIETO TpadUKa — HPUHUMAMD, TICPECHATIPABICHUE — OMEEP2ams,

oxBarbiBaemble ceT — Manage (pucyHok 41). Haxxmure kHonky « COXpaHUTB»

MexceTeBON 3KpaH - HacTpoWka 30H
OBwme HacTpoik  [ononwdTensHele HacTpodkd — OTcnexueadwe coeguHenwi (conntrack)  [lononHuTeneHele aprymeHTel iptables

Crpannya cogepsut obiwywme ceoficTea "manage”. Pexumer Bxodrwud mpaghux’'w Mexodawuld mpaghuk’ ycTaHAENWBAKOT NOMMTHKM N0 YMOMYaHUID ANA
Tpachkka, NOCTYNAKILWErD M NOKMASHLLETD 3Ty 30HY, B TO EpeMa kak pexmm Tleperanpaenssue’ oNUCLIEAST NONUTUEY NePEHaNPaENeHUA Tpaduxa
MERIY PAsNUYHBIMK CETAMM BHYTPM 30HbL Morons3oeams cemu’ ya3siBasT, Kakue QOCTYMHEIE CETH ABNAKITCA YNEHaMK 3TOM 20H:!

HaseaHue manage

Bxogawmi Tpadme OTEEpraTe v

WexonAwmi Tpadme NPUHUMATE hd

MepeHanpaenexne OTEEpraTs v
Mackapapgumr

OrpanuueHue MSS

OxBaTbiBacMble CETH Manage: & =

[laHHble HACTPOREW YNPAENRAICT NONWTHEAMK NepeHanpaEneHuA Tpadvka Mexay 3Tod (manage) v Apyr¥MK 3oHamu. Tpadvrom 2oH-HasHadeHua'
ABMNAETCA NepeHanpaeneHH.Il Tpadur "MCcXogAuni M3 manage’. TpadmkoM 30H-UGMOYHUKOE AENASTCA Tpadhuk 'HanpaeneHkLIA B manage’.
MNepenanpaEneHwe RENAETCA DOHOHaNDEENeHHEIM', TO CT NepeHanpaeneHue w3 lan B wan e’ fonyckaeT nepeHanpaeneque Tpadurka uz wan g lan.

PazpelunTe NepeHanpasneHne He onpedeneHo -
B 30HL! HAZHEYEHLUR"

PazpelwnTe nepeHanpasnexne He onpedeneHo -
W3 '30H UCMOMHUKOE"

3akpeiTe CoxpaHuTs

Pucynok 41 — Hactpoiika 30H6I Manage

Teneps HeoOXx01uMO 100aBUTH UCKITIOUeHUs 11t Tpaduka HTTP u SSH uepes unrepdetic
Manage. [ns storo mepedautre B BKIanky «lIpaBuna s Tpaduka» W HaXMUTE KHOIMKY
«JlobGaBuTh». Ha OTKpHIBIIIElCS CTpaHUIIC BBEAUTE Ha3BaHue npasmia —Manage HTTP and SSH,

BeIOepuTe mpoTtokoisl — 1TCP, UDP, ICMP, 30Ha ncrounnka — manage, 30Ha Ha3HAYCHHUS —
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Yempoiicmeo (6600), nopt Haznauenus: — 22 80(a mak sce unvle nopmsl UCHONL3YIOUUECA HA

cemu), nevicteue — npunumams (pucynok 42). Haxmute kHonky «COXpaHHUTDY.

MexceTeBoW 3KpaH - Mpaeuna gansa Tpaduka - NMpaeuno 6e3 UMEHN

OBwme HacTpodky  JononHuTensHele HacTpolky  BpemeHHble orpaHWyeHWA

Hazeanme | Manage HTTP and SSH

Mpotokon | TCP uppP ICMP -

30Ha UCTOYHMKE Managel Manage: 2 -

Appec uctouHuka - pobaeuts IP-agpec — -
MopT ucTouHuEa noBoit

30Ha HazHaueHUA Yctpoitcteo (BROO) -

Agpec HazHauyeHUA - pobaeuts IP-agpec — -

MopT HazHaueHWA 22 80

Neicteme NPUHUMATE b

Pucynox 42 — IlpaBuna st Tpaduka

[IpumennTe Bce W3MEHEHHS 0€3 TPOBEPKH, WCIOJIB3Yys COBETYIONIYIO KHOIIKY
(pucynok 43). Ilocime 3TOro MOCTYm K paguoMocTy OynaeT Bo3MokeH Toiibko mo VLAN

ynpasieHus 1o ajapecy 192.168.200.120.

lMpumMennTs | - | CoXpaHUTE || CuMcTUTE

lNpumeHrTs

lNpumenuTs Des nposepiw

Pucynok 43 — IIpuMeHneHne n3MeHEHUI

3aiigute Ha 610K 110 HOBoMY IP aznpecy u nepeiinute B MeHto «Cetb» — «becnpoBoaHas

cetb». Haxkmute kHOTKY «M3mMeHuTh» Ui co3manHoi mo ymomyanuio Wi-Fi cetn. Beibepure
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pexxum pabotel — Touka oocmyna (WDS), cets — PtP (pucynok 44). I1pu He00X0AMMOCTH MOYKHO

HU3MCHUTDH HAa3BAHUC CCTHU, HOMCP KaHaJIa, MOIITHOCTL IIE€pcaaTunKa 1 T.O.

HacTpoWka ceTH

OcHoBHele HacTpodk  3awwTa BecnpoeogHoi ceTt MAC-cbunetp  [JononHWTenbHeIE HACTPORKK

Pexam Touka poctyna (WDS) hd
ESSID | npotelecom-wifi

Cets PtP: g@ =

@ BuibepuTe unTepdelic N HTepdENcs!, KOTOPLIE Bbl XOTUTE NPUKPENWTHL K AaHHOM BEcNpOBOAHON CETH MK
2aN0MHKTE None co2dams, YTobsl CO3AaTE HOBLIA MHTepdeic.

Crpuime ESSID

@ Ecnu ESSID ckpuiT, KWeHTLI He cMOryT NepemelyaTkea (roam), a 2chteKTMEHOCTE 3¢hMPHOrD BpemMeHl MoXeT
ObITb 3HAYNTENBHO CHMMEHE.

Pexoam WMM - [+

@ Tam, rge otknioven QoS pesxama Wi-Fi Multimedia (WMM), knuerTs! MoryT GbiTh orpaHi4eHbl CKOPOCTBHD
802.11a/802.11g.

3akpeiTs CoxpaHuTs

Pucynok 44 — Bei6op pexxuma pabotsl Touka docmyna (WDS)

B Bkimaake «JlonmosHUTENbHbIE HACTPOMKH» CETH HEOOXOAMMO YKa3aTb B II0JI€

((OHTI/IMI/ISaI_II/ISI pacCToAHUA» PACCTOAHUC 10 CaMOTr'0 YAAJICHHOTO CETEBOI'O y3JIa B METpax.
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BecnpoeogHan ceTh: MacTep "npotelecom-wifi" (wlanQ)
HacTpo#Wka ycTpolcTBa

OcHoeHsle HAacTpolk | JloMONHUTENEHEIE HACTPOEN

Kog cTpaHel US - United States hd

MnoTHoCTs Touek NOKPLITHA OTENoYeHo w

@ HacTpauveaeT ckopocTs Nepeaun AaHHLIX B 3aBMCUMOCTI OT MAOTHOCTW ToYeK NOKPLITUA. B pesxume
«HopwmansHo» Bazoean ckopocTs ycTaHaenueaetcA Ha 6, 12, 24 MBut/c, ecnu ycrapeswne 802.11b cropocti He
MCMoNb3yHTCA MAK 5.5, 11 MBuTic B npoTeHOM cnyuae. B pexume «Boicokan» Dazoean ckopocTe
ycTaHaenueaeTcA Ha 12, 24 Mburti/c, ecnu yctapeswwe 802.11b ckopoctu He ucnoneayotcA wnu 11 Meut/c B
npoTueHom cnyuae. B pemume «OueHb Enicokans Da30Ban cKOpPOCTL yCTaHAENWBaEeTCA Ha 24 Mourtic.
MoAASp#MEASMEIE CKOPOCTH HUME MUHWMAanNsHOR 033080/ CKOPOCTW He NPUMEHAKTCA.
OnNTUMU3aLMA PacCTOAHUA 1000

0 Pacctoanne 40 Camoro )I'J],EHE‘HHDTO CETEBOr0 Y3ana B MeTpax.

Mopor dparmeHTaLMK BLIKMHOYEHD
Mopor RTSICTS | BrikntoueHo

HPHHY,D, WTENEHD UCNONE30BATE

pesan 40 My @ Vcnonbaosats kaHans 40 MMy, aaxe ecnu BTOPUYHLIN KaHan NepekpbIBaeTcA, Bonpekn cTaHaapTy IEEE

802.11n-2009!

MHTepean pacckinkM NakeToe 100
Beacon

Pucynok 45 — PaccTosiHue 10 camoro yJiajaeHHOro y3ia

Haxmure KHOIIKY «COXpaHI/ITB» 1 IPpUMCEHUTE BCC U3MCHCHUS.
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2.4.1.2 Hactpoiika «Kauenta WDS»

Hactpoliku cereBoro uHTEpdeiica paauoMocTa CO CTOPOHBI KIHEHTa HEOOXOIMMO
BBITIOJIHUTH aHajornyHo ¢ 1. 2.4.1.1. Heob6xomumo Tak e co3natb aBa uHTepdeiica PP u
Manage c IP-agpecamu 192.168.0.121 u 192.168.200.121 cCOOTBETCTBEHHO M HACTPOUTH 30HBI
MEKCETEBOT0 3KpaHa. B pe3ynbTare CIMCOK CEeTeBBIX HHTEPEHCOB JOKEH BHITIISACTh, Kak Ha

pucynke 46.

CPE-WIFI-2G CocToanne Cucrema Cem BriiTi OEHOBNAETCA

WuTepdbericel  Yerpoiictea  (OCHOEHEIE HACTPOMKW CETH

WUHTepdencol

Mpotokon: CTaTuueckuii agpec
MANAGE Bpema pabotei: 0h 4m 47s

MAC: MepeaanycTiTs OcTaHoBUTE | YaanuTs |
Mony4veno (RX): 0 B (0 nakeTos) L+ Y N J

Nepenano (TX): 370 B (3 nakeTos)
IPv4: 192.168.200.121/24

br-pip.200

Mpotokon: CtaTnyeckwii agpec

Bip Bpems pabotbi: 0h 4m 47s
. MAC MepesanycTus COcTaHoBMTL | Y¥oanuTe. .
éﬁr{ﬁfﬁ} Monyueso (RX): 523.40 KB (5621 nakeros) [P - J

Nepenawo (TX): 853.05 KB (1458 naveroe)
I1Pvd4: 192.168.0.121/24

[oBaenTe HOELIA MHTepdenc... |

2= o | oo

Pucynok 46 — Criucok ceteBbIX HHTEpQeEiicoB

[Tepeiiaute B MeHIO «CeTh» — «becnpoBoHas CEThY» U HAKMUTE KHOMKY «Y TATUTH TSI
CO3/aHHOM 10 yMosyaHuto ceTu. [locne atoro Haxmute kHOnKy «Ilonck» u BeIOEpHUTE U3 CIIMCKA
ceTb, HacTpoeHHY10 Ha Touke nocryna WDS (pucynok 47). Haxmure kHonky «Iloaximountbes

K CCTH».

HangeHHble Touku noctyna Wi-Fi

Curuan SSID Kanan Pexum BSSID Wndposanne
ol 55 2B 10 Master None
] 63 2B npotelecom-wifi 1 Master WPA2 PSK (CCMP)
il 80 B 1 Master WPA2 PSK (CCMP)
all 81 abw 1 Master WPAZ PSK (CCMP)
dll 83 nbm 7 Master mixed WPA/WPA2 PSK (TKIP, CCMP)

OcTaKoBuTE 06HOBNEHNE 3aKpHITe

Pucynok 47 — Criucok goctynubix cereit Wi-Fi

al
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

B OTKPBIBIIECMCS OKHE BBCIUTC MMAPOJIb JJIA MOAKIIOUYCHUA U HA3HAYBTC 30HY MCKCECTCBOI'O

skpaHa wan. Haxxmure kHOnKy «IIpuMeHHUTHY.

Moaxnouexue k cetu: "npotelecom-wifi™

3ameHMT HacTpoiry

GecnposoaHoro coeaenia @ NpoeepsTe 3Ty onuMio, UTOBE YAANHTE CYLUIECTEYKILUME C&TH BECNDOBOAHOTD YCTROACTE.

Wua Hosoit cen | wwan

@ [lonycTumele cuMeonsl: -2, a-z, 0-8 U _

Mapons WPA

@ YeaxTe 2aKpeTRI KOU.

Mopkniouatsea k BSSID

@ BuecTo Toro, YTOBLI NPUCOEAMHATLCA K oGO/ CeTu ¢ cooTaeTCTaylowym SSID, nofcTiouarsea Tonsro k BSSID

Coanars / HaskauuTs 304y [Wal PP g9

MexceTesoro akpara N ; . . ] i
P @ Yraxure 30Hy, KOTOPYIO Bbl XOTUTE MPUKPENUTS K 3ToMy UHTepdeiicy. BribepuTe e onpedeneso’, uTobel yAanuTs 3TOT MHTEPMENC U3 30HEI, WM JANONHUTE NoNe ‘G03dams’, UToBk! ONPERenyITs HOBYKD 30HY 1

NPUEPENUTE K Hell 3TOT MHTepdeNC.

Pucynok 48 — IlogkmtoyeHue kK cetu

B mHactpoiikax cetu BbIOcpuTe pekuM pabotel — Kauemm (WDS), cetr — PtP

(pucynok 49). Haxxmute kHOTKY «COXpaHUTDHY.

HacTpoiika ceTu

OcHoeHuIe HECTPO/KY | 3auyma GecnpoBogHoi ceTh | [lononHHTENsHbIE HACTPORKA
Pema Knuent (WDS) v
ESSID npotelecom-wifi
BSsID

Cers | PP @

@ BuiBepuTe untepdseiic un nHTepdeicsl, KOTOPLIE Bl XOTHTE NPUKPENHTL K 4aHHOH GECTPOBOAHON C&T MMM 3aNDAHKTE None Co3dams, YToBs! Co3AaTS HOBLIT HHTEpGEIiC

Pucynox 49 — Hacrpoiika cetu

B CJIydac yCIICIIHOIO IMOAKIIFOYCHUA K Touxke AOCTYyTIIa WDS B crnucke ITOAKJIIFOYCHHBIX

KJIMEHTOB MMOSIBUTCS Ha3BaHue ceTH (pucyHok 50).
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CPE-WIFI-2G CocToanune Cucrema Cems Briimi OEHOBNAETCA

Cnucok 6ecnpoBoAHBIX CeTen

¥ radiol Atheros AR9340 802.11bgn MNepezanycTuTs |m|

= : Kawnan: 1 (2.412 [MTy) | BurpeiT: 78 MBut/c L - | W i

. SSID: npotelecom-wifi | Pemum: Client m P 1

dll 621-95 abm BSSID: \Wndpporanme: WPA2 PSK (CCMP) il | MR |

MNoakniYeHHbIe KNUEHTEI

CeTb MAC-agpec YerpoicTeD Curnan | wym CropocTk npuéma [ OTNpaEkW

= 130.0 Méwr/c, 20 My, MCS 14,
i e i ? Thaee KopoTimii Gl
KnueHT "npotelecom-wifi" (wlan0) -64/-95 nbm 52.0 Méurlc, 20 My, MCS 5

Pucynok 50 — [TogkmtoueHHbIE KIMEHTHI

2.4.2 Pexum padotbl «Touka nocryna»

PasimoMocT MOKET BBICTYIIATh B Ka4eCTBe yIu4IHOM Touku goctyna Wi-Fi. Ha pucynke 51
IpEJCTaBICHa CXeMa IMOAKIYEHHUs] paAuoMocTa B pEXKHUME TOUYkM Joctyna. [lns 3roro
HEOOXO0IMMO HACTPOUTH JiBa CETEBBIX MHTepdeiica wan u lan. TloakimoueHre K OCHOBHOM CeTH
OyneT mpou3BoaUThCS Mo uHTepdeiicy wan. Ha wan untepdeiice MOKHO HACTPOUTH paboTy MO
nporokonaM DHCP-xkauenm, cmamuueckuii adpec wniu PPPOE. B Texymem mnpumepe
paauoMocT OyneT moiydath Ha Wan uatepdeiice IP-anmpec mo DHCP. Tak xe Oyner co3man
VLAN ympaBieHus Jjist 1oCTyIa K HacTpoikaM paauomMocTta. B cBoto ouepenpb Ha lan untepdeiice

(cets Wi-Fi) 0yner nactpoen DHCP-cepsep 192.168.1.0/24.
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Pucynok 51 — Cxema noaxmouenus «Touka nocTymnay

[lepeiinute B MeHto «Cerb» — «MHTepdelick» u BbIOEpUTE BKIAAKY «YCTPOHCTBAY.
VYnamure ycrpoiictBo br-lan, cozmanHoe mno ymomdanuro. [l 3TOro HaXMHTE KHOIKY
«Ounctuthy. Haxxmute kHONKy «J/{00aBUTH KOH(UIYpalMi0 YCTPOMCTBA...» W BbIOEpUTE THUII

ycrpoiictBa — VLAN (802.1q), 6a3oBoe ycrpoiictBo — eth0, VLAN ID — 200 (pucyHok 52).
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NobaBneHne KOHhUrypaumm ycTpoMcTBa

OBwue onuyuun yetpoicTea  [lononHUTENBHEIE ONUMK YCTPORCTEA
Tun ycTpolicTea VLAN (802.1q) v
bazosoe ycTpoiicteo | gt ethD M
VLANID 200

Wma yctpoiictea | eth0 200
MTU 1500
MAC-agpec
[nwHa ouepegn Tx 100
Brniouute IPv6 v
IPvE MTU 1500

DAD otnpaekw 1

@ Konuuecteo omnpaenaemex npob o6Hapyxenua aybnukatos agpecos (DAD)

Pucynoxk 52 — Jlo6aBnenue BuptyainpHoro ycrpoiictea VLAN 200

[epeiiaure B BKIaAKy HHTEP(ENCH U HAXKMUTE KHONKY «VI3MEHUTbY» 7151 CO3[JaHHOTO 110
ymouryanuio uarepdeiica lan. B oTkpsiBIIeMCst OKHE BEIOEPUTE YCTPOHCTBO — OECIIPOBOIHAS CETh

wlan0 (pucynok 53) u HaxxMuTe KHOTIKY «COXPaHHUTBY.
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WHTepdencel » LAN

OBwue HacTpoiikn | [ononHuTensHele HacTpoiikn  HacTtpoiikm mexcetesoro skpava  DHCP-cepeep

CocroaHme @& YerpoicTeo: br-lan
Bpemna pabotki: Oh 33m 0s
MAC:
Mony4eno (RX): 8.38 MB (49949 nakeTos)
Mepepano (TX): 4.76 MB (9153 nakeToe)
IPv4: 192.168.1.1/24
IPv6: fd87:bfb7:c85::1/60

MpoTokon Cratwueckwii agpec v
Yerpoiictee |48 wlan0 -
3anycTwTe Npu 3arpyske v
IPv4-agpec 192.168.1.1
Macka cetu [Pv4 | 255.255.255.0 =
IPvd-agpec wnwza

lnporoeewatensHeI IPv4- 192.168.1.255
agpec

Pucynok 53 — Hactpoiika uarepdetica lan

B Brimagke «MHTepdeics» cHOBa HAXMHUTE KHONKY «Jl00aBUTh HOBBII HMHTEpdEHC. .. ».
3anosHuTe Ha3BaHue — wan, nporokosn — DHCP-kauenm, ycrpotictBo — ethO. Haxxmute kHOKy

«Co3znath uaTepdheicy.

OoGaeuTb HOBLIA MHTEPtheNC...

Hazeanue wan
MpoTokon DHCP-knmenT o
Yerpoiictao | g2 ethl =

OtmeHa Coznats unTepteic

Pucynok 54 — Co3nanne HoBoro HHTEpdeiica wan

B Brnaake «Hactpoiiku MeXCeTeBOT0 SKpaHay BEIOEPUTE 30HY MEKCETEBOT0 IKpaHa wan.
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WHTepdencel » WAN

Obwme HacTpodky  JononHWTenbHBIE HACTPOREM  HacTpolkw MexceTesoro 3kpada  DHCP-cepeep

Coznate [ HazHAUMTE 30HY wan

MEMCETEEO0MD 3KpaHa . - . :
P @ VramuTe 30HY, KOTOPYK Bbl XOTUTE NPUEPENUTE K 3ToMY uHTEpdheiicy. BuiBepute We onpedenswno’, uTobkl yaanuts
3TOT WHTepelc M2 20HLI, UMK 3aNoNHKTE none ‘coadams’, uToOk! ONPeAENUTE HOBYK 30HY W MPUKPENUTE K Hell

3TOT MHTepdelc.

Pucynox 55 — Be160p 30HBI MEKCETEBOTO 3KpaHa

Heo0xomuMo 3ampeTHTh IOCTYyN KIMEHTOB K HACTpoWKaM ycTpoiictBa. /s sToro
nepeiiaure B MeHI0 «CeTh» — «MexceTeBoil 3kpan». HaxmMuTe KHOKY H3MEHHTD /sl 30HBI 1an

Y BBIOCPUTE omeepeamp sl BXo1s1ero Tpaduka (pucyHok 56).

MexceTeBon 3KkpaH - HacTponka 30H

Obume HacTporkm  [lononHuTensHele HacTpodkn  OTcnexueadue coeguHeHwid (conntrack)  [ononHuTenkHele apryMmeHTel iptables

Crpanuua cogepsut obiwyme ceoictea "lan”. Pexumel ‘Bxodawud mpaduk’ w Moxodawud mpadguk’ ycTaHaENWBAT NONUTHEW MO YMONMYaHMIO ANA
TpadMKa, NOCTYNAKLWEND M NOKMAAKOWErD 3Ty 30HY, B TO EpeMA Kak pexum TlepeHanpaenerue’ oNWCEIBAET NONUTHKY NepeHanpaeneHnA Tpaduka
MENOY PAzNUUHLIMK CETAMK BHYTPU 30HLL MCrons30eams cemu’ YKAZLIEAST, KaKue JOCTYNMHEIS CETH ABNAKITCA UNeHamMK 3TON 20Hsl

HazeaHue lan

BxopgAwwmi Tpadmk OTEEpraTs v

WMcxogAwmi Tpadme NPHHHUMATE b

MNepexanpaeneque NPUHUMATE v
MackapaguHr

Orpaxunuerue MSS

OxBaTbiBaEMbIE CETH lan: & -

[aHHble HACTPOMKX YNPAENAKT NONUTUKEMW NEpeHanpaeneHua Tpadwka mexay 3Toi (lan) u apyrimu 3oHamu. Tpadukom FoH-Ha2HaUEHUR" RENRETCA
nepeHanpaeneHHbIA Tpaduk "MexoAAWKA U3 lan”. TpadukoM 30H-UcmoYHUKDs  AENASTCA Tpadvk "HanpaeneHbld B lan’. [NepeHanpaenexve
ABMAETCA ‘odHOHaMpaaneHHsM', TO ecTk NepeHanpaeneHWe 12 lan B wan He’ JonyckaeT nepeHanpaeneHne Tpadmka us wan e lan.

PazpelwunTs NnepeHanpasneque Wan wan: gt -
B 30HLI HA3HAYEHUR"

PazpelunTs nepeHanpasneque He onpedeneHo -
M3 "30H UCMOYHLKOS"

akpeiTe CoxpaHuTs

Pucynok 56 — Hactpoiika 30HbI MexKceTeBOro 3kpana lan
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[To ymon4anuto, [Uisi 30HBI MEKCETEBOIO dKpaHa WaNn JIOCTYIl K YCTPOMCTBY 3alpeuieH.
[ToaToMy HEOOXOAMMO CO3/1aTh MPABHIIO, ISl TOCTyNa K 0JIoKy mo mpoTtokogam HTTP u SSH.
Jlns sToro mepeiaute B BKiIanky «llpaBwma s Tpaduka» W HaKMHTE KHONKY «Jl0OaBUTHY.
Beenure naspanue npaswmia — WAN HTTP and SSH, sBei6epute nporokosis — TCP, UDP, ICMP,
30Ha MCTOYHHKA — WaN, 30Ha Ha3HA4YCHUS — Ycmpoiicmeo (8600), nopt HazHaueHus — 22 80,

nencteue — npunumams (pucyHok 57). [locie sToro Haxkxmute KHONKY «COXpaHUTDH.

MexceTeBowW akpaH - NMpasuna gnsa Tpadpwuka - WAN HTTP and SSH

OBwue HacTpoiikn  [JoNonHWTENBHEIE HACTPOMKM  BpemerHble orpaHuueHuA

HazeaHue WAN HTTP and 55H

MpoToken TCP upDp ICMP M

3oHa UCTOUHMER wan wan: g~ M
Appec UCTOYHWER - nobaeuTs IP-appec — -
MopT ucTouHnEa noboi

30Ha HazHaYeHWA YcrpodcTeO (EEOA) -
Agpec HazHaueHUA - aobaeuTk IP-agpec — -
MopT HazHadenwa | 22 80

Heictene NPHHUMATE b

Pucynoxk 57 — IlpaBuiio i Tpaduka Ha nHTepdeiice wan

YroObl 106aBUTH MckIoueHus uis 3anpocoB DNS u DHCP no untepdeiicy lan, myxuo
n00aBUTh HOBOE MpaBuio. [ 3Toro cHoBa HakMUTE KHONKY «Jlo6aBuTh». Ha oTkphIBIIEHCA
crpanune BBeaute HazaHue npaswia — LAN DHCP and DNS, Bei6epure npotokoinsr — TCP,
UDP, ICMP, 30na ucrounuka — lan, 3ona Ha3HadeHus — Ycmpoiicmeo (6600), IOPT Ha3HAYCHUS

— 53 67 68, neiictBue — npunumams (pucyrok 58). Haxmure kHOnKy «COXpaHUTHY.
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MexceTeBon 3kpaH - Npasuna ans Tpaduka - NMpasuno 6e3 uMeHn

OBwme HacTpolikn  JlOnomHWTENEHEE HACTPOKW — BpemerHsle orpaHu4eHns

Hazeanue LAN DHCP and DNS
MpoTokon TCP upp ICMP -
30Ha MCTOYHMKE lan lan: & -
Anpec UCTOYHMEA — nobaeuts IP-agpec - -
MopT wcTouHMKa noboit
30Ha HazHaYeHWA YcTpolcTeo (BEDA) -
Appec HazHaueHuA — pobaeutk IP-agpec —- -

MopT HazHauYeHnA 5367 68

Helctene NPUHKUMATE b

Pucynok 58 - Ipasuio st tpaduka Ha uaTepderice lan

ITpumenuTe Bce n3MEHEHMH 06€3 MPOBEPKH, IOCIIE 3TOrO AOCTYIH K OJIOKY Oy/1eT BOZMOXKEH

TOJIbKO TI0 HOBOMY |P-anpecy, momyuernomy mo DHCP.

lNpumeruts | - | CoxpaHuTe || COumncTHTE

MNpumeHuTE

lNpumeHuTs Des NnpoBepKM

Pucynox 59 — I[IpumeHneHne n3MeHeHui

[To ymomyaHuio Ha yCTpPOWCTBE HACTpoeHa OecnpoBOjHAs ceTh B pexuMme «Touka
noctyna». UtoObl U3MEHHUTh HapaMeTphl ceTH mepeinute B BKIaaky «Cetb» — «becnpoBoanas

CECTH».
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2.4.3 Hactpoiika SNMP.

Panuomoct mopnepxkuBaer Bepcun SNMPv2 u SNMPVv3. Jlnsg HacTpoiku HYKHO
BBIOpaTh BKIAAKY «Ciry k061 — «SNMPD» no ymomuanuto SNMP version 2. 1u1st €€ H3MEHEHUs

HY>XKHO KJIMKHYTb 110 1oyt SNMP version.

Hnn u-l-mzlln" ne C Cr b CeTb 3bINTIA

SNMP

SNMPD is a master daemon/agent for SNMP, from the net-snmp project. Note, OpenWrt has mostly complete UCI support for snmpd, but this LuCl applet only
covers a few of those options. In particular, there is very little/no validation or help. See /etc/config/snmpd for manual configuration.

Agent settings

The address the agent should UDP:161,UDP6:161

listen on
7] Eg: UDP:161, or UDP:10.5.4.3:161 to only listen on a given interface

AgentX settings

Delete this section to disable AgentX

¥oanuTe

The address the agent should Ivarirun/agentx.sock

allow AgentX connections to o . .
@ This is only necessary if you have subagents using the agentX socket protocol. Eg: /varirun/agentx.sock

SNMP version SNMPv2 v
NoGaeuTe

comz2sec security

PUBLIC
Secname ro
source default
community public
PRIVATE
Secname w
source localhost
community private
group

Groups help define access methods

¥oanuTe

Pucynoxk 60 — Hactpoiika SNMP
2.4.4 Hacrpoiika DHCP-relay.
@ynkuus DHCP Relay npumensiercst nnst npenocrasienus DHCP-cepBepy maHHBIX O
IIOJIyYEHHOM 3aIpoce:

- Anpec DHCP-perpancnsitopa, ¢ KOTOpOTro mén 3anpoc;
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- Homep nopra perpancisTopa, 4epe3 KOTOPBIi MOCTYIIHII 3aIIpoc.

Jlnst HacTpolku HyKHO BeIOpaTh BKIanKy «Cerb» — «DHCP u DNS» — «Petpancisarop»

INAPRITN AXURONEFROT DLRICTRD - _ ;
HNO "TENEKDM~ CocTonnne ( y BbiiATH

DHCP v DNS

O6wme HacTpolkn | PeTpancnATtop — ®aknel resolv v hosts | HacTpoiikn PXE/TFTP  PacluvMpeHHbIe HACTPOWKM | MOCTOAHHbIE apeHas

Wmexa yctpoiicTE SRV MX  Habopsl IP-agpecos
MNepegava zanpocos DHCP e gpyrwe mecta. OK: v4 —v4, v6 ~vh. He OK: v4 —~vB, vB ~v4.
MpUMeUaHHUe: NpY YKAZAHWM HECTAHAAPTHOMD NOPTa Nepefaun ( addr#port ) eaM Takxe MOXEeT NoHago0uTecA DHCP npokck (B HACTOALLEE BPEMA HEJOCTYTEH).

Bbl MOXETE A0GAEMTL HECKONBKO YHWKANLHLIX AAPECOB NEPEAAYM ANA OAHOO U TOTO e AAPeca NPOCNyLLMBAHWUS.

D WuTepdeiic Afpec npocnyWwWBaHWA Appec cepeepa

3deck noka umo mycmo

I'IpumeHuTb|v [ CoxpaHuTe H OuncTUTE

Pucynok 61 — Hactpoiika DHCP-relay

[Tpumep nactpoiiku DHCP-relay mist 2-x knueHToB, kaxaoro B ceoeM VLAN (101 u 102). IP
aapec ¢ DCHP cepsepa pacnonioxkenHoro B VLAN 222:
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1. Ho6aButs Vlan 101, 102, 222. Cetp----->UnTepdeiics----> YcTpoiicTBa---->J[006aBuTh
KOH(HUTypaIHIO YCTPOWCTBA.
VLAN (802.1q): eth0.222

OOwWme onuyMK yCTporcTEa | JononHWTENbHEIE ONUWK YCTPOWCTEA
Tun ycTporcTea WLAN (802.1q) ht

Bazoeoe yCTpOACTBO =~ eth0 v

WVILAN 1D 222
Wma ycTpoicTea eth0.222
MTL 1500
MAC-agpec 1C:A0D3:42:E5F5
AnuHa ovepenu Tx 1000
BrniounTe IPVE ABTOMATHYECKW (BIITHYEHO) hd
IPvE MTL 1500

DAD oTnpaexu 1

@ KonmuecTteo oTnpaenAemeix Npob obHapyxeHua gybnukaTtoe agpecos (DAD)

3aKpbiTe CoxpaH1Tb

Pucynox 62 — Jlo6aBienue BuptyanpHoro ycrpoiicta VLAN 222

VLAN (802.1q): eth0.101

OGwme onumK ycTpoicTea | [JononHATeNLHLIE ONUUK YCTPOoRcTEa
Twun ycTpoWcTea WLAN (B02.1q) ~
GazoBoe yCTPORCTED &= eth0 -
WLAN 1D 101
VimA ycTpoRcTea eth0.101
MTU 1500
MAC-agpec 1C:ADD3:42:ESF5

Anuea ouepegn Tx 1000

BrmounTe IPVE ABTOMATHYECKW {BKMFOUEHO) -~
IPvE MTU 1500
DAD oTnpask 1

@ Konnuecteo oTnpaenAemeix Npob oOHapyxeHna gybnukaToe agpecoe (DAD)

3aKpbiTh CoxXpaHnTh

Pucynoxk 63 — Jlo6aBienue BuptyanabHoro ycrpoiictea VLAN 101
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DobBaeneHne KOHUrypayum ycTpoiicTEa

Ofwme onymK yeTpodcTea | JONONHATENLHLIE OMNLWA YCTPORCTBA

Tun ycTpoRcTEa WLAM (802.1q) hd
Bazoeose YCTPONCTED £ etho v
VLAN ID 102
MImMA ycTpokcTEa eth0.102
MTU 1500
MAC-afpec 1C:AD:D3:42:E5:F5

OnuHa ouepenn Tx 1000
BrniounTe IPvE ABTOMATHYECKK (BKMHOYEHO) -

IPwE MTU 1500

DAD oTnpasku 1

@ KonuuecTeo oTnpasnAembix Npob oGHapyxeHua AyGnvkaTos agpecos (DAD)

3akpeITe

Pucynoxk 64 — Jlo6aBienue BuptyanbHoro ycrpoiictsa VLAN 102
2. Jlo6aBuTh MocThI s vian 101 u 102.

do6aenenne KoHhUrypaunm ycTpoiicTea

OfLMe ONuUMK YCTPORCTER | JONOMHWTENEHEIE ONUMKA YCTPORCTEA  ®UNeTpauua VLAN mocTa

Twun ycTpoicTeEa MocT -
WA ycTpoicTea br-101
MopTel mocTa 2% eth0.101 v

© OnpegensaeT NpoBoAHLIE NOPTLI GAA MNOAKTOUEHWA K STOMY MOCTY. UToBkI NpUcoednHNTL GecnpoBogHLie ceTH,
EblIDEpWTEe COOTESTCTEYIOLMIA UHTEpMeN: B KaUeCcTEE CeTH B HACTPOWKAX GecnpoBogHON ceTH.

AKTUBMPOEATE NYCTOR MOCT

@ AKTUBMPOBATE MHTEPMEC MOCTA Jae ecnk B HEM HET NOPTOB

MTU

MAC-agpec

AnuHa ouepenu Tx
Brmounts 1PvE ABTOMaTUYECKH (BKITHOUSHO) -

IPvE MTU

DAD oTnpaeku 1

@ KonnuecTeo oTnpasnaemsix Npob obHapyweHua gyBnukatoe agpecos (DAD)

3akpeiTe

Pucynok 65 — JlobaBnenue mocrta br-101
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MocT: br-102

O6WMe onNuMK ycTpolcTea | [ONOMAHWTENLHLIE OMUWWKA YCTPOWETEA  @unsTpauus VLAN mocTa

Tun ycTpolcTea Moct ~
KMmA ycTpoicTea br-102
MopTel MOCTa 2 eth0.102 v

@ OnpegenseT NPoBoOAHLIE NOPTEI AR NOAKMOUEHUA K 3TOMY MOCTY. YToGkI NPUCOeauHNTE GecnpoBogHLIe CeTH,
EcIDEpMTE COOTEETCTBYROLMIA MHTERMENC B KAUSCTES CETW B HACTPOMKaxX DECnpoBOgHON caeTu.

AKTHEWPOBATE NYCTOR MOCT

@ AxTUBMpOBATE MHTepdec MOCTA Aake 8CMM B HEM HET NOPTOB

MTU

MAC-agpec

OnuHa ouepeaw Tx

BrmounTe IPvE ABTOMATHUYECKN (BK/IHOUEHO) ~

IPwE MTU

DAD OTNpaBKM 1

@ KonwuecTeo oTnpaenAemelx Npod o6Hapy#eruA AyGnukaToe agpecos (DAD)

BaKpbiTs CoxpaHnTh

Pucynok 66 — Jlo6aBnenue mocra br-102

3. Hobasuts unrepdeiicst mis vlan 101, 102, 222. Cerp----->Hurepdeiicsi---->1HTepdeiich

Lo6aBnTb HOBLIN UHTepeIAC...

HazeaHue 222

MpoTakon CTatMyeckuid agpec A
YeTpoicteo | B eth0.222 v

OTmeHa Coznate MHTepd

Pucynok 67 — Jlo6aBnenue uatpdeiica 222
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WuTepdpeiickl » 222

OfWwme HACTPORKK

CocToAHKE

MpoTokon

YcTpoicTeo

3anycTUTE NPK 3arpysxe
IPv4-agpec

Macka ceTn IPvd
IPvd-afpec wosa

LUMpoKoBeLATENEHEIR [Pyd-
anpec

IPvG-agpec
IPvG-agpec wnosa

IPvE HanpaenexKe npedukca

PaclnpeHHbIe HACTPONKK

PykoBonactBo 1o akcruryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

HacTpoikn mexceTeBoro akpaHa  DHCP-cepeep

" YeTpoiicTeo: eth0.222
Monyuexo (RX): 0 B (0 nakeTos)
Mepepano (TX): 0 B (0 nakeTos)

Crarnueckuil agpec v
2 oth0.222 v
o

192.168.222.22

255.255.255.0 v

192.168.222.255

NobaeuTe IPVE agpec...

@ MyGnuusLIi Npedrke, HanNpaenAemMuIi Ha 3T0 YCTPOICTED 4R PACcTPOCTDAHEHNA CPEmN KTMEHTOR.

3aKphiTh

Pucynox 68 — Hacrpoiika natpdetica 222

Ho6aBnTk HOBLI MHTepdeiic...

HazeaHue

MpoTokon

YcTpoicTeo

101
CTatmuecknii agpec v
27 br-101 v

OTmeHa

ATk WHTEpERC

Pucynok 69 — Jlo6aBnenue untpdeiica 101
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WuTepdelickl » 101

O6WMe HACTPORKEM  PAaclUMpeHHEIE HACTPORKKA

CocTosaHue

MpoTokon

YcTpoicTeo

3anycTuUTe NP 3arpyake

IPv4-agpec

Macka ce IPv4

IPv4-aapec wnosa

LUnpokoeelaTensHeli 1Pv4-
afpec

IPvE-agpec

IPvE-aapec wnie3a

IPv6 Hanpaenexne npedurca

PykoBonactBo 1o akcruryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

22 YetpoiicTeo: br-101
Nonyuexo (RX): 0 B (0 nakeTos)
MNepepano (TX): 0 B (0 nakeToB)

CTaTMueckuil agpec v
@9 br-101 v
v

192.168.101.1

255.255.255.0 L]

192.168.101.255

[OoGaeuTe IPVE agpec. ..

Pucynox 70 — Hactpoiika nntpdeiica 101

[o6aBuUTb HOBBLIW WHTepdieiic...

Hazeaune

MpoTokon

YcTpoicTeo

102
CTatvueckuid agpec v
27 br-102 v

Pucynok 71 — Jlo6asiienue uaTpdetica 102

HacTpoiki MEeXCETEBOMO SKpaHa

OtmeHa

@ MyGnuunebIi Npedmke, HANPaBNAEMEIA Ha 3T YCTPOACTED 4NA PACTIPOCTPAHEHNA CPEN KIIMEHTOB.

OaTk MHTEpdEnc
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WHTepdheiickl » 102

Oflune HacTpoikM  PACLUMPEHHLIE HACTPOAKM  HacTpoikM MemceTeBoro akpaHa  DHCP-cepeep

COCTORHWE 2% YetpoiicTeo: br-102
Monyuexo (RX): 0 B (0 naketos)
Mepepano (TX): 0 B (0 naketos)

MpoTtokon CTaTWueckuid ajgpec w
YeTpolcteo @9 br-102 L
3anycTWTe NpW 3arpyske v
IPvd-agpec 192.168.102.2
Macka cetn IPv4 | 255.255.255.0 v
IPvd-agpec wmosa

LUpokoBeLaTensHLIA 1Pv4- 192.168.102.255
anpec

IPvG-agpec NobaeuTs IPVE agpec...

IPvE-agpec wmo3sa

IPV6 HanpaeneHWe npedivkca

@ NyBnryHbIA NPeMKe, HANPaBMAEMBIA HA 3TO YCTPORCTBO [NA PACNPOCTPAHEHMA CPEaM KNHEHTOB.

3aKpeITe

Pucynox 72 — Hactpoiika nntpdeiica 102
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4. To6aButh unTepdeiicel B 6ecripoBoaHyto ceTh. Co3aarek 2-¢ OecipoBoaHbie cetu userl01 u
userl02. Cerp----->becnpoBoaHas ceTb----->J100aBUThH

PegaktTupoBaTbk 6ecrnpoBOAHYIO CeTh
HacTtpoiika ycTpoicTBa

COCHOBHBIE HACTPOMKKM PacluMpeHHEIE HACTPOMKM

CoCcToAHME i Pexm: Master | SSID: OpenWit
- nEwm BecnpoeodHas cemes He ce8A3aHa

Becn POEQAHAA CETh BKNHIYEHA OTKNHUYMTE

PeMum KaHan LLIMpHHA

HacTpoiika yacToTkl M || 1(2412 Mhz) | 20MHz

PazpeludTs cTaHgapT 802.11b
@ Crangapt B02.11b momeT noHanotWTecA 4nA paboThl © yCTAPEEWMMK YCTpoAcTEaMN,. BrTouaiTe ero Tonbko
Mpy HeoGXOAWMOCTH.

MaKCUMaNEHaA MOLWHOCTE N YMOMHYaHWo Apafesepa ~ - TeKyLan MOWHOCTE: HeU3secmiHbId

nepegaun - _ -
peA @ YrazaHve MaKCHMANBHOR MOLHOCTH Nepeqaql, KOTOPYH MOXET MCNoNb30BaTs BecnpoBogHoi MHTepdeiic. B

3ABMCHMMOCTI OT PENYIATOPHLIX TPeG0BaHWEA 1 MCMNoNL208aHUe GECNPOBOAHORA CBA3W, (DAKTHMUECKAR MOLHOCTE
nepeaaqn faHHeIX MOKET GbITe CHIMEHa ApaiBepom.

HacTtpoiika ceTun

OCHOBHBEIE HACTPOMKY  3awmra GecnpoBogHON CeTh MAC-hnnsTp PacluKpeHHsBIe HACTpOMKKM  WLAM poymwHr

Pexoan Touka goctyna -

Open\Wrt101]

CeTb 101: @@= v

@ BuiGepute uHTepdeic N MHTepdeicsl, KOTOPLIE Bbl XOTUTE NPUKPENUTL K AaHHOR GecrnpoBogHORA CeTH WK
3aNoNHKTE Nnose co3dams, YTobkl Co3aTs HOBLIM MHTepeic.

@ Ecnv ESSID cHPLIT, KIMEHTEI He CMOMYT NepemMeLaTeen (roam), a 3dieKTHBHOCTE S(OMPHOTD BpeMeHy MOoXeT
ObITh SHAYMTENBHO CHIDHEHA.

Pexaan WM Lo
@ Tawm, rae oTenoder QoS pexvma Wi-Fi Multimedia (WMM), kKNWeHTbl MOryT BbITh OrpaHMueHbl CKOPOCThEO
802.11a/802.11g.

Pucynok 73 — Jlo6aBnenue cetu userl01
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BecnpoeogHas ceTb: Mactep "userl02" (wlan0-1)
HacTpoiika ycTpoiicTBa

OCHOBHEIE HACTPORKY | PacluMpeHHbIe HACTPORKN

CocToAHne i Pexmm: Master | SSID: userl02
.95 gEm BSSID: 1E:A0:D3:42:E5:F4
LWwntppoeaHme: MNone
Kanan: 1 (2.412 I'Tu)
MowHocTs nepegarumka: 20 nEm
CurHan: 0 g6m | Wym: -95 nEm
Butpeiit: 0.0 MBuT/c | CTpana: RU

EECI’IpOBO,ﬂ'Haﬂ CETE BKNHOUEHA OTKNHUNTE

Pexum KaHan LuprHa
HacTpoika YacToTel N v 1(2412 Mhz) ~  20MHz v

Pazpewuts cTaHgapt 802.11b
7] CraHgapt 802.11b moxeT noHagoduTLcA Ana paboTsl ¢ yCTapeBLWMMY yCTpoAcTBaMK. BrnoyaiiTe ero Tonsko
npy HeoBxoguMocTH.

MaKCHMMANEHAR MOWHOCTE no yMonuasuio gpaieepa ¥ - Tekylwas mowHocTs: 20 dBm

nepega4n - - -
pes e YHazaHWe MaKcHManbHoW MOLLHOCTH Nepefayu, KOTOPYH MOMET MCNOML30BATL ﬁecnpoao,quH WHTepdenc. B

3ABMCMMOCTH OT PEryMATOPHLIX TpeGOBAHWI W MCNOME30BAHUA GECNPOBOOHON CBA3M, (DAKTMUECKAA MOLHOCTL
nepefaqun gaHHbIX MOKET GbITb CHIMEHA ApaiiBepom.

HacTpoiika cetu

OCHOBHEIE HACTPOMKM | 3alwWTa DecnpoBogHON ceTh  MAC-(hUNeTp  PacluMpedHbie HacTpoiky  WLAN poyMUHD
Pexim Touka gocTyna hd
ESSID userl0?2

Cers | 102: g v

@ Buifepute uHTepdeiic UAW MHTepelickl, KOTOPLIE Bbl XOTUTE NPUKPENMTE K AaHHOI GecnpoBOaHOR CeTH WK
3anofHKTE none co3dams, YToBbl CO30ATE HOBLIA MHTEpERC.

@ Ecnv ESSID crpeIT, KNMEeHTI HE CMOTYT NepemeLaTscs (foam), a 3dheKTMEHOCTE 3(hUPHOTD BPEMEHN MOMET
GbITh 3HAYMTENEHO CHAKEHA.

Pexaama WMM - v
Pucynok 74 — Jlo6aBnenue cetu userl02
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PykoBoactso no skcmryaraumu CPE-WIFI-2G/5G/2G-e/5G-¢e Bepeus 2.1

5. Hacrpouts DHCP-relay.

Cetp----->DHCP u DNS---->Perpancnarop---->/{006aButhb

JAAPHITI AKNRONEPROE OLRIICTRO
| L] HNO “TENEKOM"

DHCP n DNS

Dnsmasq cofepxuT B cebe | POKCH 1A CETEBLIX IKPAHO

OGwWwe HacTpoik | PeTpaHcnATop  @aine resolv u hosts  HacTpoiiku PXE/TFTP  PaclwupeHHble HACTPoikn  MOCTORHHLIE apeH[bl
MmeHa ycTpoicTe SRV MX  Habopsl IP-agpecoe
Mepepaua zanpocoe DHCP e gpyrve mecta. OK: v4 —v4, v6 —~vB. He OK: v4 —~vB, v6 ~v4.

MpUMEYSHKE: NPW YXKA3AHWW HECTAHAAPTHOTO NOPTa Nnepefaun ( addr#port ) Bam Takxe MoxeT noHafobuTecA DHCP npokck (B HACTOALLEE BPEMA HELOCTYNEH).
Bbl MOXeTe 105aBMTL HECKO/MBKO YHWKANLHLIX afpecos nepegadn ANA 04HOM 1 TOTO Xe afpeca NpocnyluMBaHus.

D WuTepdcpeiic Appec npocnywnBaHna Appec cepeepa
1 222: @ v 192.168.101.1 v 192.168.222.181 =i
2 222: @ v 192.168.102.2 v 192.168.222.181 =i

MpUMEHWUTL | ¥

CoxpaHuTh H OunCTUTL

Pucynok 75 — nactpoiika DHCP-relay.

anMEHHTh| | CoxpaHuTs || CumcTUTE

MNpumeHrTs

lNpumenuTs Des nposepiw

Pucynok 76 — IlpumeHenne n3MeHEeHU I
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PykoBojactBo 1o skcmuryaraimu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

2.4.5 Hactpoiiku NAT.

Network Address Translation (NAT) — 3To TeXHOJOTHs1, KOTOPasi TIO3BOJISIET MHOXKECTBY
YCTPOMCTB B JIOKAJIBHOW CETH MOJYYaTh TOCTYI K MHTEPHETY Yepe3 OJIUH o0Iuit myonnuHbiid IP-

azpec.

Hactpoiiku NAT naxonsarcs B «CeTb» — «MexcereBoi skpan» — «lIpaBuma NAT»
[Ipumep nHactpoiiku NAT:

Hy>HO co3aTh 1Ba MOCTa U MEKAY HUMH co31aTh npasmiio NAT:

1. ab6aButs Vlan 2 u moctel br-wan u br-2

Cetp----->HuTepodeiicp----> YcTpoiicTBa --->J[00aBUTh KOH(UTYPALIUIO YCTPOICTBA.

Jo6aeneHuwe KoHdurypayum yctpoictea

OOwWme onuyn yeTpoidcTea  JONONHATENEHEIE ONUMK YCTPOWCTEA

Tun ycTpoicTea VLAN (802.1q) v
Basoeoe ycTpoAcTeo | B ethO v
VLANID 2

Mma ycTpoicTea  eth(.2
MTU 1500
MAC-agpec 1C:AD:D3:42:ESF5
OnuHa ouepegu Tx | 1000
BrmounTe 1PVE SABTOMATWUECKM (EKMHOUEHD) v
IPvE MTU 1500

DAD oTnpaekd | 1

@ KonvuecTso otnpasnaembix npob obHapyxenna aybnukatos agpecos (DAD)

3aKpLITh COXpaH1ThL

Pucynox 77 — Jlo6aBnenue BuptyansHoro ycrporictea VLAN 2
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PykoBonactBo 110 3kcmryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

JoGaenenune koHhWrypauum ycTtpoicrea

O6Wwme onuMK YyCTPORCTER | JONOMAHMTENEHEIE ONWMKA YETPORCTER

Tun ycTpoicTea

WimA ycTpoRcTeEa

MopTel MocTa

AKTUBMPOEATE MNYCTOW MOCT

MTU

MAC-anpec

AnuHa ovepegn Tx

BrnounTe IPYG

IPvE MTU

DAD oTnpaskn

MocT

£ ath0.2

© OnpegenaeT NPoBOAHLIE MOPTEI 4R NOAKMOUEHUA K 3TOMY MOCTY. UToBLI NpMcoequHNTE GecnpoBogHLIe CeTh,

DuneTpayma VLAN mocTa

BbLIGEpWTE COOTBETCTBYIOLMA MHTEpMdEeAC B KauecTEE CeTH B HACTponkax GecnpoBoaHOM ceTK.

@ AxTUBMPOBRATL UHTEPMEiC MOCTA fake ecri B HEM HET NOPTOB

AETOMATUUECKW (BKMHIUEHO)

1

@ KonvwuecTeo oTnpaenAembix Npob obHapyweHna gybnukatos agpecos (DAD)

Pucynok 78 — Jlob6aBnenue mocra br-2

doGaenenne KoHUrypauum yctpoicrea

Ofwme onumn YycTporcTEa | [ONONHUTENEHEIE OMUWK YCTPORCTEA

Tun ycTpoicTEa

VimA ycTpoicTea

MopTel mocTa

AKTMBUPOBATE NYCTOR MOCT

MTU

MAC-anpec

AnuHa ouepean Tx

BrmounTe IPvG

IPvE MTU

DAD oTnpasku

2.J106aButh uHTEpdetice! A Vlan 2 u br-wan. Cerp----—WHuTtepdetics---—HuTepdeiico

MocTt

br-wan

£l etho

@ Onpegenner npoeogHLIe NOPTLI ANA NOAKTOHEHUA K STOMY MOCTY. UToBbI nprcoeguHnTL GecnpoBogHsie ceTH,

R

@uneTpauwa VLAMN mocTa

3akpeITs

BolfEpUTEe COOTESTCTEYIOWMA WHTepdens B KauecTBe CETH B HACTPOMKax GecnpoBogHOR ceTH.

@ AKTMBMpOBATL MHTEpPMEeiic MOCTAa Aake ecri B HEM HeT NopToB

ABTOMATHYECKK (BKNHYEHO)

1

@ KonwuecTeo oTnpaenAembix NPob oGHapyxeHuA gyGnukatos agpecos (DAD)

Pucynok 79 — Jlo6aBnenue mocta br-wan

-

3aKpbITh
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Ho6aBnTk HOBLI MHTepdeiic...

HaseaHue WAN
MpoTokon DHCP-knuexT hd
YcTponcTeo 22 br-wan ¥

OTmeHa Co3nark MHTEpPGENRC

Pucynox 80 — Jlo6aBnenue unrepderica WAN

WHTtepdrelickl » WAN

OOWMe HACTPOMKM  PacluMpeHHeIE HACTPORKKW  HacTpoiku MewxceTeBoro skpaHa  DHCP-cepeep

CocToAHKe 22 YetpoilcTBo: br-wan
MNonyuexo (RX): 0 B (0 nakeTos)
Nepeaano (TX): 0 B (0 naxeTos)

Mpotokon DHCP-knueHT w
YcTponcTeo 22 br-wan v
3anycTMTE NpW 3arpysxke  |v

Wima xocta B DHCP-2anpocax OTNpaenATE MMA XOCTA 3TOr0 YCTPoACTEA ¥

3aKpLITE

Pucynoxk 81 — Hacrpoiika unrepdeiica WAN

WHTepdpeiicsl » WAN

O6lWWe HACTPORKM ~ PAclMpeHHBIE HACTPORKKW  HacTpolku mewceTeBoro akpaHa DHCP-cepeep

Co3gars / HA3HaYWTE 30HY wan (nycmao) v

MeXCeETEBOND 3KkpaHa —
P @ YxamuTe 30HY, KOTOPYIO Bbl XOTHTE NPUKPENWTE K 3TOMY WHTephency. BuibepuTe He onpedeneHo’, uTobsl yaanuTs

3TOT MHTEPCRERC U3 30HLI, WK 3aMN0NHNTE None ‘cozdams’, YToGkl ONPeAenMTE HOBYH 30HY W NPWUKDENUTL K HEeil
3TOT MHTepdeic.

BaKpthb I:O'JQ'FIHHHTI:-
Pucynok 82 — Hactpoiika HacTpoiika MexcereBoro skpana WAN

NoBaBUTL HOBLII MHTepdeiic...

HazsaHne LAN
MpoTokon CTaTuuecKWin agpec -
YecTpoRcTeO 22 br-2 v

OTmeHa Co3aaTb MHTEPHEC

Pucynok 83 — Jlo6arnenne natepdeiica LAN
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Wutepdeiicsl » LAN

OfWMe HACTRORKK

CocTofAHue

MpoToken

YcTpoicTBo

3anycTUTE MPK 3arpysxe
IPvd-agpec

Macka cetm IPv4
IPv4-anpec WwWnw3a

LUKpoKkoBewwAaTensHLIA 1Pyd-
afpec

IPvG-agpec
IPv6-agpec wmosa

IPvE HanpasneHne npedgmkca

WHTepdpeiickl » LAN

OBLUWe HACTPOMKN

C038aTk / HAZHAUMTE Z0HY
MEKCETEBOTO IKPAHA

PaCIUMPEHHbIE HACTPOAKW

PacLUMpeHHEIE HACTPORKN

PykoBonactBo 1o akcruryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

HacTpo#xu MexceTesoro skpaHa  DHCP-cepeep

24 YetpoiicTBo: br-2
Monyuexo (RX): 0 B (0 nakeTos)
Mepepano (TX): 0 B (0 naketos)

CTarmueckuid agpec v
g9 br-2 v
v
192.168.10.2
255.256.255.0 v

192.168.10.255

fobaenTe IPVE agpec...

@ MyGniukeIA Npetike, HANPAENAEMBIR Ha 3T0 YCTPOACTED ANA PACIPOCTDAHEHWA CPEMN KIMEHTOE.

3akphiTe

Pucynok 84 — Hacrpoiika unrepdeiica LAN

HacTpoiku mexcetesoro akpava  DHCP-cepeep

lan (ycmo) v

@ YkaxuTe 30Hy, KOTOpYHO Bbl XOTHTE NPUKPENHTL K 3TOMY MHTepdeiicy. BuibepuTe He onpedenexo’, uToBbl ynammTs

3TOT MHTEP(EAC M3 30HBI, WK 3aN0MHWTE None ‘co3dame’, YTobkl ONPEfenTL HOEYHO 30HY M NPUKPENUTL K HEH
3TOT MHTEppeiic.

3aKpeITh

Pucynok 85 — Hactpoiika HacTpoiika MexceTeBoro 3kpana LAN
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PykoBoactso no skcmryaraumu CPE-WIFI-2G/5G/2G-e/5G-¢e Bepeus 2.1

WMHTepdeiickl » LAN

O6wWwme HacTpokM  PacluMpeHHele HACTPoRKKW  HacTpoikun mexceTeBoro skpaHa DHCP-cepeep

OCHOBHbIE HACTPORKKM  PacluMpeHHble HACTpORKM  HacTpoiiku IPvE

WrHopupoeaTs WHTepdenc

Qo KITHUMTE | LU1A 3TOr0 MHTepdenca.

3anycTute | 100

@ MUHUMANEHEIA aapec apeHel.

Mpegen 150

0 IMakcumMansHOE KOTMYECTED apeHOoBaHHElX anpecos.

Cpox apexfsl afpeca 12h

@ Bpewn ncTeueHUA CPOKA APEHAbI APEHA0BAHHEIX AAPECOE, MUHMMYM 2 MAHYTH { 2m ).

3aKpeITs COoXpaHuTh

Pucynox 86 — Bximrouenne DHCP-cepBepa Ha untepgetice LAN

3. Hacpoiika mexcereBoro 3kpana u npasuia NAT.

Cerp----->MesxceTeBoil KpaH

Ofume HacTpoikk | MNepeHanpaBneHue noptoe  lMNpaewna Ans Tpawka [Mpaewna NAT  Monb3oBaTenbckWe NpaBuna

MeXceTeBoii akpaH - HacTpoiika 30H

MeMCETEE0N 3KPaH CO3AAET 30HLI B BALIEH CETW ANA KOHTPONA TPapMKa.

O6LWuKe HACTPOMKK

BrnounTe 3amTy o SYN- b
flood aTak

OT6packIBaTE HEKOPPEKTHEIE
naKeTel

BxogAwmin Tpatvk MPUHUMATE A
WMcxoaawmin Tpadmk NPYUHUMATE b
MNepenanpaeneHue OTBEpraTh ~
30HBI

3oHa = Bxoaauwmii Wcxogaumii MepexnanpaeneHune MackapaguHr
MepeHanpaBneHnAa Tpauk Tpagnk
lan = wan NPUHUMATE ~ MPUHUMATE ~ MPUHAMATE ~ =
wan = NPUHUMATE ~ MPUHUMATE ~ oTBEprath ~ ] =

Ao6aBuTb

MpumeHuTe | v

CoxpaHnTb H OuNCTUTE

Pucynok 87 — Hacpoiika MexXceTeBOro SKpaHa.
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PykoBonactBo 110 3kcmryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

Cetp----->MexceteBoit 3kpan---->IIpasuna NAT---— Jlo6aBuTh

MexcereBoil aKkpaH - [paBuna NAT - NAT Ge3s nMmeHu

OfLUMe HACTPOMKY  PACWWPEHHEIE HACTPONKA — BpeMeHHLIE OTpaHUYeHNA

HassaHue NAT
MpoTokon NwoBon ¥
McxogAwan 3oHa lan LAN: @2 v

AOpec ucTouHMKka  192.168.1.8 (78:8C:B5:53:4D:EA) v

@ CooteercTBMe nepeHanpaensemoro Tpatyka oT gaHHoro [P-aapeca unk guanasoHa.

Afpec HazHaueHWA 192.168.10.2 (CPE-WIFI-2G.lan) v

@ CooTeercTeMe NepeHanpaenAemMoro Tpadivka, HANPABNEHHOD Ha 3agaHHLIi IP-agpec.

Dencteune MASQUERADE — aBTOMATUUE

3aKpeITs CoXpaHuTh

Pucynok 88 — Hacpoiika mpaBuna NAT
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PykoBonactBo 110 3kcmryvaranmu CPE-WIFI-2G/5G/2G-e/5G-e Bepcus 2.1

4. To6aButh uHTEepdeiicel B OecripoBoaHyIO ceTh. Co3marh OecpoBoiHy0 ceTh userl. Cerhb---
>becnpoBoiHas ceTh----->J{00aBUTH

PefakTupoeaTk GecrnpoBofHYI0 CeTh
HacTpoiika ycTpoiicTBa

OCHOEHLIE HACTPOMKY | PacluMpeHHbIE HACTPOMKK

CocToAaHne i Pexum: Master | SSID: OpenWit
- nbm BecripogodHas ceme He ceAzana

Becn poBOOHAaA CETL BEAKYEeHA OTKMOUWTE

Pemim HKaHan LprHa
HacTpoika YacToTkl M ~ 0 1(2412 Mhz) | 20 MHz

PazpewnTs cTangapT 802.11b
@ CrangapT 802.11b MoXeT NoHaAoGMTLCA ANA paboThl ¢ YCTAPeBLUMMK YCTPORCTEAaMM. BrouaiTe ero ToMLKo
npK HeoBXoAUMOCTH.

MakcumansHasA Mo WHOCTE no yrMoaYyaH« 0 ap Ell:lBE'pa w -Te KyLAaA MOWHOCTE? HEUZBECMHBLIT

nepegadmn - _ _
pen @ YrazaHue MAKCUMANLHOR MOLWHOCTI NEPEAAYM, KOTDPYID MOXET MCNOMNb30BaTL GeCnpoBOAHDR MHTepeiic. B

FEABMCHMOCTH OT PENYAATOPHEIX TPEGOBaHMA M MCNONE308aHKA GeCNPOBOAHOM CEBA3M, (DAKTUYECKAA MOLWHOCTE
nepefaqr faHHbIX MOKET ObiTb CHUMEHA ApanBepom.

HacTpoiika ceTun

OCHOBHLIE HACTPOWKM | 3awmTa GecnpoeogHoi ceth  MAC-thunsTp  PacluMpeHHbIE HACTPORKKM  WLAN poymMuHr

Pexm Touka focTyna ~

CeTb LAMN: ga v

@ BuiGepuTe uHTepeic N MHTEPCPeCE], KOTOPLIE Bbl XOTUTE MPUKPENUTL K AaHHOR BeCNpPOBOAHOR CeTH WK
3anonHUTE None cozdams, UTobbl CO30aTE HOBLIFM MHTepdelic

Ckpbite ESSID

@ Ecrw ESSID CKDbIT, KNMEHThI HE CMONYT NepemMelllaTeca (roam), a aekTMBHOCTE 3(hpHOTD BPEMEeHN MOXET
GbITE 3HAYUTENEHO CHIDKEHA.

Pesiian WIMM el

@ Tam, rge oTkmiouen QoS pesmma Wi-Fi Multimedia (WMM), KNIMeHTEI MOryT BbITL OrpasyeHsl CKOPOCTLID
802.11a/802.11g.

Pucynox 89 — Jlo6aBnenue cetu userl

MEHMTL | ~ | CoxpaHuTe || OUKCTHUTE

MNpumeruTs

lNpumenuTs Bea npoBepy

Pucynoxk 90 — IlpumeHenue u3smeHeHui
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2.4.6 IGMP Snooping.

IGMP Snooping — sto nporiecc oTciexuBanus Multicast-rpadrka Mexxy rpymmoi
HOTPEOHUTEICH M XOCTOM.

Brutouennas ¢pyHkius SN00PING aHAIM3UPYET 3alpOChl MOJIb30BATEIIS HAa COSTUHCHUE C
MYJIbTUBEIIATENILHON rpynmoi u gobassiet mopt B cnucok |GMP-Bemanwust. [Tociie 3aBeprieHust
UCIIOJIb30BaHUs MyJIbTUTpa(UKA MMOTH30BATENH OCTABIISIET 3aIIPOC M MPOTOKOJI, & TIOPT
yAaJIeTCsl U3 CIUCKa IPYIIOBOM Mepeaadn JaHHBIX.

TakuMm oOpazom, SNOOPING UCKITIOYAET MEpeIady MMOJIb30BATE0 HEHYKHBIX JAHHBIX Yepe3
multicast-kananel.

Jliis BKIrOUEHUs igmp Snooping Ha mocty HyskHO nepeiitu: «CeThy — «HTEpdEiichy —
«YcrporctBan— HactpouTh MOCT—BBIOpaTh BKIAJKY “‘/[0MOMHUTETBHBIE OMIIUN
ycrpoiictBa”’—IloctaButh ranouky “Brimrounts IGMP snooping”
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MocT: br-2

PykoBoactso no skcruryaraimu CPE-WIFI-2G/5G/2G-e/5G-¢ Bepcus 2.1

Ofipe onykk yCTROACTES | | A0DNCAIHNTENEHEIE DNUMK YCTRORCTEA | PWALTPEYMA WLAM MocTa

MpwopHTET

EpEMA YCTRPESAHHA

ExniosasTs STP

BrniHUTE [SMP snooping

BEMHHUTE MNETHERCT qUESr

BRNHMUTE Hepa3bop-maeid
[promiscuous) pEsMM

TUNETR OGPETHOM MyTH

MPMHIATE NOKAMEHES
ABHHEE

OTMREanAT: ICMP
MEpeHanpaanexsA

MpaancHATATE AoGpoBONEHEE
{Oratuious) ARP

OTOPACHERTE 0GPOBANEHER
{Oratuious) ARP

DERCTENTENEHOOTE K3LA
coCERed

TaiiMEyT KHLA NPOCHOYEHHRL
coCERed

MuHMAaNEHsIR cpok AeACTERA

ARP

BRAKMMTE MEJLUITYTHUIALN
1PV CErMERTA

DTEpaEhIBaTb HE®EMETEMNEHES
MNA

Eibms0 4 TE NOGGEMHEY
My NETHEACTA

MPHMEHAEMER BEPCHA 1GMP

MprseHAERAA BEPCHA MLD

JETET

30
@ TalmayT B CERYHIAX 4R MIPHEHHEIX MAC-3IpECoE B Ga38 GaHHLR Mepe agpECcaLs

@ BrniMaeT Spanning Tree Protocol Ha 3ToM MocTy

0

8 Brnc4EET IGMP SNODPNG Ha GAHHOM MOCTY

AETOMETWHECKN [OTEMBI4EHD) W

OTENKSEHD L

AETOMETWHECKN [OTEMBI4EHD) W

anWHHMBTh MEKETE C MOEANEHLIMH BOPECENE MCTDHHAA

BETOMETHHMECKH (BEMBIHEHD) W

AETOMETWHECKN [OTEMBI4EHD) W

8 Ecu arniciess. HOBRSS 3aWCH ARP-Tafimaugs A0GRENRKITCA W3 NAMPHEsHEE A06poa0msHE APR-3aNPOCOE WK
OTE2TOE, B NPOTHEHOM CTy4&2 DEHOEMAKTCR TONGKD PEHSE CYILECTEDSEEUME ZANMCH TaANMS!, HO HOELIE ¥OCTSl
HE W3Y4RHITCA.

AETOMETWHECKN [OTEMBI4EHD) W

@ OT6packEaTE BCe A06POENEHEE (gratuitous) ARP-£a00k, HENPUMER, S2CNKH E CETH BCTE MIBBCTHRN XOPOLWMA
ARP-NPOKCH, M TAKKE KEGPS! HE 007Kl WENOIBI0EATECRA WK, B Ty4&e BI2. 11, HE 0MKHL MCNONEI0EATECA
AR NPEQOTEPBAEHAR BTAH.

30000

@ EpemA B MIMNBCERKYHEEX

&0
@ TaiimayT B carysaax
a
@ MutHUMANLHOE Tpedyaune BPEMA B CEKYHGAY, NEXGE 4o 3ANUCE ARF MOXET DbiTh 38M8HEHA. MpeoTENALEET

arexy ARP-k3wa.

AETOMETWHECKN [OTEMBI4EHD) W

AETOMETWHECKN [OTEMBI4EHD) W

@ OTOpECHEETE BCE HESANPAMBERENEIE DOLAINEHIA COCEREd, HANPUMER, SCMNH E CETH BCTh MABSCTHEM XOMOWHA
MA-MPOECH, W TAKME HEAPE! HE GOMHHE] WCNONEI0EATECA MAW, B CAYHEE BOZ.11, HE BONMHL MCNOMEI0BETECA AR
NPEGITEPALLEHUR BTAK.

AETOMETWHECKHN [EEMBIYEHO) W

NwGan '

NwGan '

S

Pucynok 91 — Hactpoiika igmp snooping.
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PykoBoactso no skcmryaraumu CPE-WIFI-2G/5G/2G-e/5G-¢e Bepeus 2.1

2.4.7 Tlpuoputu3zauus Tpaduka B paauokanaie na ocaobe MAC/IP agpeca.
Biaaka Cerb----->MAC/IP Priority---->pxitounth npuopuretr IP m1u6o MAC

TTOJIS1 3aIIOJTHSIOTCS B popmare:

XXXX XX XX XX XX (mac source),1-4(mipuoputet)

XXX XXX XXX XXX (ip source),1-4(mpuopurer)

[Ipumepbl HacTpoEK:

MAC Priority  IP Priority

MACIIP Priority

MAC-List-Enable BrounTe v

Q String format: MAC address, priority(1-4)

Cnucok MAC 78:8c:b5:53:4d:ea 4 x

74:56:3c:97:95:01,1 x

]

MpumMeHnTsL | v

Pucynok 92 — nacrpoiika MAC Priority.

CoxpaHuTb ][ OuUCTUTL

MAC Priority | IP Priority

MACIIP Priority

IP-List-Enable OTK/OUNTL .

(2] String format: IP address, priority(1-4)

IP-List 192.168.184.8,1 x

192.168.1.84 x

MpumennTs ’ v l CoxpaHuts ][ OuucTuTh J

Pucynok 93 — nacrpoiika IP Priority.

lNpumeruts | - | CoxpaHuTe || COumncTHTE

MNpumeHuTE

lNpumenuTs Des nposepu

Pucynox 94 — IIpumeHeHne n3MeHEeHHH.
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3 TexHu4veckoe 00CayKMBAHUE

3.1 OO6mme yxkazanust

K pabote ¢ uzgenuem [OMyCKalOTCS JHIA, M3YyYMBIIUE HACTOSIEE PYKOBOJCTBO U
NPOILIEANINEe MECTHBIM HHCTPYKTaX 10 Oe3omacHocTH TpyAa. [Ipu pabote ¢ anmapaTypoii cienyer

CO6JIIOI[3.TB COOTBCTCTBYIOIINEC pa3aciibl JaHHOI'O PYKOBOJICTBA.

3.2 Mepsnl 6e30macHOCTH

OCMOTp U PEMOHT H3ACIHA MOXKHO IIPOBOJAHUTL TOJIBKO IIpU OTKIKOYCHHOM HCTOYHHKC

IIUTaHUA.

[Tpu pabore ¢ anmaparypoii HeOOXOAMMO COOJIOAATH MEPBI 3aIUThI OT CTATUYECKOTO
AIEKTPUYECTBA MOIYIPOBOJAHUKOBBIX MPHOOPOB 1 MukpocxeM corimacHo OCT 92-1615-74. Bee
paboThl HEOOXOJMMO MPOM3BOJIUTH C MPUMEHEHHUEM AHTHUCTATUYECKOTO HAPYYHOTrO OpacieTa,

COEIMHEHHOTO ¢ 00uIell MuHOM 3a3emiieHus yepes pesuctop 1MOM.

Hepezl MOAKJIIFOYCHHUEM 06OPYI[OB3HI/I$I K MCTOYHHKY IIUTAHUA, H606X0,I[I/IMO 3a3CMJINThb

KOpITyc 000pyI0BaHHUs, UCIOJIb3Ys KIIEMMY 3aIllIUTHOTO 3a3€MJICHHUS.

Hepez[ IOAKIIFOYCHUEM K O60py'I[OBaHI/IIO HU3MCPUTCIIbHBIX HpI/I60pOB U KOMIIBKOTEPA, UX

HCO6XOI[I/IMO MMpEaABapUTCIIbHO 3a3CMIIUTD.

3.3 Tlopsiiok TEXHUYECKOT0 00CTYKUBAHUS

PannomMocT He TpeOyeT nmepruoandecKoro TEXHHIECKOT0 00CTyKUBAHHMS.
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4 Texkyumuii peMOHT

PagromocT He MOIeKUT TeKyIeMy peMoHTY. [Ipr Heo6X0AUMOCTH PEMOHT MOXKET OBITh

MMPOU3BCACH HA NPCANIPUATUN-U3TOTOBUTCIIC.
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5 TpancnopTupoBanme

TpancnopTupoBanue u3eNHs MPOU3BOAUTCS HA JTHO0OE PACCTOSHUE W JIOOBIM BHJIOM

TpaHcnopTa, yaosneropsitomero tpedoBanusm ['OCT 21552-76 u nacrosiuero pasena.

TpaHCHOpTI/IpOBaHI/IC HU3ACIINA MOPCKHUM TPAaHCIIOPTOM JOJIKHO IMPOU3BOAUTHCA TOJIBKO B

CHEeMaJIbHON (MOPCKOI) YIIaKOBKE.

[Ipy TpaHCHIOPTUPOBAHUU >KEJE3HOM JOPOroi WJIM aBTOMOOWJIBHBIM TPAaHCIOPTOM B
TPAHCIIOPTHOM Tape W3JAEIus JOJDKHBI pa3MeIlaTbcs B KPBITBIX BaroHax (Ky3oBax) WJIM B

KOHTEHHEpax.
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6 Xpanenue
Ycnosus xpanenus o 'OCT 91552-76.
XpaHeHHe U3IeNns Ha OTKPBITOH TUIOIIAKE HEJIOMYCTUMO.
OnrumanbHbIC YCIOBUS XPaHCHHUSL:

— TemIepaTrypa oKpykarouien cpesl - ot S 1o 40 °C;

— 1mepenaj remneparyp He 6osiee yeM Ha 5 °C B CYTKH;

— OTHOCHTENbHAs BIAKHOCTH Bo3yxa He Oonee 80% mpu temm-pe 25 °C;

— OTCYTCTBME OCaJIKOB, BETpa, KOHJACHCALIUU BJIaru;

— OTCYTCTBME BO3JICHCTBUS MPSIMOI0 COJTHEUHOTO OOIyUEHHUS;

— OTCYTCTBHE B BO3JyX€ IIPUMECEH I1ECKa;

— CoJepKaHHWE B BO3AYXE KOPPO3HMOHHO-AaKTHBHBIX areHTOB B Mpejelnax,

COOTBCTCTBYHOIIHX YCIIOBHO YHCTOH aTMOC(I)epe.
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7 Yruaumzanus

Yrunmm3anus paauoMoCTa MOKET MIPOBOJAUTHCA IIPHU BBIBOAC €€ M3 OSKCILIyaTalluU
BCJICACTBHUEC MOPAJILHOTO U (1)I/ISI/II-ICCKOI‘O CTapCHUA. PagmomMocT He COJACPKHUT B CBOCM COCTaBC
BCIIECCTB, BPCAHBIX JIA Opr}KaIOH_[eﬁ Cp€abl U 310POBbA YCIIOBEKA. HpOBCI[eHI/Ie YTHJIN3alOuH

paaromocTa He TpeOyeT coOroIeHHsI 0COOBIX Mep 0€30IMacCHOCTH.
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