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HeseBas ayauropus

JlanHOE€ pYKOBOACTBO IO JKCIUIyaTallUM NPEJHA3HAYCHO I TEXHUYECKOrOo IIEPCOHAA,
BBITOJIHSOLIETO HACTPOHKY M MOHUTOpHHI ycTpoicTBa nocpenctsom WEB/CLI kougwuryparopa, a
TaKXe IMPOLEAyphbl 110 €ro yCTaHOBKEe M oOciyxnBaHUI0. KBanngukanus TeXHUYECKOro IepcoHana
npezrnonaraeT 3HaHue padoThl MPOTOKOJIOB M NpUHIMNOB moctpoeHus Ethernet cereil, a Takke
IPaBUJIA AIEKTPOOE30MACHOCTH.

JlanHO€ PYKOBOACTBO PACIPOCTPAaHACTCS HA MOoAenu: JIJaHHOE PyKOBOJACTBO PACIPOCTPAHACTCA Ha
mogenu: NTS-1024, NTS-1024P, NTS-1080, NTS-1080P, NTS NTS-15040P, NTS-15080P, NTS-
15050P, NTS-15090P, NTS-15040, NTS-15080, NTS-15050, NTS-15090, NTS-2024, NTS-2024P,
NTS-4G2S-PoE-B, NTS-4G2S-PoE+-B, NTS-8G2S-PoE+-B, NTS-25240P, NTS-25240, NTS-
25480P, NTS-25480.
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1 |1.007122.06.2021 HekoTopsie onrcanHble PyHKIIMA MOTYT HaXOJIUTHCS B
CTaJMU TECTUPOBAHMSI

2 | 1.10120.07.2021 Jlob6asiien pasnen «PacimrpeHHbIe HACTPOUKHIY,
onucanue kondurypaiwu yepe3 CLI u Web-unrepdeiic

3 | 1.20124.04.2023 Jlo6aByieHbl HOBBIE MOJU(DHUKAIIMHA 000PYTIOBAHHUS

4 | 1.3 01 04.05.2023 Jlo6aBnena rimaBa «Kongurypamus PPPoE Intermediate
Agent».
Jo6asnena nadopmanwms o Hacrpoiike [P DHCP
Snooping option 82

5 | 1.4 01 05.07.2024 Hckmouena riasa «PTP(Precision Time Protocol)», et
TEXHUYECKON BO3ZMOXKHOCTH PEaJTU30BaTh MPOTOKOJL.

6 | 1.50109.10.2024 Jo6Gasnen pazaen Hactpoiiku RPVST nponpuerapusbrit
MPOTOKOJL.

7 | 1.6 0t 14.10.2024 JlononHeHo u ucrpasieHo B pasnene «Kondurypamus
ayTeHTU(UKAITIHN, ABTOPU3AINH U YUETa» OTpaHUYEHUE
MOJIb30BATENS 110 KOJIMYECTBY BBOAMMBIX KOMaH].
Jo6aBiensl mpumMepsl HacTpoek. JloOaBiIeHbI OnTucaHue
snmp, ntp, logging source.
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1 Hoakar04eHne K KOMMYTaTOPY
Hactpoiika mapameTpoB H ympaBleHHE KOMMYTaTopoM ocyilecTBisiercs: udepe3 mopT Console npu
MOJKITIOUCHHN K HEMY BHEIIHEro TePMHHAJIA, B KaYECTBE KOTOPOT'O MOXKET HUCIIOJL30BATHCS IEPCOHAIBHBIN
KoMmImbioTep; depe3 nopT Ethernet, ynmpasnenne ocymectBisercs nocpeactsom SNMP, Telnet, SSH wim Web-
uHTEepdeiica.

1.1 THoaxawuenue yepe3 Console (RS-232)

Jlns yCTaHOBJIEHHSI COSIMHEHUSI MEXIY KOHCOJIBHBIM MopToM KommytaTtopa u 11K, HeoOxoanmo
BBITIOJIHUTD JICHCTBHSL:
- coequuuThb Serial-mopt I1K ¢ moprom Console koMMyTaTopa KOHCOJIBHBIM KaOesieM.
- sanyctuth Ha [1K mporpammy (Putty, HyperTerminal), ycranHoBuTh HacTpoiiku:
- BBIOpaTh COOTBETCTBYIOIIMI Serial mopt kommbroTepa.
- YCTaHOBUTb CKOPOCTH Nepeaaun AaHHbIx 115200.
- 3a7aTh popMar JaHHBIX: 8 OUT NaHHBIX, | CTOMOBBIN OUT, 6€3 KOHTPOJIS YETHOCTH.
- BKJIFOUUTh TUTaHHE KOMMYTATopa.

Ecnu BBl BBIMOMHWIM JAEHCTBUS NpPAaBWIBHO, B OKHE TEpPMHUHAla IOSBUTCSA JIOT 3arpy3kKu
KOMMYTaTopa:

DDR3 initializing, ECC mode=4, clk div=06, 2T=on init by pub=0
<>DDR3 up
CIict

U-Boot 2019.10 (Apr 06 2020 - 11:30:43 +0200) fireant

CPU: ARM A53

Model: FireAnt PCB135/eMMC Reference Board
DRAM: 2 GiB

MMC : sdhci@e00800000: O

Loading Environment from SPI Flash... SF: Detected mx6611g45g with page size
256 Bytes, erase size 4 KiB, total 128 MiB

OK

In: serial@e600100000

Out: serial@e00100000

Err: serial@e600100000

Net: ethO: switch@O

Hit any key to stop autoboot: 0

SEF: Detected mx6611g45g with page size 256 Bytes, erase size 4 KiB, total 128
MiB

Reading 20971520 byte(s) at offset 0x00000000

[Tocie okoHuUaHMs 3arpy3Kd HEOOXOIMMO BBecTH UMs mousb3oBarens (Username) u maposnb
(Password) (mo ymomuanuto Username — “admin” Password — oTcyTcTByeT (10JIe OCTaBUTh ITyCTHIM,
HakaB KiaBuiny «Enter»). B okHe TepMuHana MOSBUTCS TpHINIANICHHE K BBOAY KOMaHI B BHIE
CUMBOJIA «#»:

Username: admin
Password:
#

[To ymonuanuto yueTHas 3amuch admin HageneHa 15 ypoBHeM (HaWBBICIIMIA) TPUBUICTHNA
CUCTEMHOI'0 aJIMUHHUCTPATOpA.



1.1 Hoaxkawouenne 1yepe3 Telnet, SSH

JI1s OK/IFOYEHHUST K KOMMYTATOpy, HCIoJib3ys mpotokoi Telnet wimm SSH. Heo6xomumo 4To0bI Ha
KOMMYTaTOpe ObLIT CKOHpUTYypHupoBaH Ipv4 mim ipv6 aapec u xoct ¢ Telnet kimenToM ObLT TOCTYIICH €
KOMMYTaTopa (HaXOAUJICS B OJJHOM CETH C HUM WJIM OBLI IOCTYIIEH Yepe3 MapILIpyTU3aTop).

B Ttekymem mnpumepe kommyrtarop umeer ip-agpec 192.168.0.186, macka 255.255.255.0.
Cuauvana HeoOxonumo Hactpouth IP-anpec na IIK, ¢ KoTOporo OyneT ocyIIecTBISTLCS yIpaBICHHE.
Hactpoum anpec 192.168.0.176, macka 255.255.255.0. Coenuanm [1K u kommyTaTtop natd KopJioMm
Ethernet. Bemmonaum komanay: telnet 192.168.0.186 B xoManmHOM cTpoke OC wiu
nomkJoumMMcsa depes Putty. 3arem BBemem Username u Password (mo ymomuanuto Username
— “admin” Password - orcyTcTBYeT).

Username: admin

Password:
#
1.2 IMoaxmouenne yepes Web-unrepdeiic

Hns nmocryma k xkommytaropy udepes WEB-untepdeiic otkpoiite WEB-Opayzep u BBeaute B
azpecHoit crpoke http://ip-kommyTtatopa. [1o ymoa4aHWI0 Ha KOMMYTaTOpe IMOJIy4eHHE ip-aapeca
HactpoeHo yepe3 DHCP, ecii mosy4nTs ip-ajpec He yaaioch, ycTaHaBiIuBaeTcs ip-aapec 192.168.1.1
U Mackoi noaceru 255.255.255.0.

B nannom mpumepe ip-aapec kommytaropa 192.168.0.186. B oTkpwbIBIICHCS CTpaHHUIC BBEAUTE
UM TT0JIB30BATENIS M Maposib (1o ymoadanuio Mmst moms3oBatens — “admin’ Ilaposb - OTCyTCTBYET).

Bxog
http://192.168.0.186

MogrneoueHre K CalTy He 3L MLLEHD

MmAa nonaesosarena

Maponk

Bxop CrraeHa

PucyHok 1.1 CrpaHuLa aBTopu3aLmm

[Tpu BepHOM BBOJIE IMEHHU I0JIH30BATENS U Mapoisi oTkpoeTcst ocHoBHo WEB-untepdeiic.

PucyHok 1.1 OcHoBHoe MeHto WEB-uHTepgerica


http://ip-коммутатора/
http://192.168.0.186/
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vmgnitgr Port State Overview Auto-refresh [ | Refresh |
» System
» Green Ethernet
= Thermal Protection
« Ports
= State
» Traffic Overview
= QoS Statistics
= QCL Status
= Detailed Statistics
= Name Map
» CFM
= APS
= ERPS
» Link OAM

Front panel

» DHCPv4

» DHCPvG

» Security

» Aggregation

= Loop Protection
» Spanning Tree

= MAC Table
» VLANS
= MVRP
= sFlow
» DDMI
=UDLD
» Diagnostics
» Maintenance




2  CLI unTepdeiic

JIu1st HACTPOMKH, yrpaBlicHUs: 1 MOHUTOpHHTA Yepe3 CLI untepdeiic, MOAKIIOUMTECH K YCTPOUCTBY
gepe3 nmopt Console (cmotpu 1.1.1), uepes telnet, SHH (cmotpu 1m1.1.2).

2.1 ba3oBble HACTPOHKHU
JlaHHBII pa3aenn coAepKUT ONMUCAHUE U PEKOMEH 1AM 110 0a30BbIM HACTPOMKE KOMMYTATOpa.

2.1.1 Pexumbl KOHPUTYPUPOBAHMS

B untepdeiice koMaHHON CTPOKH JOCTYITHO TpU 0a30BBIX peXUMa!

- [Ionp30BaTenbCKUi pesKUM

- [IpuBunerupoBaHHbIi pexum

- Pexxum rnoGaneHON KOHGUTYpanuu (i nepexona Tpedyercs 15 ypoBeHb MPUBHIIETHI M BBOJ
xoman 11 “configure terminal”, mis Beixoma U3 peskuma TpedyeTcst BBECTH KOMaHy “eXit”)

2.1.2 PaboTra B KOMaHIHOM CTPOKe

Hntepdeiic CLI koMMyTaTopa BBIIIOJIHEH MO MPOMBIIUIEHHBIM CTaHIAapTaM M 00Ja/laeT TUIIOBBIM
HabopaM KoMmaH 1. JIOCTYITHBI CIIEAYIONTNE KIABUIIH ISl PEJAKTUPOBAHUS:

KinaBuima DOyHKIMS
Back Space | yaansiet cumBon nocne kypcopa, no3auLyio Kypcopa He CABUraer.
Beepx NcTopusa BBeAEHHbLIX KOMaHA,

BbiBOoauT npeabliayuyo BBeeHHYI0 KOMaHay. MHOFOKpaTHOG HaXXaTtune
BbIBOAUT paHee BBeEHHbIE KOMaHAbl MO NOPALOKY.

BHu3 VicTopus BBe4eHHbIX KOMaHL.
BblBOAMT crieaytoLLyto BBEOEHHYH KOMaHAay.
Bneso CaBur Kypcopa Ha OAWH CMMBOS BJIEBO
BnpaBso CLOBUT Kypcopa Ha OAWH CYMBON BNpaso
Ctrl + P To e yTo 1 Knasuwa «Beepx»
Ctrl+ N To e YTo 1 KnasuLa «BHU3»
Ctrl+Z Boaspat B Admin pexvm 13 Mo60oro KOHUrypaLmMoHHOro pexuma
Ctrl+C OcTaHoBKa 3anyLeHHoN KoMaHabl, HanpuMep ping
Tab Mpun YacTUYHOM BBOAE KOMaHbI, NPX HaXxaTum Knasuwwm Tab,

BbIBOOATCA BCE JONYCTUMbIE BAapUaHTbl NMPOAOJDKEHNA KOMaHObl.

Js Be30oBa cripaBku B CLI mpeycMOTpeHbI KOMaHIBI:

“help” - 50CTyIHA B JIIOOOM PEXHME, BHIBOJUT KPATKYI0 WH(OPMAIUIO MO HCIIOIH30BAHUIO
(GYHKITUH CTIPaBKH.

“r— AOCTYIIHA B JI000M PCKUME, BBIBOAUT CIIMCOK BCCX NOIMYCTUMBIX KOMAH/J C UX OIMMCAHUCM.

B CJIy4a€ HCKOPPCKTHOI'O BBOAAa KOMAaHAbI BO3BPAIIACTCA I/IH(I)OpMaI_II/IH 00 omnoKe:

% Incomplete command. - KOMaHga BBeAEHa He MOJIHOCTbO NMOO OTCYTCTBYET
obsa3aTenbHbIM NapameTp.
% Invalid word detected at '~' marker. - HenpaBWUIlbHbIM BBOJ KOMaHAbl.

Mapkep '"M' ykasblBaeT Ha MECTO HENPaBUITbHOrO BBOAA.
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% Ambiguous word detected at '~' marker. - BBeaeHHada kKomaHOa UMeeT OBa
n 6onee BapmaHTta nHTepnpetaumn. Mapkep 'M' ykasbiBaeT Ha MECTO HENpPaBWUIIbHOIO BBOAA.

CLI nognep>xuBaet cokpallieHHbIH BBOJI KOMaH/, €CJIM BBEIEHHAs! CTPOKA MOKET OBITh OJIHO3HAYHO
JIOTIOJIHEHA JI0 MOJHOW KOMaH/bl U UHTEPIIPETUPOBAHA B CIIy4ae €AUHCTBEHHO BO3MO>XHOT'O BapUaHTa
uHTepnperanuu. B nHOM ciydae BepHeTcs ommbOKa Buga: V% Ambiguous word detected at
marker."

AT

2.1.3 Co3nanue y4eTHO# 3anucu

[Tpumep co3manus yuyeTHOH 3anucu yepe3 uHTepheic KOMaHIHON CTPOKH:

# configure terminal
(config) # username operator privilege 15 password unencrypted operator

(config) #

Paz6epem BBeAEHHBIC KOMaH/IBI:
configure terminal —mnepexol B peKUM IrI00anbHON KOHPUTYPALIUH.
username operator privilege 15 password unencrypted operator-

CO3/IaHME TIOJh30BaTENIl C MMEHeM Operator, HauBBICIIMM ypoBHeM mnpuBuieruii (15) u maponem
operator

2.1.4 Coxpanenue KoHGUrypanum, nepe3arpy3ska u Bo3Bpar K 3aBOJICKHM HaCTPoOiikam

st coxpaHeHUs] BHECEHHBIX W3MEHEHHWH B KOH(QHUTYpaIlHio KOMMYyTaTtopa TpeOyeTcsl BBIUTH U3
pexnuMa rII00anbHON KOH(GUTYpAllMi U BBECTH KOMaHAy “‘copy running-config startup-
config”, nubo B pexume rinodanbHON KOH(Urypaluu BBeCTH KomMaHay “do copy running-
config startup-config”.

ITpumep coxpaHeHus: KOH(GUTYpaIK B SHEPrOHE3aBUCUMYIO MaMSITh:

(config)# do copy running-config startup-config
Building configuration...

% Saving 1631 bytes to flash: startup-config

[ns  mepe3arpy3ku — yCTpOMCTBAa  BOCIOJB3YWTECh  KOMaHIoll  reload cold B
MIPUBUJIIETUPOBAHHOM PEKHUME.
IIpumep BBOAA B TEpMHUHAJIE:

# reload cold

% Cold reload in progress, please stand by.
Rebooting system...

JInst BO3BpaTa K 3aBOJICKUM YCTAHOBKAM BBITTOJTHUTE KOMaHy reload defaults. B maHHOM
clly4ae KOMMYTaTop He OyJeT nepe3arpyskeH.
[Ipumep BBOZA B TEpMUHAIIE:

# reload defaults
% Reloading defaults. Please stand by.
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2.1.5 Hacrpoiika ”MeHH yCTpoiicTBa

[Tpumep co3manus yuyeTHOH 3anucu yepe3 nHTepdenc KOMaHIHON CTPOKH:

# configure terminal
(config)# hostname switch
switch (config) #

3aaHue UMEHHU XOCTa BBIMOJIHIETCS BBOJIOM KOMaHAbl hostname <uMms ycTporicTsa>. Broa
KOMaHAbl JOCTyNEeH U3 pexuma riodanbHoi KoHpurypanuu. Ilocne BbIMOIHEHHS KOMaHABI, B
TEPMHHAJIE, TEePE] CUMBOJIOM “#’ OymeT OTOOpa)kaThCs MMS BaIIero YCTpoucTBa. Jliasi oTMeHBI
KOMaHJEI BBEIUTE “no hostname”

2.1.6 Koudurypauus unrepgeiicon

Jns mepexona B pexuM KoHpurypanuu uHTep(deiicoB HEoOXOIMMO B pexuMe To0aibHOU
KOH(QUTYpallil BBECTH KOMaHAy interface <name>. Bcero mojuepkuBacTcs TpH BHIA
uHTEp(eiicoB, COOTBETCTBEHHO BO3MOKHBI KOMAH/IbI:

—interface GigabitEthernet <port type list> (Hacrpoiika mnapameTrpoB (¢u3HUECKUx
uHTEp(PENcoB)

-interface llag <1-5> (Hacrpoiika napamerpos llag unrepdeiicon)

-interface vlan <vlan list> (Hactpoiika L3 untepdeiicoB kommyTaTopa)

2.1.7 Hacrpoiika napamMmeTpoB (pu3ndecKux uHTepdeiicoB

Kak omucano B 1. 2.1.6., 1y HacTpolKkH napameTpoB pusudecknx nHTepPericoB, HEOOXOIUMO
NepeiTy B peKuM IrinodaibHON KOHGUTYpaluy U BBECTH KOMaHly interface
GigabitEthernet <port type list> (rme<port type list> -3TO HOMEp MM
nuana3oH uHTepdeiic(a)(oB), TOMYCTUMBI HECKOJIBKO BAPHAHTOB BBOJIA!

(config) # interface GigabitEthernet 1/1
(config-if) #

(config) # interface GigabitEthernet 1/1-4
(config-if) #

(config) # interface GigabitEthernet 1/1,4
(config-if)#

Komannga Onucanue

shutdown Brikmrouenue unrepdeiica

no shutdown Bxrouenue untepderica

speed {10]100|1000|auto} HacTtpoiika ckopocTs pu3uveckoro mopra:
10 — 10mb/s

100-100mb/s

1000-1000mb/s

auto — aBTOMaTHYECKOE COTJIACOBaHHE
CKOPOCTH (€CTh BO3MOXKHOCTh
JOTIOTHUTENFHO YKa3aTh KaKue CKOPOCTU
pa3pentuTh MPH aBTOCOTIACOBAHHH )

duplex {auto|fulllhalf} Hactpoiika pexxuma ayriekca
auto — aBTOMAaTUYECKOE CO TJIACOBAHUE
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JyIuieKca
full - momueIA HyIUTEKC
half - monyaymiekc

description <onmcaxHue>
no description

Ha3HAYCHUE OMHCcaHus uHTepderica
yaaleHue onucanus uarepdeiica

2.1.8 Hacrpoiika L3 untepdeiicoB kommyTaTopa

[To ymonuanuio Ha KommyTartope co3madH L3 murepdetic “vlan 17 ¢ ip-agpecom 192.168.1.1 u
mackoi noaceru 255.255.255.0.

Hns Hactpoiiku mapamerpoB L3 wmHTEpdeiicoB HE0OXOAMMO TEPEHTH B PEKUM TII00ATBHON
KOH(QUIYypallMu U BBECTHM KOMaHIy interface vlan <vlan list> (rme <vlan list> -
9TO HOMEp WM Jauana3oH wuHTepdeic(a)(oB), ecnmu Takoro Homepa HHTepdelica eme HET Ha
KOMMYTAaTope, TO OH OyJIeT cO3/laH aBTOMAaTUYECKH), TOMYCTUMbI HECKOJIbKO BApPHAHTOB BBOJIA:

(config)# interface vlan 1
(config-if-vlan)#

(config-if-vlan)#

(config)# interface interface vlan 1-4

(config-if-vlan)#

(config)# interface interface vlan 1,4

Komanna

Onucanue

ip address <ipv4 addr>
<ipv4 subnet>

no ip address <ipv4 addr>
<ipv4 subnet>

ip address dhcp

Hasnauyenue untepdeiicy craTuaeckoro ipva-
anpeca, rue <ipv4 addr> - ip-agpec, a
<ipv4 subnet>-— Macka I0JCETH

VY naneHune craTHdeckoro ip-agpeca ¢
uHTepdeiica

[Monyuenwue ipv4-aapeca aBTOMaTHYECKH OT
cepsepa dhcp

add ip address <ipv4 addr>
<ipv4 subnet>

del ip address

Haznauenue unrepdeiicy A0MOIHUTETHHOTO
cTaTuyeckoro ipv4-aapeca, rie

<ipv4 addr> -ip-agpec,a

<ipv4 subnet>- MacKa IOJACCTH

V naneHue A0MOTHUTEIBHOTO CTATHYECKOTO
ip-aapeca ¢ uaTEepdeiica

ipv6 address <ipv6 subnet>

no ip address <ipv6 subnet>

ipv6 address dhcp

Hasnayenue nunaTepdeiicy craTuyeckoro ipv6-
anpeca, rie <ipvé subnet> - ip-agpec_
MacKa IMO/ICeTH

V naneHue craTHYeCcKoro ip-aapeca ¢
uHTepdeiica

[Toyyenue ipv6-aspeca aBTOMaTHIECKH OT
cepsepa dhcp

ip cos <0-7>

HacTpoiika MapKUpOBKH HCXOSAIIETO
Tpaduka c uaTepdeiica ynpanieHuUs.
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no ip cos OTMeHa KOMaH/Ibl.

Js ynanenus L3 nntepdeiica B pexume rio0aibHOM KOHGUTypali BBEJUTE KOMAHY:
no interface vlan <vlan list> (rge <vlan list> - 5TO HOMEp WM JHAIA30H

unrepdetic(a)(oB)).
2.1.9 Hacrpoiika MapuipyToB

Jig co3anus CTaTHMYECKOr0 MapuipyTa MCIOJIL3YyeTCs KOMaHaa ip route <ipv4 addr>
<ipv4 subnet> <ipv4 ucast>, rue<ipv4 addr> - I1elneBou aapec Ui yAaJeHHO CeTH,
<ipv4 subnet> — Macka @OJICETH s YJAJIECHHON CEeTH, <ipv4 ucast> - ip-a/:[pec
CIEAYIOLIEro Iepexoaa JUisl IEpPeChUIKM IAaKETOB B YAAJIEHHYIO ceThb. JlocTynmHa B pexume
nI00aTbHOM KOH(pHUTYpaIuu.

[Ipumep HACTPONKH CTATUYECKOIO0 MApUIPYTa:

|(config)# ip route 192.168.10.0 255.255.255.0 192.168.10.1

Jns ynanenus MapiipyTa IpUMEHSETCs KOMaHaa no ip route

|(config)# no ip route 192.168.10.0 255.255.255.0 192.168.10.1

2.1.10 Hacrtpoiika BpeMeHH

2.1.11 Hacrpoiika NTP

Komanna Onucanue

ntp Bxmtouenue ¢pynkuuu ntp

no ntp Brikmtouenne ¢pyHkimu ntp

ntp server <1-5> <domain name> | [lo3BoysieT yKa3aTh agpec WIH JOMEHHOE UMs

< ipv4_ucast> <ipv6_ucast> NTP-cepBepa. BozmoxkHO HacTpouTh 10 5
aJpecoB.

nontp server <1-5> Brikmrouaet ykazannbiit NTP-cepsep.

ntp source <ipv4 ucast> Jns ykazanus source-1P-agpeca ainst NTP-
MaKEeTOB JJIsl BCEX peer.

no ntp source
VYcranasnmuBaet source-1P-aapec mst NTP-
AaKETOB 110 YMOJIYaHHIO

2.1.11.1 Koudurypamus 4acoBoro mnosica

Komanpga Omnucanue
clock timezone <wordleo> <-23- <wordl6> - aKpOHUM JIs ONPENECIECHUSA
23> 4acoBOTO Mosica
<-23-23> - COOTBETCTBYIOIIMNIA YaCOBOU
I105IC
clock summer-time <wordl6> Kondurypanus nepexosa Ha jneTHee BpeMsl
date <start time> <end time> <wordl6> - aKpOHUM JJIs ONPEAECTICHUS
<offset> 4acoBOro mosca
<start time> - Bpems Hauaia
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neiicrus B popmare (MM DD YYYY

HH:MM)

<end time> - BpeMs OKOHYAHUS
nerictBus B popmare (MM DD YYYY
HH:MM)

<offset> - KOJIMYECTBO MUHYT IJIA
J00aBJICHNs B JIETHEE BpEMsI

2.1.12 Kondurypauus ’KypHaja CHCTEMHbIX COO0IEeHH I

System log (cucTemHBI KypHal) — CTaHAAPT OTIPAaBKA U PETHCTPAllMM COOOLICHUH O
HPOUCXOMAIINX B CHCTEME COOBITHAX (TO €CTh CO3JIaHMS JIOTOB), UCTIOJIB3YIOIIUICS B KOMITBIOTEPHBIX
cersx, paborarouux no nporokoisy IP. Hactpoiika joctyrnHa u3 pexxuMa riodanbHOl KOHGUTrypanuu.

KomaHaa OnucaHune

logging on PexxuM paboThI: BKIIFOYEH.

no logging on PexxuM paboThI: BBIKITIOUCH.

logging flash COXPAHEHHUE JIOra B DHEPrOHE3ABUCUMYIO
aMATh

no logging flash OTMEHA KOMaH bl

debug logging flash IPOCMOTD JKypHAlla B SHEPTOHE3aBUCUMOM
aMsATH

debug logging erase yIaJeHHE 3alKcel JKypHaa u3

3Hepr0He3aBHCHMOﬁ namMsATH

platform debug allow nepexos B pexum debug

logging host {<domain name> | Hacrpoiika agpeca syslog-cepeepa

<ipv4 ucast>} rae <domain name> - HMS CEpBEpa
<ipv4_ucast> - ipv4-aipec cepBepa

logging level {error | Br10op THMa oTpaBisieMbIX COOOIIEHUH.

informational | notice | Error — ornpaBnsTh TOMBKO OMIUOKH

warning} Informational - OTHpaBIATH UHPOPM.
COOOIIeHNs, YBEIOMIICHUS, IPEIYTIPEXKICHUS
1 OIINOKH.

Notice - OTHpaBIATH YBEIOMIIECHHUS,
IPEIYIPEXKACHUS U OIINOKH.

Warning — OTIpPaBIATh HPEAYIPEXKICHUA
U OIIMOKH.

Yka3zaTb ucxogubiu [P-agpec s
coobieHun syslog.

logging source <ipv4 ucast>

[Tpumep HACTpOIKHU B TepMUHAIIE (BKIIOUCHHE BEIEHUS )KypHaJla COOBITHH, YCTAaHOBKA aJipeca
syslog-cepeepa ¢ aapecom 192.168.0.176, BeIOOp THIIA COOOIIEHHUIT TSI 3aITUCH B KYyPHAJIEC — BCE):

|(config)# logging on
15



(config)# logging host 192.168.0.176
(config)# logging level informational

2.1.13 VLAN

Hcnonb3oBanne BUpPTyallbHBIX JOKaIbHBIX ceTelt VLAN (Virtual Local Area Network) siBnsercs
HOMYJIIPHBIM W HEJIOPOTMM CIIOCOOOM CErMEHTHUPOBAHHS PAa3BEPHYTOM CETH IO JIOTHYECKH
CTPYIITUPOBAHHBIM yCTPOHCTBaM OE30THOCHUTENIBbHO K uX ¢u3nmdeckuM coeauHeHusMm. Cetn VLAN
TaK)e CETMEHTHUPYIOT CeTh Ha pasiuuHble 104 mmpokoBeaTeNbHbIe TOMEHbI TaKUM 00pa3oM, 4To
MaKeThl nepefaroTcs Ha mopThl BHYyTpH VLAN, KOTOpOH OHU NMpUHAJIEKAT.

Ceru VLAN mnoBeImarT 06e30MacHOCTb. Y CTPOHCTBA, KOTOPBIC YACTO CBSA3BIBAIOTCS APYT C APYTOM
rpynnupytorcss B ogHy U Ty ke VLAN. Ecnu ycrpoiictBa ganHod VLAN xenaior cBs3aTbCs C
ycrpoiictBamu B Apyroii VLAN, Tpaduk A0IDKEH MPONTH 4Yepe3 YCTPOMCTBO MapIIpyTH3AIMH WA
KOMMYTaTOp 3-r0 YPOBHSI.

Ceru VLAN ynpomiator ynpasieHue TpagukoM. B OOBIUHBIX CETSIX, HE CErMEHTHPOBAHHBIX HA
VLAN, 15erko BO3HHMKaeT Tmeperpy3ka, oOOyCIIOBICHHas LIMPOKOBEIIATEIbHBIM  TPaQHUKOM,
aJipecoBaHHOro0 BceM ycTpoicTBaM. CBOJsS K MHUHMMYMY paclpOCTpaHEHHE UIMPOKOBEIIATEIbHOIO
Tpaduka no Bceit cetu, cetd VLAN obneryaior paboTy ycTpoHCTBaM IPYIIIbI, YACTO CBSA3BIBAIOIIUMCS
¢ ApyruMu yctpoiictBamu B Tod xe€ VLAN 3a cuer neneHus BCEHM CETM Ha HECKOJBKO JIOMEHOB
BELLAHUS.

Jnis moctyma K HacTpoiikaM He0OXOAMMO MEPEUTH B PEKUM III0OATBHOM KOH(PHUTYpalHy, a TaKkxKe
HACTPOUTHh HEOOXOAUMBIE MTOPTHI.

Komanpma \ Onucanne
['mobGanpHBIE HACTPOIKHU
vlan <vlan list> Cosnanue vlan u mepexo B pesxum

KoHurypamuu vlan

no vlan <vlan list> V nanenue vlan

name <vword32> Hacrpoiika nmenu vlan

no name <vword32> VYV nanenue uMeHU

vlan ethertype s-custom-port HacTtpoiika Tuna ethertype/TPID,
UCII0JIL3YEMOTO JUIsl CIIEHUaIUu3UPOBAHHBIX S-
IIOPTOB

Hactpoiika nopros

interface GigabitEthernet Br160p nopToB U1 HACTPOWKU TapaMeTPOB

<port type list>

switchport mode {access | HacTtpoiika pexxuma paGoTsl mopTa

hybrid | trunk} access (Joctyn): [TopTs! mocTyma, Kak

MIPaBUJIO, HCITOIB3YETCS IS TIOAKITIOYCHHS K
KOHEYHBIM CTaHIUAM. JluHaMuuecKue
¢bynkum, Takue kak Voice VLAN moryT
N00aBUTH MOPT K OOJIbIIEMY KOJIUYECTBY
VLAN. [1opTel nocTyIa UMEIOT CIEIYIOIINE
XapaKTePUCTUKH:

- [Ipunaanexur posHo k onHoit VLAN (port
VLAN). - [IpyHrMaeT HeTernpoBaHHbIC H
TETUPOBaHHBIE KAJIPHI.
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- Y nansiet Bce KaJipbl, KOTOPBIE HE
kinaccuduiupyrorcs kak access VLAN.

- Ha BbIXOZI€ BCE Kaaphl,
kiaccuduupoanubie kak Access VLAN,
nepenatrcs 6e3 Teros. pyrue
(muramuvecku gobasineHHbie VLAN)
MepearoTCs ¢ TEramu.

trunk (MaructpanbHble): MarucrpanbHble
HOPTHI MOT'YT IlepesiaBaTh Tpa(uk Ha
HECKOJIBKO BUPTYaJIbHBIX JIOKAIbHBIX CETEN
OIHOBPEMEHHO U, KaK IIPaBHJIO,
MCIIOJIb3YETCS ISl NOJAKIFOYEHUSI K IPYTUM
KOMMYTaTopaM. MarucrpaiabHble TOPTHI
UMEIOT CJIEYIOIINE XapaKTePUCTUKU:

- ITo ymomuanuto, trunk-nopt siBisercs
ynenoM Bcex VLAN (1-4095).

- VLAN, 4j1€eHOM KOTOpPBIX SIBISETCS
MarucTpajibHbIi OPT, MOKET ObITh
OrpaHHuEHO MmyTeM ucnonb3oBanus Allowed
VLAN.

- Kagpsl, knaccudunmpoBanusie ¢ VLAN,
YJIEHOM KOTOPBIX IOPT He sBisgercs, 106
orOpacskiBatorcs. - Ilo ymonyanuto, Bce
KaJIpbl, KpOME KaJpOB,
kiaccuuiupoBaHHbIx Kak port VLAN,
nepealTces TerupoBaHHbIMU. Kaapel,
kiaccupuupoBansble B port VLAN, He
nosrydaroT C-TeramMu Ha BbIXOJI€
- M0>XHO HaCTPOUTH yCTPOUCTBO TETUPOBATH
Ha BBIXOJIE BCE KaJPbl, B 3TOM CIIy4yae TOJIbKO
TErnpoBaHHbIE Ka/Ipbl OyAyT MIPUHUMATHCS Ha
BXO/I€.

hybrid (I'mOpuassie): ['mOpuaHbIE TOPTHI
CXOKH ¢ nmopramu tuna Trunk Bo MHOTHX
OTHOIIIEHHSIX, HO MMEIOT JIOTIOTHUTEIIEHBIC
¢byHkuuu. B nononnenue k
XapaKTePUCTHKAM, OTIMCAHHBIM JUTs trunk-
MOPTOB, THOPUIHBIE TOPTHI UMEIOT
CJIeTyIOIINE BO3MOXKHOCTH:

-MoryTt 6bITh ckOHUTypupoBaH kak VLAN
unaware, C-tag, S-tag wim Scustom tag.

- C BO3MOKHOCTBIO (DMIIBTPALIMU HA BXOJIE.
- O6paboTKa BXOAIINX KaJIPOB U
KOH(UTypaIHIO BEIXOHOTO TETHPOBAHUS
MOKHO HACTPOUTH HE3aBHCHUMO.

switchport access vlan
vlan id>

switchport trunk allowed vlan
<vlan list>

Hactpoiika VLAN ID nns nopra.
JlomycTruMblil 1Mana3oH 3HaYeHuii: ot 1 10
4095. TTo ymomyanuto 3agano. Koman bt
MIPUBE/ICHBI B 3aBUCUMOCTH OT PEKHUMA
paboThI MopTa.
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switchport hybrid allowed vlan
<vlan list>

IToptel B pexkumax Trunk u Hybrid moryt
KOHTpOJIUpOBaTh wieHaMu kakux VLAN onu
MOTYT CTaHOBUTHCA. [1opThI B peskume Access
MOKET OBITh WIEHOM TOJIbKO ofHOM VLAN,
access VLAN. ITone MokeT ObITh OCTaBICHO
nycTeiM. B Takom citydae, mopT He OyaeT
yieHoM Hu ogHou VLAN.

switchport forbidden vlan add
<vlan list>

Hactpoiika mopta ajst TOro 4T00BI HUKOT 1A
HE CTAaHOBUTHCS YIEHOM OIPEIEIEHHBIX
VLAN. 310 MOXeT OBbITh TOJIE3HO MPU
UCIOJIb30BAHUU TMHAMUYECKUX IPOTOKOJIOB,
paboratomx ¢ VLAN, nanpumep, GVRP.
ITo ymonuaHuio, ojie OCTaBICHO IYCTHIM U
OTrpaHUYCHUH HE HAKJIAJBIBACTCS.

switchport hybrid ingress-
filtering

Hactpoiika ¢punbTpannu BXOAALIMX KaJApOB.
Ecnu ¢unpTpanus BXoagmmx KaJapoB
BKJIIOUEHA U BXOASIIUN Kaap HE
npuHamiexkut VLAN, ykazaHHOMY Ha
JTAHHOM TI0pPTY, TAaKOW KaJp 0TOpachIBaeTcs.
Ecnu ¢unpTpanus BXoIgImx KaJapoB
BBIKJIFOYECHA U BXOJALINM Kazp HE
npuHaie:xkut VLAN Takon kaap
IIPUHUMAETCS U IIEpENacTCs B KOMMYTaTOp.
[To ymomyanuio GpuibTpanusi BXOASIINX
KaJ[pOB BKJIFOUEHA JJISl IOPTOB B PEXKUMAX
access H trunk.

switchport hybrid acceptable-
frame-type {all | tagged |
untagged}

HacTtpoiika pexxuma 00pabOoTKH BXOISIIMX
KaJpOoB (IOCTYIHO ToJbKO Mist Hybrid
MOPTOB)

All - TerupoBaHHBIEC U HETETMPOBAHHBIC
KaJIpbl MPUHUMAIOTCSI.

Tagged - Tonbko TernpoBaHHbIE KaJpbl
npuHUMaroTcs. HererupoBaHHsble -
oTOpachIBaloTCA

Untagged - ToNbKO HE TETUPOBAHHBIE
KaJIpbl IPUHUMAIOTCS. TerupoBaHHBbIE -
OTOpacChIBAIOTCS.

switchport hybrid egress-tag {
all | none}

Hacrpoiika TerupoBaHust Ha BBIXOJE JIs
hybrid moptos.

All - Bce xaapsl epearoTcs ¢ METKaMHu.
None - Bce kaapsl mepeaaroTcs 6€3 METOK.

ITo ymomuanmto - kagpsl ¢ Mmetkoi VLAN
cosnazarouier ¢ port VLAN nepenarorcs He
TerupoBaHHBIMU. OCTAIBHBIE KAJIPBI
MIEPENAOTCS CO CBOMMU METKAMH.

switchport trunk vlan tag
native

Hacrpoiika TernpoBaHus Ha BBIXOJE IS
trunk moptog. [1pu Takoit komaHae Bce Kaapbl
NEPEJAIOTCSA C METKAMH.
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switchport {trunk | hybrid}
native vlan <vlan id>

Hactpoiika Port VLAN

switchport hybrid port-type
{c-port | s-custom-port | s-
port | unaware}

Konduryparust ruOpuHbIX TOPTOB.

c-port — ecii BO BXOJSILEM
terupoBaHHoM kajape TPID=0x8100, on
nepenaercs. Eciu kaap HeTerupoBaHHBIN WU
MIPUOPUTETHO TETUPOBAHHBIN B HETO
nobasnsiercs ter port VLAN. Ucxoasiue
KaJpbl Terupyrorcs metkoit C-tag.

S—custom-port — €CJIM BO BXOIAIIEM
terupoBaHHoM kajpe TIPID=0x8100 mnu
Ethertype for Custom Sports on nmepegaercsi.
Ecnu xanap HeTernpoBaHHBIN UK
MPUOPUTETHO TETUPOBAHHBIN B HETO
no6asisiercs Ter port VLAN. Ucxopsue
Kazphel Terupyrorcs Mmetkor Custom S-tag.

S—port - eciu BO BXOJAILEM
terupoBaHHoM kajipe TIPID=0x8100 wiu
0x88AS8, on nepenaercs. Ecnu kaap
HETErMPOBAHHBIA UM IPUOPUTETHO
TETUPOBAHHBIN B HETO J100ABJISIETCS TET port
VLAN. Ucxonsmue Kaapbl TETUPYIOTCA
MeTKo# S-tag.

unaware - BCE€ BXOJIAIIHE KaJpbl, BHE
3aBUCUMOCTH OT TOT'O €CTh JIM Y HUX TET WU
HeT, Terupytorcs metkoit port VLAN (PVID).
Paspemennsie VLAN He ynanstorcs Ha
BBIXOJIE

[Mpumep co3nanus vVlan u vactpoiiku vlan Ha GpusrnueckoM uHTEpdeiice:

# configure terminal
(config)# vlan 90
(config-vlan) # name office
(config-vlan) # exit

(config-if) # switchport mode trunk

(config)# interface GigabitEthernet 1/7-8

(config-if) # switchport trunk allowed vlan 90

Pazbepem komaH b

- Cosnanue vlan 90 B rimabanbHOM KOHPUTYpaIHH;

- Nmsa Vlan;

- Bwi6op HeoOxoauMbIx nHTEp(EcoB 115t HACTPOUKH (TopT 7 U 8);

- TlepeBox unrepodeiicos B pexum trunk;
- Jlo6asnenue vlan 90 (tagged).
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ITpumep Hactpoliku mopta B hybrid:

# configure terminal
(config)# vlan 10,20,30,40,50,60
(config-vlan) # exit

(config)# interface GigabitEthernet 1/1-4

(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #

switchport
switchport
switchport
switchport
switchport
switchport

mode hybrid
hybrid
hybrid
hybrid
hybrid
hybrid

allowed vlan 10,20,30,40,50,60
tagged vlan add 10,20,30
untagged vlan
ingress-filtering
native wvlan 40

add 40,50,60

[Ipumep HACTpOMKHU MOPTA B access:

# configure terminal
(config)# vlan 40
(config-vlan) # exit

(config-if)# switchport mode access

(config)# interface GigabitEthernet 1/1

(config-if)# switchport access vlan 40

2.2 PacmimpeHHbIe HACTPOHKHU

2.2.1 DHCP
2211  DHCPv4

DHCP (mipoTokoa AMHAMHYECKOW HACTPONKH y3J1a) — CETEBOM MPOTOKOJ, MTO3BOJISIOIIHI
KOMITbIOTEpaM aBTOMAaTHUYECKH Nnoiy4dats [P-aapec u apyrue napameTpsl, HEOOXOAUMBIE IS
pab6otel B cetu TCP/IP. JlanHbIi poToKos padoTaeT o MOAENHU «KIHEeHT-cepBep». s
aBTOMATHUYECKOW KOH(PUTypalMy, KIMEHT Ha 3Tarne KOH(UTypalui CEeTEeBOr0 yCTpoiicTBa
oOparaetcs Kk Tak HazpiBaeMomy cepepy DHCP u nmonydaet oT Hero Hy’>KHbIE TTapaMeTphI.

Komanna

‘ Onucanue

['mobGanpHBIE HACTPONKHU

ip dhcp server

no ip dhcp server

Bxmrounts DHCP cepsep

Brikmounts DHCP cepep

ip dhcp excluded-address
<ipv4 addr> <ipv4 addr>

no ip dhcp excluded-address
<ipv4 addr> <ipv4 addr>

Jlo0aBuTh AMana3oH-TPyNIy UCKI0YaeMbIX
IP anpecoB. OObIYHO ajpeca UII030B, TaK
kak DHCP cepBep He 10KeH pa3iaBaTh
azipeca IUTI030B KJIMEHTaM

Yaanute nuanazoH-rpynny UCKIHOYaeMbIX
IP agpecos.

Hactpoiika nmyna agpecos

ip dhcp pool <word32>

Co3nath nysna ip-aipecoB, HA3HAYUTH UM

no ip dhcp pool <word32>

VY naauth myJa ip-aapecos

{host | network} <ipv4 ucast>
<ipv4 netmask>

Bri6op Tuna myna 3amaHue ip-aapeca U Macku
MOJICETH IyJia

lease <0-365>

Bpewms apens! aapeca. [lo ymonuanuto

BpeMs apeHbl paBHO 24 yacam. MoxHO
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BBICTaBUTb CBOC BPCMS apCHAbBI.

DHCP Snooping

ip dhcp snooping vlan
<vlan list>

Bxutounts ¢pynknuo DHCP snooping B
OTHEJILHOM Vlan

ip dhcp snooping max-client
<1-2048>

3aiaHue MaKCUMAIBHOTO YHCIIa KINCHTOB
(mo ymosruanuio 2048)

ip dhcp snooping option82

Bxirouenue onuu 82

ip dhcp snooping circuit-id
<word> remote-id <word> format
ascii

3amanue ¢popmara onuu 82

DHCP Relay

ip dhcp relay

no ip dhcp relay

Bxmouenune ¢pynkunun DHCP Relay

Brixmouenune ¢pynakuuun DHCP Relay

ip dhcp relay information
option

no ip dhcp relay information
option

Bxutouenne pexnma unpopmanuu DHCP-
perpanciaTopa. Korna BKItOYeH pexum
nepenaun naopmauuu DHCP, arenr
BCTaBJISIET OMPEICIICHHYIO HH(OPMALIUIO
(mapametp 82) B coobmienue DHCP npu
nepecouike Ha cepeep DHCP u ynanser ee u3
coobmenuss DHCP npu nepenaue Ha KIMEHT
DHCP. PaGotaet TOIbKO MpU BKIIFOUEHHOM
pexume padotet DHCP-perpancistopa.

OTKIIIOUYUTH PEXKUM J0OABICHUS
uHpopmanuu (mapamerp 82) DHCP-
pEeTpaHCISITOpA.

ip dhcp relay information
policy { drop | keep | replace}

Hacrpoiika npaBuia i napamerpa
uHpopmanuu o perpancisinua DHCP.
Bo3MoskHbIe npaBuia:

replace: 3aMEHUTH UCXOTHYIO
UH(pOPMaLINIO

keep: CoxpaHUTh UCXOIHYIO HH(OPMAIIHIO.
drop: OTOpOoCUTh aKkeT

Hactpolika nopros

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

ip dhcp snooping

no ip dhcp snooping

Brurouenue ¢pynxuunun DHCP snooping

Brikmouenue ¢pynxkuun DHCP snooping
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ip dhcp snooping trust Hacrpoiika pexxuma 115 nopra:
Hosepennsiii (Trusted) — mopT
KOMMYTAaTOpa, K KOTOPOMY MOIKIIOUEH
npyroi kommyTtarop win DHCPcepsep.
DHCP-nakeTsl, moy4eHHbIE C JOBEPEHHOTO
opTa, He OTOPachIBAIOTCA.

Henanéxusiii (Untrusted) — mopr,

no ip dhcp snooping trust KOTOpOMY HoAK/IIoueH Kiuent. DHCP-
OTBETHI, IPUXOIAIINE C ITOTO MOPTA,
0oTOpachIBalOTCs KOMMYTAaTOpoM. J[ist
HEHAJAEKHBIX TIOPTOB BBIOTHIETCS PSIJ
npoBepok coobmennit DHCP u co3naéres
6a3a ganHbix npuBssku DHCP (DHCP
snooping binding database).

[Tpumep nactpoiiku DHCP cepsepa:

# configure terminal

(config)# vlan 3

(config-vlan) # exit

(config)# ip dhcp server

(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode access

(config-if)# switchport access vlan 3

(config-if) # exit

(config)# interface vlan 3

(config-if-vlan)#ip address 10.10.10.3 255.255.255.0
(config-if-vlan)#ip dhcp server

(config-if-vlan)# exit

(config) #ip dhcp pool 3

(config-dhcp-pool) #network 10.10.10.0 255.255.255.0
(config-dhcp-pool) #lease 1 0 O

2212 DHCPvV6

Komanna ‘ Onucanue
['mobGanpHBIE HACTPONKHU
ipve dhcp snooping Bxurounts pexxum DHCPv6 snooping. Korna

BKJroueH pexxum DHCPv6 snooping,
coobuienus 3ampoca kauenra DHCPv6 Oynyt
MepEeChUIaThCS Ha JIOBEPEHHbBIE TIOPTHI U
pa3pelaTh OTBETHBIE TAKETHI TOIBKO OT
JIOBEPEHHBIX TIOPTOB.

no ipve6 dhcp snooping Beikmounth peskum DHCPv6 snooping
ipv6 dhcp snooping nh-unknown Br100p 06paboTKN HEU3BECTHBIX 3HAUYCHUN
{allow | drop} 3arosioBka IPv6. KommyTaTop nosmkeH

aHaJIM3UpPOBaTh Bce MakeThl [IPv6 mys kinenTa
DHCPv6, uToOBI ONIpeIenTh,
JIERCTBUTENBLHO JK 3TO coobiienne DHCPv6
Bo3MoxHBIE BapUaHTHI:

drop- OTOpachiBaTh MaKeTHI C
HEW3BECTHBIMU 3ar0JIOBKAMH PACUIUPEHUS
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IPV6. D10 Haubomnee Ge30macHbIil BApUAHT, HO
OH MOXKET MPUBECTH K 1epedosiM B Tpaduke.
allow- Pa3pemuTs nakeTsl ¢
HEU3BECTHBIMH 3ar0JIOBKAMH PACILIUPEHHUS
IPV6. D10 MeHee Oe30macHbIif BApHAHT, HO OH
MpeA0TBpalaeT nepedou B Tpaduke.

Dhcep6 Relay ans onpenenennoro vlan.

interface vlan <vlan list>

Cosnanue uarepdeiica Vlan

ipv6 dhcp relay interface vlan
<vlan_ id>

VYkazanue uneHtudukaropa nHTepderica,
MCIIOJIb3YEMOTO ISl pETPAHCIISIIIIH.

ipv6 dhcp relay destination
<ipv6_ ucast>

VYka3zanue aapeca [Pv6. IPv6-aapec cepsepa
DHCPv6, Ha KOTOpBIH JOJKHBI OBITh
pETpaHCIMPOBAHBI 3aPOCHL. 3HAYCHUE TI0
ymomuanuio «ff05 :: 1: 3» o3navaet «ir000it
DHCP-cepBep».

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160p mopToB A HACTPOIKK TapaMeTpoB

ipv6e dhcp snooping trust

no ipvé dhcp snooping trust

Hacrpoiika pexuma paboThl mopTa Kak
HaJEXHBIA UCTOUYHUK cooOmienuit DHCPv6.

OTMeHa KOMaH/Ibl ¥ YCTaHOBKA peKUMa
paboThI KaK HEHAJIS)KHBINH MCTOTHHK
coobenuit DHCPv6.

2.2.2 Yposuu npuBuJjeruii. Privilege Levels

Komanna

‘()HHC&HHG

['moGasibHBIE HACTPOHKHU

web privilege group { APS |

Aggregation | Alarm | CFM |
DDMI | DHCP | DHCPV6_Client |
Debug | Diagnostics | ERPS |
ETH LINK OAM | Firmware |
Green Ethernet | IP |

IPMC Snooping | LACP | LLDP |
Loop Protect | MAC Table | MRP
| MVR | Miscellaneous | NTP |
POE | Ports | Private VLANs |
QoS | RMirror |

Security (access) |
Security (network) |

Spanning Tree | System | UDLD
| UPnP | VCL |

VLAN Translation | VLANs |
Voice VLAN | XXRP | sFlow |
uFDMA ATL | uFDMA_CIL} level
{configRoPriv | configRwPriv |
statusRoPriv | statusRwPriv}
<0-15>

Br16op rpymmnsl U HacTpoiika ypoBHS
HpI/IBeJ'IeFI/Iﬁ JJ1s1 OJHOT'O NJIN HECKOJIBKUX
MOZYJIEH:

-System: Contact, Name, Location,
Timezone, Daylight Saving Time, Log;
-Security: Authentication, System Access
Management, Port (contains Dot1x port,
MAC based and the MAC Address Limit),
ACL, HTTPS, SSH, ARP Inspection, IP
source guard;

-IP: Bce, kpome ping;

-Ports: Bce, kpome VeriPHY;
-Diagnostics: ping u VeriPHY;

- Maintenance: CLI

- System Reboot, System Restore Default,
System Password, Configuration Save,
Configuration Load and Firmware Load. Web
- Users, Privilege Levels u Bce B
Maintenance;

-Debug

configRoPriv - Kondurypauus:
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TOIBKO YTECHUE

configRwPriv - Kondurypanus:
YTEHUE U 3aIUCh

statusRoPriv - CraTyc/cTaTUCTHKA:
TOJIBKO YTCHUE

statusRwPriv - CraTyc/cTaTuCTHKA:
YTEHUE U 3al1Ch

YpoBens npuBwieruii rpynmsl ot 0 go 15.
[TpuBwmIIerus MOIB30BATEINS JOHKHA OBITH
TaKOM K€ WU OOJIbIIE, YeEM YPOBEHb ITOM
IPYIIIbI, 4TOOBI UMETh JOCTYII K 3TOM Ipymie.

ip dhcp excluded-address
<ipv4 addr> <ipv4 addr>

no ip dhcp excluded-address
<ipv4 addr> <ipv4 addr>

JloGaBuTh AMANa3oH-TPyMILy UCKIOYaeMbIX
IP agpecoB. OObIUHO aapeca MUTIO30B, TaK
kak DHCP cepBep He 10KeH pa3/iaBaTh
azpeca NUIF030B KIIMEHTAM

Ynanute auanazoH-rpynny UCKIFYaeMbIX
IP anpecos.

2.2.3 Koudurypauus ayrentupukanum, apropusanuu u yyera. Authentication,

Authorization, Accounting

Authentication (ayTeHTH(UKAINST) — COMOCTABICHUE 3aIIpOca CYIICCTBYIONIEH YIETHON 3aIucu

B cHCTeME 0€30I1aCHOCTH.

Authorization (aBTopu3aIus, IpoBepKa YPOBHs JOCTYIa) — COTOCTABIICHHE YUETHOM 3aITUCH B
cucteme (Iporieae ayTeHTUPUKAINIO) U OMPEIeIEHHBIX TOTHOMOYHIA.
Accounting (y4€T) — CJIe)KE€HHE 3a TOTPEOJICHHEM PECypPCOB MOIb30BATEIIEM.

Komanna

‘ Onucanue

['moGanpHBIE HACTPOMKHU

aaa authentication login

{console | http | ssh |
telnet} {local | radius |
tacacs}

no aaa authentication login
{console | http | ssh |
telnet}

Local - uCroab30BaTh JOKaIbHYI0 0a3zy
JTAHHBIX HA KOMMYTaTope JUIsl IPOBEPKU
MOIJIMHHOCTH;

Radius - HCIIOIB30BATH yAAJICHHBIE
cepBepbl RADIUS nns ayreHTudukanuy; -
Tacacs - UCNOJIb30BATh YJAJICHHbIE
cepepbl TACACS miisa ayreHTHDUKAINY;

OTkiroueHne ayTeHTU(UKaLUY, U BXOJ B
CUCTEMY HEBO3MOKEH;

aaa authorization { console
ssh | telnet } tacacs

Tacacs - JUIs aBTOPU3aLUU KOMaH]{
MCIOJIb3YETCS OJJMH UM HECKOJIBKO
ynaneHHsix cepeepoB TACACS+. Ecnu Bce
yJAaJieHHbIE CEpBEPhI HAXOIATCS B
aBTOHOMHOM PEXXHME, I10JIb30BaTENI0
npeaocTasigercs Joctyn kK komangam CLI B
COOTBETCTBUU C €T0 YPOBHEM IIPUBHJIECTHH.
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no aaa authorization { console
| ssh | telnet }

aaa authorization { console |
ssh | telnet } commands {0-15}
config-commands

Otxirouenue apropusanuu. [lonp3oBarens
noJyty4aeT 1octyn k komanjgam CLI B
COOTBETCTBUU CO CBOMM YPOBHEM
IIPUBUIIET U

ABTOpHU3aIMU KOMaH/ MO3BOJISIET OrPAaHUYUTh
kosmuecTBO kKoMana CLI, noctynHbix
moyb3oBarenio. Iloap3oBaTeno
npeaocTasigercs goctyn Kk komangam CLI B
COOTBETCTBHUU C €r0 ypOBHEM mnpuBmiierui (-
15. Mcnonb30BaHue y1aJeHHOTO CepBepa
TACACS+ s aBropusanuu komanj. Ecnu
BCE€ Y/IaJICHHBIE CEPBEPHI OTKJIKOYEHBI,
MOJIb30BATENIO MTPEAOCTABIIACTCS TOCTYII K
koMaugaM CLI B cOOTBETCTBUH C €TI0
YPOBHEM MPUBUJICTUI.

aaa accounting { console | ssh
| telnet } tacacs commands {0-
15} exec

No aaa accounting { console |
ssh | telnet }

Commands - Bxkiroudaer yyer BceX KOMaH[
C YPOBHEM IMPUBUJIETUI BBILIE WU PABHBIM
3TOMY YpPOBHIO. /lonycTUMBIE 3HAaUeHUS
HaxonagaTcesd B quanazone ot 0 go 15. OcraBbTe
0JIE IIYCThIM, YTOOBI OTKJIFOUUTD yUeT
KOMAaH/I.

Exec - Pexunm yuera EXEC

OTKIIr0OYeHHE yucTa

ITpumep Hactpoiiku TACACS nns ssh ¢ orpaHnueHreM mojp3oBaresieil Mo BBOAY KOMaH/

commands sets:

# configure terminal
(config) #
(config) #
(config) #

(config) #

tacacs-server host 10.10.10.5 timeout 60 key unencrypted test
aaa authentication login ssh tacacs local

aaa authorization ssh tacacs commands 15 config-commands

aaa accounting ssh tacacs commands 15 exec

2.24 Koudurypauus SSH, HTTPS

Komanna \ Ormmcanue

['moGanpHBIE HACTPONKH

ip ssh Bxrounts Ssh

no ip ssh Briximrounts ssh

ip http secure-server Bxmrouenne pexxuma HTTPS.

no ip http secure-server Brikmouenue pexxuma HTTPS

ip http secure-certificate HacTtpoiika o0cinyxuBaHus cepTUDUKAIINU.
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{delete | generate | upload} Bo3MoxHBIE NEHCTBUA:

Delete - ymaauTh cepTU(HUKAT

Upload - 3arpy3ka ceptudurara, MOKHO
BbIOpaTh /1Ba MeToj1a 3arpy3ku. Heobxonumo
BBECTHU CCBUIKY Ha CePTH(UKAT.

Generate - co3naHue cepTudukara.

No ip http secure-certificate OTKII0YEHHE cepTHUKALUN

ip http secure-redirect Bxirouenue pexnMa aBTOMaTU4ECKOTO
nepenanpasienuss HTTPS. [Ipumensiercs
TOJIBKO, ecliu Jy1s pexkuma padbotet HTTPS
BKJItOUeH. ABToMaTuuecku Hanpasisier HTTP
web-6paysepa na coenunenne HTTPS, koraa
BKJTIIOYEHBI 00a pexnma padotsl — HTTPS u
Automatic Redirect

No ip http secure-redirect BBIKIIFOUEHHE PEXKUMA aBTOMATHYECKOTO
nepenanpasieruss HTTPS

2.2.5 Koudurypamus ynpapiaenus gocrynmom. Access Management Configuration

Komanna Onucanue

access management PexxuM paboThl: BKIIIOYEH.

no access management Pexxum paboThl: BHIKIIIOUEH.

access management <1-16> <1- IIpumep HACTPOMKHU HOCTyIA

4095> {<ipv4_ucast> | <1-16>— yKa3pIBaeT Ha MOPSAAKOBbIH HOMEP
<ipv6_ucast>} to <ipv4_ucast>} | ppasuna (Bcero BO3MOXHO HACTPOHUTH 16
{telnet | web | snmp} TIpaBuI)

<1-4095> — "Homep Vlan myist amemMenTa
YIIPABIICHUS JOCTYTIOM.

{<ipv4 ucast> | <ipv6 ucast>}
to <ipv4 ucast>} — jamamnasos ip-
aZpECOB JJIsl YIIPABIEHUS TOCTYIIOM.
JlomyckaeTcst 3auch TOIBKO OJHOTO ip-
azpeca.

telnet web snmp — CEpPBHUCHI K
KOTOPBIM OyJIeT Mpe0CTaBIeH JOCTYII.

OTkmroueHne YKa3aHHOTO HOMEpa 3alliCu B
CIIMCKC YIIPaBJICHUA JOCTYIIOM.

no access management <1-16>

ITpumep HacTpoliku access management:

# configure terminal
(config)# access management
(config)# access management 1 1 192.168.102.2 telnet
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2.26 SNMP

Komanma

‘ Onucanne

I'moGasbHBIC HACTPOUKHU

snmp-server

no snmp-server

Bxmrouuts s nmp-server

Brikimounth snmp-server

Trap Configuration

snmp-server host <word32>
no snmp-server host <word32>

snmp-server source <ipv4 addr>

Coznanue SNMpP-10ByIIKA
VY nanenue SNMP-JI0BYLIKH
VkaszbeiBaet IP-aapec ncroynuka, ¢ KOTOporo

OyIyT OTIPABJIATHCS COOOIICHUSI-TIOBYIIIKH
(trap) B SNMP.

no shutdown

Bxmtouenue ornpaBku SNMP trap

shutdown Brikirouenne ornpaBku SNMP trap
Version {vl | v2 | v3} Br16op Bepcuu nporokoaa Snmp
<word63> <word63> - trap community

Host {<domain name> |
<ipvé4 ucast> | <ipv6 ucast>}
{informs | traps} <1-65535>

Hactpoiika ip-aapeca cepBepa [Uisi OTIIPaBKU
SNMP trap. Koppexrhsiit [P-anpec B
JecITUIHOM (popmare ¢ Toukoil. JlomycTumo
TaKXe yKa3aTh KOPPEKTHOE UMsI XOCTa.
Be16op pexxima padotsr Snmp (informs wmu
trap) u ykazanue UDP nopra, no ymonuanuto
nopt 162.

informs retries <0-255>
timeout <0-2147>

VYcraHoBKa TaiiMepa MONBITOK TOBTOPEHUS
coobuiennit SNMP trap inform. /Ilnanazon
JIOTTyCTUMBIX 3HaueHui: ot 0 1o 255.
YcranoBka Taitmepa cooOmienuit SNMP trap
inform. J/[nana3oH AOMyCTUMBIX 3HAYEHU: OT
0 no 2147.

SNMPv3 community

snmp-server community <word32>
<word32> ip-range <ipv4 addr>
<ipv4 netmask>

no snmp-server community
<word32>

Co3aHre MMEHH U IapoJist SNMp community.
VYkazanue ip-aapeca ¥ MaCK{ HCTOYHHUKA TTPU
noctyne no SNMP

VY naneHue yka3zaHHOM 3aIMCH.

snmp-server engine-id local
<wordlO0-64>

Hacrpoiika unenrugukaropa engine ID mis
SNMPv3. Ctpoka JoikHa copepKaTh 4eTHOE

yucio (B 16-HoM dopmare), uncio 39 uudp

27




ot 10 no 64; komOuHawu nudp, cocTosAIUE
W3 OJIHUX HYJICH U U3 ogHuX «F»
HEJIOMYCTHUMBI.

SNMPv3 User Configuration

snmp-server user <word32>
engine-id <wordl0-64> { md5 |
sha} <word8- 32 | 40> priv {
aes | des} <word8-32>

Co3znanue 3anucu

user <word32> - UMS NOJB30BATES,
KOTOPOMY IIPUHAJICKUT JAHHBINA MTapamMeTp.
Honyctumas ayiriHa cTpoku 1~32 cMMBOJIOB
ASCII ¢ 43 nomepamu B nuamnazone ot 0x21
no Ox7E.

engine-id <wordl0-64> -
UHACHTH()HUKATOP.

B apxurextype SNMPv3 ucnonszyercs
MO/JIe)Ib O€30MaCHOCTH Ha OCHOBE
nonb3oBarenss USM (User based Security
Model) nns obecrieuerust 6€30MaCHOCTH
COOOIIEHU U MOJIENb YIPABICHUS TOCTYIIOM
Ha ocuose Buga VACM (View-based Access
Control Model) nmpu ynpaBneHU# 10CTYIIOM.
Hns Bxoma USM kimroyamMut BXOJIOB SIBJISTFOTCS
usmUserEnginelD u usmUserName. B
npoctom arerre usmUserEnginelD Bceraa
COBIA/Ia€T C COOCTBEHHBIM 3HAYCHHEM
snmpEnginelD arenTa. B xadectBe 3HaueHUs
TaK)X€ MOYKET MCIO0JIb30BaThCSl 3HAUECHUE
snmpEnginelD yxanennoro ycrpoiicTsa
(SNMP engine), ¢ KOTOPBIM MOXET
CBA3BIBATHCS JAHHBIN MOJIb30BATENb.
Jpyrumu cnoBamu, ecinu engine ID
noJib3oBarens paseH engine ID cucremsl, To
OH SIBJIIETCS JIOKAJIbHBIM I10JIb30BATEJIEM, B
MIPOTUBHOM CJTy4ae MOJIb30BATENb SBIIAETCS
YAAJIEHHBIM.

md5, sha — NOPOTOKOJIBI
ayTeHTU(UKALIUU, €CITU HE YKa3bIBaTh
KOHKPETHBIN MTPOTOKOJ - 3HAYUT MPOTOKOJI
orcytcTByeT. [Ipu BeIOOpE poTOKOIIA
TpeOyeTcst BBECTH MMapoJib AJIs
ayTeHTU(UKALINH.

Aes, des — MOPOTOKOJBI
KOH(UICHIIMATEHOCTH, €CITH IPOTOKOI HE
BbIOpaH — 3HAYUT NMPOTOKOJI OTCYTCTBYET.
[Tpu BBIOOpE MTPOTOKOIA TPeOyeTCsI BBECTH
1aposib KOHPHUISHIINATbHOCTH.

SNMPv3 Group Configuration

snmp-server security-to-group
model {vl | v2c | v3} name
<word32>

group <word32>

Hacrpotika rpynmm SNMP

vl | v2c | v3—BbIOOp MOJETH
0e30macHOCTH, KaXKJ1as 3ape3epBUpPOBaHa B
cootBercTBUM ¢ Bepcueit SNMP

name <word32> - HA3HAYEHUE UMEHU
0€30MacHOCTH
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no snmp-server security-to-
group model vl name <word32>

group <word32> - Ha3HAYCHUE UMEHU
TPYIIIIBL.

Y najneHue COOTBETCTBYIOIIEH IPYIIIIbI

SNMPv3 View Configuration

snmp-server view <word32>
<word255> {exclude | include}

No snmp-server view <word32>
<word255>

<word32> - yKa3aHue UMEHU
<word255> - ykazanue OID

exclude 1include — BpIOOp THITA
included (momnepeBo BKIIOUEHO):
JIOTIOJTHUTEBHBIHN (pI1ar, yKa3bIBaOIIUN, YTO
B BUJI JIOJDKHO OBITH BKJIFOUEHO TIOJIEPEBO.
excluded (momepeBo UCKITIOUEHO):
JIOTIOJTHUTEIIBHBIN (pJ1ar, yKa3bIBaIOIIUN, YTO
U3 BUJA JOJDKHO OBITh HCKITIOYEHO
noJyiepeBo. B menom, eciu i THIIa BUaa
3amano ' excluded ' (momepeBo UCKITIOYEHO),
JIOJDKEH CYIIECTBOBATH JPYTOW BUJI C TUIIOM '
included ' (mogiepeBo BKIIFOUEHO) U €0
nojepeBo OID 10mKHO IepeKkphIBaTh
nojepeBo Buaa ¢ turom ' excluded '
(mOIEPEBO UCKITFOYCHO).

VY naneHue COOTBCTCTBYIOH_IGI‘/‘I 3aI1nucu

SNMPv3 Access Configuration

snmp-server access <word32>
model {any | vl | v2c | v3}
level { auth | noauth |
priv}{read | write} <word32>

Hacrpoiika noctyna SNMPv3
<word32> - UM IPYIIIbI

any | v1 | v2c | v3—BbIOOp MOAETH
0e30ImacHOCTH
level {auth | noauth | priv} -

BbIOODP YpOBHS 0€30MaCHOCTH

auth - Bemmonusiercst ayTeHTHOUKALHS,
KOH(UJIEHIIMATBHOCTh OTCYTCTBYET.
Noauth - AyrenTudukanus u
KOH(UIEHIIMATBHOCTh OTCYTCTBYIOT.

Priv - Beimonusiercst ayTeHTH()UKALHS,
obecnieunBaeTcs KOH(UIECHIINAIBHOCTD
read | write <word32> - UM BUIA
MIB, onpenensromiero oosexkTsl MIB.

Read — ucronp3yercs Ui 4TEHUS TEKYIIIX
3HAYECHUU

Write - ucnonb3yercs 17151 yCTaHOBKM HOBBIX
3HAYECHHUU

[Tpumep nactpoiiku SNMP:

# configure terminal
(config) # snmp-server host test
(config-snmps-host) #no shutdown
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(config-snmps-host) #host 10.10.10.8 162 informs
(config-snmps-host) # exit

(config)# snmp-server community private private
(config) # snmp-server community public public

2.2.7 RMON
Komanpma ‘()HHC&HHC
Alarm
rmon alarm <1-65535> Hacrpoiika aBapuiiHbIX CUTHAJIOB
{ifInDiscards | ifInErrors | <1-65535> - Hupgekc
ifInNUcastPkts |ifInOctets |
ifInUcastPkts | {ifInDiscards | ifInErrors |
1fInUnknownProtos | 1fInNUcastPkts |1ifInOctets |
ifOutDiscards | ifOutErrors | ifInUcastPkts |
ifOutNUcastPkts | i1ifOutOctets ifInUnknownProtos |
| 1fOutQLen | ifOutUcastPkts} ifOutDiscards | ifOutErrors |
<uint> <1-2147483647> ifOutNUcastPkts | ifOutOctets
{absolute | delta} rising- | ifOutQLen | ifOutUcastPkts}
threshold <-2147483648- - BBI60p HepeMeHHoﬁ

2147483647> <0-65535> falling-
threshold <-2147483648-
2147483647> <0-65535> {both |
falling | rising}

<uint> - HOMep mHTepdeiica
<1-2147483647> - udTEpBal OIpoca Ipu
BBIOOPKE M CPAaBHEHUH C HUKHUM UITU
BEPXHHUM MOPOTOBBIM 3HAYEHUEM.
absolute | delta -BwiOop Tuna. s
YKa3aHHOU MEPEMEHHOU TECT MOXKET OBbITh
BBITIOJTHEH 17151 a0CONIOTHBIX 3HAYEHUH WU
X OTHOCUTEIBHOTO U3MEHEHUS.
rising-threshold <-2147483648-
2147483647> - Bximoyaer
CHUTHAJIM3ALIMIO, KOT/Ja 3HAYCHUE TIEPBbIN pa3
MPEBBICUT MOPOrOBOE 3HAUCHUE NOIbEMA
00 CTaHET MEHbIIIE, YeM ITOPOTOBOE
3HA4YEHUE CIaa

<0-65535> - Huaekc noabema Jjis
COOBITHSL.

falling-threshold <-
2147483648-2147483647> -
[ToporoBoe 3Hauenue cnaga. Eciu texymiee
3HaUYE€HHUE CTAaHET MEHbIIIE TOPOTOBOTO
3HAYEHMsI CTIa/Ia U, TIPH 3TOM, TIOCIIeTHEE
3HaYeHUE BHIOOPKU OOJIBINIE ATOTO
MMOPOTOBOTO 3HAYEHUS, TO BHITAETCS
curnanuzanus. [locie renepanuu coObITUS
criaja, Ipyroe Takoe CoObITHE HE OyaeT
CT€HEPHUPOBAHO JI0 TEX MOp, MOKa 3HAYEHUE
BBIOOPKH HE cTaHeT 0oJiblIe MOporoBoro 49
3HAYEHMsI Ca/ia, JOCTUTHET NOPOrOBOTO
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3HAYCHUA IoAbEMA U CHOBA BepHeTCH K
IIOPOTOBOMY 3HAYCHHIO CITaJIa.
<0-65535> - MHunekc craga st COOBITUSA

{both | falling | rising} -
Br16op MeTona, KoTopslii Oyner
UCIIOJIb30BAThLCS JJIs1 BEIOOPKU BBIOPAHHOM
MEPEeMEHHOM U BHIYMCIICHUS 3HAYCHMUSI,
KOTOpPOE CPABHUBAETCS C MOPOTOBBIMHU
3HAYCHUSIMHU.

Event

rmon event <1-65535> {log |
trap} description <linel27>

Hacrpoiika coObITuii.
<1-65535> - UHpaekc

{log | trap} —BBIOOp THIA

log: Koraa renepupyercst coobiTue,
reHepupyercs 1 3anuch xxKypHaina RMON.
trap: IochUIaeT COOOIIECHHE trap BCeM
YCTaHOBJICHHBIM MEHEKepaM COOOIICHUI
trap.

Log trap: O coOBITHH CO3ACTCs 3alKHCh B
JKypHaJIe, TOCBUTIAeTCsl COOOIIEHUE trap.

description <1linel27> - onucaHue

2.2.8 Port Security

@yHK1MS ynpasieHueM oe3omnacHocTbio nopra (Port Security Limit Control) MmoxkeT orpaHu4uTh
YHCJIO NTOJIB30BATENEN, KOTOPBIM pa3pelleH JOCTYyN K KoMMyTaTopy Ha ocHoBe MAC- anpecos n
VLAN ID (BeImosiHsIeTCs 17151 KaXK10T0 TopTa). Kak TOIbKO YMCII0 MOJIh30BaTENEH, KETAI0IUX
HOJYYHUTh JOCTYI K KOMMYTaTOpY, IPEBBICUT 3a/1aHHOE YHCII0, OyIeT HEMEIJICHHO BHINIOJIHEHA

BbIOpaHHas orneparusi.

Komanna

‘ Onucanue

['moGanpHBIE HACTPOMKHU

port-security aging

Bxuttounts ¢yHkuuio ycrapesanusi. Eciu
(bYHKIHS BKITIOYEHA, TO OIICHUBACTCS
«Bo3pacT» 6e3onacHbIx MAC-apecoB B TOM
CMBICIIE, B KOTOPOM OH YUUTHIBACTCS
napamerpoM Aging Period (Cpoxk
ycrapeBanusi). Korna ycrapeBanne
BKJIIOYEHO, C TOTO MOMEHTA, KaK KOHEUHBIH
XOCT CTaHeT Oe30IacHbBIM, 3aITyCKaeTCs
tarimep. I1o ucreuennu raiimepa,
KOMMYTATOp HAUWHAET UCKATh KaJ[PbI
KOHEYHOI'0 XOCTa U, €CJIM TaKUX KaJpoB HE
MOSIBIISIETCS B TEUEHHE CIIETYIOMIETO CPOKa
ycrapeBanus (Aging Period), To
MPEIoIaraeTcs, YT0 KOHEYHBINA XOCT
OTKJIFOUMJICS. U HA KOMMYTaTOpe
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no port-security aging

0CBOOOXKIAI0TCS COOTBETCTBYIOILIUE PECYPCHI

BBIKITIOUNTh QYHKIMIO YCTapeBaHUs.

port-security aging time <10-
10000000>

VYcranoBka cpoka ycrapeBanus. [1o
YMOJTYAHHUIO YCTAHOBJIEH CPOK YCTapeBaHUS
3600 cexkyH.

port-security hold time <10-
10000000>

Hacrpoiika BpemeHu ynepxaHus,
MCIIOJIb3YETCS JIJIs OIpEeIeTICHHS TOT0, KaK
nonro MAC-aapec xpaHuTcs B Ta0uIe
MAC-aapecoB, eciu ObLJI0 0OHAPYKEHO, YTO
OH HapylaeT orpaHndeHue. JomycTumelil
nuamna3ol coctasiger oT 10 mo 10 000 000
CeKYH/I, o yMoruaHuio - 300 cekyH/I.

HacTtpoiika noptos

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

port-security

no port-security

Bxitouenue yrpaBiieHusI OrpaHUYCHUEM
KOJIMYECTBA XOCTOB MopTa. UTOOBI cAenaTh
JaHHYIO QYHKIHIO paboTOCIOCOOHOI,
HEOOXOIMMO BKIIFOUHUTH €€ KaK ri00ajibHo,
TaK U IS [opTa.

Briknmrouenue yHpaBJICHUA OT'PaHUYCHUCM
KOJMYCCTBA XOCTOB IOpPTa

port-security maximum <0-1023>

VcranoBka MakcuMaiabHoro unciaa MAC-
aJpecoB, KOTOPHIE MOTYT OCTaBaThCs
0€e30MacHBIMH Ha ATOM MOPTY. DTO YUCIIO HE
MOJKeT npeBbimarh 1024.

port-security violation
{protect | restrict | shutdown

}

Br16op pexrMa npu npeBbIIlIeHud Ipeena
MAC-anpecoB Ha mopty

Protect - HMUero He
NpennprHMMaTh

Restrict - Ecuu npeaen JOCTUTHYT,
nocneaytomue MAC-anpeca nopta OyayT
MOJICUUTAHBI U OTMEUEHBI KaK HapyIIaroIIue.
Takue anpeca MAC ynansroTcst u3 TaOIHIIbI
MAC-aapecoB 110 HCTEYCHHH BPEMEHHU
yaepkaHus. B nydiiem ciydae HapylIeHUs
npenenbHbix 3HaueHnit MAC - aapec MOXeT
OBITh IOMEYEH KaK HapyllIeHHe B JTIOO0H
MOMEHT BPEMEHHU.

Shutdown- Eciau npeaea JOCTUTHYT, TO
9TO MPUBENET K OTKIFOUYEHHIO MOPTa. ITO
03Ha4aeT, 4To Bce 3amuineHansie MAC-
aapeca OyIyT yJajaeHbl U3 TIOPTa U HOBBIC
azipeca He OYIyT U3YYCHBI.

port-security maximum-

Hacrtpolika MakCHMaJIbHOTO KOJIMYECTBA
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violation <1-1023> MAC-anpecoB, KOTOpbIe MOTYT OBbITH
IIOMEUYEHBI KAK HAPYIIAIOIIUE 3TOT MOPT. ITO
qucio He MokeT npesbimars 1023. o
yMOJI4aHHUIO - 4. OH UCHOIB3YETCS TOJIBKO
TOrza , KOrja yCTaHOBJICH PEXUM restrict

port-security mac-address Bxumrouenue npukpervieaust MAC-apecoB K
sticky nopry. Korma nopr Haxoaurcs B peskume
sticky, Bce MAC-anpeca, KOTOphIE B
MPOTUBHOM ciiy4yae ObUIH Obl U3YUYEHBI KaK
JUHAMHUYECKHE, Y3HAIOTCS KaK
3akperuieHHsbie. [Ipukpernnennsie MAC-
azipeca SIBJISIOTCS 4acThIO pabodei
KOH(UTYpaliy U TO3TOMY MOTYT OBITh
coxpaneHsl B startup-config. [Ipukpernennsie
MAC-angpeca coOXpaHSIFOTCS P U3MEHEHUHT
CCBUJIOK (B OTJIMYHE OT IMHAMUYECKUX,
KOTOpBIE MTPHUIETCS 3alIOMUHATDH 3aHOBO). OHU
TaK)Ke BBIIEPIKUBAIOT Mepe3arpys3Ky, eciu
pabouast koH(pHUTYpaIus COXpaHeHa B startup-

config.
port-security mac-address no0aBiIeHHE CTATHYSCKOIO WIIH
<mac ucast> vlan <vlan id> 3akpereHHoro MAC-aapeca, ynpaBiisieMoro
sticky Port Security.

st no6aBnenus crarnaeckoro MAC-anpeca
BBO/ Sticky omyckaercs.

[Ipumep HacTpoiiku mopTa B pexxume Restrict:

# configure terminal

(config) #interface GigabitEthernet 1/1

(config-if)# port-security

(config-if) # port-security maximum 20

(config-if)# port-security violation restrict
(config-if) # port-security maximum-violation 1000
(config-if)# port-security mac-address 00-00-00-00-00-01

[Tpumep HacTpoiiku mopTa B peskume Sticky:

# configure terminal

(config) #interface GigabitEthernet 1/1
(config-if) # port-security

(config-if)# port-security maximum 6

(config-if)# port-security violation restrict
(config-if) # port-security maximum-violation 1000
(config-if) # port-security mac-address sticky

2.2.9 NAS (Network Access Server)

Kondurypuposanue ceppepa nocryna B cetb (Network Access Server) rmosie3Ho B ceTeBOM
cpene, B KOTOPOH KeJaTebHO ayTeHTU(UIIMPOBATh KIMEHTOB (supplicants) 10 Toro, kKak OHU
HoJIy4ar AOCTYH K pecypcaM 3aiuiieHHoi cetu. st 3ppekTuBHOTO ynpaBieHUs JOCTYIIOM s
HensBecTHbIX KimeHToB, IEEE pa3zpaboran ctangapt 802.1X, oGecneynBaromuii mporeaypy
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ayTeHTU(UKAIMK Ha TIOPTY, IPEIOTBPAIIAIOIIYI0 HECAHKIIMOHUPOBAHHBIN TOCTYII K CETH 110
3armpocam IoJIb30BaTeNe, BIIEPBhIC MPEIOCTABISIIONINX YUYETHBIC JAHHBIE [T TIeei
ayTeHTHUKau. KomMyTaTtop, COeTUHSAIONMMN KITHEHTOB 1 radius-cepBep, 00bIYHO paboTaeT
Kak ayTeHTH(uKaTop. i1 oOMeHa cooOmEeHUsIMH ay TEHTH(PHUKALINN MEKAY KIMEHTaMH U
ynaneHHbiM RADIUS-cepBepoM, poBepAIONIUM Ay TEHTUYHOCTD MTOJIB30BAaTENS U €ro Mpana
nocrtyna, ucroinbdyercss EAPOL (pacmmpeHHBIN MPOTOKOI ayTeHTU(DHUKAIIH 10 JIOKATHHBIM
ceTsiM). Ha manHO# cTpaHuIie MOXHO HACTPOUTh KOH(PUTypaluio ayTeHTudukaropa amdoo

rino0anbHO, TM00 IS KaXKI0T0 IIOpTa OTAEIBHO.

Komanma

\ Onucanue

['moGasibHBIE HACTPOHKHU

dotlx system—-auth-control

no dotlx system—-auth-control

Bxutouenne Ha KOMMYTaTOpe TI100AIBHO
802.1X u ayrentudukamnuio Ha ocHoBe MAC-
a/IpecoB.

Brixkirouenne Ha KOMMyTaTope riao0anbsHO
802.1X u ayrentudukanuio Ha ocHobe MAC-
aapecoB. Eciu rio6aibHO 3TH MPOTOKOJIBI
BBIKJIIOUEHBI, TIepeiaya KaapoB OyaeT
pasperieHa Ha BCeX MopTax.

dotlx re—-authentication

no dotlx re—-authentication

BKI1t0unTh MOBTOPHYIO ayTEHTU(PHUKAIHIO 10
UCTEUYECHNH UHTEPBaa BPEMEHH, 3aJaHHOTO B
nosie "Reauthentication Period" (MuTtepBan
NOBTOPHOI ayTeHTHMKanuu). [loBTOpHYIO
ayTeHTHU(UKAIIMIO MOKHO HCIIOIB30BATh IS
OIIpEeJIeTICHNUS TOTO, TIOAKIIOYEHO JIU K ITOPTY
KOMMYTAaToOpa HOBOE yCTPOMCTBO.

dotlx authentication timer re-
authenticate <1-3600>

VYcraHoBKa MHTEpBaJla BPEMEHH, 110
HCTEYEHUHU KOTOPOTO MOAKIIOYEHHOE
YCTPOICTBO MOXKET OBITh
ayTeHTU(UIMPOBaHO MOBTOpHO. [0
YMOJITYAHUIO YCTAHOBJIEH UHTEPBAI
noBTOpHOU ayTeHTudukanuu 3600 cekyHa.
JonycTumslid [uanas3oH 3Ha4eHu ot 1 10
3600 cexyH.

dotlx timeout tx-period <1-
65535>

YcTaHOBKa HHTEpBaJIa BPEMEHH, B TEUCHUE
KOTOPOTO KOMMYTAaTop OyIeT 0)KHUIaTh OTBET
OT MOJABIIEro 3aMpoC Ha JIOCTYI K CETH
YCTPOMCTBA B TEYEHUE CECCUU
ayTeHTU(UKALIUY TIEpe]] TeM, KaK MepeaaTh
nakeT Request Identify (3ampoc
unentudukanun) EAPOL. [To ymonmuanuio
3agano 30 cekyHa. JlonmycTuMblid Trana3oH
3HaueHuit ot 1 10 65535 cexyna.

dotlx authentication timer
inactivity <10-1000000>

YcraHOBKa MHTEpBaJIa BPEMEHH,
OTIPENIENIAIONIET0 TOMYCTUMOE BpeMs JOCTyma
KIIMEHTa K KOMMYTaTOpy JUIs
ayreHtudukanuu no 802.1X u MAC- aagpecy.
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ITo ymomuanuto coctasisieT 300 cexyH[I.
Jonyctumblid tuana3zoH 3HadeHui ot 10 1o 1
000 000 cexyH.

dotlx timeout quiet-period
<10-1000000>

YcTaHoBKa BpeMeHH, M0 UCTEUEHUU KOTOPOTO
uHaunupyercs otkas EAP, nubo
MPEBBILICHHE UHTEPBAJIa OKUJaHUS
RADIUS, u3-3a 4yero KIHEHT HE MOJTYYnI
JOCTyI. DTa HaCTpOHKa MPUMEHSIETCS K
opTaM, pabOTarOIIUM MPH aAyTEHTU(DUKAITIH
Single 802.1X, Multi 802.1X nnu Ha OCHOBE
MAC - agpecos. [1o ymonuanuto Bpemst
yaepkuBaHus coctapiisieT 10 cexyH.
Jonyctumslii Auana3oH 3Hadenuit ot 10 qo 1
000 000 cexyH.

dotlx feature radius-gos

Bxiouenue QoS, naznauennoro RADIUS.

dotlx feature radius-vlan

Bxmatouenue VLAN, nazgauennoro RADIUS.

dotlx feature guest-vlan

Bxmtouenue rocreBoro VLAN sBiseTcs
cnenuagbHod VLAN, THIUYHEIM
Ha3HAYE€HUEM KOTOPOU SABISAETCS
MIPEA0CTABIEHUE OTPAHUYEHHOTO AOCTYyIa K
cetu. Koryma GyHKknus BKIIFOUEHa, Ty OTUKATHI
HaCTPOEK MHIAMBUYaAIBHOTO ITOPTa
OTNPEEIISAIOT, MOKET JIU OPT ObITh
nepemenieH B rocteByro VLAN. Korna
(yHKIHS BBIKIIOYEHA, BO3MOXHOCTD
nepemenieHus nopra B rocresyro VLAN
OTKJIFOYEHA HA BCEX MOPTaXx.

dotlx guest-vlan <1-4095>

VcraHoBka HoMepa rocteBoro vlan, padoraer
TOJIBKO B TOM ciiy4ae, korja rocreBas VLAN
BkitodeHa. VLAN ID npeacrasnser coboi
3Ha4Y€HHE, IPUCBANBAEMOE ITIOPTY, €CIU HOPT
nepementaercs B rocreBytro VLAN. Jlnanazon
3HaueHuil: ot 1 no 4095.

dotlx max-reauth-req <1-255>

YcTaHoBKa MaKCHMAaJIbHOTO YKCa
MMOBTOPHBIX ayTEHTU(DHUKAIUH.
MakcumanbHO€E YUCIIO nepeaay
KOMMYTaTOpOM KaJipa 3arpoca
uneatudukanun EAPOL, ocratomuxcs 6e3
OTBETa MepeJl TeM, Kak IopT OyaeT Ao0aBieH
B rocteByi0 VLAN. 3HaueHne MoxKeT ObITh
HW3MEHEHO TOJIBKO B TOM ClIydae, eciiu
rocreBag VLAN BxiroueHa 1i100ajibHO.
Jwnanazon 1~253.

dotlx guest-vlan supplicant

Paspemenue rocreBoro VLAN, eciiu BUzieH
EAPOL. KommyTaTop mOMHUT, ObLI JIH
npusAT kaap EAPOL B TeueHne BpeMeHn
*u3Hu nopta. Korna kommyTtarop npuHuMaeT
pemieHue o Bxoze B rocteByro VLAN, oH
CHayaja MpoBepseT, BKIOUEHa WU
BBIKJIFOYEHA 9Ta onuus. Eciau oHa BBIKIIOYEHA
(¢nar B mone CHAT — 3HAYCHUE T10
YMOJIYaHHIO ), KOMMYTaTOp BOMJAET B
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rocreByt0 VLAN ToJIbKO B TOM cily4ae, eciu
kaap EAPOL He ObuT IpUHSAT HA TIOPTY B
TEUEHUE BPEMEHU KU3HU nopTa. Ecnu onust
BKJIFOYEHa ((pJar B 1oJie yCTaHOBJICH),
KOMMYTaTOp BOUJET B rocTeByt0 VLAN,
naxe eciu kaap EAPOL Obut mpuHAT Ha
MOPTY B TEYCHUE BPEMEHU KU3HU MOPTA.
3HaueHUE MOXKET OBITh U3MEHEHO TOJIBKO B
TOM ciyuae, eciau rocreBast VLAN BkitoueHa
r7100aJIbHO.

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160p mopToB A HACTPOIKK apaMeTpoB

dotlx port-control {auto
force-authorized | force-
unauthorized | mac-based
multi | single}

BriOupaer pexxum ayTeHTH(UKALKU TOpTa.
Jannas HacTpolika paboTaeT TOJIBKO B TOM
ciyvae, Korja riiodanbHo BKItoueH NAS.
Pexumbl paboThI:

Auto - B aToMm pexnume paboTbl
TpeOyeTcsi, YTOOBI CEpBEPOM
ayreHTU(UKAUU ObLT aBTOpr30BaH dotlx-
COBMECTUMBIN KJIMEHT. KiineHntam, He
obOmamaronumM dotlXx-COBMECTHMOCTEIO,
nocTyn Oy/eT 3arpelieH.
force-authorized - B 3toM pexume
paboThl KOMMYTATOpP OTHPABUT OJIUH Kap
ycnenrHo# (ayrentudukanun) EAPOL, ecin
OCYIIECTBIISICTCS OJKIIOYEHHUE K TIOPTY, MpU
3TOM JIF0OOMY KJIIMEHTY Ha OpTY OylieT
paspellIeH JoCTyH K ceTu 0e3
ayTeHTU(PUKALINH

force-unauthorized - Boarom
pexxume paboThl KOMMYTATOP OTIPABUT OJIUH
KaJp oTkasa (ayrentudukaunn) EAPOL,
ecii OyJIeT OCYIIECTBIISIETCS MOAKIIOUEHHE K
MOPTY, IIPU 3TOM JIFOOOMY KJIMEHTY Ha MOPTY
OyzeT 3amnpelieH A0CTyI K CETH.
mac-based - aBropu3amys Ha OCHOBE
MAC — agpecos. He npuHumarorcs u He
nepenatorcs kagpsl EAPOL. ITpu
ayteHTH(uKanuu Ha ocHoBe MAC - aapecos,
JUTSI TIOJIOBHHBI KJIMEHTOB KOMMYTATOP
paboTaeT, Kak KIIMEHTCKOEe YCTPOMCTBO,
MocJaBlIee 3apoc Ha JOCTYI K pecypcam
cet. HauanbHebIi kaap (Jro0oro tuma),
OTITPaBIICHHBIN KIIMEHTOM, aHAIU3UPYETCS
KOMMYTaTOpOM, KOTOPBIH, B CBOIO OUEpE/Ib,
ucnosp3zyeT MAC - aapec kKiIueHTa B
KaueCTBE MMEHH I10JIb30BATENs U Mapoys B
nocienyromeM oomere nanabiMu ¢ RADIUS-
cepepom 1o EAP. 6-6aiitueiit MAC - anpec
npeoOpa3yeTcsi B CTPOKY BHAA "XX-XX-XX-XX-
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XX-xx", T11e TUpe (-) UICIOJIb3YETCsI B KaUECTBE
CUMBOJIa-Pa3ICIUTEIs MEXKIY
[IECTHAIATHPUIHBIMU TP pAMH
(3amMCaHHBIMU CUMBOJIAMU HIXKHETO
perucTpa).

Multi - B pexwume padotsr Multi 802.1X,
OJIHO WK O0Jiee KIIMEHTCKUX YCTPONCTB
MOTYT OBITh ayTEHTU(PUIIUPOBAHBI HA OJHOM
Y TOM € IOPTY B OJTHO U TO XKE BPEMS.
Kaxnoe kimeHTcKoe yCTpOuCTBO
ayTeHTU(UIUPYETCS UHIANBUAYAIBHO; €r0
6e3onacHocTh B Tabmuie MAC - agpecos
obecnieunBaet Moayib “Port Security”
(bezomacHocTh TIOpTA).

Single - B pexume pabotsl Single
802.1X, ayreHuuuunpoBaTbcs Ha TOPTY
OyJeT NPEeUMYLIECTBEHHO OJIHO KIIMEHTCKOE
YCTPOICTBO, OTIIPaBUBIIIEE 3aMPOC HA JOCTYII
K pecypcam ceTd. i CBSA3U MEKIY
KIIMEHTCKUM YCTPOWCTBOM U KOMMYTaTOPOM
HCIOJIb3YIOTCS HopManbHble Kaapsl EAPOL.
Ecnu k nopty noaxiarodeHo 6oiee 0HOTO
KJIMEHTCKOT'O YCTPOMCTBA, IEPBBIM U3 HUX
OyZeT cuuTaTbes TO, KOTOPOE MOSBUIOCH
paHbIlle BCEX OCTAJIbHBIX B TOT MEPHOJ, KOTAa
nopT ObLT BKIIIOUEH. Ecnu Takoe KITMEHTCKOoe
YCTPOMCTBO HE OTIPABUIIO MPABUIBHON
y4eTHOI MH(OpMAaINK B TEYCHHE 3aIaHHOTO
BPEMEHH, LIaHC MOJIYYUT JPYroe KIMEHTCKOe
yCTpoiicTBO. Kak TOJIBKO KIIMEHTCKOE
YCTPOWCTBO OYyJI€T YCTEIIHO
ayTeHTU()UIIUPOBAHO, TOJIBKO eMy OyJeT
paspernieH J0CTy. ITOT pexuM pabOThI
ABJIsieTCA HanOosee 6€30MacHbIM U3 BCeX
MOJJIEP’KUBAEMBIX PEXUMOB. B 3TOM pexume
It obecrieuennst oesonacHoct MAC -
ajzipeca KJIIMEHTCKOI0 yCTpOWCcTBa
ucnosib3yercst Moayib “Port Security”
(bezonacuocTh nopTa) (ocie Toro, Kak
YCTPOUCTBO OYAET YCIEIIHO
ayTEeHTU(UIIMPOBAHO).

dotlx

radius-gos

BkioueHne RADIUS-Assigned QoS na
OpTy

dotlx

radius-vlan

BkioueHne RADIUS-Assigned VLAN Ha
OpTYy

dotlx

guest-vlan

BKitoueHue rocreBoro VLAN Ha nopty

dotlx

re-authenticate

PectapT mporiecca ayTeHTH(PHUKAIUN

37




2.2.10 ACL. Coucku 10ocTyna

ACL sABIIs€TCS NIOCIEN0BATENBHBIM CIIMCKOM, UCIIOIB3YEMBIM I Pa3peIleHUs WIN 3allpeTa
JIOCTYTIA TI0JIb30BaTeel K MH(OPMAIIMK WK K BBIMIOJIHEHUIO 33/1a4 110 ceTH. B manHom
KOMMYTaTOpE I10JIb30BaTEIN MOT'YT 3aaTh IIpaBUIIa, IPUMEHAEMbIE K HOMEpaM IIOPTOB UL
paspenieHus WM 3apeTa onepauui, Wik OrpaHUYEHUs NIPEICIbHON CKOPOCTH.

Komanma

\ Onucanue

['moGasibHBIE HACTPOHKHU

access-1list rate-limiter <1-
16> { 100kbps | 100pps | pps}

Hacrpolika orpanndyeHus CKOpOCTH:

<1-16> - upeHTU(UKATOD MMpaBHIIA
{100kbps | 100pps | pps} — Bb1OOp eanHuUIL
M3MEpEHMUs, TOCJIe BBOJA €AUHUI] H3MEPEHUS
TpeOyeTCsl BBECTH ITOPOTOBOE 3HAYCHUE, TIPU
MPEBBIIICHUH KOTOPOTO MaKeThl Oy IyT
0TOpachIBaThCS.

access-1list ace <1-128>

no access-1list ace <1-128>

Co3nanue npaBuiia GUIBTPALUH JUTS
HOJHUTUKH JOCTYIA — JUISl OIPE/ICIIEHHOTO
nopra ujiun ajigd BCEX IMMOPTOB

Y nasienue npaBuiia

access-list ace <1-128>
ingress {any | interface}

Br16op Bxosiiero mopra.

access-1list ace <1-128>
policy <0-63>

Br16op ¢uiibTpa NOAUTUKH, YTOOBI
0T(hUIBTPOBATH KOHKPETHYIO TIOJIUTHUKY T10
nanHomy ACE. 1o ymouaHHiO yCTaHOBIIEH
(GuUIbTp HE MPUCBOEH.

access—-list ace <1-128>
frame-type {any | arp | etype
| ipv4 | ipvéd-icmp | ipvé-tcp
| ipv4-udp | ipvé6 | ipve-icmp
| ipvée-tcp | ipve-udp}

Br160p tuna kagpa. I[lo ymonuanuio MOXKHO
UCIOJIb30BaTh JIFOOON THIT Kajpa.

access-1list ace <1-128>
action {deny | filter |
permit}

Br160p onepanuu ¢ kagpom, KOTOPbIi
nomanaet B 30T ACE

Deny - kajup, nomnasmmii B 3ToT ACE,
0oTOpackIBaeTCsl.

Permit - Kagpy, KOTOPBIHI IIOMAJAET B 3TOT
ACE, npenocTaBisieTcsi pa3pernieHue Ha
onepauuto ACE.

Filter - Kaapsl, COOTBETCTBYIOIINE
ACE, ¢unpTpyrores.

access-list ace <1-128>
rate-limiter <1-16>

access-list ace <1-128>
rate-limiter disable

Bxarouenue OIrpaHUYCHUSA CKOPOCTH.

BrikaroueHue OrpaHU4YCHUS CKOPOCTHU.

access-list ace <1-128> mirror

Bxurouenune ¢pyHKIMM 3epkaina
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access-1list ace <1-128> mirror
disable

Brikmouenne GyHKIMM 3epKaia

access-list ace <1-128>
logging

access-1list ace <1-128>
logging disable

Bxitouenue peructpaiuu B CHCTEMHOM
KypHae.

BrikimioueHue peructpauuy B CHCTEMHOM
JKypHaJie.

access-1list ace <1-128>
shutdown

access-list ace <1-128>
shutdown disable

BxitounTh (YyHKIHMIO OTKJIIOYSHHS TTOPTa

BBIKITIOUNTS (PYHKIIUIO OTKIIOUEHUS IOpTa

access—-list ace <1-128>
{any | tagged | untagged}

tag

Br100p KaipoB B COOTBETCTBUU C TETaMH
802.1Q.

Any - JoIycKaercs Jro0oe 3HaueHue
Tagged- ToabKO Kaap ¢ TEram.
Untagged - Toabpko Kajapsl 0€3 TEros.
3Ha4YeHHE M0 YMOJIYAHUIO - ANy

access-list ace 1 vid {<1-
4095> | any}

Bri6op vlan id mis nannoro ACE
Any - GuIbTp HE 3a7aH

access-1list ace 1 tag-priority
{0-1 ] 0-3 | 2-3 | 4-5 | 4-7 |
6-7 | <0-7> | any}

Bri6op 3nauenus User Priority (IIpuoputet
MOJIb30BaTeNs ), HaieHHoro B Tere VLAN

Hactpoiika noptos

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

access-1list policy <0-63>

YcTanoBka uneHTUGUKATOpa IPABUI CIIHCKA
JIOCTyTIa OTpeielIcHHOMY opty. [lopT Moxer
UCIIOJIb30BaTh TOJIBKO OJUH HIEHTU(DUKATOP
MIPAaBHJI CITUCKA JOCTYIIA, OJTHAKO,
UACHTU(PHUKATOP MPABUII CIIUCKA JOCTYyTa
MOXKET 6BITI> HpI/IMCHCH KO MHOTUM HOpTaM.
[To ymomyanuto uaeHTUDUKATOP UMEET
3nayenue 0.

access-1list action {deny |
permit}

Pa3pemraer nnm 3anpeniaer kaJap Ha OCHOBE
TOT0, COIJIACYEeTCsI JIU OH C IIPAaBUJIOM U3
IPUCBOCHHOM I'PYMIIbI MPAaBUIIL.

access-list rate-limiter <1-
16>

YcTaHoBka UIeHTU(UKATOpa OTPAHUYUTEINS
CKOPOCTH, IPUMEHSEMOTrO K 1opty. [IpaBuio
OTpaHUYEHUsI CKOPOCTH MOXKET OBITh 33J1aHO
B peXHMe TT100aJIbHOM KOH(PUTypaIuH,
KOMaHJON access—-1ist rate-
limiter <1-16> {100kbps |
100pps | pps}

access-1list redirect interface
GigabitEthernet
<port type list>

Br16op nopta, Ha KOTOpPbIi
[IEPEHAIIPABIISIFOTCS COTIIACYIOIINECS KapPbl.

access-list mirror

Bxurouenne QyHKIIUM 3€pKaiPOBAHHUS.
Korna ¢yHKIms 3epkaanpoBaHus BKIOUEHA,
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No access-1list mirror

KOITMH COTJIACOBAHHBIX KaJIpOB OYyAyT
3epKaJIMpPOBATHCS B OPT Ha3HAUCHUS. DTHUM
[IapaMeTPOM 3aJ1aeTCsl 3epKaTMPOBAHUE I1OPTA
Ha ocHoBe ACL, a mopT 3epKajupoBaHUs
3ajaeTcs Ha oOIIel CTpaHHIle HACTPOHKU
3epKaja, peain30BaHHOI HE3aBUCHMO.

Brikimouenne pyHKIMY 3epKaTupOBaHUS

access-list logging

no access-list logging

BxiroueHne perucTpaluy corjiacyrommxcs
KaJJpOB B CUCTEMHOM XYpHaJe.

Brikmrouenue perucTpanuu

access-1list shutdown

no access-1list shutdown

BrikimroueHue nopra, Korja corjiacyromuecs
KaJIpbl TOSIBJISIOTCS HA TIOPTY.

OtmeHa KOMaH/bI

access-list port-state

no access-list port-state

M3meHenue cocrosiHust mopta. [loBropHoe
BKJIFOUCHHUE TIOPTa, KOTOPBII ObLIT BBIKIIIOUCH
npasuiiom acl

N3menenue coctosHus nopra. Beikinrouenue

2.2.11 TP Source Guard. 3amura IP-aapeca ucrounuka

Oynknus [P Source Guard B Ethernet-koMmMyTaTopax npenHasHadeHa ajisi 00ecTieueHUst
JIOTIOJIHUTEIBHOM 3alIUThl OT HECAHKIIMOHUPOBAHHBIX JEHCTBUI MOJIb30BATENEH.

2.2.11.1 IP Source Guard

Komanna

Omnucanue

['mobGanpHBIE HACTPOIKK

ip verify source

no ip verify source

Bxurouenue 3ammrtel [P-agpeca ncrounuka

Brikmrouenue 3ammrthsl [P-anpeca nctounnka

ip verify source translate

no ip verify source translate

Hp606pa3OBaHI/IC JUHAMHUYECKHX 3alucei B
CTaTHYCCKHC.

OTMeHa KOMaHIBI

ip source binding interface
GigabitEthernet <port type id>
<vlan id> <ipv4 ucast>
<mac_ucast>

Hacrtpolika ctaTnueckux npaBuil. Y CTAaHOBKA
cooTBeTcTBUM Mexnay [P-angpecom, Homepom
nopra, MAC-anpecom u VLAN ID.

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPOWKH MapaMeTpoB
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ip verify source

no ip verify source

Bxmtouenue 3amuthl IP-anpeca uctounuka Ha
nopty. Jlis Toro, uroOs! 3ammura [P-agpecos

MCTOYHHUKA paboTana, QyHKIUS T0JKHA OBITH
BKJIIOUEHA B TJ100AJILHOM PEKUME U Ha TOPTY.

Brixmrouenue 3amutsl [P-anpeca ucrounrka
Ha TMOPTY.

ip verify source limit <0-2>

Br160p MakcuManbHOTO YKcia
JTMHAMUYECKUX KIMEHTOB Ha MOPTY.
Bo3Moxubl ciegyromue Bapuantsl: 0, 1, 2
Ecnu BKITIOUEH pexuM pabdoThI MopTa U
MaKCHMaJIbHOE YHCIIO KIIMEHTOB paBHO 0,
KOMMYTaTOp OyJeT TOJbKO nepenaBars [P-
MAKEeThl, KOTOPBIE COTIACYIOTCS CO
CTaTUYECKUMH dJieMeHTaMu crincka (IP-
aapecamu) Juis qaHHoro noprta. 1o
yMOTYaHHIO 3HaueHue unlimited
(HEeOrpaHMYEHHOE KOJIMYECTBO)

2.2.11.2 1Pv6 Source Guard

Komanna

Onucanue

['moGasibHBIE HACTPOHKHU

ipv6e verify source

no ipvé6 verify source

Bxmrouenue 3amutel [P-anpeca ucrounnka

Brixmrouenue 3ammrsl [P-anpeca ncrounnka

ipv6e verify source translate

no ipvé verify source
translate

Hp606p330BaHI/Ie JUHAMHYECKHX 3al1Ccel B
CTaTH4YCCKHC.

OTMeHa KOMaHIbI

ipv6 source binding interface
GigabitEthernet <port type id>
{ <ipv6 ucast> | vlan}

Hacrtpolika ctaTnueckux npaBuil. Y CTAaHOBKA
cooTBeTcTBUM Mexnay [P-angpecom, Homepom
nopra, MAC-anpecom u VLAN ID.

Hactpolika nopros

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

ipve verify source

No ipv6 verify source

Bxutouenue 3amutel IP-agpeca ncrounuka Ha
nopty. s Toro, uroOsl 3ammura [P-agpecos

MCTOYHHKA paboTana, GyHKIUS T0JKHA ObITh
BKJTIOYCHA B TII00aJTbHOM pEXXHME U Ha TIOPTY.

Brikmrouenue 3ammtsl [P-anpeca ncrounnka
Ha MOPTY.

ipv6e verify source limit <0-2>

Br160p MakcuManbHOTO Uncia
JMHAMUYECKUX KIMEHTOB Ha MOPTY.
Bo3MoxHbI cnegyromue BapuanTsl: 0, 1, 2
Ecnu BKITIOUEH pexxuM paboThl MopTa u
MaKCHUMaJIbHOE YMCJI0 KIIMEHTOB paBHO (),
KOMMYTaTop OyJIeT TOIbKO nepenaBats IP-
MaKeThl, KOTOPHIE COTIACYIOTCS CO
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CTaTUYECKUMH dJieMeHTaMu crincka (IP-
azpecamu) i qaHHoro nopra. 1o
YMOJYaHHIO 3Ha4YeHue unlimited
(HEOrpaHMYEHHOE KOJIMYECTBO)

2.2.12 ARP inspection. Uncnexkuust ARP

Nucnexkuus ARP-nakeToB ucnonb3yeTcs it OTQUIBTPOBBIBAHUS HECAHKIIMOHUPOBAHHBIX
naketoB ARP. D10 mo3BosiseT mpeoTBpaTUTh MHOTHE BHJIbI aTak Kiacca «man-in-the-middle»
(aTaka «4enoBek mocepenuue»). Ilpu oOHapykeHHH KOMMYTaTOpPOM HECAaHKIIHOHUPOBAHHOTO
ARP-nakeTa um aBTomarudecku co3gaetcs GpuiabTp MAC-aapecoB, OIOKUPYOMUA TpadhuK OT
MAC-anpeca u cetnt VLAN, 0T KOTOPBIX OCTYNWJI HECAHKIIMOHUPOBaHHBI ARP-maker.
[epuon akTuBHOCTH (DritbTpa MAC-aipecoB Ha KOMMYTaTOpe MOXHO HACTPAUBATh.

Komanna

Onucanne

I'moGanpHbBIE HACTPOHKH

ip arp inspection

no ip arp inspection

Bxmtouenune ¢pynkiun nacnekuuu ARP-
IIAaKETOB

Brikmouenne Gpynkuuu nacnekiuu ARP-
[IAKETOB

ip arp inspection vlan
<vlan list> logging {all |
deny | permit}

Bri6op VLAN Ha KOTOpBIX OyJeT BKIIOUEHA
¢bynkius nHcnekiun ARP-nakeToB. A Takxke
HACTPOIMKa TUIIA 3alUCEH MepeaBaeMbIX B
JKYpHAaJI.

ip arp inspection entry

interface GigabitEthernet
<port type id> <vlan id>
<mac_ucast> <ipv4 ucast>

Hacrpolika cratnueckoi 3anucu
<port type id> - HOMeEp mopTa
<vlan id> - Homep Vlan
<vlan_ id> - mac-aapec

<ipv4 ucast> - ip-ampec

Hactpoiika noptos

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPOWKH MapaMeTpoB

no ip arp inspection trust

ip arp inspection trust

Bxmtouenne ¢pynkiun nacnekuuu ARP-
[IaKETOB HA IOPTY.

Brikmouenne Gpynkuuu nacnekiuu ARP-
MaKETOB HA MOPTY.

ip arp inspection check-vlan

no ip arp inspection check-
vlan

Bxmrouenne nposepkun VLAN.

Beikmouenue nposepku VLAN.

ip arp inspection logging {all
| deny | permit}

deny - B )xypHan noMemarTcs
3alpeIEeHHBIE 3alIACH.

permit - B )kypHan noMemarorcs
pa3pelICHHBIC 3aIIUCH.

All - B xypHaJ IOMENIaroTCs BCE 3alUCU
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no ip arp inspection logging

B xypHas HUYEro He 3alHuChIBACTCSL.

2.2.13 Hactpoiika Radius.

Komanma

Onucanue

I'moGanbHbIe HACTPOHKH

radius—-server timeout <1-1000>

Hacrtpolika BpeMeHu 0KuJaHus OTBETA OT
cepBepa ayTeHTU(UKALIUU TIEpe]] TeM, KaKk
IIOBTOPHUTH 3aIPOC.

radius—-server retransmit <1-
1000>

Hacrtpotlika yucia noBTOpHOM nepegayun
3aIpoCOB Ha cepBep ayTeHTU(UKALINY.

radius-server deadtime <1-

1440>

Hacrpoiika BpeMeHu OTCYyTCTBUS cEpBEpA
(Bpems B TEYEHMH KOTOPOTO KOMMYTATOp HE
OyZeT mochlaTh HOBBIE 3alIPOCHI Ha CepBED,
KOTOPBIN HE OTBETHJI HA MPEIBI YN
3anpoc)

radius-server
pted |

key (unencry
encrypted) <linel-63>

BBox kimroua gimHON HEe Oostee 64 CUMBOJIOB.

radius-server attribute 4

<ipv4 ucast>

Hactpoiika ipv4-aapeca, B KadecTBe
aTpuOyTa 4 B akerax 3ampoca J1ocTya
RADIUS. TTo ymMo4aHuio HCIOJIB3yeTCs IP-
aJipec UCXOAIIero nuTepdeiica.

radius—-server attribute 95

<ipv6 ucast>

Hactpoiika ipv6-aapeca, B kKauecTBe
aTpu0OyTa 4 B makerax 3ampoca JIocTya
RADIUS. TTo ymMon4aHUIO HCIONIB3yeTCs IP-
aJipec UCXOAIIero nHTepdeiica.

radius-server attribute 32

<linel-253>

Wnentudukatop JuimHoON He Gosee 256
CHMBOJIOB, HCIIOJIb3YEMBI B KAUeCTBE

aTpuOyTa 32 B makeTrax 3arpoca J0cTymna
RADIUS.

Hactpolika cepsepa

radius-server host <wordl-255>

Hactpoiika umenun xocra RADIUS cepsepa
WK ero ip-aapec

radius-server host <umMma wunum
ip-ampec> auth-port <0-65535>

Hacrporika nopra UDP, ucnionszyemoro st
ayrentu¢ukanuu Ha RADIUS-cepBepe.

radius-server host <umsa wumu
ip-anmpec> acct-port <0-65535>

Hacrpoiika nopra UDP, ucnons3yemoro [uist
aKKayTHHIa

radius-server host <umMma wuiu
ip-azmpec> timeout <1-1000>

Hactpoiika BpeMsi oxkuianusi, oHO OyaeT
MCIIOJIb30BaHO BMECTO IJ100aIbHOTO BpEMEHHU
oxxujanus. Eciu jxenarenpHO UCIONIb30BaTh
ro6anbHOE 3HaU€HNe, KOMaHy BBOJUTH HE
HY’KHO.

radius—-server host <uMma uIu
ip-ampec> retransmit <1-1000>

Hacrpoiika BpeMeHr TOBTOPHON IEpeIayn,
OHO OyZEeT UCHOIb30BaHO BMECTO
rJ100aJIbHOTO 3HAYE€HUS BpEMEHH MOBTOPHOM
nepenadn. Ecny sxenaTenbHO UCIOIb30BaTh
ro6ajsbHOE 3HaU€HUEe, KOMaHy BBOJUTh HE
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HYKHO.

radius-server host <umsa nm Hacrpoiika kiato4a, oHO OyJIeT UCTI0Ib30BaHO

ip-ampec> key (unencrypted | BMECTO I100aJIbHOTO 3HAYCHUSI CEKPETHOT'O

encrypted) <linel-63> Kiroya. Ecim xKenaTeabHo UCIIOoNb30BaTh
ri100aIbHOE 3HAYCHUE, KOMAH/Ty BBOJUTH HE
HYIKHO.

[Tpumeuanue: nepeaars Bce MapaMeTpbl cepBepa MOKHO OJHOU CTPOKOIL, yKa3bIBasi 3HAYCHUS
napaMmeTpoB mocliiefoBarenbHo. CepBep, yKa3aHHBIN paHbIlle B KOH(QUTYpAITUU CUUTACTCS
OCHOBHBIM.

2.2.14 Hacrtpoiika TACACS+

Komanpma \ Onucanne

['moGasibHBIE HACTPOHKHU

tacacs-server timeout <1-1000> | Hacrpoiika BpeMEHH OXHIaHUS OTBETA OT
cepBepa ayTeHTH(OUKAIMHU TIEPE]] TEM, KaK
HIOBTOPHTB 3aIpoc.

tacacs-server deadtime <1- Hacrpoiixa BpeMeHH OTCYTCTBUS CEpBEPa
1440> (BpeMsi B TE€YEHHH KOTOPOTO KOMMYTATOp HE
OyIeT MoChLIaTh HOBBIE 3aIIPOCKI Ha CEPBED,
KOTOPBIi HE OTBETHJI Ha MPEIbIIY Ui
3anpoc)

tacacs-server key (unencry BBoj xiroya minHON He 0osee 64 CUMBOJIOB.
pted | encrypted) <linel-63>

Hactpoiika cepBepa

tacacs-server host <wordl-255> | Hacrpoiika umenu xoctra TACACS+ cepsepa
WK €ro Ip-aapec

tacacs-server host <mmsa wuum Hacrpoiika nopra TCP, ucnonszyemoro i
ip-anpec> port <0-65535> ayrentudukanuu Ha cepeepe TACACSH.
tacacs -server host <uma wunu Hacrpoiika BpeMs o:xuiaHusi, OHO OyaeT
ip-ampec> timeout <1-1000> MCIIOJIb30BAHO BMECTO TII00aTbHOTO BPEMEHH

oxxuganus. Ecim xxenaTenbHO UCIIOIb30BaTh
rio0aIbLHOE 3HAYCHHE, KOMaHAy BBOJAWTH HE

HYXHO.

tacacs-server host <uma mim Hacrpoiika kiato4a, oHO OyJeT UCTIOIb30BaHO

ip-ampec> key (unencrypted | BMECTO II100aTbHOTO 3HAYEHUSI CEKPETHOTO

encrypted) <linel-63> k1to4a. Eciu jxenaTenbHO HCI0Ib30BaTh
ro6anbHOE 3HaUEHUE, KOMaHy BBOJUTH HE
HYXHO.

[Ipumeuanue: nepenars Bce MapaMeTpbl CepBepa MOKHO OJHOM CTPOKOH, yKa3bIBasi 3HAUCHUS
napaMeTpoB IoclieoBareasHo. CepBep, yKa3aHHBIN paHbIle B KOHQUTYpAITUU CUUTACTCS
OCHOBHBIM.

2.2.15 static aggregation (CtaTu4yeckoe arperupoBaHme)

Komanna Ornucanue
aggregation mode HacTtpoiika pexxuma paGoThl sl pacyeTa JMHEHHOTo MopTa,
(smac | dmac | ip | gyepe3 KOTOPBIH OYIET mepeaaBaThCs Kajp.
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port) smac - wucnoaszyercss MAC-agpec UCTOUHUKA

dmac - wucnosb3dyerca MAC-anpec Ha3HaYEHUS

ip - wucnonb3yercs ip-aapec

port - wucnons3ytorcs noptsl TCP/UDP na3nadenus u
HCTOYHHKA.

B03M0OXHO BKITIOUEHHE HECKOJIBKHUX PEXUMOB paOOTHI.

, OTKITI0YCHHE COOTBETCTBYIOIIETO PEXKUMA PAOOTHI.
no aggregation mode

(smac | dmac | ip |
port)

HacTtpoiika rpynmsl arperupoBaHusi

interface Br160p mopThl A1t 00BEAUHEHUS B TPYIIITY
GigabitEthernet
<port type list>

aggregation group <1- BhﬁopidrpyHHHLImgmNWHHepemHMaCﬂanemﬂﬁ
5> mode {active | on arperanuu

| passive} On - craTHyecKas arperamus

Active - pexwm aktusHon arperauum LACP

Passive- pexum naccueHon arperauum LACP

2.2.16 LACP

LACP (Link Aggregation Control Protocol) — 3To nmpoTokosn yrpaBieHus arperamueii KaHaJloB,
noakomnoHeHT crangapta IEEE 802.3ad.

OH no3BoJIsieT 00BEINHUTH HECKOJIBKO (PU3NYECKUX KaHAJIOB MEK/y CETEBBIMM YCTPOIICTBaAaMHU B
OJIMH JIOTUYECKNH KaHal. B pe3ynbrare kaHansl, nogaep:xusaromue nporokosa LACP, moryt
YBEJIMYUTH JIOTUYECKYIO TI0JI0CY MPOMYCKaHUs U HaJAEKHOCTh CeTH 0€3 U3MEHEHUsI KaKoi-JInoo
ceTeBoil HHPACTPYKTYpHI.

Kpome Toro, naske eciu oiHa CCbUIKA BBIXOJUT U3 cTposi, B pexkume LACP npyrue noctynsele
YJIEHBI CCBUTKH B TOM ke rpymme LACP OynyT 6amaHcupoBaTh Harpy3Ky.

LACP ucnone3zyer LACPDU coo6mienus myist oOMeHa nHpopMaiyeil ¢ cCoceTHel CTOPOHOH.
[Tocne Bxmrouenust LACP nopt noceimaer LACPDU, yBegoMIsisi OTBETHYIO CTOPOHY O
npuoputere 1 MAC-anpece ciucTeMsl, TIPUOPUTETE U aJpece MopTa u Kirode onepanuu. Korma
OTBETHBIN MOPT MOJTyYaeT 3Ty MH(OPMAIIHIO, OH CPAaBHUBALT €€ ¢ HH(OpMAIHel 0 CBOMX
MOPTax, HACTPOCHHBIX Ha arperanuo. Takum o0pa3zoM 00e CTOPOHBI IOCTUTAIOT COTJIAIICHUS O
BKIIFOUEHUH WM UCKITIOYSHUU TTOPTa U3 JUHAMUYECKOU IPYIIIBI arperaiuu.

Komanna \ Ornucanue

['moGasibHBIE HACTPOHKHU

lacp system-priority | Hacrpoiika 3HaueHus system-priority. Ilo
<1-65535> yMoJTyanuo - 32768

HacTtpoiiku moptoB
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interface Br160op mopTOB U1 HACTPOWKU ITapaMeTPOB

GigabitEthernet

<port type list>

lacp port-priority YeM MEHBIIIE ITO IIEJI0€ YKCIIO, TeM OOJIbIIe IPHOPHUTET.

<1-65535> DT0 3HAYCHHE IPUOPUTETA ONIPEICIISICT, KaKOU MOpT OyAeT
aKTUBEH, a KaKoil — Oy/IeT UrpaTh pojib Pe3epBHOTO.

lacp timeout (fast | | Ilapamerp Timeout (Bpems oxxuaaHus) onpenesseT nepuos

slow) BpeMeHH Mexay nepenadamu BPDU. Korna napamerp

nmeet 3HaueHue Fast (beicTpo), makerst LACP OyayT
nepeaaBaThesl KKIYI0 CEKyH/1y; KOT/ia apaMeTp UMeeT
3HaueHue Slow (MeneHHo), mepea OTIpaBKOM MaKeTa
LACP Oyner Boliepkal uHTepBai 30 cekyH/I.

[Tpumep HacTpoiiku moptoB B pexxume LACP:

# configure terminal
(config) #interface GigabitEthernet 1/1-2
(config-if)# aggregation group 1 mode active

2.2.17 Loop protection

BcnenctBue HelpaBUIIbHOTO BBINOJIHEHUS COEIMHEHUH, POOJIEM € anmaparypou,
HeraBHHbHOﬁ HaCTpoﬁKH IIPOTOKOJIOB, B CCTAX HHOI'IAd BOSHUKAIOT IICTJIN. B KOMMYTHUPYCEMBIX
CETSIX METJIN MOTPEOIIAIOT PECYpPChl KOMMYTATOpa, B pe3yjbTaTe Yero MajgaeT ero
npousBoauTenbHOCTh. DyHKIMSA Loop Protection (3amura oT neress), peaqu3oBaHHas B JAHHOM
KOMMYTATOpPEC, MOXKET OBITh BKJIIOYEHA IJI00aJIbHO JII/I60 HHIUWBHUIYAJIbHO HA KaXKAOM IIOPTY.
Hcnionb3oBanue (I)YHKI_II/II/I 3aIUTHI OT NETCIIb AACT BO3MOKHOCTbE KOMMYTATOPY aBTOMATUYCCKHU
oOHapy»uBaTh NeTIu B ceTU. [Ipu 0OHapykeHuu neTemnp, MOPThl, IPUHABLIME OT KOMMYTaTopa
aKeT 3allIMThI OT IICTCIIb, 74 MOTYT OBITh OTKJIIOUYEHEI JTHOO0 COOTBCTCTBYIOIIHNE CcOOBITUS MOTYT
OBITH 3apETUCTPUPOBAHBI B )KypHAJIE.

Komanna ‘ Onucanue

['mobGanpHBIE HACTPONKHU

loop-protect Bxutouenue (GyHKIMU 3aIIUTHI OT HETENb

no loop-protect Brikimrouenne QyHKIMM 3aIUTHI OT METeb

loop-protect [lepuroa BpeMeHH, Ha KOTOPBI MOPT OyI€T BHIKJIIOYEH.

shutdown-time <0- Homyctumsle 3Ha4enus: ot 0 o 604800 cexyna. 0

604800> 03HAYaeT, uTo MOPT OYy/IET OCTABATHCS BBHIKIIOUYEHHBIM JI0
TeX IOp, MOKa YCTPOUCTBO He OYyJIET mepe3arpyKeHo.

loop-protect NHTtepBan Mexay OTIPABKOM MTAKETOB 3aIIMTHI OT IETEIb

transmit-time <1-10> | PDU Ha kaxaom nopty. Jlonycrumsie 3Ha4eHus: ot 1 10 10
CEKYH/L.

Hactpoiiku mopToB

interface Br160p nopToB 17151 HACTPOIKHU MapaMeTpoB

GigabitEthernet

<port type list>

loop-protect BrroueHne (hyHKIIUY 3aIIUTHI OT TIETEeNh Ha BBIOPaHHBIX
mopTax

no loop-protect Brikmouenne QyHKIMY 3alIUTHI OT METENb Ha BEIOPAHHBIX
opTax

loop-protect action Hacrpoiika onepanuy npu oOHapy>KEHUU METJIU Ha MOPTY:

46



(log | log shutdown | | Log - CoOBITHS PETHCTPUPYIOTCS B XKypHae, HO MOPT
shutdown) OCTAeTCs BKIIKOYEHHBIM.

Log shutdown - IlopT, Ha KOTOpOM OOHApY>KEHA
METIIs, OTKJIFOYACTCS Ha TMIEPHOJ] BPEMEHH, 3a/IaHHbBIH B
rJ100aIbHBIX HACTPOUKAX U COOBITHS PETHCTPUPYIOTCS B
KypHaJe.

Shutdown - Ilopt, Ha KOTOpOM OOHapy>KeHa METII,
OTKJIFOYACTCs Ha IIEPHOJT BPEMEHH, 33J[aHHBIN B INI00ATBHBIX
HACTPOMKAaX.

loop-protect tx-mode | BritoueHue reHepalidy MakeToB 3aliThl OT retesib PDU
100 OCyIIEeCTBIISIETCS MacCUBHBIN nouck PDU,
MEepEITaHHbIX 10 TETJIE.

no loop-protect tx-
mode BrIxiroyeHue remepanuy nakeToB 3amThl oT rerens PDU
mu60 ocyuiecTBIseTcs naccuBHbIN nouck PDU,
MEepEIaHHbIX 110 TETJIE.

IIpumep HacTpoiiku loop-protect:

# configure terminal

(config) # loop-protect shutdown-time 20
(config) # loop-protect transmit-time 5
(config)# interface GigabitEthernet 1/1
(config-if)# loop-protect action shutdown log

2.2.18 IPMC Profile
PMC npoduiu ucnons3yrorcs s o0ecnedeHns KOHTpoust foctyna K [P MynbTukacT motokam.
Cy1ecTByeT BO3BMOXKHOCTb co3/1aTh 64 mpoduiis ¢ 128 npaBuiiaMu B KaXKA0M.

Komanna ‘ OnucaHne

['mobGanpHBIE HACTPOMKHU

ipmc profile Bxutouenne ¢yHkiuu ipme profile
no ipmc profile Brixmrouenne ¢ynknuu ipmc profile

ipmc profile <wordl6> | Ha3HaueHHe MMEHU NPOQHIIS, IPH BBOAE KOMAH/IbI
OCYILECTBIISITCS IEPEX0/] B PEKUM KOH(PUTypanuu

npopuIs.
no ipmc profile VnaneHue cOOTBETCTBYIOIIETO MTPOQHUIISL.
<wordle>
Ipmc range <wordlé> Cosjanue 1 Ha3HAYEHHE MMEHH JIMAIa3ony ip-aJpecos a
(<ipv4_mcast> | TaKXe yKa3aHUe Juara3oHa ipv4 wiu ipv6 MyJIbTHKACTOBBIX
<ipv6_mcast>) QJIPECOB JIUISI MHOTOAIPECHOMN PACCHIIKH.

Hactpoiika npo¢uns IPMC

Description <line64> | Hactpoiika onucanus mpoduis

range <wordl6> (deny | Komanma paspemaer Win 3amperiaer mpaBuiIo st mpoQuIIs.
| permit)

IIpumep HacTpoiiku ipmc:
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terminal
range 1
range 2

# configure
(config)# ipmc
(config) # ipmc
(config)# ipmc range 3
(config)# ipmc range 4
(config)# ipmc profile
(config)# ipmc profile 1
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #

233.3.2.1 233.3.22.1
233.3.23.1 233.3.44.1
233.3.45.1 233.3.66.1
233.3.67.1 233.3.88.1

description 1
range 1 permit
range 2 permit
range 3 permit
range 4 permit
ipmc profile
description
ipmc profile
description
ipmc profile
description

wabdWWNN

2.2.19 MVR

[Tporoxon MVR - peructparnus maoroagpecubix VLAN (Multicast VLAN Registration)
II03BOJISIET MEUAcCEPBEPY MEpeEAaBaTh MHOTOAPECHBINA ITOTOK 110 OJJHOW MHOT'0aIpECHOMN
VLAN, npu 3TOM KJIMEHTBI, IPUHUMAIOIIKE TOTOK MHOTOoaapecHor VLAN, MoryT octaBaThcs B
paznuusbiX ceTsax VLAN. Knuents! paznuunsix VLAN, HamepeBatoluecs: BCTYIIUTh B
MHOT'03IpECHYIO TPYIIITY WJIM BBIMTH U3 HEe, OTIPABIIAIOT B IOPT IpUueMHUKa coobienue IGMP
Join (Berynuts B rpymnmy) mu6o IGMP Leave (ITokunyts rpynmy). [lopt npuemnuka,
IIPUHAUICKALIMI OJHON U3 MHOTOAIPECHBIX IPYIIII, MO>KET IPUHUMATh MHOT0aIPECHBIN IIOTOK
oT meauacepsepa. Janee, MVR n3onupyer nosib3oBaresieid, He HAMEPEBAKOIIUXCA IPUHUMATD
MHOI'0aIpeCHbIN TpaduK U, cie0BaTeIbHO, 00eceunBaTh 0€301aCHOCTb JAHHBIX 3a CYET
cerperaunu VLAN, nomyckaroiieil ToJIbKO MHOTOapecHbIi Tpaduk B qpyrue cetu VLAN, k
OJTHOM M3 KOTOPBIX MPUHAUIEKHUT aO0HEeHT. HecMOTps Ha TO, 4TO OOLIHMI MHOT'0aAPECHBII
tpadguk npoxoguT oT MVR VLAN B VLAN pa3znuuHbIX TpyIil, NOIb30BaTeNN PA3IMYHBIX
VLAN IEEE 802.1Q unu yactHeix VLAN He MOryT 0OMeHHMBAThCsl Kakoi-m100 nHpopmarmen
(32 MCKJIFOUEHHEM YCIYT MapUIpyTH3alliu BEPXHETO YPOBHS).

Komanna ‘ Onucanue

['mobGanpHBIE HACTPOMKHU

mvr Brutouenue ¢pyHkuum mvr
no mvr Briximrouenme QyHKImu Mvr

mvr vlan <vlan list>

VYkazanue uaeHtupukaropa MuoroagpecHon VLAN

mvr name <wordlo6>

HazHaueHue uMeHu MHoroajpecHor VLAN

mvr vlan <vlan list>
igmp-address

Haznauenue [Pv4-agpeca B kauecTBe agpeca HCTOUHUKA,
HCIIOIb3yeMOro B 3arosioBke IP kagpos ynpasinenus IGMP

mvr vlan <vlan list>
mode (compatible |
dynamic)

Bri6op pexuma padorst MVR

Dynamic (JIunamuueckuii): MVR paszpemaer tuHaMu4ecku
OTIPABIATH COOOIEHUS O YWICHCTBE HA MOPTHI HCTOYHHKA.
DTOT pexuM pabOTHI 3a]1aH 10 YMOJTYAHHIO.

Compatible (CoBmecTumslif): OTrpaBka Ha HOPTHI
rncTtoyHnKa coodmieHnit MVR o dneHcTBe 3ampernieHa.

mvr vlan <vlan list>
frame priority <0-7>

Hacrpoiika npuopurera nepeaadn KajpoB yIpaBICHUs
IGMP/MLD. Ilo ymom4anuto, mpuoputet paseH 0.
Jlonyctumple 3HadeHust npuoputera: 0 -7

mvr vlan <vlan list>

Hacrpoiika TerupoBanusi kaapos ynpasienus |IGMP/MLD.
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frame tagged

mvr vlan <vlan list>
channel <wordl6>

Bw16op npoduins IPMC (mactpotika npoduiis onucaHa B 11.
1.2.14)

mvr vlan <vlan list>
last-member-query-

HacTtpoiiku MakCHMaabHOTO BpEMEHU OXKUAAHUS
coobuienus o wieHcrse IGMP/MLD Ha nopty npreMHuKa

interval <0-31744> JI0 yJaJICHHS ITOpTa M3 MHOT0aapecHOi rpymisl. [1o
ymomuanuto LLQI paBHo 0,5 cexynabl. /lnanazon

JTONyCTUMbIX 3HaUeHUM: 0-31744 necsaThiX 101€H CEeKYHbI

Hacrpoiika nopra

interface
GigabitEthernet
<port type list>

Br160p mOPTOB 111 HACTPOIKK TapaMeTPOB

mvr immediate-leave BriroueHne (hyHKIIUU HEMEUICHHOTO BBIX0J1a U3 TPYIIIBI

mvr vlan 131
type (receiver |
source)

Hasznauenue ponu nopra

Source- Ilopt (Bxomsmiero Tpahuka) sBISETCS MOPTOM
uctoyHuka. [lopTel ICTOYHUKOB OYAyT IPUHUMATH U
MOCBHUIATh MHOT0AIPECHBIEC TaHHbIE. AOOHEHTHI HE MOTYT
OBITH HAMPAMYIO TOJIKITFOYEHBI K TOPTAaM UCTOYHHKA.
Receiver - llopT yCTaHOBIIEH KaK ITOPT IPUEMHHUKA.
Knuentckue mim aboHEHTCKUE TOPTHl CKOH(PUTYPUPOBAHBI,
Kak MOpPThl IPUEMHHUKOB, TaK YTO OHU MOTYT HCITIOJIb30BaTh
coobmienuss IGMP/MLD mis mpriemMa MHOTOQApECHBIX
JIAHHBIX

IIpumep HACTPOMKHU mv r:

# configure terminal

(config)# vlan 10,20

(config-vlan) # exit

(config) # mvr

(config)# mvr vlan 10 name 1

(config)# mvr name 1 election

(config)# no mvr name 1 frame tagged
(config) # mvr name 1 channel 1

(config)# no ip igmp unknown-flooding
(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 20
(config-if)# mvr immediate-leave
(config-if)# mvr name 1 type receiver
(config-if)# interface GigabitEthernet 1/3
(config-if)# switchport mode trunk
(config-if)# mvr name 1 type source
(config-if)# interface vlan 10
(config-if-vlan)# ip address 192.168.10.2 255.255.255.0
(config-if-vlan)# interface vlan 20
(config-if-vlan)# ip address 192.168.20.2 255.255.255.0

2.2.20 TPMC

2.2.20.1 IGMP Snooping

[TpoTokoun ynpasnenus rpynnamu uatepaera IGMP (Internet Group Management Protocol)
oOecrnieynBaeT ynpasieHue ydactueM B MHoroajpecHbix [P-rpynnax. IGMP ucnonbssyercs IP-
XOCTaMH U COCEJHUMHU MHOI'03IPECHBIMU MapIIPYTU3aTOPAMHU U1l YCTAHOBIICHUS

49



MPUHAJJIKHOCTH K MHOT0a/ipecHoi rpymme. OH MOKET UCMOIb30BaThCs Hanboee 3 PeKTUBHO
IPY TOJ/IEP’KKE TAKUX YCIIYT, KaKk MOTOKOBOE OHJIaiH-BUeo U Urpsl. IGMP Snooping — 310
nporecc cinymanus Tpadpuka IGMP. Kak cienyer u3 HazBanus, IGMP snooping npeacrasiser
co00H (PYHKIIHIO, TIO3BOJISIONLYI0O KOMMYTATOPY «IIPOCIYIIUBATHY OOMEH JaHHBIMU MEXKITY
XOCTaMH M MaplipyTu3aTopaMu, oopadaTsiBas makeTsl 3-ro ypoBHs (nmaketsl IGMP,
nochlIaeMble 1o MHOToaapecHoi cetn). Korma na kommyTtarope BriroueH IGMP snooping, on
aHAJIM3UPYET BCE MAKETHI, IEPEIaBAEMbIE MEXKIY XOCTaMH, IOJKJIFOUEHHBIMUA K KOMMYTAaTOPY U
MHOT'0aJIpeCHbIMU MapuIpyTuzaTopamu B cetu. Korma kommyrtarop npunumaet otyet IGMP nnst
JAHHOW MHOT0a/IPECHON TPYMIIBI OT XOCTa, KOMMYTAaTOp 100aBIsieT HOMEp MOPTa XOCTa K
MHOT'0aJIpECHOMY CIIUCKY AJis 3TOU rpynmnbl. Korga koMMyTaTop 0OHapyKHUBaeT COOOIIEHNE
IGMP Leave (ITokunyts rpynmy IGMP), on yaanser mopt xocta u3 siueiiku tTadauisl. [IGMP
snooping mo3BosseT 3(pPEeKTUBHO CHUKATH MHOTOQIPECHBIN TpadUK MPU CTPUMHUHTE U APYTUX
SKCTEHCUBHO PACXOAYIOIIUX NoJiocy nponyckanus [P npunoxenusax. KommyTtarop,
ucnons3ytonmii IGMP snooping, B 3ToM Tpaduke OyIeT nepenaBath X0CTaM TOIbKO
MHoOTroaipecHblit Tpaduk. CHIKEHHE MHOT0AJJPECHOTO TpadrKa yMEHbBIIIAET YUCIIO MAKETOB,
00pabaTbIBaeMbIX KOMMYTATOPOM (OJTHAKO MPH ATOM TPeOyeTcsl yBEIMUCHHE OTIePaTHBHOM
naMsTH A7 00pabOTKU MHOTOAPECHBIX TaOIHUI]) U CHUKAET HArpy3Ky Ha OKOHEUHBIE XOCTHI,
TaK KaK UX CETEeBbIC KapThI (MM OTIEPAIIMOHHBIE CUCTEMBbI) He Oy IyT NPUHUMATh U (PUIBTPOBATH
BECh MHOT'0aJIpECHBIN TpadhuK, TeHEPUPYEMBIii CEThIO.

Komanna

Omucanue

['moGasibHBIE HACTPOHKHU

ip igmp snooping
no 1ip igmp snooping

Bxirouenue pyHKIMu igmp snooping
Brixmrouenue ¢pyHkuun igmp snooping

ip igmp unknown-
flooding

no ip igmp unknown-
flooding

BKJIIOUEHHUE PEKUMA TepeIau He3apETUCTPUPOBAHHOTO (HE
MpUHAIJIEKAIEro rpyIinamM) MHoroaapecHoro IP-tpaduxka.

BBIKJTIOYCHHE PEXKHUMA MIepelaui He3aperucTpPUPOBAHHOTO
(He mpuUHaAIeXKAIIeTo rpynmnamM) MHOroaapecHoro IP-
Tpaduka.

ip igmp ssm-range
<ipv4 mcast>

HasnauyeHue quamna3oHa MHOTOQIPECHBIX a/IPECOB IS
koHKpeTHOro ucrounnka SSM (Source-Specific Multicast),
MO3BOJISIET MoJIepKuBatoM SSM xoctam u
MapIIpyTU3aTOPaM BBIIOJIHATE MOJIENb yeiuyTr SSM s
TPYIN B 33JJaHHOM JTHAINa30He aJJpecoB.

ip igmp host-proxy
leave-proxy

[TonaBnsieT cooOIIEHNS O BBIXO/IE€ U3 IPYIIIBL,
OTJINYAIOIINECS OT IPUHATHIX, OT MTOCIEAHETO 1OpTa
y4acTHUKa rpynnsl. I[Ipokcu-cepsep cooOiieHuil o BbIxoe
U3 TPYMIIBI OJIABIISIET BCE HE SIBJIAOLINECS HEOOX0IUMBIMU
coobmienust IGMP o Bbixozie U3 rpynmnsl TakuM 00pa3oM,
YTO KOMMYTAaTOp, HE SBIIAIOLINICS querier, nepeJaeT makeT
BBIXO/Ia U3 TPYIIIBI TOJIBKO TOT/AA, KOT/1a OCTIeAHUN
JUHAMUYECKUH TOPT-yYaCTHUK IIOKHIa€T MHOTO3JPECHYIO

rpynimy

ip igmp host-proxy

no ip igmp host-proxy

Bxmrouenue npokcu-cepaepa

BrikitoueHue npokcu-cepeepa

Hactpoiika nopta

interface
GigabitEthernet
<port type list>

Br160p nopToB /7151 HACTPOIMKHU MapaMeTpoB
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ip igmp snooping
mrouter

Haznauenue nopra noprom MapupyTusaropa

ip igmp snooping
immediate-leave

Bruttouenne ¢pyHkuuu ObIcTpOro BeIxoAa u3 rpymnmsl. Korga
IIPUHAT MTAKET BBIXOAA U3 IPYIIIbI, KOMMYTAaTOP HEMEIICHHO

yAaJSeT MOPT U3 MHOTOAJAPECHON yCIIyTH, HE MOChLIast
cnenduanbiii ais rpymnmsl 3anpoc IGMP GS na sToT
uHTepdeiic.

ip igmp snooping max-—
groups

Haznauenne MakCUMalIbHOTO YKciIa MHOTOQAPECHBIX TPYIIIL,
B KOTOpBIE ITOPT MOKET BCTYIUTh 0JJHOBpeMeHHO. Kornia
11 IopTa OyAeT JOCTUTHYTO MaKCUMAaJIbHOE YUCIIO TPy,
HOBBIE coo01eHus ¢ oryetamu IGMP o BcTymiienuu B
rpynmny OynyT oropacsiBaThes. [1o ymonuanuto BeIOpaHo
HeorpanndeHHoe uncio rpynn (unlimited). JomycTumerii
nuarmna3od 3HaueHuit ot 1 go 10.

ip igmp snooping
filter <wordl6>

Hactpolika ¢punbTpa Ha OPTY UISi MHOTOAPECHBIX TPYIIIL.
Korna onpenenennas MHOTOaApecHast rpyInna BeIOpaHa Ha
nopty, coobmenus IGMP join reports (0TueThI 0
BCTYIUICHUU B TPYIITY) HA IOPTY OTOPACHIBAFOTCSI.

IIpumep HacTpoOWiKKU igmp snooping:

# configure terminal

(config)# vlan 10

(config-vlan) # exit

(config)# ip igmp snooping

(config)# no ip igmp unknown-flooding

(config)# interface GigabitEthernet 1/1

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# ip igmp snooping immediate-leave
(config-if)# interface GigabitEthernet 1/3
(config-if)# switchport mode trunk

(config-if)# interface vlan 10

(config-if-vlan)# ip igmp snooping

(config-if-vlan)# ip igmp snooping compatibility v2
(config-if-vlan)# ip igmp snooping query-max-response-time 10
(config-if-vlan)# ip igmp snooping query-interval 45

2.2.20.2 MLD Snooping

MLD - Multicast Listener Discovery Protocol - mporokon onpeneneHust moiyyaresiei
MHOT'03/IpECHBIX TTOTOKOB, HCTIOJb3YyIouiics B IPV6. Ananoruunyto pois B [IPv4 BeimonHser
nporokos IGMP.

Komanpma \ Onucanue

['moGanpHBIE HACTPONKH

ipv6é mld snooping
no 1ipv6 mld snooping

Bxmrouenne ¢pynknuun mld snooping, BKIIOYEHO MO
YMOITYaHHUIO
Boikmouenne pynknuu mld snooping

ipv6é mld unknown-
flooding

Brutouenne GyHKIMN pacChUIKH HE3apETUCTPUPOBAHHOTO
Tpaduka

no ipvé6 mld unknown- OtxmoueHne (YHKIMU PACCHUIKH HE3aPETUCTPHUPOBAHHOTO
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flooding

Tpaduka. YrpaBiieHHe JaBUHHOM PACChIIIKOM BCTYIIAET B
CHIIy TOJIBKO TOTJIa, KOTJa BKJIIoUeHa GyHKIus m1d
snooping.

Korga MLD Snooping oTK/Ir04YeH, HE3aperuCTPUPOBAHHBIN
tpaduk [IPMCv6 Bcerna akTHBEH, HECMOTPS Ha 3TOT
rnapamerp.

ipv6 mld ssm-range
<ipv6 mcast>

Hacrpoiika quanazona SSM (MHOT0aipecHast pacchbliika ¢
Y4E€TOM MCTOYHHMKA) TTO3BOJISIET Y3JIaM U MapUIPyTHU3aTOpaM,
noaepuBaromuM SSM, 3armyckath MoJIeb CITy)0bl SSM
JUIsl TPYTI B IMANa30HE aJIPECOB.

ipv6 mld host-proxy

no ipv6 mld host-
proxy

Bxitouenne npokcu-cepsepa. OTy GyHKIHIO MOXKHO
UCIOJIb30BATh, YTOOBI N30€XKATh MEPECHIIKU HEHYKHBIX
COOOIIEHNH O TIPHCOETMHEHNH Y OCTaBUTh COOOIICHHS Ha
CTOPOHE MapLIpyTU3aTopa.

OTkIIIOUYEeHHE POKCU-CEPBEPa

ipv6 mld host-proxy
leave-proxy

no ipv6 mld host-
proxy leave-proxy

Bxrouenne MLD Leave Proxy. 9Ty dhyHKIIHIO MOKHO
HCII0JIb30BaTh, YTOOBI U30€KaTh MEPECHIIIKA HEHYKHBIX
COOOLIEHUH O BBIXOJIE HA CTOPOHY MapIIpyTHU3aTOPA.

Brixmrouenune MLD Leave Proxy.

ipv6é mld snooping
vlan <vlan list>

MLD Snooping VLAN Configuration

interface vlan <vlan list>

Co3nanue unrepgeiica

ipvé mld snooping

no ipvé mld snooping

Bxmouenne ¢pynkinun mld snooping s
VLAN

Brikmouenne pyHkiun ml1d snooping
g VLAN

ipv6é mld snooping querier

election

no ipvé mld snooping querier

election

Bxmouenune Bei0opa MLD Querier B VLAN

Brixmouenue Beioopa MLD Querier 8 VLAN

ipv6 mld snooping
compatibility {auto

vl | v2}

Hacrtpolika coBMECTUMOCTH.
3HavYeHHEe COBMECTUMOCTH 110 YMOJTYaHUIO -
MLD-Auto.

ipv6é mld snooping priority <0-

7>

[Tpuopurer nunTepdeiica.

OH yKa3bIBaeT ypOBEHb PHOPHUTETA
yrpasisitomero kajapa MLD,
CT€HEpUPOBAaHHBIN CUCTEMON. DTH 3HaYCHUS
MO>KHO HCIIOJIb30BaTh JIJIsl ONPEICICHUS
IIPUOPUTETOB PA3IMUHBIX KJIACCOB TpaduKa.
3HaueHue npuopuTeTa UHTEpdeiica no
yMoyanuio - 0

ipv6é mld snooping robustness-

variable <1-255>

Hactpoiika nepeMeHHON yCTONYMBOCTH.
IlepemeHHas yCTOMYHUBOCTH I103BOJISET
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HAaCTPOUTH OKUJIAEMYIO ITOTEPIO IMAKETOB B
KaHale.
Honyctumblii tnana3onl k 255, 3HaueHue

MEPEeMEHHOIN YCTOMYMBOCTH 110 YMOIYAHUIO -
2.

ipv6 mld snooping query-
interval <1-31744>

Hacrtpolika narepaina 3amnpoca.

WutepBan 3ampoca - 3T0 UHTEPBAJI MEXIY
00ImKMH 3aITPOCaMHU, OTIPABIIIEMBIMH
3aMpPOCYUKOM.

JonycTtumplid tuana3zon <1-31744>
CEKYH/I, MHTEPBAJI 3aIpoca M0 YMOITYaHHUIO
cocTaBisieT 125 cexyH.

ipv6 mld snooping query-max-
response-time <0-31744>

Hacrpoiika naTepBaza 0TBeTa Ha 3ampoc.
MakcumanbHas 3aepKKa OTBETA,
UCIIONb3yeMast Il pacyeTa MaKCUMaJIbHOTO
KOJ[a OTBETA, BCTABIISIEMOTO B IIEPUOTNICCKUE
o01re 3ampockl.

Homyctumplii tnana3on <0-31744>
HHTepBan oTBeTa Ha 3ampoC M0 YMOTYAHHUIO
coctaBisieT 100 B 1eCATHIX AOJSAX CEKYH/IbI
(10 cexynn).

ipv6 mld snooping last-member-
query-interval <0-31744>

Hacrpoiika MakcuManbHOM 3a7€pKKU OTBETA,
Honyctumsiii tuanazon <0-31744> B
JIECATBIX JIOJIAX CEKYHJIbl, HHTEPBAJI 110
yMoOJT4YaHuI0 coctapiseT 10 B necarbix ponei
cekyHbI (1 cexyHma).

ipv6é mld snooping unsolicited-
report-interval <0-31744>

Hacrpoiika nHTEpBana He3arpanmBaeMoro
0TYEeTa - 3TO BpeMs MEKy IIOBTOPEHUIMHU
IIEPBOHAYAJILHOTO OTYETA y3I1a,
IIPEACTABIIAIOLIETO UHTEPEC, B
MHOT'0aIpECHOM aJIpece.

Jomyctumsiii quana3on <0-31744> B
JIECATHIX OJISIX CEKYH/]Ibl, THTEPBAJI 110
YMOJYAaHHUIO - | cekyHaa

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160op nopToB /7151 HACTPOMKYU MapaMeTpoB

ipv6 mld snooping mrouter

no ipv6 mld snooping mrouter

Hacrpoiika nmopra B kayecTBe opra
MapuipyTu3aropa

OtmeHa KOMaH/bI

ipv6 mld snooping immediate-
leave

No ipv6é mld snooping
immediate-leave

Bxurouenne GyHKIIMM HEMEJIEHHOTO
otkimoueHus. Cucrema yJaanuT 3amuch
TPYNIIBI U IPEKPATUT MEPECHUIKY JTaHHBIX
MoCJie TIOMYyUYeHUs] COOOIIEHUS O BBIXOJIE U3
MLDv1, He oTnpassisisi COOOIICHUS 3ampoca
MOCIIEAHETO YYaCTHUKA.

BrikaroueHue (I)YHKLII/II/I HEMCOJIICHHOTI'O
OTKJIFOUCHUA.
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ipv6 mld snooping max-groups
<1-10>

OrpaHnyeHne KOJIMYECTBA IPYIIIT
MHOI'03JIpECHOM PACCBUIKH, K KOTOPBIM
MO’KET IPUHAJUIEKATh IOPT KOMMYyTaTOpa.

ipv6 mld snooping filter
<wordlé6>

Hacrtpolika KOHTpoOJIst JoCTYyna npu
pErucTpanyy rpynn MHOI0aApecHON
pacchbUIKU

<word16> - npo¢wmis IPMC B kayecTBe
yciioBuUs GUIBTPALIUU 7151 KOHKPETHOTO
nopra

2.2.21 LLDP

[Tporokon LLDP (Link Layer Discovery Protocol) siBisiercst mpoTOKOJI0M KaHAJILHOTO YPOBHSI,
Ha KOTOPOM CETEBBIE yCTpOiicTBa 0OMeHnBaloTCs nH(popmanuei o cede ¢ IpyrumMu
YCTPOWCTBaMH, HAPSMYIO COEIMHEHHBIMU 4epes ceTh. Mcnons3ys LLDP, nBa yctpolictsa, Ha
KOTOPBIX (P)YHKIIMOHUPYIOT CETEBBIE MTPOTOKOJIBI PA3HBIX YPOBHEH, MOTYT 00y4YaThCs
uHpopmanuu aApyr apyra. s oOHapyKeHUsI COCETHUX YCTPOHCTB UCIOIB3YETCs HA0OP
aTpulyToB, cchutaromuiics Ha TLV. YcTpoilcTBO MOKeT nepefaBaTh U IPUHUMATh TAKYIO
JeTaIbHYI0 HHPOPMALIMIO, KaK OMMCAHNE TIOPTa, OMMCAHNE CUCTEMBI M €€ BO3MOXKHOCTEH, apec

YHpaBJICHUA.

Komanna

‘ Onucanne

['moGanpHBIE HACTPOIKHU

11dp timer <5-32768>

Hacrpoiika nHTepBana Mexay Kagpamu
LLDP, oTmpaBnsieMbIMHU COCESIM TAHHOTO
yCTpoiicTBa J1s1 OOHOBJIEHUSI UHPOPMAIIUH O
JTAaHHOM ycTpoiicTBe. JlomycTUMBbIE 3HaYEHUS:
oT 5 10 32768 cexyna. [lo ymomyanuto
3anaHo 30 ceKyH]I.

1l1ldp holdtime <2-10>

JlaHHas HacTpoMKa ONpenensaeT, Kak 10JIro
kagpel LLDP 6ynyT cunTarbes NpaBUIbHBIMU
U UCIonb3yeTcs A Beraucinenus TTL.
Jwnana3oH nonmycTumbix 3HaueHui: 2~10 pas.
ITo ymom4anwuio 3ay1aHo 4.

11ldp transmission-delay <1-
8192>

Hactpolika 3anepxku Mexly KaapaMmu
LLDP, conepxamumu M3MEHEHUS
KoH(uryparuu. JlomycTumelie 3Ha4eHUS: OT 1
110 8192 cekyH.

1ldp reinit <1-10>

HacTtpoiika 3anepKKku Mexay Kaapom
OTKJIFOUEHUS U HOBOM MHMIMAIH3ALEN
LLDP. Jonyctumslie 3HaueHus: ot 1 go 10
CEKYH]I

Hactpoiika nopra

interface GigabitEthernet
<port type list>

Br160op mopToB /7151 HACTPOMKY MapaMeTpoB

11ldp transmit

PesxxuM paboThI: TOJBKO MEpeaya.
KommyTtarop 6yaeT noceuiaTh HHPOpMAIIIO
LLDP, Ho 6yzner oropacsiBaTh HH(OPMAIIHIO
LLDP, npuHATYIO OT COCEHUX YCTPOUCTB.
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no 1lldp transmit Brikirouar pexxum

11dp receive Pexum paboTsl: Tobko mpuem. KoMmmyTatop
Oynet ananu3upoBaTh uHpopmaruo LLDP,
IIPUHATYIO OT COCEJHUX YCTPOUCTB.

no lldp receive BrIKimouaT pexxum

lldp cdp-aware Onepanus CDP aware (PacrioznaBanue CDP)
UCTIOJNIL3YETCS ISl IEKOTUPOBAHUS BXOISIIIHX
kanpoB CDP (Cisco Discovery Protocol).
Ecnu sra ommug Bxirouena, CDP TLVs,
KOTOpBIE MOTYT ObITh OTOOPa’KEHBI B
COOTBETCTBYIOIIIEE MTOJIC TAOIULIBI COCEAHUX
ycrporicte LLDP OyayTt nekogupoBaHsl, B
MIPOTUBHOM CITy4ae 3TU KaJpbl OyayT
otopomensl. CDP TLVs orobpaxaroTcs B
noJie TabauIbl coceqHuX ycrpoiicts LLDP

l1ldp tlv-select (management- HacTtpoiika atpuOyToB asst oOHapyKeHUs
address vid| port-description COCEITHUX yCTPOUCTB. DTH aTpHOYTHI

| system-capabilities | COZIEPIKAT ONUCAHMS THIIA, JINHBI 1
system-description | system- 3HaueHui u ccpuarores Ha TLVs. Jlannoe
name) YCTPOHCTBO MOXKET MEepeIaBaTh TAKYO

JIeTaJIbHY10 HH(POPMAIUIO, KaK OIIMCaHHE
1IOpTa, UMsI U ONMCAHUE CUCTEMBI U €€
BO3MOXKHOCTEH, aipeC yIpaBICHHUS.

no lldp tlv-select . OTKIIIOUEHHE COOTBETCTBYIOMIETO aTpUOYyTa.
(management-address vid| port- | Cocexnue ycrpoiicTa He OymyT Nomyyars

description | system- COOTBETCTBYIOILYIO HHPOPMAIHUIO 00
capab}lltles | system- yCTpoiicTBe.

description | system—-name)

22211 LLDP MED
[Mporokon LLDP mis koneunsix Meaua-ycrpoiicts LLDP-MED (LLDP for Media Endpoint
Devices) sBnsercs pacuupenneM LLDP u paboTtaet Mex1y KOHEUHBIMH YCTPOMCTBAaMH, TAKUMHU
kak [P-tenedons! u cereBbIMU ycTpoiicTBamMu (Hanpumep, kommyTtatopamiu). ITporokon LLDP-
MED ob6ecnieunBaeT moepKKy NpuiaokeHuii nepegaun royuoca mo I[P (VolP) u nononuurensHbie
TLVs nns oOHapyxeHust, obecriedeHus MoJIuTuku cetu, pynkuun Power over Ethernet,
YIpaBIeHUS peecTPOM U HHPOPMAIIUH O MECTOIIOJI0KEHUH.

Komanna \ Ormucanue
['moGasibHBIE HACTPOHKHU
1ldp med fast <1-10> Hacrpoiika napamerpa Fast start repeat count

(Yucnio moBTOPOB OBICTPOTO CTApTA)
MO3BOJISIET 3371aTh, CKOJIBKO pa3 OymeT
MOBTOPEH OBICTPBINA CTApT MEPEIAUH.
Pexomennyemoe 3nauenue (4 paza) o3Hayaer,
4TO C MHTEpBAIOM | cekyHaa OynyT
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nepenansl 4 kaapa LLDP, ecniu npunsaT kaap
LLDP ¢ noBoit uapopmanueii. Cnemyer
oTMeTuTh, 4T0 LLDP-MED u Mexanusm
LLDP-MED Fast Start 100 npegHazHaueHbI
TOJIBKO TS paOOTHI HA JIMHUSX MEKITY
YCTPOKCTBAMH COE€IMHEHHUS 10 CETH,
nogaepxkuBaroumu LLDP-MED u
KOHEUYHBIMH YCTPOMCTBAMU U HENTPUMEHUMBI
K JIMHUSM MEX]y 3JIEMEHTaMU
uHppacTpykTypbl LAN, BKITtOUas u
YCTPOMCTBA COSMHEHUS 110 CETH W JTUHUU
JIPYroro TUIa.

11dp holdtime <2-10>

JlanHas HacTpoiiKa onpeensieT, Kak J10JIro
kaapel LLDP OyayT cunTtaThest mpaBUILHBIMHU
1 ucnoJib3yercs s Braucaenust TTL.
Jwnana3oH nonyctumMbix 3HaueHui: 2~10 pas.
ITo ymomyanuio 3agaHo 4.

1lldp transmission-delay <1-
8192>

Hacrpoiika 3a1epxKku Mexay KajapaMu
LLDP, conepxamumu U3MEHEHUS
KoH(urypanuu. JlomycTumblie 3Ha4eHUA: OT 1
10 8192 cekyH.

lldp reinit <1-10>

Hacrpoiika 3aepKku MexIy KaapoM
OTKJIIOUCHHUS ¥ HOBOM MHUIIHAJIN3aIuCi
LLDP. lonnyctumsble 3Hauenust: ot 1 1o 10
CEKYH/I

HacTpoiiku MecTonoJI0KeHUsI

11dp med location-tlv latitude
(north south) <word8>

3amanne mmpoTsl. [upora gomkHa OBITH
npuseneHa B auanasone 0-90 rpagycoB u
cojepxath He 6omee 4 uudp. MoxHO 3a1aTh
HKBAaTOPHAIILHOE MOJI0XKEHUE TNO0 Ha ceBep
o1 skBaropa (North) 1160 Ha ror (South) ot
HKBATOpA.

11dp med location-tlv

longitude (east west) <word9>

3aganue monroThl. JloaroTa 10MKHA OBITH
npuBeqeHa B quanaszone 0-180 rpagycoB u
cojaepxath He 6onee 4 nudp. MoxxHO yKazaTh
HampaBlieHue — 00 Ha BOCTOK OT HYJIEBOTO
mepuauana (East) mu0o Ha 3amaj ot
HyJieBoro Mmepuauasa (West).

11dp med location-tlv
meters) <wordll>

(floors

3amanne BBICOTHI. BricoTa 10mKHA OBITH
IIPUBE/IEHA B AMAMNa3oHe oT - 32767 no 32767
U coxepxath He 6omee 4 nudp. MoxxHo
BbIOPATh €AMHUIIBI U3MEPEHHSI BHICOTHI —
1100 B METpax, MO0 B dTAXKAX.

11dp med datum
nad83-navd88

(nad83-mllw
wgs84)

Br160p cructeMbl KOOpIUHAT:

» WGS84: (I'eorpadudeckuie, TpeXMEPHBIE) —
Bcemupnas reoaesnueckas cucrema 1984,
CRS Code 4327, nyneBoii MepuaHaH:
TPUHBUYCKHM.

* NAD83/NAVDS88: CeBepoamepuKaHCcKas
cucreMa koopaunat 1983, CRS Code
4269,nyneBoil MepuaMaH: TPUHBUUCKHI;
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CBsI3aHHAsI C ITOW CUCTEMA KOOPIMHAT 110
Beptukaiau - North American Vertical Datum
of 1988 (NAVDSS). Ota napa cucrem
KOOPJMHAT HCIIOJIb3YEeTCs JIsl yKa3aHus
MECTOIIOJIOKEHUSI Ha 3€MJI€, Ha BOJHBIX
MIPOCTPAHCTBAX, MOABEPKEHHBIX MPUIHBAM U
OTJIMBaM (1711 KOTOPBIX MOXHO HCII0JIb30BaTh
cucreMy koopauHat NAD83/MLLW).

* NAD83/MLLW: CeBepoaMeprKkaHCKast
cucrema koopaunat 1983, CRS Code 4269,
HYJIEBOW MEpHUJIMAaH: TPUHBUYCKUI;
CBsI3aHHAsI C ATOU CUCTeMa KOOPJIUHAT 10
BepTukanu - Mean Lower Low Water
(MLLW). Ota napa cBsi3aHHBIX CUCTEM
KOOpJMHAT KUCIOJIb3YETCS IPU YKA3aHUU
MECTOIOJIOKEHUSI B OKeaHe, Ha MOPAX U Ha
101 gpyrux BOAHBIX IPOCTPAHCTBAX.OMIIUA
Bkioyena, CDP TLVs, koTopsie MOTYT OBITh
0TOOpaXeHbI B COOTBETCTBYIOIIIEE TOJIE
TabmuIpl cocenHux ycrpoiicte LLDP GyayT
JIEKOAMPOBAHbI, B IPOTHUBHOM CIIy4ae 3TH
kaapel OyayT oropomensl. CDP TLVs
0TOOpaXaroTcs B MOJIE TaOIHIIBI COCEAHHUX
ycrpoiicts LLDP

11dp med location-tlv civic-
addr (additional-code |
additional-info | apartment |
block | building | city |
country | county | district |
floor | house-no | house-no-
suffix | landmark | leading-
street-direction | name | p-o-
box | place-type | postal-
community-name | room-number |
state | street | street-suffix
| trailing-street-suffix |
zip-code)

Yka3zanue aznpeca

additional-code - Jlo0aBOYHBII KO
additional-info - J[lononHuTenpHast
uHpOpMaIKs O MECTOIOI0KEHUH.
Apartment - AmnapTaMeHT, HOMEp.
Block - Kgaprain, 610kK.

Building - Ctpoenue.

City - Topon, mocenoxk.

Country - Kopa crpansl no craHgapry
ISO 3166, cocTosAmuit U3 ABYX NPOMUCHBIX
oykB ASCII.

County - Okpyr.

District - PaiioH ropona, OKpyr ropoaa,
aAMUHUCTPATUBHBIN palioH TOpo/a.

Floor - Orax

house-no - Homep noma
house-no-suffix - Cyddukc Homepa
Joma.

Landmark - Apnpec Kakoro-imbo

3aMEeTHOIr0 00BbEKTa Ha MECTHOCTH.
leading-street-direction -

HampaBnenue riiaBHON yIHITBI.

Name - ®UO pe3uaeHTa wiu auLa,
apeHaytomero opuc.

p-o-box - Homep aOOHEHTCKOTO SAIIUKA
place-type - Tun nnomagu
postal-community-name - ®UO
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MIOYTOBOTO ajjpecara
room-number - Homep koMHaTHI
state - EnuHMIA aIMHHHCTPAaTHUBHO-
TEPPUTOPUATBHOTO JesieHus (IITaT, KAaHTOH,
PETHOH, MPOBHHLIMS, TPe(EKTypa).
Street - VYinuna.

street-suffix - Cyddukc ynmump
trailing-street-suffix -
HapurannonHubrit cyphuKC yiauisl
zip-code - Ilo4yTOBBIN KOI

Co3aHue npaBuil

11dp med media-vlan-policy <0- | Tumsl npuIoKeHU#, B TOM ncie: “Voice”
31> (guest-voice (TComocoBoii BEI30B), “Voice Signalling”
guest-voice-signaling (Curnamusariysi rojIoCOBOro BeI30Ba), “Guest
softphone-voice Voice” (I'ocTeBoii ToocoBoii BbI30B), “Guest
streaming-video video- Voice Signalling” (Curnanusamus rocTeBoro
conferencing video- roJIOCOBOTO BBI30BA), “Softphone Voice”
signaling (Fonocosoii BEI30B 10 codrodony), “Video
voice voice- Conferencing” (BumeokoHdpepeniius),
signaling) (tagged “Streaming” (IToToxopas nepeaya), “Video
untagged) <vlan id> (dscp Signalling” (Curaanu3anus BUIEONOTOKA).

12-priority)
12-priority — BBIOOP OJHOTO U3
BOCBMH YPOBHEUN NPHOPUTETA

dscp - OJHO W3 3HAYCHHI 64-TOYECYHOIO
KoJa

2.2.22 Tabauma mac —aapecoB

Tabmuna MAC-anpecoB - 370 Tabnuia cooTBeTcTBUM Mex1y MAC-anpecaMu yCTpOMCTB
Ha3Ha4YeHUs U mopraMu kommyraropa. MAC-azipeca MOTyT ObITh CTATUYECKUE U TUHAMUYECKHE.
Crarnueckue MAC-anpeca HacTpanBarOTCs MOJIb30BATEIEM BPYUHYIO, UMEIOT HAUBBICILIUMA
MPUOPUTET, XPAHATCS IOCTOSIHHO M HE MOTYT OBITh Iepe3anucanbl AMHaMudeckumu MAC-
aapecamu. MAC-aznpeca - 3T0 3anucu, MoJy4yeHHbIe KOMMYTaTOPOM B IEPECHUIKE KapoB
JAHHBIX, U XPaHATCS B TEUEHUE OIPaHUYEHHOr0 neproaa BpemeHu. Koraa koMmmyTarop
MOJIy4aeT KaJp JAaHHBIX JUIs JalibHEHIIen nepeaaun, o coxpanseT MAC-aapec kaapa JaHHbBIX
BMECTE C COOTBETCTBYIOIMM eMy nopToM HazHaueHus. Kornqa MAC-tabiuia onpammBaercs
s noricka MAC-azipeca Ha3HaueHUs, IPU HAXOXKJACHUHU HYKHOTO ajjpeca Kaap JaHHBIX
OTIIPaBJISIETCS] HA COOTBETCTBYIOIINN MOPT, MHAYE KOMMYTATOpP OTIIPaBIIAET KaJap Ha
HIMPOKOBeIaTenbHbIi JoMeH. Ecnu nunamuueckuit MAC-azipec He BCTpedaeTcs B MPUHSATHIX
KaJpax JaHHbIX JUIUTEIbHOE BPEMsl, 3alUCh 0 HeM OyJeT ynaneHa u3 MAC-tabauiisl
KOMMYTaTopa.

Komanna Ormmcanue
mac address-table aging-time Hacrpoiixa cpoka ycrapeBanus it MAC -
<0,10-1000000> a/IpecoB, MOJyYEHHBIX 00y4YeHUEM, KOTOPhIS

OyayT npucyrcTBoBath B Tabnuue MAC -
azpecoB. Jlnana3oH JONMyCTUMBIX 3HAUEHUM:
ot 10 1o 1000000 cexyna

mac address-table learning Bxmrouenue uzyuenus MAC-aapecos B
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vlan <vlan list> 3agagHoM Vlan

mac address-table static Hacrpoiika ctatnueckux MAC-anpecoB
<mac_addr> vlan <vlan id>

interface GigabitEthernet
<port type list>

2.2.23 Private vlan

Yactasie VLAN ocHOBaHBI Ha MacKe MOpTa UCTOYHUKA U HE COCTUHSIOTCS ¢ 0ObIaHbIMU VLAN.
3to o3Hauaet, uto HoMepa VLAN ID o6srunbix VLAN u Homepa VLAN ID gactasix VLAN
MOTYT OBbITh OIMHAKOBBIMH. YTOOBI ObLi1a BO3MOXHA IIepeaya MakeToB, MOPT T0JIKEH
NpUHAAIEKATh U 00bIYHOH, 1 yacTHOW VLAN. ITo yMom4anuto, Bce HOPTHI HE MOJAEPKUBAIOT
VLAN u ssinsrorcsa wieHamd VLAN 1, u Private VLAN 1.

[Topr, He noanepxkuBaromuii VLAN, MoxxeT ObITh WiieHOM ToJIbKO 01HOM VLAN, HO MOkeT
OBITH WIEHOM HECKOJIbKUX YacTHbIX VLAN.

Yactubie VLAN ucnonp3yrores 11 IpyIIUPOBKY MOPTOB C LIEIbI0 IPEJOTBPAIIECHUS CBA3U
BHYyTpu PVLAN. M3osanus nopra ucnonb3yercs i MPeIOTBPALLEHUS CBSI3U MEXy IIOPTAMHU
KJIMEHTOB B o7HOM 1 To# k¢ VLAN mnu wactHoit VLAN. ITopT, KOTOPHBI H30JIMPOBAH OT
OCTaJIbHBIX MIOPTOB HE MOXKET NEePeAaBaTh KaKoi-11M00 0AHOaIPECHBINH, MHOT0AIPECHBINA WIIN
MIMPOKOBEIIATENbHBINA TpaduK B 00bIe Apyrue mopThl ToH ke camoit VLAN mmm PVLAN.

Komanpna ‘ Onucanue

Hactpoiika nopros

interface GigabitEthernet Br160p mopToB A HACTPOIKK TapaMeTpoB

<port type list>

pvlan <range list> Cospganue Private VLAN

no pvlan <range list> V nanenue Private VLAN

pvlan isolation KoManza BbINOJIHEHNE KOTOPOM NIPUBEIET K
M30JISILIMM BBIOPAHHBIX TIOPTOB OT OCTAJIbHBIX.

no pvlan isolation OTmMeHa KOMaHIbl

ITpumep Hactpoiiku Port Isolation :

# configure terminal

(config)# interface GigabitEthernet 1/1
(config-if)# pvlan 1-2

(config-if)# pvlan isolation
(config-if)# interface GigabitEthernet %
(config-if)# pvlan 3-4

(config-if) # pvlan isolation

2.2.24 VCL

MAC-based VLAN -na3nauenue Homepa VLAN B co0TBETCTBHH ¢ MAaK-aJpecoM XOCTa.

Komanpma ‘ Onucanne

Hactpoiika noptoB

interface GigabitEthernet Br160p nopToB Ui HACTPOUKU TapaMeTPOB
<port type list>

switchport vlan mac HacTtpoiika npussi3ka mac-aapeca x vlan
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<mac_ucast> vlan <vlan id>

no switchport vlan mac
<mac_ucast> vlan <vlan id>

Y naneHue npuBs3KU.

Protocol-based VLAN — na3nauenue Homepa VLAN B 3aBHCHMOCTH 0T HCIIOJIB3Y€EMOT0

MPOTOKOJIA.

Komanma

‘()HHC&HHC

['moGasibHBIE HACTPOHKHU

vlan protocol eth2 <0x600-
Oxffff> group <wordle>

vlan protocol snap 0x00E02B
0x0001 group <wordlé6>

vlan protocol 1llc Oxff Oxff
group <wordlé6>

BBI60p COOTBETCTBYIOIICTO ITPOTOKOJIA
0X00E02B — OUL (0x000000 - 0XFFFFFF)
0x0001 — PID(0X0 - OXFFFF)

Oxff — DSAP(0x00 - OxFF)
Oxff - SSAP(0x00 - OxFF)

Hactpoiika rpymisl

interface GigabitEthernet
<port type list>

Bo160op nopToB Aig 00beAMHEHUS B TPYIIILY

switchport vlan protocol group
<wordl6> vlan <vlan id>

no switchport vlan protocol
group <wordlé6>

Komanza BBIITOJIHEHUE KOTOPOM NPUBENET K
00BEIMHEHUIO [TOPTOB B OJIHY TPYIIY U
HazHayeHue e VLAN.

VYV naneHue COOTBETCTBYIOIIEH IPYIIIIbI

IP Subnet-based VLAN - naznauenune nomepa VLAN B 3aBHCHMOCTH 0T ip-apeca

Komanna

‘()anaHHe

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

switchport vlan ip-subnet
<ipv4 subnet> <vlan id>

no switchport vlan ip-subnet
<ipv4 subnet> <vlan id>

Hacrpoiika npussizku ip-aapecos k vlan

VY nanenue IIPHUBA3KH.

2.2.25 Voice VLAN

@ynkuus ronocoBoir VLAN no3BoJsieT nepechuiath rosiocoBoii Tpaduk B ronocoBoit VLAN,
MOCJIE Yero KOMMYTaTOp MOXKET KJIaCCU(PHUIIMPOBATh U MJIaHUPOBATh CETEBOM
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Tpaduk. PekomeHnayercs, uToOsl Ha TopTy ObLI0 1B cetd VLAN - oHa 1151 TOJI0Ca, ApyTas AJis

JTAHHBIX.

Komanma

‘ Onucanne

I'1oGasibHBIC HACTPOUKHU

volice vlan

no voice vlan

Bxmouenue ¢pynkuum voice vlan

[Ipexne yeM BiroUnTh rojocoBoit VLAN,
otkmrounte MSTP, yTo0BI H30€KaThH
KOH(JIUKTA.

Brikmouenue ¢pyHkmu voice vlan

volice vlan vid

Ha3znagyenue Homepa vlan

voice vlan aging-time <10-
10000000>

Hactpoiika BpemMeHu 6e30macHoro o0yueHus.
Jonyctumblii Auana3on cocrasiseT oT 10 1o
10000000 cexynn. ITo ymonuanuro —
86400cek.

voice vlan class <0-7>

VkasbiBaeT kiacc Tpaduka. Becs Tpaduk B
Voice VLAN 0Oyzner umertsb 3T10T Kinacc. [1o
YMOJIYaHHUIO YCTAHOBJICH 7 KJIacc.

voice vlan ouili <oui>
description <1line32>

no vlan oui <oui>

Co3pmanue 3anmcu B Tabmuie OUI

Oui - 3TO riao0anbHBIA YHUKAIbHBIA
uaeHtuduxatop, npucBoeHHblil IEEE. On
JIOJDKEH COCTOSITh U3 6 CUMBOJIOB, (hopMaT
BBO/JIA - «XX-XX-XX» (X - HIeCTHAIAaTepUIHAS
uudpa).

Description - Omnwucanue aapeca OUI

Y naneHue COOTBETCTBYIOMIEH 3aMHCH.

Hactpoiika noptos

interface GigabitEthernet
<port type list>

Br16op noptoB

switchport voice vlan mode
{auto | disable | force}

Hacrpoiika pexxnma

Auto — aBTOMAaTHYECKOC ONpeACIICHUC
Disable - OTKIIOYEH
Force - NOpHHYIMTEIBHOE BKIIFOYCH

switchport voice vlan security

no switchport voice vlan
security

Bxutouenue pexuma 6e3onacHoctu. Koraa
9Ta ()yHKIHS BKIIOYCHA, Bce HeTeleOoHHbIE
MAC-anpeca B VLAN Oyayt
3a0nokupoBaHbl Ha 10 cekyH.

Brikmouenue pexxuma 6e3onacuoctu. Korma
9Ta (PYHKIMS BKIIIOYEHA, Bce HeTeaeOoHHbIE
MAC-anpeca B VLAN Oyayt
3a0s10kupoBaHbl Ha 10 ceKyHI.

switchport voice vlan
discovery-protocol { both |
11dp | oui}

Hacrpoiika mpoTokoia oOHapyKeHHsI TOpTa.
PabotaeT ToiIbpKO Mpu pexume «Auto.
Bo3MokHBIE TPOTOKOJIBI OOHAPYKEHUS:
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Both- OUlu LLDP

L1ldp- oOHapyxeHue TeneGpOoHHOro
ycrpoiictea no LLDP

Oui- oOHapyxeHHEe TeIe()OHHOTO
ycrpoiictBa no ajapecy OUI

[Tpumep HacTpoliku Voice vlan:

# configure terminal
(config)# vlan 184,220
(config-vlan) # exit

(config-if)# switchport
(config-if)# switchport
(config-if)# switchport
(config-if)# switchport
(config-if)# switchport
(config-if)# switchport

(config-vlan) # voice vlan

(config)# voice vlan vid 184

(config)# voice vlan oui 24-9A-D8 description YearLink
(config)# interface GigabitEthernet 1/1

mode hybrid

hybrid allowed vlan 184,220
hybrid untagged vlan add 184,220
hybrid native wvlan 220

hybrid ingress-filtering

voice vlan mode auto

2.2.26 QoS (KauecTBO 00C.Ty:KMBaHUST)
CereBoii Tpaduk Bceraa Helpeackazyem, I03TOMY OCHOBHBIM (PaKTOPOM 0OecTieyeH s KauecTBa
SBIISICTCS IPEIOCTABIICHIE HAMITYUIIEro CrIoco0a TOCTaBKU. J{JIst MpeogoeHus 3Toi mpooaeMbl

UCIIONIBb3YeTCs MOoHATUE KauecTBa obcmy)kuBanus (Quality of Service (QoS)) npumensiemoe Ko
Bceit cetn. ['apanTupyercs, 4To ceTeBoit Tpaduk OyneT MPUOPUTE3UPOBAH B COOTBETCTBUU C
3aJJaHHBIM KpUTEpUEM, U TIPUEM OyJET MPOU3BOAUTHCS C UCTIOIB30BaHUEM 00pPabOTKH 110
npuopureraM. 115 QoS no3BosseT Ha3HAUNUTH PA3IUYHBIE KIIACCHI CETEBBIX YCIYT Pa3IM4HbIM
TUnaMm Tpaduka, HapuMep, MyJIbTUMEIUIHHOMY, BUJI€0, TpaUKy KOHKPETHOTO IPOTOKOJIA,

KPUTHYHOMY I10 BpeMeHU TpaduKy, TpaduKy pe3epBHOro KonupoBaHus ¢aitioB. YToOw! 3a1aTh

INPUOPUTETHI TAKETOB HA JAaHHOM KOMMYyTaTtope, nepeiaure Ha ctpanully “Port Classification”

(Knaccudukanus nopra).
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Komanma

‘ Onucanne

I'1oGasibHBIC HACTPOUKHU

DSCP-Based QoS Ingress Classification

gos map dscp-cos <0-63> cos
<0-7> dpl <0-1>

HacTpoiika ocHOBHBIX Q0S DSCP Ha ocHOBe
napameTpoB QoS Ingress knaccudukaum.
dscp-cos <0-63> -3nauenne DSCP
BXOJISIIIIETO MaKeTa.

<0-"7> - 3HayeHue COS

dpl <0-1> - BsiOop npuopurera
otOpacsiBanust DPL s cooTBeTCTBY!IOLIETO
sHaueHust DSCP a1 06paboTKy BXOSIIHMX
kaapoB. [1o ymomuanutio 3anano 0. 3HaueHue
“1” maet 6oJiee BBICOKHUIA MPUOPHUTET
OTOpachIBaHUS.

DSCP Translation

gos map dscp-ingress-
translation <0-63> <0-63>

IIpeobpazoBanre DSCP na Bxomsmei
cTopoHe B r000e u3 <0-63> 3nadyecHwmii
DSCP.

gos map dscp-classify <0-63>

Bxitouenne kinaccupuKaiy Ha BXOISIICH
CTOPOHE, KaK ONpe/eIeHO B TabauLe
Hactpoiiku DSCP QoS Ha nopty

gos map dscp-egress-
translation <0-63> <0-1> to
<0-63>

Hactpoliku a1 ucxosieil CTOpoHbl. 3aHOBO
orobpaxkaer 3Hayenne DP B BeiOpanHOe
3nauenue DSCP.

<0-1>

0- Ynpasisier nepepacnpeeeHueM KaapoB
¢ ypoaem DP 0.

1- Vnpasisier nepepacnpeeeHueM KaapoB
¢ DP yposns 1.

B m060Mm ciryyae nociie Bbioopa TpeOyercst
BBECTH 3HaYEHHE, Ha KOTOpoe OyeT
nepeHazHaues DSCP

DSCP Classification

gos map cos-dscp <0~7> dpl

<0~1> dscp {<0-63> | afll |
afl2 | afl3 | af2l | af22 |
af23 | af31 | af3 | af33 |
afdl | af4d42 | af43 | be | csl
| cs2 | cs3 | csd4 | cs5 | cso
| cs7 | ef | va }

Hactpoiika conocrasienus CoS u DPL co
3Hauenuem DSCP

<0~7> - kyacc 00CITyKMBaHUS

<0~1> - ypOBHU IPUOPUTETA OTOPACHIBAHUS
JUIsL KOTOPOTO HEOOXOAMMO BhIOpaTh
3Ha4yeHue dscp

QoS Control List Configuration

gos gce <1-256> Coznanme 3anucu QCE
gos qgce <1-256> interface Br160p MOPTOB, HACTPOCHHBIX C TTOMOIIIHIO
GigabitEthernet storo QCE

<port type list>

gos gce <1-256> dmac
{<mac_addr> | any | broadcast
| multicast | unicast}

Hactpoiika MAC-aapeca Ha3HaYeHHUS.
Bo3MoxHBI crieyromme 3HaYeHus:
any (JIroboii), broadcast
(IImpoxosemniarenbublil), multicast
(MHoroazapecHslif), unicast
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(OnHOaapecHbIi).

gos qgce <1-256> smac

Hactpoiika MAC-anpeca HCTOYHHKA.

{<mac_addr> | any} Bo3moxxHo yka3zats koHkpeTHbit MAC min
BBIOPATH JIFOOOH.
gos qgce <1-256> tag type YkazaHnue TuIl Tera. Bo3MosKHbBIE 3HAUEHUS:
{any | c-tagged | s-tagged | any: ComocraBicHHEe KapoB ¢ TeraMH U 03
tagged | untagged} TEeros.
untagged: CooTBETCTBHE
HEMapKHPOBAHHBIM KaJIpaM.
tagged: ComocTaBieHUE KaJAPOB C TETaMH.
c-tagged: CooTBercTBHE (peiimoB ¢ C-
TEeraMH.
s—tagged: CooTBercTBHE (PpEeMOB C S-
TEeraMH.
3HavYeHHE 110 YMOJIYAHUIO - «JIr0001».
gos gce <1-256> tag vid Vkazauue quamnazoda VLAN uau mro0oit
{<vcap vr> | any} VLAN
gos gce <1-256> tag pcp { VYkazanue 3Hauenusi PCP, BO3M0OXHO yka3aTh
<pcp> | any} KOHKPETHOE 3HAYCHUE, MAIa30H WK
BbIOpaTh BapuaHT “nmo0oii”. Jlomyctumblie
3Hauenus 0-7.
gos gce <1-256> tag dei { <0- | Vkasanwue snauenus DEI. Moxer 6bITh “0”,
1> | any} “1” wim “mo6oe”
gos qgce <1-256> inner-tag type YKa3zaHue TuIa BHyTPEHHETO Tera.
{any | c-tagged | s-tagged |
tagged | untagged}

gos gce <1-256>
{<vcap vr> | any}

inner-tag vid

gos qgce <1-256> inner-tag pcp
{<pcp> | any}

gos qgce <1-256> inner-tag dei

{<0-1> | any}

gos qce <1-256> frame-type
{any | etype |ipv4d | ipv6 |
llc | snap}

VYkaszaHue Tuma Kajapa, UCroiab3yeMoro mpu
IIPOCMOTPE BXOIAIINX KaApoB. Bo3MOKHBI
CJIETyIOIIME TUIIBI KaJIPOB:

Any - QCE OyneT cooTBETCTBOBaTh BCEM
TUIIaM KaJpOB.

Etype - Byayr paspemeHsl TOJIBKO Kaapbl
Ethernet (¢ Tummom EtherType 0x600-0xXFFFF)
1lc - bynayr pa3peueHsl TOJIBKO KaJIpbl
LLC.

snap -bynyT pa3pemieHs! TOJIBKO Kaapbl
SNAP.

ipv4-QCE 6yner cooTBETCTBOBAThH TOIBKO
kazapam [PV4.

ipv6-QCE Oyner cooTBETCTBOBAThH TOJIBKO
kaapam [PV6.

gos gce <1-256> action { cos |
dpl | dscp | pcp-dei | policy
| vid}

Hacrpolika onepauuu, BBIIIOJHIEMON Ha
BXOJSIIIUX KaJpax, KOrJa HaCTPOHUKHU
[1apaMETPOB COTJIACYIOTCS C COAECPKUMBIM
Kajapa.
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Cos —3nauenus (0-7) unu «llo
YMOTYaHUIO»

Dpl —3nauenus (0- 1) wiu «Ilo
YMOTYAHUION.

Dscp - (0-63, BE, CS1-CS7, EF unu AF11-
AF43) nnu «Ilo ymomuanuro».

pcp-dei —3mauenus pcp (0-7) wmm «Ilo
ymourganuioy, dei - (0-1) umm «Ilo
YMOTYaHUIO»

policy — Homep acl momuruku wiu «Ilo
YMOTYAHHIO»

vid - 3HadeHwue vlan

«[lo ymouaHuio» 03HavaeT, 4To
KJIAaCCU(UIIUPOBAHHOE 3HAYCHHE 110
yMoa4aHuio He u3mensiercs 3tum QCE.

Global Storm Policer Configuration

gos storm {broadcast |
multicast | unicast} <1-
1024000> {fps | kfps}

Hacrpoiika ynpasienus
MIAPOKOBENIATEIbHBIM IITOPMOM
broadcast | multicast |
unicast - BHOOP THUIla [AKETOB
<1-1024000> - nOOpPOroBOE 3HAYECHHUE B
MaKeTax B CeKyHAy. [[puHsATHIE TaKeThl, IPU
KOTOPBIX MPEBBIIIEHO BRIOPAaHHOE 3HAYCHUE,
OyayT OTOpOIICHBI.

fps | kfps- eauHULBI U3MEPEHUS

Weighted Random Early Detection Configuration

gos wred queue <0~7> min-f1l
<1-100> max <1-100> fill-level

HacTtpoiika ynpaBieHus IepenoJHEHUEM
ouepenei

<0~7> - HOMEp ouepenu

min-fl <1-100> - HUXKHUU DOPOTOBBIN
YPOBEHB 3aronHeHus. Ecim ypoBeHb
3aIIOJIHEHUS OYEPEIN HIXKE ITOTO MOpOra,
BEPOATHOCTh OTOpAChIBaHUs paBHA

Hymo. 3Hauenue 0-100%.

max <1-100> - Ympasuser BepxHEH
BEPOSITHOCTBIO OTOpachIBaHUS WIIN
MIOPOTOBBIM 3HAUEHUEM YPOBHSI 3aII0JTHEHUS
JUIsl KaIpOB, IOMEYEHHBIX KaK YPOBEHb
npuopurera oropacbiBanus > 0. 3HaueHue 1—
100%.

fill-level -max yIpaBiIsieT YPOBHEM
3aII0JIHEHHUS, IPU KOTOPOM BEPOSITHOCTh
BeImagenus nocturaer 100%. Ora
KOH(UTrypalys Mo3BOJISET 3ape3epPBUPOBAThH
YacTh OYEPEAUN UCKIIOUYUTEIBHO IS KaIPOB,
OTMEUEHHBIX YPOBHEM ITPHOPHUTETA
otOpacsiBanus 0 (3eneHbie

KaJpbl). 3ape3epBUPOBAHHAS YacTh
paccunTtsiBaetcs kak (100 - Maxkc) %.

ITo ymom4aHuIO - max ynpasisieT
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BEPOSITHOCTHIO BHIMIAJICHUS, KOT/1a YPOBEHb
3anojHeHus yyTh Hke 100%.

Hactpoiika nopra

interface GigabitEthernet

<port type list>

Bri6op noptoB

QoS Port DSCP Configuration

gos dscp-translate

BKJIIOUEHUE TpaHcisiuuio 3HaueHuit DSCP Ha
OCHOBE YCTaHOBJIEHHOI'O METOJ1a
KJ1acCU(UKALIUN

gos dscp-classify {any
selected | zero}

No gos dscp-classify

Br160op MeTona kinaccupukanuu

Zero - Kraccugukanus BeIIOTHIETCS,
eciu DSCP Bxopsmux kaapos paseH 0.
Selected - KIacCUPUIUPYIOTCS TOJIBKO
DSCP, 17151 KOTOpPBIX BKJIIOUEHA
KJaccuduKanus B TabIuIEe TPAHCIALUN
DSCP.

any - Ki1accupuIUpyrOTCs BCE MO
DSCP.

Knaccugukanus DSCP Bxopsmmx kaapoB He
BBINOJIHAETCS

gos dscp-remark {remap
remap-dp | rewrite}

No gos dscp-remark

Hacrpoiika nepe3anucu 3nauennit DSCP
UCXOJALINX KaJPOB.

rewrite - [lepe3zanuce 3Hauenuit DSCP
UCXOSAIINX KaJpOB BKIIOYEHA, HO
oToOpakeHHe MocJe Mepe3arnucy He
BBITIOJTHSETCSL.

remap - Kagp ¢ DSCP, noctynusmmii ot
aHaJIM3aTopa, CHOBA OTOOPAXKAETCS U
nomeuaeTcsi HoBbIM 3HaueHueM DSCP. B
3aBUCUMOCTH OT ypoBHs DP kanpa, HOBoe
3HayeHue DSCP Oepercst U3 TabIuIbI
tpaucisiiuu DSCP u3 nmonst Egress Remap
DPO unm DPI.

remap-dp - Kaap ¢ DSCP, noctynummii
OT aHaJIM3aTopa CHOBa 0TOOpaXkaeTcs u
nomeuaeTcsi HoBbIM 3HaueHneM DSCP. Hosoe
3HayeHue DSCP Bcerpa 6epercs u3 TaOIULbI

tpancisiuu DSCP u3 nonst Egress Remap
DPO

[Tepezanucek 3nauennit DSCP ucxoadiero
TpaduKa BBIKITIOYCHA

QoS Egress Port Tag Remarking

gos tag-remark {mapped
<0-7> dei <0-1>}

pcp

Br160p pexxrma n3MeHEeHUsI TErOB Ha OPTY
Mapped - MHcnonbsyercst oToOpaxkeHne
3HaueHui kiaccoB QoS u yposneit DP B
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snauenus PCP/DEL

pcp <0-7> dei <0-1> -
Ucnonssytores 3nauenuss PCP/DEL Ilo
ymosuanuto - PCP:0; DELIO.

QoS Egress Port Shapers

gos wrr <1-100>

No gos wrr

YcTaHoBKa pexxrMa paboThI C OYepeIsiMU —
B3BEIICHHBIH, TOJKEeH OBITH 3a/1aH BeC B
Ka)XXJ0M ouepeau.

[To ymomyanuio pexum paboThl ¢ ouepesiMU
- cTporuii. B 3TOM pexxume Kaapsl u3
BBIXOJIHBIX Ouepeieii ¢ 60s1ee BHICOKUMU
npuopuTeTaMu OyIyT MepeaaBaThCs
nepBbIMU (TI0 CPABHEHUIO C KaJIpamH,
HaXOJAIIUMHUCS B OUEPENSIX C HU3KUMU
MIPUOPUTETAMH ).

BskitoueHre B3BEIIEHHOTO peKuMa padoThI ¢
o4epesiMu

Ingress Queue Policers

gos queue-policer queue <0~7>
<1-3276700> {kbps | mbps}

Hacrpolika ckopoctu B ouepensx

<0~7> - HOMeEp ouepeau

<1-3276700> - CKOpoOCTb, 10 KOTOPOM
OyzeT orpaHudeHa CKOpocTh B ouepenu. 1o
yMoJT4aHuIo 3a1ano 500 kout/c.
JlommycTuMbIi Arama3oH 3Ha4eHui uist kbps
(x6ut/c): ot 100 mo 1000000. HomycTumblit
nuana3oH 3HaueHui ans Mbps (MOut/c): ot 1
1o 3300 Mowurt/c.

{ kbps | mbps} - EauHUUbBI U3MEpEeHU
OTPAaHUYEHUS CKOPOCTH OYEPEAN BXOAAIINX
KaJpOB.

Ingress Port Policers

gos policer <1-3276700> {fps
kbps | kfps | mbps}
flowcontrol

Hacrpoiika u BximoueHue GpyHKIUN
OTPaHUYEHUS] CKOPOCTH HA TIOPTY
<1-3276700>- CKOPOCTb, 10 KOTOPOU
OyzeT orpaHUYeHa CKOPOCTh Ha mopTy. [1o
yMoTyaHuio 3ajaHo 500 k6ur/c.
Jonyctumsiii auanaszon ans kbps (xo6ut/c) u
fps (xanpos/c): ot 100 1o 1000000.
Homyctumslii quamnason 11t Mbps (Mo6uT/c)
u kfps (kagpos/c): ot 1 no 3300 Mbur/c.
{fps | kbps | kfps | mbps} -
Enunuts usMepeHust orpaHudeHus: CKOPOCTH
Flowcontrol - BKIOYEHHE QYHKIUU
yrpaBiieHust ToTokoM. Ecim ynipasienue
MIOTOKOM BKIIFOYEHO U NOPT paboTaeT B
pPEeKUME YIPABICHUS TIOTOKOM, TO OYIyT
OTIIPABIIATHCS KaJIpbl pause, BMECTO
0TOpachIBaHUS BXOISIINX KaJIpPOB.

Port Classification
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gos cos <0-7>

Hactpoiika knacca QoS, BeIOUpaeMslii mo
yMomdyanuto. Kinace QoS ¢ Homepom 0 nmeer
HaMMEHbIINN npuopurer. I1o ymonuanuro
3agano 0.

gos dpl <0-1>

HacTtpoiika npuopurera oTOpachIBaHUs:
0: IToaTBepx)aEeHHbBIEC KAIPhI.
1: Kagpbl, KOTOpbIE MOTYT OBITh OTOPOLICHBI

gos pcp <0-7>

Hacrpoiika 3HaueHHs 0Ib30BATEIHCKOTO
npuoputera (Priority Code Point) st
HETEr'MPOBaHHBIX KaJIPOB.

gos dei <0-1>

Hacrpoiika 3Ha4eHHs] MHIUKATOpA
otOpackiBanus 1o kpureputo (Drop Eligible
Indicator) 1715t HETETHPOBAaHHBIX KaJIPOB.

gos trust tag

No gos trust tag

PEKUM KIIACCHU(PHUKAIMN IS TETHPOBAHHBIX
KaJJpOB Ha JAHHOM TOPTY:

* Enabled (Bxmtouen): [y TerupoBaHHBIX
KapoB ucnoib3yercs 3naueHue PCP u DEI
u3 tabmuuel (PCP, DEI) to (QoS class, DP
level) Mapping.

* Disabled (Beixirouen): [t TerupoBaHHBIX
KaJIpOB UCIIONb3yeTcs kiacc QoS u ypoBeHb
DP no ymomyanuto.

gos trust dscp

BiiroueHue QoS na ocuose DSCP
(BXO 1M TIOPT).

gos qgce key { double-tag | ip-
addr | mac-ip-addr | normal}

Br10op Tuma onpenensionero Kiroyva,
CTE€HEPUPOBAHHBIN I KaIPOB, IOJIYYEHHBIX
yepes3 nopt. JlomycTuMble 3HAaUeHUS:
Normal - COOTBETCTBYET BHEIIHEMY TETY,
SMAC/DMAC, IP-tiporokoiny, DSCP,
SIP/DIP, SPORT u DPORT.

double-tag - 4eTBEPTH KIIIOYA,
COOTBETCTBYET BHYTPEHHMY U BHEIIHEMY
TEry.

ip-addr - MoJ0BHHA KJIFOYa, COBIAJICHUE
BHYTpEeHHero u BHemHero tera, SIP u DIP.
Jns kagpoB, HE oTHOCSMXCS K [P,
HCIIOJIb3YyMTE TOJIBKO BHEIIHUM TET.
mac-ip-addr - IlomHbIi KiIrOY,
COBIAJAIOIIMI BHYTPEHHUI U BHEIIHUH TET,
SMAC, DMAC, SIP u DIP.

gos gce addr {destination |
source}

Bri6op pexuma IP/MAC-anpeca,
OTIPENIENISIONIET0, JOKHA JIN KITaCCU(pUKALHS
QCL ocHoBBIBaThCS Ha aJpecax UCTOYHUKA
(SMAC/SIP) unu naznauenus (DMAC/DIP)
Ha 3TOM MOPTY. DTOT MapaMeTp UCIONb3yeTCs
TOJIBKO B TOM CJIy4ae, €M TUII KJIto4ya
Normal . JlonycTuMbIMH 3HaUE€HUSMU
SBIISTIOTCSL:

source - [lo3BoiseT CONOCTABIATH
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SMAC/SIP.
Destination - Ilo3BoiygeT comocTaBiIATh

DMAC/DIP.

2.2.27 Mirroring (3epkajupoBanue)

3epkanupoBaHue TOPTOB— TEXHOJIOTHUS AyOJIMPOBAHUS TAKETOB OJTHOTO ITOPTa CETEBOTO
koMmyTaTopa (wiau otaenbHoit VLAN) Ha npyrom.

3epKapoOBaHUE MOPTOB UCIIOIB3YETCS Ha CETEBOM KOMMYTATOPE /ISl OTIIPABKU KOMUHU CETEBBIX
MAaKETOB, BUJUMBIX Ha YKa3aHHBIX MOPTax (MCXOJHBIH MMOPT), HAa APyTrHUe yKa3aHHbIE MOPTHI (ITOPT
Ha3HaueHwus). [Ipu BKIIFOUEHHOM 3€pKaTMPOBAHUU ITOPTOB MAKETHI MOYKHO OTCICKUBAThH U
aHAIM3UPOBATh. 3epPKAIUPOBAHKE TOPTOB MPUMEHSETCS IUPOKO, HAIPUMED, CETEBbIE
WHXXEHEPBI MOT'YT MCII0JIb30BaTh 3€pPKAMPOBAHUE MTOPTOB VISl aHAIM3a U OTIAJKUA JAHHBIX WU
JUArHOCTHKY OLIMOOK B CBOMX CETSIX, 0€3 BIMSIHUS Ha BO3MOXKHOCTH 00paOOTKH MaKETOB

CETEBBIX YCTPOUCTB.

Komanna

‘ Onucanne

['mobGanpHBIE HACTPOIKHU

monitor session <1-5>

no monitor session <1-5>

BxitoueHne GyHKINU 3epKaIbHOTO
0TOOpakeHHs (BCEro BO3MOXKHO CO3/1aTh J10
IIATH CEaHCOB)

BLHUHOquHC(bYHKHHHSGPKaHbHOFO
0T06p&meHHﬂIUHIHHCTaHHHOHHOFO
3CPKAJIUMPOBAHUA

monitor session <1-5> source
interface <port_type_list> { both |rx|
tx}

Br16op nopta ucrouHuka u tuna tpaduxa
Both - Ha 3epkanbHblil mopT OyayT nepenaHb
KaJpbl, IPUHATHIE U NIEPEJaHHbIe JaHHBIM
IOPTOM

RX - Ha 3epkanbHblit mopt OyayT
HaIpaBJICHbI TOJIBKO KaJPbl, TPUHSATHIC
JTAHHBIM ITOPTOM.

TX - Ha 3epkanbHbIif mopt OyayT
HarmpaBJIeHbl TOJIBKO KaJIpbl, IepeJaHHbIE
JTAHHBIM TTOPTOM.

monitor session <1-5>
destination interface
<port_type_list>

Br16op nopta HazHaueHUsI, KOTOPBIii
MOJTy4aeT KOMUIo TpaduKa U3 UCXOIHOTO
nopTa.

monitor session <1-5>
remote vlan <vlan id>

source

Bkirouenne pexxuma RMirror Source u
HasHa4yeHue vlan kyaa OyseT ckonmupoBaH
IIaKeT. KOMMyTaTOp ABNAETCA NCXOOHbIM Y3IoM AnA
otcnexusanus notoka. ITopt

HCTOYHHMKA pacnonoxeHbl Ha 3TOM KOMMYyTaTope.

monitor session <1-5>
destination remote wvlan
<vlan id>

Bxirouenne pexxuma RMirror Destination u
HasHaueHue Vlan xyna OyneT CKomupoBaH

IIaKEeT. KommyTaTop ABNAETCA KOHEeYHbIM y3510M And
OTCNIeXnBaHUA NOTOKa. I'IopT Ha3Ha4YeHUsa pacnosioXeH
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Ha 3TOM KOMMYyTaTope.

monitor session <1-5> source
vlan <vlan list>

HacTpolika yHKLMM 3epKkannpoBaHna Ha OCHOBE
VLAN. Ecnu Bbl XOTUTE KOHTPONMPOBaTb
HekoTopble VLAN Ha kommyTaTope, Bbl MOXeTe
yCTaHoBUTb BbibpaHHble VLAN.

CeaHc 3epkanmpoBaHus JOMKEH UMETb B
KayecTBe UCTOYHMKOB NMbOo nopTel, Mnbo cetn
VLAN, HO He TO 1 apyroe BMecTe.

2.2.28 UPnP

Komanpma \ Onucanne

['mobGanpHBIE HACTPONKHU

Upnp Bxmouenune ¢pyukiuu UPnP. [Tpu
BKJIFOYEHUU aBTOMATHYECKU CO3JAeTCs JBa
npaBuia cnucka goctymna (ACE) mis
IepeHanpasiaeHus cooTseTcTByomux UPnP
IIAKETOB K IIPOLIECCOPY.

No Upnp

Brikmiouaer ¢pyukuuto UPnP. Tlpu
BBIKJIFOYEHHUH MPABUJIA aBTOMATUYECKHU
YAQISOTCSL.

upnp advertising-duration
<100-86400>

Hacrpoiika napameTpa npoaomKUTEIbHOCTH.
DTOT mapameTp onpenesnsier, HACKOIbKO
9acTO MOTYT MOCBUIATHCS YBEIOMIICHHS
UPnP. /InuTenbHOCTb IEPEHOCUTCS TTaKETaMHU
npotokosa SSDP (Simple 129 Service
Discover Protocol), koTopsie uHbGOpMUPYIOT
MyHKT YIPABJICHUS O TOM, HACKOJIBKO 9aCcTO
cleyeT MPUHUMATh COOOIICHHUS C
yBegomiienusimu SSDP ot kommyTtaropa. [1o
YMOJITYAHUIO YCTAHOBJIEHA JJIUTEIbHOCTh
yBenomienus 100 cexyna. OqHako,
BCJIE/ICTBUE HEHA/IE:KHOCTH ITpoTokosna UDP
PEKOMEHTyeTCsl YMEHbBIIIATh ITTUTEIHHOCTD,
TaK KaK 4eM OHa MEHbIIIe, TeM ObICTpee
oOHoBusiercs coctosinue UPnP.

upnp ip-addressing-mode
{dynamic | static}

Pexxum ip-aapecaryn

dynamic - pexxuMm 1o ymondanuro. Moayib
UPnP nomoraer nonb3oBarensiM BoiOpats 1P-
anpec komMmyTtaTopa. OH HaXOJUT NEPBBIN
JIOCTYIIHBIN cucTeMHBIN [P-anpec.

static -Ilonb3oBarens ykasbiBaer IP-
untepdeiic VLAN nns BeiOopa [P-anpeca
KOMMYTHPYIOIIETO YCTPOMCTBA.

upnp static interface vlan
<vlan id>

Hacrpoiika Vlan id mis pexuma ctatndeckon
Ip agpecaum.
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2.2.29 GVRP

GVRP (Genecic VLAN Registration Protocol) sisnsiercst oqaum u3 npuinoxenniin GARP (Generic
Attribute Registration Protocol, ITpotokoi perucrpanuu oomux arrpudyros). GARP
UCTIOJIB3YETCS B CETEBBIX MOCTaX, CETEBbIX KOMMYTATOPaX, WM APYTHX aHAJOTHYHBIX
YCTPOMCTBaX C BO3SMOXKHOCTBIO PErHCTPAIK U NIEPEPErUCTPAINK ClIeUaIbHBIX aTpHOyTOB,
TakuX Kak uaeHtuukatopsl VLAN 1 4I€HCTBO B MyJIbTUKACTOBBIX IPYMIax B OOIBIINX
nokanbHbIX ceTsax. GVRP - npunoxxenne GARP, kotopoe oTBeuaeT 3a 00MeH nHpOpMAIHEH O
VLAN u no3sosnser kommyTtatopam peructpupoBaTb VLAN nuHamuuecku.

Komanna \ Onucanne

I'mo6asibHBIC HACTPOUKHU

gvrp Bxitouenue nporokosna GVRP riaobansHo

gvrp time join-time <1-20> Hacrpoiika taiimepos. Talimepsl Ha 060X
KOHIIAX CETH JOJIKHBI OBITh OJJMHAKOBEL,

gvrp time leave-time <60-300> nunaue GVRP ne cmoxer paboraTh
HOPMAJIbHO.

gvrp time leave-all-time
<1000-5000>

gvrp max-vlans <1-4094> Hacrpoiika MakCHMalIbHOT'O KOJIMYECTBa
VLAN, xotopsiMu GVRP MoxkeT ynpaBisiTh.

Hactpolika nopra

interface GigabitEthernet Br16op nopros
<port type list>
gvrp Bxutouenne ¢pyHkuuu gvrp

Pexomenayercs n3beratb UCIOIb30BAHUS
¢yukuuit GVRP u RSTP ogHOBpeMeHHO Ha
KoMMyTaTope. Eciii Heo0X0aMMO BKITFOUUTh
GVRP, cHayana He0OX0IUMO OTKIIIOYUTH
dbyskuio RSTP st moproB

2.2.30 sFlow

SFlOW - 3TO TeXHOJIOTHsI CHCTEMbI U3MEPEHHUs CeTeBOro Tpaduka oodmiero HasHaueHus. sFlow
npeIHa3HauYeH JIJIs BCTpAauBaHUs B JTF000E CETEBOE YCTPOUCTBO M 00eCTIeYeHUS HEPEPHIBHOM
CTaTUCTHUKH 10 JTr00oMy nipotokony (L2, L3, L4 u Bmmots 10 L7), Tak uTo Bech Tpaduk B ceTn
MO>KET OBITh TOYHO OXaPAKTEPU30BaH U OTCIEKEH. ITH CTATUCTUYECKIE TaHHBIC BAXKHBI IS
KOHTPOJIS MEePErpy3KH, YCTPaHEHUS HETI0JIa10K, HaOII0IeH!s 3a 0€30MMacCHOCThIO, TNIAHUPOBAHUS
cetu U T. J{. OHU Takke MOTYT UCIIOJIB30BAThCA JIs 1ieneit yuera IP.

Komanma \ Onucanne

['moGasibHBIE HACTPOHKHU

sflow agent-ip {ipvé4 | ipveo} Hacrpoiika IP-aapeca, ucronap3yeMoro B
{<ipv4_addr> | <ipvé_addr>} kauectBe [P-apeca arenra B sFlow. On
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CIIY>KUT YHUKAJIBHBIM KIFOUOM, KOTOPBIH
OyneT uaeHTUGUIIUPOBATh ar€HTa B TCUECHUE
JUTUTENIBHBIX TIEPUOI0OB BPEMEHHU.
[TonnepxxuBarorcs aapeca IPv4 u IPv6

sflow collector—-address
{<domain name> | <ipv4 addr> |
<ipvb6_ucast>}

Hacrpoiika IP-agpeca ninu ums xocra
npuemHuka sFlow

sflow collector-port <1-65535>

Hacrpoiika npocmarpuaemoro UDP nopra

sflow max-datagram-size <200-
1468>

Hacrpoiika MakcHMaabHOTO KOJINYECTBO
0aliTOB JAHHBIX, KOTOPOE MOXKET OBITH
OTHPABJICHO B OJHOM TECTOBOM JIaTarpamMme

sflow timeout <0-2147483647>

Hacrpoiika Talimayra

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160op nopTos

sflow

Bxurouaer ¢pynkuuto sflow Ha mopry.

sflow sampling-rate <1-4096>

Hacrtpolika ctaTuueckoi 4acTOThI
JIUCKPETU3ALIUH.

sflow max-sampling-size <14-
200>

MaxkcuManbHOE KOIUYECTBO OANTOB,
KOTOPOE JIOJIKHO OBITh CKOITUPOBAHO U3
MaKeTa, BRIOPAaHHOTO JIJIs1 BHIOOPKH, B
nerrarpammy sFlow.

sflow counter-poll-interval
<1-3600>

WHutepBan onpoca. JJonmycTumsli Juana3oH:
ot 1 10 3600 cexyHz

2.2.31 UDLD

OO6Hapy:xeHue ogHoHanpasieHHoro coeaunenust (UDLD) 3To ypoBeHb KaHana nepeaadu
JAHHBIX MPOTOKOJ JUIsl KOHTPOJIS pU3ndecKoi KOoH(puUrypamuu kadenaeil u oOHapyKeHus
OJHOHaIpaBiieHHbIX KaHaioB. UDLD nomnoiHseT mpoTOKOII CBA3YIOLIETO AEPEBa, KOTOPBIN
UCIIOJIB3YETCS U1 YCTPAHEHUS NETIIN MEPEKIIFOUCHHUS.

YroObl 00HAPY>KUThH OJHOHAINPABJIEHHBIE KaHAJIBI A0 CO3aHMs ety nepecbuiku, UDLD
paboTaer myTeM oOMeHa MakeTaMu IPOTOKOJIa MKy COCETHUMHU yCTPOUCTBAMHU.

Jist pa6otst UDLD 06a KOMMYyTHPYIOHIMX YCTpOMCTBa B KaHajle JODKHBI moaaepxusats UDLD
Y UIMETh €ro BKIIOYEHHBIM Ha COOTBETCTBYIOIINX NOPTaX.

Komanma

\ Onucanne

['moGanpHBIE HACTPONKH

Udld enable

Bxirouenne UDLD Ha Bcex
ONTOBOJOKOHHBIX MOPTAX.

Udld aggressive

Bxmrouenne UDLD B arpeccuBHOM pexuMe
Ha BCEX ONTOBOJOKOHHBIX MOPTax.

udld message time-interval <7-
90>

HacTtpoiika untepsan coodmenuit <7-90>

udld unblocking

PyudHoe BkiIt0YeHHE 3a0J10KHMPOBAHHBIX
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MIOPTOB.

2.2.32 DDMI (unTepdeiic undppoBoro 1HarHocTUHIECKOro MOHHTOPUHIA)
YcoBepuieHCTBOBaHHBIN IU(DPOBOIT HHTEP(EIiC MO3BOSET YCTAHOBUTD CBSI3b B PEATHHOM
BPEMEHHU MEXIy KOMMYTATOpoM U TpaHcueepoM SFP. DTo no3BoiisieT KoMMyTaTopy mojiy4yaTh
JOCTYTI K pabOYMM MapaMeTpaM B ONTOBOJIOKOHHOM KaHaJIe.

DDMI kouTponupyer:

* TeMIIeparypy

* HaNpsDKEHUE MUTaHUS

* IEPEAAaBAEMbII TOK CMEILICHUS.

* [IepenaBaemasi MOIIHOCTD

* [TomydyeHHast MOLIHOCTh

Komanpma \ Onucanne
['mobGanpHBIE HACTPOIKHU
ddmi Brutouenne ¢pyukipun DDMI. Oyukius

DDMI BxiroueHa mo yMOJI4aHHIO.

no ddmi Beikmouenue ¢pyukimun DDMI

2.2.33 MRP u MVRP

Multiple Registration Protocol (MRP) - ato ob6miast crpykrypa, pekomennoBannas IEEE mis
UCIIOJIb30BAaHUS B CETEBBIX MOCTAX, CETEBBIX KOMMYTATOpPaX, WK APYTUX aHAJOTMUHBIX
YCTPOHCTBAX C BOBMOKHOCTBIO PETHCTPALINH M MIEPEPETUCTPAIINN CIIEIUANTBHBIX aTpHOyTOB,
TakuX Kak uaeHTuukatopsl VLAN U 4I€HCTBO B MyJIbTUKACTOBBIX IpyIIax B OOIBIINX
nokanbHbIX ceTsix LAN.

[Tporokon mHokecTBeHHbIX peructparmii VLAN Multiple VLAN Registration Protocol
(MVRP) siBisiercst ceTeBbIM ITPOTOKOJIOM BTOPOT'O YPOBHS JJIs aBTOMAaTUYECKON KOH(pUTyparuu
uadopmarmu VLAN B kommyTtaropax. On Obi1 onipenenés npunoxennem 802.1ak k
pexomenpanusm |EEE 802.1Q-2005.

B npenenax Broporo yposHs cereBoii Mogenn OSI MVRP obecnieunBaeT tuHaMu4yeckuii oOMeH
uHpopmanuu o VLAN u kondurypamuio Heooxoaumsix VLAN. Hanpumep, nocrasnena 3agaya
n00aBUTh onpenenéHublii mopT kommyTtatopa B VLAN, uinn ceteBoe ycTpoiicTBo,
noanepxkuBatoniee VLAN 1 nokitou€HHOE B TOPT KOMMYyTaTopa TpedyeT nepeKoHpurypamm,
U BCe HEOOXO/IMMBbIE TPAHKU AMHAMHUYECKH CO3/JaHbl Ha IPYTMX KOMMYyTaTopax,
noanepxuBaromux MVRP. Jlns BeimonHeHus 3Toi 3a1auu 6€3 Bo3MoxxkHocteit MVRP
notpedyercs pyuHast koHpuryparus VLAN i kakoi-1u60 nponpueTapHblii MeToq
npousBoauTeNs. Eciau ske BBITONHATH 3Ty 3a1a4dy cpeactaMu MVRP, koTopslil ucnonb3yer
nuHaMudeckue 3Hauenuss VLAN B punbTpyemoii 6a3e nanusix. Ecau koporko — MVRP
MOMOTraeT JUHAMHYECKU MoaiepkuBaTh KoHpurypauuu VLAN B cTaTHuecKux KOHPUTypaLusix
CeTeM.

802.1Q naéT BO3MOKHOCTD:

e JluHaMUYeCKU KOH(PUTYPHPOBATH U paclpeaeisTh HHPOPMALKIO O MpUHaAIekHOCTH VLAN
yepe3 mexanusmbl MVRP.

e Crarnuecku KOHQUTYpHpOBaTh HHPOpMaIHIo 0 mpuHaieskHoctu VLAN nocpeactsom
MEXAHU3MOB MEHEPKMEHTA, KOTOPBIE IIO3BOJISAIOT YIPABIATh PErMCTPALMOHHBIMY IaHHBIMU
0 CTaTHYECKHUX 3anucsax perucrpanuil VLAN.
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e [lonnepxuBaTh KOMOMHUPOBAHHBIE CTATUYECKUE M TUHAMUYECKHE KOH(PUTYpaLuU, IPU
KOTOpBbIX HeKOoTOpble VL AN KOHQUTYypHPYIOTCS TOCPEICTBOM MEXaHHU3MOB MEHEKMEHTA, a
i apyrux VLAN coxpaHsieTcs BO3MOXKHOCTh JUHAMUYECKON KOH(UTYpaLuu CpeiCTBAMU

MVRP.
Komanna \ Onucanne
['moGasibHBIE HACTPOHKHU
mvrp Bxmouenne pynkunn MVPR.
no mvrp Brixmouenune ¢pynakuuun MVRP

mvrp managed vlan {<vlan list>
| add | all | except | none |
remove }

Hactpoiika cnucka VLAN, ynpaisieMbIx
MVRP

<vlan list> - co3gaHHe HOBOT'O CIIMCKa
Add — no6aButh VLAN k cymiecTByronemy
CIIMCKY

All —Bce VLAN

Except — Jlo6aButs Bce VLAN, kpome
CJIEIYIOIIIUX

None — myCTOM CIUCOK

Remove —ynanmuth VLAN u3 tekyiero
CIIHICKa

Hactpoiika noptos

interface GigabitEthernet
<port type list>

Br160op nopTos

Mvrp

No mvrp

Bxutouenne ¢pynkunun MVRP Ha nopty
Boikmouenne pynkuuu MVRP Ha nopry.

mrp periodic

no mrp periodic

Brorouenue ¢pynkuuu PeriodicTransmission
1uist Beex npusoxxenuit MRP na nopry

Brikmouenue gpynkuuu PeriodicTransmission
Ha TOPTY

mrp timers {default | join-
time | leave-all-time | leave-
time}

Hacrpoiika TaliMepoB

Default - YcraHoBka Bcex TaiimepoB MRP
10 YMOJTYaHUIO

join-time — TailmMep NPUCOEANHEHUS.
3nauenus ot 1-20cc. [To ymonmuanuro
3Ha4yeHue 20cc.

leave-all-time — TaliMep OTKIIIOUYECHHS
OT BCEX MYJIbTHUKACTOBBIX IPyII. 3HAYEHHUS
1000-5000cc. ITo ymomrgaruio — 1000cc
leave-time — TaliMep OTKIIOYEHHUS.
3nauenus ot 60-300cc. [To ymonuanuro
3Ha4yeHue 60cc

2.2.34 Link OAM

‘ Komanna

\ Onucanue
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Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160p nopTos

link-oam

no link-oam

Bxmouenue Link OAM Ha nopty
KommyTaropa. Bkmouenue Link OAM naer
orepaTopaM CeTH BO3MOKHOCTh OTCJIEKUBAThH
COCTOSIHUE CETH M OBICTPO ONPEACTIATh
MECTOIOJIOKEHHE HEMCIIPABHBIX KaHAJIOB WU
HEHUCHIPAaBHBIX COCTOSTHUM.

Brikmouenne Link OAM na nopty

link-oam mode {active |}
passive}

Hacrpoiika pexxuma OAM Kak aKTUBHBIN UK
acCUBHBIN. 10 yMOI4aHUIO yCTaHOBIICH
MTACCUBHBIN PEXUM.

active - DTE, HacTpoeHHBIE B aKTUBHOM
peXUMe, THUIIUUPYIOT OOMEH
uHpopmanronHsiMu OAMPDU, kak
OIpEeZIETIEHO B IIpoLecce

oOHapyxeHnus. [locne 3aBepuienus npouecca
obnapyxenust aktuBHbIM DTE pa3zpemaercs
otmpasisTh 0osie OAMPDU npu
MOAKJIIOYEHUH K YAAICHHOMY
0/IHOpaHroBoMy 00bekTy OAM B aKTUBHOM
pexume. AxktuBHbie DTE paborator B
OTPaHUYEHHOM OTHOUIEHUH, €CIIA YAAICHHBIN
00pexT OAM paboTaeT B macCCUBHOM
pexxuMe. AKTUBHBIE YCTPONCTBA HE JTOJIKHBI
0TBEYaTh Ha KOMaH/1bl YAaJIEHHOM 00paTHOM
cBsa31 OAM u 3anpockl NEPpEMEHHBIX OT
[TaCCUBHOI'0 OJHOPAHI'OBOIO Y3IIa.

passive - DTE, HacTpoeHHBIE B TACCUBHOM
pexumMe, He THULUUPYIOT IPOLECC
oOHapysxenus. [laccusasie DTE pearupyrot
Ha MHUIIMMPOBAaHUE IpoLiecca 00HapyKEeHU
yaanenHsiM DTE. Oto uckmtouaer
BO3MOJKHOCTB IIEpEX0/a OT NACCUBHBIX K
naccuBHbIM ccblikaM. [laccuBabie DTE He
JIOJIKHBI OTIIPABIIATH 3alPOCHI IEPEMEHHBIX
i OAMPDU ynpasnenust nuieiom.

link-ocam remote-loopback
supported

no link-oam remote-loopback
supported

Bxurouenne GyHKIUM yJall€HHOM METIH.
Mo2keT UCTI0IB30BaThCs IS JTOKAIU3aluN
HEHCIIPAaBHOCTEN U TECTUPOBAHUS
IIPOU3BOJUTEIILHOCTHU CBS3U.

Brikmouenmne GyHKIMM yTaI€HHON TEeTIIH.

link-ocam link-monitor
supported

no link-oam link-monitor

Bxurouenne (pyHKIIUM MOHUTOpPUHTA Ha
opTYy.

Brikmouenne GyHKIIMM MOHUTOPHHTA HA
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supported

HOPTY.

link-ocam mib-retrieval
supported

no link-ocam mib-retrieval
supported

Bxmouenue nognepxku MIB Ha mopty
KOMMYTaTopa

Brixmouenue noanepxxku MIB Ha nopty
KOMMYTaTOopa

Hacrpotika coObITHii

link-ocam link-monitor frame
{threshold | window}

CoOpiTHe "OmmuO0YHBIN Kaap" MOJACUYNTHIBAET
KOJIMYECTBO OIITMOOYHBIX KaJIPOB,
00HapyKEHHBIX B TEUYCHUE YKA3aHHOTO
nepuoja. [lepuon 3aaercss BpeMEHHBIM
uHTepBajaoM (window). 9To coObITHE
TEHEPUPYETCS, €CIIU KOJIMYECTBO OLIMOOUHBIX
KaJpOB PaBHO WJIM IIPEBBIIIACT 3aIaHHBII
nopor st 3Toro nepuoaa (threshold).
Window - OKHO OIIMOKH HOJDKHO HMETh
nenoe 3Hadenue ot 1 mo 60, a ero 3HaueHHE
0 yMoJi4aHuto paBHo "1".

Threshold - mnopor omuOKH TOJDKECH
HaxoauThcs B quanasone 0-4294967295, a
€ro 3Ha4eHHE 10 YMOJYaHUIO paBHOo "1".

link-cam link-monitor symbol-
period {threshold | window}

CoObITHE MOACYUTHIBAET KOJIMYECTBO OIINOOK
CUMBOJIA, IPOU3O0IIEIINX B TEUEHUE
ykazaHHoro nepuoja. Ilepuon onpenensercs
KOJIMYECTBOM CHMBOJIOB, KOTOPbIE MOTYT
OBIThH ITOJIyUYECHBI 3 OIPEAEICHHBIN
MIPOMEXYTOK BPEMEHU Ha 0a30BOM
¢u3nueckoM ypoBHe. ITO cOObITHE
reHEepUPYETCsl, €CIU KOJINYECTBO OLIMOOK
CHUMBOJIa PABHO WJIU MPEBBILIAET 33 JaHHBIN
MOPOT JJI 3TOTO MEpPUOAA.

window - OKHO OIIMOKH JOKHO UMETh
nenoe 3uHadenue ot 1 1o 60, a ero 3HaUCHHE
10 yMOJIYaHHIo paBHO "1".

threshold - mopor ommoOKHA JOJKEH
HaxoauThcs B quanasone 0-4294967295, a
€ro 3Ha4eHHE N0 YMOJYaHUIO paBHO "1".

link-ocam link-monitor frame-
seconds {threshold | window}

CoObITHE MOJCYUTHIBAECT KOJIUYECTBO CEKYH/]T
C OLIMOKaMU, MPOU3OLIEANINX B TCUCHHE
ykazaHHoro nepuoja. [lepuon onpenensiercs
BPEMEHHBIM UHTEPBAIOM. DTO COOBITHE
TEeHEPUPYETCS, €CIIU KOJIMYECTBO CEKYH/ C
ommOKaMH B KaJIpe PaBHO WJIN MTPEBBIIIACT
3a/IaHHBIMA TOPOT JIJIs1 TOTO MEepUoa.
Window — OKHO OIIMOKH JOJKHO UMETh
menoe 3HadeHue B auamna3one ot 10 mo 900, a
€ro 3Ha4eHHE 110 YMOJIYaHHIO paBHO "60".
threshold - mopor ommoOKH J0JKEH
HaxoauThcs B quanasone 0-65535, a ero
3HAYEHHE 110 YMOJYaHUIO paBHO "1".
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2.2.35 CFM

CFM (Connectivity Fault Management), IEEE 802.1 ag — npenocraBinsier GyHKIUH
HaOJIIOZICHUS, TIONCKA ¥ yCTpaHEHHUs HeucnpaBHocTel B ceTsax Ethernet, mo3Bossis
KOHTPOJIMPOBATh COCAMHEHUE, N30JIMPOBATH MPOOJIIEMHBIE YYACTKU CETH M UICHTU(UIIUPOBATD
KIIMCHTOB, K KOTOPBIM IIPUMEHAINCH OI'PAaHUYCHUA B CETH.

Komanma

\ Onucanue

['moGasibHBIE HACTPOHKHU

cfm sender-id-tlv {chassis |
chassis-management | disable |
management }

Bri6op naentudukaropa tlv

Chassis —wunentudukarop maccu(MAC-
azapec)

chassis-management - uaeHTUGUKATOP
maccu(MAC-aapec) u anpec yrnpaBieHHs
(IPv4-anpec)

management -azapec ynpasienus (IPv4-
azapec)

disable — uckmo4nuTh uaeHTHGUKATOP tIV

cfm port-status-tlv {disable
enable}

Bxntouenue wim BeikitoueHue tv s
craryca rnopra

cfm interface-status-tlv
{disable enable}

Bxuntouenue wim BeikitoueHue tv s
craryca uHTepdeiica

enable oui <oui> subtype <0-
255> value <string63>

cfm organization-specific-tlv | Uckmounth TLV 11 KOHKpETHOMR
disable Opra’usanuu
cfm organization-specific-tlv | Bxiarouurs TLV mis KOHKpeTHOM

OpraHu3aluu
<oui> - D3ro TpexbaiTobrii OUI,
nepenasaembiii ¢ TLV, 3aBucsumm ot
OpraHu3anuy.

<0-255> - 3JTO0 MOATHII, IEPEIaBACMBIH C
TLV mig KOHKpeTHOM opranuzauuu. Moxer
OBITh JIFOOBIM 3HAUEHUEM B AMAINIa30HE

[0; 255]

<string63> - 3JTO0 3HaueHue,
nepenasaeMoe B TLV niisg KOHKpeTHOH
opraHuzaiuy. 3HayeHue MpeAcTaBiIseT coooi
NeYaTaeMyro CTPOKY CHMBOJIOB JTHOH 0-63.

CFM Domain Configuration

cfm domain <kwordl-15>

Co3gangue UMEHH ToOMeHa

Format {none | string}

Bri6op ¢opmara umenn MD. UtoOs
UMUTHPOBaTh UaeHTUrKaTopsl MEG
Y.1731, ucnons3zyiite Tun None.

Level <0-7>

Yposens MD / MEG sToro nomena.
JlomycTumble 3HaYeHHs orpaHudeHs! 10 0—7.

sender—-id-tlv {chassis |
chassis-management | defer |
disable | management }

Bri6op naentudukartopa tlv
Chassis —wuaentudukarop maccu(MAC-

aapec)
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chassis-management - HIEHTUPUKATOP
maccu(MAC-anpec) u agpec yrpaBieHuUs
(IPv4-anpec)

management - aapec ynpasienus (IPv4-
azapec)

disable - uckiarounTh uacHTHGUKATOP tIV
defer - NPUMEHSIOTCS HACTPOMKHU
r1100aIbHOM KOH(UTYpaIiH

port-status-tlv {defer |
disable | enable}

Bkitouenue wiu Beikitodenue tlv s
craTyca nopra

Defer - NPUMEHSIOTCS HACTPOMKH
r100aIbHOM KOH(PUTYpaLH

interface-status-tlv {defer |
disable | enable}

Bxitouenue i Beikiodenue tv as
cTatryca uHTepdeiica

Defer — NPHUMEHSIOTCS HACTPOUKH
ro0anbHOM KOH(UTrypamn

organization-specific-tlv
{defer | disable}

disable - ucximouuts 1LV mis
KOHKPETHOW OpraHu3aIliuu

Defer — NPHUMEHSIOTCS HACTPOUKH
ro0anbHOM KOH(UTrypan

Service <kwordl-15>

[Tepexon B pexxuM koHpurypamuu CFM
Service

CFM Service Configuration

Format { integer
vid string }

primary-

Bri6op dopmara umenu ciryx0sl. 10
pemaer, Kak OyZIeT MHTEPIPETUPOBATHCS
3Ha4yeHue napamerpa Name.
Bo3mosxHBIE 3HAUEHHUS:

integer

primary-vid

string

type {port | vlan <1-4095>}

Bri6op MEP B cepBuce

Ocnosnoit VID MA. VLAN, pasnsiii 0,
o3Hauaet, uro Bce MEP, co3ganHnbie B 5TOM
MA, OynyT coznansl kak MEP nopra
(unrepdeiicasie MEP). Ha xaxxnom
uHTepdeiice MOKeT ObITh TOIBKO OJHA
noprosast MEP. MEP nannoro nopra Moxer
OBITH co3maHa ¢ Teram, eciau VLAN sToit
MEP He paBHa HYJIIO.

continuity-check interval

Hacrpoiika ckopoctu CCM Bcex MEP,

{100ms | 10ms | 1s | 3.3ms} MPUBSI3aHHBIX K 3TOH yCIIyTe
sender-id-tlv {chassis | Bri6op unentudukaropa tlv
chassis-management | defer | Chassis —unenrudukarop maccu(MAC-

disable | management}

azapec)
chassis-management - uAEHTUDUKATOD
maccu(MAC-aznpec) u aapec ynpapieHHs
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(IPv4-anpec)

management - aapec ynpasienus (IPv4-
azapec)

disable - uckiarounTh uacHTHGUKATOP tIV
defer — NIPUMEHSIOTCS HACTPOMKHU
r1100aIbHOM KOH(PUTY ALK

port-status-tlv {defer |
disable | enable}

Bxitouenue win BeikiodeHue tv as
cTaryca mopra

Defer — NPUMEHSIOTCS HACTPOUKH
rI00aTbHOM KOH(PUTYpaIuu

interface-status-tlv {defer

disable | enable}

Bxutrouenue wiu Beikitodenue thv s
craryca uHTepdeiica

Defer - NPUMEHSIOTCS HACTPOUKHU
ro0anbHOM KOH(UTrypamn

organization-specific-tlv
{defer | disable}

disable - ucximouuts 1LV mis
KOHKPETHOW OpraHu3anuu

Defer - NPUMEHSAIOTCS HACTPOHKH
ro0anbHOM KOH(UTyparu

Mep <1-8191>

[Tepexon B pexxuMm koHburypaunu CFM Mep

CFM Mep Configuration

interface GigabitEthernet
<port type id>

VYka3aHue 1mopra Ha KOTOPOM HaXOIUTCS dTa
MEP

Vlan {1-4095 | inherit}

VYkazanue uaentugpukaropa VLAN.
inherit - ucnonbs3yercs aias 0003HAUEHUS
HETErUPOBAHHOTO Tpaduka
(monpasymeBaercst MEP nopra).

Pcp <0-7>

Br16op 3nauenusa PCP B rere VLAN
PDU. He ucnomnb3yercsi 6€3 TEros.

Smac <mac ucast>

Hacrpoiika MAC-anpeca ucTouHmKa,
KOTOPBII OyJIeT HCIOIB30BATHCS B OJI0KaX
PDU CCM, ucxomsmux ot atoit MEP. Anpec
JOJbKEH OBbITh ojtHOaapecHbIM. Popmar: XX:
XX: XX: XX: XX: XX. Ecnu Bce HyqH,
BMECTO Hero OyJeT ucrnonb3oBarbest MAC-
aapec mopTa KOMMYTaTopa.

alarm-level <1-6>

VYcraHoBKa YPOBHS CUTHAIU3ALINH.

Ecnu oGHapykeH nedeKT ¢ MpuoOpUTEeTOM
BBIIIIE ATOTO YPOBHS, OYyI€T CreHEPUPOBAHO
YBEJIOMJICHHE O HEUCITPAaBHOCTH.
Honyctumsiii quanason: [1; 6], roe 1
YKa3bIBaeT, UTO JIO00H JePEKT BbI3bIBACT
aBapUIHBIN cUrHal, a 6 03HAYAET, YTO
HUKaKOM Ae(eKT He MOXKET BHI3BATH
aBapUIHBIN CUTHAIL

alarm-time-present <2500-
10000>

VYcranoBka BPEMCHH B MUJIJIMCEKYHOAX, B
TCYCHHUC KOTOPOT'O JOJDKHBI ITPUCYTCTBOBATH
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nedeKThI, MPEexKIe YeM OyIeT BBIJaHO
YBEJAOMJICHHE O HeHcIpaBHOCTH. 1o
ymoaganuio 2500 mc.

alarm-time—-absent <2500-10000>

YcraHOBKa BpeMEHH B MIJUIMCEKYHAAX, B
TE4YEeHUE KOTOPOTrO Ae(EKThI TOIHKHBI
OTCYTCTBOBATH JI0 COpOCa yBEIOMIICHUS O
HeucnpasHocTH. [To ymomuanuto 10000 mc.

continuity-check
no continuity-check

BKJIIOYEHHE IeHepali COOOLEHUH IPOBEPKU
nenoctHoctu (CCM)

OTKJIFOUEHHE TeHEepaluy COOOIICHHI
POBEPKH IIEJIOCTHOCTH

admin-state {disable | enable}

BKJIFOUHUTH WM OTKI0UNTh 3Ty MEP. Korna
sta MEP BKkIitoueHa, oHa MpoBepsET
nosrydeHHble / oTcyTcTByromme CCM u
MOJKET BBI3BIBATh JE(EKTHI.

remote mep <1-8191>

VYceranoBka ynanenHoit MEP, ot koropo# ata
MEDP, kak oxxunaercs, 6ynet noixydars PDU
CCM.

2.2.36 APS

APS ceTeBoif MPOTOKOJ KAHATLHOTO YPOBHS, IPEeIHA3HAYEH ISl MOIEPKKH TOMOJIOTHH,
MCKJTIOYAIOIICH 3allMKIMBaHue Tpaduka, U e€ mepecTpoeHHE B Cilydae HApyIICHUH B KOJIBIIEBBIX
cersix Ethernet na nepsom-BTOpOM ypoBHE ceTeBoit Momaenu OSI.

Komanna ‘ Onucanue
['moGasibHBIE HACTPOHKHU
Aps <1-10> Cosnanue dk3emmsipa APS

working interface
GigabitEthernet <port type id>

Haznauenue nunrepgeiica B kauecTse
pabouero nopra

working sf-trigger link

Bo16op Tpurrepa [uis cursana ommoKu
B kauecTBe Tpurrepa Ucnonb3yercs
COCTOsIHUE 1OpTa

working sf-trigger mep domain
<kwordl-15> service <kwordl-
15> mep-id <1-8191>

B kagecTBe TpUrrepa Ucnoab3yercs mep.
Tpebyercst BBox domain service mep-id,
oTHOcsIHKeCA K dk3emiusipy MEP, kotopsrit
JTOJKEH TIPEACTABIISITH pa00UHid MOTOK.
BriOpannslii sxzemiuisp MEP moxer He
CYHIIECTBOBATh MPHU HACTpoMKe 3Toro APS.

protect interface
GigabitEthernet <port type id>

Ha3znauenue unrepgeiica B kauectse
3alIMIIEHHOT 0 opTa

protect sf-trigger link

Br16op Tpurrepa i curaaia ommuoKu
B kauecTBe Tpurrepa ucnoib3yercs
COCTOSIHUE TOpTa

protect sf-trigger mep domain
<kwordl-15> service <kwordl-
15> mep-id <1-8191>

B kagecTBe TpUrrepa UCnoiab3yercs mep.
Tpebyercst BBox domain service mep-id,
OoTHOCsIIHKECA K K dKk3eMIusipy MEP, koropsiit
JTOJDKEH TIPEACTABIISITH pa00OYHiA MTOTOK.
BriOpannblii sxzemmuisip MEP moxer He
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CYILLIECTBOBATh IPU HacTpoiike aroro APS.

Mode {1l-for-1 | bidirectional-
l-plus-1 | unidirectional-1-
plus-1}

1-for-1 - B JIMHEHHOW apXUTEKTypeE
3alUTHOW KoMMyTauuu 1: 1 3amuTHbII
TPAHCIIOPTHBII OOBEKT BBIENIEH paboueMy
TpaHCIOPTHOMY 00beKTy. OJIHaKO
HOpPMAaJbHBIN TpaUK TPAaHCHOPTUPYETCS
60 Ha paboYeM TPaHCTIOPTHOM OOBEKTE,
1160 Ha 3aIIUTHOM TPAHCIIOPTHOM OOBEKTE,
HCIIOJIb3YSl MOCT CEJIEKTOPA B HCTOUHUKE
3alIUIIEHHOT0 JoMeHa. CeleKTop B
MPUEMHUKE 3aIUIIEHHOTO JOMEHA BEIOUpPAET
00BEKT, KOTOPBIA HECET HOPMAJIbHBIN TpaPUK
bidirectional-1-plus-1 - B
JIMHEMHON apXUTEKTYpeE 3aIUTHON
kommyTammu | + 1 i kaxmoro pabouero
TPAHCIIOPTHOTO OOBEKTA BBIJEIICH 3alUTHBIN
TPaHCHOPTHBIN 00BeKT. OOBIYHBIHN Tpaduk
KOMUPYETCS U HaIlpaBJIsieTcs Kak pabouum,
TaK U 3alIUTHBIM TPAHCIOPTHBIM 00BEKTaM C
MIOCTOSIHHBIM MOCTOM B UCTOYHHKE
3alIMIIEHHOTO ToMeHa. Tpaduk Ha pabounx
Y 3alIUTHBIX TPAHCTIOPTHBIX 00BEKTaX
Iepe1aeTcsi OJHOBPEMEHHO B IPUEMHUK
3aIUIIEHHOT0 JOMEHA, IJI€ BHIOOP MEXKIY
pabo4MM U 3aLUTHBIM TPAHCIIOPTHBIMU
00BEKTaMHU OCYIIECTBIISICTCS HA OCHOBE
HEKOTOPBIX 3apaHee ONPEeSIEHHBIX
KPUTEPUEB, TAKUX KaK MHAMKALUA
HEUCIPaBHOCTH CEepBepa.
unidirectional-1-plus-1 —
onHOHamnpaBieHHbI APS.

Komanga mode unidirectional-1-
plus-1 tx-aps BKINYaAET HEpeaady
6moxoB APS PDUs. PS naxe B
oJlHOHamnpasiaeHHOM pexxnuMme 1+1. [lpuem
APS

PDU B 3TOM pexnme UCTIONB3YHOTCS TOJIBKO B
MH(OPMALIMOHHBIX LIETSIX.

Level <0-7>

Ycranoska yposHs MD / MEG,
ucnons3yemelii B L-APS PDU. Ilo
ymo4asuo 0.

Vlan <vlan id>

YcranoBka unentudpukaropa VLAN,
ucnonb3yemoro B L-APS PDU.

Komanaa vian untagged — He BCTaBISThH
ter VLAN B PDU LAPS

vlan <vlan_ id> pcp <0-7>

Hacrpoiika PCP (npuopurer) (1o
ymosruanuto 7). 3nauenue PCP,
ucnonszyemoe B Tere VLAN, ecnu L-APS
PDU He sBnsieTcss HeMapKHUpPOBaHHBIM.
JlomkHO OBITh 3HaueHHe B AuanazoHe 0—7.

Smac <mac ucast>

YcranoBka MAC-anpeca HCTOYHUKA,
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ucnons3yemsiid B PDU L-APS. Anpec
JIOJDKeH OBITh oHOapecHbIM. Ecim Bce
HyJu, Oyzaet ucnoiasizoBatbcss MAC-anpec
OpTa KOMMYTATopa.

Revertive

no revertive

BxitroueHne peBepCUBHOTO PEXHUMa, TO €CTh
TpaduK IepeKIrYacTcs oOpaTHO Ha pabounit
MOPT NOCJIE YCTPAHEHUS YCIOBU,
BBI3BIBAIONINX NEepekitoueHue. B ciydae
cOpoca KoMaHIbI (Hapumep,
MPUHYIUTEIbHOE MEPEKII0UYEHUE) 3TO
MIPOUCXOUT HeMeJIeHHO. B ciyuae
yCcTpaHeHHs AedeKTa 3TO OOBIYHO
MPOUCXOAUT MO ucteueHuu taiimepa WTR
(O’)KuaHUsT BOCCTAHOBJICHUS ).

Pe:xuM BoCCTaHOBJIEHHUS IOPTA HE SBIISAETCS
PEBEPCHBHBIM, U TpadUKy pa3penraercs
OCTaBaThCs Ha 3aILUIIEHHOM IOPTE Moce
YCTpaHEHUs] IPUYMHBI EPEKIIIOUEHUSI.

wait-to-restore <1-720>

HacTtpoiika oxxugaHus nepej
BOCCTAHOBJICHHEM pabodero mopra mocie
YCTpPaHEHUsI HEUCIIPABHOCTH. J{omycTUMBIiA
nuamnasoHn 1-720

hold-off-time <0-10000>

YcranoBka TaiiMepa 3aaepxxku. Korma
BO3HUKAET HOBBIN (11K O0Jiee cepbe3HbIN)
nedekT, 3amycKaeTcs TaiMep 3aepKKHU, U O
coOBITHH OyIeT COOOIIEHO MOCTIE UCTCUCHUS
Taitmepa. Bpems ynepskanus uzMepsiercs B
MWIIHCEKYH/IaX, a IOIyCTUMbIE 3HAYCHUS
HaxonsaTca B guamnasone ot 0 mo 10000 . ITo
ymorganuio 0, 9To 03HaYaeT HEMEJICHHOE
coobuieHue o aedexre.

admin-state { disable | enable}

N3menenne coctosiHUs dKk3eMInsipa APS
(BBIKIIFOUEHO/BKJIIOYEHO)

2.2.37 ERPS

ERPS - cereBoii mpoTOKOJI, HCTIONIB3YIOMIMNACS /7151 UCKIIIOYEHUsI 00pa3oBaHMs KOJel B
TOTOJIOTUU. MOXKET OBITh 3aMEHOI ceMeicTBy nmpoTokosoB STP.

Komanma

‘ Onucanne

['moGanpHBIE HACTPONKH

Erps <1-64>

Co3pnanue sx3emisipa ERPS

rpl {neighbor | owner} {portO Br100p pexrMa KoJIbLIeBOH 3alUThI U
| portl} KOJBIIEBOI0 IOpTa
Version {vl | v2} Br160op Bepcun npotokona ERPS

ring-type {interconnected-sub-
ring | major | sub-ring}

Br16op Tuna konbiia.

ring-type sub-ring

Br16op pexxrma moaKobIo

[Ipu BBOAE AOMOJHUTENBHON KOMAH/BI
virtual-channel — BKIIOYaEeT
BUpTYyasibHbIN KaHan R-APS, to ectb PDU R-
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APS He nepecbutaloTCst MEXAY KOJIBLIEBBIM
HIOPTOM, €CJIM OJIMH KOHell 3a0J10KHPOBaH

ring-type interconnected-sub-
ring connected-ring <1-64>

Br16op pexxrma B3aMOCBSI3aHHOTO
MOJIKOJIbIIa, KOTOPOE UMEET

TOJIBKO OJIMH KOJbIeBOoM nopt (rmopt 0), HO
MOJKJIFOYAETCA K TJIABHOMY KOJIbILY.
<1-64> - Howmep sk3emiuisipa ERPS
MOJKJIFOYEHHOT'O KOJIbIIA

JlomonHuTenpHas KOMaHaa propagate—
topology-change - VYmpasiser Tem,
JIOJKHO JIM KOJIBI0, HA KOTOPOE CChLIIAETCS
sK3eMIuLAp Interconnect, pacrpoctpanars R-
APS nna PDU Besikuit pa3, Korja u3MeHseTCs
TOIOJIOTHS ATOTO MOA-KOJIbLA.

[Ipu BBOAE KOMaH Bl Vvirtual-channel
- PDU R-APS nepenarotcs 1o
MOJKJIFOYEHHOMY KOJIbILY, K KOTOPOMY
MOJIKJIFOYAETCS ATO NMOA-KOJIBIO

{port0 | portl} interface
GigabitEthernet <port type id>

Hasznauenue nnrepgeiica KonpLeBoMy OpTy
0

{port0 | portl} sf-trigger VYcraHOBKa B KaueCcTBE TpUIrTEpa cO0s
link CUTHAJIa COCTOSIHUE COCTUHEHUSI
{port0 | portl} sf-trigger mep | B kadecTBe TpHUITEPA MCIIOIB3YETCS MEP.

domain <kwordl-15> service
<kwordl-15> mep-id <1-8191>

Tpebyercst BBox domain service mep-id,
oTHOcsmHuecs K d3k3emiusipy MEP, koTopsrit
JIOJDKEH MPEACTaBIATh Pa0OUYHii OTOK.
Br16pannslii sx3emmsip MEP mosxer He
CYILLIECTBOBATh IPU HAcTpoike 3toro APS.

ring-id <1-239>

HacTtpoiika uaentuduxaropa Koabua.

W nenTudukaTop Koiblia UCIONb3yeTcs -
BMecTe ¢ ynpasisitoiet VLAN - st
unertudukammn 6i1okoB PDU R-APS kak
MPHUHAISKAIINX ONPEICICHHOMY KOJIBITY.

node-id <mac_ucast>

Hacrpoiika unentudukaropa ysia.
NnentuduxaTtop y3iia UCHOIb3YETCSI BHYTPU
koHKkpeTHOro PDU R-APS 11s yHukaneHOM
UACHTUPUKAIIUHN 3TOTO y3Ja (KOMMyTaTopa) B
KOJIBIIE.

Level <0-7>

VYcranoska yposus MD / MEG

control-vlan <vlan id>

Ycranoska VLAN, o kotopoit 61oku PDU
R-APS nepenatorcst 1 npuHUMAIOTCS Ha
KOJIBLIEBBIX IOPTaX.

control-vlan <vlan id> pcp <0-
7>

VYcranoBka 3nauenust PCP, ncnone3yemoe B
tere VLAN PDU R-APS.

revertive

Bxrouenue pexxnma Bo3Bpara.
BoccranoBneHnue 3HaueHUM 110
YMOJYaHUIO TIOCJIE UCTEYEHU Tailmepa
0XKMIAHHUS BOCCTAHOBIICHHMS.

guard-time <0-2000>

YcraHoBKa TaliMepa 3aliyThl.

walt-to-restore <1-720>

YcraHOBKa BPEMEHU OKUJAHUS
BOCCTAaHOBJICHUS B CEKyHJax. JlonycTumsii
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nuanaszon 1-720 cek. Mcnonb3yeTcst TOIbKO B
PEBEPCUBHOM PEKHME

hold-off-time <0-10000> VYcranoBka TaiiMepa 3anepxku. Korna
BO3HHMKAET HOBBIH (MM OOJIee CEphEe3HBIH)
nedeKT, 3aIyCcKaeTcs TaliMep 3aCPKKH, U O
coObITHH OyJIeT COOOIIEHO MOCIE UCTEUCHUS
Taiimepa. Bpems yepanus usmepsiercs B
MWUTHCEKYH/IaX, a JIOIyCTUMbIC 3HAYCHUS
HaxozsTcs B nuanasone ot 0 go 10000. ITo
yMmouanuio 0, 4TO 03HaYaeT HEMEJICHHOE
coobuienue o aedexre.

admin-state {disable | enable} | HM3meHenue cocrosiaus sx3emiuiipa ERPS
(BBIKIJIFOUEHO/BKJIIOYCHO)
protected-vlans <vlan_ list> Vkaszanne VLAN, 3aluieHHbIE STUM

sK3eMIUIIpoM Kosbla. [1o kpaitHel mepe,
ona VLAN pomkHa OBITH 3allldIlcHa.

rpl {neighbor | owner} { portO Hactpoiika pexuma rpl

| portl} Neighbor - 3TOT KOMMYTATOp SIBISETCS
coceqom RPL
Owner - 3TOT KOMMYTATOD SIBJISETCS

BianensiieM RPL
B 06oux pexxumax Tpedyercs yka3zaTh
KOJIBIIEBOM IMOPT.

2.2.38 Spanning Tree

[Tpu HEKOTOPBIX ycIyrax, MPel0CTaBIIEMbIX IO CETH HEOOXOAUMO, YTOObI COEAMHEHMSI ObLITN
BCETJIa BKJIFOUEHBI — 3TO FapaHTHPYET KOHEUHBIM I10JIb30BATENSIM BBIIIOJHEHNE TPEOYIOIINXCS
UM OIlepalyil B pexX1Me «OHJIaiiH», KOTOPbIE HE IOJIKHBI IPEPHIBATHCS HEOKHTaHHBIMU
paspbIBaMU coeiMHEeHUH. B Takux oOcToATenbCcTBaX, A NPEeIOTBPAILEHUS pa3pbIBOB
COEIMHEHUI YCTaHABIMBAETCS MHOKECTBO AKTUBHBIX MapUIpyTOB MEXAY y3i1aMmu ceTd. OJIHaKo,
HaJINYME MHOXECTBA COEANHSIOIIMUXCS APYT C IPYTOM MapIIPyTOB YBEINYUBAECT BEPOSITHOCTh
00pa3zoBaHus NETENh (MOCTOB), KOTOPBIE JIETAI0T CETh HECTAOMIHHOM, a B HAUXY/IIIIEM CITy4yae —
HepaboTocnocoOHo. Hanpumep, Tabmuiia MAC-anpecoB, ncnoib3yeMasi KOMMYTaTOpOM MU
MOCTOM, MOXET OTKa3aTh BCIIEICTBUE TOTO, YTO OJIHU U Te xke MAC-anpeca (1 cieoBaTeIbHO —
OJIHU U T€ € XOCTHI CETH) BUIHBI HA MHOXECTBE NTOPTOB. BO-BTOPBIX, MOKET IPOU30MTH
HIMPOKOBeIaTeNbHbIN TOpM. OH 00yCIIOBIIEH Nepeadeil MUPOKOBEIIATEIbHBIX TAKETOB
MEXy KOMMyTaTopaMu 1o 0eckoHeuHoi nerie. [llnpokoBeniarenbHbli TOPM MOXKET
3axBaTUTh Bce octynHble pecypcbl CPU u Bcio monocy npomyckanus. st pemenus npoGiem,
CBSI3aHHBIX ¢ MOcTaMu, IpoTokoa STP nomyckaer ceTH, BKIIIOYAOLIUE PE3EPBHBIE TUHUH,
KOTOpBIe 00eCTIeYrBaOT ABTOMaTHYECKHIE PE3EPBHBIE MAapLIPYThI B TOM CIIydyae, €Ciu
OTKa3bIBACT aKTHUBHAS JIMHUS, IPU ATOM HE BO3HHKAET OMACHOCTH 00pa30BaHuUs NETeNb U He
TpeOyeTcst BpyUHYI0 BKIIIOUaTh WM OTKIIIOUaTh pe3epBHble TuHUH. [Ipotokon STP (Spanning
Tree Protocol) onpenenen B cranaapte IEEE Standard 802.1s. On mo3BossieT co3aath
TOTOJIOTHIO B CMEIIAHHOM CEeTH C MOAKIIOYEHHBIMH MOCTaMH 2-TO YPOBHS (B TUITMYHOM CIIy4ae -
Ethernet-kommyTaTopaMu) U OTKIIIOYATH JIMHHUM, HE SBISFOIIUECS YACTHIO IePEBa, OCTABIISIS
OJIMH aKTUBHBII MapHIpyT MeXay ABYMs JH00bIMU y3maMu ceTH. [{st obecrieuenust ObICTpoit
CXOAMMOCTH TOCJIE U3MEHEHMSI TOIIOJIOTUHU CETH, BBEJIEH NMPOTOKOJI, SIBIIAIOLIUICS pa3BUTHEM
IEEE Standard 802.1s - RSTP (Rapid Spanning Tree Protocol (IEEE 802.1w)). I[Ipotokoi RSTP
—93T0 yayuuieHHbIH STP, m0o3ToMy 3TH MPOTOKOJIBI UMEIOT CXO/IHBIE OCHOBHBIE XapaKTEPUCTUKH.
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Baxxno, uto co3maercs 3¢ ekt KackaJHOTO COSAMHEHHs — HAaUWHas ¢ KOPHEBOTO MOCTa, OT
KOTOpOT0 Ka)k/Iblil Ha3HAYEHHBIN (HEKOPHEBOI) MOCT IIPEIaraeT CBOUM COCEJSIM ONPEAEITUTD —
BO3MOJKEH JIM OBICTPBIN EPEX0/I. ITO SABISAETCS OJHUM M3 OCHOBHBIX 3JIEMEHTOB, KOTOPHIE
oOecnieunBaroT yckopeHHyo cxoaumoctbs RSTP no cpaBuenuto ¢ STP. [pyrum pacmupenuem
RSTP sBnsercs IEEE 802.1s — MSTP (Multiple Spanning Tree protocol), KOTOpBIii TO3BOJISET
pa3iauuHbIM ceTsiM VLAN ucnonbs30BaTh OTAENbHBIE KOIIMU IpOoTOKoaa. B otiinune ot STP u
RSTP, MSTP yctpansier Heo6xoauMocTh uMeTh pasiaudabie STP ms kaxmoit VLAN. Tloatomy
B OOJIBIIMX CETEBBIX CPENAX, B KOTOPHIX 3KcILIyatupyercs MHOkecTBO VLAN, MSTP moxer
0Ka3aThCs MOJIE3HEE, YEM TPAJAUIIMOHHO UcIoyb3yemblid STP.

RPVST nponpuerapusiii mporoko st kaxaoir VLAN Spanning Tree (PVST), ucnons3yromuii
COOCTBEHHBII MPONPUETAPHBINA KaHAaJ CBSA3U Mexay kommyTtaTtopamu (ISL) nns nnkancynsuuu
VLAN, u PVST +, xkoropsrii ucnonszyet 802.1Q unkancymsnuio VLAN. O6a crannapra
peanu3yroT OTAeIbHOE CBs3ytoliee aepeBo aisa kaxaoil VLAN. ITo ymonuanuto VSTP
ucnosb3yeT npotokos RSTP B kauecTBe OCHOBHOI'O MPOTOKOJIA CBA3YIOIIETO JAepeBa, HO
ucnonbs3oBanue STP MoxeT ObITh MPUHYIUTENBHBIM, €CIIH B CETH €CTh CTAPbIe MOCTHI.

Hactpoiika RPVST:

Komanna

‘ Onucanue

['moGanpHBIE HACTPOIKHU

spanning-tree mode rpvst

Br160p Bepcuun npoTokosa

spanning-tree vlan <vlan list>

Hactpauaer STP B auana3one yka3zaHHOU
VLAN

spanning-tree rpvst vlan
<vlan list> priority <0-61440>

HactpouBaet npuopurer KoMMyTaTopa
VLAN.

s vlan-id moxHo yka3ats onny VLAN,
uaeHTuguurpoBanHyto o Homepy VLAN ID
Jmnamna3on cocraBisgeT oT 1 go 4094.

Jnis priority nuanasoH cocrasisier ot 0 1o
61440 c marom 4096; 3HaueHNE IO
yMom4aHuo — 32768. Yem MeHblIe YncIo,
TeM 00JIbIlIe BEPOATHOCTD, YTO KOMMYTATOP
OyzeT BbIOpaH B KauecTBe KOPHEBOTO
KOMMYTAaTopa.

[Jonyctumsle 3HaueHus npuopurera: 4096,
8192, 12288, 16384, 20480, 24576, 28672,
32768, 36864, 40960, 45056, 49152, 53248,
57344 u 61440. Bce ocTanbHbIe 3HAaUEHUS
OTKJIOHSIFOTCA.

Komanna

‘ Onucanue

['moGasibHBIE HACTPOHKHU

spanning-tree mode {mstp |
rpvst |rstp | stp}

Br160op Bepcuun npoTokosna

spanning-tree mst forward-time
<4-30>

VYcraHoBKa BpeMEeHH, MPOBEJICHHOE B KAXKJIOM
u3 cocrosinuit — Listening (IIpocnymmBanue)
u Learning (OGyueHue) 1o nepexona B
cocrosinue Forwarding (Ilepenava makeros).
JlanHas 3aepkKa BO3HUKAET, KOTJa B CETh
BKJIFOYAETCSl HOBBIM MOCT. JlomycTuMbIe
3HaueHus: oT 4 10 30 cekyH

spanning-tree mst max-age <6-
40>

Hacrpoiika Bpemenu oxunanus. Eciau
JIPYroil KOMMYyTaTOp HE MOLIET
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KOH(UTYpAIIMOHHBIN TAKET B TCUCHHE
3a7]aHHOTO

Nepro/ia BPEMEHH, OH CUUTACTCS
OTKJIFOUCHHBIM.

JomnycTumblii Auana3oH 3Ha4eHuii: ot 6 1o 40
CeKyHJI, 3HaueHne Max Age NOIKHO OBITh
meHnblie wii paBHo (Forward Delay-1)*2.

spanning-tree mst max-hops <6-
40>

HacTtpoiika MakcuManbHOTO YHCIia y4aCTKOB
MEXIy KOMMYTaTopamu, ociie
MIPOXOXKICHHS KOTOphIX, makeT BPDU Oyner
otOpoieH. [Ipu mpoxokIeHUH Kax10r0
Mocta naketoM BPDU, 3nHauenune cueTunka
yMeHblIaercs Ha eauHuity. Korga cuetunk
Y4aCcTKOB MaplIpyTa CTAaHET PaBHBIM HYJIIO,
naker BPDU 6yner or6pomen. [1o
YMOTYaHUIO YUCIIO YYaCTKOB paBHO 20.
Jmanazon nomyctuMbix 3HaueHui 6 — 40.

spanning-tree transmit hold-
count <1-10>

YcranoBka uncia makeros BPDU,
MIOCBUIAEMBIX TIOPTOM MOCTA B CEKYHY.
Korza 310 3HaueHMEe NPEBBILIEHO, IIEpeayda
cienytouiero nakera BPDU Oyzner
3anepkana. [Io ymonuanuro 3anaHo 6 CeKyHI.
JonycTumblii AMana3oH 3Ha4eHuit: ot 1 1o
10. IToxanyiicta, UMeiTe B BULY, YTO NPU
YBEJIMUEHUU 3TOI0 3HAYEHUSI MOXKET
3HAYUTENIBHO Bo3pactu 3arpy3ka CPU; npu
YMEHBIIECHUN 3HAYEHUS 3aMeIIISETCs
CXOAMMOCTB aroputma. 78 PekoMmenayercs
octaBuTh A1 Transmit Hold Count
3HAYEHUE, 3aIaHHOE 110 YMOJIYaHMIO.

spanning-tree edge bpdu-filter

Bxmouenune ¢punsrpanun BPDU Ha
rpannyHOM nopty. Llensto punbTpanyn
naketoB BPDU na nopty sABisiercs
[IPEAOTBPALIEHUE OTIIPABKU ¢ KOMMYTaTOpa
kanpoB BPDU nHa noptsl, KOTOpBIE
MOAKJIIOYEHBI K KOHEYHBIM YCTPONCTBAM.

spanning-tree edge bpdu-guard

Bxmrouenue 3amutel BPDU Ha rpannusoM
nopty. [’ paHnuHBIE TOPTHI OOBIYHO
Hanpsimyto noaxittoueHsl k [1K, daiin-
cepBepaM wid npuHrepam. Iloaromy
rpaHUYHbIE TOPTHI CKOH(UTYPUPOBAHBI
TaKUM 00pa3zoM, 4TOObI 00eCIeunBaIOCh
OBICTpOE U3MEHEHUE COCTOSIHUS. B
HOpPMAaJIbHBIX CUTYyalUsIX, TPAaHUYHBIE TOPTHI
HE JIOJKHBI IPUHUMATh KOH(UTYpaIlMOHHBIE
BPDU. Oxgnako, eciii OHU TPUHUMAIOT UX, TO
BEpOSITHO, BCIIEJICTBAE aTaK
3JI0YMBIILIJIEHHUKOB MJIN HETIPABUIIbHBIX
HacTpoek. Korza rpaHu4HbIE TOPTHI
NPUHUMAIOT KOoHUryparronusie BPDU, onn
OyIyT aBTOMAaTUYECKU NEPEKIIIOUEHBI B
COCTOSIHME HETPAaHUYHBIX IIOPTOB U
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3aMyCTUTCS MPOIIECC BHIUUCICHUS HOBOM
tonosoru STP. B ¢Bs3u ¢ aTuM, 114
3alIUThl YCTPOMCTBA OT aTak
3JIOYMBIIUICHHUKOB IipuMensieTcs BPDU
guard. Ecniu rpaHUYHBIE TOPTHI PUHSIIH
koHpuryparuonasie BPDU, xorna sta
¢ynkuus BkitodeHa, To STP orkmouut e u3
HUX, KOTOPBIE MPUHSUIA KOH(UTYPAIIHOHHBIE
BPDU. I1o ucreuenuu nepuojia BpeMEH!
BOCCTAaHOBJIEHUS 3TH BBIKIIOUYEHHBIE IOPTHI
BHOBb OYJYT BKIIFOUCHBI.

spanning-tree recovery
interval <30-86400>

Bkirouenne BoccTaHOBJIEHUS ITOPTA MOCIIE
omnoku. M ycTaHoBKa BpeMeHH, KOTOPOE
JIOJDKHO TIPOMTH 10 TOTO MOMEHTa, KOT/1a
MOPT, BBIKJIFOUEHHBIN H3-3a OIIMOKU, OyJeT
BKJIFOUCH BHOBb. J[OITyCTHMBIH Arana3oH
3HaueHuit ot 30 1o 86400 cexyHz.

MSTI

spanning-tree mst name
<word32> revision <0-65535>

Hactpoiika umeHn 1 HOMepa BEpCUH IS
MSTI. ITo ymonuanuto ucnonb3yercas MAC-
azpec KomMmyTaTopa. MakcumanbHas AMHA
32 cumBona. [{st Toro, 4ToObI COBMECTHO
ucroib3oBath STP gua MSTI, MocThl
JIOJKHBI UMETh OJIMHAKOBBIC UMEHA
KOH(UTypaIuii 1 Homepa Bepcui
KOH(HUTypaIHid.

spanning-tree mst <0-31> vlan
<vlan list>

VYkazanue Homepa cereit VLAN, koTopsbie
OoynyT npussizansl K MSTI. MoskHO BBeCTH
kak o1Hy VLAN, Tak 1 [uana3oH HOMEPOB
VLAN. Homepa VLAN MOXHO OTIENSTH
3amsThIMU U UCTIOJIb30BATh TUPE AJIS
ykazanus quanazona VLAN. (ITpumep:
2,5,20-40). 1ns neucnonb3zyembrx MSTI
OCTaBBTE T0JIEC MTYCTHIM.

spanning-tree mst <0-31>
priority <0-61440>

VYcranoBka npuopurera. [Ipuopurer mocra
UCTOJIb3YEeTCsl TPH BEIOOpE KOPHEBOTO
YCTPOKCTBA, KOPHEBOIO ITOPTA U
Ha3HA4YE€HHOIO IOpTa. Y CTPOMCTBO C
HAUBBICIIUM IIPUOPUTETOM CTAHOBUTCS
KOpHEBBIM ycTpoiicTBoM. OJIHaKO, €Cliu BCE
YCTPOKCTBA UMEIOT OJIMHAKOBBIN PHOPUTET,
KOPHEBBIM YCTPOWCTBOM CTaHET YCTPONUCTBO
¢ HaumeHnbliuM MAC-anpecom. Mmeiite B
BUJY, YTO YEM MEHbIIIE YUCIEHHOE 3HAUYEHUE,
TEM BblIIIE puopuTeT. Mnentuduxarop
MocTa GOpMHPYETCST KOHKaTeHaIueH
CJIEAYIOLLEr0: IMPUOPUTET MOCTA ILIOC HOMEP
ko MSTI, kOHKaTeHMPOBaHHBIN C 6-
6aiitHeIM MAC-aipecoM KOMMYTaTopa.

Hacrpoiika nopros
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interface GigabitEthernet Bri6op nopros
<port type list>

spanning-tree Bxutouaer ¢pynkuuto STP

no spanning-tree Brikmouaer pynkiuio STP
spanning-tree mst <0-31> cost YcraHoBKa CTOMMOCTH MaplipyTa,

{ <1-200000000> | auto} UCTIOJIB3YETCS ISl OTIPE/ICIICHUS HAMITYYIIIero

MapuIpyTa MeKIy ycrpoiictBamu. Eciu
BBIOpaH pexuM padoThl “Auto”
(ABTOMATHYECKH), IPU ONIPEICICHUN
CTOMMOCTH MapIIpyTa CUCTEMA
ABTOMATHYECKH OTPEACISIET CKOPOCTh U
pexxuM nyrmiekca. Bo3aMo)xHO BBeCTH
3HavyeHue. Jlomycrumbie 3HaUeHU: OT 1 110
200000000. IToxanyiicta, UMEWTE B BULY,
YTO CTOMMOCTh MapuIpyTa UMeeT OoJiee
BBICOKHI MPHOPUTET, YeM MTPHOPHUTET MOPTA.

spanning-tree mst <0-31> port- | YcraHoBKa IpHOpUTETA IIOPTA
priority <0-240>
spanning-tree edge YcranoBKa rpaHul] aAMUHUCTPUPOBAHUS.

Ecnu uHTepdelic moaKIoueH K OKOHSYHBIM
y3J1aM, TO Ha UHTEpdeiice MOKHO yKa3aTh
“Edge” (I'panuna).

no spanning-tree edge OTMeHa KOMaH bl

spanning-tree auto-edge BxiroueHne aBTOMaTHYECKOro ONpeIeIICHUS
rpanuilsl cetd. Koraa GyHkius BKitoueHa,
IMOPT aBTOMATHUYECCKHU ONPCACTIACT I'paHUuLly
cetu nipu npueme BPDU.

no spanning-tree auto-edge BrIkiIr0OYeHHE aBTOMATHYECKOTO
ONpPEICTICHUS TPAHUIIBI CETH.
spanning-tree restricted-role Bxirouenue orpanndeHHon ponu. Ecnu

BKJIIOUEHO, ITOPT He Oy/eT BbIOpaH B KauecTBE
kopaeBoro it CIST unmu mo6oro MSTI
Jla)kKe TOrJa, KOr/la OH UMEET HaWTyqIlui
npuopurer STP.

spanning-tree restricted-tcn Bxmouenue orpanndenHoro TCN. Eciu
BKJIIOYEHO, TOPT HEe Oy/IeT pacpoCTPaHATh
MPUHATBIC YBCIOMIICHU A 06 N3MCHCHUU
TOIIOJIOTUU U CaMU U3MCHCHUA TOIIOJIOI'MH Ha
JPYTHE TOPTHI.

spanning-tree bpdu-guard Bxrouenue (GyHKITUH 3aIUTHI TIOPTOB OT
npuema BPDU. Ilo3Bonser nperoTBpaTuTh
MIETJIN IIYTEM BBIKJIFOUECHUS [TOPTa IPU
npueme BPDU BmecTo nmomenieHus ero B
cocrosnue discarding. Eciu BkittoueHo, nopt
BBIKJIFOUUTCS 10 TE€X MOP, MOKA HE TPUMET
npasuinbHbIil BPDU.

BrikaroueHue (by'HKI_II/II/I 3alIUTEI IIOPTOB OT
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No spanning-tree bpdu-guard npuema BPDU

spanning-tree link-type {auto Br16op THma muHUH, TOIKITIOYESHHON K

| point-to-point | shared} uHTEpdeHcy:

auto - KommyTaTop aBTOMaTU4ECKU
OTIPENIeNINT, KaKoW MHTepQeiic MOKII0YEH -
00 JTMHUS TOYKA-TOUYKa TM00 pasnuernseMast
cpena.

point-to-point - VYcraHoBka
COEMHEHUS TOUKA-TOYKA.

shared - YcTraHoBKa COeIUHEHUA
pa3aeisieMON CpEbL.

[Ipumep HacTpoiKu rpvst:

# configure terminal

(config)# wvlan 10,20,30,40

(config-vlan) # exit

(config-vlan) # spanning-tree mode rpvst

(config)# spanning-tree vlan 10,20,30,40

(config)# spanning-tree rpvst vlan 10 priority 20480
(config) # spanning-tree rpvst vlan 20 priority 28672
(config) # spanning-tree rpvst vlan 30 priority 20480
(config) # spanning-tree rpvst vlan 40 priority 28672
(config)# interface GigabitEthernet 1/1

(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 10,30
(config-if) # interface GigabitEthernet 1/2
(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 20,40

2.2.39 POE

Power over Ethernet (POE) — TexHoJ0rus1, MO3BOJISIONIAs IEpeIaBaTh YAaIEHHOMY YCTPOHCTBY
AIIEKTPUUYECKYIO SHEPTHI0 BMECTE C IaHHBIMU Uepe3 CTaHIapTHYIO BUTYIO Mapy B

ceru Ethernet. /lannast TexHonorus npeaHasnavaetcs aist |P-renedonun, Touek nocryna
OecripoBOIHBIX ceTeil, |IP-kamep, ceTeBbIX KOHIIEHTPATOPOB U APYTHX YCTPOMCTB, K KOTOPHIM
HE)KeJIaTeJIbHO WJIM HEBO3MOKHO MPOBOJUTH OTAENbHBIN 3JIE€KTpUUECKUN KaOelb.

Komanma \ Onucanue

['moGanpHBIE HACTPONKH

poe supply <0-460> Hacrpolika MakcuMabHON MOITHOCTH,
KOTOPYIO MOXKET 00€CTIeUnTh NCTOYHHK
MMUTaHHS.

poe capacitor-detect Brxrouenue GyHKIUM capacitor-
detect

no poe capacitor-detect Beikirouenue GyHKIMU capacitor—
detect

Hactpoiika noptoB
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interface GigabitEthernet
<port type list>

Bri6op nopToB

poe mode {plus | standard}

Bri6op pexuma poe s mopra

Plus - Bkmouaet PoE PoE IEEE 802.3at ¢
noaepxxkoit IEEE 802.3af

Standard - BKIIOYaEeT peKUM
cootBercTBusi POE IEEE 802.3af

poe priority {critical |
| low}

high

VYcranoska npuopurera. CylecTByeT TpU
YPOBHS IIPUOPUTETA MOIIHOCTU: HU3KHIA,
BBICOKUW U KPUTHYECKHM.

[Ipuopurer ncnonb3yeTcs B TOM cllydae,
KOTJIa YIaJICHHBIM yCTPOHCTBAM TpeOyeTcst
0o0JIbIlIe PHEPTHH, YEM MOXKET 00ECIIEYUTh
HCTOYHMK IuTaHusA. B aTom ciryyae nopt ¢
CaMbIM HU3KUM MPUOPUTETOM OyIeT
OTKJIIOYEH, HAYMHAs C I10pPTa C CAMBIM
BBICOKMM HOMEPOM IIOpTa.

poe 1lldp

no poe 1ldp

Bxouenne 06padotku napamerpoB PoE,
nosry4eHHsIx yepe3 LLDP.

Otxirouerne 00paboTKU

nporokon LLDP HacTpauBaeTcs OTaeIbHO, a
nepenauy uHpopmanuu PoE yepe3 LLDP
MO>KHO HaCTPOUTh KOMaHJ0i 11dp med
transmit-tlv poe.

BxiroueHne poe Ha KOMMYTaTOpE 3a4a€TCsl HACTPOMKOW MaKCUMAaJIbHOM MOIIHOCTH, KOTOPYIO
MOET 00eCIeYUTh UCTOYHHUK MUTAHUSL:

# configure terminal
(config) # poe supply 180

2.2.40 SyncE

Komanna

‘ Onucanne

['moGasibHBIE HACTPOHKHU

network-clock clk-source <1-2>
priority <0-1>

Ha3nauenue npruopurera i1l HICTOYHHKA
cunxponuzaimu. Haumensiee uncino (0) -
CaMbIil BBICOKUH nipropuTeT. Ecin nBa
HUCTOYHHMKA CUHXPOHU3ALUHU UMEIOT
OJIMHAKOBBIN PUOPUTET, HANMEHBIIIHN
HOMEDP UCTOYHUKA CHHXPOHU3ALUHU [T0JTy4aeT
HaUBBICILIUN IPUOPUTET B MpOIEcce BEIOOpa
4acoB.

network-clock clk-source <1-2>
ssm-overwrite {dnu | eecl |

Bri6upaemblii ypoBeHb Ka4eCTBAa HCTOYHUKA
cuaxponuszaimu (QL) ayst nepesanucu

90



http://192.168.0.186/help/glossary.htm#QL

prc | ssua | ssub}

moboro QL, monyyernnoro B SSM . Ecniu QL
He nosrydeH B SSM (SSM He BKJIIOUEH Ha
stom nopty), QL nepezanucu SSM
UCIIOJIb3YETCs, KaK eclii Obl OH ObLI
nonydeH. J{ns SSM Overwrite MOXeT OBbITh
ycranoByieHo 3HaueHne QL NONE, uto
YKa3bIBaeT Ha TO, YTO UCTOYHUK
CHUHXPOHM3AIMH HE UMEET KaKOoro-Indo
M3BECTHOTO KauecTBa (CaMOe HU3KOE 10
CPaBHEHMIO C HCTOYHUKOM CHHXPOHU3ALIUU C
M3BECTHBIM KaYECTBOM)

2.2.41 Selective QinQ

Selective QIinQ - ¢yHKIMY, TO3BOJISIONIAS TETHPOBATh AKEThI Pa3HbIM BHEUIHUM TaTOM VLAN
B 3aBUCHMOCTH OT Pa3HOro BHyTpeHHero Tara VLAN B COOTBETCTBUU ¢ TPeOOBAHUSIMU

IIOJIB30BaTCIIA.

Komanna

‘ Onucanne

['mobGanpHBIE HACTPOIKHU

evc vce add vce-id <int> port-
no <int> vid <int> new-vid
<int>

evc vce del vce-id <int>

Co3ganue 3amucu, Tae:

vce-id <int> - HOMep 3amucu
port-no <int> - HOPSAKOBBIH HOMEP
nopra (HauuHast ¢ 0)

vid <int> -3nauenue outer tag VID Bo
¢dpeiime npuxopsamiem Ha UNI mopt (opt,
KOTOPOMY MOJIKITFOYAETCS MOJIb30BATEIBCKOE
o0opyaoBaHue.), Uit KOTOpOro Oyaer
aktuBHa 3Ta VCE 3ammch

new-vid <int> - HoBoe 3HaueHue VID
st hpeitma, KoTopoe OyAeT 100aBiIeHO MPU
orceuike uepe3 NNI mopr (mopt B
HAIpPAaBJIEHUU S/1pa CETH)

Y ajieHue COOTBETCTBYIOLIEH 3aIIUCH

Hacrpolika nopros

interface GigabitEthernet
<port type list>

Br160p nopToB 11 HacTpoiKu

switchport mode {access |
hybrid | trunk}

B 3aBucumocTu ot Bauux TpeboBaHUM
HACTPOUTE PEXUM pabOThI OPTA.

switchport trunk allowed vlan
<vlan id>

1ZB8%1

switchport hybrid native vlan
<vlan id>

B cooTBeTcTBUU C peKMMOM MOPTa, 100aBbTE
HeoOxonnmele VLAN B cOOTBETCTBUH C
samucsamu VCE.
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2.2.43 OonoBaenne I10 u aBToMaTnyeckasi KOHGUIrypamusi.

KommyTaTop umeer BO3MOKHOCTh aBTOMAaTHUECKOM KoHpuryparuu u ooHosienus 110 yepes

DHCP (66,67 onun)

KommyTtarop 3arpy3ut koHpuryparwuo win oopas [10 Toibko B TOM ciydae eciu startup u running

config 6ynyt paBubl default config.

Baxxno, B 67on1uu niepenaercst uMms ¢aiiina KoHGUrypanuu uim ums daiina npomuBku. Mimena
¢aitioB KOH(GUTYpaIMK U TIPOIIMBKY B 0053aTEIILHOM MOPSJIKE JOJDKHBI HAUMHATKCS ¢ config u
image cooTBeTCTBEHHO. M3 (paiina mpomrBKy HEOOXOAUMO YKa3bIBaTh C PACUIUPEHUEM, HAIPUMED

«image _istax.itby.
ITpumep nactpoiiku DHCP-cepBepa:
subnet 192.168.102.0 netmask 255.255.255.0 {
range 192.168.102.10 192.168.102.20;
default-lease-time 60;
max-lease-time 120;
option routers 192.168.102.1;
}
#option 66
option tftp-server-name "192.168.102.1";
#option 67
option bootfile-name "config_nts25";

2.2.44 Kondurypauus PPPoE Intermediate Agent.

Komanna

| Onucanue

['moGanpHBIE HACTPOMKHU

pppoe intermediate-agent

no pppoe intermediate-agent

pppoe intermediate-agent
delimiter <word5>

pppoe intermediate-agent type
self-defined circuit-id
<line64>

pppoe intermediate-agent type
self-defined remote-id
<line64> / raw-mac

pppoe intermediate-agent type
tr-101 circuit-id identifier-
string <word32> option (pv sp
spv sv) delimiter <wordb5>

Bxirounts ¢y PPPOE Intermediate
Agent

Otximounth pynuuto PPPOE Intermediate
Agent

3a,Z[aTB PasaCINTEIIb

3anath coOCTBEeHHBIH (opmar circuit-id

3anaTh coOcTBeHHBIN opMaT remote-id win
nepe1aBaTh mac

Hacrpouts nobasisiembie modst circuit-id
¢dopmara tr-101. pv - mopT u vlan, sp - cnot u
HIOPT, SPV - CJIOT MOPT U vlan, sv - cIOT
vlan. 3agate pa3nenurens
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Hacrpoiika nopros

pppoe intermediate-agent

no pppoe intermediate-agent

Bxumounts dpynuuto PPPOE Intermediate
Agent

Otxmounts pynmo PPPOE Intermediate
Agent,

pppoe intermediate-agent trust

no pppoe intermediate-agent
trust

Hasznauuts IIOPT B KAYECTBC JOBCPEHHOI'O

Hasznauuts IIOPT B KAUE€CTBC HEAOBEPEHHOI'O

pppoe intermediate-agent
vendor-tag strip

no pppoe intermediate-agent
vendor-tag strip

Bxuttounth QyHKIHMIO CHATHS TEra BeHa0pa Ha
opTy

OTKIIOUUTH (PYHKIMIO CHATHS Tera BeH10pa
Ha IIOpTy

pppoe intermediate-agent
circuit-id <line64>

3amath CTpOKYy circuit-id, Ay qoGaBicHHs HA
opTy

pppoe intermediate-agent
remote-id <line64> raw-mac

3amath CTPOKY WM mac remote-id, s
7100aBJICHUS HA TOPTY

3 Web-unrepdeiic

Configurati
:,‘:ml: on Port State Qverview

Front panel

» Link OAM

» DHCPw4

» DHCPvE

» Security

» Aggregation

* Loop Protection
» Spanning Tree
»MVR

»IPMC

»LLDP

»PTP

» Diagnostics
¥ Maintenance

Puc. 3.1 — Web-unrepgpevic

Auto-refresh [ | Refrash

I[J'I}I y,Z[O6CTBa HaBUT'allUHU BCC KOMAH/bI pa3ACIICHbI Ha YCTHIPE OCHOBHBIC I'PYIIIIbI:

* configuration — KoHpUTrypanus;
* monitor — MOHUTOPUHT;

* diagnostics — TMarHOCTHKA,

* maintenance — 00CIIy>KHBaHHE.

3.1 OcHoBHbIE KOMaH/bl YIPABJIEHUSI HACTPOHKAMH
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Auto-refresh [
- BKIIFOUHTH/BBIKITIOUNTH aBTOMATHIECKOE OOHOBJICHUE TTaPaMETPOB;

| Refresh |
—— - OOHOBUTH IIAPAMETPBL;

| Save |
——— - COXpaHUTh BBEJICHHBIE 3HAUCHUS;

| Reset |
— - COpocuTh BBEJICHHbBIC 3HAUCHHUS,

- Update — OGHOBIICHHE TIPOIIUBKH KOMMYTATOPA;

- Home — Otob6paxaet cTapTOBYIO CTPaHUILy MOHUTOPHUHTA;

- Logout — Cmena nosib30BaTers;

CDEQE

- Show Help — IToka3zath cripaBky.

3.2 Koudurypanus.

Bruagka kongurypanuu (Configuration) crpynmnupoBana mo Ha3BaHHSIM ITPOTOKOJIOB
U UCTIOJIb3yeMbIM HacTpoiikam (Puc. 3.2).
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i JAKPRITOE AKNADHEFHDE DB MECTHD
o

HIO “TENEKOM™

— O

+ Configuration
» System
» Green Ethermet
» Thermal Protection
* Poris
»CFM
" ARPS
* ERPS
» DHCPv4
» DHCPvE
» Secunty
» Aggregation
b Link OAM
» Loop Protection
» Spanning Tree
k IPMC Profile
» MVR
k IPMC
»LLDP
» PoE
= SyncE
* MAC Table
k VLANS
» VLAN Translation
k Private VLANS
»VCL
b Voice VLAN
F Q0S
= Mirroring
* UPnP
" PTP
» MRP
» GVRP
= sFlow
= DDMI
» UDLD

Puc. 3.2 — Brnagka Configuration

3.2.1 System. CucTreMHBbIe HACTPOHKH

Kondurypauus cucremnoi uapopmanuu (System Information Configuration) (Puc. 3.3) (Ta6u.
3.1). [To3BossieT 3a1aTh MHPOPMALIMIO O KOMMYTAaTOPE B COOTBETCTBUH C MPEANOYTEHUSIMU
M0JIb30BATENS.

System Information Configuration

System Contact | |

System Name | |

System Location | |

| Save || Reset |

Puc. 3.3 — Briagka System Information Configuration
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Tabmuya 3.1 - Brknagka System Information Configuration

System Contact Konraktnas nadopmarus. B 3ToM nose MoKHO yKa3aTh
KOHTaKTHYI0 nHpopmanuo. Mms, pamunus iuna,
OTBETCTBEHHOTO 32 CHCTEMY, aJIpeC 3JICKTPOHHOM MOYTHI HITH
JPYTHE CBEJCHUSI.

System Name Wwms cuctembl. IMst X0ocTa 7151 TaHHOTO YCTpoiicTBa. MOKHO
UCMoib30Bath (A-Z), (a-2), (0-9), (-). [IpuMeHeHHE CUMBOJIA
«mpobem» HeponmycTuMo. [1epBblit CUMBOII TOJKEH OBITH OYKBOMA
(mpornucHO# M cTpouHoi). [lepBblii U TOCIIETHNUN CUMBOJIBI HE
JIOJDKHBI OBITh 3HAKOM MHUHYC. Jlonyctumast jyimHa ctpoku 0~255.

System Location Pacrnionosxenue cuctembl, PU3NYECKOE PACTIONOKEHHE STOTO
ycTpoiictBa (Hanpumep: garderob, etazh3 u T.11.). Jlomycrumas
JniuHa ctpoku ot 0 1o 255.

Koudurypamus IP (IP Configuration) (Puc. 3.4) (Ta6.. 3.2).

IP Configuration
Domain Name | | No Domain Name V|| |
Mode
DNS Server 0 | | No DNS server V|| |
DNS Server 1 | | No DNS server V|| |
DNS Server 2 | | No DNS server V|| |
DNS Server3 || v/
DNS Proxy O

Puc. 3.4 — IP Configuration

Tabnmya 3.2 - IP Configuration

Domain Name Ctpoka UMEHH JIOKAJTLHOTO JOMEHA, B KOTOPOM HAaXOJAUTCS
YCTPOMCTBO.
BoibIMHCTBO 3aNPOCOB ISl HMEH B 3TOM JJOMEHE MOTYT
UCIIOJIb30BaTh KOPOTKHE UMEHA OTHOCUTEIBHO JIOKaJTbHOTO
JIOMEHA. 3aTeM cucTteMa J00aBIISIET IOMEHHOE UMS B KaUeCTBE
cy(pduxca k HeKBaMUPUIIUPOBAHHBIM UMEHAM.
Hanpumep, ecimu ToMeHHOE UM 3371aHO KaK «example.com» U BB
ykakere myHKT Ha3HadeHus: PING no HexkBanuduuupoBaHHOMY
HMEHH Kak «testy, Torga CHcTeMa ONPEeaeIUT UM KaK
«test.example.comy.
[ToxepKUBarOTCS CIIETYIOINE PEKUMBI:
No Domain Name - JloMeHHOE HMs UCII0JIb30BaThCS HE
Oyner.

Configured Domain Name -SBHO yKaXuTe uMs
JIOKAJIbHOI'O JOMEHA.
Y6eautech, 4TO HACTPOEHHOE TOMEHHOE UMs
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COOTBETCTBYET JJOMEHY Ballle OPraHU3aLUU.

From any DHCPv6 interfaces - byxer
HCTIOJIB30BAThCA MEPBOE IOMEHHOE UM, IPEI0KEHHOE

npu aperie DHCPv6 unTepdeiicy ¢ moaaeprkoit
DHCPV6.

From this DHCPv6 interface - VYkaxure, U3
Kakoro uarepgetica ¢ noguepxxkoit DHCPv6 cnenyer
OTAaBaTh MPEIIOYTEHNE TPEJOCTABICHHOMY JOMEHHOMY
UMECHHU.

Mode

B cnircke MokHO BbIOpaTh, Kak OyAeT GyHKIIMOHUPOBATh CTEK
poToKoJ0B [P — Kak xocT ninum kak mapupytusarop. B pexume
Host (Xoct) IP—tpaduk mexay untepdeiicaMmu He MOKET OBITH
MapuipyTusupoas. B pexxume Router (MapupyTtuszatop), Tpapux
MOYKET MapIIPyTH3HUPOBATHCS MEXKAY BceMu uHTEepdeiicamu. [Ipu
HacTpOKe JaHHOrO yCTpoMcTBa /uid MHOXecTBa VLAN, cienyer
BbIOpaTh pexuM Router. Pexxnm 21 Host BEIOpaH 10 yMOJTYaHHUIO.

DNS Server 0..3

JlanHas HacTpoliKa ITO3BOJIAET 331aTh CEPBEP TOMEHHBIX UMEH
(DNS). Pexum paboThi:

* From any DHCP interfaces (13 mo6six uarepgeiicoe DHCP):
Byner ucnone3oBan [P-aapec nepsoro DNScepBepa, nojry4eHHbI
ot DHCP, npu Bxmouennoit noxnepxku DHCP na unrepdetice.

* No DNS server (be3 DNS-cepsepa): DNS-cepsep
UCIIONIb30BaThCS HE OyIeT.

* Configured (3anannsiit [P-anpec): byner ucnons3oBan [P-agpec
DNS-cepBepa, BBeIeHHBII B IECATHYHOM (hopMaTe ¢ TOUKOH.

* From this DHCP interface (113 nannoro unrepdeiica DHCP):
MoHoO yKka3aTb U3 Kakoro uHrepgeiica ¢ akTHBUPOBaHHBIM
DHCP-npoTokoioM npennoyTuTenabHo BeiOpaTh DNS-cepsep.

DNS Proxy

[Tpokcu-cepBep nomeHHbIX UMeH. Korma akTuBupoBaH
npokcucepsep DNS, cuctema Oyzaer ornpaisats 3anpocsl DNS Ha
TeKyIuii HacTpoeHHbI DNS-cepBep, npu 3ToM 0TBETHI OyayT
oTnpasiAThes, kak DNS-pa3peniennst KIIMEHTCKUM yCTpOUCTBaM
CETH.

IP UnTepdeiicol (IP Interfaces) (Puc. 3.5) (Ta6.. 3.3).

IP Interfaces

DHCPv4

[ Pva DHCPV6 [ 1Pv6

[
Delete [ IF ‘ Client ID

Enable }

[ |
Current ‘ Address. Mask [ o e | Enaple | Rapid Current Address | Mask | CoS

Type | IfMac | ASCIl

HEX

| Fallback ‘ Lease Length Commit Lease ‘ Length

(m] VLAN (m]
O O

0 ey O [—

| Add interface |

Puc. 3.5 — IP Interfaces

Tabnnya 3.3 - IP Configuration
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Delete

Bribepure, uToOb! yaanuTh Tekymuil [P-unrepdeiic.

VLAN

B stom nosie ykazan Homep VLAN, accoruupoBanusiii ¢ [P-
unrepdericom. Jloctyn k [P-unTepdeiicy OyayT uMeTh TOJIBKO
nopThl ¢ JaHHBIM HOMepoM VLAN. D70 nosie 10CTynHo st
BBOJIa TOJIBKO P CO3JIJaHUU HOBOTO UHTEpderica

DHCPv4

Enable

Bxotounts ket DHCP. Eciin 3TOT mapameTp BKIIIOYEH,
cucreMa HacTpouTt ajzpec IPv4 u macky unrtepderica ¢
ucnoinbszoBanueM npotokoiaa DHCP. Knuear DHCP o0bsBUT
CKOH(UTYPUPOBAHHOE UMS CUCTEMBI KaK UM XOCTa
(hostname), 4yTo6b1 06ecreunts oucKk DNS.

Hostname

HNms xocta DHCP-ximenTa. Ecinu kimment DHCPv4 BkItoueH,
HAaCTPOCHHOE UMs XOcTa OyAeT ucnoib3oBarbcs B mosie DHCP
option 12. Eciu 3T0 3HaueHUE MPEACTABIISIET COOOM MyCTYIO
CTPOKY, B I0OJI€ UCMOJIb3YETCS HACTPOCHHOE UMSI CUCTEMBI
IUTIOC TIOCieIHuE Tpu Oaiita cucteMHbix MAC-aapecoB B
KaueCcTBE UMEHH XOCTa.

Fallback

Onmust [IPv4 DHCP Fallback onpexnensier kak gonro (B 22
CEKyH/IaXx) KOMMYyTaTop OyJIeT OKUAaTh OTBETA OT
DHCPcepBepa, mpesx/ie 4eM OH HaYHET HCII0JIb30BATh
HACTpOEHHBIN cTatndeckui [P-agpec. /lonyctuMbie 3HaUeHUS:
oT 0 10 4294967295 cexyna. HyneBoe 3HaueHne OTKITIOYAET
MEXaHU3M PE3EepPBHBIX ACHCTBUIA, TAKUM 00Pa30M, 4TO
KOMMYTAaTop OyJIeT 0HUAATh OTBETA JIO0 TEX MO, IOKa HE
MOJIYYUT

Current Lease

[Toka3piBaeT TeKyImuii agpec HHTEpdeiica, MperoCcTaBICHHbIH
cepsepom DHCP.

Client
ID

Type

Tun npentudukaropa knuenra DHCP IPv4. Bribepure,
Kakoi u3 Tpex THMnoB Huxe, To ecTh [fMac, ASCII unn HEX,
JIOJDKEH MCIIOIh30BaThCs JIJIsl MASHTH(UKATOpA KIIMEHTA

1fMac

Unentuduxatop xauenta DHCP IPv4 [fMac. Korga ket
DHCPv4 BriroueH u TiN ueHTH(HUKAaTOpa KineHTa - ifmac,
anmapatHbeiii MAC-aapec HacTpoeHHOTo uHTepdeiica OyaeT
ucnosb3oBatbes B moje DHCP option 61.

ASCII

Unentuduxatop xauenta DHCP IPv4 ASCII. Korna ket
DHCPv4 BkJItOUESH U T HICHTH(HUKATOPA KIMEHTa - asCil,

ctpoka ASCII Gynet ucnons3oBarbes B ojae DHCP option
61.

HEX

Wnentuduxarop knmuenra DHCP IPv4 HEX. Koraa kiaueHT
DHCPv4 BxitoueH u tun ujaeHtugukaropa kiamneHra «HEX»,
HIECTHAIIATEePHUYHOE 3HaUeHUE OyJIeT UCIOIb30BAThCS B MOJIE
DHCP option 61.

IPv4

Address

IP v4-anpec untepdeiica. Ecmu DHCP BrutoueH, To 370 mose
He ucnosssyercs. [loxe MoxeT ocTaBaTbhes MyCTHIM, €CITH HE
tpebyercs IP v4.

Mask Length

Macka cetu IP v4. Ecau npotokon DHCP aktuBupoBas, 310
II0JIE HE UCTIONB3yeTcs. 11oe MOKHO OCTaBHUTH ITyCTBIM.

Pri/Sec

OcHoBHo/[lonmomHUTENBHBIHN 1p agpec

IPv6

Address

IPv6-anpec unrepgetica. [ose MOXKHO OCTaBUTh MYCTHIM
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Mask Length

Macka cetu IP v6. Ilone MOXHO OCTaBUTb ITyCTHIM.

DHCP v6 | Enable

Bxutounts kiment DHCP. Ecnu 3TOT napaMeTp BKIIIOUEH,
cuctema HactpouT ajapec [P v6 u macky unrepdeiica ¢
rcnojibzoBanrem nporokosa DHCP.

Rapid Commit

[To3BousieT cepBepy ObICTPO (PUKCUPOBATH KOHTCHHEP HIIN
rinobanpHyto rpymmy. [lo ymonyanuio 3Ta onuus He 3a7aHa U
CUUTAETCS] OTKIIOUYECHHOM.

Current Lease

[Toka3wiBaeT TeKymmi agpec nHTEpdEiica, MpeIoCTaBICHHbII
cepsepom DHCP.

CoS

[To3Bonsier 3agath MapkupoBKy 802.1p ucxoasmero Tpapuka
¢ uHTepdelica ynpapieHHUs.

IP-mapuipytsi (IP Routers) (Puc. 3.6) (Ta6.. 3.4).

IP Routes

| Delete | Network | Mask Length | Gateway | Next Hop VLAN (IPv6) | Distance |

| Add Route |
Puc. 3.6 — IP Route

Tabrmya 3.4 - IP Route

Delete

VY nanenue TeKylero mMapupyTa

Network

Anpec cetn HazHaueHus. Jto [P-aapec cetn Ha3HAUEHUS WK
IP-anpec xocta 3TOr0 MapupyTa.

Mask Length

Macka cetu. 910 Macka |P-anpeca ceTn Ha3HauUECHUS WK
MacKa X0cCTa.

Gateway

IP-anpec nutroza. 111103 u ceTb 1OMKHBI OBITH OJHOTO THIIA.

Next Hop VLAN

Unentuduxatop VLAN (VID) konkpeTHOTrO HHTEpdeiica
[Pv6, cBa3anHoro co muito3oM. Jlanusiii VID Haxonurtcs B
nuamnaszone ot 1 1o 4094 u 6ynet paboTaTh TOJIBKO TOT/IA,
KOTJ]a COOTBETCTBYIOIUI HHTepdeiic IPvo nelicTBuTeneH.
Ecnu IP-anpec nutto3a [Pv6 okanbHBIN, OH JODKEH yKa3aTh
VLAN cnenyromero nepexona ans nuntosa. Eciu [P-agpec
nutro3a [Pv6 He nokanbHeIN, cucremMa uraopupyet VLAN
CJIEAYIOILLETO Mepexo1a ISl IIIK03a.

Distance

3Ha4YeHME PACCTOSIHUSA B 3alIMCH MaplIpyTa UCIOJIb3YETCs JUIs
IPEOCTaBICHHUS MapIIPyTH3aTOPaM HHPOPMALIUHU O
IIPUOPHUTETE MTPOTOKOJIOB Mapupytusannu. Koraa
3aJIeficTBOBaHBI JIBa MM 00Jiee pa3HbIX MPOTOKOJIA
MapLIPYTU3ALUU U UMEIOT OJMH U TOT K€ MyHKT Ha3HaYeHMUs,
3HA4YEHUE PACCTOSHHSI MOKET UCIIONIB30BaThCs Il BBIOOpa
HAWJIYYIIEro MyTH.

Kromxa | Add Route |

npeaHa3HaveHa JJisg J0OABICHHS HOBBIX MapIIPyTOB.
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Kondurypauus NTP (NTP Configuration) (Puc. 3.7) (Tao.. 3.5)

NTP Configuration

Mode | |Disabled

v]

Server 1

Server 2

Server 4

|
|
Server 3 |
|
|

Server

Puc. 3.7 — NTP

Tabrmya 3.5 - NTP

Mode

Pexum pa6otel NTP: BKITFOUCH/BBIKITIOUCH

Server 1.5

[Pv4 unu [Pv6-anpec NTP-cepBepa

Kondurypauus yacoBoro nosica (Time Zone Configuration) (Puc. 3.8) (Ta6.. 3.6).

Time Zone Configuration

Time Zone

Hours

Minutes

| (UTC) Coordinated Universal Time v |

Acronym

| (0 -16 characters )

Puc. 3.8 — KoHgurypauyms 4acoBoro rosica

Tabrmmuya 4.6 - KoHgurypayms 4acoBoro rosica

Time Zone BriOepute cOOTBETCTBYIOLIHMI YacOBOH MOSAC U3
PaCKPBIBAIOLIETOCS CIHCKA

Acronym HactpanBaeMslii mosbp30BaTeneM akpOHUM JUIs OTIpeIeIeHUs
4acoBOro nosica (10 16 CHUMBOJIOB).

Kongurypanus nepexona na jgernee Bpems (Daylight Saving Time Configuration) (Puc.

3.9) (Tao6a. 3.7).
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Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time | | Disabled

Start Time settings

Month

Date

Year

Hours

Minutes

End Time settings

Month

Date

Year

Hours

Minutes

Offset settings

Offset

1

(1 -1439) Minutes

Puc. 3.9 — KoHgurypaums nepexoqa Ha 1eTHEE BPEMS

Tabrmya 4.7 - KoH@uUrypaums 4acosoro rosica

Daylight Saving Time Disabled (OTki1r04€H0) — IIEpEX0/1 Ha JICTHEE BPEMS
otkmoueH; Recurring (IToBTropsitoniuiics) — moBTOpATH
nepexo/] Ha JIeTHee BpeMs Kaxkplit roa; Non-Recurring
(EnmHoBpeMeHHBIH) - epexo/1 Ha JIETHEE BPeMsl OIMH pa3

Start Time Month Mecs1 Hayana

settings Date Jlata Hayaya

(Bpems Year ['on Havana

Hayaja Hours Yac Havana

JeHCTBHUS) Minutes MuHyTH Hayaa

End Time Month Mecs1i KOHIa

settings Date Jlata xoHIa

(Bpems Year I"'ox KoHIIA

OKOHYaHUsA Hours Yac koHna

AeHcTBHUS) Minutes MUHYTHI KOHIIA

Offset settings BBenuTe KOIMYECTBO MUHYT JUIsl TOOABIEHUS B JIETHEE BpEMSI.
(Jqunamazon: 1-1440)

Kondurypauus s;kypHajia cucreMHbIX coo0uenuii (System Log) (Puc. 3.10) (Ta6.. 3.8).
Syslog (cucTemHBI )KypHal) — CTaHAapT OTHPABKU U PErUCTPALIUN COOOIIEHHH 0
MIPOUCXOSAIINX B CUCTEME COOBITUSIX (TO €CTh CO3JJaHUsl JIOTOB), UCIIOJIb3YIOLIUICS B
KOMITBIOTEPHBIX CEeTAX, paboTarouux no nporokomny IP.
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System Log Configuration

Server Mode | Disabled v |
Server Address |
Syslog Level | Informational v |

Puc. 3.10 — System Log

Tabrmuya 3.8 - System Log

Server Mode Pexxum pabothl cepBepa: Britouen (Enabled)/Brikimtouen (Disabled);
Server Address IP v4 — anpec syslog-cepBepa, Takke MOXHO yKa3aTh host name;
Syslog Level VYKaxuTe THIT OTIIPABIISIEMBIX COOOIICHUN. BO3MOKHbIE PEKUMBIL:

* Error (Omubka) —0TnpaBIisiTh TOIBKO OIMIHOKH;

* Warning (IlpexynpexneHue) — OTIpaBIIATh MPEAYyIPEKICHIS U
OIIINOKH;

* Notice (YBegoMiIeHHE) — OTHPABIATH YBEIOMIICHHS,
HpeAyNPEKACHNUS U OMINOKH;

* Informational (Madopmanms) — oTipaBisaTh HHPOPMAITMOHHBIE
COOOIICHUsI, YBEIOMJICHUS, IPEAYNPEKICHUS ¥ ONIHOKH;

3.2.2 Green Ethernet. HacTpoiika 3Heprocoepesxenus.
HacTtpoiika yHeprocoepe:xeHmsi.

Port Power Savings Configuration

Optimize EEE for |[ Latency V]|

Puc. 3.11 — Port Power Savings Configuration

Tabrmuya 3.9 - Port Power Savings Configuration

Optimize EEE for

KommyTaTop MoxeT ObITb HAacTpoeH Ha ontumusaumio EEE ang Havnydwero
aHeprocbepexeHus (Power) unm MuHUManbHOW 3agepXXku Tpaduka(Latency).

Kondurypanus nopros.
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Port Configuration

EEE Urgent Queues
Port | ActiPHY | PerfectReach |[EEE (1|2 [3[4[5]6]|7]8
- ] ] O OO 0O0O0gOogogog
1 ] J O OO0 000Oo0ooo
2 ] ] O 00O OO0 00
3 ] J O OO0 000Oo0ooo
4 ] ] O OO0 O0O0O0O0OCoOoO
5 ] ] O OO0 000 ooo
6 ] ] O OO OO0 -0n-0o
7 ] ] O OO0 000 oogog
8 ] ] O OO0 0O0O0Oo0Oogog
9
10

Puc. 3.12 — Port Configuration

Tabnmya 3.10 - Port Configuration

ActiPHY

Bxutouenne/Boikmouenne ¢pynkmun ActiPHY. ActiPHY camxaer
MOIIIHOCTB ITOPTa MPU OTCYTCTBHH CBs3U. [TopT BKiIrOUaercs Ha
KOPOTKOE BpeMsi, 4TOOBI OIIPE/ICIINTh, BCTABJICH JIU KaOelb.

PerfectReach

Bxmouenne/Brikmoucaue ¢pynkuuu PerfectReach. PerfectReach
pabotaert, onpeesss JUIMHY Kabelsi U CHUXKasi MOIIIHOCTD JIJIsl TIOPTOB C
KOPOTKHMH KaOEIIsIMH.

EEE

Bxmouenue/oikmouenne EEE s mopra kommyTtartopa.

s MakcUMabHOM YKOHOMMH YHEPTHH CXEMa HE 3allyCKAETCs cpasy
IIOCJIE TOTO, KaK JaHHbIE JJIS [Iepeayd TOTOBBI I II0PTa, & BMECTO
9TOIr'0 CTAaBUTCA B OUCPCb A0 TCX IMOP, ITOKA IMAaKET JaHHBIX HE 6y21€T
TOTOB K Mepeaayde. ITo MPUBEAET K HEKOTOPOH 3a/iepikke Tpaduka.

EEE Urgent
Queues

Hacrpolika ouepeneil. Y CTaHOBICHHBIE OUEPEAN AKTUBUPYIOT MIEpeaaqy
KaJIpOB, KaK TOJbKO JaHHBIE CTAHYT JAOCTYIHBI. B mpoTUBHOM cityuae
ouepelib OTIIOKHUT Nepeady /10 TeX Mop, oKa He OyeT repeiaHa nadka
KaJIpOB.

3.2.3 Thermal Protection Configuration. Hactpoiika 3auuThl oT neperpesa.

OTa CTpaHuLa Nno3BosideT nosib3oBaTesiio NpoBepPnUTb N HAaCTPOUTb TEKYLLYIO HaCTpOI7IKy 3alwunTbl OT

neperpesa.

Korga TemnepaTtypa npeBblllaeT HACTPOEHHYIO TemnepaTypy TEMMOBOW 3alUMTbl, MOPThI OTKIHOYATCH,
4yTOObl CHU3UTL 3HepronoTpebneHme. MoxHO pacnpegenqTb NOPTbl N0 pasHbiM rpynnam(Puc

3.14). Kaxgon rpynne moxeT ObITb 3agaHa Temnepatypa (Puc 3.13), npu KOTOpO COOTBETCTBYHOLLNE
NopTbl AOMMKHbI OblTh BbIKIIOYEHDI.

103




Temperature settings for groups

Group | Temperature
0 (255 C
2 255 C
3 (255 °C

Puc. 3.13 — Hactpovika Temneparypsi

Port groups

<

—
s i = s [ = & B LT o )

Port | Group

Disabled »

W

Puc. 3.14 — [pyrinel nopToB

3.2.4 Koudurypauus noptos. Ports

Port Configuration

Excessive Frame
Collision Mode | Length Check

Port ‘ [ Link [ Speed [ Adv Duilex Adv Sﬁ eed [ Flow Control [ PFC___ | Maximum
| Current | Configured | Fdx [ 10M [100M [ 1G [ 2.5G [ 5G [ 10G [ Enable [ Curr Rx [ Curr Tx | Enable [ Priority | Frame Size
E O O O O 8] 0-7 10240| [<> v
1 ® oo [m] X X 0 0-7 10240| |[Discard ~|
2 1Gfdx (] X X (] 0-7 10240 [Discard ~]
3 ® Down O 'd 'd 0 0-7 10240 [Discard M
4 ® Don (] X X O 0-7 10240| |Discard v|
5 @® Down [m] X X [m] 0-7 10240| [Discard ~|
8 ® Do O x x O 0-7 10240 [Discard M
7 ® oo [m] X X 0 0-7 10240| |[Discard ~|
8 @® Down (] X X (] 0-7 10240 [Discard ~]
9 ® Down O 'd 'd [} 0-7 10240
10 @ Down [Autonegotiation v | 0 32 32 0 0-7 10240

Puc. 3.15 — Port Configuration

Tabnmya 3.11 - Port Configuration

Port Howmep mopta
Description
Link Tekymee cocrosaue (Link):

- HAJTU4HE;

. - OTCYTCTBHC,

Speed | Current

OTo0Opa)kaeT TEKYIIYIO CKOPOCTh COSTMHEHHUS;
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Configured

YcranoBka ckopocTH coequHeHus. OToOpaXkaroTcst TOJIBKO
NOJIIep>KUBaeMble CKOPOCTH. Bo3MOKHBIE BapUaHTBHI:

* Disabled - oTKIFOYHUTH TOPT KOMMYTATOPA;

* Auto — aBTOMaTHUYECKUI PEKUM, BEIOUPAETCSI MaKCUMaJIbHAs
CKOPOCTb, KOTOpasi BO3MOXHA IIPU TEKYILEM COCAUHEHUU;

* SFP_Auto AMS — aBTOMaTHYECKUIN PEXKUM OIPEACICHUS CKOPOCTH
SFP;

* Ckopoctu: 10Mbps HDX/10Mbps FDX/100Mbps HDX/100Mbps
FDX/1Gbps FDX/ 2.5Gbps FDX/10Gbps FDX/100-FX/100-
FX_AMS/1000- X/1000-X_AMS;

Adv Fdx [Ipu ycraHOBNIEHHOM pexnMe aBTomarndyeckoro Hdx ompenenenus
Duplex | Hdx FDX/HDX, nopt Oyzaer npennarats ykazanuble peskumMbl (FDX
nymneke) u (HDX nonyymniiekc) B kaduecTBe NPeANOYTUTEIbHBIX IS
IIOpTa, CBA3aHHOIO IO ATOMY KaHaJly yCTPOUCTBA (€CJIM Ha HEM TaKKe
YCTAHOBJICH aBTOMATHUYECKUU PEKHIM);
Adv 10M [Ipy yCTaHOBIIEHHOM PEXMME ABTOMATHYECKOTO ONPEAECIICHUS
speed 100M CKOpOCTH, ITOPT OyzeT npejyiaraTh yKa3aHHbIE CKOPOCTH B Ka4eCTBE
1G IPEANOYTUTENBHBIX JUISl TOPTA, CBA3aHHOTO MO ATOMY KaHAIly
2.5G YCTpOMCTBA (€CIM Ha HEM TaK)K€ YCTAHOBJIEH aBTOMATUYECKHI
5G pexnMm);
10G
Flow Enable VYnpasnenue notokom. B crondue Current Rx ykazaHo,
Control | Curr Rx MOJIACP>KUBAET JIU MOPT May3bl IPH IIpUeMe Kajapos. B cronbie
Curr Tx Current Tx yka3zaHo, moAep>KUBAET JIU MOPT May3bl IIPH Mepeaade
kanpos. Hactporiku Rx u Tx onpenenstorcs pe3yibraraMu
MOCTIETHETO aBTOCOTIIacCOBaHMs mapaMeTpoB. [lepen Tem, kak
HCIOJIb30BATh YIIPABIECHUE NOTOKOM IPOBEPHTE HACTPOUKH B ITUX
cTonbuax. /lanHas HacTpolika cBsi3aHa TaK)Ke ¢ BbIOpaHHOU
ckopocthio Configured Speed.
PFC Enable YcranoButs npuoputet (0-7) IOTOKA yrnpaBiIeHuUs;
Priority

Maximum Frame

Size

MaxkcumanbHbIi pa3Mep ¢peliMa 1711 mopTa KOMMYTaTopa, BKIIIoYast
FCS;

Excessive Collision

Pexxum pa6OTLI IIpu CIIMIIKOM OOJIBIIIOM YHCII€ CTOJKHOBEHHI

Mode naketoB: J[aHHasg HacTpoiika KOHUTYPUPYET MOPT HA YCTAHOBKY
pekuMa repegadu Ipu CTOJIKHOBEHHsIX makeToB "Discard"
(orOpaceiBanme Kajapa mocie 16 CTOIKHOBEHUH — BRIOPAHO 110
YMOJYAHHIO),

Frame BrxroueHne/BbIKITIOUEHHE TPOBEPKU JUTMHBI Kajpa. Eciau BkitoyeHa

Length Check

«TIPOBEpKa JUIMHBI KaJpay, KaJpbl C pa3MEpOM I0JIE3HOH Harpy3Ku
MeHee 1536 OaiitoB oTOpackiBatotcs, eciau nojie EtherType / Length
HE COOTBETCTBYET (DaKTUUECKOH JTMHE NoJIe3HON Harpy3ku. Ecian
«TIpOBepKa JUTMHBI KaIpa» OTKIIFOYEHA, KaJpbl HE OTOPACHIBAIOTCS H3-
3a HECOOTBETCTBHSI JUIMHBI Kajpa. [Ipumeuanne. CueTunku
OT6paCI)IBaHI/I$[ HC MOJACYHUTBIBAIOT KOJIMYCCTBO MOTCPAHHBIX KaApOB
13-32 HECOOTBETCTBUS JUTMHBI KaJIpa.
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3.25 CFM Global Configuration

CFM Global Configuration

Sender Id TLV

Port Status TLV

Interface Status TLV

Organisation Specific TLV

Organisation Specific TLV OUI

Organisation Specific TLV Subtype |D

Organisation Specific TLV Value

| None v |
| Enable v |
| Disable v |
| Disable v |
/000000

| |

Puc. 3.16 — CFM Global Configuration

Tabrmuya 3.12 - Port Configuration

Sender Id TLV

Bri6op unentrdukaropa tlv:
Chassis — unentudukarop maccu(MAC-aapec)
chassis-management - uaentudukarop maccu(MAC-aapec) u agpec
ynpasnenus (IPv4-aapec)
management - anpec ynpasnenus (IPv4-agpec)
disable — uckirounth uaenTrdukarop tlv

Port Status TLV

Bxiarouenue unu Beikiaroyenue tlv AJI ¢TaTyca 1nmopra

Interface Status TLV

Bxurouenue wiu Beikimodenue tlv s cratyca uarepdeiica

TLV

Organisation Specific

Bxrouenue wiu BeikiaoueHue 1LV JUIA KOHerTHOﬁ OpraHu3annuu

TLV OUI

Organisation Specific

tpexOaritoBbiit OUI, nepenaBaemsiii ¢ TLV, 3aBucsmum ot

OopraHu3anuvu.

TLV Subtype

Organisation Specific

noATHI, nepenaBaeMsiii ¢ TLV s KOHKpeTHON
opranu3aiui. MoxeT ObITh JTI00BIM 3HaYeHHEM B uana3one [0; 255]

TLV Value

Organisation Specific

3HayeHue, nepenasaeMmoe B TLV 1iist KOHKpEeTHOM
OopraHu3aiiy. 3HaueHue MPeCTaBIsIeT CO0O0 MmeyaTaeMyro CTPOKY
CHUMBOJIOB JInHOM 0-63.

HacTpoiika nomena CFM

CFM Domain Configuration

Delete | Domain

Format

Name

Level

TLV option select

Sender Id | Port Status | Interface Status | Org. Specific

x

Nao entry exists

| Add New Entry |

Puc. 3.17 — HacTpovika gomeHa CFM
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Tabnuuya 3.13 - Hactpovika gomeHa CFM

Delete

Knormka ynanenus 3anucu. 3anuch OyeT yJalneHa Ipu Ciaeayonem
COXPaHEHHUHU.

Domain

HWms noMmena. 3HadeHHe - 9TO OTAEIbHOE CII0BO, HAUMHAIOIIEESCS C
OyKBeHHOW OYKBbI AZ wiu az aymHou ot 1 1o 15.

Format

Br16op ¢opmara umenu:
None
String

Name

Conep:xuMoe 3TOro mapaMmeTpa 3aBUCUT OT 3HAUCHHS ITapaMeTpa
dbopmara.

Ecmu dopmar None: Mimst He ucmonb3yerces, HO 3a KaipoM OyeT
YCTaHOBJICHBI BCE HYJIH. DTOT (popMaT OOBIYHO UCIIOIB3YETCS
omokamu PDU Trma Y.1731.

Ecmu popmar St ring: UMs momkHO conepkarh CTpoKy oT 1 1o 43
CHUMBOJIOB.

Level

ypOBeHL 9TOro A0McEHa. HOHYCTI/IMHG 3HAYCHHA OI'PaHUYCHBI 0-7.

TLV
option
select

Sender Id

Bri6op unentudukaropa tlv

Chassis — unentudukarop mraccu(MAC-aapec)
chassismanage - unentuduxarop raccu(MAC-aapec) u aapec
ynpasnenus (IPv4-aapec)

management - anpec ynpasnenus (IPv4-agpec)

none — UCKIIIOYUTh uaeHTUuuKaTop tlv

defer — mpuMeHsIFOTCSL HACTPONKH TII00ATBEHON KOH(PHUTYpauu

Port
Status

Bxirouenue winn Beikirodenue tlv s craryca nopra
Defer — npuMeHSIFOTCS HACTPOWKH TI100aIbHOM KOH(MUTYpaIu

Interface
Status

Bxutouenue i BeIkItoYeHue tlv ams cratyca uarepdeiica
Defer — npuMeHSIFOTCSL HACTPOWKH TI100aIbHON KOH(GUTYpaIuU

Org.
Specific

disable - ucxmounts TLV 17151 KOHKPETHO# OpraHu3aIum
Defer — npuMeHSIFOTCS HACTPOWKH TI100aTbHON KOH(PUTYpaIuu

CFM Service Configuration

CFM Service Configuration

Delete | Domain

Service | Format | Name | VLAN | CCM Interval

TLV option select
Sender Id | Port Status | Interface Status | Org. Specific

*

Mo entry exists

| Add Mew Entry |

Puc. 3.18 — CFM Service Configuration

Tabrmuya 3.14 - CFM Service Configuration

Delete KHomnka ynanenus 3anucu. 3anuch OyeT yAajaeHa Ipu CleAyIoneM
COXpaHEHHH.

Domain Wwms nomeHa, moja KOTopbIM HaxoauTes 3ta Ciyxoa.

Service Ha3zBanue ciyxObl. 3HaueHHE - 3TO OTAEIHHOE CIIOBO,
HayMHaroleecs ¢ OykBeHHOM OykBbl AZ uiu az JyimHoi ot 1 jo 15.

Format Br16op ¢opmara umenu ciryx0b1. ITO pemraer, kak Oyaer
WHTEPIPETHPOBATHCS 3HAUCHHUE rmapaMeTpa Name.
Bo3MoskHbIE 3HAUEHUS:
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String

Two Octets
Y1731 ICC
Y1731 ICC CC

Name

CopepxuMoe 3TOro napaMerpa 3aBUCUT OT 3HAUEHHUS FIEMEHTA
Format. [Tomumo orpanuueHuit OOBICHUTD ISl KQXKIOTO U3 HHUX,
IIPUMEHSIETCA CIEYIOIIEE B LIEIOM:

Ecau ¢popmar momena none, pasmep He MOXKET IMPEBBIIATh 45 OaiT.
Ecnu popmar nomena He NONe, pa3mMep HE MOXKET MPEBHILATh 44
Oaiira.

Ecmu dopmar String, mpuMeHsieTes clieAyomiee: JUIMHa T0JKHA ObITh
B nuanasone [1; 44]. Coaepxanue J0IKHO ObITh B AUana3zoHe [32;

126]

Ecmu popmar Two Octets , npumensiercs cinenyroriee: Mms [0] u Mms
[1] OyayT HHTEpIpPETUPOBATHCS KaK §-pa3psaHbIe IIelble ynciia 6e3
3Haka (momyctuM auanasoH [0; 255]). Mms [0] OyaeT momerieHo B
PDU nepen umenewm [1].

OcTaBmuecs J0CTyHbIe OAWTH B MMEHU HUCIIONB30BaThCS HE OYayT.

Ecnu dopmar Y1731 ICC, npumensiercs cienyroniee:

JutHa 1omkHa ObITh 13. ComepKuMoe T0HKHO OBITh B AMANa30He
[az, AZ, 0-9]. Y.1731 ykassiBaeT, uto 310 konkareHanus ICC (koga
orneparopa cBsi3u [TU) m UMC (yHUKaIBHOTO KOZa HACHTU(DHUKATOPA
MEG): ICC: 1-6 6aiitoB UMC: 7-12 6aiiToB

B npunnune UMC MoxeT npuHUMATh Jr000€ 3Ha4eHHE B JUana3oHe
[1; 127], Ho aTOoT API He mo3BomsieT yka3biBath Anuny ICC, moaTomy
0a3oBbIi Ko He 3HaeT, rae 3akanunBaeTcs ICC u Haunnaercs UMC.
dopmart JoMeHa JOHKEeH OBITh NONE.

Ecnu dpopmar Y1731 ICC CC, npumensietcs cieayroluiee:

JUTHHA TOJDKHA OBITE 15.

[Tepssie 2 cumBoza (CC): nomkHbI ObITH cpenu [AZ]

Cnenyrormue 1-6 cumposioB (ICC): gomkHbI ObITh cpeau [az, AZ, 0-9]
Crnenyromue 7-12 cumBosioB (UMC): noimkHo ObITE cpenu [az, AZ, 0-
9]. B umenu [3-7] moxer npucyrctBoBath OAMIH (xocas uepra).
dopmat ToMeHa JIOJKEH OBITh none.

VLAN

Br16op MEP B cepsuce

Ocnosro#t VID MA. VLAN, pasusiii 0, o3nagaer, uro Bce MEP,
co3aHHble B 3ToM MA, O6yayT co3nanbl kak MEP nopta
(unrepdeticasie MEP). Ha xaxxaom unTepdeiice MoxeT ObITh TOJIBKO
onHa noptoBast MEP. MEP nanHoro nopra MoxeT ObITh CO3/1aHa C
teramu, eciii VLAN stoit MEP He paBHa HyI10.

CCM Interval

Hacrpoiika ckopoctn CCM Bcex MEP, mpuBs3aHHBIX K 3TOH ycCIIyre

TLV
option
select

Sender Id

Bri6op naentudukaropa tlv

Chassis — npentudukarop maccu(MAC-anpec)
chassismanage - unentudukarop rraccu(MAC-aapec) u aapec
ynpasnenus (IPv4-aapec)

management - aapec ynpasienus (IPv4-aapec)

NONe — NCKJIIOYHTH HaeHTUHKarop tlv
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defer — mpuMeHsIFOTCS HACTPOWKH TI100aTbHON KOH(PUTYpauu
Port Brurouenne win BeikitodeHue tlv aiis craryca nopra
Status Defer — npuMeHSIFOTCSI HACTPONKH TI100abHON KOH(PUTYpaIuu
Interface | Bxirouenue wian BeIKIrOUeHuE tlv 1y1st ctaTyca nntepdeiica
Status Defer — npuMeHsIFOTCS HACTPOWKH TI100aIbHON KOH(UTYpaluu
Org. disable - ucxkmounts TLV 11 KOHKPETHOH OpraHU3aIiy
Specific | Defer — mpuMeHsIFOTCSt HACTPONKH TII00ATLHON KOH(PHUTYpALUH

CFM Mep Configuration
CFM Mep Configuration

Service | MEPID ‘

Port ‘ VLAN ‘ PCP ‘ SMAC | el Dii | State Control | o . MEPID

ETEHIED [ Level [ Present | Absent | CCM [ Admin |

Delete ‘ Domain

No entry exists

| Add New Entry |

Puc. 3.19 — CFM Mep Configuration

Tabrmmya 3.15 - CFM Mep Confie

uration

Delete

Knomnka ynanenus 3anucu. 3anuch OyAeT yaaiaeHa Mpy CIeAyIeM
COXpaHEHUH.

Domain

HNmsa nomeHna, B kotopoMm Haxoautcst 3ta MEP.

Service

Nwms cepsuca, moa KOTOpbIM HaxoauTes naHHbiii MEP.

MEPID

Wnentudukarop atoro MEP. JlomxkHo ObITh 1IenbIM yuciom [1..8091]

Direction

YcranoBurte, apisercs 11 3Ta MEP Bocxoasiieit niyu HUCXOISIIEH.

Port

ITopt, Ha KOTOpOM Haxoautcs 31a MEP.

VLAN

Unentuduxatop VLAN. Ucnons3yiite 3nauenue 0 1yt 0603HaueHUS
HeTernpoBaHHoro Tpaduka (moapazymenaercsi MEP nopra).

PCP

Bribepure 3nauenue PCP B rere VLAN PDU. He ucnons3yercs 6e3
TETrOB.

SMAC

Ycranosure MAC-ajpec HCTOUHUKA, KOTOPBIH OyneT
HCcnoas30Bathed B 01okax PDU CCM, ucxonsmux ot 3toii MEP.
Anpec nomkeH ObITh otHOapecHbIM. Popmar: XX: XX: XX: XX:
XX: XX. Ecnu Bce HynH, BMECTO HEro OyJeT ucnonb3oBarbest MAC-
azpec mopra KOMMyTaropa.

Alarm Level
Control

VYcTaHOBKa YPOBHS CUTHAJIM3ALINN.

Ecnu obHapyxeH nedekT ¢ MpHOPUTETOM BBIIIE 3TOTO YPOBHS, OYIeT
CTCHEPUPOBAHO YBEIOMJICHHE O HEHCTIPABHOCTH.

Jomyctumblit auamnasoH: [1; 6], rae 1 yka3beiBaet, 4To 1r000# aedext
BBI3BIBACT aBAPUMHBINA CUTHAI, a 6 O3HAYAET, YTO HUKAKOH JeeKT He
MOXET BbI3BATh aBAPUUHBINA CUTHAI.

Present

YcraHoBKka BPEMCHH B MUJIJIMCEKYHAAX, B TCHCHUEC KOTOPOT'O JOJ’KHBL
MPUCYTCTBOBATH JAe(PEKTHI, Mpexkie ueM Oy1eT BbIJaHO YBEJIOMIICHUE
o HencnpaBHOCTH. [To ymomganuro 2500 mc.
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Absent

YcTaHOBKa BpeMEHH B MUJITMCEKYHAX, B TEUEHHE KOTOPOTO
nedeKThI TOHKHBI OTCYTCTBOBATH 10 COpOCa yBEJOMIICHHS O
HeucnpaBHocTH. [lo ymonuanuio 10000 mc

State CCM

Control

BrutoueHue i OTKIF0YE€HHE FeHepaluun coOOIeHNH TPOBEPKU
uenoctHoctu (CCM)

Admin

BKJIFOUMUTH WM OTKI0unTh 3Ty MEP. Korna sta MEP Bxitouena, ona
npoBepsieT nmoiaydeHHsle / orcyrerBytonme CCM 1 MOXKET BBI3BIBATH
e EKTHI.

Remote MEPID

Vkaxure ypanenuyro MEP, ot koropoii 3ta MEP, kak oxunaercs,
oyner nosrydath PDU CCM. JlomxHo ObITh 1iesbiM vrciioM [0..8091],
rae 0 o3nayaet HeomnpeaeneHHoe. 3Hauenre Remote MEPID nomxnO
oTm4arbes oT 3HaueHuss MEPID.

3.2.6 aBTOMaTHYecKoOe 3al[UTHOE NMepekaodenne (APS)
APS - ceTeBoli TPOTOKOJI KaHAIBHOI'O YPOBHS, MPEAHA3HAYCH IS MTOIICPIKKH TOIMOJIOTHH,

UCKJIIOYAOIIeH 3allUKiIMBaHue Tpaduka, U e€ nepecTpoeHHe B CIyyae HapyIIEHUH B KOJIbLIEBBIX

cersix Ethernet na nepsom-BTOpOM ypoBHE ceTeBoit Momenu OSI.

APS Configuration

APS # [ Working | Protecting

[Port [ SF Trigger | SF MEP | Port [ SF Trigger | SF MEP EwEae

IMude Level Rev | TxAps Oper | Warning

VLAN | PCP | SMAC

WTR | HoldOff

|®

APS Configuration

APS# | Mode | SMAC [Level [ VLAN [PCP[Rev]| TxAps [ WTR [ HoldOff [ Enable
| of [11 ~]| 00:00:00:00:00:00| | 0| [ O | 300 | 0| O
APS Signal Fail Trigger
Working [ Protecting
Port | SF Type | Domain | Service [ MEPID | Port [ SF Type | Domain [ Service [ MEPID
[1 v| [Link v] | | | || 0] [1 v [Link v] | | | 0l

Puc. 3.20 — HacTposika aBTOMAaTUYECKOro 3aLyUTHOIO MEPEKITIOYEHNS

Tabnmua 3.16 - HACTPoika aBTOMATUHYECKOIO 3aIUNTHOIO MEPEKITIOYEHMS

APS WaeHtndpmkatop APS. MakcmmanbHOe KONMYeCcTBO CO34aBaeMbIX 9K3EMMIIAPOB
APS - 10 . LLlenkHnTe cCbinKy, YTOObI NEperTn Ha cTpaHuuy ak3emnnspa APS, Bbl
MoxeTe cbpacbiBaTb CHETUYMKM U BblAaBaTb KOMaHAbI.

Mode 1: 1 - B nuHeWHON apXUTEKType 3alUuTHON KoMMyTauu 1: 1

3alUTHBIA TPAHCIIOPTHBINM 00BEKT BHIICTIEH paboyemMy
TpaHCIIOPTHOMY 00beKTy. OJTHaKO HOPMaJIbHBII Tpapuk
TPaHCHOPTUPYETCs MO0 Ha paboyeM TPaHCIIOPTHOM 0OBEKTE, 100
Ha 3alIMTHOM TPaHCIOPTHOM OOBEKTE, UCIOJIb3YsI MOCT CEJIEKTOpa B
HCTOYHUKE 3aLUIIEHHOT0 IoMeHa. CeneKkTop B IPUEMHUKE
3aIUIIEHHOTO JOMEHA BRIOUpaeT 00BEKT, KOTOPHIA HECET
HOpMaJbHBIN Tpaduk

1+1Bi— B iMHeWHON apXUTEKType 3alIUTHOM KoMMyTanuu 1 + 1
JUTSL KQXKJI0TO pabodero TPaHCIOPTHOTO 0OBEKTa BhIICIICH
3alUTHBIA TPAHCTIOPTHBIA 00beKT. OOBIYHBIN TpaUK KOMHPYyETCS U
HampaBJigeTcs Kak pabo4ynM, Tak U 3alUTHBIM TPaHCIOPTHBIM
00BEKTaM C MOCTOSTHHBIM MOCTOM B HCTOYHMKE 3alUIEHHOTO
nomeHa. Tpaduk Ha pabovrX M 3aMUTHBIX TPAHCIIOPTHBIX 00BEKTAX
NIepPeIaeTCsl OJHOBPEMEHHO B IPUEMHHK 3aLIUILEHHOIO IOMEHA, /1€
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BBIOOp MEXAy pabOUYMM U 3aIUTHBIM TPAHCIIOPTHBIMH OOBEKTaMH
OCYIIECTBIISICTCS HA OCHOBE HEKOTOPBIX 3apaHee ONpeIeIEHHBIX
KPUTEPHUEB, TAKUX KaK WHAMKALMS HEUCIIPABHOCTH CEpBEpA.

1+ 1 Uni— ogHOHanpaByieHHbIA APS.

SMAC

MAC-anpec ucrounuka, ucrnonb3dyemsiii B PDU L-APS. Anpec
JOJKEeH OBITh 0/IHOaipecHbIM. Ecnu Bce Hynu, OyaeT
ucnonb3zoBarbest MAC-anpec nopra KOMMyTaTopa.

Level

VYcranoska ypoHst MD / MEG, ucnonb3yemsrii B L-APS PDU. Ilo
ymoa4asuo 0.

VLAN

VYcranoBka uaentudukaropa VLAN, ucnons3yemoro B L-APS
PDU.
ITpu VLAN O — e BcraBisats Ter VLAN B PDU LAPS

PCP

Br16op 3nauenust PCP B rere VLAN PDU. He ucnons3yercs 6e3
TETOB.

Rev

BxroueHne/BBIKITIOUEHHE PEBEPCUBHOTO PEKUMA, TO €CTh TpahuK
MEPEKITI0YaeTCsl 00paTHO Ha PadOYMIA MOPT MOCIE YCTPAHEHHUS
yCIIOBUH, BBI3BIBAIOIIUX MEpEeKIOUeHre. B ciydyae cOpoca koMaH bl
(Hanpumep, MPUHYAUTEITHEHOE TEPEKITIOYCHUE) 3TO MPOUCXOIUT
HeMeasieHHO. B ciyuae ycTpanenus aedexra 3To0 00bIYHO
poucxouT 1o ucreueHuu taiiMmepa WTR (oxunanus
BOCCTAHOBJICHHUS).

TxAps

BriGepuTe, OyaeT i 3TOT KOHeIl nepenasath 610ku PDU
APS. Ucnionb3yercs Tonbko s pexxuma 1 + 1 Uni—
oJIHOHarpaBJieHHbI APS

Hactpoiika oxuaHus nepea BOCCTaHOBIEHUEM paboyero nopra
nocjie yCcTpaHeHus: HeucnpaBHOCTH. JlonmycTuMelii auana3on 1-720

HoldOff

VYcranoBka TaiiMepa 3aaepkku. Korja Bo3HMKaeT HOBBIN (min 6osee
Cepbe3HBbI) 1e(eKT, 3amycKaeTcs TaiMep 3a1ep KU, U 0 COOBITUN
OyzneT cooOI1eHo nocie ucredeHust Taiimepa. Bpems ynepxanus
U3MepsIeTCsl B MUJUIMCEKYH/IaX, a JOMyCTUMbIE 3HAUEHHs HaXOASTCs
B nuarazone ot 0 1o 10000 . ITo ymomyanuto 0, 4To 03HAYaeT
HEeMeJUIeHHOE coo0lIeHne 0 aedekre.

Enable

N3menenne coctosHUs 3k3eMInIsipa APS (BKIIFOUEHO /BBIKITIOUEHO)

Working

Port

Br16op unTEpdeiica B kauecTBe pabouero nmopra

SF Type

Domain

Service

MEPID

Bo16op Tpurrepa uist curHaia ommuoKu

LINK - B kauecTBe Tpurrepa UCoib3yeTcsi COCTOsIHHE IopTa
MEP - B kauectBe Tpurrepa ucrnosib3yercsi mep. Tpedyercs BBOI
domain, service, mep-id, otHocsmecs Kk 3x3emiusipy MEP,
KOTOPBIN JOJDKEH MPEICTABIATh pabounii MOTOK. BeiOpaHHbBIH
sk3emiursip MEP Moxker He cylecTBoBaTh pu HACTPOMKE 3TOrO
APS.

Protecting

Port

Haznauenue HHTCp(I)CﬁC& B KaUCCTBC 3alIUIICHHOIO IMMOPTa

SF Type

Domain

Service

MEPID

Bo16op Tpurrepa 1uist curHaia omuoKu

LINK - B kauecTBe Tpurrepa UCIoib3yeTcsi COCTOsIHHE IopTa
MEP - B kauectBe Tpurrepa ucrnonb3yercss mep. Tpedyercs BBOI
domain, service, mep-id, otHocsmmecs Kk 3x3emiusipy MEP,
KOTOPBIN JOJDKEH MPEICTABIATh pabounii MOTOK. BeiOpaHHbBIH
sk3emiursip MEP Moxker He cylecTBoBaTh Npu HaCTPOMKE 3TOrO
APS.
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3.27 ERPS
ERPS - ceteBoi mpoTOKOJI, UCIIONB3YIOMUNCS SISl HCKITIOUEHUsT 00pa30BaHus KOJIeI B
TormosIoruu. MokeT OBbITh 3aMEHOI ceMeiicTBy nmpoTokosoB STP.

ERPS Configuration

RPL | Interconnect | Port0 | Portl | . ‘ | Control | | | | ‘ ‘ E | |
ERPS # }@'ﬁ—ﬂ{ Ver | Type ‘ vc [Tnstance | Prop | Port | SF | Port | SF | RingId | Node Id | Level VLAN | PCP Rev | Guard | WTR | Hold Off | Enable | Oper | Warning

€]

ERPS Configuration

Configuration

ERPS # | Version | Type |ch|;:“:;§:']";:“ﬂ?}PDr;°T;2 n1} Ringld ‘ Nodeld ‘Level VLCA:““'PCF Rev | Guard ‘ WTR | HoldOff ‘Enahle
[ 0| [Major _~| D [&] 1~ | 1] ] 00:00-00.00:00:00] [ 1] [ s00) [ 300] | 0] [&]
Signal Fail Trigger
Port0 | Porti
Type | Domain | Service [ MEPID | Type | Domain | Service [ MEPID
[Link ~] | | | | | 0] [Link ~] | | | o
Protected VLANs
[Viano | I
Ring Protection Link
Puc. 3.21 — koHgurypauyms ERPS
Tabnmya 3.17 - koH@urypauyms ERPS
ERPS Wnentudpukarop ERPS. lomyctumoe 3nauenne ot 1 10 64 .
Version Bepcus npotokona ERPS. IlognepxuBatorcs Bepcuu vl u v2 .
Type Tun kosbia. Bo3MOXHBIE 3HAYEHHUS:

Major: ocHoBHOE Konblio ERPS
Sub: IMoakonsmo ERPS
InterSub: noakonsiro ERPS Ha coenHUTENbHOM y3I1e

VvC BxroueHune/BbIKIIIOUEHHE BUPTYyaiabHOro kaHana R-APS, To ecth
PDU R-APS He nepechlialoTcs MEX/y KOJIBLIEBBIM IOPTOM, €CIIH
OJIMH KOHEI[ 3a0JIOKHPOBaH

Interconnec | Instance UICHTUPHUKATOP SK3EMIUISIPa KOJbIla, K KOTOPOMY 3TO
t MOJKOJBLIO HOAKIKYEHO.
Prop Omnpenenser, JOMKHO JIU KOJIBIIO0, HA KOTOPOE CChUTACTCS

Interconnect Instance, pacnpoctpansite PDU ounctku R-APS
BCSIKHU pa3, KOTJa U3MEHSETCS TOIIOJIOTHS 3TOTO MOIKOJIBIIA.

Port If Port0 VYkazanue untepgeiica HCNOIb3yeMoro B kayectse nopra 0
Portl VYkazanue uarepdeiica HCIOIB3yEMOro B KauecTBe nmopra 1
Ringld Wnentudukatop koibua. Mcnonsiyercs - BMECTe ¢

yopasisomeit VLAN - mnig uaentuduxanuu 6i1oxkos PDU R-
APS kak npuHauIekKaIIMUX ONPENEICHHOMY KOJIBILY.

Nodeld ID y3na. Ucnonb3yercst BHyTpu KoHKpetHoro PDU R-APS s
YHUKAITbHOW HICHTH()UKALUH 3TOTO y3i1a (KOMMYTaTOpa) B
KOJIBIIE.

Level Ycranoska yposus MD / MEG

Control VLAN VLAN, no xotopoii 6;10ku PDU R-APS nepenatorcs u
MIPUHUMAIOTCS Ha KOJIBIIEBBIX TIOPTAX.

PCP 3nauenue PCP, ucnonsszyemoe B rere VLAN PDU R-APS
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Rev

BxutoueHne/BhIKITIOUEHHE PeXUMa BO3BparTa. BoccraHoBieHne
3HAYEHUH 110 YMOJIYAHUIO II0CIIE UCTEYEHUS TalMepa 0KUIaHus
BOCCTAHOBJICHHUSL.

Guard

Bpewmst 3amuter B Mc. JJonmyctumsiii quanason: 10 - 2000 mc.

WTR

Bpewmst osxuganus BOCCTaHOBJCHHS B CeKyHIax. JomycTuMbIii
nuamasol 1 - 720 cek.

HoldOff

Bpewms 3aaepxku B Mc. 3Ha4eHUE OKpyrJisieTcs 10 TouHoct 100
Mc. Jlonyctumbiii auanazon 0 - 10000 mc.

Enable

N3menenue coctosaus 3x3emiuisipa ERPS
(BBIKJIFOUEHO/BKITIOYCHO)

Port0

Type

Domain

Service

MEPID

Hactpoiika Tpurrepa curnanm3zanuu ajist noptal. Tur:

LINK - B kauecTBe Tpurrepa UcIoyib3yercs COCTOSIHUE MOpTa
MEP - B kauectBe Tpurrepa ucronb3yercss mep. Tpedyercs BBOI
domain, service, mep-id, otHocsuecs k sx3emiusipy MEP.

Portl

Type

Domain

Service

MEPID

Hacrpoiika Tpurrepa curnanusamnuu ajis noprtal. Tum:

LINK - B kauecTBe Tpurrepa ucnoJib3yeTcsi COCTOSTHHAE ITOpTa
MEP - B kauectBe Tpurrepa ucmnoian3yercs mep. Tpedyercst BBOI
domain, service, mep-id, otHocsuecs K 3x3emiusipy MEP.

VLAN ID

Ceru VLAN, 3anuiieHHble 3TUM K3eMIUTIpoM Kodiblia. [1o
KpaiiHeit mepe, omHa VLAN noimkHa ObITh 3alTuIeHa. Y KaXUuTe
B BHJIE CITICKa HOMEPOB Vlan wim quamna3oHoB vlan,
pasneneHHbIX 3ansaTteiMu. Hanpumep: 1,4,7,30-70

RPL Mode

Pexxum coeqrHEHNs ¢ KOJIBLIEBON 3alIUTOM.

None: y atoro kommyraropa Het nopra RPL B kosb1ie.

Owner: 3ToT KOMMyTaTOp sBJIIeTCS BinaaeabiieM RPL s
KOJIbLIA

Neighbor: ator kommyTarop siBisiercst cocezioM RPL st koubia

RPL Port

VYka3bIBaeT, sBaseTcs Ju 370 noptoM () mim 1 kaHanoM 3aIuThl
koJblia. He ucnons3yercs, ecnu st mapamerpa RPL Mode
ycTaHOBJIeHO 3HaueHne None .

3.2.8 Koundurypuposanue DHCPV4 cepsepa

DHCP (mpotokos JuHaMH4YecKOil HACTPOUKH y3J1a) — CETEBOM MPOTOKOJI, TO3BOJIIOIINI
KOMITbIOTEpaM aBTOMaTHUYECKH noiy4dats [P-aapec u apyrue napameTpsl, HEOOXOAUMBIE IS
pabotsl B cetu TCP/IP. JlanHbIN TPOTOKOJ pabOTaET MO MOACIN «KIUEHT-cepBep». s
aBTOMATHUYECKOW KOH(PHUTypaluy, KIMEHT Ha 3Tane KOH(QUTYpallul CETEBOI0 YCTPOICTBa
oOparaeTcs kK Tak HazpiBaeMomy cepBepy DHCP u monydaet oT HeTo Hy’>KHBIE TTapaMeTpHhI.
MoskHO 3a7aTh JUana3oH agpecoB, 28 pacnpeesseMbIX CEPBEPOM CPEIN KOMIIBIOTEPOB. JTO
MO3BOJIET U30€KaTh PYYHOU HACTPONKH KOMIBIOTEPOB CETH U YMEHbILIAET KOJINYECTBO

omnboK.
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DHCP Server Mode Configuration
Global Mode

| Mode | [Disabled v |

VLAN Mode
VLAN | Enabled
1

Puc. 3.22 — DHCP Cepsep

Tabmmya 3.19 - DHCP Cepsep

Mode Bxunrounts/Beikiarounts DHCPVA4

VLAN Homep VLAN

Enabled BkntoueHnus / otkntoveHne DHCP-cepBepa anisi COOTBETCTBYIOLLETO
VLAN.

HUcknrwyenne rpynn IP agpecos (Puc. 2.23) (Tao6.1. 3.20).

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
| Delete | | |r
| Add IP Range |

Puc. 3.23 — Uckmoqerune rpyrnn IP aapecos

Tabrmuya 3.20 - Vickrodenue rpynn IP a4pecos

Delete VY nanuts Tekymumii quamnasoH IP agpecos

IP Range 3anaTh AuanazoH-rpyny uckiodaeMslx [P agpecoB. O6p4HO
azapeca 110308, Tak kak DHCP cepBep He 10KeH pa3gaBaTh
aJipeca IIIJIK030B KIHEHTaM

Add IP Range JoGaButh nuamason IP anpecos

Co3nanue aapecubix myjioB DHCP (Puc. 3.24) (Ta6u. 3.21). [Tpu stom metone, DHCP cepsep
Oyzer BeiaenATh [P aapec u3 myna agpecoB (MHOTIa Ha36IBAEMbBIM TMATIA30HOM MM 00J1aCThIO)

Ha Mepuo/i BpeMEHH (B apeH1y ), KOTOPBI HaCTpanBaeTCsl.
Pool Setting

Subnet ‘ Reserved Lease Time

Delete ‘ Name ‘ Type ‘ P ‘ Mask only

| Delete | | | - 1 days 0 hours 0 minutes

| Add New Pool |
Puc. 3.24 — AgpecHsie rysisl DHCP
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Tabmmuya 3.21 - AgpecHbie rysibl DHCP

Delete VY 1anuTe TEKyIMM aIpeCcHbI Myl

Name Nwms nyna

Type Tun y3na nns kiuenta NetBIOS Node Type. 31eck MOTyT OBITH
creayronre 3nauenus: b — broadcast, p - peer-to-peer, m —
mixed, h — hybrid Ot 3Toro 3aBucuT nMopsioK nMpeodpazoBaHuUs
nMend B [P qiis kinuenTos cetu Microsoft.

IP IP agpec, nuanaszon

Subnet Mask Macka nojcetu

Reserved only

Tonbko 3ape3epBupoBaHHbIC afpeca. Eciu 3ToT napamerp
BKIIIOUEH, [P-afpeca, koTopble MOXKHO BBHIOpATh U3 MyJIa,
OTPaHUYMBAIOTCS TEMHU, KOTOPBIC BBEICHBI B TAOIHILY
3ape3epBUPOBAHHBIX 3aIKCEH.

Lease Time

Bpewms apennst anpeca. [lo ymouanuio Bpems apeH ibl paBHo 24
yacam. MOKHO BBICTaBUTh CBOE BPEMSI apeH/Ibl.

DHCP snooping (Puc. 3.25) (Ta6.1. 3.22). DHCP snooping (Orcnexxusanne DHCP) —
3amuTHas QYHKIIHS, TO3BOJISIFOIIAS TPEAOTBPATUTh HECAHKIIMOHHUPOBAHHOE MOIKIIIOUEHUE K
cetu ctoponnero DHCP cepsepa ¢ nenbto nepexsara kineHTckux DHCP 3ampocoB. CymHocTh
DHCP snooping 3akiirouaeTcsi B TOM, YTOOBI 3aKPBITh BO3MOKHOCTH 00pabotku DHCP 3ampocos
Ha HEJOBEPEHHBIX MOPTax. AJIMUHUCTPATOP CETH JOJDKEH BPYUYHYIO HACTPOUTH JOBEPEHHbIE
MOPTBHI, - MOPTHI 3a KOTOpbIMU HaxoauTcs HacTosmuidi DHCP cepsep.

DHCP Snooping Configuration

Snooping Mode Disabled v

Max Count Client | | 2048 |
Vian 1 |
Option 82

Circuit ID | | circuit_id |
Remote ID |remme_id |
Format m

Port Mode Configuration

Port | Mode | Max Count
= v| |2048 |
1 [Trusted +| |[2048 |
2 [Trusted v| |[2048 |
3 [Trusted v| |2048 |
4 [Trusted ~| |2048 |
5 [Trusted ~| |[2048 |
6 [Trusted ~| |[2048 |
7 [Trusted ~| |2048 | 115
8 [Trusted v| |[2048 |
9 [Trusted +| |[2048 |

10 [Trusted v| |2048 |




Puc. 3.25 — DHCP snooping

Tabnmya 3.22 - DHCP snooping

Snooping mode Bxmouenune/Boikimouenne Gynkiuun DHCP snooping

Max Count Client MaxkcuManbHOE KOJIMYECTBO KIIMEHTOB

Vlan Howmep vlan

Option 82 BxiroueHue/BBIKIIFOUEHUE ONILIUU 82

Circuit ID Wnentuduxatop mopra KOMMyTaTopa

Remote ID Wnentudukarop koMmmyTaTopa

Format ®opmar onmuu 82 HEX/ascii

Port Homep nopra

Mode Pesxum st mopra:
* Henanéxnpiit (Untrusted) — mopT, K KOTOpOMY MOAKIIOYEH
kient. DHCP-oTBeThI, mpuxozsiue ¢ 3Toro nopra,
0TOpachIBalOTCA KOMMYTATOpOM. {7151 HeHaIEKHBIX TIOPTOB
BbINOJHSAETCS psf npoBepok coodmenuit DHCP u co3naéres
6a3a nanueix npusssku DHCP (DHCP snooping binding
database).
* JloBepennsiii (Trusted) — mopt koMMyTaTopa, K KOTOPOMY
nozikitoueH apyroit kommytarop uinu DHCPcepsep. DHCP-
MAKEThI, TOJIYYCHHBIE ¢ JOBEPEHHOTO MOpPTa, HE OTOPACHIBAIOTCSL.

Max Count MakcuMallbHOE KOJIUYECTBO KIIMEHTOB

DHCP Relay (Puc. 3.26) (Tad.. 3.23). Hactpoiika DHCP Relay nmo3Bomnsier kommyTaTopy
nepeaapecoBbiBaTh 3anpockl oT DHCP-knuenta k npyromy DHCPcepBepy (Hanpumep,

CTapIIeMy B UEPAPXUU CETH).

DHCP Relay Configuration

Relay Mode | Disabled v |
Relay Server |D.III.III.I}

Relay Information Mode | | Disabled v |
Relay Information Policy | Keep V|

Puc. 3.26 — DHCP Relay

Tabnmya 3.23 - DHCP Relay

Relay Mode Bxirouenne/Beikimouenue ¢pynkiuun DHCP Relay

Relay Server

Anpec DHCP cepsepa
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Relay Information Mode

BxroueHne/BBIKITIOUCHHE PEKUMa BEIOOpA EHCTBUS, KOTOPOE
HEOOXO/IMMO BBITIOIHUAT, €CJIA NIEPEChUIIAEMOE COOOIICHHE YiKe
COJICPKUT MHPOPMALIMIO O IIepeaipecaluu

Relay Information Policy

HeiictBue: Keep — nadopmanus He meHsieTcs; Replace —
uHpopManus nepezanuceiBaercs. Drop — oTOpOCHTh MaKeT.

3.29 DHCPv6

Switch Configuration

Snooping Mode

|Disabled b

Unknown IPv6 Next-Headers |Dmp w

Port Configuration

Port | Trust Mode

Gi 111 | Untrusted
Gi 1/2 | Untrusted w
i1 1/3 | Untrusted «
Gi 1/4 | Untrusted
Gi 1/5 | Untrusted
Gi 1/6 | Untrusted «
Gi 17 |Untrusted
Gi 1/8 | Untrusted
Gi 119 |Untrusted
Gi 110 | Untrusted «

M
W

Puc. 3.27 — DHCPv6

Tabmya 3.24 - DHCPA/6

Snooping Mode

Bxuirouenue/Boikarouenue pynkuua DHCPV6 snooping

Unknown IPv6 Next-
Headers

Br160p 00paboTKN HEU3BECTHBIX 3HAUEHUH 3ar0JIOBKA

IPv6. KommyTaTop HODKEH aHAIM3UPOBATh BCe MakeTsl [Pv6 s
knuenta DHCPv6, 4To6b! onpenenuTs, 1eHCTBUTENBHO U 3TO
coob1ieune DHCPv6

Bo3MoxHbIE BApUaHTHI:

drop- OtOpachIBaTh MaKkeThl C HEU3BECTHBIMHU 3ar0JIOBKAMH
pacmpenus [Pv6. Oto Hanboiiee 6€30MacHbI BapuaHT, HO OH
MO>KET IPUBECTHU K 1epe0osiM B Tpaduke.

allow- Pa3pemuTh nmakeThl ¢ HEU3BECTHBIMH 3ar0JIOBKAMH
pacmmupenus [IPv6. 3to meHee 6e30macHbIii BapuaHT, HO OH
MIpeIOTBpaIaeT nepedou B Tpaduke.

Port

Howmep nopra

Trust Mode

Pexxum s mopra:

» Henanéxuprii (Untrusted) — mopT, kK KOTOpOMY MOJKITIOYECH
kieHT. DHCP-oTBeThI, mpuxoasiye ¢ 3Toro nopra,
0TOPacBIBAIOTCSI KOMMYTaTOpPOM. J[i1st HeHaIEKHBIX TOPTOB
BbINOJIHSIETCS psaa poBepok coobienuid DHCP u co3maéres
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6a3a nannpix npusszku DHCP (DHCP snooping binding
database).

* loBepennsiii (Trusted) — mopt komMmmyTaTopa, K KOTOPOMY
nojKiro4eH apyroi kommyrtatop uiu DHCPcepsep. DHCP-
MIAKETHI, MOJIyYEHHBIE C JOBEPEHHOTO MOPTA, HE OTOPACHIBAIOTCS.

DHCPV6 Relay (Puc. 3.28) (Ta6.1. 3.25). Hactpoiika DHCPV6 Relay ais vlan

DHCPv6 Relay Configuration

Delete | Interface

| Relay Interface | Relay Destination

| Delete | | VLAN 1| | VLAN 1| | ff05::1:3

| Add New Entry |
Puc. 3.28 — DHCPv6 Relay

Tabrmuya 3.25 — DHCPv6 Relay

Delete

VY 1anuTh TEKYyILIyIO 3aUCh

Interface

Howmep unTepdeiica

Relay Interface

Howmep untepdeiica, ncnonab3yemblil A peTpaHCIALINU.

Relay Destination

Anpec IPv6, npencraBieHHBIN B BHJIE Y000YHTAEMOTO TECTa,
kak ykazaHo B RFC5952. IPv6-anpec cepsepa DHCPv6, Ha
KOTOPBIH JTOJKHBI OBITh PETPAHCIUPOBAHBI 3aIPOCHl. 3HAYCHHE
o ymomganuio «ff05 :: 1: 3» o3nauaet «ro6oit DHCP-cepBepy.

3.2.10 Kondurypanus noan3oBareieii. Users Configuration.

Jnist yripaBiieHus y9€THBIMH 3aIHCSMH TT0JIb30BaTelNeii HeOOXOAMMO TEPEUTH 110 BKIIIKE
Configuration—Security—Switch—Users. Ha 3Toli cTpanuiie nmpeactaBieH 0030p TEKYIUX
nosb3oBareneit (Puc. 4.17) (Ta6mx. 4.15).

Users Configuration

User Name | Privilege Level

admin

15

| Add New User |

Puc. 3.29 — KoHgurypaums riosib308ateneu

Tabnmua 3.26 — KoHgurypauyms rnosib308arenes

User Name

NMms monp3oBarens

Privilege Level

YpoBeHb NPUBUWIETHI MMOJB30BaTENA. [JOoMyCTUMBIN TUana3oH: OT
0 mo 15. Kak npaBuio, ypoBeHb puBWIeruil 15 ucnonp3yercs
JUISl YYETHOM 3aIllMCH aJMUHUCTPATOpa, ypOBEHb IpuBHieruii 10
JUISL CTAaHAAPTHOM y4YETHOM 3alKCH MT0JIb30BATENS U YPOBEHD
MPUBWJIETHH 5 JJ1 yUeTHOM 3anucy HaOJIr01aTesl.
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Kromka | Add New User |

(Tabm. 3.27).
Add User

npeaHa3HavyeHa i 100aBJIeHHs] HOBBIX moJib3oBatenei (Puc. 3.20)

User Settings

User Name

Password (again)

|

Password | |
|
|

Privilege Level 0 hd |

Puc. 3.30 — flobasrieHme nosib308areses

Tabmya 3.27 — [lobasrierme ro/ib30BaTe/ien

User Name Nwms nonb3oBarens

Password IMapoins

Password (again) IToBTOp Mapos

Privilege Level VYpoBens npuBmiieruii monp3osatens ot 0 go 15.

3.2.11 YpoBuu npusuieruii. Privilege Levels

Jlist moctyna K HacTpoKaM ypOBHEW MPUBWIICTH HEOOXOIUMO TEPEHTH 110 BKIIAIKE
Configuration— Security—Switch— Privilege Levels. Ha 3T0it cTpanuie npeacrasiex 0630p
TeKkymux ypoBHeil npusuieruit (Puc. 3.31) (Ta6ux. 3.28).
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Privilege Level Configuration

Read/write

Status/Statistics | Status/Statistics

Read-only

Privilege Levels

Configuration/Execute

Read/write

Configuration

Read-only

Group Name

elelelelelelelelelelielelelelie e elaleielelelie e eleiclelelelle e eleleielele
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elelelelelelclelelellelelelelele e elelelelelelele e elelclelelelele e e eielelele
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— =
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& w E & w9 z §2 8 5
= 0w I a4 =1 a =T 3 = = = b= =
= C_m .8 £ mmm g 8 e o T O = m
2 w0 Z2W & T | . == £ ! =
=] IQ_PDU.IGSLM_H_ | _u_l_T_” a .._.m._ﬂ .mmD._.H.nn __..._..___u_l
SEpz2s00RE ER SbBgdBecpugtags 23580555588
MNACDDDDWEEHGWFHumMMMMNPPHPQRSS%S_“WU_._U._._U.UVWMWWM

Puc. 3.30 — YpoBHu ripusunermi

Nwms, upentudummpyromiee rpynny npusmieruii. B

OOJIBIIIMHCTBE CJIY4acB Ipylia COCTOUT U3 OAHOI'O

v

i

Tabrmuya 3.28 — YposHu ripususe

Group Name
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monyis (Hanpumep, LACP, RSTP wim QoS), Ho
HEKOTOpBIE cojepxaT 6ojee ogHoro. ['pynisl B
neramsix: -System: Contact, Name, Location, Timezone,
Daylight Saving Time, Log; -Security: Authentication,
System Access Management, Port (contains Dot1x port,
MAC based and the MAC Address Limit), ACL,
HTTPS, SSH, ARP Inspection, IP source guard; -1P:
Bce, kpome ping; -Ports: Bce, kpome VeriPHY -
Diagnostics: ping u VeriPHY'; - Maintenance: CLI -
System Reboot, System Restore Default, System
Password, Configuration Save, Configuration Load and
Firmware Load. Web - Users, Privilege Levels u Bce B
Maintenance; -Debug: npucyrctByer Tosibko B CLI.

Privilege | Configuration Read- | Koudurypamus: TO16K0 YpOBEHb MPUBHIICTHI

Levels only YTCHHE rpynmst ot 0 1o 15.
Configuration/Execut | Kouduryparus: uyrenue u | [Ipuunerus
e Read/write 3aITUCh M0JIb30BATEJISI JIOJDKHA
Status/Statistics Read- | Craryc/craructuka: ToJIbKO | OBITH TAKOH K€ WK
only YTEHUE Ooublie, YeM ypOBEHb
Status/Statistics CraTyc/cTaTUCTHKA: 3TOM IpyNIIbI, YTOOBI
Read/write YTEHUE U 3aITUCh UMETh JOCTYII K 9TOM

rpyIIe.

3.2.12 Koudurypanus ayreHTuGuKauum, apropusanuu u ydera. Authentication,
Authorization, Accounting

Jlnis noctyna K HacTpoikaM ayTeHTH(HKALUK, aBTOPU3ALUHU U yueTa He00X0AUMO MEPENTH 1o
Bkiagke Configuration—Security—Switch— Auth Method. Authentication (ayrenTugukanms)
— COIIOCTaBJIEHUE 3aIpoca CYLIeCTBYIOIIEH YUETHOM 3amucy B cucteMe 6€30MacHOCTH.
Authorization (aBTopu3aIus, IpoBepKa YPOBHS JOCTYIa) — COTIOCTABIICHHE YIETHOM 3aITUCH B
cucteme (IIpoIIeaIIei ayTeHTUPHUKAINIO) U ONPeIeIEHHBIX TOTHOMOYHH. Accounting (y4ér) —
CJIe)KEHHE 32 MOTPeOICHHEM PeCypCcoOB MoJib30oBareneM. Ha 3To# cTpaHuiie nmpeacTaBieH 0030p
TEKyIUX NapaMeTpoB ayTeHTUHUKAIMU, aBTopu3anuu 1 yueta (Puc. 3.31) (Tabx. 3.29).
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Authentication Method Configuration

Client | Methods
console  |local s

telnet

zsh

htip local W

Command Authorization Method Configuration

Client | Method | Cmd Lvl | Cfg Cmd
console [no ~| |0 | C
felnet no W 0 C

Accounting Method Configuration
Client | Method | Cmd Lvl | Exec

console | no w r

felnet no w r
ssh no w C

Puc. 3.31 — KoHgurypaums ayTeHTUGUKaLIMK, aBTOPU3ELIMA 1 yHETa

Tabrmya 3.29 — KoH@urypaums ayTeHTu@ukaLmv, asTopusannm u y4era

Authentication
Method
Configuration

Client

Kauent: console, telnet, SSH, http

Methods

- N0: ayTeHTU(UKALUS OTKIIOYEHA, U BXO/ B CUCTEMY
HEBO3MOXeH; 35 - local: ucnonb30BaTh JIOKaJIbHYIO 0a3y
JAHHBIX HA KOMMYTaToOpe JUIsl IPOBEPKH MOJAJTUHHOCTH; -
radius: ucnonb30BaTh yaaneHHsle cepBepbl RADIUS nns
ayTeHTH(UKaLUY; - tacacs: UCIOJIb30BATh y/IaJICHHBIC
cepBepbl TACACS s ayrenTrudukanmu; JJocTymHOCTD
METO/1a IIPOBEPSIETCA CIEBA HANPABO.

Command
Authorization
Method
Configuration

Client

Knuent: console, telnet, ssh

Method

- NO: aBTOpU3aLMs KOMaH1 OTKIr04YeHa. [Tob3oBaTens
I0JTydaeT 10CTyl K koManaaMm CLI B COOTBETCTBUY CO CBOMM
YPOBHEM NPUBUIIETHH. - tacacs: JUIisl aBTOpU3ALUU KOMaH]
UCIIOJIB3YETCS OJIMH UIIU HECKOJIBKO yIaJICHHBIX CEPBEPOB
TACACS+. Ecnu Bce yaalleHHbIe cepBepbl HAXOATCS B
aBTOHOMHOM PEXUME, II0JIb30BATENI0 IIPENOCTABIAETCA
noctyn K komanaam CLI B COOTBETCTBHUM C €r0 ypOBHEM
IIPUBUIICTUI.

Cmd Lvl

ABTOpH30BaTh BCE KOMaH bl C YPOBHEM MPUBHIIETHII BBIIIIE
WJIM PaBHBIM 3TOMY YPOBHIO. JlomycTUMBIE 3HaYEHUS
HaxoxsaTcsd B nuama3zoHe ot 0 go 15.

Cfg Cmd

ABTOpI/I3OBaTB KOMaH/bI KOH(i)I/Il"ypaI_[I/II/I

Accounting
Method
Configuration

Client

Knuent: console, telnet, ssh

Methods

- NO: y4eT OTKIIIOYEH; - tacacs: JUIsl y4eTa UCTIONb3YeTCsl OJTUH
WJTH HECKOJTBKO ynaneHHbIX cepBepoB TACACS+

Cmd Lvl

BxmrouaeT yuer Bcex KOMaH/[ C YPOBHEM IIPUBUJIETHI BBIIIE
WJIM PaBHBIM 3TOMY YPOBHIO. JlomycTHMBIE 3HaYEHUS
HaxonaTcs B iuama3one ot 0 1o 15. OcTaBbTe 1mMoJIe MyCThIM,
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YTOOBI OTKJIIOYNTE YUCT KOMaH[.

Exec

Pexxum yuera EXEC

3.2.13 Koundurypauus SSH
s noctyna x HacTpoiikam SSH HE00X0IMMO IEPEHTH O BKIIaIKE
Configuration— Security—Switch— SSH. Ha 3T0ii cTpanuiie npencraBieH 0030p TEKYIIHX
napameTpoB SSH. ITapamerp Mode yka3biBaeT pexxum padotsl SSH.

3.2.14 Koundurypauus HTTPS

Hns nocryna k Hactpoiikam HTTPS HeoOxoaumMo nepeiTH 1Mo BKIIaIKe
Configuration— Security—Switch—HTTPS. Ha 310ii cTpanuie npeacraBieH 0030p TEKyIUX
napametrpoB HTTPS (Puc. 3.32) (Tabx. 3.30).

HTTPS Configuration

Mode

Automatic Redirect
Certificate Maintain
Certificate Status

| Disabled

v

[None

v

Switch secure HTTP cerfificate is presented

HTTPS Configuration

Mode | Disabled w |
Automatic Redirect

Certificate Maintain [Upload w |
Certificate Pass Phrase | |
Certificate Upload |'Web Browser ~ |
File Upload | BeifepuTe dain | ain e BLIGpaH

Certificate Status Switch secure HTTF certificate is presentad

Puc. 3.32 — Korgurypauyns HTTPS

Tabmmya 3.30 — KoHgurypauns HTTPS

Mode

Pexum pabotet HTTPS. Korna texymiee coequnenrie HTTPS,
Ho HTTPS Brikimouen, web-6paysep OyieT aBToMaTu4ecku
nepeHanpanisTbes Ha coequHenne HTTP.

Automatic Redirect

Pexum paboTel aBTOMaTHueckoro nepenanpanienus HTTPS.
[Ipumensiercs Tonbko, ecnu A pesxkuma pabotrst HTTPS
BbIOpaHo "Enabled" (BxiroueH). ABTOMaTH4ECKH HAMPaBIISIET
HTTP web-6pay3epa Ha coequnenne HTTPS, korna
BKJIFOUYEHBI 00a pexuma padotsl — HTTPS u Automatic
Redirect

Certificate Maintain

3T0 1oJIe MOKET OBITh HACTPOEHO TOJBKO MPU OTKIFOYEHHOM
HTTPS. Ono ucnomns3yercst 11t 00CTyKUBaHUS
ceptudukanmu. Bo3moxHnble neiicTBus: - None: HUKaKux
neiictBuii ceptudukanuy; - Delete: ynanuts ceptudukar; -
Upload: 3arpyska ceptudukara, MO>XHO BBIOpaTh JiBa METOa
3arpy3kH; - Generate: cozmanue cepTudukara.
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Certificate Algorithm Anroputm ceprudukanu. Bozmoxusie Tunel: DSA, RSA.

Certificate Status Craryc ceprudukanuu. BoamoxkHbIii cTaryc: 37 - Beigaercs
sanumeHHbii ceprudukat HTTP. Ceptuduxar xpanurcs B
6a3e nanubix HTTPS; - Ceptudukar 6e3omacHoro
nepekitoyeHuss SSL He mpecTaBieH: cepTH(UKAT HEe
xpanuTcs B 6a3e qanaeix HTTPS. - Beigaua 3amuimeHHoro
ceprudukara HTTP. I'enepupyercs cepTudukat

Pass Phrase [1Ta60H 1151 MGPOBKU cepTHdUKATA

Certificate Upload 3arpyska ceprudukara. Bosmoxusie pexxumsr: - Web
Browserr: 3arpy3ka ceprudukara depes BeoO - Opaysep; - URL:
Juis 3arpy3ku ceptudukara uepe3 URL

File Upload Daiis uIst 3arpy3Ku

3.2.15 Koundurypauus ynpasienus nocrynom. Access Management Configuration

s noctyna K KOHGUTYpaIuy yIpaBieHUs JOCTYIIOM HEOOXOUMO TIEPEHTH 1O BKIIAJIKE
Configuration—Security—Switch— Access Management. Ha 3To¥i cTpanuiie MOXXHO HaCTPOUTh
Tabnuiy ynpasienus goctynom (Puc. 3.33) (Ta6:a. 3.31). MakcumanbHOE YHCIIO AIEMEHTOB
cnucka 16. Eciu THI IPUIIOKEHHS COBITAJAET C OJHUM U3 THUIIOB, UMEIOIIUMCS B CITUCKE
yIpaBJICHUS IOCTYIIOM, TO JJOCTYII K KOMMYTaTopy OyJeT pa3pelicH.

Access Management Configuration

[ 7]

Delete [ VLANID | Start IP Address [ End IP Address [ HTTP/HTTPS | SNMP [ TELNET/SSH
[ Delete | | 1] 0.0.0.0] | 0.0.0.0] = [& [

| Add New Entry |
Puc. 3.33 — KoH@urypayms yripasierns 4OCTyrnioM

Tabrmmuya 3.31 — KoHgurypauns yrnpas/ieHns 4OCTYIIOM

Mode BxutoueHne/BhIKIIOUEHHE

Delete VY 1aauTh TEKYIIYIO 3aMUCh

VLAN ID Homep VLAN nns ssieMeHTa ynpaslIeHUs JOCTYIIOM

Start IP Address Havanehsiii IP-agpec 1 sieMeHTa ynpasiieHUs: JOCTYIIOM
End IP Address Koneunsiit [P-anpec aiis 2eMeHTa yIpaBiIeHHs TOCTYIOM
SNMP Ecnu B 3TOM 1noJ1e ycTaHOBIIEH (Jiar, 3TO yKa3bIBaeT, UTO

xocty ¢ [P-anpecom u3 yka3zaHHOTO Auana3oHa MOXKET OBITh
IIPEIOCTABIIEH AOCTYII K KOMMyTaTtopy no SNMP.

TELNET/SSH Ecnu B aTOM mos1€ ycTaHoBJIEH ¢uiar, 3TO YKa3bIBaET, UTO
xocty ¢ [P-ampecoM u3 yka3aHHOTO Auana3oHa MOXKeET OBbITh
npenocrtasyieH goctymn no TELNET/SSH

. | Add New Entry |

Kuomk CITYKUT JUTsl TOOAaBJICHUST HOBOM 3aIHCH.

3.2.16 SNMP

Jns noctyna k koHpurypaunu SNMP Heo0X0uMo nepelTy mo BKIaIKe
Configuration— Security—Switch— SNMP.

SNMP System Configuration (Cucremusie HacTpoiiku SNMP) (Puc. 3.34) (Tao6u. 3.32).
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SNMP System Configuration

Mode |Enabled

Engine ID | |200019cb03001232541243 |

Puc. 3.34 — CucremHsie HacTpoviku SNMP

Tabmmya 3.32 — CucremMHbie HacTporiku SNMP

Mode

Pexxum paboter SNMP

Engine ID

Nnentuduxarop engine ID gyt SNMPv3. Ctpoka moimkHa
cojiepkath yeTHoe uncio (B 16-Hom gopmare), uncio 39
uudp ot 10 10 64; komOMHAIMK TGP, COCTOSIINE U3 OJTHUX
HYJIEW U U3 OJHUX «F» HEONyCTUMBL.

Trap Configuration (Hacrpoiiku curnamusauun) (Puc. 3.35) (Ta6n. 3.33).

Trap Configuration

Trap Destination Configurations

| Delete | Name | Enable | Version | Destination Address | Destination Port |

| Add New Entry |

SNMP Trap Configuration

Trap Config Name

Trap Mode | Disabled v |
Trap Version [ SNMP v2¢ w |
Trap Community | public |
Trap Destination Address | |
Trap Destination Port | 182 |
Trap Inform Mode | Disabled v |

Trap Inform Timeout (seconds)

2 |

Trap Inform Retry Times

Trap Security Engine D

Trap Security Name

5
800013¢cb03001232541243

Puc. 3.35 — Hactpoviku curHansaLmm

Tabmmua 3.33 — Hactpoviku curHamsaymm

Mode

BxrounTs/BeIKIIIOUHTH OTIIPpaBKy SNMP trap

Trap Config Name

Wwms koHurypanuu

Trap Version

[MonnepxuBaemas Bepcust SNMP trap. (SNMP 1/ SNMP
V2¢/SNMP 3)

Trap Community

Crpoxka goctyna community Juist oTipaBku nmakera SNMP
trap.

Trap Destination Address

IP-anpec cepsepa mist ornpaBku SNMP trap. Koppexrhsiii 1P-
azpec B ecATUIHOM dopmarte ¢ TOUKoi. JlomycTumo Takxke
yKa3aTb KOPPEKTHOE UMl XOCTa.

Trap Destination port

[Topt Haznauenuss SNMP trap. SNMP-arenT Oyner mocsuiath
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coobuiennss SNMP Ha 3TOT mopT; 1uana3oH HOMEPOB MOPTOB
1~65535. Ilo ymomuanuto nmopt aiis coobuienuit SNMP trap
nMeet Homep 162.

Trap Inform Mode

Bxi1109nTE/BRIKITIOUUTE peskuM padoThl SNMP trap inform

Trap Inform Timeout

Taiimep coobmennit SNMP trap inform. [{nanazon
JIONYCTUMBIX 3HaUeHuM: oT 0 1o 2147.

Trap Inform Retry Times

Taiimep nmonbITOK oBTOpeHHst coodmeHnit SNMP trap
inform. /lnanazon nonycrumeix 3HadeHui: ot 0 10 255

Trap Security Engine 1D

Pexxum paborer SNMP trap security engine ID. ITporokoun
SNMP v3 nocbutaer coobmenus trap u inform,
ucnoinb3ytone USM 11t ayTeHTHPUKAITUT 1 00eCTIeYCHHUST
koHpuaeHanbHocTH. COOOIIeHUSIM Ha3HAUAETCS
YHUKaJbHBIN uaeHTudukarop engine ID u HeoOxoanmas
nndopmanus. Ecau Brimtouen pexkxum "Trap Probe Security
Engine ID", unentudukarop (ID) Oyner renepupoBarbes
aBTOMATHUYECKU. B mpoTHUBHOM ciy4ae, OyeT HCTOIb30BaH
ID, ykazannsiii B 3T0M nojie. CTpoka J0KHA COEPKATh
yeTHOE uncio (B 16-HoM dopmate), uncio nuudp ot 10 go 64;
KoMOMHAIMH IUQp, COCTOSAIINE U3 OJHUX HYJIEH U U3 OJHUX
«F» HeponmycTumbl

Trap Security Name

Wmst SNMP trap security name. CooGienust SNMP trap u
inform SNMP v3 ucnonssytor USM ans ayreHTudUKALUN U
obecnieueHns KOoH(pUIEHITMATEHOCTH. Koria BKITIOUeH pekuM
OTIIPaBKH trap u inform, HEOOXOMMO 3a/1aTh YHUKAIBHOE UM
Ui o0ecriedeHrs: 0e30MacHOCTH.

Trap Source Configurations

Delete | Name | Type | Subset OID

| Delete ||coldStart v |[included w| |

| Add Mew Entry |

Puc. 3.36 — Trap Source Configurations

Tabrmuya 3.34 — Trap Source Configurations

Delete Y naneHue TeKyIIen 3amucu.

Name Vka3pIBaeT UM 3aITHCH.

Type Tun dbuneTpa nms 3anucu (BKIOYUTh WIH UCKITIOYHUTH)

Subset OID [MogmuOo)kecTBO OID 15 3anucu. 3HaueHUE TOKHO 3aBUCETh

OT TOT0, KaKoe UMs yKazaHo B rosie Name . Hampumep, ifldex
- 310 OID noamuoxectsa ais linkUp u linkDown.
Honyctumbiid OID moaMHOKECTBA - 3TO OJIHO WJIM HECKOJBKO
uudpossix uucen (0-4294967295) wnu 3Be3q0uka (*),
pazneneHHbIX ToukaMu (.). IlepBblit cuMBOM HE T0JIKEH
HAYMHATBCS CO 3BE3/10YKH (*), @ MAKCUMaIbHOE KOJIMUYECTBO
OID He nomKHO npeBblarh 128.

SNMPv3 Community Configuration (Hactpoiika SNMPv3Community) (Puc. 3.37) (Ta6a.

3.35).
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SNMPv3 Community Configuration

Delete | Community name

| Community secret | Source IP | Source Prefix

| Delste | |

| Add New Entry | | Save || Reset |

Puc. 3.37 — Hacrpovika SNMP v3 Community

Tabmuya 3.35 — Hactpovika SNMP v3 Community

Delete

Y aneHue TeKylen 3anucH.

Community name

Vka3pIiBaeT UMs 0€30IIaCHOCTH JJIS COIIOCTABICHUS
coobmiecTBa ¢ KoHpurypanueu rpymn SNMP. Jlomyctumas
JUTMHA CTPOKHU cocTaBisieT ot 1 10 32, a gomycTumoe
coaepxkumoe - cuMBoJibl ASCII ot 33 no 126.

Community secret

[Taposb cooOiecTBa (CTPOKY IOCTYTIA) JUIsl pa3pelieHus
nocryna ¢ ucnosnb3zoBanueM SNMPv1 u SNMPv2c¢ k arenty
SNMP. [lonyctumast JyimHa CTpOKH cocTaBisieT oT 1 1o 32, a
nonyctumoe coaepskumoe - cuMBodibl ASCII ot 33 o 126.

Source IP IP-anpec ucrounuka npu gocrymne no SNMP
Source Prefix npedUKC aapeca HCTOYHHKA.
| Add New Entry | .
Kuonka ———————' ciywr [uist 100aBJICHHS HOBOM 3aITHCH.

SNMP v3 User Configuration (IToab30BaTesnbckas HacTpoiika SNMP v3) (Puc. 3.38)

(Ta6u. 3.36).
SNMPv3 User Configuration
. User Security Authentication | Authentication | Privacy Privacy
Lzzie g =l | Name ‘ Level Protocol Password Protocol | Password
[ Delete ||  B00012ch03001232541243 | | [Auth, Priv v MDS~] | | [DESw] | |

| Add New Entry | | Save || Reset |
Puc. 3.38 — lNonb3oBareibckas HacTpovika SNMP v3

Tabnumua 3.36 — o/ib30BaTebckas HactTpovika SNMP v3

Delete

Y aneHue TeKynen 3anmcH.

Engine ID

Crpoka, unenrupuimpyromas engine ID, koTopomy
MPUHAJIEKUT ITOT 3JIEMEHT criicka. CTpoka J10JKHA
coJiepKath yeTHoe uucio (B 16-unoM opmare), uucio uugp
ot 10 go 64; komOuHaMK HUQpP, COCTOALINE U3 OTHUX HYJIeH
u u3 onHux «F» Henomyctumsl. B apxutexktype SNMPv3
HCIIOJIb3YETCSl MOJIENb 0€30IaCHOCTH Ha OCHOBE I0JIb30BaTENs
USM (User based Security Model) ans obecnieuenus
0€30MMacHOCTH COOOIIEHUI U MOJIENb YIIPABIEHUS T0CTYIIOM
Ha ocHoBe Bujia VACM (View-based Access Control Model)
pu ynpasiieHuH goctynoM. g Bxoga USM kimrouamu
Bx0J10B sABisttoTcst usmUserEnginelD u usmUserName. B
npoctoMm areHTe usmUserEnginelD Bcerma coBmamaer ¢
cobcTBeHHBIM 3HaueHueM snmpEnginelD arenta. B kauectse
3HAYEHUS TaKKe MOXKET UCIOJIb30BaThCsl 3HAUCHHE
snmpEnginelD ynanennoro ycrpoiictsa (SNMP engine), ¢
KOTOPBIM MOKET CBA3BIBATHCS JAHHBIN MOJIb30BATENb.
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Hpyrumu cioBami, eciu engine ID monb3oBatens paBeH
engine ID cucremsl, TO OH SABJISETCS JOKAJIbHBIM
II0JIb30BATEJIEM, B IPOTUBHOM CIIy4dae MOJIb30BATENb SBIISACTCA
YIAJICHHBIM.

User Name

Crpoxka, uaeHTU(HUIUPYIOIIAs UM MTOJIB30BATENsI, KOTOPOMY
IIPUHAJICKUT aHHBIN MapaMeTp. JlomycTumas AuHa CTPOKU
1~32 cumBosnos ASCII ¢ 43 Homepamu B fuana3one ot 0x21
no 0x7E

Security Level

Monenb 0e3011acHOCTH, KOTOPOM IIPUHAJUIEKUT TaHHBIN
napameTp. Bo3MoxxHBI cienyronme Moienu 6e30MacHOCTH:

* NoAuth, NoPriv: AyrenTuduxanus u KOHQUACHIUATEHOCTh
OTCYTCTBYIOT.

* Auth, NoPriv: Beimonnsiercst ayTeHTH)HUKAIHS,
KOH(HIEHIINATIbHOCTh OTCYTCTBYET.

* Auth, Priv: Bemonnsiercst ayreHTudukanus,
obecneunBaeTcsi KOH(GUIEHIMANBHOCTb. Eciau mapamerp yxe
CYILECTBYET, 3HAYECHUE YPOBHS 0€30I1aCHOCTH U3MEHUTH
HEBO3MOXHO. DTO 03HAYaeT, YTO CHayaja HaJo
yIIOCTOBEPUTHCSI, UYTO 3HAYCHHUE YCTAHOBJICHO MPABHIIBHO.

Authentication Protocol

[IpoTokon ayTeHTH()UKALNN, KOTOPOMY ITPUHAIJICKUT
JAHHBIN nlapaMeTp. BO3MOXKHBI Clleyronue IpOoTOKOIIbI
ayTeHTH(UKaLUu:

* MDS5: nonosHuTeNbHbIN (uiar, yKa3blBaroLui, YTO
[10JIb30BaTENb UCIOJIb3YET IPOTOKOI ayTeHTUuKauu MDS.
* SHA: nonoiHUTENBHBIH (h1ar, yKa3bIBAOIIUH, YTO
[10JIb30BaTENb UCIOJIB3YET NPOTOKOI ayTeHTuuKaun SHA.
Ecnu napamerp yxe CyleCTBY€ET, 3HAUEHUE YPOBHS
0€30MaCHOCTH U3MEHUTh HEBO3MOXKHO. DTO 03HAYaeT, YTO
CHayasa HaJ0 yAOCTOBEPUTHCS, YTO 3HAYEHUE YCTaHOBIICHO
IIPaBUJIBLHO.

Authentication Password

Crpoxa, uaentudunupyromias ¢ppasy naposs
ayreHTH(UKanuu. [lomycTumas JyIMHA CTPOKHU JJIs1 MPOTOKOJIA
ayrerTudukaruu MDS: ot 8 1o 32 cumBooB. [Jomyctumas
JUTMHA CTPOKH I TTpoTokona ayreHTudukanuu SHA: ot 8 1o
40 cumBouioB. Ilpu 3anucu cTpoku ayTeHTU(UKALIUA MOTYT
ucnoib3oBarbest cuMBoIibl ASCII ¢ koamu B 1uanasoHe ot
0x21 no Ox7E.

Privacy Protocol

[IpoTokon KOHGUAECHINATFHOCTH, KOTOPOMY MPUHAATIEKUT
JTAHHBIA BX0JI. BO3MOXHBI ClieAyronme mpoTOKOIbI
KOH(UIEHITNATEHOCTHU

» AES: nomnoHUTENBHBIN (I1ar, yKa3bIBaIOIINHA, 9TO
M0JIb30BaTeNb UCIONB3yeT MPOTOKON ayTeHTuukanuu AES.
* DES: nonoaauTenbHBIN (I1ar, yKa3zbIBAIOMINAMA, YTO
TI0JIb30BaTeNb MCIOIB3YeT MPOTOKOoN ayTeHTuukanuu DES.

Privacy Password

Crpoxa, uaentudunupyromias ¢ppasy naposs
KoH(puaeHIMansHOCTH. JlomycTuMas AyiMHa CTPOKU 8~32
cumBoJioB ASCII ¢ Homepamu B nnana3zone ot 0x21 go Ox7E.

Add New Entry
Kuomnka l—’l

CILy>KHT JUIsl T0OaBIEHUSI HOBOM 3alUCH.

SNMP v3 Group Configuration (Hacrpoiiku rpynnst SNMP v3) (Puc. 3.39) (Ta6.a. 3.37).
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SNMPv3 Group Configuration

Delete | Security Model | Security Name |

[ v
[ v
C V2
[ v2c

Group Name
public | default_ro_group|
private | default_re_group |
public | default_ro_group |
private | default_rw_group|

| Add Mew Entry | | Save || Reset |

Puc. 3.39 — Hacrpoviku rpyrirsl SNMP v3

Tabnmua 3.37 — Hactpovikn rpyrinbi SNMP v3

Delete

Y nanenue TeKyuien 3anmcu.

Security Model

Monenb 0e301acHOCTH, KOTOPOM IPUHAJUIEKUT TaHHBIN
napameTtp. Bo3aMoHBI cienytomiie Moaenu 6e30MacHOCTH:

* v1: 3ape3epBupoBano gyt SNMPvI.

* v2c: 3ape3epBupoBaHo a1 SNMPv2c.

* usm: Mojiesib 0€30aCHOCTH Ha OCHOBE Iosib3oBarenss USM
(User-based Security Model) miss SNMPv3.

Security Name

Ctpoka, uaeHTHPHUIHPYFOIIas 0€30acHOe UMsI, KOTOPOMY
MPUHAJICKUT TaHHBIN mapaMeTp. JlomycTumMas amHa CTPOKU

1~32 cumBosnoB ASCII ¢ Homepamu B nuamazone ot 0x21 no
OXT7E.

Group Name Crpoxa, uaeHTHu(GUIUpPYoImas UMt TPYTIIIEL, KOTOPOMY
IIPUHAJIEKUAT JAHHBIN apameTp. JlomycTuMas JJInHa CTPOKU
1~32 cumBosnoB ASCII ¢ Homepamu B nuamazone ot 0x21 no
OX7E.

| Add New Entry | .
KHonka —————————— ciyuT Ju1s 100aBJIeHUs] HOBOM 3aITUCH.

SNMPv3 View Configuration (Hactpoiika Buga SNMP v3) (Puc. 3.40) (Ta6u. 3.38).

SNMPv32 View Configuration

Delete | View Name | View Type |

OID Subtree

| Delete ||

| [included w| | |

| Add New Entry | | Save || Reset |

Puc. 3.40 — Hactpovika Buga SNMP v3

Tabnnya 3.38 — Hactpovika Buga SNMP v3

Delete

Y naneHue TeKyIIen 3aucu.

View Name

Crpoxka, uaeHTuGUIHUPYOIIas UM BU1a, KOTOPOMY
MPUHAJUICKUAT JaHHBIM mapametp. JonycTrumas AJiMHA CTPOKHU
1~32 cumBonoB ASCII ¢ HoMepamu B quamnazone ot 0x21 1o
Ox7E.

View Type

Tun Bua, KOTOPOMY NPUHAJUIEKHAT JAHHBIN TapaMeTp.
Bo03MOKHBI ClIEYIOIINE TUIIBI BUIOB:
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* included (TmoepeBO BKIIIOUEHO): JOMIOJHUTENBHBIN uIar,
yKa3bIBAIOIIUH, YTO B BUJI JIOJKHO OBITh BKIIOYEHO
MOJIJIEPEBO.

* excluded (moxepeBo UCKITIOUEHO): TOMOJIHATEIBHBIN (ar,
YKa3bIBAIOIIUH, YTO U3 BHUJIA JIOJDKHO OBITH HCKITIOYEHO
noayepeBo. B nienom, ecnu juist Trma Buaa 3aaado ' excluded '
(moaepeBO UCKIIIOUEHO), TOJKEH CYLIECTBOBATH IPYrOi BUJ
¢ TunoMm ' included ' (moxepeBo BKIIFOUEHO) B €T0 TOIIEPEBO
OID nomxHO nepekpbIBaTh MOAAEPEBO BUIA C TUIIOM '
excluded ' (mogiepeBo NCKIIFOYEHO).

OID Subtree

OID onpenensier KOpeHb MOAAEPEBa, T0OABISAEMBINA K
MMEHOBaHHOMY BUAY. J{nana3zon nonyctumMbix 3HaueHuit OID:
ot 1 1o 128. B cTpoke MOXKHO yKa3aTh J100 YHCIIO,
cocrosee u3 nudp, 100 3Be3104KYy(*).

| Add New Entry |
Knonka ——————

CITy’KUT JUTsl TOOABIICHUS] HOBOW 3aITUCH.

SNMPv3 Access Configuration (Hactpoiika goctyna SNMP v3) (Puc. 3.41) (Ta6.1. 3.39).

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
| Delete | [defauli_ro_group w | any w| [NoAuth, NoPriv w | Mong w Mone w

| Add Mew Entry | | Save || Reset |

Puc. 3.41 — Hactpovika gocryrna SNMP v3

Tabnmya 3.39 — Hactpovika gocryrnia SNMP v3

Delete VY naneHue TeKyIei 3ammcH.

Group Name Crpoxka, uIeHTU(HUIUPYIOIIAs UM IPYTIIIbI, KOTOPOii
MPUHAJICKUT JaHHBIN mapameTtp. JlomycTumas AJinHa CTPOKU
1~32 cumBonoB ASCII ¢ Homepamu B quanazone ot 0x21 1o
OX7E.

Security Model Monens 6e30macHOCTH, KOTOPOU MPUHAJUICKUT NaHHBIH

napameTp. Bo3sMOXKHBI cieayrone Moienu 0e30MacHOCTH

* any (r06as): Oynet npuHsTa J1r00ast MOzeIh 0€30MaCHOCTH
(v1v2c|usm).

* v1: 3ape3epBupoBano ainst SNMPvl.

* v2c: 3ape3epBupoBano s SNMPv2c.

* usm: MoJieNb 6e30MacHOCTH Ha OCHOBE Tojb3oBarens USM
(User-based Security Model) aiust SNMPv3.

Security Level

VYpoBeHb 6€301MacHOCTH, KOTOPOMY MPUHAIICKUT TAaHHBIN
napameTp. Bo3MoskHBI cienyromue Moenn 6e30macHOCTH:

* NoAuth, NoPriv: AyrenTuduxanus u KOHQUICHIHAIEHOCTh
OTCYTCTBYIOT.

* Auth, NoPriv: Beinonnsiercst ayTeHTHQHUKAIMS,
KOH(HUICHIINATFHOCTh OTCYTCTBYET.

* Auth, Priv: Beimonusiercst ayreHTuduKanus,
oOecneunBaeTcs KOH(MOUISHIIMAIBHOCTD.

Read View Name

WNwms Buna npu urenuu, umsa suga MIB, onpenenstomniero
00bexTel MIB, 1711 KOTOPBIX TaHHBIN 3apOC MOXKET OBITH
3aIpOCOM TEKYLIMX 3HaYeHUM. JlonycTumas IJIMHa CTPOKHU
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1~32 cumBosnos ASCII ¢ Homepamu B nuanasone ot 0x21 no
OX7E.

Write View Name WNwms Buna npu 3anucu, umst Buia MIB, onpenensiromiero
00bekTsl MIB, 1151 KOTOPBIX JaHHBIHN 3aMIPOC MOTEHITUATBHO
MOXET YCTaHOBUTH HOBbIE 3HaueHud. JlomycTumast nimuHa
ctpoku 1~32 cumBoisioB ASCII ¢ Homepamu B Uamna3oHe OT
0x21 mo Ox7E.

| Add New Entry |

Knomnka CITY’KUT JUIsl TOOaBJICHUS] HOBOW 3aITUCH.

3.2.17 RMON

Hns nocryna k koHpurypamuun RMON Heo0X01uMo MepeiTH 1Mo BKIIAIKE

Configuration— Security—Switch— RMON.

RMON Statistics Configuration (Hacrpoiika cratucruk RMON) (Puc. 3.42) (Tao6.a. 3.40).

RMOMN Statistics Configuration

Delete | ID | Data Source
[ Delete | | | 1361212211 0

Puc. 3.42 — Hacrtpovika cratnctiuk RMON

Tabnmya 3.40 — Hactpovika cratvctik RMON

Delete Y nanenue TeKkyuien 3anmcu.
ID Wunekc Bxona. Jlonyctumeie 3HaueHus — OT 1 10 65535.
Data Source ID nopTta, MOHUTOPHUHT KOTOPOTO TPEOYETCSI OCYIIECTBIISTS.
| Add New Entry | .
Knonka —————— cuyxut 11t 1o0aBIeHUs] HOBOH 3aMUCH.

RMON History Configuration (Hacrtpoiika :xypuaima RMON) (Puc. 3.43) (Ta6x. 3.41).
Ha crpanunie RMON History Configuration MO>KHO HacTpOUTh cOOp CTAaTUCTUKU Ha
¢du3nveckom nHTepdeiice It MOHUTOPHHTA UCTIOJIB30BAHUS CETH, TUITOB ITAKETOB U OIIHOOK.
3anucu xxypHana RMON M0HO UCII0Ib30BaTh NP MOHUTOPUHTE CIIOPAUUECKU
BO3HHUKAIOIIHUX TTPOOIEM.

RMON Histery Configuration

Delete D Data Source Interval Buckets SIEEE
Granted
" Delete | | | 1261212211, 0| | 1800 | 50|
| Add New Entry | | Save || Reset |
Puc. 3.43 — Hacrtpovika xypHana RMON
Tabmuya 3.41 — Hactpovika sxypHana RMON
Delete Y naneHue TeKyIen 3aucu.
ID Wunekc Bxoaa. Jlonyctumsblie 3HaueHus — oT 1 g0 65535.
Data Source ID mopta, MOHUTOPUHT KOTOPOTO TpeOyeTcs OCYLIECTBIISATD.
Interval WuTepBai onpoca. ITo ymomyanuro 1800 cexynna. Jlnanazon
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JIONYCTUMBIX 3HaueHui: ot 1 g0 3600 cexyH.

Buckets UYucno cerMeHToB, TpedyeMbIX Juis 3Toro napamerpa. I[lo
ymoiryanuto 50. /[nana3on qonycTuMbIx 3Ha4eHui: ot 1 10
3600.

Buckets Granted [IpeamnosnaraeMoe YUCI0 CErMEHTOB.

Add New Entry
Kuomnka l—’l

CITyXHT JUTsl TOOABICHUS HOBOH 3aIUCH.

RMON Alarm Configuration (Hactpoiika curnaiusanuiic RMON) (Puc.3.44) (Ta6.1. 3.42).

Ha stoli cTpanuile MOKHO 3a]1aTh

KOHKPETHBIA KPUTEPUH, COrNIACHO KOTOPOMY OYyIyT

reHepHpOBaThCS COOBITH. OH MOXKET OBITh YCTAaHOBJICH JUIs JAHHBIX T€CTa, COOPaHHBIX 3a
M000M yKa3aHHBIM HHTEpBall BpeMeHH. MOKHO KOHTPOJIUPOBATH KaK a0COJIOTHBIE 3HAUCHUS,
TaK ¥ UX U3MEHEHUs. MOXHO TaKKe 331aTh CUTHAIU3AIIH, KOTOpbIe OYIyT BBIIABATHCS TPU
MPEBBIIICHUH TOPOTOBBIX 3HAYCHHH THOO PU CHIDKEHUU HUXKE IMOPOTOBBIX 3HAYCHHIA.

RMON Alarm Configuration

Delete Interval Variable

D ‘

Falling Falling

Sample
| Value Threshold Index

Type

Startup |

Rising
Alarm

Rising
Threshold

Index

[ Detete | |

30) 1361.21221]

0.0 [Deta  ~ 0 [RisingCrralingv] | 0| | o] |

o | ol

| Add Mew Entry | | Save || Resst |

Puc. 3.44 — Hacrtpovika curHamzauymi RMON

Tabnmuya 3.42 — Hactpovika curranvsarmi RMON

Delete

Y naneHue TeKynen 3anucu.

ID

Wunekc Bxoaa. Jlonyctumele 3HaueHuss — oT 1 go 65535.

Interval

WuTepBai onpoca npu BIOOPKE U CPAaBHEHUH C HUKHUM WU
BEPXHUM MTOPOTOBBIM 3HaueHueM. J{nanazon ot 1 go 231
CEKYH/I.

Variable

Howmep o6nekra nepemennoit MIB, u3 kotopoii 6epyrcs
BBIOOPKHU. BBIOOpKH MOTYT OpaThCsi TONBKO U3 MIEPEMEHHOMN
ifEntry.n.n . BoamoxHsbI cneayromume nepeMennsie: InOctets,
InUcastPkts, InNUcastPkts, InDiscards, InErrors,
InUnknownProtos, OutOctets, OutUcastPkts, OutNUcastPkts,
OutDiscards, OutErrors u OutQLen.

Sample type

Tun Be16opku. [l yKka3aHHON EPEMEHHOMN TECT MOKET ObITh
BBINOJIHEH U151 a0COMIOTHBIX 3HAUEHUH WM UX
OTHOCHUTEIIBHOTO U3MEHEHUSI.

Value

CrarucTrueckoe 3HaUeHHE B TEUEHUE MTOCIIEIHETO Mepruoa
BBIOOPKH.

Startup Alarm

BriOupaeTt MeTos, KOTOphIid Oy1eT UCTIOIh30BATHCS TSt
BBIOOPKH BHIOPAHHOM MIEPEMEHHON U BHIYUCIICHHS 3HAYCHUS,
KOTOPOE€ CPaBHUBAETCSI C MOPOTOBBIMU 3HAUCHHUSIMH.

Rising Threshold

BxuroyaeT curnanuzanuio, Korjaa 3Ha4eHHe NEPBbIN pa3
MIPEBBICUT TOPOTOBOE 3HAYEHHE MOAbEeMa MO0 CTaHeT
MEHBIIIE, YEM IIOPOTrOBOE 3HAYEHUE CIaja.

Rising Index

Wunexc noabeMa st coobiTus. Jluamazon 1~65535.

Falling Threshold

[ToporoBoe 3HaueHue cnaga. Eciu Tekylee 3HaY€HUE CTAaHET
MEHbIIIE TOPOrOBOr0 3HAYEHUS CNaja v, PU 3TOM, IOCIEIHEE
3HAYECHHE BBIOOPKHU OOJIBIIIE TOTO MMOPOTOBOTO 3HAYCHUS, TO
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BbIIaeTCs curHanu3anus. [locie reHepanuu coObITHS CTaza,
Jpyroe Takoe COOBITHE He OYJeT CreHEpUPOBAHO JI0 TEX TI0pP,
MOKa 3HaYCHHUE BEIOOPKU HE CTAHET OOJIBIIE ITOPOTOBOTO
3HAYEHUS CIaJia, JOCTUTHET IOPOrOBOI0 3HAYCHHS MObeMa U
CHOBa BEPHETCSI K TOPOTrOBOMY 3Ha4CHUIO craja. (/uamnason:
ot -2147483647 no 2147483647).

Falling Index Wupekc cnana aist codbitus. Jnanazon 1~65535.

| Add New Entry |

Knomnka CITY’KUT JUIsl TOOaBJICHUS] HOBOW 3aITUCH.

RMON Event Configuration (Hactpoiika coobiTuit RMON) (Puc. 4.45) (Ta6u. 3.43).
Ha sToii cTpaHwuiie MOYKHO 3a/1aTh OMEPAIIHIO, KOTOPas BBHIIOIHIETCS PU BBIAAYC CUTHATH3ALHH.
RMON Event Configuration

Delete | ID | Desc | Type | Event Last Time
| Delete | | || | [none v | 0

| Add Mew Entry | | Save || Resef |

Puc. 3.45 — Hacrpovika cobbitmi RMON

Tabnmya 3.43 — Hactpovika cobbimmi RMON

Delete Y nanenue TeKkyuien 3anmcu.

ID Hnnexc ID. qunamazon 1~65535.

Desc BBenute B 3TO moJie onucaHue JUisl TaHHOTO BXO/A.

Type BriGepute THI COOBITHS, KOTOPOE OyAET BRIOUPATHCS IPH

cpabaTbhIBAHUU CUTHAJIM3ALIUU:

* None (Her): CoObITHE creHeprpoBaHO HEe OyeT.

* Log (Kypnain): Korga renepupyercs coObITHE,
reHepupyercs u 3anuch )xypHaina RMON.

* snmptrap: MOChUIaeT COOOLIEHHE trap BCEM YCTaHOBIECHHBIM
MeHeJ[KepaM COOOLeHHH trap.

* logandtrap: O coObITuU cO3/1aeTCs 3alUCh B )KypHAJIE,
NochlIaeTCs cooOLIeHue trap.

Event Last Time Bpems nocnennero coobitus. 3nauenue sysUpTime, korga
COOBITHE I ATOTO BX0/1a ObUIO CT€HEPUPOBAHO MOCIETHUIN
pas.

| Add New Entry | .
KHomka ———————— ciyuT 1t 10OaBIICHUS] HOBOM 3aITUCH.

3.2.18 Network. Cern

3.2.19 Port Security Limit Control Configuration. YnpasiieHue 6€30macHOCTH opTa
Oynkuus ynpasieHueM oezonacHocTbio mopta (Port Security Limit Control) Mo>xeT orpaHUYUTb
YHCIIO TOJI30BATENEH, KOTOPBIM pa3pelieH JOCTYIl K KoMMyTaTopy Ha ocHoBe MAC- anpecoB u
VLAN ID (BbimosiHsieTcst Aiisi KakJ10ro nopta). Kak ToapKo YMCiIo Moib30BaTeNeH, JKeaaromux
MOJTYYUTh JOCTYIT K KOMMYTATOPY, MPEBBICUT 3a/IaHHOE YUCIIO, OyIeT HEMEIJICHHO BBITIOJTHEHA
BBIOpaHHAas Oreparms.
st moctyna K HacTpoikaM He0OXOIMMO TePENTH TI0 BKIIAIKE
Configuration—Security—Switch—Network— Port Security—Configuration (Puc. 3.46) (Ta6:x.
3.44).
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Port Security Configuration

Global Configuration

Aning Enabled | |
Aging Period 3600 saconds
Hold Time |3-:|E- | seconds

Port Configuration

Port| Mode | Limit

*

Disabled »
Disabled w
Dizablad »
Disabled »
Dizabled »
Disabled »
Disabled w
Disabled »
9 | Disabled v
10 | Dizabled w

[y TR = B L

[ I ]

N
W
E IR S S R R R R R S

| Violation Mode | Violation Limit | Sticky | State

W
C Disabled
[ Disabled
C Disabled
[ Disabled
[ Dizabled
[ Disabled
[ Disabled
C Disabled
C Disabled
[ Disabled

R R - O S S S - S N -

Puc. 3.46 — Yrnpasrierne 6e30nacHocTy rnopra

Tabrmmuya 3.44 — YripasieHne 6€30racHocTv nopra

System Configuration (HacTpoiika cucTems)

Aging Enabled

Bxmrounts ycrapeBanue. Eciu B 3ToM 1osie ycTaHOBJEH (uar,
TO OLIEHUBAETCs «Bo3pacT» Oe3omacHbIx MAC-apecoB B TOM
CMBICIIE, B KOTOPOM OH YYUTHIBaeTCs napameTpoM Aging
Period (Cpoxk ycrapeBanus). Korga ycrapeBanue BKIIOUEHO, C
TOTO MOMEHTA, KaK KOHEUHBIN XOCT CTaHET 0€30MaCHBIM,
3amyckaercs tanumep. [Io nereuenun talimepa, KOMMyTaTop
Ha4YMHAET UCKATh KaJpbl KOHEUHOI'O XOCTa U, €CIIU TAKUX
KaJpOB HE MOSBIISAETCS B TEUEHHE CIEIYIOLIEr0 CPOKa
ycrapeBanus (Aging Period), To npeamnonaraercs, 4yTo
KOHEYHBIN XOCT OTKJIIOYMJIICS U HA KOMMYTaTope
0CBOOOXK/IAIOTCSL COOTBETCTBYIOLINE PECYPCHIL.

Aging Period

Ecnu B mone Aging Enabled (YcrapeBanue BKIIIOUEHO)
yCTaHOBIIEH (pJIar, TO CTAHOBHUTCSI BO3MOXKHO 33/1aTh
XKellaeMoe 3HaueHHe cpoka ycrapeBanus. [1o ymomuanuro
yYCTaHOBJIEH Cpok ycTapeBanus 3600 cekyna. JlomycTumblii
nuanasoH 3HadeHuid ot 10 go 10 000 000 cexyH.

Hold Time

Bpewmst yiepskaHusi, ©3MepsieMoe B CEKyH/IaX, HCIIOJIb3YeTCS
JUISL OTIpeJIeNIeHus TOTo, Kak 1oiaro MAC-aapec XxpaHuTcs B
tabnuue MAC-anpecos, eciu OblII0 0OHAPYKEHO, YTO OH
HapyIlaeT orpaHuyeHue. JlomycTuMelii AUana3oH COCTaBiIseT
oT 10 1o 10 000 000 cexyHna, mo ymondanuto - 300 cekyHz.
[Tpuunna coxpanenus Hapymatomero MAC-aapeca B
tabnuue MAC-aapecoB 3aKir0o4aercs B IEPBYIO 0Uepeb B
TOM, YTOOBI TAPAHTUPOBATh, YTO OAMH U TOT ke MAC-aipec
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HE BBI3BIBAET HEMIPEPHIBHBIX YBEJAOMIICHUHN (€CIIM BKIIOUEHBI
YBEJAOMJICHHSI O KOJIMYECTBE HAPYILICHUH).

Port Configuration (Hacrpotika mopra)

Port OTtobpaxcaeTcst HOMep mopTa. “*”” 0o3Ha4arOT MpUMEHEHHE KO
BCEM IMOpTaM.
Mode Bxirouaer miu BBIKIIIOYAET yNpaBiIeHHE OrpaHUUYEHUEM

KOJIMYECTBA XOCTOB MOPTA (IO KAXAOMY MOPTY OTIEIBHO).
YrtoOsI crienaTh JaHHYIO QYHKIIUIO pab0oTOCIIOCOOHOH,
HE00X0IMMO BKJIFOYHTH €€ KaK INI00abHO, TaK U JIJIs IOpTa.

Limit Bxirouaer miM BBIKIIIOYAET yIpaBiIeHHE OrpaHUYEHUEM
KOJIMYECTBA XOCTOB MOPTA (IO KAXAOMY MOPTY OTIEIBHO).
YrtoOsI crienaTh JaHHYIO QYHKIIUIO pab0TOCIIOCOOHOM,
HE00X0IMMO BKJIFOYHTH €€ KaK INI00abHO, TaK U IS IOpTa.

Violation Mode Br16op pexuma npu npesbimieann npegena MAC-aapecos Ha
opTy

Protect — auyero He npeaNpPUHUMATD

Restrict - Eciiu ipenen gocturayT, nocienyromue MAC-
azpeca nopra OyayT MOJACYUTAHBI U OTMEUEHBI KaK
Hapymarotue. Takue agpeca MAC ynanstorcs U3 TabIuIbI
MAC-aapecoB 1o UICTCUCHHH BPEMEHH yiep kaHus. B
Jy4IIeM ciiy4yae HapyuieHus npeaenbHbix 3HayeHuit MAC -
aJipec MOXET OBbITh MOMEYEH KaK HapyIlIEHUE B OO0
MOMCHT BpEMEHH.

Shutdown- Ecmu npeen T0CTUTHYT, TO 3TO MPUBEIET K
OTKJIFOUEHUIO MOpTa. ITO 03HAYAET, UTO BCE 3AIUIICHHBIC
MAC-anpeca OyayT yaaiaeHbl U3 IOpTa U HOBBIE aapeca He
OYyIyT U3YYECHBI.

Violation Limit Hactpoiika makcumanbHOTO KonmaectBa MAC-anpecos,
KOTOpPBbIE MOTYT OBITh IOMEUYEHBI KaK HapyIIaroIiue 3TOT
nopT. ITO ynciio He MoxkeT npeBbimath 1023. ITo ymomuanuio
- 4. OH ucnonb3yeTcs TOAbKO TOT/AA , KOT/Ia YyCTaHOBJIEH
pexuM restrict

Sticky Bxmrouenne npukxperennss MAC-agpecos k nopry. Korna
MOpT HaxoAuTcA B pexkuMe sticky, Bce MAC-anpeca,
KOTOpBIE B IPOTUBHOM clTyyae ObUIH Obl M3YUYEHBI KaK
JUHAMHYECKHE, Y3HAIOTCS KaK 3aKpEIJICHHBIE.
[Ipukpennennsie MAC-aapeca sBISIFOTCS 4acThio paboueit
KOH(UIypaIyu 1 Mo3TOMY MOTYT ObITh COXpaHEHBI B startup-
config. Ilpukpennenusie MAC-anpeca coxpaHsoTcs Ipu
U3MEHEHUHU CCBIJIOK (B OTJIMYHME OT IMHAMUYECKHUX, KOTOPBIE
MPHUIETCS 3alIOMUHATh 3aHOBO). OHU TaKXe BBLACPKUBAIOT
nepesarpysKy, eciiv pabodas KOHPUTypaIus COXpaHeHa B
startup-config.

State OTtobOpakaeTcst TEKyIlee COCTOSTHUE MOpPTa ¢ TOUKH 3PEHUS
YIPaBJIEHUS] OTPAHUYEHUEM KOJIMYECTBA XOCTOB MOPTA.

Port Security Static and Sticky MAC Addresses. Hactpoiika cTaTH4ecKHX 1
¢puxcupoBanubix MAC-aapecos.
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s moctyna K HacTpoKaM HeoOX0IMMO TePEHTH TI0 BKIIAIKE
Configuration— Security—Switch—Network— Port Security —>MAC Addresses (Puc. 3.47)
(Tabm. 3.45).

Port Security Static and Sticky MAC Addresses

Delete | Port | VLANID | MAC Address | Type
| Delete | [Select . v | | 1| | 00:00:00:00:00:00 | [Static v

| Add New MAC Entry |

Puc. 3.47 — Hactporika cratmyeckux u ¢ukcnpoBaHHbsix MAC-agpecos

Tabnuua 3.45 — Hactpovika ctatmdeckmux u gukcupoBarHbix MAC-agpecos

Delete Y TaInTh TEKYIIYIO 3allUCh
Port Howmep nopta, k koTtopomy npussizan MAC-anpec.
VLAN ID Waentndpumkatop VLAN
MAC Address MAC-anpec
Type Yka3bIBaeT TN 3aITUCH M MOKET OBITh CTATUYCCKUM WA (DUKCHPOBAHHBIM
| Add New MAC Entry | .
Knomnka CILy>KHT JUIsl T0OaBIECHUS HOBOM 3aIMUCH.

3.2.19.1 NAS (Network Access Server)

KondurypupoBanue cepsepa noctyna B cetb (Network Access Server) mone3Ho B ceTeBoi
cpelie, B KOTOPOH jKeNaTelIbHO ay TeHTH(PHUIIMPOBATH KIIMEHTOB (supplicants) 10 Toro, kak oHU
MOJTy4YaT AOCTYII K pecypcam 3amuiieHHon cetu. s 3¢ (GeKTUBHOTO yrpaBiIeHHs TOCTYIIOM IS
HensBecTHbIX KineHToB, IEEE pa3paboran ctangapt 802.1X, oGecneunBaromuii mponeaypy
ayTeHTU(UKALUU HA IOPTY, PEeOTBPAILAIOIIYI0 HECAHKLIMOHUPOBAHHBIN JTOCTYII K CETH IO
3arpocam I0JIb30BaTeNei, BIIEPBHIE MTPEIOCTABISIOMINX YUETHBIE TAaHHBIC [T [eNei
ayreHTH(uKanuu. KommyTtaTop, coeAMHSAIONUI KIMeHTOB U radius-cepBep, 00bIYHO paboTaeT
Kak ayTeHTHpHuKaTop. {1 oOMeHa coo0IeHUIMH ayTeHTU(PUKAIIMY MEXAY KIMEHTaMH U
ynaneHHsiM RADIUS-cepBepoM, NpoBepsIIOIINUM ayTEeHTUYHOCTb MOJIb30BATENs U €ro MpaBa
nocryna, ucronbzyercss EAPOL (pacimmpeHHbI IpOTOKOI ayTeHTU(PUKAIIMY 110 JIOKATbHBIM
cersaM). Ha nanHo# cTpaHuIle MOKHO HACTPOUTH KOH(UTYpaIUIo ayTeHTU(UKaTopa 1o
r7100abHO, TU00 1711 KaXK/I0T0 MOpTa OTAEIBHO.

Jliis noctyna K HacTpoikaM HE00X0AMMO MEpeNTH M0 BKIIAJKe
Configuration—Security—Network—NAS (Puc. 3.48) (Tabu. 3.46).
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Network Access Server Configuration

System Configuration

Mode

Digabled [

Reauthentication Enabled

Reauthentication Period

3600 seconds

EAPOL Timeout

30 | secands

Aging Period

[300 | seconds

Hold Time

[10 | seconds

RADIUS-Assigned QoS Enabled

RADIUS-Assigned VLAN Enabled

Guest VLAN Enabled

Guest VLAN ID

1

Max. Reauth. Count

2

Allow Guest VLAN if EAPOL Seen

Port Configuration

RADIUS-Assigned

RADIUS-Assigned

Guest

£

Farce Authorized
Force Authorized

Mmook W

Force Authorized
6 |Force Authorized  w
7 |Force Authorized
8 |Force Authorized  w
9 |Force Authorized  w

10 [Force Authorized  w

Glabally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

i R QoS Enabled VLAN Enabled | VLAN Enabled | POt State Restart
L " B C —
1 Globally Disabled
2 |Force Authorized W Globally Disabled

Puc. 3.48 — KoH@urypmposaHue cepsepa AOCTyrna B CETh

Tabmmya 3.46 — KoHgurypupoBaHue cepsBepa JOCTyrna B CETh

System Configuration (Hactpoiika cuctemsl)

Mode

Bxurouaer Ha kommyTaTope riodanbHo 802.1X u ayTeHTHduUKaIuio Ha
ocHoBe MAC- anpecos. Eciu ri106ambHO 3T IPOTOKOJIBI BBIKJIIOUEHBI,
nepesiada KaJpoB OyJeT pa3pelieHa Ha BceX MopTax.

Reauthenticatio
n Enabled

YcTtanoBure ¢ar B 3TOM 1oJie, 4TOObI pa3pemuTh KITUEHTaM MOBTOPHYO
ayTeHTU(UKAIHIO 110 UCTCUYCHUN HHTEPBAJIa BPEMEHH, 3a/IaHHOTO B ITOJIC
"Reauthentication Period" (MuTepBan noBTOpHON ayTeHTU(UKALINN).
[ToBTOpHYIO ayTCHTH(PHUKAIIUIO MOKHO HCITOJIB30BATh JUISI ONIPEICIICHHUS
TOT0, MOAKIIYEHO JIM K MOPTY KOMMYTaTopa HOBOE YCTPOMCTBO.

Reauthenticatio
n Period

WHuTepBan BpeMeHU, 10 UCTEYEHUH KOTOPOTO MOAKIIOUEHHOE YCTPOMCTBO
MOET OBITh ayTeHTU(HUIIMPOBAHO MOBTOPHO. [10 yMOIUaHHIO YCTaHOBIIEH
MHTEpBaJl NOBTOpHOM ayTeHTUuKauuu 3600 cexyna. JlomycTumsblit
Juana3oH 3HaueHui ot 1 1o 3600 cexkyH.

EAPOL
Timeout

WuTepBan BpeMeHH, B TE€UEHHE KOTOPOTr0 KOMMYTaTop OyIeT OKuIaTh
OTBET OT MOAABILETrO 3aIIPOC Ha JOCTYII K CETH YCTPONCTBA B TEUEHUE
ceccHM ayTeHTH(HUKAIUU Iepes TeM, Kak nepenath naker Request Identify
(3anpoc unentudukanun) EAPOL. [To ymonmuanuto 3anano 30 cexyH.
JonycTtumplii tnana3oH 3HadeHuid ot 1 10 65535 cexkyHa.

Aging Period

WuTepBan BpeMeHH, ONpeAeIonui J0MyCTUMOE BpeMs JOCTyIa KINEHTa
K KoMMyTaTopy Juist ayrentudukammu no 802.1X u MAC- aapecy. [1o
yMom4yaHuto coctaisier 300 cexkyH. JlomyCcTUMBIN quamna3oH 3HAa4YeHUH OT
10 no 1 000 000 cexynn
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Hold Time

Bpewms, o ucreyenun Kotoporo unauuupyercs orkaz EAP, mu6o
npeBbillieHre nHTepBasia oxuaanns RADIUS, u3-3a yero KIMeHT He
MOJTYYWJI TOCTYI. ITa HACTPOHKA MPUMEHSIETCS K OpTaM, pabOTarOIIUM
npu ayreHTudukanun Single 802.1X, Multi 802.1X unu Ha ocHoBe MAC -
anpecos. [1o ymonuanuto BpeMs yaepkuBanus coctasisier 10 cexyH.
Honyctumblii tuana3on 3HadeHui ot 10 1o 1 000 000 cexkyHa.

Radius - YcranoBute (iar B 3TOM 10JI€, YTOObI [NI00aTbHO BKIIOUUTH QOS,

Assigned QoS HaszHadaembiii RADIUS.

Enabled

Radius- Homep VLAN, naznauennbiiit RADIUS, obecnieunBaeT cpencrpa s

Assigned VLAN | uentpanuzoBanHoro ynpasieHuss VLAN, KOTOpOMy NPHHAIICKUT

Enabled YCHEIIHO ayTeHTU(PHUIIMPOBAHHOE YCTPOUCTBO, MOAKIIOYEHHOE K
kommyTtaropy. s VLAN, npucBoenHoMy mipotokosnoM RADIUS, Oyner
KJIacCU(PUITMPOBATHCS M1 KOMMYTHPOBAThCs BXoasuui Tpaduk. RADIUS-
cepBep JI0JDKEH ObITh HACTPOEH Ha Mepeiavy CHelUalbHbIX aTpHOyTOB
RADIUS s nony4eHus NpeuMyIiecTB OT 3T0M pyHKIMU. Y CTaHOBKA
¢nara B mone "RADIUSAssigned VLAN Enabled" mo3Bossier OpIcTpO
(r106asibHO) BKITFOUUTE/BBIKIIOUUTH pucBoenre RADIUS-cepBepom
meTok VLAN. Korna ¢uar ycraHoBiieH, 1y0JUKaThl HACTPOEK
WHAUBUAYAIBHOTO TIOPTa OMPEEISIIOT, BKIFOUEHO JIM Ha TAaHHOM MOPTY
npucBauBanne VLAN npotokonom RADIUS. Korna ¢uar B mose cHsT,
npucBauBannue VLAN nporokonom RADIUS oTkit0ueHO Ha BCeX MOpTax.

Guest VLAN I'ocreBas VLAN saBasercsa cuenpanbHor VLAN, THINYHBEIM Ha3HAYCHUEM

Enabled KOTOPOM ABIIETCS IPEIOCTABICHIE OIPAHUYEHHOTO I0CTYIIa K CETH.

Korna ¢nar ycranosieH, 1y0auKkaTsl HACTPOSK HHIMBHUIYaTbHOTO TIOPTa
OIpEeNIeNSIOT, MOXET JIM NOPT ObITh nepeMentieH B rocteByto VLAN. Korna
¢uar B mojie CHSIT, BO3MOXKHOCTh IIepeMelleHus opra B rocteByro VLAN
OTKJIIOYEHA Ha BCEX MOpTax.

Guest VLAN ID

Homep VLAN ID paGotaet TosbKO B TOM ciiy4ae, korjaa rocteBas VLAN
BkitoyeHa. VLAN ID npeacrasnser co6oit 3HaueHHe, IpUCBaUBacMOe
NOpTy, ecinu nopt nepemeniaercs B rocreByto VLAN. /luana3zon 3HaueHui:
ot 1 o 4095.

Max. Reauth. MakcumanbHO€ YUCIIO TOBTOPHBIX ayTeHTU(PHKauii. MakcumanbHOe

Count YHCII0 Tepeiad KOMMYTaTOpOM Kajipa 3anpoca ujneHtudukannu EAPOL,
ocTaronuxcs 6e3 oTBeTa mepes| TeM, Kak mopT OyJeT 100aBIeH B TOCTEBYIO
VLAN. 3HadyeHne MOXeT ObITh U3MEHEHO TOJIBKO B TOM CIIy4ae, €ClIi
rocteBas VLAN BximoueHa rinob6anpHo. J{manazon 1~255.

Allow Guest Paspemars rocreByto VLAN, ecnu Buien EAPOL. KomMMyTatop nomHur,

VLAN if obu1 1 puHAT Kaap EAPOL B Treuenune Bpemenu xu3Hu nopra. Korna

EAPOL Seen KOMMYTAaTOp IPUHUMAET peleHue 0 BxoJe B rocreByto VLAN, oH cHavana

IIPOBEPSIET, BKJIIOUEHA WJIM BBIKIIIOUEHA 3Ta oMnuus. Eciu oHa BeIK/IIOUYEHA
((nar B mose cHAT — 3HaAYSHHUE IO YMOJIYAHUIO), KOMMYTaTOp BOMIET B
rocreByto VLAN Ttonbko B ToM cityuae, ecnu kaap EAPOL nHe Obu1 npunsr
Ha MMOPTY B TEUEHHE BPEMEHH >KU3HU nopTa. Ecnu onuus BritoueHa (diar
B I10JI€ YCTAHOBJIEH ), KOMMYTaTOp BoiaeT B rocreByto VLAN, naxe eciu
kagp EAPOL Obu1 npuHAT Ha OPTY B TEYEHUE BPEMEHHU KHU3HH MOPTA.
3HaueHue MOXKET ObITh H3MEHEHO TOJIBKO B TOM Cllydae, €Clid ToCTeBast
VLAN BKJIt0YeHa I7100aJIbHO.

Port Configuration (Hactpoiika mopra)

Port

Howmep nopta. “*” o3HayaeT npuMeHeHHe KO BCEM IIOPTaM.

Admin State

BriOupaer pexxum ayreHTH(uKanuu nopra. /lanHas HacTpoiika paboTraer
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TOJILKO B TOM ClIy4ae, Korja riao0ansHo BkitodeH NAS. Pexumbl paboThl:
Force Authorized (Ilpunyautenbhas apTopusanus): B aTtom pexume
paboThl 56 KOMMYTaTOp OTIPABUT OJUH KaJp yCIEIIHON
(ayrentudukanun) EAPOL, ecum ocymiecTBiIseTcs: MOAKIIOYEHUE K TTOPTY,
IIPY 3TOM JII0OOMY KIIMEHTY Ha MOPTYy OyJIeT pa3pelieH JO0CTyl K ceTu 0e3
ayTeHTU(UKAIUH.

* Force Unauthorized (IlpunynurenpHast He aBTopu3anus): B aToM pexxnme
paboThl KOMMYTATOpP OTIPABUT OJMH KaJp OTKa3a (ayTeHTU(HHUKALINN)
EAPOL, ecu Oymet ocyIIecTBISETCS TOJKIIOYEHHUE K TIOPTY, IPU 3TOM
Tr000MY KIMEHTY Ha MOpTy OyJeT 3alpeleH JOCTYIl K CETH.

* Port-Based 802.1X (802.1X na ocHoBe nopTta): B 3TOM pexxnme paboTbl
TpedyeTcs, 4ToObI cepBepoM ayTeHTUGUKAIIMU ObLT aBTopr30oBaH dotlx-
coBMeCTUMBIN KinueHT. Kimenram, He obmanaronium dotlx-
COBMECTHMOCTbIO, JOCTYII OyAET 3alpeLIeH.

* Single 802.1X (AyTeHTuduKaIMs IPEUMYIIECTBEHHO OJIHOTO YCTPOMCTBA
no 802.1X): B pexxume padotsl Single 802.1X, ayTeHuuduiupoBaThCcs Ha
nopTy OyeT MPEeNMYIIECTBEHHO OHO KIMEHTCKOE YCTPOMCTBO,
OTITPaBHBILIEE 3aMIPOC HA JOCTYII K pecypcam ceTH. J{Jist CBSI3U MeX Ty
KJIMEHTCKUM YCTPOMCTBOM U KOMMYTAaTOPOM UCHOJIb3YIOTCS HOPMAJIbHbIE
kaapsl EAPOL. Ecnu k nopty nogkiroueHo 0osee 0lHOr0 KJIMEHTCKOIO
yYCTPONCTBA, NEPBBIM U3 HUX OYJET CUUTAThCS TO, KOTOPOE MOSIBUIIOCH
paHbIIIe BCEX OCTAIBHBIX B TOT MEPHOJI, KOTa MopT ObLT BKIIOUeH. Ecin
TaKO€ KIIMEHTCKOE YCTPOUCTBO HE OTIPABUIIO PABHIILHON YUETHOM
nHPOpPMALIMU B TEUCHUE 33JaHHOTO BPEMEHH, [IIAHC TIOJYYHT APYToe
KJIMEHTCKOE yCTpOoHCTBO. Kak TONBKO KIMEHTCKOE yCTpoiicTBO Oy et
YCHEIIHO ayTeHTU(PUIIMPOBAHO, TOJIBKO €My OyIeT pa3pellieH A0CTYIl. DTOT
pekuM paboThlI siBiIsieTCsl Hanbosee 6e30acHbIM U3 BCeX
MOJIEP’)KUBAEMBIX PEKUMOB. B 3TOM pesknme Jutst odecrieueHust
6e3onacHoct MAC - aipeca KJIMEHTCKOTO yCTPOUCTBA UCIIOIb3YeTCs
moayis “Port Security” (bezonacHocth mopTta) (1mocie Toro, Kaxk
YCTPOHCTBO OyAET YCIEIIHO ayTeHTU(PHUIIUPOBAHO).

* Multi Single 802.1X (AyrenTudukanus MHOTUX 57 yCTPOMCTB 1O
802.1X): B pexxume pabots Multi 802.1X, ogHo uiau 6ojiee KIMEHTCKUX
YCTPOHCTB MOTYT OBITh ayTeHTU(UIIMPOBAHEBI HA OJJTHOM M TOM € MOPTY B
OJIHO U TO k€ BpeMs. Kaxxnoe kimneHTckoe ycTpoiicTBO
ayTeHTU(ULKpPYEeTCcs UHANBUIyallbHO; ero 0ezonacHocTh B Tabmuie MAC
- afpecoB oOecnieunBaeT Moayib “Port Security” (bezomacHocTs mopra).

* MAC-based Auth. (ABropuzauus Ha ocHoBe MAC - anpecoB): B
otanuue oT ayreHTudukanuu 8§02.1X, npu ayTeHTU(UKAIIUN HA OCHOBE
MAC - agpecoB He IpUHUMAKOTCS U He nepenarorcs kaapsl EAPOL. [1pu
ayreHTH(UKanuu Ha ocHoBe MAC - afpecoB, AJ1s OJOBUHBI KJIMEHTOB
KOMMYTAaTop paboTaeT, KaK KIMEHTCKOe YCTPONUCTBO, MOCIIaBIIEe 3aIpOC
Ha JIOCTYT K pecypcam cetd. HauanbHbli kaap (j1000ro Tumna),
OTITPaBIICHHBIN KIIMEHTOM, aHAITM3UPYETCSI KOMMYTaTOPOM, KOTOPHIH, B
CBOIO ouepe.b, ucnoiabzyeT MAC - ajipec KJIMEHTa B KaueCTBE HMEHH
MOJIK30BaTENS ¥ MapoJIs B TociieaytomeM oomene nanapiMu ¢ RADIUS-
cepBepomM 1o EAP. 6-6aiitabiit MAC - anpec npeoOpas3yeTcs B CTPOKY
BUJA "XX-XX-XX-XX-XX-XX", Iie TUpe (-) UCIIOJIb3YETCS B KaUeCTBE
CHUMBOJIAa-Pa3/IeIUTENs MEX Ty HIECTHAAUATUPUIHBIMU [IUPpaMu
(3amMcaHHBIMU CHMBOJIAMH HUKHETO peructpa). KommyraTtop
HOJIEP>KUBAET TOJIbKO MeToJ1 ayTeHTuukaruun MD5-Challenge, mostomy
RADIUScepBep foikeH ObITh COOTBETCTBYIOIIMM 00pa3oM
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CKOH(UTYpHPOBaH.

Radius-
Assigned QoS
Enabled

Ycranosure ¢utar B 3ToM 10J1€e, 4To0bl BkIounTh RADIUS-ASsigned QoS
Ha TOPTY.

Radius-
Assigned VLAN
Enabled

YcranoBuTte ¢uiar B 3ToM 1oe, yToosl BKitounTh RADIUS-Assigned
VLAN Ha nopty.

Guest VLAN
Enabled

YcranoBute (iar B 3TOM 110Jie, YTOOBI BKIIIOUNUTH TocTeByr0 VLAN Ha
MopTYy.

Port State

OTtoOpaskaeTcs TeKyIllee COCTOsIHUE MOpTa (B CMbICIIE ayTeHTU(PHUKAIIIT
802.1X). Bo3MO>XHBI ClIEAYIOIINE COCTOSIHUS:

* Globally Disabled (I'mo6anbno BeIKITIOUeH): AyTeHTHuKarms mo 802.1X
u ayrenTudukanus no MAC-aapecam ri100ambHO BHIKITIOUYCHBI.

* Link Down (ITopt BeIKiFOUEH): AyTeHTudukanus mo 802.1X u
ayreHTudukanus no MAC-agpecam BKJIIOUEHBI, HO K IOPTY HUYETO HE
MOJIKJIFOUEHO.

* Authorized (ABTopu3oBan): [lopT NpuHYIUTEIHHO MEPEKITIOUECH B
ABTOPU30BAHHBIN peXUM pabOThl U KJIMEHTCKOE YCTPOMCTBO YCIEITHO
ABTOPH30BAHO.

* Unauthorized (He aBropusoBan): [lopT npuHyauTeIbHO NEPEKIIOUEH B
HE aBTOPU30BAHHBII PEKUM pabOTHI, aBTOPU3AIUS KIMEHTCKOTO
yctpoiictBa RADIUS-cepBepoM Oblita HEeyCHEeITHOM.

* X Auth/Y Unauth (X aBropm3oBano/Y He aBTopu3oBaHo): [TopTt paboraer
B PEKHMME C MHOXXECTBOM KIIMEHTCKUX YCTPOUCTB. X KIMEHTCKUX
YCTPOWCTB aBTOPU30BaHO, a Y — HE aBTOPU30BAHO.

Restart

ITpu nepe3anycke ayTeHTU()UKALNMN KIMEHTA UCIOIb3YETCsl OAMH U3
METO/IOB, ONMCAHHBIX HIDKE. VIMelTe B BHy, YTO KHOIIKH IIepe3anycKa
paboTOCTIOCOOHBI TOJIBKO B TOM ciIydae, KOrja Ha KOMMYTaTope ri1o0aibHO
BKJIIOUEH peXUM ayTeHTH(uKaluu (Ha ctpanuue System Configuration
(Hacrpoiika cucremsr), a Admin State (AAMHUHHCTPATUBHOE COCTOSTHUE)
nopra umeet 3HaueHue EAPOL-based (Ha ocHoBe EAPOL) niin MAC-
Based (na ocnoBe MAC-aapecoB). [Ipu Ha)kaTuu KHOIIOK HAaCTPOMKH Ha
cTpaHulle u3MeHeHbl He Oy yT. Reauthenticate ([ToBropHas
ayreHTH(uKanus): [loBTopHas ayTeHTH(PHUKAIMS B TOM clly4yae, Korjaa
MCTEKAeT TIepUO/]] TUIIIMHEI HA TIOPTY (ayTeHTH(HKALNS HAa OCHOBE
EAPOL). [Ipu ayrentuduxannu Ha ocHoBe MAC-aipecoB, MONbITKA
MOBTOPHOM ayTeHTH(UKauK OyIeT MpennpuHsaTa HeMeaaeHHo. KHonku
OyayT pabOTOCIIOCOOHBI, €CIIH KJIMEHTHI YCIENIHO ayTeHTU(UIIMPOBAHBI Ha
MOPTY, U HE OyAyT paboTOCTIOCOOHBI, €CIIM KIIMEHThl BpEMEHHO HE
aBTopu3oBaHnbl. Reinitialize (IloBTopHas nHMnManu3anus): Beimonusercs
NPUHYIUTEIbHAs TOBTOPHAS HHALIMAIN3AIUS KIMEHTOB Ha MOPTY, a 3aTeM
— HeMeJIeHHas MOBTOpHAas ayTeHTuuKkanus. Korna uner noBropHas
ayTeHTH(HUKAINS, KIUEHTHI OyIyT NepeBeCHbI B HEABTOPH30BaHHOE
COCTOSIHUE.

3.2.19.2 ACL. Cnucku gocTyna

ACL sBnsieTcst IOCIeI0BATENbHBIM CITUCKOM, UCTIONB3YEMBIM IS Pa3pellieHus WK 3arpeTa
JIOCTYTIA MOJTh30BaTeNel K MH(POPMAITUH WK K BBITIOJTHEHHIO 3a1a4 10 ceTH. B tanHOM
KOMMYTAaTOpe MOJIb30BaTEIM MOTYT 33JaTh MPaBuIia, IPUMEHsIEeMbIe K HOMEpaM MOPTOB s

140




pa3penieHus Win 3arpera onepanuii Wik orpaHuYeHus IpeAebHOM ckopocTu. st joctymna K
HACTPOIKaM HEOOXOMMO TIEPEUTH IO BKIIATIKE
Configuration— Security— Switch—Network—ACL.

ACL Ports Configuration (Konpurypupoanue ACL nns mopros) (Puc. 3.49) (Ta6mn. 3.47).

ACL Ports Configuration

Port | Policy ID | Action [ Rate Limiter ID | Port Redirect [ Mirror | Logging | Shutdown | State [ Counter

Disabled

* 0 |c>

vl =~ ol [~ [E_ v[E v [= v .

A

Port 2
Disabled

-

0| [Permit | [Digabled v | Fort 1 |Disabled v | [Disabled v | [Disabled | |Enabled » | 0

Pot2 -
Disabled

2 0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled v | [Disabledw | |[Enabled | 616455

Pot2 ~
Disabled

(58]

| o [Pemitv] [Disabled v|  |Pert 1 [Disabled v | [Disabled w| [Disabled | [Enabied | 0

Pot2 -
Disabled

N

[ o [Permitv] [Disabled~|  |Port 1 |Disabled v | [Disabled v | |Disabled | [Enabled v | 0

Pot2 ~
Disabled

(5]

0| [Permitw | [Digabled v | Port 1 |Disabled v | [Disabled v | [Disabled | |Enabled » | 0

Port2 -
Disabled

o

0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled »| [Disabled v | [Enabled + | 0

Pot2z
Disabled

-

0| [Permitw| [Disabled v | Port 1 [Disabled v | [Disabled »| [Disabled~| [Enabled +| 0

Pot2z ~
Disabled

L] 0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled | |Disabledw | |Enabled w | 1]

Pot2 ~
Disabled

[f=]

[ o [Pemitv] [Disabled~|  |Port 1 [Disabled v | [Disabled v| |Disabled~| [Enabled | 0

Pot2z ~
Disabled

10 [ o] [Pemitv] [Disabledw|  |Port 1 [Disabled v | [Disabled v| [Disabled v | [Enabied v | 0

Fort 2

L]

Puc. 3.49 — KoHgurypuposarne ACL A1 nopToB

Tabnmya 3.47 — KoHgurypuposarnmne ACL 47159 nopToB

Port

Howmep mopra

Policy ID

[TpucBamBaeT UACHTUHUKATOP MPABHII CIIUCKA JOCTYTIA OTPEICTICHHOMY
nopty. [TopT MOXeT UCTIONb30BaTh TOJIBKO OJUH UACHTU(DUKATODP MPABUI
CIHCKa JJOCTYTIA, OJTHAKO, UICHTU(UKATOP MPABHJI CIIUCKA JOCTYIIAa MOKET
OBbITh MPUMEHEH KO MHOTUM HopTaM. [1o ymondanuto uneHTuduKaTop
uMmeeT 3HaueHue 0. JlomycTuMsblil 1uana3oH 3HaueHun 0~255.

Action

Pasperaer uinm 3anpemniaeT Kaap Ha OCHOBE TOT'0, COIJIACYETCs JIU OH C
IIPaBUJIOM M3 IPUCBOCHHOW IPYIIIBI TPABUIT

Rate Limiter ID

BriOupaer uneHTH(GUKATOp OrpaHUUUTENST CKOPOCTH, TPUMEHSIEMOT0 K
nopty. [IpaBuiio orpaHu4HUTENSE CKOPOCTH MOXKET OBITH 33J]JaHO Ha
cTpanuie HacTporku “Rate Limiters” (OrpaHu4uTEeNIN CKOPOCTH).

Port Redirect

Bo160p nmopta, Ha KOTOPBII MepeHanpaBIIsiOTCs COTIaCcyOUIMECs] KaJphl.

Mirror

Bxurouaet win BeIkiouaeT GyHKIUIO 3epkaiupoBanus. Korga gpynkuus
3epKaJIMPOBAaHUS BKIIOUEHA, KOIIMH COTJIACOBAHHBIX KaJIpOB OYAyT
3epKaJIMpPOBATHCS B OPT Ha3HAUEHUS, 3aJJaHHBIN HAa CTPAHUIIE HACTPOIKU
“Mirror” (3epkano). ITUM MapaMeTpoM 3a/1aeTcs 3epKaTMpPOBaHUE ITOPTa
Ha ocHoBe ACL, a mopT 3epkanupoBaHus 3a/1aeTCs Ha O0IIIEH CTpaHUIIe
HACTPOMKH 3epKaja, peaJn30BaHHON HE3aBUCUMO. {7151 McTIoNnb30BaHMs
3epkanupoBanusi Ha ocHoBe ACL Bkmounte napamerp Mirror (3epkano) Ha
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crpanune ACL Ports Configuration (Hactpoiika moproB ACL). 3atem
oTkpoiite crpanuity Mirror Configuration (HacTpoiika 3epkana), B moje
“Port to mirror on” (ITopT, B KOTOPBIN MPOU3BOIUTCS 3€PKATMPOBAHHE)
3a/aiTe TpeOyeMbli TOpT Ha3HavYeHwUs, rmoje “Mode” (Pexxum paboTsr)
ocraBbTe Disabled (Boeikitouen).

Logging BxurodaeT perucTpanuio corinacyonmxcs KaapoB B CHCTEMHOM XKypHaJle.
Jis mpocMoTpa CriMcKa CUCTEMHBIX COOBITUH, BOMANUTE B MEHIO System
(Cucrema), 3aTeM HOKMUTE MBIIBIO oo “System Log Information”
(Muadopmanusi cHCTEeMHOTO KypHaa).

Shutdown OTO 1oJIe MO3BOJIAET 3a/1aTh, CAEAYET JIU OTKJIF0YATh MOPT, KOTa
COTJIACYIOLIMECS KAJIPhI MOSBIIIKOTCS HA ITOPTY.
State Br16op cocTostHuS TopTa:

* Enabled (BxirounTh): m03BOJIIET IEPEOTKPHITH TOPT.
* Disabled (BbIk1109nTB): TO3BOJISET 3aKPHITH TOPT.

Counters Yuciio kaapoB, KOTOPBIE COMNIACYIOTCS C IPABUIIAMH, OIIPEIEICHHBIMU B
BbIOPAaHHOM IpymIie MpaBuiL

Rate Limiters (Orpanuuurtesnu ckopoctu) (Puc. 3.50) (Ta6.1. 3.48).

ACL Rate Limiter Configuration

=
G

Rate Limiter ID | Rate | U

= i
E W
L4 IR

1

2 | 1| pps W
3 | 1| pps W
4 | 1| pps W
5 1 pps W
6 I 1I
7 | 1| ppS W
8 | 1| pps W
=] | 1| pps W
10 | 1| pps W
1| 1| [pps w
12 | 1| pps W
13 | 1| pps W
14 | 1| LS W
15 | 1| pps W
16 | 1| [pps w

Puc. 3.50 — OrpaHnantesm ckopoctu

Tabnmya 3.48 — OrpaHnyntesn ckopoctm

Rate Limiter ID | OroGpaxaeTcs HIeHTU(HUKATOP KAKIOT0 OTPAHUYUTEIS] CKOPOCTH

Rate YkazaHO MOPOTOBOE 3HAUEHUE, MPU MPEBHIINICHUH KOTOPOTO MaKeThl OyayT
otOpackiBaThcs. Jlnanazon gomyctuMbix 3HadeHuit 0~3276700 pps
(makeros/cek.) uiu 1, 100, 200, 300...1000000 xk6uT/c.

Unit Bo160p euHuUI H3MEPEHUs CKOPOCTH
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Access Control List (Cniucok gocryna) (Puc. 3.51) (Ta6.1. 3.49).

Crnucoxk gocryna

3a4acT MMpaBuUia q)HHBTpaLII/II/I AJI TIOJIMTUKHA JO0CTYyIIa — IUIL OIPCACIICHHOTO

ImopTa uJin Ajisd BCEX IIOPTOB. HpaBI/IJ'Ia, IIPUMEHCHHBIC K ITOPTY, HAYUHAKOT HeﬁCTBOBaTB

HEMCOJICHHO.

Access Control List Configuration

ACE [ Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter |

Puc. 3.51 — Criucok gocryna

Tabnmya 3.49 — Criicok

AOCTYIa

Ingress Port

Bxopsamuii mopT 3JIeMEHTa CHUCKA IOCTYIa.

Policy Bitmask

Howmep nonutuku u macka 6utoB ACE.

Frame Type Tun kazapa, COMAacyIErocs ¢ 3TUM MPABUIOM.

Action OTtoOpaskaeTcst TUI ONepaluu - permit (pa3pemuTs) au6o deny
(3anpeTuTs).

Rate Limiter OTtoOpaskaeTcsi, BKJIIOYEH WU BBIKJIIIOUEH OTPAaHUYUTENb CKOPOCTH, KOT/Ia

HalJICHEI COTJIaCYIOIUCCA KaapPbl

Port Redirect

B sTOM none oroOpaskaercs, BKIIOUEHO WIN BBIKIIIOYEHO
HepeHanpaBJIeHUE MOPTa.

Mirror

B sToMm nosie otoOpaxaercs, BKJIIOUEHA WM BBIKJIIOUEeHA QYHKIMUS 3epKaa.

Counter

B sTom none 0T06pa>KaeTc;1 YUCJIO KaApOB, COINIaCYIOIMIUXCA ¢ KAKUMU -
h105(e]0) [MpaBujiaMu, OMMPCACICHHBIMU IJId 3TOT'O CIIMCKA JOCTYIIA.

UTo0BI 7OOABUTH HOBBIM 3JIEMEHT CITMCKA JOCTYTa HAKMUTE MBIIIBIO Ha 3HAK TuTtoc (Puc. 3.52)

(Tabm. 3.50).
ACE Configuration
Second Lookup | | Disabled 4 Action Permit  »
All Rate Limiter
Fort 1 : Meanln
Ingress Port Fort 2 Mirror
Port 3 Logging
Port 4 - Shutdown
Policy Filter Any w Counter 0
Frame Type Any w

VLAN Parameters

802.1Q Tagged | | Any -
VLAN ID Filter | | Any w
Tag Priority Ay w

Puc. 3.52 — HoBbIV 371EMEHT CrivcKa

Ta6nma 3.50 — HoBbIvi 3/1EMEHT CrIMCKA

ACE Configuration (Hactpoiixa ACE)

Ingress Port

BriOepure BXoasIMii mOPT JUIs BlIEMEHTa CMCKa AocTyna. Beibepure
“All” (Bce), 4T06bI IPUMEHUTH IPABUIIO CIIUCOK JOCTYIMa KO BCEM OpTam
1100 BHIOpATh ONpeieNeHHbIN MOPT.
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Policy Filter Bri6op Tuna ¢pmibTpa noautuku. “Any” (JIto60it) o3HauaeT, 4To 3TOMY
MpaBUJIy HE MMPUCBOCHO PUIIbTpa MOIUTHKU. 63 BriGepute “Specific”
(CneunanbHelif), 4TOOB! OTGUIBTPOBATH KOHKPETHYIO MOJIUTHKY IO
nanHomy ACE.

Frame Type BribepuTe cornacyromuiics TN Kaapa. JJoCTyTHBI CIeTyIOIINE TUTIBI
kanpoB: Any (JIro6oii), Ethernet, ARP, IPv4. [To ymon4anuio MOXHO
MCII0JIH30BAaTh JIIO00M THI Kajpa.

Action BriOepuTe THI onieparuu - permit (pa3pemuTs) 160 deny (3anpeTUTh).

Rate Limiter [To3BoJsIeT BKIIOYUTD WM BBIKIIOYUTH OTPaHUYUTENh CKOPOCTH, KOT 1A
HalICHbI COTJIACYIOIIMECS KaJIPhl.

Mirror [To3BoJIsIeT BKIIOYUTD WJIM BBIKIIOYUTH (DYHKIMIO 3€pKaJIa.

Logging [To3BoJISIET BKIIIOUUTH WIIM BBIKIIOYUTH PETUCTPALIUIO B CHCTEMHOM
KYpHAJIe Ul COTIACYIONIUXCS KAJPOB.

Shutdown [To3BoJIsIeT BKIIOYUTD WIIM BBIKJIIOYUTH OTKIIOYSHUE TTOPTa JIJIs
COTJIACYIOUIUXCS KaJIPOB.

Counter B sTom nosie otobpaxaercs 4MCiIo KaJpoB, COTIACYIOIUXCS C KAKUMU-

100 [IpaBujiaMu, OMPCACICHHBIMH JIs1 3TOI'O CIIMCKA JOCTYIIA.

VLAN Parameters (ITapamerpst VLAN)

802.1Q Tagged | ITo3BosseT BBIOpATh, JOKHBI JIM Kaapbl COAEPKATh TErH (TO €CTh ObITH
TErMPOBAaHHBIMU).

VLAN ID Filter | ITo3onset Boiopatsh puiabtp VLAN ID mis nansoro ACE.
* Any (JIro60i1): punstp VLAN ID He 3anaH.
* Specific (CneunanpHslii): mo3Bosset 3a1ath Homep VLAN ID. Kanp ¢

3agaHHbIM HoMepoM VLAN ID, cornacyromuiicsi ¢ JaHHbIM IIPaBUIOM
ACE.

Tag Priority [To3Bomsier BeIOpatTh 3nauenue User Priority (IIpumoputeT mons3oBaress),
HaiiaeHHoro B Tere VLAN s corniacoBaHus ¢ JaHHBIM MPABUIIOM.

3.2.19.3 IP Source Guard. 3amura |P-aapeca ncrounuka

Jns mocTyna K HacTpoikaM He0OX0ANMO TIEPEUTH IO BKJIaIKe
Configuration—Security—Switch—Network— IP Source Guard. Configuration (Hactpoiika)
(Puc. 3.53) (Ta6m. 3.51).
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IP Source Guard Configuration
|Mude| Disabled v |

| Translate dynamic to static |

Port Mode Configuration

Port | Mode | Max Dynamic Clients
= V= v
1 | Disabled w | Unlimited ~ |
2 | Disabled v || Unlimited ~ |
3 | Disablad + || Unlimited v |
4 [Disabled v || Unlimited |
5 | Disabled w || Unlimited ~ |
& | Disabled + || Unlimited w |
7 | Disabled v || Unlimited |
& | Disabled + || Unlimited v |
9 | Disabled v |[ Unlimited ~ |

10 | Disabled + || Unlimited w |

Puc. 3.53 — Hactpovika

Tabnmya 3.51 — Hactpovika

IP Source Guard Configuration (Hactpotika 3amutsl IP-aapeca ncTouHmka)

Mode Bkirouenue winm BeIKITIOUeHHE 3amuThl [P-anpeca ncrounmka
(rnobasibHOE)

Translate HaxxmuTe Ha 3Ty KHONIKY, 4TOOBI TpeoOpa3oBaTh AMHAMUYECKUE 3aIHCH B

dynamic to CTaTUYECKHE.

static

Port Mode Configuration (HacTpoiika pexxuma padoTsl IOpTa)

Port Howmep nopta. “*” o3HauaeT npuMeHEeHHE KO BCEM OPTaM.

Mode BxnrodeHne win BeIKIIOYEHHE 3auThl [P-anpeca ncrouHnka Ha OpTY.
[Toxanyiicra, uMeliTe B BUIy, 1Jid TOro, YToOBI 3amuTa [P-agpecos
UCTOYHHKA paboTaa, J0JKHbI ObITh BKIIOUEHBI U IN100aIbHbIN pekuM
paboThl, M pexKUM pabOThl HA TIOPTY.

Max Dynamic Bri0epure MakcuManbHOE YUCIO JUHAMUYECKUX KIIMEHTOB, KOTOpBIE
Clients MOTyT OBITH 00y4eHbI Ha opTy. Bo3moxHbI cnenyromue BapuanTsl: 0, 1,
2, unlimited (HeorpaHMUeHHOE KOJIMUECTBO). Eciin BKIIIOUEH pexxum
paboThI MOpTa U MAKCUMAIILHOE YMCIIO KIMEHTOB paBHO (), KOMMYTaTOP
OyzeT TonbKo nepenaBath [P-nakeTsl, KOTOpbIE COrTIACYIOTCS CO
CTaTHYECKUMHU dJieMeHTaMu criucka (IP-ampecamu) it JaHHOTO TIOPTA.

Static Table (Ta6auna cratudyeckux 3anuceii) (Puc. 3.54) (Tab6.a. 3.52).
Static IP Source Guard Table

Delete | Port | VLANID | IP Address | MAC address
| Delete | [T v] | | | | | |

| Add New Entry |
Puc. 3.54 — Tabmiya cratmdeckux 3armcen
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Tabnmua 3.52 — Tabsivia CTaTmyeckux 3ancem

Delete Y AanuTh TEKYIIYIO 3alUCh

Port [TopT asist KOTOPOTO CO3/AETCSI CTATUYECKAsI 3aITUCh.
VLAN ID BBenute panee ckonpurypupoBansubsiii Homep VLAN ID.
IP_Address Beenure koppekTHblit [P-aapec.

MAC Address Beeaure koppekTHbiii MAC-anpec.

| Add New Entry |

Knomnka CIIYXXHUT AJIA I[O6aB.]'IeHI/I5[ HOBOM 3aITHCH.

3.2.19.4  IPv6 Source Guard. 3amura IPv6-agpeca nucrounnka
Jis joctyna K HacTpoMKaM HEO0OXOAUMO MEPEUTH IO BKIIAIKE

Configuration— Security— Switch—Network— IPv6 Source Guard . Configuration (HacTpotika)

(Puc. 3.55) (Tab:. 3.53).
IPvE Source Guard Configuration

Please note:

Enabling this function requires you to change the Key Type to "MAC and IP Address™ for all
parts that will receive DHCPvE packets.

You can do this in the QoS Port Classification page.

| Mode | [Disabled v | |

| Translate dynamic to static |

Port | Mode

| Max Dynamic Clients

* == g
Gi 11 |Disabled »
Gi 1/2 |Disabled »
Gi 1/3 [Disabled »

Puc. 3.55 — Hacrpovika

== L

Linlimited

Linlimited
Linlimited

Tabmua 3.53 — Hactpovika

IPv6 Source Guard Configuration (Hactpoiika 3anmrthl [IPV6-agpeca nctounnka)

Mode Bkirouenne minu BeIKITtoYeHUe 3amuThl [PV6-anpeca ncrounmka
(rnobasbHOE)

Translate Haxxmute Ha 3Ty KHOIIKY, 4TOOBI peoOpa3oBaTh JMHAMHYECKUE 3aMUCH B

dynamic to CTaTHUYECKHE.

static

Port Mode Configuration (Hactpoiika pexxuma paboThI TOpPTa)

Port Howmep nopta. “*” o3HayaeT npuMeHeHHe KO BCEM MOPTaM.

Mode IPv6 Source Guard MoskeT OBITh BKJIFOUEH / OTKJIIOUEH Ha OTAEIbHBIX
noptax. [Pv6 Source Guard BkiIrOYeH TOJIBKO B TOM CiIy4ae, €Clid Ha
JTAHHOM T1OpPTE BKJIIOUEHBI M INI00ATbHBIN PEKUM, U PEXKHUM IOPTa.

Max Dynamic VYkaxxuTe MaKCUMaJIbHOE KOJIMYECTBO JUHAMHUYECKUX KIMEHTOB, KOTOPbIE

Clients MOTYT OBbITh H3y4€HBI Ha JTAHHOM MOPTY. ITO 3HaYeHUe MOXeT ObITh 0, 1, 2

WM HeorpaHmdeHHO. Ecii pexuM mopTa BKITFOYECH U 3HAUSHHE max
dynamic client paBno 0, mepecbuiatoTcst Toyibko [Pv6-nakeTsl, KOTOpbIE
COBIIAJAIOT B CTATUYECKHX 3aIHUCAX Ha KOHKPETHOM ITOPTY.

IPv6 Source Guard
3.54).

Static Table (Tadéauua craruvyeckux 3anuceii ipv6) (Puc. 3.56) (Taox.
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IPvé Source Guard Static Table

Port[Gi1/T_w|VLANID|  |IP Address|

MAC Address || Add Entry |

[ Port | VLANID | IPv6 Address | MAC Address | |

Puc. 3.56 — Tabnmia cratmyeckux 3armcen

Tabrmua 3.54 — Tabrimia cTaTm4eckux 3armcen

Port MOPT, K KOTOPOMY MPUBSI3aHA 3aIKCh

VLAN ID Nnentuduxarop VLAN s 3anucu. Eciu ¢ 3anuckio He CBsI3aH
unentudukarop VLAN, B aTom nosie otodpaxaercs 0.

IPv6 Address Paspemennsiii IPv6-ampec.

MAC Address Pazpemennsiiit MAC-azpec.

Uto0b1 100aBUTH 3aMTUCh HAXMHUTE KHOTIKY

| Add Entry |

3.2.19.5 ARP inspection. Uucniekuusi ARP

Jiist moctyna K HacTpoMKaM HEOOXOAUMO MEPEHTH IO BKIIAJIKE
Configuration—Security—Switch—Network— ARP inspection.
Port Configuration (Hacrpotika mopra) (Puc. 3.57) (Ta6m. 3.55).

ARP Inspection Configuration

| Mode | [Disabied v | |

| Translate dynamic to static |

Port Mode Configuration

Port | Mode | Check VLAN | Log Type
= vl v = v
1 |Disablad « | |Disabled | |Nong w |
2 |Disabledw | |Disabled~| [Nonz w|
3 |Disabled v | |Disabled v | |Nong w |
4 |Disabledw | [Disabled~| |[Nong w |
5 |Disablad « | |Disabled | |Nong w |
& |Disabled w | |Disabled ~| [Nonz «|
7 |Disabled v | |Disabled v | [Nonz « |
5 |Disabled w | |Disabled | |Nong w |
O |Disablad w | |Disabledw| |Nong w |

10 | Disabled | |Disabled | |None w |

Puc. 3.57 — Hactpovika nopra

Tabnnya 3.55 — Hactpovika nopra

ARP Inspection Configuration (Hactpoiika uacnekunu ARP)

Mode

Bxurouaer win Boikiovaer ¢pyHkuuio nHcnekiuuu ARP rno6anbsHo.

Port Mode Configuration (Hactpoiika pexxuma paboThl OpTa)

Port

Howmep nopra.

(33 32

03HA4YacT NPUMCHCHHE KO BCEM IMOpTaM

Mode

Bxurodaet wiu BeIKITIOUaeT (pyHKIUo nHcnekiuu ARP Ha mopty.
[Toxkanylicta, uMelte B BUIY, AJis TOTO, YTOOB!I QyHKIUS nHCIeKUd ARP
paboTasia, JOJKHBI OBITh BKJIFOUEHBI U TTI00ATBHBIA PEKUM PaOOTHI, U
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pEKUM paboTHI HAa IOPTY.

Check VLAN

BxurogaeT wim BeikiirogaeT npoBepky VLAN.

Log Type

JloCTYyITHO YeThIpe TUIIA KypPHAJIOB:

* None (Her): XXypHana =Her.

* Deny (3amnpeniennsie): B sxypHan moMemarTcs 3anpeiieHHble 2JIEeMEHTbI
CITUCKaA.

* Permit (Pa3pemennsie): B sxypHan noMemniaroTest pa3pemeHHbIe
AIIEMEHTHI CITUCKA.

* All (Bce): B xypHaJI TOMENIAIOTCS BCE DJIEMEHTHI CITUCKA.

VLAN Configuration (Hactpoiika VLAN) (Puc. 3.58) (Ta6.1. 3.56).
VLAN Mode Configuration

Start from VLAN |1

| with |2III |entries per page.

Delete [ VLANID | Log Type

| Delete ||

|

| Add Mew Entry |

Puc. 3.58 — Hacrpovika VLAN

Tabnmya 3.56 — Hactpovika VLAN

Delete

Y 1aIuTh TEKYIIYIO 3aIIUCh

VLAN ID

ITo3BossieT 3amath, Ha Kakux ceTsix VLAN BkitoueHa QyHKITUS WHCIISKITUH
ARP. Bo-1iepBbIx, HCOOX0IUMO BKIIOYUTH HACTPOHKH MTOpTa Ha wWeb-
crpanuie Port mode configuration (HacTpoiika pesxuma paboThl IOpTa).
Tonbko TOT/Ma, KOTAa AJIs JaHHOTO TopTa BKitoueHsl U Global Mode
(I'moGanbHsIi pesxum padoTsl) u Port Mode (Pexxum pa®otsl nopra),
¢ynxus ARP Inspection BiitoueHa Ha JaHHOM opTy. Bo-BTopbIX, Ha
web-ctpanuiie VLAN mode configuration (Hactpoiika pexxima VLAN)
MOJKHO 3aaThb, kakre VLAN OyayT npoMHCHEeKTUpOBaHbl. Tul xypHana
TaK)K€ MOYKHO HAaCTPOUTh OT/AENbHO A Kaxaod VLAN.

Log Type

JloCTyITHO YeThIpe THTIA KYypPHAJIOB.

* None (Her): XKXypnana =er.

* Deny (3anpeniennsie): B sxypHain moMemaroTcst 3anpenieHHbie 3J1eMEHTHL.
* Permit (Pa3pemennsie): B sxypHan noMemniatorcst pa3perieHHbIe
DIIEMEHTHI.

* All (Bce): B )xypHai momeniaroTcs BCe 3JI€MEHTHI.

Kuomnka

| Add Mew Entry |

CITy>KHT JUIsl T0OaBJIE€HUSI HOBOM 3aIMUCH.

Static Table (Ta6auna cratuyecknx agpecon) (Puc. 3.59) (Ta6.a. 3.57).

Static ARP Inspection Table

Delete | Port | VLANID | MAC Address | IP Address
[ Delete | [T ] | | | | |

| Add New Entry |

Puc. 3.59 — Tabnumuya cratn4eckux agpecos
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Tabmmya 3.57 — Tabnmya cratnyeckux agpecos

Delete Y AaauTh TEKYIIYIO 3aMUCh
Port [Topr, It KOTOPOTO CO3AACTCS CTATHUYCSCKAs 3aIIKCh.
VLAN ID ITo3Bosisier 3amate Homep VLAN ID.
MAC Address Yxaxure gonyctumbiii MAC - anpec HCTOYHUKA.
IP Address VYkaxkure gonycTuMsbii [IP-aapec
(‘Add New Eniry] i
Knonka '——————= cimy»wTt aj1st J0OaBJIEHUS HOBOM 3aITUCH.

Dynamic Table Status (Cocrosinue nuHamMudeckoii Tadaunsbi) (Puc. 3.60) (Taou. 3.58).

Dynamic ARP Inspection Table

Start from |Port 1 s | WVLAN |1 , MAC address

00-00-00-00-00-00  |and IP address [0.0.0.0

with |20

| enfries par page.

Port [ VLAN ID | MAC Address [ IP Address | Translate to static
No maore entries

Puc. 3.60 — CocTosHne UHaMUYECKOH TabsInLbl

Tabmmua 3.58 — CoOCTOAHME ANHAMUYECKOH TabJIuLIbl

Port Howmep mopTa Ji1si TaHHOTO 3JIEMEHTA TaOJIUIIBI.

VLAN ID Howmep cetn VLAN ID, B koTOpoii pa3pemieH Tpadpuk ARP.

MAC Address [Toaw3oBarenbekuit MAC - aapec JaHHOTO 3JeMEHTa TaOJIUIIbL.

IP Address ITonp3oBarensckuii [P-anpec maHHOTO 7I€MEHTa TaOJIHIIBL.
3.2.20 RADIUS

Jlns noctyna Kk HacTpolikam HE0OXO0IMMO MEPENTH 10 BKIIAAKE
Configuration— Security—Switch—Network—A AA—Radius.
Configuration (Hactpoiika) (Puc. 3.61) (Ta6ma. 3.59).

RADIUS Server Configuration

Global Configuration

Timeout | secands

Retransmit
Deadtime

Change Secret Key
MNAS-IP-Address
MAS-IPvG-Address
MAS-ldentifier

| fimes

|| L |l in

| minutes

=
[=]

W

Server Configuration

Delete | Hostname

| Auth Port | Acct Port | Timeout | Retransmit | Change Secret Key

| Delete || | [1812

| 1813 || | | |

Puc. 3.61 — Hactpovika Radius

Tabnmua 3.59 — Hactpovika Radius

Global Configuration (I'mo6anbHbIe HACTPOWUKH)

Timeout Bpewms1, KoTopoe KOMMYTaToOp 0XKUAACT OTBETA OT CEPBEPa
ayTeHTU(UKAIMY [Iepe]l TeM, KaK IOBTOPUTH 3aIpoc.

Retrasmit YKaXXUTe YUCIIO0 pa3 OBTOPHOMU IepeAady 3alPOCHBIX ITIAKETOB Ha
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cepBep ayTeHTU(UKANU, KOTOPBIA He oTBevaeT. Eciu cepBep He
OTBETHUJI MOCJIE OCJIEAHEN TOBTOPHOM NIepeIaun, KOMMYTaTOp CUUTAET,
4TO cepBep ayTeHTU(HUKALMU OTCYTCTBYET.

Deadtime

Deadtime (Bpemst oTcyTCTBHS cepBepa) — 3TO BpeMs, B TCUECHUE
KOTOPOT0 KOMMYTAaTOp He OyAeT NOChIIaTh HOBBIE 3aIIPOCHI HA CEPBEp,
KOTOPBI HEe OTBETHII Ha IPEIbIAYIIHIA 3anpoc. B pe3ynbrare,
KOMMYTATOp He OyJIeT MOCTOSIHHO MBITATHCS YCTAHOBUTH KOHTAKT C
CepBepOM, KOTOPBIN yxKe KBATU(UIIMPOBAH, KaK OTCYTCTBYommii. Eciu
npucBonth Deadtime 3nauenue, 6ompiee Hys (0), To 3Ta QyHKIHS
OyzeT BKJIFOYEHA, HO TOJILKO B TOM CIIydae, €CIIH CKOH(PHUTYPHUPOBAHO
6onee omHoro cepBepa. JJomyctumsiii quamason Deadtime: ot 0 mo 1440
MUHYT.

Change Secret Key

Bb100p cekpeTHOro Kimoua

Key

YKaXuTe CEKPETHBIN KIIIOY JUTMHOU He Ooiiee 64 cumBosioB. OH OyaeT
noctyned RADIUS-cepBepy U KOMMYTaTOpy.

NAS-IP- Address

Anpec [Pv4, ncnonb30BaHHBIN B KauecTBe arpuOyTa 4 B makerax
3anpoca goctyna RADIUS. Ecnu 310 1osie ocTaBUTh MyCThIM, OyA€T
ucnosp3oBad [P-aapec ncxomsiero naTepderica.

NAS-IPv6-Address

Anpec IPv6, ncnosnib30BaHHBIN B KauecTBe aTpubOyTa 95 B makerax
3anpoca goctyna RADIUS. Ecnu 310 mone octaButh mycThiM, OyieT
ucnoiib3oBa IP-anpec ncxomsmiero narepdeiica.

NAS ldentifer

Nnentudukarop miuHON He 6oJiee 256 CUMBOJIOB, HCIIOIb3YEMBIi B
KauecTBe arpudyTa 32 B maketax 3arnpoca goctyna RADIUS. Eciu aTo
M0JIe OCTAaBUTh MYCThIM, uAeHTHPUKATOp NAS He Oyner BKIIOUEH B
HaKeT.

Server Configuration

(Hactpoiika cepBepa)

Hostname Nwms xocta RADIUS-cepBepa nnu ero [P-aapec.

Auth Port [Topt UDP, ucnons3yemsiii Ha RADIUS-cepBepe it ayTeHTHPHUKAILIH.

Acct Port IToptr UDP, ucnons3yemsiii Ha RADIUS-cepBepe [uisl aKKayHTHHTA.

Timeout Ecnu B 5TOM 1noJie yka3zaHo BpeMs OKUJaHMsl, OHO OYJeT HCIOIb30BaHO
BMECTO I100aJIbHOTO BpeMeHH oxkuaHus. Eciu sxenaTenbHo
MCI0JIb30BaTh I7100aIbHOE 3HAYEHHE, OCTABbTE ITO MOJIE ITYCTHIM.

Retransmit Ecnu B 3TOM 10J1€ yKa3aHO 3HaYEHUE BPEMEHU ITIOBTOPHOM IIEepeIayH,
OHO OYJeT UCII0JIb30BAHO BMECTO IN100aIbHOTO 3HAUE€HUSI BpEMEHU
NOBTOpHOM nepeaaun. Eciu jxenarebHO HCHOIb30BATh TI100abHOE
3HAYEHHE, OCTABBTE ITO IOJIE MYCTHIM.

Change Secret Key | Eciiu B 3TOM MmoJjie yKa3aHO 3Ha4€HHE CEKPETHOTO KJIF0oYa, OHO OyaeT
HCIOJIb30BaHO BMECTO IJ100aIbHOI0 3HAYEHUS CEKpEeTHOTo Kitova. Ecin
JKeNaTeJIbHO UCMOJIb30BaTh II100aIbHOE 3HAU€HHE, OCTaBbTE ITO MOJIe
yCThIM.

Knonka [ Add New Server | CIIy>KUT JUJIs1 ToOaBJIEHUS cepBepa.

ITpumeuanue. CepBep, yKa3aHHBIN IIEPBBIM B CIIMCKE, CYUTAETCSI OCHOBHBIM.

3.2.21 TACACS+

st moctyna K HacTpoKaM HE0OXOMMO TIEPENTH TI0 BKIIAIKE
Configuration— Security—Switch—Network—AAA—-TACACS+.
Configuration (Hactpoiika) (Puc. 3.62) (Ta6m. 3.60)
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TACACS+ Server Configuration

Global Configuration

Timeout | 5 | seconds

Deadtime | 0 | minutes

Change Secret Key | |No v |
Server Configuration

Delete | Hostname | Port | Timeout | Change Secret Key
| Delete || 49 || | |

Puc. 3.62 — Hacrpovika TACACS+

Tabnmuya 3.60 — Hactpovika TACACS+

Global Configuration (I'moGanbHbIE HACTPOMKH)

Timeout

Bpewms, kotropoe kommyTaTop oxkuaaet orBera oT cepepa TACACS+
nepes TeM, Kak OBTOPHO MEpeiaTh 3arpoc.

Deadtime

Deadtime (Bpemst oTcyTcTBUS cepBepa) — 3TO BpEMsi, B TCUCHHE
KOTOPOT0 KOMMYTATOpP HE OyJEeT MOChLIaTh HOBBIE 3alPOCHI HA CEpPBED,
KOTOPBIN HE OTBETHJI HAa MPEAbIAYIINH 3anpoc. B pesynbTare,
KOMMYTAaTOp He OyAeT MOCTOSHHO MBITaThCS YCTAHOBUTH KOHTAKT C
cepBepOM, KOTOPBIH yxKe KBATM(HUIIMPOBAH, KaKk OTCYyTCTBYonwmii. Eciu
npucBouth Deadtime 3nauenue, 6ombiiee Hy s (0 ), To 3Ta QyHKIUS
OyZeT BKJIIOUYEHA, HO TOJBKO B TOM ClIydae, €CJIi CKOH(UTYPUPOBAHO
Oonee oxHoro cepsepa. Jlomyctumsrii nuana3on Deadtime: ot 0 qo 1440
MUHYT.

Change Secret Key

Br100p cekpecHOro kiroua

Key

VYKakute CeKpeTHbIH KIIt0oY JUIMHON He Ooinee 63 cumBoioB. OH Oyzaer
noctynel cepepy TACACS+ u kommyTaTopy

Server Configuration

(Hacrpoiika cepsepa)

Hostname Nwms xocta cepsepa TACACS+ unm ero [P-anpec.

Port Howmep nopra TCP, ucnionssyemoro Ha cepepe TACACS+ s
ayTEeHTU(UKALHH.

Timeout Ecnu B 3TOM 10JI€ yKa3aHO BpeMs O’KUIaHUs, OHO Oy/IeT UCIOJIb30BaHO

BMECTO TJI00AJIbHOTO BPeMEHH OXKuaaHus1. Eciu sxenatenbHo
MCIOJIb30BaTh TN100aIbHOE 3HAYCHHE, OCTABHTE ITO MOJIE MYCTHIM.

Change Secret Key

Ecnu B 3TOM 1noJie yka3zaHo 3Ha4€HUE CEKPETHOT'O KJIK04a, OHO OyJeT
MCIOJIb30BaHO BMECTO TI100aTbHOTO 3HAYEHUS CEKPETHOTO Kirova. Ecnu
’KeJlaTeIbHO UCIOIb30BaTh II100anbHOE 3HAUEHHE, OCTaBbTE 3TO MOJIE
MYCTBIM.

| Add Mew Server |

Kuomnka

CITYKUT JUTsl TOOaBJICHUS CEpBEpA.

HpI/IMeanI/IC. CepBep, yKa3aHHBII71 IEPBLIM B CITUCKE, CHUTACTCA OCHOBHBIM.

3.2.22 Aggregation. ArperupoBanue

[Tpu arperupoBaHuM JIMHUU UCIOIb3yeTCs MapajiesbHas paboTa MHOKECTBA IOPTOB, B
pe3yJbTaTe 4ero CKOpocTh 0OMeHa TaHHBIMH 110 IMHUK yBenuuuBaetcs. Mcnonb3yercs qBa Tumna
arperupoBanus: cratuyeckuii u LACP.
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st moctyna K HacTpoiikam HeoOxoaumo rnepeiitu no Briaaake Configuration— Aggregation.
Common Aggregation Configuration (Puc. 3.63) (Ta0.. 3.61).

Common Aggregation Configuration

Hash Code Contributors

Source MAC Addrass

|P Address

Destination MAC Address [

TCP/UDP Port Mumber

Puc. 3.63 — Hactporika arperipoBaHmus

Tabmuya 3.61 — Hactpovika arpervpoBarms

HACTPOWKA PeKMMA Pa0OThI arperuPOBAHUS

Source MAC
Address

MAC-anpec UCTOUHHKA UCTIONB3YETCS Ul pacyeTa JIMHEHHOTO MopTa,
yepe3 KOTOpBIH OyIeT nepeaBaThes Kap.

Destination MAC
Address

MAC-anpec Ha3HAUEHUS HCIIONB3YETCS ISl pacueTa JTMHEHHOTO MopTa,
yepe3 KOTOpHhIi OyIeT nepeaaBaTbcst Kajp.

IP Address

IP-anpec ucnonb3yercs it pacyeTa JIMHEUMHOTO MOPTa, Yepe3 KOTOPhIH
OyJeT mepenaBaThCs Kajp.

TCP/UDP Port
Number

[Topter TCP/UDP Ha3zHavyeHHS ¥ UCTOYHUKA UCTIOIB3YIOTCS JIUIS pacyeTa
JUHENHOT0 MopTa, Yepe3 KOTOPbIN OyAeT nepenaBaThes Kaap.

Hacrpoiika rpynnsl arperuposanus (Puc. 3.64) (Tao.. 3.62).
Aggregation Group Configuration

Port Members Group Configuration
GroupID [1]2]3J4]s[6[7]8]a]1w0 Mode | Revertive | Max Bundle
Nomal @ @ @ @ @ @ ® ® ® @
1 Digabled w | 10
2 | Disabled v | 10
3 Digabled w | 10
4 Disabled w | 10
R | Disabled w | 10

Puc. 3.64 — Hactpovika rpyrinbl arperypoBaqins

Tabnumua 3.62 — Hactpovika rpyrirsl arperupoBaHis

Hactpoiika rpymmsl arperupoBaHus

Group ID

Howmep, nuaentuduuupyronuit Maructpaib. “Normal” (OObIYHBIH
pexxuM paboThl) O3HAYAET, YTO arperupoBaHUe HE UCIIOIb3YETCsl.
Kaxnas rpynna conepxut He MeHee 2 U He 6osee 10 muHMi (TTOPTOB).
[Toxaiy¥icta, MMENTE B BUly, UTO B Ka)KJIOM IPyMIie KaX bl OPT
MOJKET MCIOJIb30BaThCS TOIBKO OAMH pas.

Port Members

BribepuTe nopThl, NpuHaAIeKAIMe MarucTpaaIu

Mode

Br160p pexxuma Juist TpyIibl arperaiuu

e Disabled: rpymma oTkiroucHa.

e Static: rpymma paboTaeT B peKUME CTATHUECKOM arperarum.

e LACP (Active): rpymmna paboTaeTr B pe:KMMe aKTHBHOU
arperamuu

e LACP (Passive): rpynma paboTaeT B pexKHMe MaCCUBHOU

152




arperamuu

Revertive OTOT mapameTp NPUMEHSIETCS TOJIBKO K TpyImiam ¢ BkirodyeHHbIM LACP.
OH onpezensiet, OyA€T JI TPYIINA BHIIOIHITh aBTOMAaTHUECKUI
(TIOBTOPHBIIT) pacueT CChUIOK, KOT/1a CTAHOBSATCS JOCTYITHBIMU CCBHUIKU C
0oJiee BHICOKMM IIPUOPUTETOM.

Max Bundle OTOT mapameTp MPUMEHSETCS TOJIBKO K Tpynnam ¢ BKiIroueHHbIM LACP.
OH ompenenseT MaKCUMaJIbHOE KOJIMYECTBO aKTUBHBIX 00BhETMHEHHBIX
noptoB LACP, pa3pelieHHbIX B arperaiui.

KommyTtarop nognepxuaet nporokoi LACP (Link Aggregation Control Protocol — mpoToko:n
yIpaBJICHUS arperupoOBaHUEM JIMHUH ), KOTOpbId cneruduimposan B IEEE 802.3ad.
CraTrueckue MarucTpail JOIDKHBI ObITh CKOH(UTYpHUPOBAHBI BPYUHYIO Ha 000MX KOHIIAX
JAUHUU. [[pyruMu cioBaMu, OpThl, Ha KOTOPBIX cKOH(pUrypupoBan LACP, Moryt
ABTOMATHUYECKH COTIIACOBBIBATH MATUCTPAILHYIO JIMHHUIO C TIOPTAMU JIPYTHX YCTPOWCTB, HA
KOTOpBIX Takxke ckoHpurypuposan LACP. Ha komMmyTaTtope MOXeT ObITh CKOH(PUTYPUPOBAHO
mro60e uncno noptoB LACP, ogHako OHM HE TOJDKHBI IIPH 3TOM OBITh YaCThIO CTATUYECKOM
marucTpanu. Eciau nopTsl Ha Apyrux ycTpoHCTBax Takke cKoHpurypuposansl, kak LACP,
KOMMYTATOp U JIPyTHE YCTPOHCTBA OYAyT COTIIACOBBIBATH CBOU MapaMeTphl sl pabOTHI 110
MarucTpajbHOM JMHUU MEXAY HUMHU.

LACP Configuration (Hacrpoiika LACP) (Puc. 3.65) (Tao6.a. 3.63).

LACP System Configuration

| System Priority | 32765 ||

LACP Port Configuration

Port [ LACP | Timeout |  Prio
: [== ~] | 22783
1 No |[Fastw]| | 22768
2 No [Fastw]| | 22768
3 No |[Fastv| | 32768
4 No [Fastw]| | 32768
5 No |[Fastwv| | 32768
6 No [Fastw]| | 32768
7 No [Fastw]| | 22788
8 No ([Fastw| | 32768
g No |[Fastwv| | 32763
10 No [Fastw]| | 32768

Puc. 3.65 — Hacrpovika LACP

Tabmuya 3.63 — Hactpovika LACP

LACP System Configuration

System Priority [TpuopuTeT CUCTEMBI

LACP Port Configuration

Port Howmep nopta. “*” o3HayaeT npuMeHeHHe KO BCEM IOPTaM.

LACP IToxazbiBaet, BkiroueH 11 LACP B 1aHHBI MOMEHT Ha 3TOM HOPTY
KOMMYTAaTopa.

Timeout [Tapametp Timeout (Bpemst o’xuanus) OonpeesnsieT mepruo BpeMeH!
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Mmexny nepegadamu BPDU. Korna napamerp nmeer 3Hauenue Fast
(beictpo), makeTs LACP OynyT nepenaBaThCsi K&Ky CEKYHIY; KOT1a
napameTrp umeet 3HadeHue Slow (MeneHHo), mepea OTImpaBKoOW makera
LACP Oynet Boiepxkan uaTepBai 30 CeKyHI.

Prio YeM MEHBIIIE 3TO LETI0€ YHCIIO, TeM OOJIbIIe TPHOPUTET. ITO 3HAUCHUE
HPUOPHUTETA OIPEACISIET, KaKoil MopT OyIeT aKTUBCH, a Kakoi — Oyer
UTPaTh POJIb PE3EPBHOTO.

3.2.23 Link OAM.
Link OAM naet oneparopam ceTH BO3MOKHOCTb OTCIIEKHBATh COCTOSIHUE CETH U OBICTPO
ONpEeIEATh MECTOOJIOKEHUE HEMCITPABHBIX KAaHAJIOB MJIM HEUCIIPABHBIX COCTOSIHUI.

Jis mjoctyna K HacTpoiikaMm HeoOXxoauMo nepeiTH no Bkiagke Configuration— Link OAM.
Link OAM Port Configuration (Hacrpoiika mopros) (Puc. 3.66) (Ta6.1. 3.64).

Link OAM Port Configuration

Port | OAM Enabled | OAM Mode | Loopback Support [ Link Monitor Support | MIB Retrieval Support | Loopback Operation
* = - C
1 =
2 C
2 C
4 C
5 C
& C
1 C
& g g C
g C C C C
10 [ Passive v C C [
Puc. 3.66 — Hactpovika rnopros
Tabnuua 3.64 — Hactpovika nopros
System Priority [IpuopuTeT CUCTEMBI
Port Howmep nopta. “*” o3HauaeT mpuMeHeHHEe KO BCEM MOPTaM.
OAM Enabled Brurouenue/Boikiaoderue Link OAM Ha mopTy KoMMyTaTopa.
OAM Mode Bri6op pexnma OAM kak akTUBHBIN WK MaccuBHBIN. 1o

YMOJIYAHUIO YCTaHOBJIEH TACCUBHBIN PEKHM.

active - DTE, HacTpOoCHHbBIC B aKTHBHOM PEKUME, HHUIIUAPYIOT
o0MeH uHpopmarmonusiMu OAMPDU, kak onpezieneHo B mporuecce
oOHapy>xeHus. [locne 3aBepiieHus nporecca 0OHapyKEHUs
aktuBHBIM DTE paspemaercs otnpasinsats m06sie OAMPDU npu
MOJKJIIOYEHUH K YIaJeHHOMY OJHOpaHroBomMy o0bekty OAM B
akTUBHOM pexume. AktuBHble DTE paboTatoT B orpaHndeHHOM
OTHOILIEHHUH, €CH yAaJeHHbIH 00bekT OAM paboTaeT B MaCCUBHOM
pexume. AKTUBHBIE YCTPOMCTBA HE JOJKHBI OTBEYATh Ha KOMAaH/IbI
ynaneHHoi oOpatHoii cBsizu OAM u 3anpochl IEpEeMEHHBIX OT
ITaCCUBHOT'O OJJHOPAHTOBOTO y3Ja.

passive - DTE, HacTpoeHHBIE B TACCHBHOM PEXUME, HE MHUITUHPYIOT
npouecc ooHapyxenusd. [laccususie DTE pearupyrot Ha
MHHUIMMPOBaHUeE Ipolecca ooHapyxeHus ynainenusiM DTE. Oto
HCKJIFOYAeT BO3MOKHOCTB ITEPEX0/ia OT MTaCCUBHBIX K ITACCHBHBIM
ccpuikaM. [laccuBHble DTE He NOMKHBI OTIPABIIATH 3aIIPOCHI
nepeMmeHHbIX Wi OAMPDU ynpanenus nuieigom.

154



Loopback Support BxrroueHue/BbIKIIIOUECHHE (DYHKITHH TETIH

Link Monitor Support | BxiroueHue/BoIKIrOUeHHE QYHKIIMA MOHUTOPHHIA HA MOPTY.

MIB Retrieval Brxurouenue/Beikimodenne noanep:xkku MIB Ha mopty kommyTaropa
Support

Loopback Operation | Eciu momaep:kka oOpaTHOM CBs3M BKIIIOYCHA, BKIFOUCHHE 3TOTO
TIOJIS1 3aITyCTHT OTEPAIMI0 0OPATHOM CBSI3M JIJIsl IOPTA.

Link Event Configuration for Port (nacTpoiika coobiTuii a5 nopra) (Puc. 3.67) (Taoéa.
3.65).

Link Event Configuration for Port 1
Event Name | Error Window | Error Threshold
Error Frame Event 1 | |1 |
Symbal Period Error Event |1 | |1 |
Seconds Summary Event |E-:| | |1 |

Puc. 3.67 — HACTpoLika cobbITuif

Tabnmya 3.65 — HacTpovika cobbITui

System Priority ITpHOpPUTET CUCTEMBI
Port Howmep nopra kommyraropa.
Event Name Error Frame Event - Co0ObITHe OIIMO0OYHOTO Kajpa IMOJCYUTHIBACT

KOJIMYECTBO OIIMOOYHBIX KaJAPOB, 0OHAPYKEHHBIX B TCUCHHE
YKa3aHHOT'O TIepUo/Ia.

Symbol Period Error Event - Co0biTue nepuoa omub0o4HOro
CHMBOJIA [TOJICYUTHIBAET KOJUYECTBO OIIMOOK CUMBOJIA,
MIPOM3OIIEIIINX 32 YKa3aHHBIN TIEPHO/.

Seconds Summary Event - Co0bITHE TOJICYHTHIBAET KOJTUIECTBO
CEKYH/I C OIIMOKaMH, TIPOU30IIECIINX B TEYCHUE YKA3aHHOTO

epUO/Ia.

Error Window I[MpescTaBisier meproI OKHA TOpsiaKa | CeKYHIBI T HAOMIOACHUS 32
Pa3IUYHBIMHI COOBITHSIMHU CBSI3H.

Error Threshold [Tpencrapisier moporoBoe 3HaAUCHHE IS TIEPUOJIA OKHA IS

COOTBETCTBYIOIIETO COOBITHS CBSI3U, YTOOBI YBEIOMHUTH
OJIHOPAHTOBBIH y3en 00 ATOH omuoOKe.

3.2.24 Loop protection. 3ammuTa oT nerejb

BcnencTBue HenpaBUIIBHOTO BBHITIOJIHEHUS COEAMHEHUH, Ipo0JIeM ¢ anmnaparypoi,
HENPaBWJIbHOM HaCTPONUKU MPOTOKOJIOB, B CETAX MHOT/Ia BO3HUKAIOT METJIH. B KOMMyTHpyeMbIX
CeTAX MEeTJIM NOTPEOISIOT pecypchl KOMMYTATOpa, B pe3yIbTaTe 4ero MajaeT ero
npousBoauTenbHOoCcTh. DyHKIMA Loop Protection (3amura oT neresns), peaqn3oBaHHas B JAHHOM
KOMMYTaTope, MOKET ObITh BKJIFOUEHA TTI00AIbHO 100 HHAMBUYATbHO HA KaXIOM MOPTY.
Hcnonp3oBanne QyHKIUH 3aIIUTHI OT METENb 1a€T BO3MOKHOCTh KOMMYTAaTOpy aBTOMAaTUYECKU
oOHapy’KuBaTh NeTJIM B ceTu. [Ipu oOHapyKEeHUU MeTelb, MOPThI, IPUHSABIINE OT KOMMYTaTopa
MaKeT 3al[UThl OT NeTelNb, 74 MOTYT OBITh OTKJIFOUEHBI TMO0 COOTBETCTBYIOILIUE COOBITUS MOTYT
OBITH 3apETUCTPUPOBAHBI B KypHAJIE.

Jns moctyna k HacTpoiikam HeoOxoaumo rnepeitu no Briaake Configuration— Loop protection.
(Puc. 3.68) (Tabn. 3.66).
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Loop Protection Configuration

General Settings

Global Configuration

Enable Loop Protection

Disable w

Transmission Time |f- |seccnds
Shutdown Time | 130 | seconds
Port | Enable | Action | Tx Mode

* = =

1 | Shutdown Port ~ || Enable + |

2 | Shutdown Port w |[Enable v |

3 | Shutdown Port w || Enable w |

Puc. 3.68 — 3awymnta or neresip

Tabmmya 3.66 — 3awmra ot neresisb

General Settings (OcHOBHBIE HACTPOIKH)

Enable Loop
protection

ITo3BOnSET BKIFOYNTH MIIH BBIKITFOYUTH (1)YHKIII/IIO 3alIUThI OT IICTCJIb.

Transmission Time

MHTepBan Mexay OTHpaBKOM NAKEeTOB 3alIUThI OT nerens PDU Ha
KaKI0M nopty. JlonmyctumMsle 3HaueHus: oT 1 1o 10 cekyHa.

Shutdown Time

[lepuon BpeMeHu, Ha KOTOPBIN MOPT OyAET BHIKIIOUEH. [lomycTumblie
sHadeHus: ot 0 10 604800 cexyna. 0 o3HAYaeT, 4TO MOPT OyAET
OCTaBaThCs BBHIKJIIFOUEHHBIM JI0 TE€X TOP, MTOKa YCTPOHUCTBO HE OyIeT
1epe3arpyKeHo.

Port Configuration (Hactpotika mopra)

Port

Cskoo

Cnucok HOMEpPOB MOPTOB.
MOPTaM.

O3HAYaCT MPUMCEHCHHUEC KO BCCM

Enable

[To3BossieT BKIIOYUTD WM BBIKIIOYUTH (DYHKIIMIO 3aIIUTHI OT METeNhb
Ha BbIOpaHHBIX MOPTaX.

Action

Korna Ha nopty o6Hapy»xeHa netisi, QyHKIHS 3alUThl OT MeTellb
HEME]ICHHO BBITIOJIHUT COOTBETCTBYIONIHE onepanud. Onepanuu
MOTYT OBITh CIIETYIOLUUMHU:

* Shutdown Port (Otkiitounts nopt): Ilopt, Ha KOTOpOM
0oOHapy’KeHbI T, OTKII0YAETCS Ha IEPUOJT BPEMEHH, 3aJaHHbIH B
nosie “Shutdown Time” (Ilepuon BpeMeHH OTKIIOUEHHUS).

* Shutdown Port and Log (BbIK/II0OYMTH TOPT, HO BECTH PETUCTPALIUIO
B ’kypHaie): IlopT, Ha KOTOpoM 0OHapY>KEHBI METIIN, OTKIIIOUAETCS
Ha MepHuoJl BpeMeHH, 3a1aHHbli B osie “Shutdown Time” (Ilepuoa
BPEMEHU OTKJIFOYEHUS ), HO COOBITHS PETUCTPUPYIOTCS B XKypHAJIE.

* Log Only (Tonbko peructpupoath B xypHaie): CoObITUS
PETUCTPUPYIOTCS B )KYpHAJIE, HO IOPT OCTAETCSI BKIIFOUCHHBIM.

Tx Mode

BxirodaeT M BBIKIIIOYAET TE€HEPALUIO TAKETOB 3alUThI OT METEIb
PDU nubo ocymecTtsisiercs maccuBHbI nouck PDU, nepeganHbIx
110 TIETJIE.

3.2.25 Spanning Tree

HpI/I HCKOTOPLIX yCIIyrax, np€aoCTaBIICMbIX 110 CCTH HCO6XO,Z[I/IMO, YTOOBI COCOIMHCHUA ObLIN
BCE€TAa BKIIIOYCHEBI — 3TO IrapaHTUPYET KOHCYHBIM IMOJIB30BATCIISIM BBITIOJIHCHUC Tpe6y10m1/1xcs1
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UM ONEPALMI B PEKUME KOHJIAWH), KOTOPBIE HE TOJKHBI TPEPHIBATHCS] HEOKUJAHHBIMHU
paspbIBaMu coeMHEHUH. B Takux o0cToATenbCcTBaX, A7 NPEIOTBPAILEHUS pa3pbIBOB
COEIMHEHUI YCTaHABIMBAETCSI MHOKECTBO aKTUBHBIX MApUIPYTOB MEXAY y3aamu cetu. OaHaxo,
HaJIMYMe MHOXECTBA COEAMHSIIOIIMUXCS APYT C IPYTOM MapIlIpyTOB YBEINYUBAET BEPOSITHOCTh
o0pa3oBaHus MeTeb (MOCTOB), KOTOPBIE AENAIOT CETh HECTAOMIIbHOI, a B HAUXYAILIEM Cllydae —
HepaboTocnocoOHoit. Hanpumep, Tabnuia MAC-anpecoB, HCHOIb3yeMasi KOMMYTaTOPOM MIIH
MOCTOM, MOXET OTKa3aTh BCIIEACTBUE TOTO, YTO OJIHU U Te e MAC-anpeca (1 ciieoBaTeIbHO —
OJIHU U T€ € XOCThI CETH) BUIHBI HA MHOXECTBE I1OPTOB. BO-BTOPBIX, MOKET IPOU30MTH
HIMPOKOBEIATeNbHbIN TOpM. OH 00yCIOBIIeH Nepeaueii MMPOKOBEIIATEIbHBIX TAKETOB
MEXIy KOMMYyTaTopaMu 1o OeckoHeuHoi netie. [IInpokoBemaTenbHbIN IMTOPM MOXKET
3aXBaTUTh Bce A0cTynHbIe pecypebl CPU u BCro monocy nporyckaHus.

s perenust mpo0OieM, CBsI3aHHBIX ¢ MOCTaMu, mpoTokod STP gomyckaer ceTH, BKIIOYarOImue
pe3epBHbIE JIMHUU, KOTOpPbIe 00ECIIEUNBAIOT ABTOMAaTHUYECKHE PE3ePBHBIE MAPIIPYThHI B TOM
cllydae, €ClIi OTKa3bIBACT aKTUBHAS JIMHUS, IPU 3TOM HE BO3ZHMKAET OIIACHOCTH 00pa30BaHMUs
NeTelNb U He TpeOyeTCs BpPYUHYIO BKJIFOYATh WM OTKJIIOYATh PE3EPBHbBIC JIMHUU.

[Tpotokon STP (Spanning Tree Protocol) onpenenen B cranmapre IEEE Standard 802.1s. On
MO3BOJISIET CO3AATh TOMOJIOTHIO B CMEIIAHHOM CETH C MOAKIIOYEHHBIMH MOCTaMH 2-TO YPOBHS (B
TUIIMYHOM city4ae - Ethernet-kommyTtaTopamu) u OTKIIFOYATh JIMHUH, HE SBIISIONIAECS YaCThIO
JIEpeBa, OCTABIISAS OJIMH AKTUBHBIN MAapIIPYT MEXAY ABYMS JIOOBIMU y31aMU CETH.

Jnist obGecriedenunst OBICTPON CXOAMMOCTH TIOCIIE U3MEHEHUS TOIOJIOTHH CETH, BBE/ICH IPOTOKOII,
seystronuiics passutreM IEEE Standard 802.1s - RSTP (Rapid Spanning Tree Protocol (IEEE
802.1w)). IIpotokosn RSTP — 310 ynyumennsiit STP, mo3TOMY 3TH IPOTOKOJIBI UMEIOT CXOIHbBIE
OCHOBHBIE XapaKTepUCTUKU. BaxHo, 4To coznaeTcs 3pPeKT KackagHOro COeTMHEHUS! — HauMHAas
C KOPHEBOI'O MOCTa, OT KOTOPOI'0 KayK/blii Ha3HaYEHHbIN (HEKOPHEBOI) MOCT IIpeIaraeT CBOUM
Coce/IsIM OTIPEAETUTh — BOZMOXKEH JIM OBICTPBIA MEepexo/l. ITO ABISETCS OJHUM U3 OCHOBHBIX
AJIEMEHTOB, KOTOPBIE 00ECTICUNBAIOT YCKOPeHHYI0 cxoauMocTh RSTP no cpaBuenuto ¢ STP.
Hpyrum pacuruperreM RSTP siensiercs IEEE 802.1s — MSTP (Multiple Spanning Tree
protocol), KOTOpkIil MO3BOJISIET pa3nuyHbIM ceTsiM VLAN ucnosibp30BaTh OTAEIbHBIE KOMTUU
npotokosa. B otimune ot STP u RSTP, MSTP ycTpaHsier He00X0AMMOCTh UIMETh pa3INyuHbIe
STP mnst xaxaoir VLAN. [ToaToMy B OOJIBIIINX CETEBBIX CPeIax, B KOTOPHIX IKCIUTYaTUPYETCs
MHOkecTBO VLAN, MSTP MoxeT oka3aTbcs Moje3Hee, 4eM TPaJulluOHHO ucoib3yeMblid STP.
Jns noctyna k HacTpoiikam HeoOxoaumo rnepeitu no Briaake Configuration— Spanning Tree.
Bridge Settings (Hactpoiiku mocta) (Puc. 3.69) (Tab6in. 3.67).

STP Bridge Configuration

Bazic Settings
Protocol Version MSTP w
Bridge Priority 32768 w

Hello Time |2 |
Forward Delay | |
Max Age | 20 |
|
|

Maximum Hop Count |2E-
Transmit Hold Count | |5

Advanced Seffings

Edge Port BPDU Filtering [
Edge Port EPDU Guard [
Port Error Recovery [
Port Error Recovery Timeout

Puc. 3.69 — Hactpovikn mocta
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Tabnnya 3.67 — Hactpoviku mocta

Basic Settings (OcHOBHBIE HACTPOMKH)

Protocol Version

BriOepute cooTBEeTCTBYIONIHIA TPOTOKOII. Bepcuu nmporokomna
caenytomue: “STP”, “RSTP” u “MSTP”.

Bridge Priority

Kaxp1it KOMMyTaTOp UMEET OTHOCUTENIbHBII IPUOPUTET U
CTOUMOCTb ITYTH, KOTOPBIE HCIIOJIB3YIOTCS JUIsl IPUHSATHS PEIICHUS O
KpaTyaiiieM MapimpyTe Uil epeaadyn naketo. MapmpyT ¢
HAUMEHBIICH CTOMMOCTBIO (C HAMMEHBIIIMM YUCJICHHBIM 3HAYEHUEM )
MMeeT HaMBBICIIIUH MPUOPHUTET M UCTIONB3YETCS BCET 1A, TOKa HEe
OyzeT BBIKIIOYEH. Ecin nMeeTcs MHOXKECTBO MOCTOB U
UHTEPEICOB, TO IS OTYYCHUS ONITUMAITEHON
MIPOU3BOTUTEIILHOCTH HEOOXOIMMO HACTPOUTH UX IPHOPHUTETHI. [1pu
MSTP — sto npuoputet CIST. B ocTanbHBIX cllydasx — 3TO
npuoputet mocta STP/RSTP.

Hello Time

NurepBan mexnay ornpaskoi nakeroB STP BPDU. [Jonyctumslie
3HAYEHUS HaXoAATcs B quana3one oT 1 1o 10 cekyHn, 10 yMOIYaHUIO
- 2 CeKyH/IbI.

[Ipumeuanue. 3MeHeHNE 3HAYEHUS 3TOTO IMapaMeTpa mo
YMOTYaHUIO HE PEKOMEH/IyeTCS U MOKET UMETh HeOJIaronpusTHbIe
ITOCJIC/ICTBHSI JIUISl BAIIEH CETH.

Forward Delay

Hns moctoB STP, Forward Delay — 3To Bpemsi, mpoBeieHHOE B
KaxaoM u3 cocrostauid — Listening (IIpocnymmBanue) u Learning
(OGyuenue) no nepexonaa B cocrosinue Forwarding (Ilepenaua
nakeroB). /laHHast 3a1ep>KKa BO3HUKAET, KOT/Ia B CETh BKIIIOYAETCS
HOBBIN MocT. JlonmycTtumble 3HaueHus: ot 4 1o 30 cekyH/.

Max Age

Ecnu apyroit koMmmyTaTop HE MOILIET KOH(PUTypallMOHHBIHN MTAKET B
TE€YEHHE 3aJJaHHOTO NEPUOJIa BPEMEHH, OH CUMTAETCS OTKIFOYEHHBIM.
JonycTumplid [uana3oH 3HaUY€HUM: OT 6 10 40 cexyH/I, 3HaUCHUE
Max Age nomkHO ObITh MeHbIIe Win paBHo (Forward Delay-1)*2.

Maximum Hop Count

MakcumanbHOE YUCIIO0 YYACTKOB MEXTY KOMMYTaTOPAMHU, I1OCIE
POXOXKJEHUS KOTOPbIX, makeT BPDU Oynet otoporen. [pu
MPOXOKJICHUH Kaxk10ro Mocta naketom BPDU, 3HaueHue cuerunka
yMeEHbIIaeTcs Ha equHuLy. Korzna cueTynk yuacTKoB MapuipyTa
CTaHeT paBHBIM HyIt0, nakeT BPDU 6ynet oropomuen. 1o
YMOJTYaHHIO YUCIIO Y4acTKOB paBHO 20. /lnana3oH JOMyCTUMBIX
3HavyeHui 6 — 40.

Transmit Hold Count

Yucno nakeroB BPDU, nocsiraeMbIx MOpTOM MOCTa B CEKYHTY.
Korpaa 3710 3HaueHue NpeBbIIIeHO, Iepeiaya CIeIyOIIEro nakera
BPDU Oyner 3anep>kana. [lo ymonmuanuto 3aaHo 6 CeKyH/I.
Honyctumsiid quanasoH 3Hauenuid: ot 1 1o 10. Iloxkanyiicra, umeiite
B BUJLY, UTO MIPU YBEIWYEHHUH 3TOTO 3HAYCHUST MOKET 3HAUYUTEIHLHO
Bo3pactu 3arpy3ka CPU; npu yMeHbIIEHUHN 3HAYEHUS 3aMeJIseTCA
CXOJIMMOCTH anropuTMma. PexkoMenayercst octaBuTh ajisi Transmit
Hold Count 3nauenmue, 3aJaHHOE 110 YMOTYAHHUIO.

Advanced Settings (JlomomHuTEIEHBIE HACTPOIKN)

Edge Port BPDU @unprpanust BPDU nHa rpannyHoM nopty. Lensto punbrpanumn

Filtering naketoB BPDU na nopty sBiseTcs npe1oTBpalleHue OTIPaBKU C
KoMMyTaTopa kaapoB BPDU Ha nopTsl, KOTOpbIE MOJKIIOYEHBI K
KOHEUYHBIM YCTPOUCTBAM.

Edge Port BPDU 3amurta BPDU Ha rpannunom nopty. I'paHnyHble TOPTH 0OBIYHO
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Guard

Hanpsamyo nojkitoueHs! k [1K, daiin-cepBepam uim npuHTEpaM.
[ToaToMy rpaHuYHBIC TOPTHI CKOH(GUTYPUPOBAHBI TAKUM 00pa3oMm,
9TOOBI 00ECTIEUNBATIOCH OBICTPOE U3MEHEHHE COCTOSTHUS. B
HOPMAaJIBHBIX CUTYalUsIX, TPAHUYHBIE IOPTHI HE JOJIKHBI IPUHUMATH
KoHpuryparnuonasie BPDU. Onnako, eciiv OHM IPUHUMAIOT UX, TO
BEPOSITHO, BCJIEICTBUE aTAK 3JI0YMBIIUICHHUKOB WM HENPABUIbHBIX
HacTpoek. Korna rpannunbie NOpThl MPUHUMAIOT
koHpurypammonasie BPDU, onn OyayT aBTOMaTH4YeCKH
MEPEKIIIOUEHBI B COCTOSIHME HETPAaHUYHBIX TTOPTOB U 3aITyCTUTCS
Mpo1ecc BeIuMciIeHuss HoBoM Tornoiorur STP. B cBs3u ¢ atum, mis
3alIUTHl YCTPOMCTBA OT aTaK 3JI0YMBIIUICHHUKOB TPUMEHSETCS
BPDU guard. Ecnu rpannuHbIe TOPTHI MPUHSIIA KOH(DHUTYpaIMOHHBIS
BPDU, kornaa sta pyHkus BKIro4eHa, T0 STP OTKIIIOUUT T€ U3 HUX,
KoTopble puHsIH KoHpurypanuonusie BPDU. I1o ucreuenun
Mepro/ia BPEMEHU BOCCTAHOBJICHHUS STH BBIKJIFOUEHHBIE TTIOPTH BHOBb
OyJlyT BKIIFOUCHBI.

Port Error Recovery

Boccranosnenue nopra nocie omuoku. [1opt, BEIKIIOUEHHBIN U3-3a
OLIMOKH, MOXET OBbITh ABTOMATUYECKH BKIIIOYEH MO IPOILECTBUU
OIIPEICIIEHHOTO BPEMEHU.

Port Error Recovery
Timeout

Bpewms, KoTopoe HOJKHO IPOUTH O TOTO MOMEHTA, KOT'1a IopT,
BBIKJIFOUCHHBIH W3-32 OMMOKH, OyIeT BKIFOYEH BHOBb. JOyCTHMBIi
nuana3oH 3HadeHui ot 30 1o 86400 cexyH.

MSTI Mapping (Otoopa:kenne MSTI) (Puc. 3.70) (Ta6.1. 3.68)

MSTI Configuration

Add WVLAMNS separated by spaces or comma.

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration ldentification

Configuration Name

|00-12-32-54-12-43 |

Configuration Revision

o |

MSTI Mapping

MSTI |

VLANs Mapped

MSTI1

MSTI2

MSTI3

Puc. 3.70 - OTI05,D&')I(€HI/I€ MSTI

Tabruya 3.68 — OrobpaxerHmne MSTI

Configuration Identification (MaenTudukanmuonasie qJaHHbIE KOHGUTYpAITIN)

Configuration Name

Nwms MSTI. [To ymonuanuto ucnons3yercss MAC-anpec
KOMMyTaTopa. MakcumanbHas JymHa 32 cuMmBoiia. JlJis Toro, 9To0s
CcoBMeCTHO ucnonb3oBaTth STP gt MSTI, MOCTBI TOIKHBI IMETh
OJINHAKOBbIE UMEHA KOH(UTYpaluii 1 HoMepa Bepcuit
KOH(UTypaIui.

Configuration

Howmep Bepcun st MSTI. JlomycTumblil tuama3on 3HadeHuit: ot 1
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Revision

| 10 65535.

MSTI Mapping (Orobpaxenne MSTI)

MSTI

Howmep xonun MSTI.

VLAN Mapped

3amaiitre HoMepa ceTeit VLAN, koTopeie OyayT npuBsizanbl kK MSTI.
MoxHo BBecTH Kak oHy VLAN, Tak u nuanazod HomepoB VLAN.
Homepa VLAN MOKHO OTAENATH 3alATBIMA M UCIIOJIb30BAaTh TUPE
s ykazanus auanazona VLAN. (Ipumep: 2,5,20-40). dus
Hencnoib3yeMblx MSTI ocTaBbTe 1oJi€ MyCThIM.

MSTI Priorities (Ilpuoputersr MSTI) (Puc. 3.71) (Taoa. 3.69).

MSTI Configuration

MSTI Priority Configuration

CIST
MSTH

MSTI | Priority

327EE w
32768 w
MSTIZ2 | 32768 »

Puc. 3.71 — lNpmopurersl MSTT

Tabrmuya 3.69 — lNpuopurersr MSTI

MSTI Otobpaxaercst Homep ko MSTI. “*” — nmpaBuio mpuopurera
IpUMEHSIeTCs KO BCEM IIOPTaM.
Priority Br16epuTe cOOTBETCTBYIOLIUI NPUOPUTET 715 Kax 101 koruu MSTIL.

[TpuopuTeT MocTa MCIOIB3YETCs IPU BBIOOPE KOPHEBOTO
YCTPOWCTBA, KOPHEBOIO ITOPTA M HA3HAYEHHOT'O MOPTa. Y CTPOMCTBO C
HaUBBICIIUM MPUOPUTETOM CTAHOBUTCS KOPHEBBIM YCTPOHCTBOM.
OpHako, ecim BCe yCTPOMCTBA HMEIOT OJJUHAKOBBIA MTPHUOPUTET,
KOPHEBBIM YCTPONCTBOM CTAHET YCTPOUCTBO ¢ HauMeHbIuM MAC-
aapecom. MimeiiTe B BUy, 4TO YeM MEHBIIIE YUCIEHHOE 3HAUCHHE,
TEeM BblIIlIe IpuopuTeT. Mnentuduxarop mocta popmupyercs
KOHKATEHAIMeH CIIeTyOLIEero: MPHOPUTET MOCTA TUTIOC HOMEP KOTINHU
MST]I, xoukaTeHupoBaHHbIH ¢ 6- OaliTHEIM MAC-anpecom

KOMMYTAaTopa.

CIST Ports (IToptet CIST) (Puc. 3.72) (Ta6.a. 3.70).

STP CIST Port Configuration

Puc. 3.72 — loptsl CIST

5TP 4 - Restricted Point-to-
Port Enabled Path Cost Priority | Admin Edge | Auto Edge Role | TCN BPDU Guard point
[22v] [Noncdgew) 0O C C
STP Gr D . Restricted Point-to-
Port el Path Cost Priority | Admin Edge | Auto Edge Role | TCN BPDU Guard point
: [= | =] [= v O C C
1 (v [NorEogev] 0 C C
2 [128w] [Mon-Edgev] O C C
3 [128 w| [Mon-Edgew | O C C




Tabnmya 3.70 — lMoprer CIST

Port

Howmep nopra

STP Enabled

Bxouaer dynkumro STP.

Path Cost

CrouMocTh MapuIpyTa UCIOIb3YETCs sl ONPEIeIeHUs HauTy4IlIero
MapIiIpyTa Mexy ycTpoicTBamu. Eciu BeIOpaH peskuM paboThI
“Auto” (ABTOMATHYECKH ), IPH OTNPEICTICHUU CTOMMOCTH MapIipyTa
CHUCTEMa aBTOMATUYECKU OMPEEIISET CKOPOCTh M PEXKUM AYILIEKCA.
Ecnu tpeGyercs BBecTH 3HaYCHHE, BHIOPAHHOE MOJIb30BATEIIEM,
BeIOepuTe “Specific” (CneunanpHbiil). JlomycTumbie 3Ha4eHHs: OT 1
110 200000000. IToxkanyiicta, UMEHTE B BUIY, UTO CTOUMOCTD
MapuIpyTa uMeeT 0oJiee BRICOKUN TPUOPHUTET, YeM IPUOPHUTET TOPTA.

Priority

Bri6epute npuopuTeT nopra

Admin Edge

['panuia ammunuctpupoBanus. Eciiu unrepderic moaxIoueH K
OKOHEYHBIM y3JIaM, B 3TOM 1oJjie MokHO 3a11ath “Edge” (I'panuiia).

Auto Edge

ABTOMaTHYECKOE OIPE/ICTICHUE TPAHUIIBI CETU. Y CTAHOBUTE Iar B
ATOM T0JIe, 4TOOBI BKIIOUUTH 3Ty hyHKIMI0. Korna ¢pyHkims
BKJIFOUEHA, IOPT aBTOMATUYECKHU ONPEACIISIET TPAHUILY CETH ITPU
npueme BPDU.

Restricted Role

OrpanundenHas poib. Eciau BKiIto4eHo, opT He OyAeT BbIOpaH B
kadectBe kopHeBoro st CIST munu mro6oro MSTI naxe Toraa, koraa
oH uMeeT Hawiryuuii npuoputet STP.

Restricted TCN Orpannuennbiiit TCN. Ecnu BriroueHo, mopt He Oyaer
pacmpoCTpaHsATh MPUHATHIC YBEAOMICHHSI 00 H3MCHCHHH TOTIOJIOTHH
Y CaMHU M3MEHEHHs TONOJIOTHH Ha JIPYTHUE TIOPTHIL.

BPDU Guard Jannast pyHkmms 3amuniaet noptel oT npuema BPDU. Tlo3Bomnsier

MPEeIOTBPATUTH METIU MyTEM BBIKJIIOUEHHUS MOpTa MpU IpUemMe
BPDU Bmecto nomernienust ero B cocrostaue discarding. Ecnu
BKJIIOYEHO, TOPT BBIKIFOUUTCS 10 TEX MOP, TOKa HE IPUMET
npaBuibeHbIil BPDU.

Point-to-Point

Touka-Touka. BeiOepute Tvn JTMHUU, TOAKIIOYCHHON K HHTEPPEHCy:
* Auto (ABTomaTHueckn): KoMmMyTaTop aBTOMaTuueCcKy ONpeaeurT,
Kakoi nHTepdeiic moAKI0oUYeH - MO0 INHUS TOYKa-TOYKa, JIN00
pasnensemMas cpeaa.

* Forced True (IlpunynurtenbHasi yCTaHOBKAa CO€AMHEHUS TOUKa-
TOYKa): Y CTaHOBKA COCAMHEHUS TOUKA-TOUYKA.

* Forced False (IlpunyautensHasi ycTaHOBKA COSTUHEHHS
pazziensieMoit cpesibl): Y CTaHOBKA COSTMHEHUS Pa3AesIIeMON CpeIbl.

MSTI Ports (loptt MSTI) (Puc. 3.73) (Taéu. 3.71).
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MSTI Port Configuration

MST1 w|[Get |
Port | Path Cost | Priority
- bV
Port | Path Cost | Priority
:
>

Puc. 3.73 — lloptsl MSTT

Bri6epure xonkpetHbiii MSTI, koTopblil TpeOyeTcss HaCTPOUTD, 3aTEM HAXKMUTE

KHOIIKY “Get”.

Tabnmuya 3.71 — lMopter MSTI

Port Howmep mopra

Path Cost CroumocTh MaplIpyTa UCIOIb3YETCS sl ONPEIEIECHNS HAaUTyIlero
MapuipyTa Mexxay ycrpoiictBamu. Eciu BeIOpaH pexum paboThl
“Auto” (ABTOMaTH4ECKH), IPU OIPEIEICHUN CTOUMOCTH MapIIpyTa
cucTeMa aBTOMAaTUYECKH ONpeIesieT CKOPOCTh U PEKUM JTyTIIEKCa.
Ecnu TpeOyercst BBeCTH 3Ha4eHHE, BRIOPAHHOE MTOJIb30BaTEIEM,
BeIOepuTe “Specific” (Cneuunanbhslii). Jlomyctumbie 3HaueHus: oT 1
10 200000000. [Toxanyiicra, UMeHTE B BULY, YTO CTOUMOCTD
MapuipyTa uMeeT 0oJiee BBICOKHM MPUOPUTET, YEM MPUOPHUTET MOPTA.

Priority Br1OepuTe mpruopuTeT MopTra.

3.2.26 IPMC Profile (IIpo¢uas IPMC)
IPMC npo¢unm ucrnonb3yroTces Juist o0ecriedeH st KOHTpoJis AocTyna K [PMynbTHKAacT HOTOKaM.

Cy1ecTByeT BO3BMOXKHOCTb co3/1aTh 64 mpoduis ¢ 128 npaBuiiaMu B KaXKA0M.

st noctyna k HacTpoiikam HeoOxoaumo mniepeiitu no Bkiaake Configuration—IPMC Profile.
Profile Table (Ta6.1una npoduias) (Puc. 3.74) (Tadua. 3.72).

IPMC Profile Configurations

| Global Profile Mode | Disabled v |

IPMC Profile Table Setting

Delete |  Profile Name |

Profile Description

| Rule

| Delete | [

e ©®

| Add New IPMC Profile |

Puc. 3.74 — Tabnmya npoguis
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Tabmya 3.72 — Tabsmya npogusis

IPMC Profile Configuration (Hactpoiika npoduis IPMC)

Global Profile Mode | [To3BossieT BKIHOUNTH WK BHIKIFOUUTE QyHKIM0 [IPMC Profile
r7100aJIbHO.

IPMC Profile Table Setting (Hacrpoiika Tabmuiist mpoduis IPMC)

Profile Name BBenure ums 1715 JaHHOTO MPOQUIIS.

Profile Description BBeaure KpaTkoe onucanue sl JAHHOTO Mpoduist

[ Add Mew IPMC Profile |
a

Knomk MO3BOJISIET JOOABUTH HOBBIN MPOUIIb.

Address entry (Imana3zonsi agpecos) (Puc. 3.75) (Ta6ua. 3.73).
IPMC Profile Address Configuration

Mavigate Address Entry Setting in IPMC Profile by | 20 entries per page.
Delete |  Entry Name | Start Address | End Address
| Delete | [ [

| Add New Address (Range) Entry |

Puc. 3.75 — [lnarnazoHel agpecos

Tabmmya 3.73 — [Anana3oHsl 34pecoB

Delete VY nanenue Tekylei 3anucu

Entry Name BBenute ums, KoTopoe OyIeT HCIIOIB30BAThCS JJIsl HHICKCAIIMH
Jana3oHa aJpecoB.

Start Address BBenute B 3TOM I0JIe HAYAJILHBIN aJIpec Jrarna3oHa MHOT0APECHBIX
anpecoB (IPv4 umu [Pv6).

End Add BBeanTe B 9TOM M0JI€ KOHEUHBIN apec rarna3oHa MHOT0/IPECHBIX
anpecoB (IPv4 umu [Pv6).

| Add New Address (Range) Entry |

Knonka MO3BOJISIET JOOABUTH HOBBIM MPOQUIIB.

3.2.27 MVR

[Tpotokosn MVR - perucrpanus mHoroaapecubix VLAN (Multicast VLAN Registration)
IIO3BOJISIET MEUAcCePBEPY MEpeAaBaTh MHOTOAPECHBINA ITOTOK IO OJJHOM MHOT'0QIpECHOMN
VLAN, npu 3TOM KIMEHTHI, IPUHUMAIOLIME TOTOK MHOroaapecHo VLAN, MoryT ocraBatbcs B
paznuusbix ceTsix VLAN. Knuents! paznuuasix VLAN, HamepeBatoluecs: BCTYIIUTh B
MHOT'0aIPECHYIO TPYIIY WJIM BBIMNTH U3 HEe, OTIPABIIAIOT B OPT pUueMHHUKa coobienne IGMP
Join (Berynuts B rpynny) mu6o IGMP Leave (IlokunyTs rpynmy). [lopt npuemuuka,
IIPUHAJIEKAINN OAHON U3 MHOTOAIPECHBIX IPYII, MOKET IPUHUMATh MHOT0IPECHBIN TTOTOK
OT MenacepBepa.

Hanee, MVR u3onupyer nosib3oBarescii, He HAMEPEBAOLINXCs IPUHUMATh MHOT0aIPECHBIN
TpaduK U, CIe0OBATEIHHO, 00eCTeunBaTh 0€30MacHOCTh JIAHHBIX 3a cueT cerperanuu VLAN,
JIOITyCKaroIeil TOJIbKO MHOT0aipecHbli Tpaduk B apyrue cetu VLAN, K 0JHON 13 KOTOPBIX
NpUHAIEKUT aboHeHT. HecMoTps Ha To, yTO 001IMIT MHOT0AIpEeCHbII TpaduK MPOXOTUT OT
MVR VLAN B VLAN paznuussix rpymnn, nons3obareny pa3andabix VLAN IEEE 802.1Q unu
yacTHBIX VLAN He MOTyT 00MEeHUBaThCs Kakon-1100 nHpopmaIuen (3a NCKIIIOYSHUEM YCIyT
MapUIpyTU3aLUN BEPXHET0 YPOBHS).

Jlns noctyna k HacTpoiikam Heobxoaumo nepeitu no Bkiaaake Configuration— MVR.
Configuration (Hactpoiika) (Puc. 3.76) (Tabmn. 3.74).
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MVR Configurations

VLAN Interface Setting (Role [l:Inactive / 5:Source / R:Receiver])

Delete [ MVR VID | MVR Name

Interface Channel Profile

[ Delete | | |

[ Querier Election | IGMPAddress | Mode | Tagging | Priority | LLQI |

Pot 1 2 3 4567 8 910

Role  FRNRNINRNRNTNENENRER

[ 0000| [Dynamic w| [Tagged w 5| -

[(Add New MVR VLAN |

Immediate Leave Setting

:
-
2

Puc. 3.76 — Hactpovika MVR

Tabnuua 3.74 — Hactpovika MVR

MVR Mode

‘ Bxurouenue /Boikirouenue Gyakiuuu MVR.

VLAN Interface Setting (Hactpoiika uarepdeiica VLAN)

MVR VID

3anaiite Homep VLAN ID muoroaapecnoit VLAN. Iloxanyiicta,
AMENTE B BUJY, YTO OPTHI ucTouHnka MVR He pekomeH1yeTcst
UCI0JIb30BaTh Kak 1nopthl yupasieHuss VLAN. [lopTel ncrounnka
MVR nomkHbl ObITh CKOHPUTYpUpPOBaHbI, KaK wieHbsl MVR VLAN,
OJIHAKO NOopThl NpueMHUKOB MVR He cinexyer BpydHyro
KOH(HUTYprpoBaTh, Kak WieHbl gaHHOH VLAN.

MVR Name

JIOmOTHUTENBHO MOYXKHO 33/1aTh UM$, ONPEIEIEHHOE MOJIb30BaTEIEM
I nanHoi MHoroaapecHoi VLAN. MakcuMainbHas JyinHa CTPOKU
uMmenu MVR pasna 32. Pa3permaercst uCnosib30BaTh U OYKBBI, U

udpe1.

Querier Election

Bxtounte, uTo6s1 ipucoenuHuThCs K BeIOOpY IGMP Querier B
VLAN.

IGMP Address

3amaiite ogHoanpecHsbIi [Pv4-anpec B kauecTBe ajpeca UCTOUHHUKA,
ucnospzyemoro B 3arosioBke IP xanpos ynpasnenust IGMP.

Mode

[TonnepsxuBatoTcs 1Ba pexuma pabotst MVR:

* Dynamic (Jlunamuueckuit): MVR pazpemaer qfuHaMu4ecku
OTIIPABIISITH COOOIIEHUS O WICHCTBE HA TIOPTHI HCTOYHHUKA. DTOT
peKuM paboThI 33/1aH M0 YMOJIYAHUIO.

* Compatible (CoBmecTumsblit): OTnpaBka Ha HOPTHl HCTOYHUKA
coobuiennit MVR o uieHcTBe 3anpeleHa.

Tagging

3anaiTe, caenyeT U Ipu oTnpaske nomedars TeraMmu MVR VID
kaqpsl ynpasienuss IGMP/MLD nu6o ux cieayeTr oTnpaBisiTh 6e3
TErOB.

Priority

3anaiiTe npuopuTeT nepeaayun kaapos ynpasienus IGMP/MLD. Tlo
YMOJTYaHHUI0, IpHOpHUTET paBeH 0. JlomycTumble 3HaUEHUS
npuopurera: 0 -7.

LLQI

LLQI —sT0 cokpamenue s Last Listener Query Interval (Mutepsan
3anpoca nocneasero ciaymanus); LLQI mpumensiercs mys HaCTpOHKu
MaKCHUMaJIbHOT'O BpeMEHH 0KUJaHHs COOOLICHHS O YWICHCTBE
IGMP/MLD Ha nopTy npueMHHKa 0 yJaJI€HUs [TOpTa U3
MHoroazapecHoi rpynmnsl. [To ymomuanuto LLQI paBno 0,5 cexyH[pbI.
Jwnana3zon nonyctuMbix 3HaueHuit: 0-31744 necsateix noneu
CEKYH/IbI.

Interface Channel
Profile

Bri6epute npoduins [IPMC u3 packpbIBaroierocsi MeHio.
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Port Role

HaxxmMuTe Ha 3HA4YOK POJIU MOPTA, YTOOBI U3MEHUTH COCTOSIHUE POJIH.
* Inactive (I) (HeaktuBHsIii): [lo ymomyaHuto, Bce MOPTHl HEAKTUBHEI.
HeaxTtuBHbIe OpTHI HE 86 yyacTBYIOT B pabore MVR.

* Source (S) (Ucrounuk): [Topt (Bxoasmiero Tpaduka) sBisercs
MOPTOM HCTOYHUKA. [IOpTHl UCTOUHUKOB OyIyT MPUHUMATD U
MOCHUIATh MHOT0A/IPECHBIC TaHHbIe. AOOHEHTHI HE MOTYT OBITh
HANpsAMYIO MMOJKIIOYEHBI K TOPTaM UCTOYHMKA. MIMmeliTe B BUILy, UTO
MOPTHI HCTOYHUKA HE MOTYT OBITH B TO € BpeMs IOpPTaMuU
yIpaBJICHUS.

* Receiver (R) (Ilpuemuuk): ITopT ycTaHOBIIEH KaK MOPT MPUEMHHUKA.
Knuenrckue ninm aboOHEHTCKHE OPTHI CKOH(UTYPUPOBAHBI, KaK
MOPTHI IPUEMHHUKOB, TaK YTO OHH MOTYT MCIIOJIb30BATh COOOIICHUS
IGMP/MLD s npueMa MHOT0aJIpECHBIX JTAHHBIX.

Immediate Leave Settin

g (Hactpoiika HeMeIJIeHHOT0 BbIX0/a (M3 IpyIIibl))

Port

Howmep nopra

Immediate Leave

BrIOpaB cOOTBETCTBYIOIININ pa3/iel CIIICKA, MOXKHO BKIIOUUTh
(Enable) niu BeikirounTs (disable) ¢hyHKIMIO HEMEAJIGHHOTO BBIX0/1a
u3 rpynnsl. Korjga ¢gyHKIMs BKIIOYEHA, yCTPOUCTBO HEMEIJIEHHO
yAaisieT IOPT U3 MHOTOAJAPECHOTO MOTOKA, KaK TOJIBKO OHO
npuHuMaeT coobnieHue leave (IIokMHYTH TpyIITy) 7151 TOM TPYIIIHL.
JanHas onius mpuMeHUMa TOJIBKO K UHTEpQeEcy,

CKOH(UTYPHUPOBAHHOMY, KaK mpueMHUK MVR.

Kuomnka

[Add New MVR VLAN |

no3BoJiseT 1o0asuth HOBEIM MVR.

3.2.28 IPMC

3.2.28.1 IGMP Snoopi
IIpoTokon ynpasieHus rp
o0ecreyrBaeT yrpaBieHH

ng
ynnamu uatepaera IGMP (Internet Group Management Protocol)
€ ydactueM B MHoroajapecHsix [P-rpynnax. IGMP ucnons3yercs IP-

XOCTaMU M COCETHUMH MHOT0a/IpECHBIMU MapIIPyTU3aTOPaMH JJisl yCTAHOBJICHUS
NPUHAIIKHOCTH K MHOT0a/ipecHoi rpymme. OH MOXKET UCIOJIb30BaThcsl Hanbosee 3pHEeKTUBHO
IIPU MOJJIEPIKKE TAKUX YCIYT, KaK TOTOKOBOE OHJIAWH-BUJIEO U UTPHI.

IGMP Snooping — ato nporecc cinymanust tpadguka IGMP. Kak cienyer u3 nasBanus, [IGMP
snooping npeacTapiseT coool (yHKINIO, TO3BOJISIONLYI0 KOMMYTAaTOPY «IPOCITYILIMBATh)
00OMEH JaHHBIMU MEX/Jy XOCTaMHU M MapLIpyTH3aTOpamMu, 00padaTbIBasi HakeThl 3-TO YPOBHS
(maxetsl IGMP, mocelmaemblie MO MHOTOAIPECHOM CETH).

Korna na kommyratope BriatodeH IGMP snooping, oH aHanu3upyeT BCe MaKeThl, IepeiaBacMble
MEXJly XOCTaMH, OJKJIIOUEHHBIMA K KOMMYTAaTOPY ¥ MHOI'0aJPECHBIMH MapIIpyTU3aTOPaMH B

cetu. Korma kommyrarop

npuHuMaet otuet IGMP jy1st naHHON MHOTOAIPECHOM TPYIIIBI OT

X0CTa, KOMMYTaTop A00aBIIsieT HOMEp MOPTa XOCTa K MHOT0a/IpECHOMY CITMCKY JJIsl 3TOU
rpynnsl. Korna kommyTtatop oOHapyxuBaeT coobiienne IGMP Leave (IlokunyTs rpynmy
IGMP), oH ynansetr HopT XoCTa U3 SYEUKH TaOIHIIBI.

IGMP snooping no3Bosie

T 3¢ (HEKTUBHO CHIKAaTh MHOTOAIPECHBIN TpaduK MPH CTPUMHUHTE U

JIPYTUX KCTEHCUBHO PacXOAYIOIIMX Mosocy nponyckanus [Pripunoxenusx. KommyraTop,
ucnonp3ytomuit IGMP snooping, B 3Tom Tpaduke OyeT nepeaaBaTh XOCTaM TOJIBKO

MHOT'03/IpECHBIN TpaduK.

CHIDKCHHE MHOT'0aZIpECHOTO Tpa(bI/IKa YMCHBIIACT YHUCJIO MTAKCTOB,

o0pabaTbIBaeMbIX KOMMYTAaTOPOM (OJITHAKO MPHU ITOM TpedyeTcsl yBeTnYeHHEe ONepaTUBHOM
namsITH 711 00paOOTKU MHOTOAIPECHBIX TaOJIUI]) U CHUXKAeT Harpy3Ky Ha OKOHEYHbIE XOCTHI,
TaK KaK UX CeTeBbIe KapThl (MJI ONEpaI[MOHHbIE CHUCTEMBI) HE Oy1yT MPUHUMATh U (PUIBTPOBATH
BECh MHOT'0aJIpeCHBIN TpauK, FeHEpUPYEMBIil CEThIO.

s noctyna k HacTpoiikam HeobxonuMo nepeittu no Bkiaake Configuration— [IPMC—IGMP

Snooping.
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Basic Configuration (OcnoBHbIe HacTpoiiku) (Puc. 3.77) (Taba. 3.75).

IGMP Snooping Configuration

Global Configuration

Snooping Enabled
Unregistered IPMCv4 Flooding Enabled

IGMP SSM Range |232.0.0.0 HE
Leave Proxy Enabled [
Praxy Enabled [

Port Related Configuration

Port | Router Port | Fast Leave | Throttling

* | | |.:::, L
1 C C
2 C C

3 C C Lnlimited

Puc. 3.77 — OCHOBHbIE HACTPOVKM

Tabnmya 3.75 — OCHOBHbIE HACTPOMKM

Global Configuration (I'1o6ajibHbIe HACTPOMKH)

Snooping Enabled

YcranoBure ¢ar, 4ToObl ri100anbHO BKIOYUTH QyHKmio IGMP
Snooping. Korna ¢pyHKIMsS BKIIOYCHA, JAHHOE YCTPOKUCTBO OyIeT
OCYIIECTBIISATh MOHUTOPUHT CETEBOTO Tpaduka v ONpeaeNiaTh, Kakue
XOCTBI OyIyT MPUHUMATh MHOTOapeCcHBIH Tpaduk. KommyraTop
MO’KET MaCCUBHO KOHTPOJIHUPOBATH UM AHATTU3UPOBATH MAKETHI
IGMP Query (3anpocst IGMP) u IGMP Report (Otuerst IGMP),
nepegaBaeMble MeXay MHOroaipecHbIMu [P-mMapiipyTuzaTopamu u
MOAMMMCYNKAMU MHOT0AIpeCcHbIX [P-yciyr s uaeHTudukanmm
Y4aCTHUKOB MHOT0aJIpecHOM rpynmbl. KomMmyTaTop aHanu3zupyer
npoxosiue yepe3 Hero IGMP-makeTs1, U3BIEKaeT U3 HUX
PETUCTPALIMOHHYIO HH(POPMAIIMIO TPYIIIEI U COOTBETCTBYIOIINM
00pa3oM KOHQUIYpUPYET MHOTOAIPECHBIE (PHIIBTPBHI.

Unregistered IPMCv4
Flooding Enabled

Ecnu ¢uar B 3TOM nosie yCTaHOBJIEH, BKIIOUEH PEXXUM epeiadn
HEe3aperucTpUpPOBAaHHOIO (HE MPUHAAJIEKAIETO TPYIIIaM)
MHoroazapecHoro [P-tpaguka. YcranoBute ¢iar B 3ToM 1osie, YToObI
BKJIFOUUTh PACCHUIKY AKETOB BCEM y3JIaM.

IGMP SSM Range

Jlnana3zoH MHOTOaIpECHBIX aIPECOB AJI1 KOHKPETHOTO NCTOYHUKA
SSM (Source-Specific Multicast), T03BOJISIET MO IEPIKUBAIOIIIAM
SSM xocTtam 1 MapLIpyTHU3aTOpaM BBINOJIHATH MOZEINB yciayr SSM
JUIsl TPYII B 33JJaHHOM JIMaIla30He a/IpecoB.

Leave Proxy Enabled

[TonaBnsieT cooOLIEHHS O BBIXO/€ U3 IPYIIIbL, OTINYAIOIINECS OT
MIPUHATHIX, OT IIOCIEAHETO NOpTay4YacTHUKA rpynisl. [Ipokcu-cepsep
COOOIIIEHUH O BBIXOJIE U3 TPYIIIbI MOAABIISET BCE HE SBIIAIOIINECS
HeoOxouMbIMu cooOrienust IGMP o BeIXo/ie U3 rpynIbl TAKUM
00pa3oM, YTO KOMMYTATOp, HE ABJISIOIIUIACS querier, mepeiaeT MnakeT
BBIX0/Ia U3 TPYIIIBI TOJBKO TOT/1a, KOI/A IMMOCIEIHUN TNHAMUYECKUI
MIOPT-Y4YACTHUK ITOKUJAET MHOT0aJAPECHYIO IPYIIILY.

Proxy Enabled [Ipokcu-cepBep BKIOYCH
Port Related Configuration (HacTpoiiku, cBs3aHHBIE C IOPTOM)
Port Howmep nopra

Router Port

YcraHoBute (iar B 1ojie JAHHOTO NOPTA, YTOOBI HA3HAYUTH €T0
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noptom Mapipytuzatopa. Ecan IGMP snooping He MokeT
onpenenuth MectoHaxoxaeHue IGMP querier, Bbl MmokeTe Bpy4Hy10
Ha3HAYUTh MOPT, KOTOPBIN MOAKIIOUEH K n3BectHoMy IGMP querier
(HampuMep, K MHOT'0aIpECHOMY MapIIpyTHU3aTOpy WIN
KOMMYTATopy). DTOT HHTEp(]ec 3aTeM BCTYITUT BO BCE TEKYIUE
MHOT'0aIpECHBIE TPYIIIBI, TOAEPKUBAEMBIC ITOAKIFOYEHHBIM
MapuIpyTU3aTOPOM/KOMMYTAaTOPOM, YTOOBI TaPaHTUPOBATh, UTO
MHOI'0aIpECHBII TpadUK MpoIIes Ha BCe COOTBETCTBYIOIINE
uHTEpEiichl KOMMYTATOpA.

Fast Leave Ecnu ¢nar ycranosiieH, BKirodeHa GyHKIHS OBICTPOTO BBIX0OJIA U3
rpynmbl. Kora npuHAT makeT BBIX0/1a U3 TPYIIIBI, KOMMYTaTOP
HEMEIJICHHO yAaJsieT MOPT U3 MHOT0aJAPECHOM yCIIyTH, HE MOChLIas
cneunduynblil g rpynmsl 3arnpoc IGMP GS Ha 3ToT unTepdeiic.

Throttling OT0 3HaYEHHE OIPAaHUYMBACT MAKCUMAJIBHOE YMCII0 MHOT0a/IpECHBIX
IPYIII, B KOTOPBIE TIOPT MOXET BCTYIUTh OJHOBpeMeHHo. Korma s
nopta OyJeT JOCTUTHYTO MaKCUMaJIbHOE YUCIIO TPYIII, HOBbIE
coobienus ¢ oryeramu IGMP o Berymiienuu B rpynmy OyayT
orOpackiBaThes. [1o ymonuaHuio BHIOpaHO HEOTPAaHUUYEHHOE YK CIIO
rpyni (unlimited). lomyctumbiii iuana3os 3Havyenuit ot 1 o 10.

VLAN Configuration (Hactpoiika VLAN) (Puc. 3.78) (Ta6.1. 3.76).

IGMP Snooping VLAN Configuration

Start fram WLAN with entries per page
[ VLANID | Snooping Enabled | Querier Election [ Querier Address | Compatibility [ PRI] RV | Ql(sec) [ QRI(0.1 sec) [ LLQI (0.1 sec) | URI {sec) |
1 | 0.0.0.0] [IGMP-Auto_ ~] | 2| | 1285 | 100 | 10] | 1]

Puc. 3.78 — Hacrpovika VLAN

Tabmuya 3.76 — Hactpovika VLAN

VLAN ID 3anaiire Homep VLAN, ucnonbszyemoit st IGMP snooping.

Snooping Enabled YcranoBute ¢uiar, 4TOObI BKIIOYHUTH (PYHKIIMIO «IIPOCITYIINBAHH»
Ha uHTepdeiice. Koraa ata pyHKIMS BKIIOYEHA, KOMMYTaTOp OyJeT
KOHTPOJIMPOBATh CETEBOM Tpaduk Ha yKa3aHHOM HHTepQeiice, 4TOObI
OTNpEeAENNTh, KAKHE XOCTHI XKEJAI0T MOJy4yaTh MHOT0AIpECHbIE
yeayru. Eciiu IGMP snooping BkmtoueH rinobdansao u IGMP
snooping BKJIIOYEH Ha UHTepdelice, TO IPUOPUTETOM OyIeT
nosab3oBatbess IGMP snooping Ha untepdeiice. Korna ¢uar B sTom
T10JIE CHSIT, IPOCIIYIIMBAHUE» MOXET OCTaBaThCs
CKOH(UTypHpOBaHHBIM Ha UHTep(deiice. OgHAKO HACTPOMKH OyTyT
JIefiCTBOBATh TOJIKO B TOM ciayyae, ecii IGMP snooping BKitoueH
r1100aIbHO.

Querier Election YcraHoBuTe ¢uiar B 3TOM T10J1€, YTOOBI BEIOPATh MOPT 3alPOCOB B
VLAN. Korja ¢uar B mose cHST, OPT OyAeT UCIONb30BAThCS KAk
nopt IGMP, He nochLIaIIMI 3a0pOCOB.

Querier Address 3anaiite ogqHoaapecHslil [Pv4-anpec, ncnons3yemsiii B 90 3aronoBke
IP nns BeIOOpa nopta-ucrounuka 3anpocos IGMP. Korna sto none
HE 3a/1aH0, KOMMYTATOp OyAeT HCI0JIb30BaTh MEPBbIil TOCTYHBIH
IPv4-anpec ynpasnenus [P-untepdeiica, acCOIIMUPOBAHHOTO C ITOM
VLAN.

Compatibility B sToM mose 3a/1aH0, Kakre XOCThl M MapIIPyTH3aTOPbI MOTYT
BBITIOJIHATH ONEpAIiU B CETH (B 3aBUCHMOCTH OT BBIOPAHHOM BEPCUH
IGMP). Noctynssl cneayromue Bapuantel: “IGMP-Auto”
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(ABromarnueckuii BeiOop Bepcun IGMP), “Forced IGMPv1”
(ITpunynutensHOE ucnonab3oBanue IGMPv1), “Forced IGMPv2”
(ITpunyaurensHoe ucnonb3oanue IGMPv2), “Forced IGMPv3”
(ITpunynutensHOE Hcnoiab3oBanre IGMPvV3). ITo ymomuanuto
npumensiercs “IGMP-Auto” (ABromaTHueckuii BbIOOp BEpCUU
IGMP).

PRI

Bribepure npuopuret unrepdeiica. B 3ToM none ykazaHo ypoBeHb
npuoputeta kaapa ynpasieHus IGMP, creHepupoBaHHbI CUCTEMOMH,
KOTOpasi UCHOJIb30BaHa JIIsl HA3HAUYE€HUS IPUOPUTETOB Pa3INUHbIM
KJlaccam Tpaduka. J[namnazoH A0MyCTUMBIX 3HaYeHHi: oT 0
(HauMeHbLIUH TpropuTeT) 10 7 (HauBbIcKi npuoputet). [1o
YMOJTYaHUIO, IPHOPUTET uHTepdeiica paseH 0.

RV

[Tepemennas Hanexunoctu RV (robustness variable) mo3Bossier
HACTPOHTH OXKHIaeMbIC TOTEPH IAKETOB B NoaceTH. Eciu ecth
MoAO3pCHUEC, YTO B IOACCTU TCPAIOTCS ITAKCThI, 3TO 3HAYCHUC MOKHO
yBennuuTh. 3HaueHne RV He nomkHo ObITh HyneM wiu 1. 3HadeHue
JIOJKHO OBITh 2 mim Oostee. 1o ymomganuto 3a1ano 2.

Ql

B none Query Interval (MHTepBan Mexy 3amnpocaMu) yka3zaH
WHTEPBAJl BPEMECHH MEX/Ty OTIIPABKOM 3aIIPOCYMKOM COOOIICHUN C
oburmu 3anpocamu IGMP (IGMP General Query). [To ymonuanuto
3a/1aH uHTEepBai 125 cexyH.

QRI

Query Response Interval — makcumansHOE BpeMs OJKHIaHUS
Mmapurpytuzaropom IGMP npuema oTBeTa Ha coO0ILIEHUE C 3aIIPOCOM
IGMP General Query. QRI npumensieTcs, korja KOMMyTaTop
(GYHKIMOHUPYET, KaK 3allpOCYUK U UCIOJB3YETCS JUIs
MH(GOPMHUPOBAHUS APYTHX YCTPOMCTB O MAaKCUMaJIbHOM BPEMEHH,
KOTOpOE JJaHHasi CUCTEMa OKUAAET OTBETa Ha ob1ue 3anpocsl. [1o
YMOJTYaHHUIO 3a/1aH0 3HaueHue 10 cexyna. J[namna3oH 10myCTUMBIX
3HaueHuil: 0-31744 necsaThIX J10J1el CEKYH/IbI.

LLQI

Last Listener Query Interval — Bpemst o’xuiaHust OTBETa Ha
3aIPOCHOE COOOIIEHNE, ClIENU(BHIHOE IS TPYIIILI WIIA Ha
3aIpOCHOE COOOIICHUE, CrIeNU(bHYHOE IS TPYIIbI i HICTOYHUKA.

URI

Unsolicited Report Interval — Bpemst oxxuganus nepeaayu BXOASIIMM
uHTepdeiicom HenpeaycMoTpeHHbIX otueToB IGMP, korna
BKJIFOYEHO UX TIOJIaBJICHHE WK QUIbTpaIus Ha Ipokcu-cepaepe. [1o
ymomuanuio Ui URI 3anano 3nauenune 1 cekynna. [Iuanason

JIOMYCTUMBIX 3HaueHui: oT 0 10 - 31744 cexyH/.

Port Filtering Profile (IIpo¢punas puabTpannu nopra) (Puc. 3.79) (Tadu. 3.77).

Ha crpanune HacTpolikul puibTpauy mopTa MOXKHO OTPUIBTPOBATH OMPEIEIICHHBIH

MHOT'0aIpECHBIH Tpaduk 1Mo KakaoMy MOpTy oTAenbHo. [lepen TeM, Kak BEIOMpATh Tpopuih

¢bunbTpanumn, Heodxonumo 3aaathk npodunu Ha crpanuue [IPMC Profile (ITpogpuns IPMC).
IGMP Snooping Port Filtering Profile Configuration

Port | Filtering Profile
e v
2 -
3 - [~

Puc. 3.79 — lpogusib pusibTpaymm rnopra

Tabnmuya 3.77 — lpogusib ubtpaumm nopra

| Port

\ Howmep nopra.
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Filtering Profile Bribepure ckoH(UTYpUPOBaHHBIE MHOT0AIPECHBIE TPYIIIBI, KOTOpPbIE
3anpeleHsl Ha mopty. Koraa onpenenennas MHOToaipecHast rpyImmna
BbIOpaHa Ha mopTy, coobmmenuss IGMP join reports (0T4eTsI 0
BCTYIUICHHMH B IPYIITY) HA IIOPTY OTOPAChIBAIOTCSL.

3.2.28.2 MLD Snooping
[Tporokon MLD (Multicast Listener Discovery snooping) mogo6en npotokoiy IGMP snooping
s [Pv4 n uctionb3yetcs i MHOroaapecHoro tpaduka IPv6. [Apyrumu cnoBamu, MLD
snooping KOH(pUTypupyeT MOPTHI AJIsi OTpaHUYEHUsI MHOToaApecHoro Tpaduka [Pv6 niu
yIpaBJICHUS UM TaKUM 00pa3oM, 4ToObl OH MepeaBalicsi Ha OPTHI (MIIHM MOJIB30BATENSIM),
KOTOPBIM OH JICUCTBUTENBHO TpeOyeTrcs. B pesynbraTe, MLD snooping cHukaet
JAaBUHOOOPA3HYIO TIepeiady MHOT0aIpecHbIX makeToB IPV6 mo 3amanaeiM VLAN. Tloxkanyiicra,
umeiite B Buay, 4ro IGMP Snooping u MLD Snooping paGoTatoT He3aBUCUMO APYT OT ApYyra.
OHU MOTYT OBITH BKJIIOYEHBI OJTHOBPEMEHHO.
s noctyna K HacTpoiikam Heobxoaumo nepeitu no Bkiaaake Configuration— [IPMC— MLD
Snooping.
Basic Configuration (OcHoBHble HacTpoiiku) (Puc. 3.80) (Tao.. 3.78).

MLD Snooping Configuration

Global Configuration

Snooping Enabled
Unregistered IPMCvE Flooding Enabled
MLD SSM Range |ffae: UEE

Leave Proxy Enabled [
Froxy Enabled [

Port Related Configuration

Port | Router Port | Fast Leave | Throttling

| | == g

Puc. 3.80 — OCHOBHbIE HACTPOVIKU

[T I O

Tabmya 3.78 — OCHOBHbIE HACTDOVKH

Global Configuration (I'100a1bHBIC HACTPOWKH)

Snooping Enabled YcranoBuTe ¢uiar, 4To0bI MI00ATEHO BKIFOUUTE QyHKIHIO MLD
Snooping . Koraa ¢yHkMs BKIIIOYEeHa, JTaHHOE YCTPOMCTBO Oy et
OCYIIECTBIISATh MOHUTOPUHT CETEBOT0O Tpaduka 1 ONpeaeNiTh, Kakue
XOCTBI OyIyT MpUHUMATh MHOTOaApecHbIi Tpaduk. KommyTtaTop
MOKET IMACCUBHO KOHTPOJIUPOBATH WM aHAIU3UPOBaTh nakeTsl MLD
Listener Query (3ampocs! npocnymuBanus MLD) u MLD Report
(Otuetst MLD), nepenaBaeMbie MEXITy MHOTOAIPECHBIMU
[PMapipyTuszaropamu 1 HOANUCYUKAMU MHOTOaApecHbIX [Pycmyr
JUTSL UIEHTU(UKALMY YYaCTHUKOB MHOT'0AJPECHOM IPYIIIBL.
KommyTarop ananusupyet npoxoasuue yepe3 Hero IGMP-nakers,
U3BJIEKAET U3 HUX PErHCTPALIMOHHYIO HHPOPMAIIUIO TPYIIIHI U
COOTBETCTBYIOIIUM 00pa3oM KOH(UTYpUPYET MHOTOAJPECHBIE
(GUIBTPBIL.

Unregistered IPMCv6 | Ecnu ¢aar yctaHOBIICH, BKIIOUYCH PSKHM Mepeiadn
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Flooding Enabled HE3aperuCTPUPOBAHHOTO (HE TPUHAIIEIKAILETO IPYIIam)
MHoroazapecHoro IP-tpaduka. YcranoBure diar, 4T00bI BKIIFOUHTH
PAcCBUIKY ITAKETOB BCEM Y3JIaM.

MLD SSM Range Jlnama3oH MHOT'0AJIPECHBIX aAPECOB JUIsl KOHKPETHOTO UCTOYHHUKA
SSM (Source-Specific Multicast), mO3BoJISIET MO ICPIKUBAIOIIIAM
SSM xoctam 1 MapuIpyTU3aTOpaM BBIOJIHATH MOAENb yCIyr SSM
JUTS TPYTT B 33JJAHHOM JIMAIa30He aJIpECOB.

Leave Proxy Enabled | UtoObI mpeoTBpaTHTh IEPErPY3KY MHOTOAAPECHOTIO
MapIIpyTU3aToOpa COOOIIEHUSIMH O BBIXOJIe U3 TpyIibl, MLD
snooping MoAaBIsieT UX, IOKA HE MPHUMET TaKOE COOOIICHUE OT
MOCIIEAHETO MOPTa-ydyacTHUKA rpymibl. Korga koMMmyTaTop
paboTaeT, KaK 3arnpocyuK, QyHKIHsS TPOKCUCEPBEPa ISl COOOIICHU
0 BBIXOJIC M3 TPYIIIBI paboTaTh HE OYJIET.

Proxy Enabled Koraa npokcu-cepsep MLD BKIIFOY€H, KOMMYTaTOp OOMEHUBACTCS
coobmienusiMu MLD ¢ MapiipyTu3aTtopom cBO€ro BOCXOMASIIETO
uHTepdelica U BRIOJIHSCT 3a1a4n xocta MLD Ha BocxosiemM
unTepdeiice: * Korna npuxoauT 3anpoc, OH MOCHUIAET OTYET
MHOTI'0aJIpECHOr0 MPOCIyIIUBaHus rpymnmne. * Korga XocT BCTymnaer B
MHOT'03JIpECHYIO TPYTITy, B KOTOPOM HET IPYTUX XOCTOB, OH
MIOCBUIAET 3TOU IPYIIIE HENPEAYCMOTPEHHBIE 0TUETHI. * Korna
ONPEAEIIEHHYIO MHOTOAIPECHYIO IPYNITYy NOKHUIAET MOCIEIHUIN XOCT,
KOMMYTATOp MOCBUIAET HENPEAYCMOTPEHHBIN OTYET MO aapecy,
ucnoJjibzyeMomy Bcemu mapuipytuzaropamu (FF02::2) mpu MLDv1.

Port Related Configuration (Hactpoiiku, cBs3aHHBIE C IOPTOM)

Port Howmep nopra

Router Port Ycranosure (iar, 4T00b HA3HAYUTH TOPTOM MAPIIPYTH3ATOPA.
Ecnu MLD snooping HE MOXET ONPEIEIUTh MECTOHAXOKCHHE
MLD querier, Bol MokeTe BpyUHYI0 Ha3HaUUTh OPT, KOTOPHIi
nojkiroueH k u3Bectnomy IGMP querier (Hanpumep, k
MHOT'0a/IpECHOMY MapIIpyTH3aTOPy WM KOMMYTAaTopy). DTOT
uHTepdeiic 3aTeM BCTyNUT BO BCE TEKYIIHE MHOT0a/IpECHbIE IPYIIbI,
MTO//IEPKUBAEMBIE TIOAKIFOYEHHBIM MAPLIPYTU3aTOPOM
/KOMMYTaTOPOM, YTOOBI TaPaHTUPOBATh, YTO MHOTOAJPECHBIN
TpaguK IpoILIes Ha BCE COOTBETCTBYIOIINE HHTEP(EChI
KOMMYTAaTopa.

Fast Leave Ecnu ¢nar B nosie ycraHOBIIEH, BKIIIOUEHA (PyHKIIHS OBICTPOTrO
BbIX0/1a U3 rpynnsl. Korjna npuHAT nakeT BbIX0a U3 IPYIIbI,
KOMMYTAaTOp HEMEJIEHHO YJAJISIET MOPT U3 MHOI0AIPECHON YCIIyTH,
He nocbutas cneunuuHbIi 1y rpynmnsl 3arpoc MLD GS Ha sToT
uHTepdeiic.

Throttling OT0 noje orpaHu4YUBaEcT MAaKCHUMaJIbHOE YMCIO0 MHOT0AAPECHBIX
TpyII, B KOTOPbIE MMOPT MOKET BCTYNUTh 0OJlHOBpeMeHHo. Koraa st
nopTa 0yJeT JOCTUTHYTO MaKCUMAaJIbHOE YUCIIO TPYIII, HOBbIE
coobmenus ¢ orderamu MLD o BcTynieHuu B rpynmy OyayT
orOpacsiBaThes. [1o ymonuaHuio BHIOpaHO HEOTPAHUYEHHOE YHCIIO
rpynn (unlimited). lonmyctumblii Auana3ol 3Hadeduit ot 1 go 10.

VLAN Configuration (Hactpoiika VLAN) (Puc. 3.81) (Ta6.. 3.79).

170



MLD Snooping VLAN Configuration

Start from VLAMN with entries per page.

VLAN ID [ Snooping Enabled | Querier Election | Compatibility [ PRI] RV | Ql{sec) [ QRI(0.1sec) [ LLQI (0.1 sec) [ URI (sec)

[MLD-Aute v (0] | 2| |

125) | 100 | 10 | 1]

Puc. 3.81 — Hacrpovika VLAN

Tabnmua 3.79 — Hactpovika VLAN

VLAN ID

3amaiite HoMep VLAN, ucnonb3yemoii 1yist MLD snooping.

Snooping Enabled

YcranoBute (aar B 3TOM 10Ji€, YTOObI BKIIIOYUTH (DyHKITHIO
«TpocIynIMBaHus» Ha uHTepdeiice. Koraa sta pyHKIMS BKIIOUCHA,
KOMMYTaTop OyZeT KOHTPOJIMPOBATH CETEBOM Tpahuk HA YKa3aHHOM
uHTepderice, 4TOOBI ONPEETUTh, KAKHE XOCTHI )KEIAI0T IT0JIyJaTh
MHOT'03JpECHbIE YCIIyTH.

Querier Election

YcranoBure ¢aar B 3TOM 1oJie, 4TOObI BBIOpATh MOPT 3aIIPOCOB B
VLAN. Korpa ¢uiar B 3ToM 10jie yCTaHOBIICH, KOMMYTAaTOP MOYXET
UCIIOJIb30BAThCS, Kak 3anpocuyuk MLDV2, KOHKYpHUpYS C IpYTUMHU
MHOT'0aJIpECHBIMHA MApUIPYTHU3aTOPAMU WIM KOMMyTaTopamu. Kak
TOJILKO KOMMYTATOp CTaHET 3alpOCUUKOM, OH OYJIeT OTBEYATh 3a
OTIPABKY Ha XOCTHI MEPUOANYECKUX 3aIIPOCOB O TOM, KEJIAIOT JIM OHU
NPUHUMATh MHOTOaipecHbIi Tpaduk. Koraa dnar B mone cHAT, mopT
Oynet ucnosibzoBaThes Kak nopt IGMP, He nmochLiatonuii 3ampocos.

Compatibility

B sToMm mose 3agaHo, Kakue XOCThl U MapIIpyTU3aTOPhl MOTYT
BBITIOJHSATH ONEPAIMH B CETH (B 3aBUCHMOCTH OT BEIOpaHHOW BEPCHH
MLD). loctynHsl cneayromue Bapuantel: “MLD-Auto”
(ABTomarnueckuii BeIOOp Bepcuu MLD), “Forced MLDv1”
(ITpunynurensHas yctanoBka Bepcut MLDv1) u “Forced MLDv2”
(ITlpunynurensHas yctaHoBka Bepcuu MLDv2). 1o ymonuanuio
npumensiercs “MLD-Auto” (ABromaTtnueckuii BbI60p Bepcuu MLD).

PRI

Bri6epute npuoputeT unrepdeiica. B atom nose ykazano ypoBeHb
Ipuopurera Kajapa ynpasiieHus MLD, crenepupoBaHHBIN CUCTEMON,
KOTOPAasi MCIOJIb30BaHa /Il Ha3HAYECHUSI IPUOPUTETOB PA3INYHBIM
KJaccaM Tpaduka. /luanazoH 10MyCTUMBIX 3HauYeHHi: oT 0
(HauMeHbLIUH npuopuTeT) 10 7 (HauBbicmnii npuopurer). [lo
YMOJIYaHHIO, TpUOpUTET uHTEepdeiica paseH 0.

RV

[Tepemennas Hanexuoct RV (robustness variable) mo3BossieT
HACTPOUTH OXHAaeMble MOTEpU MAKeTOB B mojceT. Ecnu ecTh
MOJIO3PEHHE, UTO B TIOJICETH TEPSAIOTCS TAKEThI, 3TO 3HAYCHHE MOYKHO
yBenUuuTh. 3HaueHne RV He 10mkHO ObITh HysieM uiH 1. 3HadeHue
JIOJDKHO OBITh 2 mitn 6onee. [1o ymomuanuro 3amano 2. Jlnanazon
JIONYCTUMBIX 3HaueHui: 1~255.

Ql

B none Query Interval (MuatepBan Mexay 3ampocaMu) yka3aH HHTEpBa
BPEMEHU MEX/1y OTIPABKOI 3aIpOCYMKOM COOOIICHUH ¢ 00IMMHU
3anpocamu IGMP (IGMP General Query). Ilo ymonuanuto 3anan
uHTepBan 125 cexyna. Jlonyctumslii Auana3oH 3Ha4eHui ot 1 no 31744
CEKYH/I.

QRI

Query Response Interval — makcumanbHOE BpeMst OXKUTaHUS
Mmapupytuzaropom IGMP nmpuema oTBeTa Ha coo0ILIEHUE C 3aTIPOCOM
IGMP General Query. QRI npumeHnsieTcst, Korja KOMMyTaTop
(GYHKIIMOHUPYET, KaK 3alpOCYUK U UCTHIOIB3YETCsl JUIsl HH(POPMHUPOBAHUS
JPYTUX YCTPOWCTB O MAKCUMAJIbHOM BPEMEHHU, KOTOPOE AaHHAs
CUCTEeMa 0’KMJIaeT O0TBeTa Ha obmue 3anpockl. [To ymomyanuto s RQI
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3anaHo 3HaueHue 10 cexyna. JluanazoH AOMyCTUMBIX 3HaUeHMi: 0-
31744 necsThIX 10J1€H CEKYH/bI.

LLQI Last Listener Query Interval — Bpemst o>xuanust OTBETa Ha 3alIPOCHOE
coobiuenue, crenu(GUIHOE s TPYIIIBI HIK Ha 3alIPOCHOE COOOIIEHHE,
crerupUIHOE JUIs TPYIIIIBI i HCTOYHUKA.

URI Unsolicited Report Interval — Bpemst oxuaHus nepeaadn BXOISIHM

uHTepdeiicom HenpeaycMorpeHHbix otueToB IGMP, koraa BiitoueHo
UX MoJaBjIeHue UK (GpuiabTpanus Ha Npokcu - cepsepe. [1o ymonuanuio
quist URI 3aano 3Hauenue 1 cexynaa. J{uamnasoH A0IyCTUMBIX
3HayeHui: ot 0 no 31744 cexkyHu.

Port Filtering Profile (Ilpo¢puab punbTpannu nopra) (Puc. 3.82) (Taod.. 3.80)
MLD Snooping Port Filtering Profile Configuration

Port | Filtering Profile
T ]
2 -
3 -

Puc. 3.82 — [lpogpusib uibTpalmm nopra

Tabnmya 3.80 — lNpogurib guribTpaymm nopra

Port

Howmep nopra.

Filtering Profile

Bribepure ckoH(UTYpHUPOBaHHBIE MHOTOAIPECHBIE TPYIIITBI, KOTOPHIE
3anpeleHsl Ha mopty. Koraa onpenenennas MHOToaipecHast rpyIimna
BbIOpaHa Ha MopTy, coobmmenuss MLD join reports (0OT4eTHI 0
BCTYIUICHHU B IPYIITY) HA IIOPTY OTOPAChIBAIOTCSL.

3.2.29 LLDP

ITpotokon LLDP (Link Layer Discovery Protocol) siBisieTcss pOTOKOJIOM KaHAJIBHOTO YPOBHS,
Ha KOTOPOM CETEBBIE YCTPOHcTBa 0OMEHNBaIOTCs HH(popManuel o cede ¢ JpyrumMu
YCTPOWCTBaMH, HAPSIMYIO COEIMHEHHBIMU 4epe3 ceTh. Mcnonbs3ys LLDP, nBa yctpolicTsa, Ha
KOTOPBIX ()YHKIIMOHUPYIOT CETEBbIE MPOTOKOJIBI PAa3HBIX YPOBHEH, MOTYT 00y4aTbcs
uH(popManuu Apyr Apyra. i1 oOHapyKeHHs COCETHUX YCTPONCTB UCIOIb3yeTCs Habop
aTpuOyTOB, ccbutatonuiics Ha TLV. YcTpolcTBO MOXeT nepeaaBarh U IPUHUMATh TaKylo
JeTalIbHY0 HHPOPMAIUIO, KaK OMMCAHKUE [TOPTa, OMCAHUE CUCTEMBI U €€ BO3MOXKHOCTEH, aJipec

yIpaBJIeHUs.

s moctyna x HacTpoiikam HeoOxoaumo nepeitu no Briaaake Configuration— LLDP.
Configuration (Hacrpoiika) (Puc. 3.83) (Tao6.. 3.81).
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LLDP Configuration

LLDP Parameters

Tx Interval | 30 | seconds

Tx Hold |4 |times
Tx Delay |2 |seconds
Tx Reinit |2 |seconds

LLDP Interface Configuration

Optional TLVs

Interface [ Mode

| cDP aware | Trap | Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr | VID Mgmt Addr

* e

GigabitEthernet /1 Enabled v
GigabitEthernet 1/2 Enabled v
GigabitEthernet 1/3 Enabled v

*

<M< N4
<M< W<
<M< W<
cooeQ
oooQ

Puc. 3.83 — Hacrpovika LLDP

Tabnmuya 3.81 — Hactpovika LLDP

LLDP Parameters (ITapameTrpst LLDP)

Tx Interval

3anaiite uaTepBan Mexay kagpamu LLDP, otnpasisieMbiMu cocensim
JTAHHOTO YCTPOWCTBA JUIsl OOHOBIIEHUS HH(OPMALUK O JJAHHOM
ycTpoiictBe. Jlonyctumble 3HaueHus: oT 5 10 32768 cexkynn. [lo
yMOJT4aHUI0 3a/1aH0 30 CEeKyH]I.

Tx Hold

JlanHas HacTpoiika onpeznenser, Kak 1oaro kaapsl LLDP Oynyt
CUHTATbCS IPABUIBHBIMU U UCTIONb3YyeTCs Ui Beiuucienus TTL.
Jwnana3zon nonyctumbix 3HadeHuit: 2~10 pa3. [1o ymonuanuio 3anano 4.

Tx Delay

3anaiite 3aaepxkky Mexay kaapamu LLDP, cogepxamumu n3meHenus
koHpurypamuu. Tx Delay e moxer npeBbimats 1/4 ot uarepBana Tx.
Jonyctumbie 3HaueHus: ot 1 1o 8192 cexyH.

Tx Reinit

3amaiite 3aAepKKY MEXKIY KaApOM OTKIIOUEHHUS U HOBOM
nHunuanuiamnueit LLDP. Jlonyctumsbie 3Hauenus: ot 1 1o 10 cekyH.

LLDP Interface Configuration (Hactpoiika untepdeiica LLDP)

Interface

WuTtepodeiic

Mode

Bri6epute coorBeTcTBYIOLIMI pexuM padotsl LLDP:

* Disabled (Brixmtouen): Madopmarus LLDP noceinatbes He Oyaer,
uHpopmanusa LLDP, npunsTas oT coceAHUX yCTPOUCTB OyaeT
oTOpoIIeHa.

* Enabled (Bxmounts): Uapopmanus LLDP O6yzaer noceinarscs,
uHpopmanua LLDP, npunsTas oT coceAHUX yCTPOUCTB OyaeT
IIPOaHAIM3UPOBAHA.

* Rx Only (Tonbko npuem): KommyraTop Oyaer aHanu3upoBaTh
uHpopmanuto LLDP, npuHATYIO OT COCEHUX YCTPOMCTB.

* Tx Only (Tonbko nepenaua): Kommyrarop 6yaeT noceuiaTh
uHpopmanuto LLDP, Ho Oyner oropacsiBath nHpopmanuo LLDP,
MIPUHATYIO OT COCETHUX YCTPOUCTB.

CDP Aware

Onepanus CDP aware (PacnoznaBanue CDP) ucnonb3yercs asns
nexoaupoBanus Bxoasmux kaapos CDP (Cisco Discovery Protocol).
Ecnu sta onmus Bkmouena, CDP TLVs, koTopsie MOryT OBITH
0TOOpa’keHbl B COOTBETCTBYIOLIEE MOJIE TAOIUIIBI COCETHUX YCTPOHCTB
LLDP OyayT nekoaupoBaHbl, B IPOTUBHOM CIIydae 3TH KaJlpbl OyIyT
otopomersl. CDP TLVs otobpaxkaroTcst B moje TaOJIUIbl COCETHUX
ycrpoiicts LLDP.

Optional TLVs

Jnist oGHapy>keHust coceHUX ycTpoiicTB, LLDP ucnons3yeT HecKoIbKO
aTpuOyTOB. OTH aTpUOYTHI CO/IEPHKAT ONMMCAHUS TUMIA, JUTUHBI U
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3HayeHuil u ccputaroTesa Ha TLVs. JlaHHO€ yCTpOMCTBO MOKET
nepenaBaTh TaKyo JeTalbHY0 HH(OPMALIKIO, KaK OMUCAaHUE ITOPTa, UM
Y OIMCAHUE CUCTEMBI U €€ BO3MOKHOCTEM, ajpec ynpasieHus. Eciau
HeKeaTeJIbHO, YTOObI COCeIHHE YCTpoiicTBa 00J1a1aIu 3TOM
uHpopmanueil, CHUMHTE ¢uiar B 3TOM T0JIE.

LLDP-MED (Puc. 3.84) (Tad.. 3.82).

[Mporokon LLDP mist koneunsix meaua-ycrpoiicts LLDP-MED (LLDP for Media Endpoint
Devices) siBisercs pacimupenueM LLDP u paboTtaeT Mex 1y KOHEYHBIMH YCTPOUCTBAMH, TAKUMH
kak [P-tenedoHsl 1 ceTeBbIMU yCTpoiicTBaMH (Hanpumep, kommyTtaropamu). [Iporokon LLDP-
MED ob6ecnieunBaeT moaaepKKy MpUiIoKeHui repegaun royoca mo I[P (VolP) u
nononuuTenbHble TLVS 11t oOHapyskeHus1, odecrieueHus MoJIMTHKH ceTH, GpyHkiru Power over
Ethernet, ynpaBnenus peectpoM 1 UHPOPMAIIMHA O MECTOIOJIOKEHUH.

LLDP-MED Configuration

Fast Start Repeat Count

Fast start repeat count |4

LLDP-MED Interface Configuration

Transmit TLVs

Interface | Capabilities [ Policies [ Location [ PoE | Device Type

*

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
GigabitEthernet 1/9
GigabitEthernet 1/10

000D O0

Connectivity w
Connectivity w
Connectivity w
Connectivity w
Connectivity s
Connectivity s
Connectivity w
Connectivity w
Connectivity w
Connectivity w

000D O0
oo El
LN NN N N
i
W
<

Coordinates Location

[atitude [0 [ [ Congitude | § [ Atitudge [0 | [ Map Datum | |

Civic Address Location

Country code State County

City City district Block (Neighborhood)
Street Leading street direction Trailing street suffix
Street suffix House no. House no. suffix
Landmark Additional location info Name

Zip code Building Apartment

Floor Room no. Place type

Postal community name P.O. Box Additional code

Emergency Call Service

| Emergency Call Service |

Policies

[ Delete [ Policy ID | Application Type | Tag [ VLAN ID [ L2 Priority | DSCP |

No entries present

| Add New Policy |

Puc. 3.84 — Hacrpovika LLDP-MED
Tabmuya 3.82 — Hactpovika LLDP-MED

Fast Start Repeat
Count

BrICTpBIif cTapT U uACHTU(DHUKAINS MECTOTIONOKEHUS TIPU aBaPHUITHOM
Bb130Be (Emergency Call Service Location Identification Discovery) ans
KOHEYHBIX YCTPOMCTB SIBJISETCS BaXXHBIM aciekToM VolP-cucrem.
Kpome Toro, mydiiie Bcero mpeocTaBiasiTh TOJBKO T€ YaCTH
uH(pOpPMaIIUU, KOTOPHIE IeHCTBUTEIHHO BAXKHBI I KOHEUHOTO
YCTPOWCTBA IAHHOTO TUIIA (HAIIPUMEpP, OTIOBENIATh O TIpaBUiIax padoThI
B F0JIOCOBOM CETH CIEAYET TOJIBKO T€ YCTPOMCTBA, KOTOPHIE MOTYT
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paboTaTh C TOJIOCOBBIM TpapuKoM). ITO HEOOXOAUMO TAKKE U TS
coxpaHeHus orpannueHHoro npocrpanctsa LLDPU u ymenbIiieHus
1po0iieM ¢ 0€30MaCHOCTHIO U LIETIOCTHOCTBIO CUCTEMBI, KOTOPBIE MOTYT
BO3HUKATh K332 TOTO, YTO MH(OpMAIH O IpaBuiax paboThl B CETH
OyzeT monajaTh Ha He NMpeJIHa3HauYeHHbIE TSt TON MH(pOpMaIuu
ycrpoiictBa. B cBs3u ¢ atum, B LLDPMED nis noctuskenus
COOTBETCTBYIOILIUX CBOMCTB ONPEAEIIECH 3Tan B3aumoencTeus LLDP-
MED Fast Start (beictpsrii ctapr LLDP-MED) Mexay nmpoTokoyioMm u
YPOBHEM NPHUIIOKEHHUI Ha BeplumHe npoTokoda. [Tapamerp Fast start
repeat count (Yucio moBTOPOB OBICTPOro cTapTa) MO3BOJIAET 33aTh,
CKOJIBKO pa3 OyAeT MOBTOPEH OBICTPHIN CTapT Mepelayn.
Pexomenayemoe 3HaueHue (4 paza) o3HavaeT, 4TO ¢ HHTEpBAJIOM 1
cexyHaa OynyT nepeaansl 4 kanpa LLDP, ecnu npunsit kagp LLDP ¢
HOBOI nHpopmanueit. Cnenyet orMetuth, uTo LLDP-MED 1n mexanuszm
LLDP-MED Fast Start npeHa3HaueHbI TOJIBKO sl pa0OTHI HA JTUHUSIX
MEXy YCTPOHCTBAMU COCIUHEHHUS 110 CETH, TOIICPKUBAIOLTIMHI
LLDP-MED u KOHE4YHBIMU YCTPOHCTBAMU U HEIPUMEHUMBI K JTUHUSIM
MEXIy diieMeHTaMu nHppacTpyktypbl LAN, BKITtO4ast U ycTpoiicTa
COEJIMHEHUS TI0 CEeTH WJIU JIMHUU JAPYTOro TUIIA.

LLDP-MED Interface Configuration

Interface

uHTepdeiic, K KOTOPOMY NpUMEHsETCs KOHDUTYpaLUs.

Transmit TLVs

[Tpu ycTanoBiIeHHOM (h1a’kKe, COOTBETCTBYIOIIME MapaMeTphbl
KOMMYTAaToOpa BKIIIOUAIOTCA B NiepenaBaeMyto nHpopmaruio LLDP-
MED .

Device Type

Tun ycrporicTBa

Coordination Locations (KoopauHaTel MECTOIOIO0KEHHSI)

Latitude

[upora gomkHa ObITE NpUBeaeHa B nuanazoHe 0-90 rpagycos u
conepxatb He 6oiee 4 nuugpp. MoxKHO 3a1aTh 3KBAaTOPUAIBHOE
noyioxeHue b0 Ha ceBep ot skBaTopa (North) mubo Ha ror (South) ot
HKBATOpA.

Longitude

Jonrora nomxkHa ObITh puBezieHa B quana3one 0-180 rpagycoB u
cozepxatb He 6osee 4 nunupp. MoxkHO ykas3aTh HampaBieHUe — JIN0O0 Ha
BOCTOK OT HyJeBoro Mepuanana (East) mubo Ha 3amaa oT HyJI€eBOTO
mepuauana (West).

Altitude

BricoTa nomkHa ObITh IpUBEIEHA B 1Mara3oHe ot - 32767 no 32767 u
conepkath He Oonee 4 nudp. MoxHO BEIOpaTh €AUHUIIBI U3MEPEHHS
BBICOTHI — JINOO B METPaX, JINOO B ITAXKAX.

Meters

MeTpsl BBICOTBI, OTCUMTHIBAIOTCS OT 33JaHHOTO JIaTyMa (HYJIEBOTIO
YPOBHSI) MO0 BEPTUKAJIH.

Map Datum

[TapameTp Map Datum ucnonb3yetcs /i BbIOOpa CUCTEMbI KOOPIUHAT:
* WGS84: (I'eorpaduuaeckue, TpexmepHbie) — BecemupHas
reosnesnyeckas cucrema 1984, CRS Code 4327, nyneBoil MepuanaH:
TPUHBHUYCKH.

* NAD83/NAVDS88: CeBepoamepukaHckas cuctema koopausat 1983,
CRS Code 4269, nyneBoit MepuiiaH: TPUHBUYCKUN; CBSI3aHHAS C 3TON
cucrema KoopauHat o Beptukanu - North American Vertical Datum of
1988 (NAVDSS8). Ota mapa cuctemM KOOpAMHAT UCTIOIb3YETCsl ISt
yKa3aHUsI MECTOIOJIOKEHHS Ha 3eMJIe, Ha BOJHBIX TPOCTPAHCTBAX,
MIOJIBEPYKEHHBIX IPUJIMBAM M OTJIMBaM (TSI KOTOPBIX MOXHO
UCMOJIb30BaTh cucteMy KoopauHar NAD83/MLLW).
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* NAD83/MLLW: CeBepoamepukaHckas cuctema koopaunat 1983,
CRS Code 4269, HyneBoit MepuiiaH: TPUHBUYCKUN; CBSI3aHHAS C TON
cucTeMa KOOpJrHAT 10 BepTukanu - Mean Lower Low Water (MLLW).
Ota napa CBA3aHHBIX CUCTEM KOOPAMHAT UCHOJIb3yeTCs MPH YKa3aHUH
MECTOIIOJIOKEHUSI B OKEaHe, Ha MOPSIX U Ha IPYI'MX BOJIHBIX
IPOCTPAHCTBAX.

Civic Address Location (Yka3zanue rpaxmaanckoro aapeca) Crannaptaas Gpopma
rpaxaanckoro aapeca (IETF Geopriv Civic Address) 6a3upyercst Ha KOHGUTYpaIMOHHOM
uHpopmanuu mecrononoxkeHus (Location Configuration Information) u o603HauaeTcst kKak

Civic Address LCI.

Country Cod Konx ctpans o crangapty ISO 3166, cocrosimuii u3 1ByX HPOMUCHBIX
oykB ASCII. ITpumep: DK, DE wmm US.

State EnuHuna agMUHUCTPATUBHO-TEPPUTOPUAIBHOTO I€TEHUS (1ITaT,
KaHTOH, PETHOH, IPOBHHIIUS, TPEPEKTYPa).

Country Oxkpyr.

City I"opo, mOCEIoK.

City District Paiton roposaa, OKpyr ropoja, aAMUHUCTPATUBHBIN PaliOH ropoJa.

Block KBaprai, 610K.

Street Yuna. [Ipumep: yi. Jlennna

Leading street Hanpagsnenue rinaBroit ynuiiel. [Tpumep: N.

direction

Trailing street Hauranmonnsiii cypduke ymuisl. [Ipumep: SW

suffix

Street suffix Cyddukc ynuupl. [Tpumep: [Tpoes.

House no. Howmep noma

House no. suffix Cyddukc Homepa noma: [Tpumep: B, 1/2.

Landmark Anpec Kakoro-aubo 3aMeTHOro 00beKkTa Ha MecTHOCTH. [Ipumep:
Kpemub.

Additional JomonauTtenpHas HHPOpPMAIIHS 0 MeCTOoNIoKeHuH. [Ipumep:

Location Info CeBepHOE KPBLIO.

Name OUO pe3uaeHTa WK J1Ia, apeHayomero opuc.

Zip Code ITouToBBIi KOZ

Building Crpoenue. [Ipumep: AxBamapk.

Apartement Anaprament, Homep. [Ipumep: Apt 34.

Floor Otax

Room no. Homep komMHaThI

Place type Tun mromanu

Postal community
name

@O nourosoro agpecara

P.O. Box

Homep aBOHEHTCKOTO SIIIUKa

Additional Code

Jlo6aBOYHBIN KO

Emergency Call
Service

Cnyx0a criaceHus

Policies (ITpaBuna)

Policy Id

3anaiite uaentuduxarop ID uis 3Tol rpynmnsl mpaBui

Application Type

Tunsl npunoxxenuit, B Tom uucie: “Voice” (I'omocoBoii BeI30B), “Voice
Signalling” (Curnanu3zanus roJocoBoro Bbi3oBa), “Guest Voice”
(T"'ocTeBoii rosocoBoii BbI30B), “Guest Voice Signalling”
(Curnanusanus rocTe€BOTO TOJI0COBOTO BBI30Ba), “Softphone Voice”
(T'omocoBoii Be30B 10 coprodony), “Video Conferencing”
(Buneoxondepennus), “Streaming” (ITotokoBas mepemaya), “Video
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Signalling” (Curnanu3anusi BUIEONOTOKA).

Tag Ter, yka3pIBaroluii, UCIIOJIB3YET JIM 3aJaHHBIN TUII IPUIIOKECHUS
«rerupoBanHy0» VLAN miu «HererupoBannyo» VLAN.

VLAN ID 3amaiite VLAN ID ns nopra.

L2 Priority 3amaiiTe ouMH U3 BOCbMH YpoBHEH npuoputeTa (0-7), KaK OmnmpeeneHo B
802.1D-2004.

DSCP 3anaiite 0J1HO U3 3HAUYeHU# 64-Toueunoro koxa (0-63)

| Add New Folicy |

Knomnka npeaHa3Ha4ycHa jisd I[O6aBJIeHI/I$I HOBOTI'O ITpaBHJIa.

3.2.30 POE.

Power over Ethernet (POE) — TexHOJI0THsI, IO3BOJISIONIAS TIEPEIaBaTh YAAIEHHOMY YCTPONCTBY
IEKTPUIECKYIO SHEPTUIO BMECTE C IaHHBIMH Yepe3 CTaHIapTHYIO BUTYIO Mapy B

ceru Ethernet. [lannast TexHonorus npeaHasnavaetcs ast |P-renedonun, Touek nocrymna
OecrpoBOIHBIX ceTeld, |P-kamep, CETeBBIX KOHIICHTPATOPOB U APYTUX YCTPOUCTB, K KOTOPHIM
HEXKENATEIbHO UM HEBO3MOXHO MPOBOUT OTIACIBHBIN JICKTPUICCKUN KaOeIIb.

s noctyna K HacTpoiikam HeoboxoauMo nepeitu no Bkiaaake Configuration— POE.
Power over Ethernet Configuration (Hactpoiika POE) (Puc. 3.85) (Ta6.. 3.83).

Power over Ethernet Configuration

System Configuration

Power Supply | 100 |'-f'.‘

Capacitor Detection | | Disabled »

Port Configuration

Port| Mode | Priority | LLDP
* |~=c:=~ vl |-::=— vl |{} v|
1 |plus v | |low w/| |enable w |
2 |plus v | |low /| |enable w|
3 |plus v | |low w/| |enable w|

Puc. 3.85 — Hacrpovika PoE

Tabmuya 3.83 — Hactpovika PoE

['moGasibHBIE HACTPOHKHU

Power Supply Hactpoiika MakCMMaabHON MOIIHOCTH, KOTOPYIO MOKET 00€CIeunTh
MCTOYHUK IMTUTAHUSI.

Capacitor Bxutouenue/BoikmoueHne GyHKIMK capacitor-detect

Detection

Hacrolika nmopros

Port Howmep mopta

Mode Bri6op pexuma poe uis mopTa
Plus - Bxirouaet PoE IEEE 802.3bt ¢ moanepkkoii ycrapeBieit
MOJIICPIKKH

Standard - Bximrouaet pexxum cootBerctBusi PoE IEEE 802.3bt
Disable- POE otkirodueno juist mopra

Priority VYcranoska npuopurera. CylecTBYeT TpU yPOBHS IIPUOPUTETA
MOIIIHOCTH: HU3KHUI, BBICOKAW U KPUTUYECKHM.

[IpuoputeT UCMIONB3yETCS B TOM ClTydae, Korja yIaIeHHBIM
yCcTpoiicTBaM TpedyeTcs 00JIbIe SJHEPTUH, YeM MOKET 00eCIeUUTh
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MCTOYHMK NMUTaHUA. B 3TOM cilydae mopT ¢ caMbIM HU3KUM
PUOPUTETOM OyIeT

LLDP Bxutouenue/BoikmoueHre 00padoTku napamerpoB PoE, momydeHHbIX
yepe3 LLDP.

3.2.31 SyncE

Jlns moctyna K HacTpoiikam HeoOxoaumo nepeiitu no Briaake Configuration— SyncE.
SyncE Configuration (Hacrpoiika SyncE) (Puc. 3.86) (Ta6.1. 3.84).

SyncE Configuration

Clock Source Nomination and State

Clock Source | Nominated [ Port [ Priority [ SSM Overwrite [ Hold Off | ANEG mode | [ LOCS [ SSM [ WTR [ Clear WTR
1 C FTP-0 v [Disabled w| [Disabled v | [Mone v . nene v
2 C FTP-0w [Disabled w| [Disabled v | [Mone v . nene v
Clock Selection Mode and State
Mode [ Source | WTR Time [ SSM Hold Over [ SSM Free Run [ EEC Option | [ State [ Clock Source [ LOL [ DHOLD
[Auto Revertive ~| [EM ~] [Default | [Defaull | Free Run

Station Clock Configuration and Clock hardware

[ Clock input frequency | Clock output frequency | [ Clock hardware id |
[ [Disabled v | [Disabled v | MNane |

| save || Reset |

SyncE Ports

Port | SSM Enable | Tx 5SM | Rx $5M [ 1000BaseT Mode

1 C Master
Slave
Master
Master
Master
Master
Master
Master
Master
Master

[ R N PR S

(== e ]

=]

PTP Ports (8265.1)

Instance | Rx SSM [ PTSF
0 QLDNU  Mons
1 QLDNU  None
2  QLDNU  Mone
3 QLDNU  None

Puc. 3.86 — Hacrpovika SyncE

Tabnmua 3.84 — Hactpovika SyncE

Clock Source Nomination and State

Clock Source UCTOYHHK CHHXPOHU3AI[HH

Nominated HA3HAYACTCSI HCTOYHUK TAKTOBOM YaCTOTHI
Port BBIOOD MOPTA JUIsl HCTOYHUKA CHHXPOHU3AIINH.
Priority HasnaueHue npuopuTeTa AJsi HCTOYHUKA

cunxponusaiuu. Hanmensiee umciio (0) - camblif BRICOKHIA
npuopureT. Eciu 1Ba HCTOUYHNKA CUHXPOHU3ALMU UMEIOT OJIMHAKOBBIN
MPUOPUTET, HAUMEHBIINN HOMEP UCTOYHHUKA CUHXPOHHU3AIUHU TOJTyYaeT
HaMBBICIIUI MPHOPHUTET B MpOLIEcce BHIOOpA YacoB.

SSM Overwrite BriOnpaemsiii ypoBeHb KauecTBa HCTOYHHKA CHHXpoHu3anuu (QL) s
niepe3anucu Jroooro QL, moxyderHoro B SSM . Ecniu QL He mosrydeH B
SSM (SSM He BkJIIOUEH Ha 3TOM nopty), QL nepeszanucu SSM
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UCTIONb3YeTCsl, Kak eciu Obl oH OblT mosyueH. s SSM Overwrite
MOeT ObITh ycTaHoBlieHO 3HaueHne QL NONE, uto yka3siBaeT Ha To,
YTO UCTOYHHUK CHHXPOHU3AIIUN HE UMEET KaKOro-T100 U3BECTHOTO
KayecTBa (caMoe HU3KOE 10 CPaBHEHUIO C UCTOYHUKOM CHUHXPOHHU3AIUU
C U3BECTHBIM Kau€CTBOM)

Hold Off

3HayeHue TaiiMepa OTKIIIOYeHUA. AKTUBHAs 1oTepsi yacoB McToOuHMK
OyZeT OTJIOKEH Ha BEIOpaHHOE KOJIMYECTBO BpeMeHH. CeNeKTop 4yacoB
HE U3MEHUT UCTOYHUK CHHXPOHHU3AIIUU, €CITH COCTOSTHUE MTOTEPH YaCOB
OyJIeT YCTpaHEHO B TEUEHHUE 3TOI'0 BPEMEHH.

ANEG mode

D710 akTyaiabHO TOIbKO i mopToB 1000BaseT. UToObI BOCCTAaHOBUTH
4ackl U3 IOPTa, OH JOJDKEH OBITh epeBeieH B peskuM «Slavey. s
pacrpeziesieHusl 4acoB MOPT JI0JKEH ObITh MEPEBEACH B PEXKUM
«Master».

Otr paznuunbie pexxuMbl ANEG MoryT ObITh aKTUBUPOBAHBI Ha TIOPTE
MCTOYHUKA TAKTOBOT'O CUTHAJIA!

Prefer Slave: ITopt Gynet nepeBezieH B pexxum «Slavey, eciu 310
BO3MOKHO.

Prefer Master: IlopT Oyner nepesenieH B pexuM «Master», eciu 3To
BO3MOYKHO.

Forced Slave: mopt OyaeT npuHyIUTENbHO MEPEBEACH B PEXKUM
«Slavey.

Bb10paHHBIii TOPT B COCTOSTHUM «3a0JI0KMpPOBaH» Beernaa OyaeT
COIVIACOBAH KaK «BEJIOMBIil», €CIM 3TO BO3MOXKHO.

LOCS

Curaaj Ha 9TOM UCTOYHHUKE TAKTOBBIX HNMITYJIbCOB IMOTCPSH.

SSM

Ecnu SSM BiItoueH M He oJTydeH A0KHBIM 00pa3oM. Tum c6os SSM
Oyzet ykasas B mosie «Rx SSMy.

WTR

Talimep 0uJTaHUs] BOCCTAHOBJICHUS AKTHUBEH.

Clear WTR

Ounmaer taiimep WTR 1 genaeT 3TOT HCTOUHUK CUHXPOHU3ALUU
JIOCTYIIHBIM ITPOLIECCY BHIOOpA YaCOB.

Clock Selection Mode and State

Mode

Onpenenenne «Iydllero» HCTOYHNKA CUHXPOHU3ALUH - 9TO, BO-
NEPBBIX, TOT, KOTOPBIM nMeeT HauBbIcIIUM (QL), a BO-BTOpPBIX
(uctouHuku ¢ paBHbIM QL) HauBBICIINN TPUOPUTET.

CenexTop 4acoB MOKET ObITh B pa3HbIX PEKUMAX:

Manual: CenexkTop 4acoB BbIOEpET HCTOYHUK CHHXPOHU3AIUH,
yKka3zaHHbIH B nose «Mctounuk» (cM. Hike). Eciau 3ToT BeIOpaHHBIM
BPYUYHYIO HCTOYHHK TAKTOBBIX UMITYJIbCOB BBIXOJUT U3 CTPOSI, CEIEKTOP
TaKTOBBIX UMITYJIbCOB MEPEXOAUT B COCTOSIHUE YIEPKaHUS.

Manual To Selected: To ke, uTo U py4HOU pekuM, rie pt. BEBIOpaHHbII
UCTOYHUK CHHXPOHHU3AIMH CTAHET HCTOUHUKOM.

Auto NonRevertive: BbIOOp yacoB. BeiOop HammydIiero ncToYHuKa
CHUHXPOHH3AIMH BHITTOIHAETCS TOJIBKO MPH BBIXOJIE U3 CTPOS
BBIOPAHHBIX YacOB.

Auto Revertive: Clock Bei6op myuiiiero ncTouHuKa CHHXPOHU3ALUU
BBINOJIHSETCSI TOCTOSIHHO.
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Force Hold Over: Cenextop 4acoB MpUHYIUTEIBHO YICP)KHUBACTCS B
COCTOSIHUH YJICP>KAHHUSL.

Force Free Run: CenexTop 4acoB NpUHYAUTEIBHO NIEPEXOINUT B
cocrosaue Free Run.

Source Bri6op ucrounnka. AKTyajabHO, TOJIBKO €CIIM BBIOpAaH PyYHON PeXUM
(cM. Brime)
WTR Time 3HauYEHME TaliMepa 0KHJIaHUsI BOCCTAaHOBJIEHUs B MUHYyTaX. Bpems WTR

aKTUBUPYETCs Ha 3aJiHEM (PPOHTE OTKa3a MCTOUHMKA CUHXPOHU3ALUH (B
PEBEPCHUBHOM PEXKUME).

SSM Hold Over

910 nepenaBaemoe 3HaueHne SSM QL, kora ceieKTop TaKTOBBIX
MMITYJIbCOB HAXOJUTCSI B COCTOSIHUM YJIE€P>KaHMUSI.

SSM Free Run

910 nepenaBaemoe 3HaueHne SSM QL, koraa cesekTop 4acoB
HaxoautTcsa B coctossauu Free Run.

EEC Option Monynu cuaxponusanuu Ha 6a3e ZL30xxx nogaepxuBaroT kak EECI,
tak 1 EEC2. Pasuuna: EEC1 => nonoca nponyckanuss DPLL = 3,5 I'n,
EEC2 => nonoca nponyckanus DPLL = 0,1 I'n.

State OTO0 yKa3bIBa€T HA COCTOSIHUE CEJIEKTOpa yacoB. Bo3MoxHbIe

COCTOSIHHUSL:
Free Run: HeT BHEMIHMX UCTOYHUKOB CUHXPOHU3AINH 17151 OJIOKHPOBKHU
(paz0nokupoBaHHOE cocTOsTHUE). CEeNeKTOpP TAKTOBBIX UMITYJIHCOB
HUKOTJ]a He ObUT MPUBSI3aH K UCTOYHUKY TAKTOBBIX UMITYJILCOB Ha
JIOCTAaTOYHO JIOJITO€ BPEMSI, YTOOBI PACCUMTATh CMEIICHHE 110 YacTOTE
JU1s TeTepoanHa. YacTora 3TOro y3ia - 4acTora reTepouHa.

Hold Over: HeT BHEIIHUX KCTOYHUKOB CHHXPOHU3AIMH, KOTOPHIC
MOYKHO ObUIO OBl 320JI0KMPOBATh (Pa30IOKUPOBAHHOE COCTOSIHHE).
CeNeKTop TaKTOBBIX UMITYJIBCOB PACCUUTAI CMEIICHUE YACP)KUBaEMON
YaCTOTHI [0 OTHOIIEHUIO K reTepoiuHy. Yactora 3Toro y3ia
YAEP)KUBACTCSA HA YPOBHE YAaCTOTHI HCTOUHUKA TAKTOBBIX HMITYJILCOB, HA
KOTOPOM paHee OblLla yCTaHOBJIEHA MPUBS3KA.

Locked: cenexTop 4acoB 3a0J0KHPOBaH /IS YKa3aHHOTO UCTOYHHUKA
cuHxpoHuzauu (cm. [anee).

Top: cenexkTop yacoB 3a0JJOKUPOBAH JJIsi BPEMEHH I10 TTAKETaAM.

Clock Source

HMctounuk CUHXPOHU3AIIUU 336J’IOKI/IpOBaH, KoTraa NepeKI0YIaTCIIb
CUHXPOHU3AIINHW HAXOOUTCA B 336J’IOKI/Ip0BaHHOM COCTOSAHHMU.

LOL

CenexTop 4acoB NOJIHSJI TPEBOTY O OTepe OIOKUPOBKHU.

DHOLD

CenexTop TaKTOBBIX MMITYJIbCOB €LIE HE PACCUUTAI CMEIICHHE
yAEp>)KUBAEMOM YaCTOTHI IO OTHOLICHUIO K reTepoAnHy. CTaHOBHUTCS
AKTHUBHBIM NpuMepHOo Ha 10 c. korja BEIOpaH HOBBIM HCTOYHUK YacoOB

Station Clock Config

uration and Clock hardware

Clock input
frequency

TakToBas yacTora Ha BXoje. Ecim aTo moanepxuBaercs Synce HW,
BXOJIHYIO YaCTOTY TaKTOBOTO CHTHaJa CTAaHI[UU MOXXHO HACTPOUTH,
BO3MOKHBIE YACTOTHI:

1544 MI'ny, 2048 MI'y i 10 MI'g

Clock output
frequency

TakToBas yactoTa Ha Beixoje. Ecnu mogaep:xxuBaercs Synce HW,
BBIXO/IHAS YaCTOTA TAKTOBOT'O CUTHAJIA CTAHIIUU MOKET OBbIThH
HAaCTPOEHA, BO3MOKHBIE YaCTOTHI:
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| 1544 MI'n, 2048 MI' wmm 10 Mg

SyncE Ports

Port Howmep nopra

SSM Enable Bxtouenue u otkinroueHue GpyHkuuu SSM Ha 3TOM mopTe.
Tx SSM MonutopuHr nepeaasaemoro SSM QL Ha 3TOM nopTy.

Rx SSM Monutopusr noinydyensoro SSM QL Ha stoM nopty.

1000BaseT Mode | Eciou mopr Haxomutcs B pexxume 1000BaseT, To OH KOHTpOIUpPYET
pPeXuM, BeAylIHii / Be1oMblii. UTOOBI MPHUHUMATh Yachl, OH JOJDKEH
OBITh B BEIOMOM pexxuMe. YToObI nepeiaBaTh Yachl, OH JOJDKEH OBITH B
BEAYIIEM PEXKHME.

3.2.32 MAC Table. Tadauua MAC-aapecoB

Jlist moctyna K HacTpoiikam Heooxoaumo nepeit mo Bkiaagake Configuration—»MAC Table.
MAC Address Table Configuration (Hactpoiika tabauist MAC-aapecos) (Puc. 3.87) (Taou.
3.85).

MAC Address Table Configuration
Aging Configuration

Disable Automatic Aging
Aging Time 300 seconds

MAC Table Learning

Port Members
1]2]3Jals]s]7]ala 10
Auto ® @ @ ® @ @ ® @ ® @
Disable - - - - - - - -
Secure

VLAN Learning Configuration

[ Leamning-disabled VLANs | | 1

Static MAC Table Configuration

Port Members
Delete | VLAN ID | MAC Address [1]2[3]4]5[s[7[s]2]10

| Add New Static Enfry |

Puc. 3.87 — Hacrpovika tabmmiisl MAC — agpecos

Tabmuya 3.85 — Hactpovika tabmysl MAC - agpecos

Disable Automatic | OTkirounTh aBTOMaTH4eckoe ycrapeanue. MAC - anpeca,
Aging MoJy4eHHbIe 00yueHneM OyIyT MPUCYTCTBOBATh B Ta0JIKIIe TOCTOSTHHO.

Aging Time 3anaiite cpok ycrapeBauus it MAC - aapecoB, MOTyYeHHBIX
oOydeHneM, KOTopble OyAyT mpucyTcTBoBaTh B Tabmuie MAC -
anpecoB. Jlnanazon gonyctuMbix 3HadeHuil: oT 10 qo 1000000 cekyHa.

MAC Learning Ha kaxxJ1oM nopTy MOKHO BKJIFOUUTH OJJHY U3 TPEX OMIIUI:
Table * Auto (ABromarmnueckn): Ha nanHoM mopty oOyueHue Oyaer
BBINOJIHEHO aBTOMATHUYECKH, KaK TOJLKO OYJIET MPUHAT HEM3BECTHBIN
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MACanpec.

* Disable (Boikimtounts): @ynkuus ooyuenus MAC-aapecam
BBIKJIIOUCHA.

* Secure (Tonbko 6e3omacupie MAC-anpeca): O0yuenue Oyner
BBINOJIHEHO TOJIBKO yisi cratudeckux MAC-aipecoB, mepeyucieHHbIX B
criucke “Static MAC Table Configuration”. JIpyrue MAC-aapeca OyayT
OTOPOIICHBI.

Y 10CTOBEPHTECH B TOM, YTO JIMHUS, HCIIOJIb3YeMast ISl YIIPaBICHHSI
KOMMYTaTOpoM J100aBiieHa B Tabiauiy cratnueckux MAC-aapecos 110
BKITIOUCHUS PeXKHMa 0O0YUCHHSI CTATUYECKUM ajipecaM. B mpoTuBHOM
cilydae JTMHUS yIpaBieHus OyAeT MOTepsHA U €€ MOXKHO OyJieT
BOCCTAHOBHUTH TOJIBKO IIYTEM HCIOJIB30BAHUS APYTOro HeOE30MacHOTo
nopTa 100 MpU MOJKIIOYEHUH KOMMYTATOpPa IO MOCIeI0BATEIbHOMY

uHTepdency.
Learning-disabled | B stom none otobpaxarores VLAN ¢ OTKIIOUEHHBIM 00y4eHHEM.
VLANS Korna HOBBIM MAC-anpec nocTynaer B BUPTYalbHYIO JOKAJIBHYIO

CEeTh C OTKJIFOYCHHBIM 00yueHrnem, MAC-anpec He Oyzaer uzydeH. [1o
YMOYaHHUIO 1oJie myctoe. MoxkHO co3aath Oosbiie ceteir VLAN,
MCIOJIb3YSl CUHTAKCHUC CIIUCKA, B KOTOPOM OT/EJIbHBIE AIEMEHTHI
pa3elIeHbl 3asAThIMU. J{nana3oHel yKa3bIBAalOTCS C IIOMOILBIO THPE,
pa3fesisoell HUKHIOK U BEPXHIOK MPAaHHULLBI.

Static MAC Table Configuration (Hactpoiika Tabnuibl ctatuueckux MAC - aapecoB): OTa
Ta0JINIa UCTIONB3YETCsI IUTsl yCTaHOBKH ctatndeckux MAC - aapecoB BpyuHyto. O01ee 9nucio
JJIEMEHTOB TaOJIMIIbl, KOTOPbIE MOYXKHO BBECTH, PaBHO 64.

Delete Ynanser MAC - agpec u3 ss9eiKU TaOIHIIbI
VLAN ID 3anaiite mnentudukarop VLAN ID s storo MAC - aapeca.
Port Members YcTtanoBute (Wiu CHUMHTE) iard y COOTBETCTBYIOMIMX MOpTOB. Eciu

BXOJAIINH makeT umeeT ToT ke MAC-anpec Ha3HAYEHHUs], YTO U
yka3aHHbli B VID, oH OyJeT nepesaH HEMOCPEICTBEHHO B MOPT,
OTMEYEHHBIN (pr1arom.

| Add Mew Static Entry |
Knormxka npeaHa3zHaueHa A nooasnennss MAC — aapeca.

3.2.33 VLANSs

Hcnons3oBanue BupTyanbHbix JokanbHbIX ceTet VLAN (Virtual Local Area Network) siBisiercs
HOIYJIIPHBIM U HEJIOPOTUM CIIOCOOOM CerMEHTHPOBAHUS PA3BEPHYTOM CETH MO JOTMUYECKH
CIpYNIHUPOBAHHBIM YCTPOUCTBAM OE30THOCUTENBHO K X (GU3NYECKUM coequHeHus M. CeTtn
VLAN Takke CerMEHTHPYIOT CETh Ha PA3JINYHBIC IIMPOKOBEILATENBHBIE TOMEHBI TAKUM
00pa3oMm, YTO makKeThl nepenarTcs Ha HopThl BHYTpU VLAN, KOTOpo#t OHU NpUHAIIekKAT.
Cetn VLAN noBsImaoT 6€30MacHOCTb. Y CTPONCTBA, KOTOPBIE YaCTO CBSI3BIBAIOTCS IPYT €
JIpyrom rpynnupyrorcs B oguy u Ty ke VLAN. Eciu yctporictBa nannoit VLAN xemarot
cBsi3aThCs ¢ yerpoiictBamu B apyroil VLAN, Tpaduk T0MKeH NpOUTH uepe3 yCTPOHCTBO
MapILIPpyTU3aLUU WIA KOMMYTaTOp 3-TO YPOBHS.

Cern VLAN ynpomatoT ynpasieHue TpadpukoM. B 0OBIYHBIX CETAX, HE CETMEHTHPOBAHHBIX Ha
VLAN, nerko BO3HUKAET Meperpy3ka, 00yCIOBICHHAsS MMPOKOBEIIATEIFHBIM Tpa(huKOM,
aZpecoBaHHOroO BceM ycTpoiicTBaM. CBOJS K MUHUMYMY paclpOCTpaHEHNE
HIMPOKOBEIIATEIbHOr0 Tpaduka mo Beel cetu, cetd VLAN obneryatot paboty ycTpoicTBaMm
TPYIIBL, 4YaCTO CBSI3BIBAIOLIMMCS C APYTMMHU ycTpoiicTBamu B Toi ke VLAN 3a cuet neneHust
BCEU CETU Ha HECKOJBKO JOMEHOB BEIIAHMS.
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Cetu VLAN ynpoliarT 3aMeHy YCTPOUCTB UJIM UX YCTAaHOBKY B Apyroe mecro. B
TPAIULIMOHHBIX CETAX, KOT/Ia yCTPOMCTBO TpeOyeTCs MEPEMECTUTh B IPYroe MecTo (Hampumep,
MEPEHECTH CO 2 Taxka Ha 4 3Tax), aIMUHUCTPATOPY CeTU MoTpedyercs u3MeHuTh [P-anpec niu
Jla’Ke TOCETh CETH JINOO 3aHOBO MPOTAHYTH Kabenu. OAHAKO, IPH UCIOIH30BAHNY CETEH
VLAN, uCX0HBIC HACTPOUKH MOKHO COXPaHHUTh, a IPOKIIAJIKY Kabenel — CBECTH K MUHHMYMY.
s moctyna k HacTpoiikaMm HeoOxonumo nepeiTu o Bkiaake Configuration— VLANSs.
VLAN Configuration (Hactpoiika VLAN) (Puc. 3.88) (Ta6.1. 3.86).

Global VLAN Configuration

Allowed Access VLANs
Ethertype for Custom S-ports | [B5A3

Port VLAN Configuration

R A R e Il - - B
= - | [= ~] = V= ~][1 |
ATCEsS v 1 1

2 [Access w| 1 1

3 ' 1
Puc. 3.88 — Hacrpovika VLAN

Tabnmya 3.86 — Hactpovika VLAN

Global VLAN Configuration (I'no6anbnast konburypanus VLAN)

Allowed Access Oro moJie mokaseiBaeT paspemieHHbie Access VLAN, Takum oOpasom,
VLANS 9Ta HACTPOWKA BIMSET TOJBKO TOPThI, HACTPOCHHBIE B PEKUME aCCESS.
[TopTtel B 1pyrux pexumax sistorcs wieHamu Bcex VLAN, ykazaHHbIX
B nosie Allowed Access VLANSs. ITo ymonuanuio, Toasko VLAN 1

BKJTIOYEHO.

Ethertype for 3anaiite Tun ethertype/TPID, ucnons3yemsiii ass

Custom Sports CHCIUAIM3UPOBAHHBIX S-TIOPTOB.

Port VLAN Configuration (Hactpoiika VLAN na mopty)

Port Howmep nopta. “*” o3HayaeT npuMeHEHHE KO BCEM IIOPTaM.

Mode Pexxum paboThl mopTa (10 YMOJIYaHUIO acCess) OMpeesieT
byHIamMeHTalbHOE NoBeeHHne nopTa. [1opT MOXKeT HaXOUThCS B
OJIHOM M3 TpeX PEKUMOB, KaK OIIMCAHO HIKE:

* Access (Joctymn): ITopTel focTyma, Kak MpaBUIIO, UCIOIb3YETCS JUIs
MOJIKJIFOUEHUS K KOHEUHBIM CTaHIUsAM. J[MHaMuyeckue QyHKIMH, TaKue
kak Voice VLAN moryT 100aBUTh MOPT K OOJIBLIEMY KOJIHYECTBY
VLAN. [TopTel 10cTyna UMEIOT CIEAYIOUINE XapaKTEPUCTUKH:

- [Ipunaanexut poBHo kK ogHo VLAN (port VLAN).

- [Ipunumaer HerernpoBaHHble 1 CTETHPOBAHHbBIE KAAPHI.

- Yansiet Bce KaJipbl, KOTOpbIE He KIIaCCU(DULIMPYIOTCS KaK access
VLAN.

- Ha BbIxoze Bce kaziphl, knaccuduiuupoBanHble kKak Access VLAN,
nepenaroTcs 6e3 Teros. [pyrue (muHamudecku qo6asnennsie VLAN)
NEPEJAOTCS C TETaMHu.

* Trunk (MarucrtpanbHbie): MaructpajibHble IOPTH MOTYT NEpelaBaTh
TpauKk Ha HECKOJIBKO BUPTYaJIbHBIX JOKAJIBHBIX CETEH OJJHOBPEMEHHO
U, KaK [PaBUJIO, UCIIOJIb3YETCS ISl OJKIIIOUEHUS K APYTUM
KOMMYTaTopaM. MaructpanbHble MOPThI UMEIOT CIEIYIOIINE
XapaKTePUCTHKU:

- [To ymomuanwmto, trunk-niopt siBnsiercs wieHom Bcex VLAN (1-4095).
- VLAN, 41€HOM KOTOPBIX SBJIIETCSI MATUCTPAIbHBIN MOPT, MOKET
OBbITH OrpaHnYeHo nmyTeM ucnonb3oBanus Allowed VLAN.

- Kanpsl, knaccudunuponanusie ¢ VLAN, 4jieHOM KOTOPBIX MOPT HE
ABJISIETCS, OTOPACHIBAIOTCSI.
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- 1o ymomuanuio, Bce Kaapbl, KpoMe KaJpoB, KIACCH(PHUIIMPOBAHHBIX
kak port VLAN, nepenatorcst rerupoBanHbIMU. Kaapsbl,
kiaccuunupoBannbie B port VLAN He nomydatotr C-Teramu Ha BBIXOJIE
- MOHO HacTpOUTh YCTPOUCTBO TETMPOBATh HA BBIXOJIE BCE Ka/phl, B
ATOM CIy4ae TOJIbKO TETHPOBAaHHBIC KaAPbl OyAyT MPUHUMATHCS Ha
BXOJI€.

* Hybrid (I'ubpunnsie): 'ubpuaHbpie HOPTHI CXOKHU ¢ TOPTAMU THIIA
Trunk BO MHOTHMX OTHOIIEHUSIX, HO UMEIOT JOIOJHUTENIbHbIE (DYHKIIHH.
B nononHeHne K XapaKTepuCTUKaM, OIMCAHHBIM IS trunk-1mopToB,
rUOpUIHBIE TOPTHI UMEIOT CIIEAYIOLINE BO3ZMOKHOCTH:

- MoryT ObITh ckoHpurypupoBan kak VLAN unaware, C-tag, S-tag nnu
Scustom tag.

- C BO3MOKHOCTBIO (DHIIBTPALIUH HA BXOJIE.

- O6paboTKa BXOIAIIMX KaIPOB U KOH(UTYPALUIO BBIXOJHOIO
TErMpOBAHUSI MOYKHO HaCTPOUTh HE3ABUCUMO.

Port VLAN 3anmaiite VLAN ID s nopra. JlonycTuMbIi AMana3oH 3HayeHui: ot 1
10 4095. Tlo ymonuanuio 3a1aHo 1.
Port Type Br16op Tuma mopra. Oneparus 1k BXOIAIIETO U UCXOAIIETO Tpahuka

1opTa Ka)J10ro THIa onucada B Tabuuue 3.86a.

Ingress Filtering

Ecnu ¢unpTpanus BXoIAMKX KaJlpoB BKIOYEHA U BXOJAIIUHN Kajap HEe
npuHamiexkut VLAN, ykazaHHOMY Ha JaHHOM IOPTY, TaKON KaJap
orOpackiBaercs. Ecnu GpuibpTpaius BXOAAIIMX KaJpOB BEIKIIIOUEHA U
BXOJAUIMH kaap He npuHaanexxut VLAN takoii kaap npuHUMaeTcs u
nepezaaercs B kommyratop. [To ymonuanuio GuiabTpanus BXOAsAMUX
KaJJpOB BKJIFOUEHA JUIS IOPTOB B PEXKMMaX access M trunk.

Ingress Acceptance

['nGpuaHbIe MOPTHI HO3BOJISIIOT U3MEHATh PEXXUM 00paOOTKU BXOAALINX
KaJpoB.

* Tagged and Untagged: TernpoBaHHble 1 HETETUPOBAHHbIE KaJIPbl
MPUHUMAIOTCSL.

* Tagged Only: Tonabko TerupoBaHHbIE KaApbl IPUHUMAIOTCS.
HererupoBanHble - 0TOpachIBatOTCA.

* Untagged Only: Tonbko HETETMpOBaHHbIE KaJpbl IPUHUMAIOTCSL.
TerupoBaHHbIE - OTOPaCchIBAIOTCSL.

Egress Tagging

[Topts! B pesxumax Trunk u Hybrid MoryT koHTponupoBaTh
TErMpOBaHHUE KaJpOB HA BBIXOJE.

* Untag Port VLAN: Kaapsl ¢ metkoit VLAN coBnagatomiei ¢ port
VLAN nepenatorcst HererupoBaHHbIMH. OCTalIbHbIE Ka/Ipbl TEPEAl0TCs
CO CBOMMH METKaMH.

» Tag All: Bece xaapsl nepeaaroTcst ¢ METKaMHU.

* Untag All: Bce kanpsl nepenarorcst 6e3 METOK. DTa OINMIus JIOCTYITHA
ToJIbKO B pexkuMe Hybrid.

Allowed VLANSs

[TopTs! B pesxumax Trunk u Hybrid MoryT KoHTpoImpoBaTh YieHaMH
kakux VLAN onu moryt ctaHoBuThCs. [1opThl B pexknme Access MOXKeT
ObITh wiIeHOM TOJbKO ogHoi VLAN, access VLAN. IToie MoxkeT ObITh
OCTaBJIEHO MyCTHIM. B TakoMm ciyuae, mopt He OyAeT WIEHOM HHU OJHON
VLAN.

Forbidden VLANSs

[TopT MokeT ObITh CKOH(PUTYPUPOBAH TaK, YTOOBI HUKOT1A HE
CTaHOBUTbHCA WieHOM ompeneneHHbIX VLAN. 3To MoXkeT ObITh MOJIe3HO
IIPU UCTIOJIb30BAHUN JUHAMUYECKUX MPOTOKOJIOB, pabOTaONIUX C
VLAN, nannpumep GVRP. Ilo ymonuanuto, oje oCTaBlI€HO MMyCThIM U
OTPaHWYEHUI HE HAKJIAbIBACTCS.
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Tabnmuya 3.86a — Onepauns 4715 BXO4SLEro U NCXo45LUero Tpagpuka

Tun nopra

Onepanus

Omnepanus HaJ BXOAAIINM
Tpadukom

Omneparust Hat UCXOISIIM
Tpadukom

Unaware

Bce Bxonsnie kanpsl, BHE
3aBUCHMOCTH OT TOT'O €CTb JIU
y HUX TET WM HET,
TETUPYIOTCS METKOM port

VLAN (PVID).

Pazpemiennsie VLAN He
YOAISAIOTCA Ha BBIXO/E

C-port

1. Eciin Bo BXOmsIIIEM
TETUPOBAHHOM Kajpe
TPID=0x8100, ou
nepeaaeTcs.

2. Ecnu xanp
HETErUPOBAHHBINA WU
MIPUOPUTETHO TETUPOBAHHBIN
B HETO JI00ABJISAETCS TET port
VLAN.

Ucxopsamue kagpsl
Terupyrorcst Metkon C-tag.

S-port

Ecnu Bo BXopsimem
TErMPOBAaHHOM KaJipe
TIPID=0x8100 o 0x88AS,
OH nepenaercs. Ecim kaap
Hcxopsmue Kaapbl
TErupyroTcs MeTKoM S-tag.
108 HeTernpoBaHHBIN WU
IPUOPUTETHO TETUPOBAHHBIN
B HEro J100aBIsieTcst Ter port
VLAN.

Hcxopsmye kaapsl
TErupyroTcs MeTKoi S-tag.

S-Custom-port

1. Eciin BO BXOAsILEM
TErHPOBAaHHOM KaJipe
TIPID=0x8100 unu Ethertype
for Custom Sports on
nepenaercs. 2. Eciu kaap
HETErMpOBAHHBINA NN
IIPUOPUTETHO TETUPOBAHHBIN

B HETO JTI00aBIISIETCS TET port
VLAN.

Hcxonsmme Kaapsl
Terupyrorcs metkoit Custom
S-tag.

SVL (Puc. 3.89) (Taéux. 3.87).

B SVL oxna nnn Heckonbko cereit VLAN comnocTaBisitoTes ¢ uaeHTuGpuKaTopoM pribtpa
(FID). ITo ymomyaHMIO CyLIECTBYET B3aMMHO-01HO3HauHOoe cornoctaBienrne oT VLAN k FID, u B
9TOM cllydae KoMmmyTaTop aercTByeT kak MocT IVL, Ho ¢ SVL neckompko VLAN moryT
COBMECTHO HCIIOJIb30BaTh OJHU U Te ke 3anucu B Tabiauue MAC-anpecos.

Shared VLAN Learning Configuration

Delete | FID

VLANs

| Delete | |1

[(Add FID |

Puc. 3.89 — Hacrpovika SVL

Tabnmua 3.87 — Hactporika SVL
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Delete VY nasieHue TeKyIIe 3anucu

FID WaeHtudmkarop dunetpa (FID) - 310 MgeHTndukatop, kotopein VLAN nony4yaeT B
Tabnuue MAC-agpecos, korga gencrteyet SVL.

Huvkakme oBe cTpoku B Tabnuue He MoryT uMeTb oauHakoBbin FID, n FID gomkeH 6biTb
yumcnom oT 1 go 63 .

VLANS Cnucok cetent VLAN, oto6pasxaemsix B FID.

CwuHTakcuc criegytowmii: otaeneHble cet VLAN pasgensitoTcsa 3anatbiMu. [uana3oHbl
yKasbIBalOTCSA C MOMOLLbIO TUPE, pa3AensitoLe HUXKHIOK U BEPXHIOW FpaHuLb.

OpHa n 1a xe VLAN moxeT ObITb YneHom Tonbko ogHoro FID.

Knonka | AddFID | MpeIHa3HaueHa JuIsl 100aBieHust HoBo cTpoku B Tabmuity SVL. FID Gyner

npez[BapHTeano 3aII0JIHCH HepBI)IM HCHUCIIOJIB30BAHHBIM F ID
3.2.34 VLAN Translation

s moctyna K HacTpoikaM HeoOxoaumo rnepeitu no Bkiaaake Configuration— VLAN
Translation.

VLAN Translation Port Configuration

Group Configuration

Port 5 e bt | Gg:ﬂup D
= [ i

1 C

2 C

Puc. 3.90 — Hactpovika ropros

Tabnmuya 3.88 — Hactpovika nopToB

Port VY nanenue Texyuieu 3anucu

Default ycTaHoBHTE uiar, YToObl HACTPOUTH IOPT KOMMYTaTOpa Ha
HCIIOJIb30BaHue rpymnmsl TpaHcasinud VLAN no ymosgaHuro.

Group ID Howmep rpynmnsl. ITopT MOKHO HACTPOUTH JUIs HCHOIb30BAHUS JIFOOOH
13 IPYMII, HO TOJIBKO OJHOM.

VLAN Translation Mapping Table
Group ID | Direction | VID [ TVID |

Puc. 3.91 — Hactpovika rpyrin

Tabnmuya 3.89 — Hactpovika rpynn

Group ID Howmep rpynmst.

DIR Vka3biBaeT Hanpasienue Tpancasiun VLAN u OTHOCHTCS K
KoMMyTaTopy. Hampasienue MoxeT ObITh

'Ingress', koraa TpaHCIALUs TPOUCXOAUT Ha uaeHTuukarope VLAN
(b peiiMoB, TOCTYMAOIIKUX B TOPT KOMMYTaTOpa,

'Egress', e TpaHcusamus npoucxoaut Ha uaeHtugukatope VLAN

b peiiMoB, TOKUAAIOIINX MOPT KOMMYTATOPA, WIH

'Both', rae mepeBox ocymecTBIseTcs Mo 000MM yKa3aHHBIM BBIIIIE

HarnpaBJICHUSM.
VID uneatupukatop VLAN
TVID npeoOpa3oBanHbIil uaeHTHPUKaTOop VLAN, B KOTOpHIN Oyaer

npeoOpazoBan uneHtudurarop VLAN kamapa.
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3.2.35 Private VLANs (Uactabie VLAN)

Jlist moctyna K HacTpoiikam HeooxoauMo nepeit mo Bkiaaake Configuration— Private VLANS.
DTa cTpaHUIla UCTIONB3yeTCs s KoHpurypupoBanus yacTHbiX VLAN. 31ech MOKHO 100OaBHUTH
HoBble yacTHble VLAN u usmenuts cymectByromme VLAN. Hactasie VLAN ocHoBaHbI Ha
MacKe opTa UCTOYHHKA U He coequHs0TCs ¢ 00biyHbIMU VLAN. DTO 03HadaeT, 4To HOMepa
VLAN ID 06branbix VLAN 1 Homepa VLAN ID wactabix VLAN MOryT OBITH OIMHAKOBBIMH.
Urto6b! ObLTa BO3MOXKHA TIepeiada MaKeToB, MOPT JI0JDKEH MPUHAIeKATh U OOBIYHOM, U YACTHOMN
VLAN. Ilo ymonuanuto, Bce optsl VLAN SBIISIIOTCS HENOAAEP)KMBAEMBIMU U IIPUHAAJIEKAT
kak 00buHOM VLAN 1, Tak 1 yactHoii VLAN 1.

HenonnepsxuBaemsriii mopt VLAN MoOXeT npuHAAIEKATh TOJIBKO 0HON 00brdHONH VLAN,
OJIHAKO OH MOXET MPUHAJJIEKATh MHOKECTBY 4acTHbIX VLAN.

PVLAN Membership (ITpunaaiaexuocts k Private VLAN) (Puc. 3.92) (Ta6.a. 3.90).
Private VLAN Membership Configuration

Port Members

Delete [ PVLANID [1]2]3[a]s5]s[7[&]a[1w0
C 1TddbdOENLuEOo

| Delete || I:I| OO0 O0O0O000c

| Add New Private VLAN |

Puc. 3.92 — [puHagnexHocTs K Private VILAN

Tabrmuya 3.90 — lNpuHagiexHocTs K Private VLAN

Delete Y aanser TeKyuyro 3amuch
PVLAN ID 3amaiite Homep PVLAN ID.
Port Members YcranoBure ¢uiar B mose, eciiu Tpedyercs, 4ToObl MOPT MPUHAIEKAT

onpezaeneHHoi yactTHo VLAN. UToOb!l yanuTh MopT U3 4aCTHOM
VLAN, cHuMuTe (py1ar B COOTBETCTBYIOIIEM TOJIE.

N | Add Mew Private WLAN |

Kuonk

VLAN.

npeaHazHaucHa i I[O6aBJ'IeHI/I$[ HOBOM MPUHAJICIKHOCTH K

Port Isolation (U30asiust mopra) (Puc. 3.93) (Tab6.a. 3.91).

Yactubie VLAN ucnonp3yrores 11 IpyHIIHUPOBKY MOPTOB C LEIbI0 IPEJOTBPAIIECHUS CBI3U
BHYyTpu PVLAN. M30msuus nopra UCIONb3yeTcs Ui MPELOTBPALLEHUS CBSA3H MEXy IIOPTaMU
KJIMEHTOB B o7HOM 1 To# k¢ VLAN mnum gactHOt VLAN. ITopT, KOTOPHBIN H30JIMPOBAH OT
OCTaJIbHBIX MIOPTOB HE MOXET MepeaaBaTh KaKoi-11M00 0HOaIPECHBIH, MHOT0AIPECHBINA WIIN
HIMPOKOBEIIATeNbHBIN TpaduK B JIt00bIe qpyrue nmoptel Toil sxe camoit VLAN unu PVLAN.

Port Isolation Configuration

Port Number
1[2]3]4]s5]6]7[a]09 10
OO0 0O0O0O0O0O0OC

Puc. 3.93 — U3onauyms nopra

Tabnya 3.91 — H3on5auyms nopra

\ Port Number \ YcranoBure (iar, eciiu xKelaTelbHO, YTOObI TOPT WUIIM MOPTHI ObLIN
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‘ H30JIMPOBAHBI OT OCTAJIBHBIX IMOPTOB.

3.2.36 VCL
Jlist moctyna K HacTpoiikam Heooxoaumo nepeiiTu mo Bkiaake Configuration— VCL.
MAC-based (Ha ocnoBe MAC-aapecoB) (Puc. 3.94) (Ta6.1. 3.92).

MAC-based VLAN Membership Configuration

Port Members
Delete | MACAddress [ VLANID [1[2]3[4[5]s[7[8[9]10
| Delete | | 00-00-00-00-00-00| | | 000000000 C
| Add New Entry |
Puc. 3.94 — MAC-based
Tabnmya 3.92 — MAC-based
Delete VY anser TeKyuyr 3anuch
MAC Address VYkazan MAC - anpec ucrounuka. Mmetite B Buay, uto MAC - aapec
HMCTOYHHMKA MOXKET 0ToOpaxaThcs ToJIbKO B oquH VLAN ID.
VLAN ID OtoOpaskaet nannbiiit MAC-anapec B cBs3anHbiii ¢ HUM VLAN ID.
Port Members ITopTel, KOTOpBIE IpUHaIeKaT JaHHOH VLAN.

a | Add New Entry |

Knonk npeaHasHadyCHa JJIsd I[O6aBJ'I€HI/ISI HOBOM 3aIIMCH.

Protocol to Group (Puc. 3.95) (Taéu. 3.93).
Protocol to Group Mapping Table

Delete | Frame Type | Value | Group Name

| Delete | [Ethernet~| Etype: 00800 | |

Add New Entry |
Puc. 3.95 — Protocol to Group

Tabmuya 3.93 — Protocol to Group

Delete VY pajnsieT TeKyIyro 3anuch

Frame Type MoxHO BBIOpaTh OJMH U3 TpeX TUMOB Kaapos. [Tone 3Hauenus (value)
M3MEHHUTCS COOTBETCTBYIOIIMM 00pa30M aBTOMATHYECKH.

Value * Ethernet: 3nauenue Tuna Ether (Etype). ITo ymonuanuro 3axaHo

0x0800. JInamazon gomyctTumbix 3HadeHuit: oT 0x0600 mo Oxfftt.

* SNAP: JIns tuna xaapa SNAP oroOpaxkaroTcst 3HaYeHUS
uaentuduxaropa OUI (Organizationally Unique Identifier —
YHHUKaJIBbHBINA UIEHTU()UKATOp OpraHu3avu) U UACHTU(PUKATOPA
nporokoina PID (Protocol ID).

* OUI: 3nauenue B popmaTe XX-XX-XX, IIe KaXaas napa (xx) B CTpoke
SIBIISICTCS IIECTHAIIAaTHPHUYHBIM 3HaYeHHneM B quamazone 0x00-0xff.

* PID: Ecnu gyt OUI 3agano mectaaguatupuanoe 3Hauenre 000000,
to mis protocol ID B mone 3nauenus tuna Ethernet ykazan mpotokosn,
pabotatomuii Ha Bepnae SNAP. Ecnu OUI siBnsiercst
UACHTU(PHUKATOPOM OMpeIeNIeHHOM opranu3aiuu, To protocol ID —arto
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3HaYeHHE, HA3HAYECHHOEe ATOW OpraHU3aIliel MPOTOKOIYy, paboTaroemy
Ha BepirHe SNAP. [Ipyrumu cinoBamu, eciu B nosie OUI 3agano 00-
00- 00, To 3nauenue PID Oyner etherType (0x0600-0xffff). Ecmu
sHauenne OUI otimmuaercs ot 00-00-00, To npaBuibHOE 3Hauenue PID
Oyznet moObIM 3HaueHHeM B quana3one oT 0x0000 mo Oxfftt.

* LLC (Jlormueckoe ynpaBieHUe JIMHKEH ): BkitouaeT B ce0s1 3HaUCHUS
DSAP (Destination Service Access Point — Touka qocTyna Ha3HaYCHUS
yciyr) u SSAP (Source Service Access Point - Touka goctymna
uctouyHuka ycayr). Ilo ymomuanuto 3nauenue pasao Oxff. lnanazon
JonycTuMbIX 3HadeHui: oT 0x00 mo OxfT.

Group Name Nwms rpynmel. [Tone Moxket comepkars He Oosee 16 andaBuTHO-
UGPOBBIX CUMBOJIOB (a-z; AZ) min 1iensix gucen (0-9).

a | Add New Entry |

Knonk npeaHasHadyCHa JJIsd I[O6aBJ'I€HI/ISI HOBOM 3amucH.

Group to VLAN (Oto0paskenue rpynnsl B VLAN) (Puc. 3.96) (Ta6.. 3.94).
Group Name to VLAN mapping Table

Port Members
Delete |  Group Name [VLANID [1]2]3]4]s]s[7[a]9a 10
| Delete | | | | | OO0 0o0O0Oo0o0OOC
| Add New Entry |
Puc. 3.96 — Group to VLAN
Tabnmya 3.94 — Group to VLAN
Delete VY pajnser TeKyIyro 3anuch
Group Name ums rpynnsl. [Tose moxer conepxars He 6osee 16 andaBuTHO-
UG POBBIX CUMBOJIOB (a-Z; A-7) nin nenbix uncen (0-9).
VLAN ID Homep VLAN ID
Port Members Ha3Hna4yeHHbIe MOPTHI
| Add New Entry | o
Knonka '———————- nmpenna3zHadeHa /s 700aBICHIS] HOBOW 3aIIHCH.

IP Subnet-based VLAN (VLAN na ocnose IP-noacern) (Puc. 3.97) (Ta6.1. 3.95).

Ha crpanune IP Subnet-based VLAN configuration MoxHO 3a1aTh 0oToOOpaXkeHHe
HETETMPOBAHHBIX BXOJALINX KaJIpoB B KOHKpeTHYI0 VLAN, ecnu B Tabnune oroOpaxenus IP-
noncetd B VLAN Haiinen [P-aapec ucrounnka. Korma Bkimtouena kinaccudukarust VLAN Ha
ocHoBe [P-moaceTn, anpec NCTOUHMKA HETETMPOBAHHBIX BXOSAIINX KaJpOB IIPOBEPSETCS MO
tabmuie orodpakenus IP- moacetn B VLAN. Ecnu agpec uctouyHuKa JUIst JaHHOM MOJICETH
HaliieH, To Kajpam Ha3HauyaeTcs: VLAN, yka3zaHHBIH B 3ToM sueiike Tabmuisl. Eciu
cornacyrouieiics [P-noacetn He 0OGHapYyKEHO, HETETUPOBAHHBIE KaJIPbl KIACCUPHUIMPYIOTCS, KaK
npunauiexkanye VLAN, koTopoil mpuHauIekUT NPUHABLINKN UX nopT (¢ HomepoM PVID).
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IP Subnet-based VLAN Membership Configuration

Port Members

Delete | IP Address | Mask Length [ VLANID [1]2]3]4[5]6]7[8]910

| Delete | [0.0.0.0

| |2L | | 1| OO0 0On0OC

| Add New Entry |

Puc. 3.97 — VILAN Ha ocHoBe riogceTen

Tabmmya 3.95 — VLAN Ha ocHoBe nogcerest

Delete Yaanser TeKyuyro 3amnuch

IP Address IP-anpec 1y1st TaHHOTO MpaBUIIa

Mask Length JlinHa Macku cetu

VLAN ID Howmep VLAN ID

Port Members [TopThl, HA3HAYEHHBIC JTAHHOMY MPABUITY

Add New Ent
Kronka LAGA New Entry |

npeaHazHadcHa IJid IIO6aBJI€HI/I$I HOBOM 3aIKCH.

3.2.37 Voice VLAN. I'ojiocoBoii VLAN
s noctyna k HacTpoiikam Heobxonumo nepeiitu no Bkiaake Configuration— Voice VLAN.
Configuration (Hacrtpoiika) (Puc. 3.98) (Tabm. 3.96).

Voice VLAN Configuration

Mode | Disabled v |
VLAN ID | 1000 |
Aging Time |:354E-EI | seconds
Traffic Class | |7 (High) v |

Port Configuration

Port | Mode | Security | Discovery Protocol
= vl= vl[= v
1 | Disablad + || Disabled ~ | [QUI |
2 | Disabled + || Disabled « | [OUI w |
3 | Disablad + || Disabled ~ | [OUI v |

Puc. 3.98 — Hactpovika

Tabmuya 3.96 — Hactpovika

Voice VLAN Configuration (Hactpoiika roiocosoit VLAN)

Mode BxmrounTs/BoIkITI0UUTH rosiocoBoii VLAN. Ipexae ueM BKIIOYUTH
rojocoBoil VLAN, otkiitounte MSTP, uro0bl n30exaTh KOH(IUKTA.

VLAN ID Unentuduxatop VLAN

Aging Time VYka3bIBaeT BpeMst 0e301MacHOro o0y4yeHus. J{omycTuMelii quamna3oH
cocraisieT oT 10 no 10000000 cexyHz.

Traffic Class VYkasbiBaeT kiacc Tpaduka. Becs Tpaduk B Voice VLAN Oyzaer umeThb
ITOT KJIACC.

Port Configuration (Hactpoiika mopra)

Port |

Howmep nmopra
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Mode * Disabled — oTkII0U€EH;
* Auto - BKIIFOYEHHE PEKMMA aBTOMATHYECKOTO OIPEIEIICHMS
* Forced - mpuHyANTEIBHOE MOIKITIOYEHHE.

Security BxmtounTs/BeIKIIIOUATH pexkuM O0e3onacHocT mopta VLAN. Korna sta
bynkus BKItoYeHa, Bce Hetenedonnsie MACanpeca B VLAN OynyT
3a070KMpoBaHbl Ha 10 CeKyHI.

Discovery Protocol | Yka3ssiBaeT mpoTokos 0OHapyx)eHus mopTa. PaboTaeT ToIbKO pu
pexxume «Auto». BozmMoxkHbIE TPOTOKOJIBI OOHAPYKEHHUS:

* OUI: obHapyxeHnue TenedoHHOro ycrpoiictsa mo agpecy OUL

* LLDP: o6napyxenue tenedonnoro ycrporicrsa LLDP.

* Both: OUI u LLDP. Ms1 nomxkssl BkimounTs pyakimo LLDP nepen
aKTHBaIMen mpoTokosa ooHapyxkenust Ha « LLDP» nnu «Bothy.
N3menenue npotokoina ooHapyxenus Ha «OUD» unn « LLDP» npusenet
K [Iepe3anycKy Mpolecca aBTOMaTH4eCKOro 0OHapY >KEHUsI.

OUI Table (Taéaunua OUI) (Puc. 3.99) (Taod.a. 3.97).
Voice VLAN OUI Table

Delete | Telephony OUI | Description
| Delete | | | |

| Add New Entry |
Puc. 3.99 — Tabrmya OUI

Tabnmya 3.97 — Tabsmya OUI

Delete VY aanser TeKynryro 3amnuch

Telephony OUI Anpec OUI - 570 rino6anbHblil YHUKAIBbHBIM HASHTUPUKATOD,
npucBoeHHsblil IEEE. On nomken coctosts u3 6 cuMBOIOB, (hopmat
BBOJIA - «XX-XX-XX» (X - HIecTHaALaTepuyuHas uudpa).

Description Onwucanue agpeca OUI. Jlonyctumas mmaa ctpoku ot 0 10 32.

a | Add New Entry |

Kuomk npeaHa3HaveHa JJis J0OABICHH] HOBOM 3amiCH.

3.2.38 QoS (KauecTBO 00C/Ty:KBAHUS)

CereBoii Tpauk Bcera HEMpeaCKa3yeM, IOITOMY OCHOBHBIM (haKTOPOM OOECIICUCHHS KauecTBa
SBJISICTCS PEOCTAaBIIEHHE HAMITYUIIEero crocoda JocTaBKU. J{iIst mpeogoneHus 3Toi mpooaembl
UCIIOJIb3YeTCs MOoHsATHE KauecTBa oOcmykuBanus (Quality of Service (QoS)) npumensiemoe Ko
Bceil cetu. ['apantupyercs, 4To ceTeBoit Tpaduk OyneT NPHOPUTE3UPOBAH B COOTBETCTBUU C
3aJJaHHBIM KpUTEpUEM, U TpueM OyAeT MPOU3BOIUTHLCS C UCIIOIb30BAaHUEM 00paOOTKHU 1O
IPUOPUTETAM.

QoS no3BosseT Ha3HAUUTH Pa3JINYHbIE KJIACCHI CETEBBIX YCIIYT Pa3jIMYHbIM THUIIaM Tpaduka,
Harpumep, MyJIbTUMEIUHHOMY, BUEO, TPa(QUKy KOHKPETHOTO MPOTOKOJIA, KPUTUIHOMY IO
BpeMeHHu TpaduKy, TpadhuKy pe3epBHOTO KOmUpoBaHus (aitioB. UTOOBI 3a1aTh MPUOPUTETHI
[aKeTOB Ha JaHHOM KOMMYyTaTope, nepeiiaurte Ha ctpanuiy “Port Classification”
(Knaccudukanus nopra).

Jlnis noctyna Kk HacTpoiikaMm HeoOxoauMmo nepeiTH o Bkiaake Configuration— QoS.

Port Classification (Kinaccudpuxanus na noprax) (Puc. 3.100) (Tab.. 3.98).

191



QoS Port Classification

Port Ingress
CoS | DPL | PCP | DEI | Tag Class. | DSCP Based | Key Type | Address Mode
*lqbvllibv”-:::—v”{}vl |_ |-::::- vl |~=c:=~ vl
1 [0w]| [0w]| [0w]| [0w]| Disabled C [Normal ~| [Source W
2 [0w]| [0v]| [0w]| [0w]| Disabled C | Normal v | [Source W
3 [0w]| [Dw]| [0v]| [0w]| Disabled C [ Mormal wv| [Source v

Puc. 3.100 — Knaccugukaymss QoS Ha rioprax

Tabmuya 3.98 — Knaccndpumkaumsa QoS Ha noptax

Port

(3335

HOMep IopTa. 03Ha4YacT IPUMCHCHUE KO BCEM IMOPTaAM.

Cos

Kitace CoS, Beioupaemsrii mo ymondanuto. Kirace CoS ¢ Homepom 0
uMeeT HauMeHbluil npuoputeT. 1o ymonmuanuto 3agaHo 0.

DP Level

Bri0epuTe mpruopuTeT OTOpAChIBAHHUS
0: ITonTBep KaeHHBIE KaIPHI.
1: Kazipsl, KOTOpBIE MOTYT OBITH OTOPOIICHBI.

PCP

BriGepure cooTBETCTBYIOIIEE 3HAYCHHUE TTOJIB30BATEIILCKOTO
npuoputeta (Priority Code Point) iysi HeTernpoBaHHBIX KaJJpOB.

DEI

BriGepure cooTBETCTBYIOIIECE 3HAUYCHNE HHANKATOPA OTOPACKIBAHUS 110
kputepuio (Drop Eligible Indicator) st HeTerupoBaHHBIX KaJIPOB.

Tag Class

B 3TOM mosie 0ToOpaXkeH peKuM KilacCH(PHUKAIIMU JIJISl TETHPOBAHHBIX
KaJJpOB Ha JAHHOM TOPTY:

* Disabled (Bsixitouen): [{ist TerupoBaHHBIX KaJpOB UCTIOIb3YETCS
kiacc QoS u yposenb DP no ymonuanuto.

* Enabled (Bxuirouen): 1 TErUpOBaHHBIX KaJIPOB UCIIOJIb3YETCS
snayenne PCP u DEI u3 tabmuusr (PCP, DEI) to (QoS class, DP level)
Mapping.

DSCP Based

VYcranosure ¢aar B mosie, 4ToObl BKIHOUUTH QoS Ha ocHoBe DSCP
(BXOASIIIUEI TIOPT).

Key Type

Tun onpenenstoniero Kioya, CreHepUpOBaHHbBIN JJIs1 KaJpOB,
MOJIyYeHHBIX uepe3 nopt. JlomycTumble 3HaUEeHUS:

Normal: coorBerctByeT BHemHemy Tery, SMAC/DMAC, IP-
npotokony, DSCP, SIP/DIP, SPORT u DPORT.

Double Tag: ueTBepTh Kilt0Ua, COOTBETCTBYET BHYTPEHHMY U BHEIIHEMY
TETy.

IP Address: nmonoBuHa Kitoya, COBIAJICHHE BHYTPEHHETO U BHEIIHETO
tera, SIP u DIP. /Ins kagpos, He oTHOCsmuxcs K [P, ucnone3yiite
TOJIBKO BHEIIHUM TET.

MAC and IP Address: [TonHbli Ki1t04, COBIAAOMINKA BHYTPEHHUH U
paemHui ter, SMAC, DMAC, SIP u DIP.

Address Mode

pexxum IP/MAC-anpeca, onpeaensonyii, Jo/KHa 1 Kiaccupukanus
QCL ocHoBbiBaThecs Ha anpecax ucrounnka (SMAC/SIP) nnmn
HazHayenuss (DMAC/DIP) na 3Tom mopTy. 3TOT mapameTp
HCIOJIb3YETCS TOJIBKO B TOM Cllydyae, €ciu THIl kiitoya Normal .
JonycTUMbIMU 3HAUEHUSIMU SIBIISIFOTCSI:

Source: [To3Bonsier conocrasisate SMAC/SIP.

Destination: [To3Bomsier conocrasisite DMAC/DIP.

Port Policing (Orpanuuenne ckopoctu Ha noprax) (Puc. 3.101) (Ta6.a. 3.99).
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QoS Ingress Port Policers

Port | Enable | Rate |  Unit | Flow Control
* O | 500| [==  ~ C
1 0O | 500| [kbps v C
2 0O | 500| [kbps v C
3 — 200| |kbps w —

Puc. 3.101 — OrpaHn4eHne CKOpoCTHU HA MopTax

Tabnmya 3.99 — OrpaHndeHne cKopocTv Ha nopTax

Port Howmep nopTa. “*” o3HayaeT npuMEHEHHE KO BCEM MOPTaM.

Enabled YcranoBute (iar B 3TOM I10JI€, YTOOBI BKIIFOUUTH (DYHKITHIO
OTPaHUYEHUS] CKOPOCTH HA MOPTY.

Rate 3anaiiTe CKOPOCTh, 10 KOTOPOH OyIeT orpaHHYeHa CKOPOCTh Ha MOPTY.
[To ymomyanwuto 3agano S00 k6ut/c. JJomyctumsrii quamna3on st kbps
(x6ut/c) u fps (kagpos/c): ot 100 mo 1000000. JlomycTumslii quana3zon
it Mbps (Mo6ut/c) u kfps (kagpos/c): ot 1 go 3300 Mbur/c.

Unit EnuHutpl n3MepeHusi OrpaHuYCHUs] CKOPOCTH

Flow Control Ecnu ynpaBieHre TOTOKOM BKJIFOUEHO U TIOPT PadOTaeT B PEKHME
yIpaBJICHUS TIOTOKOM, TO OYyT OTHPAaBIATHCSA KAAphl pause, BMECTO
0TOpAachIBaHUs BXOJSIINX KaJIPOB.

Queue Policing (Orpanuyenue ckopoctu B ouepensix) (Puc. 3.102) (Ta6.a. 3.100).
QoS Ingress Queue Policers

CQueue 0 | Queve 1 | Queue 2 | Queue 3 | Queue 4 | Queue 5 | Queue 6 | Queue 7

il Enable Enable Enable Enable Enable Enable Enable Enable
= |l [ [ [ [ [ [ [
1 N N N N N N N
r B B B B B B N
3 B B B B B B B
Puc. 3.102 — — OrpaHn4eHne CKOpoCTH B OHEDPEASX

Tabnmya 3.100 — — OrpaHn4eHne CKopoCcTH B O4EPELSIX

Port

(A2 32

HOMep nopTra. 03HAYaCT NPUMCHCHUEC KO BCEM IOPTaAM.

Queue 0~7 Enable

VYcranoBure (iar B COOTBETCTBYIOIIEM I10JI€, YTOOBI BKIIOUHUTD
(YHKIIHIO OTPAHUYEHHUSI CKOPOCTH B OUEpe/IsiX Ha MOpTax KOMMYyTaTopa

Rate CKopocTh, 10 KOTOPOU OyeT orpaHnyeHa CKOpocTh B ouepenu. [1o
yMon4aHuto 3aaano 500 kout/c. JlomycTuMBbIN Auamna3oH 3HAYCHUH 1S
kbps (x6uT/c): ot 100 1o 1000000. JomycTumblii quana3oH 3HAYCHUHA
st Mbps (M6wut/c): ot 1 1o 3300 Mo6wuT/c.

Unit Enuauter u3smMepeHust orpaHudYeHUs] CKOPOCTH OYEePETN BXOSIINX

KaJIpOB.

Port Scheduler (Puc. 3.103) (Tao6.. 3.101).
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QoS Egress Port Schedulers

Weight
Pot| Mode qolail@2zlaQ3|ad[as5(a6(ar
1 Strict Priority - - - - - - - -
2 Sfrict Priority - - - - = - - -
3 Sfrict Priority - - - - - - - -

QoS Egress Port Scheduler and Shapers Port 2

| Scheduler Mode || Strict Priority

v||

Queue Shaper

Port Shaper

Enable | Rate | Unit | Rate-type | Excess | Credit

Enable | Rate | Unit | Rate-type

o

500

S

500

S

500

S

500

S

500

= O =3 =W

S

oo

Qi 5

500

Qo

Puc. 3.103 — Port Scheduler

S .

oo

Tabrmya 3.101 — Port Scheduler

Port HaxxmuTte MbIIbIO Ha IOPT, YTOOBI 33/1aTh J€TaJbHbIE HACTPOIKU
JCIIETUEpa MOPTA.

Mode OTtoOpaskaeTcsi BRIOpaHHbBIN PEeXUM padOThI

Weight OTto0paxaeTcst Bec B MPOLIEHTaX, MPUCBOEHHBIN ouepersim Q0~Q7.

Scheduler Mode

YcTpoiicTBO oOecrieuuBaeT JiBa peskuMa paboThl C OUepesIMH.

* Strict mode (Ctporuii pexxum paboTsl): B aTOM pexxnme Kaaphl u3
BBIXOJHBIX ouepe/iel ¢ 6osiee BBICOKMMU IPUOPUTETaMU Oy Ty T
NepeaBaThCs MEPBBIMU (T10 CPABHEHUIO C KaJIpaMH, HAXOSIIIAMUCS B
ouepeasiX C HU3KMMHU IPUOPUTETAMH).

* Weight mode (Pexxum paboTsl ¢ Becamu): [[7s1 ouepeneii ¢
B3BemmBanneM DWRR (Deficit Weighted Round-Robin — mukmuaeckoe
B3BEIIMBAHUE C YUETOM JePHUIUTA) JOKEH OBITh 3a]aH BEC B KayKI0M
ouepenu. ObcnyxkuBanue ouepeneit mpu DWRR Bo MHOrOM mo100HO
WRR, onHako cinegyrorasi ouepeib 00CIyKUBaeTCs TOIbKO TOT/a,
korna ee cuetunk nepunura (Deficit Counter) cTaHOBUTCSI MEHBIIIE
pasMepa repe1aHHoOro MaKeTa.
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Queue Shaper (PopmupoBaTens TpapHuKa oyepen)

Enable

HakmMuTe MBIIIBIO 3TO MOJIE, YTOOBI BKIIOYUTH (POPMUPOBATEND IS
HEKOTOPOI ouepeiy Ha BBIOPAHHOM MOPTY.

Rate

3anaiite CKOpOCTh, 10 KOTOPOH (POPMHUPOBATENb OYepean OyaeT
OTpaHU4YUBaTh CKOpOCTh. [1o ymomuanuto 3agano 500 kOut/c.
Jomyctumblii auana3oHn 3Hadenuii s kbps (k6ut/c): ot 100 1o

1000000. Jomyctumblid quana3oH 3HaueHui st Mbps (Mowut/c): ot 1
10 3300 M6urt/c.

Unit

Bri6epute enuHUIBI H3MEPEHUS] CKOPOCTH, KOTOpBIE OyIeT
MCIIOJIb30BaTh (JOPMHUPOBATEIIH OYEPEAN IPU OTPAHUUYCHUHN CKOPOCTH.

Port Shaper (®opmupoBatens Tpaduka nopra): 3agaiTe CKOPOCTb, C KOTOPOU TpahUK MOKET
MOKUJATh JAaHHYIO O4epe/ib.

Enable

Ycranosure (iar B 3TOM I0Jie, 9TOOBI BKIIOYUTH (POPMHUpPOBATEIH
TpaduKa nopra.

Rate

3amaiiTe CKOPOCTh, 0 KOTOPOM OyIeT OrpaHWYeHa CKOPOCTh Ha BBIXOJIE
dbopmupoBarens Tpaduka nopra. [lo ymonuanuto 3agano 500 k6ut/c.
JomycTumblii auama3on 3HadeHuit s kbps (k6ut/c): ot 100 1o

1000000. JomycTumslii auamna3on 3HayeHui s Mbps (Mo6ut/c): ot 1
10 3300 M6wurt/c.

Unit

BLI6epI/ITe CAMHUIBI UBMCPCHUA CKOPOCTH.

Port Shaping (®opmupoBanue Tpaduxka nopros) (Puc. 3.104).
Haxxmute Ha HOMEp 1OpTa, YTOOBI N3MEHHUTH MJIM IIEPEYCTaHOBUTH HACTPOMKH (hOPMHUPOBATEILS
Tpaduka mopTa, B 4aCTHOCTH, OTPaHUYEHUE CKOPOCTH.

QoS Egress Port Shapers

Port

Shapers

Q0[Q1][Q2[Q3[Q4[Q5]@6[Q7 ] Port

il [Pt |

Puc. 3.104 — Port Shaping

Port Tag Remarking (U3menenne tero Ha nopry) (Puc. 3.105) (Ta6.a. 3.102).
QoS Egress Port Tag Remarking

Port | Mode

e [Pt | =

Classified
Classified
Classified

QoS Egress Port Tag Remarking Port 1

Tag Remarking Mode || Classified v||

QoS Egress Port Tag Remarking Fort 1

| Tag Remarking Mode || Default v||

PCPIDEI Configuration

Default PCP

Default DEI
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QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode || Mapped v||
(CoS, DPL) to (PCP, DEI) Mapping

CoS [ DPL [ PCP | DEI

== W || = gt

=] =] N NN N e e LD L R R DD
= 0 =k O =k O =k O o= O o= O = O = 3

Puc. 3.105 — VismeHeHrne Teros Ha rnopry

Tabrmuya 3.102 — U3MeHeHne TeroB Ha rnopry

Port HaxMuTe MBIIIBIO HA TTOPT, YTOOBI 33/1aTh JIETAJIbHBIC HACTPONKH.
Tag Remarking Br16epuTe cOOTBETCTBYIOLIUI PEXKUM paOOThl U3MEHEHUSI TETOB Ha
Mode ATOM MOPTY.

* Classified (KnaccudunupoBannsiii): Mcnons3yroTcs
kiaccuunupoBansblie 3HaueHuss PCP/DEL

* Default (3Hauenus no ymonuanuio): Mcnonb3yrorces 3HaU€HUS
PCP/DEI, 3aganusie o ymomdanuto - PCP:0; DEI:0).

* Mapped (Oto6paxkenue): Ucnonbs3zyercs oToOpakeHHe 3HaYeHU N
kiaccoB QoS u yposneii DP B 3nauenust PCP/DEIL

PCP/DEI Hacrpoiika 3nauenuit PCP/DEI nns pexxuma Default.

Configuration

QoS Class/DP [TokazaHbl oniuu oToOpaskeHus Ui 3HaUYeHu# knaccoB QoS U ypoBHEi
level DP (mpropuTeTOB 0TOpACcHIBAHMUS).

PCP V3MeHeHHe TeroB COracyromuxcs UCXOIAIIMX KapOB B COOTBETCTBUH

¢ ykaza"HbsiM npuoputetroM Priority Code Point 1160 B cooTBeTCTBUU C
M0JIb30BaTEIbCKUM npuoputeToM. (Aunanazon: 0~7; [lo ymomyanuto
3anano: ()

DEI V3MeHeHre TeroB COrIacyIoNINXCs UCXOASIINUX KaJPOB B COOTBETCTBUH
C 3aJ]aHHBIM UHJIHKATOPOM COOTBETCTBHS KPUTEPHUIO OTOPACHIBAHUS
(Drop Eligible Indicator). (Auamazon: 0~1; [To ymomuanuro 3agano: 0)

Port DSCP (Hactpoiika Tpanciasimun DSCP na nopry) (Puc. 3.106) (Ta6.1. 3.103).
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QoS Port DSCP Configuration

Port Ingress Egress
Translate | Classify Rewrite

* [ [ <= w| == |

1 C Disable | |Disable v |

2 C Disable + | |Disable w |

3 C | Disable w | |Disable v |

Puc. 3.106 — Hactpovika TpaHcasaym DSCP Ha rnopty

Tabnmya 3.103 — Hacrpovika tpaHcnsLm DSCP Ha ropty

Port

Howmep nopTa. “*” o3HayaeT npuMEHEHHUE KO BCEM IOPTaM.

Ingress Translate

Ycranosure (rar B moJie, 9T00bI BKIIOYUTH TPAHCIISAIINIO 3HAUYCHUI
DSCP Ha ocHOBE BEIOpaHHOTO MeTOAa KiIacCH(UKAIIIT

Ingress Classify

Bribepure cCOOTBETCTBYIOLINI METO] KJIACCH(PHUKALINN:

* Disable (Boikmtounts): Kitaccudukamus DSCP Bxoasamux KajapoB He
BeimosHseTcst. * DSCP=0: Knaccudukanus seimomnnsiercs, ecau DSCP
BXOZSIIUX KaJpoB paBeH 0.

* Selected (Bwiopano): Knaccudumupyrorcs Tonpko DSCP, st
KOTOPBIX BKIIIOUYEHA Ki1accuukamus B Tadauue tpancasiuun DSCP.

* All (Bce): Knaccudummpyrores Bce nosist DSCP.

Egress Rewrite

3navyenus DSCP ucxonamumx kaapoB OyayT nepenucaHbl Ha MOPTY.

* Disable (BeixmounTs): [lepezanucs 3nauennii DSCP ucxonsmiero
TpaduKa BBIKIIOUEHA.

* Enable (BxitouuTts): I[lepe3anuce 3naueamnii DSCP ucxoasmux Kaapos
BKJIIOYEHA, HO OTOOpaXKeHHE MOCIIe IIepe3aiCH HE BBIIOIHSETCS.

* Remap DP aware (Oto6paxenue nognepxxusaembix DP 3anoBo): Kaap
¢ DSCP, noctynuBmuii oT aHaim3aropa, CHoOBa 0ToOpakaercs U
nomeuaeTcsi HOBbIM 3HaueHneM DSCP. B 3aBucumoctu ot ypoBHsi DP
Kajpa, HoBoe 3HaueHue DSCP Oepercs u3 tabnuis! Tpancasuun DSCP
u3 nona Egress Remap DPO nnu DP1.

* Remap DP aware (OTo6paxenue HenoaepxuaeMbix DP 3aH0BO):
Kanp ¢ DSCP, nocTynuBLmnii OT aHaJIM3aTopa CHOBAa OTOOpaXkaeTcs U
noMeuaetrcst HOBEIM 3HaueHneM DSCP. Hosoe 3nauenue DSCP Bcernma
oepertcst u3 Tabauips! Tpancsiuu DSCP u3 nons Egress Remap DPO.

DSCP-Based QoS (Hacrtpoiika kadyectBa o6cay:xkuBanus no DSCP) (Puc. 3.107) (Taod..

3.104).

DSCP-Based QoS Ingress Classification
DSCP_| Trust [ CoS | DPL

0 (BE) C

1 C

2 C

3 C

Puc. 3.107 — Hactpovika kayectBa o6c/1yxmuBaHns no DSCP

Tabnmua 3.104 — Hactpovika ka4ectBa ob6c/yxvBanHns rno DSCP
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DSCP

3unauenue DSCP Bxoxdmero nakera. Jluana3oH JOMyCTUMBIX 3HAUEHUN
DSCP: ot 0 no 63.

Trust

YcranoBure ¢aar B 3ToM 1oJie, 4To0bl yKa3zaTh, 4yTo 3HaueHue DSCP
SIBIISIETCST HaAESKHBIM. TOJILKO HazmeXuble 3HadeHuss DSCP
0TOOpaXXaroTCsi B COOTBETCTBYIOLIMHI Ki1acc QOS u mpropuTeT
otopaceiBanus DPL (drop precedence level). Kanpsl ¢ HeHanexxHbIMEU
3HaueHusiMu DSCP cunrarorcs ne-1P kanpamu.

CoS

Bri6epute knacc QoS st coorBercTByromiero 3nauenus DSCP ms 123
00paboTku Bxoaamux kaapos. [1o ymonganuto 3anano 0. J[uanazon
JIONYCTUMBIX 3Ha4eHuM: oT 0 10 7

DPL

Bribepure npuopuret otopacsiBanus DPL 11s cooTBETCTBYOIIETO
sHaueHust DSCP niis 06paboTku Bxoasmux kaapos. [To ymomganuto
3agano 0. 3nauenue “1” maer 6osee BBICOKHI MPUOPUTET OTOPACHIBAHUS

DSCP Translation (Tpauncasiuus DSCP) (Puc. 3.108) (Ta6.1. 3.105).

DSCP Translation

DSCP Ingress : Egress
Translate | Classify | Remap DP0 | Remap DP1
x == |_ |~=:*;~ v| |~=:*;~ v|
0 (BE) C [0(BE) ~| [0(BE) ~]|
1 o 0 v] [3 |
2 o [ v] [2 v]
3 S ERT )
4 o [ v] [4 |
5 SN vl v]

Puc. 3.108 — TpaHcrsaynss DSCP

Tabrmuya 3.105 — Tparcaayns DSCP

DSCP

3nauenne DSCP Bxopsiero kaapa. Jnama3zoH 10myCTUMBIX 3HAUSHUA
DSCP: ot 0 no 63.

Ingress Translate

Bxotouaet Tpancnsnuio 3nadeHuit DSCP Bxoasiimux KajapoB Ha OCHOBE
3aJJaHHOTO METO0/1a KiacCU(UKAIIUH.

Ingress Classify

Bxuttouaer kinaccugukaniio Ha BXOAIIEH cTOpoHe, Kak ONpeesneHo B
tabsnne HacTpoiiku DSCP QoS Ha nopry.

Egress Remap

3aHoBo otoOpakaet 3HaueHue DP B BeiOpanHoe 3HaueHue DSCP.

DSCP Classification (Knaccudpuxanuss DSCP) (Puc. 3.109) (Taé.a. 3.106).

DSCP Classification

CoS | DSCPDP0 | DSCP DP1

|'=C3=' Vl |'il=- Vl
0 [0(BE) w| [0(BE) |
1 [0(BE) | [0(BE) |
2 [0(BE) w| [0(BE) |

Puc. 3.109 — Knaccngpukayms DSCP

Tabrmuya 3.106 — Knaccugmkauymss DSCP

| CoS

‘ CnHcok akTyaJIbHBIX 3HaYeHMH KiaccoB QoS
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‘ DSCP: ‘ Bri6epure 3nauenne DSCP st oroOpaxkenus B kinacc QoS

QoS Control List Configuration (Cnucok ynpaienusi Q0S) (Puc. 3.110) (Ta6.1. 3.107).
Crucoxk yrnpaBiIeHHs KAYeCTBOM OOCITY >KHMBAHHSI HCIIOJIB3YETCS I YCTAHOBKH MTPABUIT
00paboTKH BXOASIINUX MAKETOB 10 TNy Kaapa, MAC-anpecy, 3Hauenusm VID, PCP, DEI. Kak
tosbko QCE mpuBs3aH K OPTY, TpaUK COTIIACYyeTCs ¢ IEPBBIM DJIEMEHTOM CITUCKA YIPaBICHUS
QoS, xoTopomy HazHaueH kiacc QoS, ypoBeHs npropurTera oropacsiBanus U 3Hauenue DSCP.
Tpaduky, He cornacyromemycs v ¢ kakumu QCE, HazHauaeTcs kimace QoS, UCIONb3yeMblit s

mopTa 1o yMOJI4aHHUIO.
QoS Control List Configuration

Frame | Action

Tag |
Type | CoS [ DPL [ DSCP [ PCP | DEI | Policy [ Ingress Map [ Vid |

Type

QCE ‘ Port ‘ DMAC ‘ SMAC | VvViD ‘ PCP ‘ DEI

Puc. 3.110 — Crimcok yripasrieHnss QoS

Tabnmya 3.107 — Crincok yripasrierns QoS

QCE OTtoOpaskaercst Homep 3nemenTa crucka QCL
Port OtobpaxkaeTcsi HoMep MopTa, ucnob3yoiiero 3ToT QCL
DMAC MAC-anpec HazHaueHus. Bo3aMoxxHbI crieayromue 3HaueHus: Any

(JTro6oi1), Broadcast (Illupokoserniarenbhblii), Multicast
(MuoroaapecHsrii), Unicast (OqHOapECHBIH).

SMAC MAC - agpec HCTOYHUKA

VID OTtob6paxaercst VLAN ID (1-4095)

PCP OtoOpakaercs 3nauenue PCP.

DEI OTtobpaxaercs 3Hauenne DEI

Frame type OTto0OpaxkaeTcst TUM KaJipa, MOUCK KOTOPOro OyeT NPOU3BOAUTHCS BO

BXOJISIINX Kaapax. Bo3MOKHBI ClieyIOIIHe THITBI KaJpoB: Any
(JIro6oi1), Ethernet, LLC SNAP, IPv4, IPv6.

Action OrobpaxkaeTcst onepaius KiacCu(UKaAIMHU, BBITIOTHAEMAast Ha BXOSIINX
KaJ[pax, KOTJa HACTPOUKH IMapaMeTPOB COTTIACYIOTCS C COAECPKUMbBIM
Kajpa.

Storm Control (YnpasJjienue mupoxkoBeniaTeJbHbIM mropmom) (Puc. 3.111) (Tao6u. 3.108).
VYrnpaneHue MMpOKOBEIATEIbHBIM IITOPMOM UCTIOIB3YETCA JIsl IPEIOTBPAICHHS YXYAIIECHUS
MIPOU3BOUTEIHLHOCTH CETH WJIH TIOJTHOTO TIPEKpAIleHUsI €€ padoThl. YTIPaBJICHHE
OCYIIECTBIISIETCS MTyTEM YCTAaHOBKU MOPOTOBBIX 3HAYCHMI TSI TpaduKa, MoJ00HOTO
HIMPOKOBEIIATEILHOMY, OJHOAAPECHOMY HJIM MHOTOA/IPECHOMY. YXY/IIIEHHE
MIPOU3BOTUTENILHOCTH CETH WM TIOJTHOE MIPEeKpalieHue ee paboThl MOTYT OBITH 00YCIIOBICHBI
HEIoJIaIkaMu B paboTe CETEBBIX YCTPOUCTB, IJIOXO0H OTIAIKON U HEMPABUIHHBIMH HACTPONKAMHU
npukiagHoro [10. 3amuTa ceTd 0T MTOPMOB MOKET OBITh OCYIIECTBIIEHA MTYTEM YCTaHOBKHU
MOPOTOBBIX 3HAYECHUHN IS ONIPEACIICHHOTO Tpadrka Ha YCTpocTBe. JIF0ObIe yKa3aHHBIC MTAKETHI,
[IpH MIPHEME KOTOPBIX MPEBBIIICHO 3aJaHHOE TOPOTOBOE 3HAUEHUE, OyIyT OTOPOIIICHBI.
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Global Storm Policer Configuration

Frame Type | Enable | Rate | Unit
Unicast C 1| [fos
Multicast O | 1| [fos v
Broadcast _ | 1| fos W

Puc. 3.111 — YrpasrieHne LnpOKOBELLATETbHBIM LLITOPMOM

Tabnmya 3.108 — Yrpas/ieHne LvpoKOBELYaTe IbHbIM LLITOPMOM

Enable Bkirodaet nojaeieHue mropma s naketoB Tunos Unicast
(OnmnoanpecHsrii), Multicast (MHoroanpecHsiii), Broadcast
(IlInpokoBemarenbHbIi).

Rate Bri6epute noporoBoe 3HaueHHE B akeTax B ceKyHy. [IpunsThie
HaKeThI, IIPH KOTOPBIX MPEBBILICHO BEIOPaHHOE 3HAYCHUE, Oy IyT
OTOPOIIICHBI.

Unit EnuHunp! n3smepeHus

Weighted Random Early Detection (WRED) (Puc. 3.112) (Ta6.. 3.109).
OTcnexxuBaeT JUIMHY O4epe i U 0TOPAChIBACT HEKOTOPHIH MPOLIEHT MMaKETOB B OUEPEIH IS
YIydliCeHuA IPOU3BOAUTCIIbHOCTH CCTHU.

Weighted Random Early Detection Configuration

Queue [Enable | Min | Max |  Max Unit
0 o 0] | 50| [Drop Probability v |
1 O | 0] | 50| [Drop Probability v |
2 o | 0| | 50| [Drop Probability v |
3 o | 0| | 50| [Drop Probability w |
Puc. 3.112 — WRED
Tabnmya 3.109 — WRED
Queue Howmep ouepenu (CoS)
Enable Onpenensier, Bxaoder iu WRED st atoii 3anmucu
Min HrxHuii mopor ypoBHS 3aI10JHEHUS.
Max BepxHuil mopor ypoBHsI 3a1I0JTHECHHSI.
Max Unit Ynpasiser BEpOSITHOCTBIO MaACHHS 1Sl KaJIpOB

3.2.39 Mirroring (3epkajupoBaHue)
JU71st OTHagKy CeTeBBIX MPOOIIeM, HCXO SN TpaPUK MOXKET OBITh CKOITMPOBAH Ha 3epKaTBHOM
HOPTY, TJI€ MOXKET OBITh MOAKIIIOYEH aHAIN3ATOP.
s noctyna k HacTpoiikam HeobxoauMo nepeiTH no Bkiaake Configuration— Mirroring
Mirroring (3epkanupoBanue) (Puc. 3.113) (Ta6.a. 3.110).

Mirror & RMirror Configuration Table

Session ID | Mode | Type | VLAN ID | Reflector Port
1 Disabled Mirror - -

5%}

2 Disabled Mirror - -
2 Disabled Mirror - -
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Mirror & RMirror Configuration

Global Settings

Session ID [2

Mode [Disablad
Type [Mirror
VLAN ID 200
ReflectorPort

Source VLAN(s) Configuration

[vianiD ||

Port Configuration

Port | Source

& <= g
Fort 1 Disabled v
Port 2 Disabled w
Port 3 Disabled v

[

| Destination

Puc. 3.113 — 3epka/mipoBaHmne

Tabrmuya 3.110 — 3epkampoBarHmne

Session ID

Wnentudukatop ceccuus. BBIOEpUTE UACHTU(HUKATOP ceaHca IJis
HAaCTPOMKHU

Mode

BxittoueHne/BBIKITIOUSHHE 3€PKATEHOTO OTOOPasKEHUS HITH
JUCTaHLMOHHOIO 3€pKAJIMPOBAHUS.

Type

* Mirror — 3epka’o;

* Source — McTouHuK;

* Intermediate — [IpomexyTOUHBII;
« Destination — Ha3snauenue;

VLAN ID

Unentuduxatop VLAN yka3biBaeT, KyJ1a OyAeT CKOIUPOBaH
MoHuTOpHbIN naker. Mnentudukarop VLAN no ymonuanuto - 200.

Reflector Port

[TopT ¢ KOTOPOTrO OTHpaBIAETCs TpaPUK

Source VLANS

3epkanupoBanue Ha ocHoBe VLAN

Port Configuration (Hactpoiiku nopra)

Port

Howmep nopra

Source

HmeeTcs yeTrlpe pexuma, KOTOpble MOXKHO UCIIOJIB30BaTh Ha KaXJI0M
NOPTY UHIUBUAYAIbHO.

* Disabled (Brixitouen): @yHk1Ms 3epKaqupoBaHus Ha JaHHOM MOPTY
BBIKJIFOYCHA.

* Rx only (Tonbko nmpuHuMaemslil Tpaduk): Ha 3epkanbHbiil mopT OynyT
HaIPAaBJIEHBI TOJIBKO KaJpbl, IPUHATHIE JaHHBIM IIOPTOM.

* Tx only (Tonbko nepenaua): Ha 3epkanbHblif mopT OyayT HalpaBiIEHbI
TOJIBKO KaJIpbl, IEPEAAHHBIE TAHHBIM ITIOPTOM.

* Enable (Bkitounts): Ha 3epkanbHblii mopT OyAyT nepeqaHbl Kaapsbl,
IIPUHSITHIE U NIEPEIaHHbIE JAHHBIM ITOPTOM.

Destination

[TopT Ha3HaYeHUSI, KOTOPBIN MOTyYaeT KOMHIO TpaduKa U3 HCXOTHOTO
opTa.

3.2.40 UPnP

Jns noctyna K HacTpoiikaMm HeoOxoauMo nepeiTH no Bkiagake Configuration—UPnP.
Hacrpoiika UPnP (Puc. 3.114) (Ta6.. 3.111)
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UPnP Configuration

Mode Disabled
TTL 4
Advertising Duration | |100

IP Addressing Mode

Static VLAN Interface 1D |1

Puc. 3.114 — Hactpovika UPnP

Tabmuya 3.111 — Hacrpovika UPnP

Mode Bxuttouaer i Beikimodaet pynkuuto UPnP. [Tpu Bkmtouenun
aBTOMAaTHUECKH cO3/aeTcs /Ba npaBuia ciucka gocryna (ACE) ns
nepeHanpasieHus coorsercrByromux UPnP makeros k mpoueccopy.
ITpu BBIKIIIOUEHUH NIPABUIIA ABTOMATHUYECKH YIAJISIOTCS.

TTL [Mapamerp TTL (Time to live — Bpemst )KU3HU) UCTIOIB3YETCS IS
yKa3aHUs TOro, CKOJIBKO IIaroB MOXKET clienath yBeaomienue UPnP
(SSDP) o cBOEro nc4e3HOBEHUSI.

Advertising DTOT napameTp onpeesseT, HACKOIbKO 4YacTO MOTYT IOCBLIAThCS
Duration yBenomiieHus: UPnP. JUMTeNnbHOCTh MEPEHOCUTCS TAKETAMHU IPOTOKOJIa
SSDP (Simple Service Discover Protocol), kotopbsie HHGOPMUpPYIOT
MYHKT YIPABJICHHUS O TOM, HACKOJIBKO YaCTO CJICyeT MPUHUMATh
coobmenus ¢ ysenomienussmMu SSDP ot kommyTatopa. [1o ymomuanuio
yCTaHOBJICHA AUTENBHOCTH yYBenomieHust 100 cexyna. Onnaxo,
BCIIEACTBUE HEeHaaexHOCcTH npoTokosia UDP pekomennyercs
YMEHBIIIATh JJINTEIBHOCTh, TAK KaK YeM OHA MEHBIIIE, TeM OBICTpee
oOHoBisieTcs coctosinue UPnP.

IP Addressing Pesxxum [P-agpecanmu npeaocTaBisieT [Ba crocoda onpeIeneHus
Mode HasHaueHus [P-anpeca:

Inrammueckmit: Beioop no ymomuanuto aiis UPnP. Moayns UPnP
MOMOTaeT MoJIb30BaTesIM BbiOpaTh [P-aapec kommyTtaropa. OH
HaxOJHUT IEePBBIN NOCTYIHBIA cucTeMHbIN IP-anpec.

Craruueckwuii: [lonb3oBatens ykaspiBaeT [P-untepdeiic VLAN mis
BbIOOpa IP-afipeca KOMMYTHPYIOIIEr0 YCTPOMCTBa.

Static VLAN WNunexc konkperHoro uarepdeiica [P VLAN. On Oynet npuMeHsThCs
Interface ID TOJIBKO B CTaTU4YECKOM pexxuMe [P-anpecanuu. Jlomyctumele
HacTpauBaeMble 3HaUYEHUS HaxXOAiTCs B Auana3one ot 1 g0 4095.
3Ha4yeHue Mo YMOJYaHUIo - 1.

3.241 MRP u MVRP

Multiple Registration Protocol (MRP) - ato obmiast ctpykrypa, pekomengoBarnas IEEE mis
UCIIOJIb30BAaHUS B CETEBBIX MOCTaX, CETEBBIX KOMMYTATOpPaX, WM APYTUX aHAJOTHYHBIX
YCTPOHCTBAX C BOBMOKHOCTBIO PETHCTPALINHU M MIEPEPETUCTPAIINN CTICIUANTBHBIX aTpHOyTOB,
TakuX Kak uaeHTuukatopsl VLAN U 4I€HCTBO B MyJIbTUKACTOBBIX IPYIIax B OOIBIINX
nokanbHbIX ceTsax LAN.

[Tporokon mHokecTBeHHBIX peructparmii VLAN Multiple VLAN Registration Protocol
(MVRP) siBrsiercst ceTeBbIM ITPOTOKOJIOM BTOPOTO YPOBHS JJIs aBTOMAaTUYECKON KOH(pUTyparuu
urdopmarmu VLAN B kommyTtatopax. On 0bu1 onpenenés npuinoxxennem 802.1ak

pexomennanusm |EEE 802.1Q-2005.
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B npenenax Broporo ypoBHs ceteBoit monenu OS|I MVRP obecnieunBaeT quHaMU4YecKuii 0OMeH
unpopmanuu o VLAN u kondurypanmo nHeooxoaumeix VLAN. Hanpumep, nocrasnena 3agaya
100aBUTH onpeaenéHubiil mopT kommyTtaropa B VLAN, wim cereBoe yCcTponcTBO,
noguepxkuBatoniee VLAN u moaximou€HHOE B TOPT KOMMYTaTopa TpeOyeT nepexondurypanumu,
U BCE HEOOXOAMMBIE TPAHKU JUHAMHYECKU CO3JaHbl Ha IPYTHMX KOMMYTaTopax,
noanepkuBatonux MVRP. s BeimonHeHus 3T0# 3a1auu 6e3 Bo3moxkHocTeit MVRP
notpeOyercs pyuHas koHdurypamus VLAN wim kakoi-1u00 MporprueTapHblii METOT
npousBoauTelts. Eciau ske BBITONHATE 3Ty 3a1a4dy cpeactBaMu MVRP, KOTOpbIil HCIIONb3yeT
nuHamuueckue 3HadeHuss VLAN B puiibTpyemoii 6a3e nannbix. Ecnu koporko — MVRP
MOMOTAET JUHAMUYECKH MoAepkuBaTh KoHpurypaunu VLAN B craTHUECKUX KOHPUTYpaIUIX
ceTen.

802.1Q naéTt BO3MOXKHOCTD:

e JlnHamMu4ecKH KOH(PHUTYPHPOBATh U pacnpenessaTh nHpopMaluoo o mpuHaaIexxKHocTH VLAN
yepe3 mexanusmbl MVRP.

e (Craruuecku KOH(QUTYpHUpoBaTh HHPOpMaLHio o npuHaiesxkHocth VLAN nocpeactsom
MEXAHU3MOB MEHEPKMEHTA, KOTOPBIE II03BOJIAIOT YIPABIATh PErMCTPALMOHHBIMU JITaHHBIMU
0 CTaTMYECKUX 3anucsax perucrpanui VLAN.

e [lonnepxuBaTh KOMOMHUPOBAHHBIE CTATUYECKUE M TUHAMUYECKHE KOHPHUTYPAIUHU, TIPU
KOTOPBIX HeKoTOphie VLAN KOHQHUTYypHPYIOTCS TOCPEICTBOM MEXaHHU3MOB MEHEKMEHTA, a
i apyrux VLAN coxpaHsieTcss BO3MOXHOCTb JUHAMUYECKON KOH(UTYpaLUU CPeICTBAMU
MVRP.

s noctyna K HacTpoiikam HeobxoaumMo nepeitu no Bkiaake Configuration— MRP.

Hactpoiika MRP (Puc. 3.115) (Taéux. 3.112)

MVRFP Global Configuration

Global State | Disabled |
Managed VLANSs | | 1-4084 |

MVRP Port Configuration
Port | Enabled

* [

R
OO O

MRP Overall Port Configuration

Port | Join Timeout | Leave Timeout | LeaveAll Timeout | Periodic Transmission

* 20 a0 1000 O
'
2 .
;

Puc. 3.115 — Hactpovika MVRP

Tabnmuya 3.112 — Hacrpovika MVRP
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Global State Brurouenue/Beikiarouenue Gpyukima MVPR

Managed VLANs | Hacrpoiika criucka VLAN, ynpasisiembix MVRP

Hactpoiika nopros

Port Howmep nopra

Enabled Bxmouenne dynkuun MVRP Ha opry

Join Timeout Taiimep npucoeauHenus. 3Hadenus ot 1-20cc. [1o ymondanuto
3HaueHue 20cc

Leave Timeout taiimep oTkiroueHus. 3nadenus ot 60-300cc. [To ymonmuanuio 3HaYeHHE
60cc

LeaveAll Timeout | TaiiMep OTKIIIOYCHHS OT BCEX MYJIBTHKACTOBBIX Ipymir. 3uauenus 1000-
5000cc. ITo ymomgyanuto — 1000cc

Periodic Bxiouenne ¢ynkuuu PeriodicTransmission st
Transmission Bcex npuioxenuit MRP Ha opry
3.2.42 GVRP

Jliist moctyna K HacTpoiikam HeooxoaumMo nepeiTu mo Bkiaake Configuration—GVRP.

Global Configuration (I'to6anbabie HacTpoiikn) (Puc. 3.116) (Tao6.. 3.113).
GVRP Configuration

L Enable GVRP
Parameter Value
Join-time: 20
Leave-time: B0

Leavelll-time: | | 1000
Max VLANs: 20

Puc. 3.116 — [7106as1bHbIE HACTPOVIKM

Tabnmua 3.113 — [7106a8/1bHbIE HACTPOVIKU

Enable GVRP Brrouenne nporokona GVRP rinobansHo.

Join-time 3naueHue B nuamnazone 1-20, yka3piBaeMoe B CEHTHCEKYHaX (COThIX
cexkyHabl). [1o ymonmyanuto, 3HaueHue pasHo 20.

Leave-time 3unauenue B nuamnazone 60-300, yka3zpiBaeMoe B CEHTHCEKYHIaX (COTBHIX
cexkyHbl). [1o ymomyanuto, 3HaueHue paBHo 60.

Leave All-time 3nauenue B nuanazone 1000-5000, ykazpiBaeMO€ B CEHTUCEKYHIAX
(cothix cexyHpl). [To ymomuanuto, 3Haduenue pasao 1000.

Max VLANS MaxkcumanbHoe 3HaueHne VLAN, nognepxuBaemoe GVRP.

Port Configuration (Hactpoiiku nopra) (Puc. 3.117) (Ta6a. 3.114)
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GVRP Port Configuration

Port | Mode
e W |
1 | Disabled v |
2 |Disabled v |
3 |Disabled v |

Puc. 3.116 — Hactpoviku riopra

Tabnmya 3.113 — Hacrtpoviku opta

Port Howmep mopra
Mode [To3Bossier HacTpouTh peskuM padbotsl GVRP Ha nopty
3.2.43 sFlow

Jns noctyna K HacTporKam HEOOXOAMMO MEPEUTH 0 BKIIAIKE Conﬁguration—»sF low
sFlow Configuration (Hactpoiiku sFlow) (Puc. 3.117) (Ta6u. 3.114).
sFlow Configuration

Agent Configuration

IP Address | [127.0.0.1 i

Receiver Configuration

Owner =none=
IP Address/Hostname | [0.0.0.0 |

UDP Port 6343 |
Timeout [0 | seconds
Max. Datagram Size | | 1400 | bytes

Port Configuration

Port Flj:}w Sampler Counter Poller
Enabled | Sampling Rate | Max. Header | Enabled | Interval
= C | o] | 128] C | 0|
1 C 0 128 C 0
2 _ 0 128 _ 0
3 C 0 23 C 0

Puc. 3.117 — Hactpoviku nopta

Tabnmya 3.114 — Hacrpoviku riopra

Agent Configuration (Hactpoiiku arenra)

IP Address IP-anpec, ucnons3yemslii B kauectBe [P-agpeca arenra B sFlow. On
CIIY’)KAT YHUKAIBHBIM KITFOYOM, KOTOPBIH OyIeT HIeHTH(PUITUPOBATH
areHTa B TeUYEHHUE JUIUTENIbHBIX MIEPHO0B BPEMEHH.
[TonnepxxuBarorcs aapeca [Pv4 u IPv6.

Receiver Configuration (Konduryparus npueMHUKa)

Owner * None - He CKOH(UTYpUPOBaH / HE BOCTPeOOBaH.

* Configured through local management - ckongurypupoBan uepes
Web wmu CLI;

* Ecnu sFlow B HacTosiuii MOMEHT CKOH(puUrypuposas uepe3 SNMP,
COJICPXKHT CTPOKY, MASHTHPHUIHPYIOUTYIO TpueMHHK sFlow.

IP Address/Hostname | IP-axpec win umst xocta npuemanka sFlow.
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UDP Port ITpocmaTpuBaemsiii nopt UDP

Timeout TaiimayT

Max. Datagram Size | MakcumanbHOE KOJMUYECTBO OATOB JaHHBIX, KOTOPOE MOXKET OBbITh
OTIIPABJICHO B OJJHOM TECTOBOM JlaTarpaMme

Port Configuration (Hactpoiiku nopTta)

Port Howmep nopra

Flow Sampler Bxuttoyaer win oTKIH04aeT BHIOOPKY IIOTOKA Ha MOPTY.

Enabled

Flow Sampler CraTucTuyeckas 4acToTa AUCKPETU3ALUH JUIsl BHIOOPKH MAKETOB.

Sampling Rate

Flow Sampler Max. MakcumanabHOE KOJTMYECTBO OAWTOB, KOTOPOE TOIHKHO OBITh

Header CKOIMPOBAHO U3 MTaKeTa, BEBIOPaHHOTO 1 BBIOOPKH, B IelTarpammy
sFlow.

Counter Poller Bxuttoyaer mwim OTKIII04aeT OMpoc CYETYUKA HA 3TOM HOPTY.

Enabled

Counter Poller NurepBan onpoca. JJonyctumsliii quanason: ot 1 1o 3600 cexyH.

Interval

3.2.44 DDMI (unTepdeiic unppoBoro 1MarHoCTHIECKOro MOHHTOPHHIA)
YcoBepuieHCTBOBaHHBIN IU(POBOIT HHTEP(EIC MO3BOISET YCTAHOBHUTD CBSI3b B PEATBHOM
BPEMEHHU MEX/1y KOMMYTaTopoM U TpaHcuepoM SFP. D10 no3BosiseT KoOMMyTaTopy NoJay4arhb
JIOCTYH K paboyuM napaMeTpaM B OITOBOJIOKOHHOM KaHalle.

DDMI koHTponupyer:

* TEMIIepaTypy

* HaIpsDKEHUE MUTaHus

* IEpEeAaBAEMbI TOK CMEILICHUS.

* [IepenaBaemast MOIIHOCTh

* [TonyueHHast MOITHOCTh

Jlns noctyna Kk HacTpoiikaMm Heo6xoauMmo nepeitH o Bkiaake Configuration—DDMI.
Hacrpoiika DDMI (Puc. 3.118) (Ta6a. 3.115)

DDMI Configuration
| Mode | Enabled |

| Save || Reset |

Puc. 3.118 — Hactpoviku riopra

Tabnmya 3.115 — Hacrpoviku riopra

Mode Bxmouenune/Boikmodyenne Gpynkunn DDMI. @yukius DDMI
BKJIIOUEHA 110 YMOJIYaHHUIO.

3.2.45 UDLD

Jnis noctyna Kk HacTpoiikaMm HeoOxoauMo nepeiTH o Bkiaake Configuration—UDLD.
[TpoTokoJ1 BTOPOro ypoBHsI, CO3AaHHbIH /1711 aBTOMAaTHYECKOT0 0OHAPYKEHUS TOTEPH
JIByXCTOPOHHEW KOMMYHHUKAIIUU Ha JIMHUAX CBA3U

Port Configuration (Hactpotixu nopta) (Puc. 3.119) (Ta6u. 3.116)
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UDLD Port Configuration

Port | UDLD mode | Message Interval

= | vl?

1 [Disable  ~| |7

2 [Dsable_v] |7

3 [Disable  ~| |7

Puc. 3.119 — Hactpovikv nopra

Tabnmya 3.116 — Hacrpoviku riopra

Port

Howmep nopra

UDLD mode

Bxmounts/Beikimounts UDLD Ha mopty

Message Interval

WHuTtepBan coobmeHmnit
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