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LeaeBast aynuropust

JlaHHOE PYKOBOJACTBO MO OKCIUTyaTalldd TMpPEAHA3HAYeHO /i TEXHUYECKOTO IMepCoHala,
BBITIOJIHSIFOIIIETO HACTPOMKY WU MOHUTOPHHT ycTpoiicTBa nmocpeacteom WEB/CLI konduryparopa, a
TaKKe MPOIeyphl 10 €r0 YCTaHOBKE U o0cTyx)uBaHUI0. KBanudukaius TeXHUYECKOro nepcoHaia
npeanojaraer 3HaHue ocHoB paboTel mpotokonoB TCP/IP, UDP/IP u npwHIIMIOB TOCTPOCHHUS
Ethernet cereii.

3aBoackoii IP-aapec: 192.168.1.1
HNmda noan3oBaress: root

IIapoJb: root
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BBenenue

Ob6opynoBanue VoIP nutroza TenmekomM-MG mpenHaszHavyeH UIsi KOHIICHTPAMM a0O0HEHTCKHUX
TUHUN W o0ecreyuBaeT TOAKIIOUECHHUE aHAJIOTOBHIX Tele(OHHBIX amnmapaTtoB K CEpBHCAM
teneponun (POTS/PSTN) uepe3 ceTu makeTHOH mepeaayn JaHHBIX, CTHIK C CETIMU MAKETHOU CBS3H
OCYIIECTBIIACTCS 4epe3 MeaHble uiau ontudeckue uHTepdeiicel Ethernet. Tenexkom-MG moxet
HCIIOJIh30BaThCsl B KaUeCTBE aOOHEHTCKOTro BhIHOCA 1o mpoTokonam SIP, SIP-T, H.248 (MEGACO),
H.323 pnist co3nanus pacnpeneneHHON CETH C €IMHBIM HOMEPHBIM TUIAHOM.

SBnsiercs WACANBHBIM pEUICHHEM i oOecreueHus TeledOHU3auu  MaJOHACEICHHBIX
00BEKTOB, O(PHUCOB, KUJIBIX JIOMOB, TEPPUTOPUAIBHO PA3HECEHHBIX OOBEKTOB, a TaK K€ 3aMEHbI
ycrapeBimux ATC Ha ceTsax TpaaIulMOHHOHN Telle(OHHH.

B nacrosiieM pyKoBOJCTBE MO SKCILTyaTallMM W3JI0’KEHBI HA3HAYCHUE, OCHOBHBIC TEXHUUECKHUE
XapaKTepUCTUKH, TMpaBUiia KOH(PUTYpPHUPOBAaHWSA, MOHHTOPHHTA W CMEHBI MPOrPAMMHOTO

obecnieuenus VoIP mumo3a TenekoM-MG (nanee «ycTpoicTBO», «OI0K»).

Tabnuua 0.1 — IlepeyeHb yUTEHHBIX U3MEHEHUH TOKyMEHTa

Ne Homep Bepcun BHeceHHbIe H3MEHEHUS
P u nara
HU3MEHEeHUH
1 2.1 ot 1) IlpumeHeHHME JOMEHHOTO UMEHH IS ntp cepBepa
19.04.2023 2) HWcmpasieHa "Hen3BeCTHas OMIMOKA B BKJIAJKe cTaTyC"

3) MHcnpasiena "tpexcTpoHHest kKoHdepeHmus"

4) VicnpapieHsl ypOBHH aBTOpH3aliu Paguyc-cepepa

5) VYcraHOBIECHA 3aIIUTA OT IITOPMOB B CETH

6) O6noBieH Moayp SNMP

7) Bo03MOXHOCTH KOQUTYpaIMU Sip-TpaHKa

8) Hacrpoiika rpymmm nepexsara

9) Hacrpoiika TOHAJBHBIX CUTHAIOB

10) Coxpanenue HacTpoek Hotline B koH(ure

11) Tlpumenenue unerpoek AJl uepe3 CLI 6e3 nmepesarpysku

12) Bo3moxuocTh coxpanenuts TCP-nammna uepes BeO MOyIib

13) ®ynkiuu besonacHocTH (MaposibHask MOJIUTHKA, 3alIUTa OT
noadopa maposs u T1).

14) JloGaBienue u yaajicHue MOIb30BaTeNeH (0J10KUPOBKa)

15) 3BoHKH Ha rpyImITy

16) Jlo6asien mporokon SIP-T mis VOIP

17) HdobGaBnena ¢pyHKkuus oOHapy)eHus TenedoHa Ha JTMHUU

18) JlobGaBiieH mpOTOKOJI THITAa TOuKa-Touka PPTP

2 2.2o0r 1) Ho6aBneHo «Mmst xocTay B BEpXHEM MEHIO
08.11.2023 2) OtobOpakeHue craryca JIoKajdbHbIX yeuyr JIBO
3) 3anuch UCTOPUH 3BOHKOB
4) LLDP
5) STP

6) Dual Homing

7) ®oHOoBas My3bIKa MPH yACPKAHUU
8) BupryaibHble YUETHBIE 3aIIUCH

9) Oco0Oble 3BOHKH




10) ToGaBieHO OrpaHUvYeHNE OHOBPEMCHHBIH BBHI30B

11) Ho6asneno CPC (pa3psiB nuietida npu or60e aOOHEHTA. )
12) I'mobanpHas perucrpanus aOOHECHTOB

13) loGaBneHo mudppoBaHue KOHPHUTypaLuH

2.3 01 07.10.24 1) JloGaBneHO aBTOOOHOBIICHHE KOH(DUTYpaIK

2) Job6asneno aBroooHoBienue 110

3) JoOGasnen anprepHaTHBHBIA HOMEp aus AJl

4) Wcnpasiena pabora 3arpy3ku 10 u koH(pUTrypamuu yepes
cepsepa tftp/ftp/http

5) Hononxen ¢pyukunonan Dual Homing

6) UcmpasieH BO3BpaT Ha OCHOBHOM CepBep MpH CpabaThIBAHUH
Failover Mechanism.




1 Onucanue u3aeans

1.1 Haznauenue

TenekoM-MG — 310 abonentckmii numno3 IP-tenedonun ¢ wunTerpupoBanneiM Ethernet

KOMMYTAaTOpoOM 2-TO YPOBHS, HCIIOJIB3YIOLIUI Ui noakiatoueHus: k [P-cetu oneparopa mMenHblil u

ontuueckuii uHTepdeiicel Gigabit Ethernet. YcrpoiicTBo mpeoOpa3yeT aHajJOoroBbIE pPEUYCBBIC

CHUI'HaJIbl B I_[I/I(i)pOBLIe MaKCeThl MJaHHBIX I HOCpeAaqyu I10 IP-cetsam. HpeﬂHasHaquo JJIA

opranuzanuu [P-tenedonnn B KUIBIX ToMax U OPHUCHBIX moMmemeHusx. [IpuMenenne trepmuHana

Ha sTarne nepexona ot cereid TDM k ceram NGN coxpaHuT uMeronytocs HHQpacTpyKkTypy CeTu U

obecrneuuT BBIXO/J] aHAJIOI'OBBIX aboneHToB B IP-ceTn.

YerpoiicTBO HMeeT ciieAyolue THIILI HHTep(eicoB:

>
>
>

8/16/24/32/36/44/48/52/60/64/72 ananoroBeix aboneHTcKUX mopra FXS/FXO;
OT JIBYX JI0 ueThIpex anekrpuueckux unrepdeiica Ethernet 10/100/1000BaseT;

nBa ontudeckux unrepdeiica SFP Ethernet 1000BaseX.

Bo3mo:kHOCTH yCTpOMCTBA:

>

obecrneynBaeT BO3MOKHOCTH OI[HOBpCMeHHOI‘/‘I pa6OTLI BCeX AaOOHEHTCKHUX JIMHUH IIpu

ucnonbp3oBaHuM kozeka G.711 (Hebnokupyemasi MaTpuia);

>
>
>

BcTpoeHHbI Ethernet kommyTarop 2-ro ypoBHS;
npotokoisl [P-renedonun: SIP, SIP-T, H.248(MEGACO), H.323;

noAACpIKKa CIIAPpCHHBIX KOMIIJICKTOB (y YCTpOﬁCTB, pa60Ta}omI/1x OT IIOCTOSHHOI'O

HanpspkeHus 38-72B);

>

YV V.V V V V V V V V VYV V

nojiepkka crarnueckoro aapeca u DHCP;

nogaepxka Onuuu 82 DHCP (Agent Circuit ID u Remote ID);

nonaepxxka Onuu 120 DHCP, no 4 1P agpecos;

peructparysi abOHEHTOB Ha OCHOBE yCTpoiicTBa uiu aboHeHTckux noptos (POTS);
peructpanusi abOHEHTOB Ha OCHOBE JIOMeHHOTO nMeHH wiH [P anpeca;
COBEpIIEHNE 3BOHKOB 0€3 perucTpaum;

sxo komneHcauusa AEC (pekomenaanuu G.165, G.168);

MackupoBKa rnorepu naketoB (PLC);

netekTop aktuBHoctu peur (VAD);

nonasieHue nays (Silence suppression);

oOHapy>xeHue 1 reaepupobanue curianoB DTMF B cootserctBuu ¢ ITU-T Q.23, Q.24;
nepenada DTMF (INBAND, OUTBAND no RFC2833, SIP INFO no RFC2976);
nepenava ¢akca (T.38 UDP Real-Time Fax, upspeed/pass-through);



» 3arpy3ka/BeIrpy3ka (aiiioB konpurypamuu: yepe3 FTP, TFTP, HTTP, HTTPS;

» obuosnenue 110 wepe3 FTP, TFTP, HTTP, HTTPS;

» obecrieunBaeT OOHOBIICHHE U PE3EPBUPOBAHKE MPOIIUBOK C BO3MOXKHOCTBIO XpaHEHHE JIBYyX
Pa3IMYHBIX BEPCHIl B HE3aBUCHUMBIX OaHKaX MMaMsTH;

»  BO3MOXKHOCTH COXPAHEHUS MPOIITUBKY M KOH(PUTYpaLIUK 1ILTF03a BO BHEIIHUE (Daiiibl 110
FTP/TFTP;

»  BBeIEHHBIC KOMaHbI COXPaHAIOTCS B Oy(epe KOHCOIM B OPSIKE UX BBOJA B TCUCHUH
OIHOM CECCHU;

» aBToMartmyeckoe oOHoBjIeHHE kKoHpurypanuu u [10 uepe3 FTP, TFTP, HTTP, HTTPS;

»  BO3MOXKHOCTB MCIIOJIb30BaTh paznuuHblie Tord VLAN 1715 ynpaBieHus, CHTHATU3AIH U
peueBoro Tpadduka RTP;

»  CeTeBoii 9KkpaH iptables.

> mapoJibHasA IMOJIUTHKA

YaaneHHbIH MOHUTOPHHT aBAPHITHBIX M HHGOPMAIMOHHBIX COOBITHI, KOH(PUTYpHpPOBaHHE
U HACTPOMKAa:

—  web-unTepdeiic;

— SSH;

—  Telnet;

— Syslog;

—  SNMPvl1,v2,v2¢c,v3;

— TR-069;

— RADIUS;

-  TACACS+.

IHonnepxkuBaemsie JIBO:

—  Vnepxanue Boi3oBa — CallHold/Retrieve;

— mepenava Be3oBa — Call Transfer;

—  yBeJIOMJIEHHE O MOCTYIUICHMH HOBOTO BhI3oBa — Call Waiting;

— mepeaapecanus 1o 3ausarocty — Call Forward Busy;

— mnepeanpecanus o HeoTBeTy — Call Forward No Answer;

— ©OesycnoBHas nepeanpecanus —Call Forward Unconditional;

— CLIP/Caller ID no ETSI FSK type 1, type 2;

— CLIP/Caller ID B popmare DTMF;

— 3anper Bbigaun Caller ID;

— ropsayas/Témas auHus — Hotline/warmline;



TpeXCTOpOHHs KoH(DepeHuus — 3-way conference (JJ0KaabHO U Ha cepBepe KOH(PEPEHIIH);
He Oecnokouts — Do Not Disturb

aktuBanus/neakruBanus Gpyakuuid [IBO mHabopoMm B popmare *xx / #xx mepemnaBaeMbIxX

yepe3 SIP nporokon B coorBercTBUU ¢ RFC 2396 1 RFC 3261.

SIP, noxnepkxuBaeMble peKOMEHIALMHU:

RFC 3261 SIP 2.0;

RFC 3262 SIP PRACK;

RFC 2327 u RFC 4566 Session Description Protocol (SDP);

RFC 3263 Locating SIP servers for DNS lookup SRV and A records;
RFC 3264 SDP Offer/Answer Model,

nepeperucTpanys 1 nepeHanpanieHle BbI30oBa Ha pe3epBHblil SIP cepsep npu

HCAOCTYITHOCTHU OCHOBHOTIO,

RFC 3265 SIP Notify (nactpoiika dial-plan mo 3ampocy notify);
RFC 3311 SIP Update;

RFC 3515 SIP REFER;

RFC 3891 SIP Replaces Header;

RFC 3892 SIP Referred-By Mechanism;

RFC 4028 SIP Session Timer;

RFC 2976 SIP INFO Method;

RFC 2833 RTP Payload for DTMF Digits, Flash event;

RFC 3361 DHCP Option 120.NAT support.

TpancnopTHblil 1 KOHTPOJILHBIN NPoTOK0J RTP/RTCP coorBercTBHE:

RFC 1889, RFC 1890, RFC 3550 RTP;
RFC 1889, RFC 1890, RFC 3550 RTCP.

1.2 TunoBble cxeMbl IPUMEHECHHUSA

YCTpOI‘;ICTBO MNOAKIOYACTCA K CETH IO CXEMC a0OHEHTCKOT0 BhIHOCA. B sTOM cjIydace YCTPOﬁCTBO

BBINOJIHSAET (DYHKLIMH IIII03a MEX/Ty aHaJOrOBBIMHU TelIe(QOHHBIMH anmnaparamu 1 ynaienHo ATC,

puc. 1. AGOHEHTCKHe MOPTHI NIIK03a PErUCTPUPYIOTCS HAa MPOrpaMMHOM KommyTartope Softswitch,

ycayru JIBO B Takol cxeMe NPUMEHEHHUsI PEJOCTABISAIOTCS IPOTPAMMHBIM KOMMYTATOPOM.



Tenekom MG

ey A

1

Cetb IP/MPLS
¥ e W

o

SoftSwitch UnTepHet

KommyTarop KommyTaTtop

KOHUEHTpauuu/ KOHUeHTpauun/
arperauum arperayum

Puc.1 — AGounenTckuii BeiHOC TenmexkoM-MG

72 (max)

1.3 CrpykTypa v npuHUOMI PadoThI U3/1e/IUA

PeueBoii curHas aOOHEHTOB MOCTyHAaeT Ha ayAMOKOAEKH a0OHEHTCKUX KOMIUIEKTOB, KOIUPYETCs
[0 OJHOMY W3 BBIOPaHHBIX CTaHIAPTOB M B BHJE HHU(POBHIX MAKETOB IMOCTYMAeT B KOHTPOJUIEP
4yepe3 BHYTPUCHCTEMHYIO Maructpaib. LludpoBbie makeTsl comepikar, KpoMe pPEUeBBIX, CUTHAIIBI
YIPaBJIEHUS U B3aUMOJCHCTBUS.

Kontpomnep ocymectsiser nogaepxky mnporokonoB SIP, SIP-T, H.248(MEGACO), H.323 u
MIPOU3BOIUT OOMEH JAaHHBIMH MEXTy ayanokonekamu u cetbio 1P uepe3 MII unrepdeiic u Ethernet
switch.

dyHkuMoHanbHas cxeMa TenexkomM-MG npencraBieHa Ha PUCYHKE 2

LAN WAN SFPO SFP1

Subscriber

‘ Line
Unit

Rt

line 72(max)

Puc. 2 — ®ynknuonanehas cxema TerekoM—MG

10



1.4 OcHOBHBIE TeXHUYECKHE MTAapaMeTPbl

OcHoBHBIE TeXHUUYECKHUE TapaMeTpbl VOIP nutro3a npuBeneHsl B ciieayronmx tTadmmmax 1 — 9.

Tabnuua 1 - IIpoTokoss! U cTaHIapTh

VoiP nipoToxosmbl

SIP, H.248( MEGACO), SIP-T, H.323

Anpecanus SIP

RFC3986 (SIP URI)

[Monnepxka dakcos

T.38 UDP Real-Time Fax
G.711 A/Upass-through

[Tonnep:xka MoIEMOB

V.152,V.21, ...

T'onocoBsle cTanapThl

VAD (neTekTop akTUBHOCTHU PEUH)
AEC (9x0 KOMIIeHCcalHsl, PEKOMEHIa1IHs,
G.165, G.168)

CNG (renepanust KOM(POPTHOTO IIyMa)

Tabnuna 2 - Aynuokone

KH

Konexu G.711(PCMA, PCMU)
G.729 a, b
G.723.1 (6.3, 5.3 Kbps, Annex A)
G.726-32

Tabnmuua 3 - KonuuecTBO OJHOBPEMEHHBIX KaHAIOB, MOJACPKUBAEMBIX YCTPOWCTBOM, B

3aBUCHUMOCTH OT THIIA KOACKA

KonunuecTBo kaHanoB

Konex 8 | 16 | 24 | 32 36 44 48 52 60 64 72
G.711(A/U)/20 71 71 | 71 71 71 121 | 121 | 121 | 121 | 121 | 121
G.711(A/U)/10 50| 50| 50 | 50 50 85 85 85 85 85 85
G.711(A/U)/5 29 1 29| 29| 29 29 56 56 56 56 56 56
G.729/20 321 32| 32| 32 32 59 59 59 59 59 59
G.729/10 28 | 28 | 28 | 28 28 51 51 51 51 51 51
G.723.1 26 | 26 | 26 | 26 26 52 52 52 52 52 52
Conferencing 16 | 16 | 16 16 16 32 32 32 32 32 32
T.38 24 1 24 | 24 | 24 24 48 48 48 48 48 48
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Tabmuma 4 - [TapameTpsl anekrpuueckoro natepderica Ethernet

KonnuecTBo unrepdeiicon 2-4
DIIEKTPUYECKUI pa3bemM RJ-45
Ckopoctb nepenaun, Mout/c 100/1000

[Topnepxka cTaHIapTOB

1000BASE-T, 100BASE-TX

Tabmuma 5 - [TapameTpsl onTudeckoro unrepgeiica Ethernet

KonmuecTBo nnrepdeiicon 2
OnTrueckuil pazbem SFP
Ckopoctb niepenaun, Mout/c 1000
[Tognepxka cTaHIapTOB 1000BASE-X

Tabnuua 6 - [TapameTpsl aHAJIOTOBBIX A0OHEHTCKUX MOPTOB

KonuyectBo noproB Tenexom-MG-8FXS-AC\DC 8
TenexoM-MG-8FXO-AC\DC
Tenexom-MG-16FXS-AC\DC 16
Tenexom-MG-16FXO-AC\DC
TenexoM-MG-24FXS-AC\DC 24
Tenexom-MG-24FX0-AC\DC
Tenexkom-MG-32FXS-AC\DC 32
Tenexkom-MG-32FXO-AC\DC
Tenexkom-MG-36FXS-AC\DC 36
TenexoM-MG-36FX0-AC\DC
Tenexom-MG-48FXS-AC\DC 48
TenexkoM-MG-52FXS-AC\DC 52
TenexkoM-MG-64FXS-AC\DC 64
Tenexkom-MG-72FXS-AC\DC 72

[Tpuem Habopa NmnynscHbiit /gactotbiil (DTMF)

CKOpOoCTh UMITYJILCHOTO HaOOpa, UMIL./ C. or 7 no 13

@DyHKIMS T0JIy4EHUSI HOMEpa FSK (ITU-T V.23, Bell 202), DTMF

BhI3BIBaromiero abonenra Caller ID

3amTa aOOHEHTCKHUX JIMHUH 3ammTa Aa0OHEHTCKUX OKOHYaHHUHU 0 TOKY U TI0
HanpspkeHuto. Jlns  3amuThl  aOOHEHTCKHX
KOMIUIEKTOB OT MEpeHaNpsHKeHUH JIMHeHHas
CTOpPOHa Kpocca JO0JKHA ObITh 000pyJOBaHa




TPEXIOJIFOCHBIMU paspsAHUKaMU c

HaIPSKCHUEM cpabaTbIBaHUS 230B.
Pexomenayrorest paspsaaauku ¢pupmel KRONE

“MK, 230 B” ¢ TepMO3alIUTHON NPYKUHOM.

B03MOXXHOCTB y1a€eHHOTO U3MEPEHMUS €CTh
napamMeTpoB a0OHEHTCKOH JINHUU
[TapameTpsl KOMILIEKTa porpaMMupyembie
ConpotuBiieHue nuierda BKIOUas 3000 Om
Tesne(hOHHBIN anmapar, He 6ojee
JlonycTuMOe CONPOTUBIIEHUE U30JISLUU
a0OHEHTCKOW JTMHUU:

- MKy npoBoaHukamu napsl A b, | 20 000
He menee, Om:

- MEXy JI00bIM ITpoBojoM mapsl 1 | 20 000
3eMiieil, He MeHee, OM
Jlonyctumasi eMKOCTh MeXIy mpoBogamu | 0,5
aOOHEHTCKOM JIMHUH, MEXY IPOBOAOM U
3emiieit He Oornee, MKD
Hanpspkenue nutanust aOOHEHTCKOM
JIUHUY:

- HOMHHaJbHOE, B 48

- IOIIyCTUMBIN Juana3oH, B 42...54
Jlnana3zoH IporpaMMHOM peryaupoBKU Munyc 16...7
ycunenus (Tx/Rx), nb
[ITar mporpaMMHON peryiIrupoBKU 0,1
ycunenus (Tx/Rx), nb
MaxkcumanbHOE 3aTyXaHH€e Ha BXOJHBIX 1
nernsx odbopynoBanus He 6osee, 1b
IlepexonHoe 3aTyxaHue 3ByKoBoro cursana | 70

Ha OIMKHEM KOHIlE, HE MeHee, Ab:

[TapameTpsl akyCTHUECKMX CUTHAJIOB COMTPOBOXKIEHUS BbI30Ba (call progress tones)

OTBeT CTaHIINH:

HenpepbIBHBIN curnai (425+25) I'y, (3+0,3) B

Curaan 3aHaTOCTh KaHAJIOB/ 3aHATO

neperpyska (311)

NepUOANYECKU curHan (425425) I'n,
nmutenbHOCTh (0,15-0,2) ¢ - KopoTkas, maysa

(0,15-0,2) ¢
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KonTpons nocwuiku Bei3oBa (KI1IB)

nepuoanyeckuii curnan (425+25) I'n,

JUTUTENBHOCTD 1 ¢, may3a 4 c.

Cursain 3agsTo

nepuoaudeckuil curnan (425+25) I'n,

nutenbHOoCTh (0,3-0,4) ¢, may3a (0,3-0,4) c.

Curnan o 6e30TOOMHOM COCTOSIHHH,
uHPOPMHUPYET aOOHEHTA O TO, YTO OH HE
0CBOOOIMIT TMHUIO TTOCIIC 3aBEPIICHUS

pasrosopa

MEePUOANYECKHUNA CUTHAJ, KOMOMHAIIMS 9aCcTOT
1400/2060/2460/2600 ' (cMemaHHBIIH),
yposeHnb 0 1b, 100 mc — umnyinbsc, 100 mc —

naysa.

T'oToBHOCTH K ipuemy uHdopmaruu IBO

(TTIN)

nepuoauyeckuit curnan (425+25) I'u, noceuika
(250 + 25) ¢ - kopotkas u (750£75) c -
JIuHHAs, nay3a (250 £ 25) ¢ — kopoTKas u

(750+£75) ¢ - nnuHHASL.

ypOBHI/I 3BYKOBBIX CUI'HAJIOB Ha BBIXOAC

muddepeHInaIbHON CHCTEMBI

munyc 105 n1bm unu munyc 155 nbm nipu

O,Z[HOBpGMCHHOfI rnepeaayc ¢ roJloCoOBbIM

CUTHAJIOM
Tabmuna 7 - IlapameTpbl KOHCOIU

[Tocnenosarenbublit mopT RS-232

CKkopocCTh Tiepeiavyn JaHHBIX, OUT/CEK 115200

QHCKTpI/I‘IeCKI/Ie napaMeTpbl CUTHAJIOB

[To pexomenganuu MC3-T V.28

Tabmuua 8 - CeTb U KOHPUTYpaALUL

Ionxmrouenue ITo cetu Ethernet
Tunet Enunsiit unu pasnensasie uatepdeiic VLAN/IP nns ynpasnenust
TMOJKITIOYEHHS u VoIP.

Tumns! anpecanuu

WAN: cratnueckuii [IPv4, DHCP knuent (enunsiii aapec), PPPoE

VYnpasnenue - In-band uepes nro60ii u3 nopros: WEB, Telnet/SSH (CLI),
SNMPv1,v2c,v3;
- RS-232 koncomns (CLI).
bezonacHocTb - ABTOpHM3aLUs C pa3IMYHBIMHU YPOBHIMM JIOCTYIIA: JIOKAJIbHAs

(;rorun/mapons), RADIUS, TACACS+, Opannmayap;
- IlaponbpHas monnTHKa;
- Pasrpanuuenue nonp3oBareniel Mo rpymnmnam;

- 3ammra oT moadopa mapos.
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Tabnuma 9 - duznueckue XapaKTepUCTUKHA U YCIOBHSI OKPY KAIOIIEH CPEIbI

Hampsixenue nuranus AC 220B nmu DC 48B

Cpennsist HapaOOTKa Ha OTKa3 50 000uac

HOHYCTI/IMHﬁ AUaria3oH HaIIPsSXKCHUA

[UTaHUs, - IEPEMEHHOTO TOKa, B; ot 187 no 242
- IIOCTOSIHHOI'O TOKa, B. ot 38 1o 72
[ToTpebnsemas MOIITHOCTH 06€3 aKTUBHBIX 15BT
a0OHEHTOB

Tox noTpebiieHns: OJHOTO aKTUBHOTO 0,03A

a00HEHTCKOr0 KOMIUIEKTA

Pabounii ntuanaszon temmeparyp, °C Ot -10 mo +55

OrHOCHTENbHAS BIIAXKHOCTh MUH./ Makc., % 10/80

I"aGapuTsl (6€3 KPOHIUTENHOB), MM 440x44x220

Bec nerro, kr He Oonee 3
DNeKTpoOE30MacCHOCTh

B uctounnkax nuranust VolP nutro3oB Tenekom-MG nipenycMoTpeHa 1oJroBpeMeHHast
3aIuTa OT KOPOTKOTO 3aMbIKaHUS B 000PY/I0BAaHUY, CHUYKEHHUSI/TIPEBIIICHUS HAPSDKEHUS! TUTaHUS

WJIH TIeperpeBe 000pyI0BaHUS.
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1.5 KoHCTPYKTHBHOE MCIIOJIHEHUE

VoIP mumro3 TenekoM-MG BbIIONHEH B BHJE U3JEIUS B METAUIMYECKOM KOpIyce CO
BCTPOCHHBIM MCTOYHUKOM nuTaHus. Buemnuii Bux ycrpoiictBa TenekoM-MG 72-FXS-AC
npuBeieH Ha pucyHke 3. Monenu 72/64/48/44/52/36/32/24/16/8-FXS(0O) -DC/AC ommyarorest ot
72-FXS-AC  xommuectBom  pazbemoB ~ CENTRONICS  (Puc.3, mo3.2), a  Takxke
HaJIMYMEM/OTCYTCTBHEM pa3beMa IUTAaHUS OT CeTH mepemMeHHoro Toka (Puc.3, mo3.1/mo3.17).
YerporictBo umeer Tpu momudukaruu (Tun 1, Tun 2, Puc. 3), pazauvaronmxcs KOJUYECTBOM

MIOPTOB /7151 CETEBBIX MOIKIIOUEHUH 1 PyHKIIMOHAIBHBIMU KHOTIKaMu (Tabm. 10).

Tuml

m VolIP wwmos Teneiom-MG @D

Tun2 ${ §

L] vorr wasa reneron-me @
e

- V.

Puc. 3 - BHemnuii Bug ycrpoicTsa
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Taomuna 10 - Onrcanne BHEITHETO BHUIA

Ne DneMEeHT NaHean Onucanue
PWR 220V AC IN Pa3bem nuTaHus ¢ IpeIoXpaHUTEIEM
POTS 1-18, 19-36, 37 - 54, Pazsemer CENTRONICS ny1s mogkmrodeHus
55-172 aHaJIOTOBBIX TeJe(OHHBIX ammapaToB 010k FXS, ms
noaxinrodyeHus K uauaMm ATC ook FXO
3 CONSOLE Konconbubiit nopt RS-232 a5 nokanpHOro ynpasiaeHUs
YCTPOHCTBOM

4 LAN (ronpko juisg tun 2,3) Pa3bem s NONKIIFOUEHHUS K JIOKAJIBHOM CETH

5 WAN (Tosibko mist Tm 2,3) Pa3beMm g mogKIrOUEeHUs K BHEITHEN CETU
4,5 | Eth 1-4 (tonbko st tui 1) PazbpeMsbl U151 TONKIIIOYEHHUS] K CETH

6 SFPO, SFP1 Pazbembl 1u1st yctanoBku SFP Monyneit

7 PWR Nuaukarop nutaHus

8 Status WuaukaTop paboThl yCTPOHCTBA

9 Alarm Nuauvkarop HaIM4Ks aBapuu

10 SFPO Wupukatop pabotel Moayneit SFP

11 SFP1 Wunaukarop pabotsl moaynei SFP

12 F Knonka nepe3arpysku

13 RST

14 Micro usb Pa3zwem ans ckaunBanus (aiina KoHGUTYypauuu

(OMIKMOHAIIBHO)

15 Alarm BbIBOJIBI «CYXO# KOHTAKT» - MHAUKATOP HAJIWYUS aBapUU
16 Knemma 3azemiuenus

17 PWR48DC IN Knemma st mokiiroueHus: K HCTOYHUKY

+ 2t - AIIEKTPONUTAHUS MOCTOSHHOTO TOKA HampsbkeHuem 48B
18 | é!i [IpenoxpanuTens HEMU MOCTOSHHOTO TOKA
HanpspbkeHueM 48B
19 F (Tonbko ans T 1) Pe3epBHas KHOIKa (HE UCIIOJIB3YETCs])

17



1.6 CBeToBasi HHANKAIIUA

Taomuna 11 - Omucadye CUrHAI0B WHINKAITHA

Nunukarop

CocrostHue uHANKaTOpa

CocrosiHue ycTpoiicTsa

PWD

TOPUT 3CJICHBIM CBETOM

Bxiroueno nuTanaus
YCTpONCTBA

HE TOpUT

IInranue ycrpoiicTsa
BBIKJIFOYEHO

STATUS

TOPHUT 3CIICHBIM CBETOM

aOOHEHTCKHE TIOPTHI
WHUIHAJTH3UPOBAHBI,
YCTPOMCTBO B
pabore

MHUI'ac€T 3€JICHBIM

He nonydeH aapec no DHCP
(eciu HaCTpPOEHO
JTUHAMHYECKOE MOTy4YeHHe
CETEBOro ajpeca)

MHUIMAIU3alus yCTPONCTBA,
aOOHEHTCKHUE TOPTHI €llle He
WHULIUAJIM3UPOBAHBI

ALARM

rOpUT KpaCHbBIM CBETOM

ABapus - HeoOxoquMa
nepesarpyska 610ka; OJI0K
nepesarpykaercs

HC Iroput

HOpMaJibHas paboTa

SFP (SFPO, SFP1) TOPUT 3€JIEHBIM CBETOM

YCTaHOBJICHO COE€IMHEHUE 110
ONTUYECKOMY KaHaIy

HE TOpUT

OINTUYECKUHN JTUHK
OTCYTCTBYET

Tabnuma 12 -CeeroBast nnaukanus uatepdericop Ethernet

WuukaTop/cocTosiHue

Kentein
WHJMKATOP

3eNieHbl HHIUKATOP

CocrosiHue nopra

rOpI/IT IHOCTOAHHO

I'oput nocTossHHO ITopt pabotaet B pexxume 1000Base-T, ner

nepeaadyu JaHHbIX

Toput noctossHHO

MHUTAET [opr paboraer B pexxume 1000Base-T, ecThb

nepcaada JaHHBIX

He roput T'oput nocTossHHO [Topt paboraer B pexxume 10/100Base-TX, ner
nepeladyu JaHHbIX
He roput MHUTAET [Topt paboraer B pexxume 10/100Base-TX,

CCThb nepcaada JaHHBIX
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1.7 Ucnonb3oBanue pyHkuuoHaabHoi kKHONKHU F (RST)

Jlns mepe3arpy3kd HaxoZsILIerocss B paboTe YCTpoMCTBa HYKHO Haxarb KHONKY «F» Ha
nepeaHe manenu uzgenus. s nepesarpysku ycrpoiictsa monudukanuu 2 (Tum 2, Tabx. 10, Puc.
3, n. 1.5) Hy»HO Haxarb kHONKY «RST» Ha nepennell nanenu uzaenus.

[Tocne nepe3arpy3ku ycTpoiicTBa 3aBojickasi KOHGUTYpalusi He yCTaHABIUBACTCS.

1.8 Ilopsinok ycTAHOBKHM M Mepbl 0€30IIaCHOCTH

PacnakoBka

[Ipu monyuenun xkopoOku ¢ ycrporictBoM TerekoM-MG HE0OXOIUMO MPOBEPUTH IEIOCTHOCTH
YIAKOBKM, HaJW4YMe IUIOMO, OSKCIUTyaTallMOHHOW JOKYMEHTAllMHM, YHIAKOBOK C KOMILJIEKTOM
MOHTaXHBIX YacTeH M UX KOJIMYECTBA.

Taxke HEOOXOAMMO OTAETHHO MPOU3BECTH MPOBEPKY KOpoOku, comepskamieit 3UII k mpoexTy.

CocraB u xomuectso 3UII JOJIZKHBI COOTBETCTBOBATH CHCHI/I(bI/IKaI_[I/II/I IIPOCKTA.

YcranoBka 0/10Ka B CTOMKY

YerpoiictBa TenekoM-MG cienyeT pacrnonarath BAajid OT HarpeBaTesIbHBIX IPHOOPOB.

brnok B ctoiike 3anumaer 1U. Jlns onpeneneHust MecTa yCTaHOBKHU OJ10Ka BOCIIONIb3yHTECh
METKaMH, HAHECEHHBIMU Ha KpOHIITENHBI ¢ maroM 1U. PaccTosiHue OT BEpXHEro U HUKHETO KpaeB
0J10Ka 10 yCTaHOBOUHBIX OTBEPCTH B KpoHIITEHHaX O6yoka paBHo 1U.

VYcraHoBHTE Taliku /17151 IUIIEBOTO KperuieHus OJioka B 1Kady B BEIOpaHHBIE Ma3bl KPOHIITEHHOB.

YcranoBute 010K B 1Kag (CTOWKY) U 3aKpENUTe €ro C MOMOIIBIO BUHTOB M BTYJIOK M3 KOMILJIEKTa

MOHTAXXHBIX YacTeil OJIoKa.

O000000000000000000000]

000000000000000000000006g00gooog

Puc.4 — YcraHnoBka yCcTpoOMCTBa B CTOMKY.
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Hepez[ Ha4daJIOM OKCIUTyaTalluu CICAYCT 3a3€MJIUTh HU3ACINC, HMCIIOJIb3YyA KICMMY 3alllUTHOI'O
3a3€MJICHHUA W TOJBKO  IIOTOM  ITOAKJIIOYUTH yCTpOfICTBO K HCTOYHUKY TIIUTAHUA C
COOTBCTCTBYIOIIUMHU XAPAKTCPUCTHUKAMU.

HJ’I?I IIOAKIYCHHUA 3a3€MJICHUS HCHOHBSYﬁTe BHHT 3a3C€MJICHHUS Ha saz[Heﬁ CTOPOHC KOpITyCa

YCTPOMCTBA ¥ OO)KMMHOM HaKOHEYHHK U3 KomruiekTa 3UII.

IMoak/arouenne NUTAHUA
B 3aBUCHUMOCTHU OT MOI[I/I(i)I/IKaL[I/II/I yCTpOfICTBO HNMECT BOSMOXXHOCTH IMOAKIIFOUYCHUA K CETH

nepeMeHHoro Toka 220B win nocrostHHOro TOoKa 48B.

PexoMeHanuu 1no noAKIFOYEHUIO TUTaHWS:

v' Jlns ToABeNEHHs MHUTaHHs OT PACIPEACHUTENHHON MaHEeId K YCTPOWCTBY HCIONIb3yHTE
crapeHHbIe Kabeny ¢ cedeHreM IpoBoaauka ot 0.75 10 2,5 Mm%, Hanpumep IIBC 2x1.0.

v' He mnpousBogure paboOT, €CiM Ha TMPOBOAAX M COEIAMHEHHAX HMMEETCS HanpsoKeHue!
VY6enurech, 4TO HAa MOHTUPYEMBIX KaOeJsIX OTCYTCTBYET HalpsKeHNEe MUTaHus!

v' Heobxomumo coOmonaTh MOMSIPHOCT MPU MOTKIIOYEHHH YCTPOMCTBA OT MOCTOSHHOTO
HanpspKeHus !

v TIpoBepbTe NPABUILHOCTH IOAKIIOUEHHS, HAJEKHOCTh BCEX COCAMHEHHN W MOjaiiTe

HaIIpsAKCHUC ITUTAHUA OT pacnpenenHTeanoﬁ IIaHCIIN.

YcTaHOBKA ONITHYECKUX MOAYJIei
v' Tlpu paboTe C ONTHYECKUMH MOIY/ISIMHM, KOHHEKTOPaMH M IaTd-KOpJAaMH CTapaiTech

JIeCTBOBATh MAKCUMAJIBHO aKKyPaTHO BO M30€KaHHE MOJIOMKH 000pYJ0BaHUS.

v TlpemoxpaHWTENbHbIE  3aryIIKd  ONTHYECKUX  KOMIIOHEHTOB  CHHUMAMTE  TOJBKO
HEMOCPEICTBEHHO NEpe]] COETUHEHNUEM.

v TIpu OTKJIOYEHUH ONTHYECKHX T1aT4-KOPJIOB Ha JEHCTBYIOIEM 000pYI0BAHMN yOEIUTECH B
JIOMTyCTUMOCTH Pa3pblBa CBSA3U U COOJIOAANTE MEphl MPEJOCTOPOKHOCTH M 3aIUTHI OT Ja3epHOrO
n3ydeHus!

4 Bce onruueckue CTHIKH B O6ODV)10BaHI/II/I pacCUnuTaHbl Ha IIPHUMCHCHHEC MaT4Y-KOPJAOB C

KOHHCKTOpaMu, UMCIOIMINMHU ITOJIMPOBKY UPC, CCJIM ITpH 3aKa3€ HEC OrOBOPEHO MHOEC HMCITOJHCHUC.

v' VYcraHOBKAa ¥ W3BJEUCHHE ONTHYECKHX MOIYJIEH MOXET TMPOU3BOMUTHCS Kak MpH
BBIKJIFOYEHHOM, TaK U IPU BKIIOUEHHOM NMUTAaHUH yCTPONCTBA.
[Topsiok ycTaHOBKH ONTUYECKOTO MOTYJIS:
1) OrrsHHTE NpPENOXpaHHUTENBHYIO 3aIIeNKy W BCTaBbTE MOIYJb B pa3beM JIO Inemdka (puc. 7).
Bepnure 3amenky B HopMaiabHOe nosioxkenue. [locne 3Toro Moaynb 3auKCHpYyeTCsl B pazbeMe
U TIpU BKJIIOYEHHOM MTUTAHUU YCTPOICTBa cpa3y ke OyAeT MHUIIUATU3UPOBaH.
2) Jlost u3BIICUCHHUST OTITHYECKOTO MOJIYJISl BCE MPUBEACHHBIC BBIIIE JCUCTBHS HY)KHO BBIOJHHUTH B

oOpaTHOM TIOpPSIKE.
20



3) Tlocne ycTaHOBKH MOAYJISl B pa3beM M 3aKPBITHS 3aIIENKA MOYKHO MPHUCTYIATh K MOAKIIOUCHUIO

OINITUYCCKUX MaTY-KOPAOB HIIN AT TEHIIOB.

Puc. 7 - YcraHOBKa ONTUYECKOTO MOAYJIS B PA3beM
Ilepen ycTaHOBKOH M BKJIFOYUEHUEM YCTPOMCTBA HEOOXOIMMO MPOBEPUTH YCTPOUCTBO HA HAJIMUUeE
BUJMMBIX MEXaHMUYECKUX IOBpeXaeHUil. B ciayyae Hanmuuus MOBPEXAECHUH CllefyeT MPEeKpaTuTh

YCTaHOBKY yCTpPOMCTBA, COCTAaBUTh COOTBETCTBYIOIINI aKT U OOPAaTUTHCS K IOCTABLIUKY.
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2 MepbI 0e30macHOCTH

2.1 O0mue ykazanus

v Tlpu paGore ¢ oGopyroBaHHeM HeoOX0quMO coliionenne TpedoBanuii «IIpaBua
TeXHUKH 0€30MACHOCTH NPH IKCIJIYATAIUM IJIEKTPOYCTAHOBOK MOTpeduTe €.

v' 3anpemaercs paéorarh ¢ 000pyI10BaAHHEM JHIAM, He JONYIIEHHBLIM K paboTe B
COOTBETCTBUM C TPeOOBAHUSIMU TEXHUKHU 0€30IIaCHOCTH B YCTAHOBJICHHOM MOPS/IKe.

V' DKcmiyaranus yCTPOMCTBA JOKHA MPOU3BOAUTHCS HHIKEHEPHO-TEXHHYECKHM

MEPCOHAJIOM, IPOUICAIIHUM CIICHIUAJTBHYIO IIOATOTOBKY.

VoIP nutro3 Tenekom-MG npegHazHaueH A1 KpyIVIOCYTOUYHOM 3KCILTyaTallui B OTCYTCTBUU
00CITy>KMBAIOIIETO MEPCOHAJIA TP CIEAYIOINX YCIOBHAX:
— TeMmmeparypa okpyxaromeit cpenst ot -10 no +55 °C;
— OTHOCHTEIbHAs BIAKHOCTH Bo3myxa g0 80% mpu temmneparype 25 °C;
— armocdepnoe masienue ot 6,0x10*4 no 10,7x10*4 I1a (ot 450 go 800 MM pT. CT.).
VoIP mwnto3 Tenekom-MG He TpeOyeT nepruoanYeCcKOro BEIKIIOUEHUS WM MIepe3arpy3Ku.
He moaBeprarh ycTpoMCTBO BO3ICHCTBUI0O MEXaHWYCCKUX YIApOB M KOJIICOAHWA, AbIMA, ITBLUIH,
BOJIbl, XUMHUYECKUX PEArcHTOB.
Bo u3bexxanue meperpeBa KOMIIOHEHTOB YCTPOWCTBAa M HapyIIEHUS €ro paboThl 3alperiaeTcs
3aKpbIBaTh BEHTWIALIMOHHBIE OTBEPCTHS NOCTOPOHHUMH IPEIMETAMHM M pa3MelaTh MPEAMETHl Ha

MMOBEPXHOCTHU 00OPYIOBAHHS.

2.2 TpeGoBaHus 3JIEKTPO0E30MACHOCTH

Ilepen mnoakiIrOUEHHMEM YCTPOMCTBA K HCTOYHUKY TUTAHUS HEOOXOAWMO IpeIBapUTEIILHO
3a3eMJIMTh KOpIyC OOOpyHOBaHMA, MCIIONb3Yys KiIeMMYy 3a3eMieHus. KperuieHue 3a3emisioriero
IpoBOJAa K KJIEMME 3a3eMJICHUS JIOJDKHO OBITh HAAEkKHO 3adUKCHpoBaHO. Bennuuna
COMPOTUBIICHUSI MEXIY KIEMMOM 3allMTHOTO 3a3eMJICHHS W 3€MJISHOM IIMHOW He JOJDKHA
npesbimars 0,1 Om.

Ilepen mnoOAKIIOYEHHEM K YCTPOMCTBY M3MEPHUTEIbHBIX NPUOOPOB U KOMIIBIOTEPA, HX
HEOOXOMMO  TMPEABAPUTENBHO  3a3€MJINTh. Pa3HOCTb MOTEHIHUANIOB MEXIYy KOpIycaMu
000pyI0BaHUs U U3MEPUTEIBHBIX PUOOPOB HE JAOJKHA MpeBbIaTh 1B;

[Ipu ycTaHOBKE MJIM CHATHM KOXKyXa HEOOXOAMMO yOEeIUTHCS, YTO JIEKTPONUTAHHE YCTPOICTBa
OTKJIFOYEHO.

Mepsb! 6€301aCHOCTH NIPH HAJTUYHMH CTATHYECKOI0 JJIeKTPHYeCTBA

Bo wusbexaHue MOJIOMOK 3JIEKTPOCTATUYECKONO XapakTepa HAacTOATEIbHO PEKOMEHAyeTcs,
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Ha/IeTh CHEeLMaIbHbIN 1osic, 00yBb WM Opacier i MPeJOTBPAIIECHUs HAKOIUIEHUS! CTaTU4YECKOro
ANIEKTPUYECTBA (B Cllyyae MCIOJIb30BaHUA Opaciera yOoeauTbes, YTO OH TIOTHO MPUMBIKAET K KOXKe)

Y 3a3€MJINTH IIHYP Mepe]] HauajaoM paboThl ¢ 000pyIOBaHHUEM.

2.3 Ilopsa10K BKJIKOYEHUSA

[Tonknrounth aOOHEHTCKHE JIMHUHW, ONTHYCCKUHA U dnekrpudyeckuii Ethernet kabemu k
COOTBETCTBYIOLIUM pazbeMaM KOMMYTaTopa.

Jus 3ammMThl a00HEHTCKUX KOMILIEKTOB OT NepeHaNnpsizKeHUil JIMHellHasi CTOPOHAa Kpocca
JA0JKHA ObITH 000PYI0BAHA TPEXIMOJIOCHBIMHU PAa3PSIHUKAMH C HANIPSZKEHHEM CpadaTbIBAHUA
230B. Pexomenaywrcs paspsanuka ¢upmbl KRONE “MK, 230B” ¢ Tepmo3amuTHO
NPYKUHOM.

[logxmrounTh K yCTPOWCTBY Kalenb muTaHWs. B 3aBucMMOCTH OT 3akasza, IHTaHHUE
OCYIIECTBIIACTCS OT UCTOYHHKA IMOCTOSTHHOTO TOKa HampsbKeHueMm ot MuHyc 38 1o munyc 72 B wim
HCTOYHUKA nepeMeHHoro Toka 220B. [ noakItoueHns uCnoib30BaTh MPOBOJl CEYEHUEM HE MEHEE
0.75 mm2.

Ecnm npennonaraeTcsi MOAKIIOYEHHWE KOMITbIOTEpa K KOHCOJIbHOMY mopty Tenexkom-MG,
coequauTh CONSOLE-nopt Tenekom-MG ¢ COM-noprom I1K.

YOenuthbes B IENOCTHOCTH Kalenel U MX HaJeKHOM KPEIUUICHUH K pa3beMaM.

BxrounTh nuTaHue ycTpoicTBa U yOSNUTHCS B OTCYTCTBUU aBapuil IO COCTOSTHUIO UHANKATOPOB

Ha nepeaneit nanenu (Paznen 1.6 - CBeToBast MHAMKALIMS).
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3. TpaHCIOPTHPOBKA, XpAHEHHE, TAPAHTUM H
KOMILJIEKTHOCTD

3.1 TpancnoprupoBanue

TpancnopTupoBanue H3AEAUS TPOM3BOAUTCS Ha JI000€ pACCTOSIHWUE W JIIOOBIM  BHIOM
TpaHcnopTta, yaosierBopstouiero tpedoanusim ['OCT 21552-84, ETSI 300019 class 2.3 u
HACTOSIIIETOo pa3zena.

O6opynoBaHre B YIAaKOBAaHHOM BHUJE JIOJDKHO BbIACPKUBATh TPAHCIOPTHUPOBAHHE IPU
temneparype oT MuHyc 40 10 70 °C u oTHOCHUTENBHOMN BiaxxHOCTH 10 95% npu temneparype 45°C
ETSI 300 019 class 2.3.

TpancnopTupoBanue H3AEAHS MOPCKHM TPAHCIIOPTOM JIOJDKHO TIPOU3BOAWUTHECS TOJNBKO B
CHeIHaIbHOM (MOPCKOIf) yITaKOBKe.

[Ipn TpaHCIOPTUPOBAHWUHU HKEJIE3HOW JIOPOTOM WM aBTOMOOHWJIBHBIM TPAaHCIIOPTOM B
TPAHCIIOPTHON Tape, W3AENHs [ODKHBI pPa3MENIaThCsl B KPBITHIX BaroHax (Ky30Bax) WM B

KOHTEMHEpax.

3.2 XpaHeHue

XpaHeHHue U3JeNusl Ha OTKPBITON IUIOMIAAKe HEIOIyCTUMO.

OO6opynoBaHue B yIIakOBaHHOM TPEIHA3HAYCHO JIJISI XPAaHEHUS TPH CIISTYIOIIUX yCIOBUAX:

—  TIpU XpaHeHus B ycioBHsIX cooTBeTcTBYromuX cranaapty ETSI 300 019 class 1.2;

—  Temreparypa okpyxaromien cpeasl or Munyc 40 o 70°C;

—  OTHOCHTeINbHas BIAKHOCTH Bo3nyxa He Oonee 80% mpu temneparype 25 °C;

—  OTCYTCTBHE OCAJKOB, BETPA, KOHJICHCALIUH BJIArH;

—  OTCYTCTBHE BO3JEHCTBHS IPSIMOTO COTHEYHOIO OOITy4EHUS;

—  OTCYTCTBME B BO3JyX€ IPHUMECEH ECKa;

— coaepXaHHME B BO3AyXE KOPpPO3MOHHO-aKTHBHBIX areéHTOB B IIPEJENIaX, COOTBETCTBYIOLIMX

YCJIIOBHO YHCTOM atMocdepe.

3.3 'apaHTHH U KOMILIEKTHOCTh

lapanTuiinplii CpoK ompenensieTcss JOrOBOPOM MOCTaBKU. MUHHUMaNbHBIN CpoK 12 MecsueB ¢
MOMEHTa YCTaHOBKH WJIH 18 MecsIeB ¢ MOMEHTa MOCTaBKU 00opynoBaHus. TOUHBIN CpOK rapaHTUn
YKa3bIBAaeTCs B IIACIIOPTE HA U3JEIHE.

KommuiekTHOCTE OompesenseTcss A0roBOpoM IOCTaBKM M crneuupukanusMu 3akazoB. CocTaB

KOMIIJICKTA YKa3bIBACTCA B IMTACIIOPTE HA U3ACIIUC.
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4 Kondurypanus ycTponcraa

K ycTpoiCTBy MOXHO MOIKIIOUUTHCS YETBIPhMsI crocobamu: uepe3 web-uHTepdeiic, c

nomoipo mporokoia Telnet, SSH nu6o depes koHCOMBHBIN TTOPT (TapameTpsl KoHcon: 115200, 8,

n, 1, n).

YcerpoiictBo paboraer mon ynpasiennem OC Linux, HACTpOHKH XpaHATCS B TEKCTOBOM BHUJIE B

xml ¢aiine, HaxomsmeMmcss B Karajore /root/. @aiinpl KOHPUTypalu MOXKHO DPEIaKTHPOBATh,

MTOIKJTFOUMBIIIACH K YCTPOHUCTBY uepe3 RS-232 wmm Telnet ¢ momoimpio BCTPOEHHOTO TEKCTOBOTO

penakropa vi. BelmoHeHHbIe U3MEHEHUS BCTYIAIOT B CHITY IIOCJIE Mepe3arpy3Ku yCTpoiiCTBa.
JanHoe onucanue cocraBiaeHo Ha ocHoBe Temekom MG 36FXS, Gmoku Tenekom MG

8/16/24/32/36/44/48/52/60/64/72F XS/FX0O omnuuaroTcs KOTU4EeCTBOM a0OHEHTCKUX JIUHUM.

Haumbasa ¢ Bepcuu I1O 14.7.5 mepesarpyska, Opd HM3MEHECHMH HACTPOCK BKIAJKH «CETEBBIE

HAcTPOUKH» U «a0OHEHTCKHUE JIJMHHUHN», HC TDe6V€TC$I.

4.1 lloakaroyenue K 0JIOKY

Jis  Toro 4YroObI TPOW3BECTH KOH(MUTYpUpOBaHUE YyCTpoWcTBa depe3 web wuHTEpdeiic,
HeoOX0MMO TOJKIIIOUUTCS K Hemy depe3 web Opaysep, nanpumep: Firefox, Chrome, Yandex,
Microsoft Edge.

B aapecHoii crpoke Opaysepa nponummite IP-agpec (Puc. 4.1.1).

. C [§192168.1.1

Puc. 4.1.1 — BBon IP agpeca

Hanee HeoOxoaumo BBecTH JornH U maposb (Puc.4.1.2). Ilapamerpsl 1Mo yMOJYaHUIO JUIs
MOJIKJIIOYEHUS K OJ0Ky npuBesieHb! B Tabnuue 4.1.3.

Tenekom-MG

ABTOpPU3aLMS

TNoruK:
MNapone: ®

Puc. 4.1.2 — BBoz j0oruHa 1 naposs
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Tabmuma 4.1.3 — [TapameTpsl IO YMOJTYaHUIO

[P-anpec 192.168.1.1
Login root
Password root

Bo u3bexanne HECAaHKIMOHMPOBAHHOTO IOCTyINa MpPU JanbHEHIIel padore ¢ yCTPOHCTBOM
PEKOMEHIYEeTCsI U3MEHHUTD MapoJib.
ITocse ocyinecTBiIeHUsT BBOIA, HEOOXOAMMO Ha)XaTh Ha KHOIKY «Sign iny» (Boiitn).

Ilocne BBIMONHEHUS I[GﬁCTBPIﬁ OIMMCAHHBIX BBIIIC OTKPOCTCA MECHIO HaCTPOﬁKH U MOHHUTOPHHI'A

onoka (Puc. 4.1.4).

Tenekom-MG MmA xocTa: MNepesarpyska CoXpaHHTb OGHOBUTE English Monb3oeatens. root BbliATH

HacTpoika abOHEHTCKNX NUHHA ~

Cucrema
CucremHas nHcbopmauus
CTatyc «
\olP npoTokon SIP
CeTeBbie HACTPOIKN
Bepcua MO 15.16.4.c
Voip Bepcua annapaTtHoi cny#oel MGW(10)FXS(4)
TN aBOHEHTCKMX TTMHKIA T2FXS
ADOHEHTCKUE NTMHUK ~ CnapeHHble NHHUKA error. Can not find env
38B0ACKOE HAa3BaHue Telecom MG
nBO ~
CepuiiHsiit Homep error. Can not find env
KOMMYTALYA NOpTOS KOHTpONbHAA CYMMa Crc32 NpPOLMEKH 0X96A12C60
KoHTpoNnbHan cymma cre32 U-boot 0x9B2BCE26
BesonacHocTb ~ Bepcua Uboot U-Boot 1.1.6 (Sep 4 2015 - 13:10:01) Mindspeed

0.08.0 C300EVM (25MHz)

MOHMTODKHE + Bepcua Linux Linux comcerto 2.6.22.19-4.07.0-c300evm #33 Mon
Aug 24 14:52:43 MSK 2020 armvel unknown

OBCNyXUBaHUE ~ Uptime 10:47:48 up 4 days, 21:01, load average: 0.00, 0.02,
0.00
KacToMu3auua COmmon

Puc. 4.1.4 — MeH10 HaCTpOMKH 1 MOHUTOPUHTA OJIOKa

s nonkmrouenust yepe3 Telnet\SHH, moaxmountecs natu-kopaom k nmopty WAN wmu LAN
YCTPOMCTBA, HCIIONB3Yysl TEPMUHAIBHYIO Mporpammy, ycrtaHoBute IP-ampec (mo ymomdanuio
192.168.1.1).

s moakmouenus depes COM mopr, moakmountecs kadenem (Puc. 4.1.5) k mopty Console
yCTPOMCTBA, UCTIONB3Ysl TEPMUHAIBHYIO TIporpaMMmy, ycranoBute Homep COM mopra, ycraHOBUTE

cKopocTh noaxkiarodeHus 115200.
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Ne ROHTaKT
ROHTaKT Ne DBY
RJ45 = 1 Konrakr 1
Konrakr 1 1 2 Konrakr 2
Konrakr 2
2 3 Kontakt 3
Konrakr 3 3
4 Kouraxr 4
Konrakr 4 4
1 5 Kontakt 5
Konrakr 5 5
6 Konrakr 6
Konrakr 6 6
7 Konrakr 7
Konrakr 7 7
8 Konrakr 8
Konrakr 8 8
9 Kourakr 9

Puc. 4.1.5 — Cxema coeqnuenus DB9 — 8P8C

OCHOBHOE MEHIO HaCTPOWKH U MOHUTOpPUHTIa OJI0Ka IPEACTaBIeHO Ha pucyHke 4.1.4. Bxiagku u
KHOIIKY OITMCaHkl B Tabimunax 4.2.2-3.

Web unrepdeiic

Bxnanka Language (Puc. 4.2.1) no3BossieT u3MeHUTh s3bIK UHTEpQeiica. JJocTynHo 1Ba s3bIKa:

PYCCKHU, aHIJIMACKUU.

MiMA xocTa: Mepesarpy3ka CoXpaHuTh OGHOBHTE English Mone3oeatens: root BhIATH

Puc. 4.2.1- BeiOop s13bIka

JlaHHOE OomMcaHue COCTABICHO ISl PyCCKOS3BIYHOM BepcHH HHTEpdeiica.

Tabmuna 4.2.2 - OcCHOBHBIE BKIIAAKH

Bknanka Onucanue (coaepxkaHue)
Hacrpoiika Hactpoiika koHKpeTHOI aboHeHTcKoM uHuH (1-72max)
A0OHEHTCKUX JIMHUM
(Configuration POTS)
Cucremnas O6mas cucremuas uadopmanus (VoIP nportokoi, Bepcus 110, Bepcus
uHpopmanus (System | anmapaTHOH ¢y Obl, TUIT aDOHEHTCKUX JIMHUM, CIIapeHHbIe JIMHUH,
info) 3aBOZICKOE€ Ha3BaHUE, CEPUIHBIN HOMEP U T11.)
Craryc (Status) e OO6mmii cratyc (IP-agpec, VoIP npotokon, Bpems, HacTpoiiku

CeTeBBIX UHTepedencoB);
e SysLog (mokasarp, cka4arh 3aIucH);
e lcropus 3BOHKOB (ITOMCK, COPTUPOBKA);
e (Craryc nuHu#l (IOPSIKOBBIN HOMEP JIMHUH, COCTOSTHUE JIMHHH,
HOMep TenedoHa, COCTOSHUE PETUCTPALIUU U JIp.);
Cratyc IBO (mopsiikoBbIii HOMEp, HE OECTIOKOHUTh, JTOKATbHBIH
TepPEBOJT BHI30BA, HOMEP JUIsl JIOKAJIbHOTO TIEPEBOIA).

CereBble HACTPOUKHU Hacrpoiika ceteBbix napameTpos (cetb, VLAN, Tabnura
(Net Settings) MapIIpyTU3aluy, npasuia Mapipytuzanuu, SNMP, syslog, NTP, TR-

27



069, QOS, DNS, unamuuecknit DNS, LLDP, PPTP, STP, MSP, Dual
Homing)

VoIP

e OO6mme (BbiO0p VOIP mporokomna SIP, H.248 (MEGACO), SIP-T,
H.322, FXO);

e SIP (SIP cepBep, HacTpoiiku peructpanuu SIP cepsepa);

e Jlomomuaurenbubie HacTporiku SIP (SIP Outbound Proxy,
Hactpoiika IMS, cepsep 1 u ap.);

e Kopeku (TepBblii, BTOPOMd, TPETHH).

AOOHEHTCKHUE JTUHUNA

(POTS)

Hacrpoiika aboneHTCKUX MHUH (T1aH Habopa, TaitMayThl, COCTOSIHUE
JIMHUN, TPYIIIOBBIC HACTPONKH, TPYIIIOBbIC HACTPOHKH MPOdHUIeH,
HACTpOMKa TPy BXOASIIUX 3BOHKOB, TPYIIIBI IEPEXBaTa, FPYyIIIbI
BXOJISAIIUX 3BOHKOB, TPYIIIBI HCXOSAIINX 3BOHKOB, TOHAJIbHBIE CUTHAJIBI,
BUPTyaJIbHbIC YYETHBIE 3aITUCH, 0COObIE 3BOHKH )

JIBO

Hactpoiika q0mOMTHUTENBHBIX BUIOB OOCTY)KHBaHUS (CEPBUCHBIC KOBI,
hotline, 3B8oHKHM P2P, caller ID, CPC, orpanudeHus BEI30BOB)

Kommyranus nopros

Hacrpoiiku kommyTtaruu noptos (WAN, LAN, SFPO, SFP1, CPUO,
CPUI)

bezomacHocTh Hactpoiiku 6e3omacHoCTH (aBTOpHU3alIKA, MOIB30BaTENIH, OpaHIMayap,

(Security) CIIOKHOCTB TapoJis, mudpoBaHue KOHPUTypanuu, mudpoBaHue naposiei
YUETHBIX 3aMuceil)

MoHuTOpUHT MoHuUTOpHUHT (TeMIepaTypa yCTpOICTBaA, TECT CIUKOB,

(Hardware monitor) CaMOJTMarHOCTHKA)

O6cnyxuBanue VYopasrneHue HacTpoMKaMu U nepe3arpyska o1oka (konduryparmus,

(Service) BOCCTaHOBIICHUE, Ilepe3arpy3ka), MIUHT, OOHOBIEHHE 110, Autoprovision,

TCP pamm, ceprudukar https, aBToOHOBIIEHUE

bosnee nonpoOHO BKIIaJKU paCCMOTPEHBI B CIETYIOIIUX ITyHKTaX.

Tabmua 4.2.3 - KHOIIKM OCHOBHOTO MEHIO

Knomnka

[enicTtBue

Iepesarpy3ka (Reboot)

[Tepeszarpyska 610ka

Coxpanuts (Save)

CoxpaHeHHe MPON3BEICHHBIX U3MEHEHUH

O6noBuTh (Update
config)

OOHOBISET TEKYLINE HACTPOUKH, IPH MOJICTAHOBKE/M3MEHEHHUH (aiina
KOH(UTrypanuu

Briitu

BosBpamaeT K BBOY JIOTMHA W 1TapOJIid

Buumanue! Ilpu noncranoBke/n3MeHeHnH daiiina KOHGUTYPpAIIIH CIENVET cpa3y OOHOBUTH

HaCTPOMKH.

CLI unrtepdeiic

Tabmuua 4.4—Komanaet CLI
Komanna Pe3ynprar
help CrnpaBka
info [Toxazare nHpOpMAaIHIO 0 OI0KE
update OO6HOBUTH KOH(UTYpaLuio O10Ka
reboot [lepe3arpy3uth 0ok
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load 3arpy3uTh KOHPUTYpAITHIO

run 3anmyCTUTh YCTAaHOBIECHHBIN TIPOTOKOI
protocol show OTt06pa3uth Tekymuit npotokona VOIP
reload [Tepesarpy3uts [10

stop OCTaHOBUTH MPOTOKOJ

su Bxox B MeHro root

users show OT00pa3uTh TEKyIUX MOJIH30BATENCH
exit BBIXOJT

quit BBIXOJI

help full [Toka3zars Bce KOMaHIbI

4.3 Braaaka «Cucrema (System info)»

Conepxanue Bkiaaku «Cucrema (System info)» (Puc. 4.3.1) npencrasieno B Tabnuie 4.3.2.

CucrtemHas nHpopmauus

WolP npoTtokon

Bepcua MO

Bepcus annapaTHoil cny#osl

TN a0OHEHTCKNUX NAHKIA

CnapeHHsIe NHHUY

3aBOACKOE HA3BaHue

CepHiAHbIA HoMep

KOHTPONBHAR CYMMa Cre32 NpoLUIMBKK
KoHTponeras cymma crc32 U-boot

Bepcua Uboot

Bepcua Linux

Uptime

KacTomusaymna

SIP

15.6
MGW(5)FXS(2)
16FXS

no

Telecom MG
00380119
0X0ATSDECA
0x9B2BCE26

U-Boot 1.16 (Sep 4 2015 - 13-10:01) Mindspeed
0.08.0 C300EVM (25MHz)

Linux comcerto 2.6.22.19-4.07.0-c300evm #38 Wed
Nov 21 09:00:33 MSK 2018 armvél unknown

09:17:50 up 1 day, 23:57. load average: 0.15, 0.14,
012

common

Puc. 4.3.1 — Brimanka «Cuctema (System info)»

Tabnuua 4.3.2 - [Tons Brmagku «Cucrema (System info)»

HazBanue nonsa

Bo3MoxxHBIE 3HaUCHUS

VoIP nmpotoxon (Active Protocol)

FXO/SIP/H.248(MEGACO)/SIP-T/H.323

Bepcus T10O (Software)

(texymiast Bepcus 110)

Bepcus anmaparnoit ciryx0s! (Firm Version)

(Texymas BepcHsl anmnapaTHoOi Ci1yKO0bl)

Tun abonentckux nmunuit (POTS)

8FXS-72FXS (3aBUCUT OT KOHKPETHOM Mojienu OoKa)

Cnapennslie uauu (Twin Line)

yes/no (3aBUCUT OT KOHKPETHOU MOoJieH OJI0Ka)

3aBonckoe HazBanue (Factory Type)

Telecom MG

Cepuitnbiii Homep (Factory SNR)

(3aBOACKOM cepHifHbII HOMEp)
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4.4 Braaaka «Craryc (Status)»

Bxnaaka «Craryc (Status)» (Puc. 4.4.1). Bkmagka Craryc COAEp>KUT TpH MOABKIAIKH: OOIIHIA
craryc, SysLog, uctopust 3B0HKOB, craryc juHHM, ctaryc JIBO. bone moapoOHO ocTaHOBUMCS Ha

HUX gajcc.

CTaTyc

SyslLog
MCTOpHA 3BOHKOB
CTatyc NUHUA -

Craryc ABO -

Puc. 4.4.1 — Briagka «Cratyc (Status)»

4.4.1 Bkaaaka «OQ6muii (Common)»

Bxnanka «O0umit» (Puc. 4.4.2) (Ta6n. 4.4.3) (Puc. 4.4.4) (Tabn. 4.4.5).

ObLwuin ctaTyc

Ip: 192 168.0.178 (Static)
VolP npotokon: SIP
Bpemsa: Thu Mar 9092508 UTC 2023

Puc. 4.4.2 -Bknanka «OO0Lwuin»

Tabnuna 4.4.3 - [Tons Bxnagku «O6mue (Common)»

[Tone Bo3morkHbIe 3HaUeHHS
[P-agpec (Current IP) (otoOpaxkaet Texymuii IP-agpec 610ka)
VoIP npotokon (Current VoIP protocol) | SIP, SIP-T, H.248(MEGACO), H.323
Bpewms (Time) (oTOOpaXkaeT TeKylee BpeMs U 1aTy)
MHTepdoelic CeTeBkle NnapameTpel  RX packet TX packet Other
WAN MAC: RX TX RX byles: 97482016
ethD 1CADD3:42:C34E packets: 1240629 packets: 245579 (92.9 MIiB) TX
inet addr:192.168.0.178  errors:0 dropped:0 emors:0 dropped: 0 bytes: 4208627334
Bcast 192 1658.0.255 overruns: 0 frame: 0 overruns:0 (3.9 GIB)
Mask:255.255.255.0 carrier.0
| OOHOBMTE |

Puc. 4.4.4 — ITapametpsi ceTeBbix nHTEpGericoB Bknaaku «Oomue (Common)y»
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Tabmnuma 4.4.5 - [ons BKIaaKu ceTEBBIX HHTEPPEiicoB

[Tone Bo3MorkHbBIE 3HAUCHHUS
Wntepoeiic (Interface) WAN/LAN/ethO/eth1
Ceressie mapamerpsl (Network) MAC/inet addr/Bcast/Mask
RX packet Pakets/errors/overruns

TX packet Pakets/errors/overruns
Other RX bytes/ TX bytes

Hannesie mapametrpbl (Tabn. 4.4.5), nactpamBarorcs Bo BKIagke «CeTh» OCHOBHOTO MEHIO.

Hactpoiika napamerpoB OyneT paccMoTpeHa 0osiee HoApOOHO B CIEAYIOIIUX MyHKTaX.

4.4.2 Bkaanka SysLog

Brimagka SysLog (aHmi. system log — cHCTeMHBIH KypHaja) — CTaHZApT OTIPABKUA H
perucTpany COOOUICHUH O MPOUCXOASIINX B CUCTEME COOBITHAX (TO €CTh CO3JJaHHUS COOBITHIHBIX
’KYPHAJIOB), MCIIOJB3YIOIIUICS B KOMIIBIOTEPHBIX CeTAX, paboraromux no nporokony IP. Ecte
BO3MOXXHOCTb COXPAHATh JIOTM B TEKCTOBOM (popmare. J[iast 3TOro HEoOXOAMMO Ha)KaThb KHOIKY
«Cxauatp». JlJI TIOMCKa 1O KJTFOYEBBIM CJIOBAM BO BCeM (paiiie jiora BOCIIOJIB3YHTECh OKOIIKOM
«ITouck». Jlns 3anmucu CUCTEMHOTO JKypHajla Ha BHEILIHEM cepBepe nepeiaute B BKIAAKy «CeTb»

nanee «Syslog». bonee nogpodHas HacTpoiika OyIeT onucaHa B COOTBETCTBYIOIIEM pa3Jiere.

SyslLog

Mokasats 10 v 3anucen

Mounck:

Ne « CooblieHne
1 Mar 9 09:05:47 comcerto user.info sysinit: first2 = #x T
2 Mar 9 09:05:47 comcerto user.info sysinit: second2 = -
3 Mar 9 09:05:47 comcerto user.info sysinit: first2 = x.T
4 Mar 9 09:05:47 comcerto user.info sysinit: second2 = -
5 Mar 9 09:05:47 comcerto user.info sysinit: first2 = *x.T
6 Mar 9 09:05:47 comcerto user.info sysinit: second2 = -
7 Mar 9 09:05:47 comcerto user.info sysinit: first2 = #x T
8 Mar 9 09:05:47 comcerto user.info sysinit: second2 = -
9 Mar 9 09:05:47 comcerto user.info sysinit: first2 = x.T
10 Mar 9 09:05:47 comcerto user.info sysinit: second2 = -

Moka3sadsl ¢ 1 1o 10 U3 1860 3anucen

CKayatb

--2345

Puc. 4.4.6 —Bxnanka SysLog
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4.4.3 UcTtopusi 3BOHKOB

Ha BKJIaaKC I/ICTOpI/ISI 3BOHKOB BBIBCJICHA T8.6J'II/II_[a C BXOAAINIMMH KU HCXOAAIIMMHU 3BOHKaAMU,

BpEMEHEM

BO3MOXKHOCTB ITOMCKa 10 3TUM napamerpam. Cmotpure puc. 4.4.7

MCTODMFI 3BOHKOB

Mokasath | 10 w 3anuced
Ne « Bpema «

1 12/5/23 out
15:45:17

2 12/5/23 out
15:.46:6

3 12/5/23 out
15475

4 12/5/23 in
154517

5 12/5/23 out
15:45:45

& 12/5/23 out
15:46:47

MokasaHbl ¢ 1 N0 10 U3 6 3anicen

BxogAawmni/
Wcxogawmmn «

NokaneHeIA
HOMEp =

2030

9030

9030

2031

9031

2031

Mownc: Me v

BHEWHW HOMEp «

<5ipr9031@192.168.0.5:5060=

=5ip:2503151@192.168.0.5:5060=

<5ipr2503151@192.168.0.5:5060=

=5ip:9030@192.168.0.5:5060=

=5Ipi2503151@1582.168.0.5:5060=

=5ipi2503151@192.165.0.5:5060=

Puc. 4.4.7 — Victopusi 3BOHKOB

4.4.4 Bkiaaka MOHUTOPUHIA JIMHUI

IIOCTYIUICHUA, HOMEpaMH a6OHCHTOB, JJIUTCIIBHOCTBIO 3BOHKa B CCKYHJIax. Ectb

OnuTeneHOCTE
3BOHKa ~

10
0

0

10
33
29

Bxnaaka monutopunra nunauii (Puc. 4.4.8) (Tabn. 4.4.9) «1-18», «19-36», «37-54», «55-72»

(KOJ'II/ILIGCTBO 3aBHUCHUT OT KOHerTHOfI MOICIN 6J'IOKa).

Homep
(Termination
D)

CocToRAHWe

Ne Cratyc
perucTpauun

200, Thu Aug
313:32:34
2023

1 enable 9050

sip-trank ,

Thu Aug 3

10:33:10
2023

2 enable 1702

Bxogawmn
EbI3OB

Wexogawma
EbI30B

CocToRHUE CocToRHWe
CocToAHMe
MNOOHATHA nopta TenethoHHOro
TRYGKU P annapara
ON - -
ON - -

Puc. 4.4.8 —Bxnaaku MOHUTOpPUHTA JIMHUN

MNpoeepuTe
COCTOAHWE
TenedoHHOro
annapata

a a
= E

MepeperucTpauma
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Tabnuma 4.4.9 - Ions BK1aAKu MOHUTOPUHTA JIMHUN

ITone Bo3smoxHbIE KommeHnTapuii
3HAYECHUS
Howmep nunuu (Line) 1-72max KonuyecTBO 3aBUCUT OT KOHKPETHON MOIENIN
Omoka
Cocrostaue muauM (Status) | Enable/disable JIuHus BKJIFOUCHA/BBIKJIFOUCHA

Homep (Number) Termination ID

Tun ciuka (Type Slic) FXS/FXO

Cocrosiaue peructpamuu | FAIL/Kog SIP Peructparnus orcyrcrByer/Koa SIP

(Status Registration)

Bxonsmmii BbI130B (HOMED) Howmep aboHeHTa, KOTOPHII OCYIIECTBISET
(Incomming Call) BXOJISILUHI BBI30B B JaHHBI MOMEHT BPEMEHU
Hcxonsimumii BBIBO30B (HOMED) Homep aboHeHTa, Ha KOTOPBIN OCYIIECTBISAETCS
(Outgoing Call) HCXOJSIINUMA BBI30B B IAHHBIA MOMEHT BPEMEHHU
CocrosHue NOgHATUS OFF/ON TpyOka cHsiTa / He cHATa

Tpy6ku (Hook)

Cocrostaue nopra (Port (Texyuiee Play dial tone (cnpimeH oTBeT cTaHiuu)/ play

State)

cocTostHHE 1opTa) | busy tone (Toay4YeH OTBET 3aHATO)/ ring(3BOHOK)

Cocrostaue Teneponnoro | OFF/ON Hannune tenedonnoro anapara Ha JTUHAA
anmapara

(Status phone)

IIpoBepuTh cocTosiHUE IPUMEHUTH 3amyck MPOBEPKH JMHUU HAa HAIUYMU Tesle(hoHa
TenedoHHOro annapara

[lepeperucrpanus (Re- 0OHOBUTH [IpunynurenbHas nepeperucrpanus aboHeHTa

Registration)

Buumanne! AKTHBHBIC JIMHUM IOACBEUCHBI 3€JICHBIM ILIBETOM. YCIICIIHO 3aperuCTPUPOBAHHBIC

HOMCEpAa B IIOJIC «CocrosHIe perucTpanumn» moACBCYCHBI 3CJICHBIM [IBETOM, HC3aPECTUCTPUPOBAHHBIC

- KpaCHbIM.

CLI unTtepdeiic

Tabmuma 4.4.10 - Komangsr CLI

Komanna

Pesynbrar

protocol show

OTtobpaxkaet Tekymuii npotokoia (SIP/MEGACO)

status channel all

OTto0pakaeT TeKyIee COCTOSHUE BCEX JTMHUMA

status channel<1..72>

OTtoOpakaeT TeKyllee COCTOSHUE ONpeAeICHHONW TMHUU

status channel<1..72><1..72> OtoOpaxaeT TeKyIlee COCTOSTHUE OMPENeICHHOTO auana3oHa

JIAHUNA

4.4.5 Bkiaaaka monutopunra yeayr /IBO

Bxnaaka morautopunra ycuyr JIBO (Puc. 4.4.11) «/IBO 1-18», «IBO 19-36», «IBO 37-54»,

«/IBO 55-72» (konmu4ecTBO 3aBUCHT OT KOHKPETHOM MojieH OoKa).
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Cucrema NokaneHeIA NokankeHbIA

He TNokaneHsIl nepes nepes Homep ana
N2 CLIR 6e3ycnoBHbLIA pesoa pesoA noKansHoro
GEeCnOKOUTEL EblZOBa NpKu EbI30OEa NpPH
nepeeod EbIZ0OEA nepeeocga
CTaT'_v'C - 3aHATOCTH HeOTEETE

bl 1 X X X X X =

2 % e e e X -
SysLog

3 X X X X X =
MCTOpHA 3BOHKOB

4 % X X X X -
1-18

5 X X X X X =
19-36

5 X X X X X -
ABO 1-18 7 e X X e X =
ABO 19-36 8 X X X X X -

Puc. 4.4.11 —Bknagku monutopunra ycayr JJBO

B Bknanke monuropunra yciayr JIBO oroOpakeHbl HOMepa aOOHTCKMX JHMHHUH M CTaTyChl

MOAKJIFOUYCHHBIX Ha HUX YCJIYT:

CLIR (AHTHAOH)

DnD (He Gecriokouts)

Local call transfer (JIokanbHbIil O€3yClIOBHBIN [1EPEBOA BHI30BA)

Local call transfer busy (JIokaneHblii nepeBos] BbI30Ba IpU 3aHITOCTH)
Local call transfer timeout (JIokayibHbIi1 mepeBo/ BbI30Ba IPU HEOTBETE)
Number for local transfer (Homep s tokansHOrO nepeBosia)

HpI/I YCTaHOBJICHHUHU YCIYT' HA JIMHUHW BMCCTO CUMBOJIa X HOABUTCA CUMBOIJI \/

4.5 Braaaka «CereBbie HACTPOMKHY.

Bxnagka «CeteBbie Hactpoiiku (Net Settings)» comepxut B cebe Bkiaaku: Cerb, VLAN,
Tabnumna mapmpyrtusanuu, [IpaBuna mapmpytusanun, SNMP, Syslog, NTP, TR-069, QOS, DNS,
Hunamuueckuit DNS, LLDP, PPTP, STP, Dual Homing.

Buumanune! YtoObl NPOU3BCACHHBIC U3MCHCHHSA HACTPOCK BCTYIMUIW B CHJIY M COXPAHUJIMCH B

YHEPrOHE3aBUCUMOMN TIaMATH, HEOOXOIMMO mociie coBeprrenus niMenenuii (Puc. 4.5.1) Haxxatbp Ha

kaonkyY «[Ipumennts (SUBMIT)y, 3arem «Coxpanuts (Save)» M BBIIIOJIHUTE Hepe3arpy3Ky OJIoka.

OT0 JeHCTBHE HCO6XOI[I/IMO OoOpyu  HM3MCHCHHUHU JIFOOBIX HacTpoeK. VCKIIIOUeHHE COCTaBJISIOT

HACTPOMKHU A0OHEHTCKUX JIMHUHI, IPU KOPPEKTUPOBKE KOTOPBIX IIepe3arpy3Ka He TDC6VCTCH.

Hauwnnas ¢ Bepcuu I1O 15.12 mnepesarpys3ka, Ipy U3MEHEHUU BKJIAAKH «CETEBbIE HACTPOUKNY,

He TpebyeTcs.
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DNS cepsep

Mo3BoNAET WNK3Y Nony4uTe IP-anpec
B3AWMOOCHCTBYIOWEro YCTPOACTBA No ero
CETEBOMY MMEHU (XOCTY)

DNS cepeep 1: 192.168.0.250

DNS cepeep 2:

PPPOE

Pexnm paGoTel:
Hms:

Maponk:

Puc. 4.5.1 -M3MeHeHune HaCTpOEK

4.5.1 Cero. DHCP. DNS. PPPoE

B Grnioke cymiecTByeT BO3MOKHOCTh BKITIOUEHUS/BbIKITIOueHUs TpoTokonoB Telnet, FTP, HTTP.

Telnet (Terminal network) — mpoTokoi, mpeqHa3HAYCHHBIA JUISI OpPTraHU3aIllUU YIPABICHUS I10
ceru. [Ipu ucrons3oBanum nporokosna Telnet, qaHHbIE IEpeAarOTCs IO CETH HEMU(POBAHHBIMH.

FTP (File Transfer Protocol) - craHmapTHBIM NPOTOKOJ, TNpPEeIHA3HAUYECHHBIH I Tepeaadn
¢aiinos mo TCP-cetsm.

HTTP (Hyper Text Transfer Protocol) — mpoToKos NMpUKIaIHOTO YPOBHS TEpeaadd JaHHBIX
(IpOTOKOI Mepeiaun «TUMEPTEKCTa).

Buaumanne! Ilpu orkmrouenunun rnporokoina HTTP (mpu pabore yepe3 web umHTepdeic) mocae

nepesarpysku 0noka web mHTEpdENc HE 3ayCTUTCS.

Web unrepdgeiic

Opranunzanus nocryna (Puc. 4.5.2).

CeTb

[ocTyn 13 BHeLLHeW ceTu

Telnet FTP HTTP
WAN v v v
LAN v v v
Voice VLAN v v v
Signalling VLAN v v v
Manage VLAN v v v

Puc. 4.5.2 — Hactpoiika nocryna
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DHCP — npotoko1, npeiHa3HaYeHHbIN JUIsl aBToOMaThdeckoro noayuenust IP-agpeca m npyrux

napamMeTpoB, HeoOxomuMbIx s paborel B cetu TCP/IP. Ilo3Bonsier muto3y aBTOMAaTHYECKH

MOJIYYUTh BCce HeoOxonumble cereBbie HacTpoiiku or DHCP-cepsepa.

[Tapamerpsr DHCP nporoxona (Puc. 4.5.3), (Ta6xn. 4.5.4).

DHCP

PeUM paGoThl:

onuwA 15:

onuwnA 82:

onuuA 60:

Circuit ID:

Remote ID:

NPOTELECOM

CeTes0l NPOTOKON, NO3B0NALWMA KNUEHTY
no sanpocy nony4arts |P-agpec v apyrue
Tpebyemble NapameTphl, HeoOxogMMble ANA
padoTel 8 CeTH TCR/IP. TIpH BEMIOYEHWH
DHCP gaHHele Static WAN [P &yoyT
VTEPAHBI

Puc. 4.5.3 — [Tapamerpsr DHCP

Tabmuua 4.5.4 - [Tapamerpsr DHCP

[Tone Bo3moxHbie 3HaueHns | KommeHnTapuii

PesxuM paboThl | BKJI/BBIKI [Tpu monoxxennn «BkI» nanablie Static WAN IP OymnyT
YTEePSHBI, IPU MOJT0KEHNUU «BBIKJD» UCIIOJIB30BaTh Static
WAN [P

Ommus 15 BKJI/BBIKII Bxirouenne\seikarouenrne DHCP omrun 15

Ommus 82 BKJI/BBIKII Bxirouenne\seikarouenne DHCP ommun 82

Onnus 60 3HaYEHUE [Ipn BBO#e, OyaeT HCIONIB30BaThCS ANBTEPHATHBHOE
3HA4YeHHE, 3aJJaHHOE MOJIb30BaTEIIEM.

Circuit ID (uropmars) Wnentudukarop nenu arenta. Onuus 82, mogomius 1

Remote ID (unentudukatop) Wnentudukarop ymaneHHoro arerra. Onmus 82,

OO0 2

ITapameTrpst WAN IP (Puc. 4.5.4), (Ta6x. 4.5.5).

WAN IP

IP apgpec:

Macka nogceTu:

Wnwoa:

192.168.1.10

192.168.1.1

HaCTpoikW CETEBOrD MHTEpPpeRca WAN

255.255.255.0

Puc. 4.5.5 — [Tapamerper WAN IP
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Tabnuua 4.5.6 — Ilapamerpst WAN IP

[Tone Bo3MoxHbIE KomMmenTapuit
3HAYCHUS
IP anpec (IP ampec) IP anpec WAN untepdeiica
Macka nozaceTtu (255.255.255.0) Macka noacetu
[1nro3 (IP ampec) [P-agpec muiro3a 1no yMoidaHuio

[Tapamerper LAN IP (Puc. 4.5.7), (Tabm. 4.5.8).

LAN IP

HacTpoHKK CeTeBoro wHTepdenca LAN
Pexum paGoTbl:

IP agpec: 1111
Macka NoAceTy: 2552552550
LWinko3:

Puc. 4.5.7 — ITapamerpst LAN IP

Tabnuua 4.5.8 — [Napamerpst LAN IP

[Tone BosmoxHbIe KommenTapuit

3HAuYEHUs
Pexum paboThl Bxi1\BbIkII Bxmouenue\Bpikimouenne LAN
IP anpec (IP angpec) IP anpec WAN unTepeiica
Macka nojaceTu (255.255.255.0) Macka nojgceTu
03 (IP agpec) [P-aapec 1muIr03a o yMOI4aHHUIO

[Tapamerper DNS cepepa (Puc. 4.5.9). Ilo3Bomser mnwmo3y mnonyuutb [P-ampec

B3aMMOJICHCTBYIOIIETO YCTPONCTBA IO €T0 CETEBOMY UMEHH (XOCTY).

DNS cepsep

Mo3BONAET WNK3Y NONY4YKTE IP-agpec
B3aWMOOSHCTEYIOLIEN YCTROWUCTES No ern
CETEEOMY MMEHW (XOCTY)

DNS cepeep 1:

DNS cepeep 2:

Puc. 4.5.9 — [Tapametrpsr DNS cepsepa

PPPoE - cereBoii mpoTokos KaHaJIbHOTO ypoBHS mepenaun kajapoB PPP uepes Ethernet.
[IpenocraBnsger  JOMONHUTENBHBIE  BO3MOXKHOCTU  (ayTeHTH(UKalus, CXKaTue  JaHHBIX,
mmdpoBaHue).

[Tapametpsr PPPoE (Puc. 4.5.10). IIpu akTuBamuy HeoOX0IMMO yKa3aTh JIOTHH U apOJIb.
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PPPOE

PexumMm paGoTel:
Mma:

Maponk:

Puc. 4.5.10 —IlapameTrpst PPPoE

CLI unTepdeiic

Tabmuna 4.5.11 - Komauasr CLI

Komanna

Pesynbrar

config common remote_access show

OTtobpakaeT coCTOsTHUE (BKJI/BBIKI)
FTP, NTP, SSH, Telnet, Web u ap.

config common remote_access
(WAN/LAN/Voice VLAN/Signalling VLAN/Manage VLAN )
ssh <enable/disable>

BKJTIOYUTH/BBIKITIOUUTh  MPOTOKOIM
SSH na ogHom u3 ip-aapeccoB

config common remote_access
(WAN/LAN/Voice_ VLAN/Signalling VLAN/Manage VLAN )
telnet <enable/disable>

BKJTFOUUTE/BBIKITFOUUTE  TIPOTOKOI
Telnet Ha oHOM U3 ip-aJIPECCOB

config common remote_access
(WAN/LAN/Voice VLAN/Signalling VLAN/Manage VLAN )
web <enable/disable>

BrIIrounTE/BBIKIIOYATE Web  Ha
OZIHOM W3 1p-aJjpeccoB

config common remote_access
(WAN/LAN/Voice VLAN/Signalling VLAN/Manage VLAN )
ftp<enable/disable>

BKITIOYUTH/BBIKITIOYUTH  TTPOTOKOI
FTP

DHCP

config common dhcp show

OTtoOpakaeT TeKyIIue HaCTPOUKH
dhcp

config common dhcp <enable/disable>

Bxmouenue/Beikimoueane  DHCP.
[Ipy mnomokeHUU «BKI» JTaHHBIE
Static WAN IP OynyT yTepsiHbl, Ipu
MOJIOXKEHUH «BBIKID» HCIIOIH30BaTh
Static WANIP.

config common dhcp option82 <enable/disable>

BxutoueHne/BpIKIIIOUEHHE  OTLIUU
82

config common dhcp option82 circuit_ID <circuit ID>

ITomormug 82

config common dhcp option82 remote ID <remote ID>

ITomomusa 82

config common dhcp <help/?>

OTtoOpakaeT OCHOBHBIC KOMaH IblI

WAN nopt

config common device show

Otobpaxkaer Tekyumwmii [Paapec,
MacKy u Jp.
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config common device ip <dhcp|static_ip(ip)>

YcranoButh crarmdeckuil [P anpec
mist - WAN  mopra  rojiocoBoro
[LTI03a

config common device mask <mask>

VYeranoBute Macky g1 WAN
MOpTa roJI0COBOTO LT3

config common device gateway <IP-gateway>

Yeranosuth nuto3 st WAN nopra
rOJIOCOBOTO IILTI03a

config common device mac <mac>

VYeranoBute macagpec st WAN
HOpTa roJI0COBOTO MUTI03a

config common device sip_port <port>

YcTaHOBUTE OPT JJ1s1 KOMAH{
ynpasneHust SIP

config common device sip port show

[TokazaTh mOPT JU1st KOMaH[T
yrpasienus SIP

config common device rtp_port <port>

YCTaHOBUTH HAYaIbHbBIN NOPT JJIA
RTP nakeroB

config common device rtp_port show

[Toka3arp HaYaIbHBINA OPT IJIA
RTP nakeroB

LAN noprt

config common service port <enable|disable>

Bxurounts mopt LAN

config common service port ip <ip-address>

YeranoButs IP qyist LAN nopra

config common service port ip show

[Tokazars IP myist LAN mopta

config common service port ip <help/?>

IToka3ars cripaBky

config common service port mask <mask>

YcranoButhk Macky fuist LAN nopra

config common service port mask show

[Toka3arb macky st LAN nopra

config common service port mask <help/?>

IToka3ars cripaBky

config common service port gateway <IP-gateway>

YCTaHOBUTH LUTIO3 10 YMOJIYAHHIO
g LAN nopra

config common service port gateway show

[Toka3arp HUTI03 IO YMOTYAHUIO
st LAN nopra

config common service port gateway <help/?>

IToka3are cripaBKy

config common service port mac <mac>

YeranoBute MAC g LAN nopra

config common service port mac show

[Tokazars MAC mist LAN mopta

config common service port mac <help/?>

IToka3are cripaBKy

config common service port port <port>

Yeranosuts nopt st LAN nopra

config common service port port show

[Tokasars nmoprt st LAN nopra

config common service port port <help/?>

[Toka3ars cripaBKy

DNS

config common dns show

IToka3ars TeKylIMe HACTPOUKHU
DNScepsepa

config common dns set server <I..2><ip-address>

Ycranosuth [Panpec DNScepsepa
(1,2)
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4.5.2 VLAN

VLAN — BupTyasibHas JOKajJbHasA ceTb. [IpencraBnser coOoi rpymiy XoCcToB, 00bEAMHEHHBIX B
OIHY CETh, HE3aBHCUMO OT MX (PH3UUECKOTO MECTOHAXOXKICHHUS. YCTPOMCTBA, CIPYIIIUPOBAHHEIEC B
onHy BUPTyanbHYIO ceTh VLAN, umeror onnaakoBbiii uaeHTrudukarop VLAN-ID.

[Tonp3oBarenb MOXKET BBINOIHUTH HAacTpoikn VLAN-cetm u opraHu3oBarh IHepeaavy
CUTHAJIM3ALIMH, Pa3TOBOPHOTO TpaduKa U ynpasieHHue YCTpOcTBOM depes pa3ubie cetd VLAN.

Baumanue! Tlpumenenue Hactpoek VLAN TpeOvyer mepe3arpy3ku nuiro3a. [Ipu OpuMeEHEHUU

JaHHBIX HACTPOCK BCC TCKYINME BHI3OBbI 6V,Z[VT 3aBepIICHE!!

Buumanne! IP-aapeca, HasHaueHnble uHTepdericy WAN. u wuarepdeiicy VLAN I0IDKHBI

OPpHUHAJICKATDh PA3HBIM ITOACCTAM.

Hnst uaTepdeiicoB VLAN moxer ycraHaBnuBarbesi crarndeckuil [P ampec Bpyunyro wmmm [P
aJipec MOXKeT OBITh MOJIy4eH aBToMaTuyecku 1o nporokoay DHCP.
Web unrepdeiic

Brrouenune/Beikmroueane VLAN (Puc.4.5.12).

VLAN

HacTtpouku VLAN

IMOMHO CKOHCDMIYPHPORATE OT 1

Pexum paGoTel VLAN: 0o 3 ceTel VLAN

Puc. 4.5.12 —Bxarouenne VLAN

Mo:xHO ckoH(UTYypupOBaTh OT OAHOM /10 Tpex cereit VLAN.

TonocoBoit VLAN (Voice VLAN) - BupTyaibHas JIOKajdbHas C€Th, IMpEIHA3HAUYCHHAS IS
nepenadn peueBoro tpaduxa RTP.

VLAN curnanuzanuu (Signalling VLAN) -BupTyanbHast JOKajdbHasl CETh, peIHA3HAYCHHAS JIs
nepeaadn curHanbHoro tpaguka SIP/h.248.

VLAN ymnpasnenuss (Manage VLAN) - BupTyanpHas JOKaJbHas CETh, NMPEIHA3HAUYCHHAS IS
yTpaBJICHUS [UTIO30M.

[Tapamerpsr VLAN (Puc. 4.5.13), (Ta6mn. 4.5.14).
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Monocoeor VLAN

MoeHmudpukaTop:

DHCP:

Onuma 15:

Onuua §2:

Onuma 60:

Circuit ID:

Remote 1D:

IP agpec:

Macka nogceTH:

[INE) 13 =H

BupTyankHan NokansHan ceth
NpegHasHa“eHHan Ans Nepegaqdm
peyesoro Tpaduka RTP. Mpw ycTanoeke
IHadeHwA naeHTHdMkaTopa 0, Homep
VLAM He CyoeT npUCEanEATECA

NPOTELECOM

Puc. 4.5.13 - VLAN

Tabnuua 4.5.14 - [Tapamerpst VLAN

[Tone Bosmoxnbie | KommenTapuit
3HAYCHUS
Nnentudukarop 0-4095 [Ipu ycranoBke 3HaueHuss 0, Homep VLAN He Oyner
MIPUCBANBATHCSA
DHCP BKJI/BBIKJI YroOb! monyuuTh cereBbie HacTpoiiku a1 VLAN no DHCP.
Ommus 15 BKJI/BBIKJI Bxrouenne\seikarouenre DHCP omnmun 15.
Onnus 82 BKJI/BBIKJI Bxmrouenne\Boikatouenre DHCP ommun 82.
Onuus 60 3HaYEHUE [Tpu BBOAE, OyAeT MCIONB30BATHCS aTbTEPHATUBHOE 3HAUCHUE,
3a/IaHHOE T0JIb30BATEIIEM.
Circuit ID uaeatudux | Mnentudukarop nenu arenta. Onmus 82, moxommws 1.
aTop
Remote ID uaeHtTuux | Mnentudukarop ynainensoro arenrta. Onuus 82, mogonuus 2.
aTop
IP anpec IP IP agpec npu Hactpoiike 6e3 DHCP
Macka noncetu netmask Macka nozacetu nipu HacTpoiike 6e3 DHCP
[ro3 IP anpec 03 mpu HacTpoiike 6e3 DHCP
CLI unrtepdeiic

Ta6muna 4.5.15 - Komanasr CLI

Komanna

Pesynsrar

config common vlan show

OTtob6paxaet Tekyuue napamerpsl VLAN

config common vlan status <enable/disable>

Brirouenue/seikoucane VLAN

config common vlan voice _id <value>

YcranoBuTh uaeHTHHUKaTOp rogocosoro VLAN

config common vlan voice priority <value>

YcranoButh npuopuret rogsocosoro VLAN

config common vlan signalling_id <value>

YcranoButh unentudukaropVLAN curnanmzanuu

config common vlan signalling_priority <value>

YeranoButs npuopurer VLAN curnanuzanuu
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config common vlan manage id <value>

VYcranoButh naentudukaropVLAN ynpapneHus

config common vlan manage priority <value> YcranoButs npuopurer VLAN ynpasnenus

config common

<voice/signaling/manage> dhcp enable wiu | roxocoOBOTO/CUTHANTH3AIMH/YIIPABICHUS. UroOb1

vlan interface | Yeranosute [Pagpec u wmacky s VLAN

static ip <value> netmask <value>

ycranosuTte B noje "[P anpec" mapamerp DHCP.

4.5.3 Mapmipyruszauus

Cratnueckas MaplIpyTH3alMsl 1103BOJISIET MapLIPyTU3UPOBATh MAKEThl K yKkazaHHbIM [P-cersm

nn6o I[P-agpecam depe3 3amgaHHble 1LTO3bl. [lakeTsl, nepemaBaembie Ha [P-aapeca, He

IIpHUHaJIC)KAIIUEC IP-cetn nutro3a u He nonagarmue 1moJa CTaTU4YCCKUC IIpaBUjia MaplipyTu3aluu,

Oy/yT OTIIpaBIICHBI HA LTIO3 M0 YMOIYAHUIO.

Web nnrepdeiic

Brnanka «mapmpytuzamus» (Puc. 4.5.16), (Tabn. 4.5.17) oroOpaskaeT TEKyIUe CTaTUYECKUE

MapuipyThl Uit uHTepdericoB WAN u LAN. VYnanenue MapupyToB OCYIIECTBISIETCS KHOTIKOM B,

no0aBieHIEe HOBOTO MapUIpyTa KHOMKOH «J{00aBUTh MapmipyTy.

Tabnuua mapLwpyTtusaumn

Appecart Wnwos aa-:-'lnur::u Ma;uf:;::::uuu H:ﬁ'::::ﬁ Hc::;"::m Taénuua WHTepdeiic Yganute
0 192.165.0.0/24 default kernel link 192.1658.0.233 main etho u
1 default 192.168.0.250 default main eth0 n
2 192.165.0.255 broadcast kernel link 192.168.0.233 local etho u
3 127.255.255.255 broadcast kernel link 127.0.01 local o] u

Puc. 4.5.16 —Tabnuna mapuipyTu3anuu

Tabnuua 4.5.17 - MapuipyTsl

ITone Bo3mosxHbIE KomMmeHnTapuii
3HAYEHUS
Anpecar (Destination) (IP ampec) [P-cets, mubo [P-anpec Ha3HaYeHUS
o3 (Gateway) */(IPampec) AJlpec ceTeBOrO U033, dYepe3 KOTOPBIA OyayT
MapIIpyTU3UPOBATHCS MAKETHI K 3a/1aHHOM ceTH (JInbo
[P-anpecy). Ecnu ampec nutro3a He HACTpPOEH, TO B
noste Gateway otoOpaxkaercs "'
Tun 3anucu Default/broadc | Tumbt Tpaduka (mo YMOJIYaHHUIO,
ast/local LIMPOKOBEIATEIbHBIN, JTOKaJIbHBIN)
[Ipotokon -/kernel MapuipyTuzanus MOKeT OTCYTCTBOBAaTh / MapuipyT
MapuIpyTH3auu YCTaHABJIMBACTCS SPOM MTPH aBTOKOH(PUTYpAIIH
Ob6nacTb Ha3HAYECHUS -/link/host -/ceTb/XoCT
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Ucxonueiit agpec

(IP anpec)

IP aapec mutto3a Ha HYKHOM HHTEp(deiice

Tabnuna Main/local/1- | M3HadanpHO mpenomnpeneneHsl Tadomuisl local(255),
252 main(254) u default(253) MoxxHO H00aBISITH CBOH

TabIuUIBIC HOMEpamu oT 1 10 252.
Hutepdeiic (Interface) eth0/ eth2 /lo | UHTEepdeiic, uepe3 KOTOphIH OyayT OTIPaBIATHCS

MapIIPyTU3UPYEMBIE 3nauenue  eth(
WCIIONIB3YeTCs JJI1 YCTaHOBKM MapIlIpyTa Ajisi 1opra

WAN, 3nauenue eth2 wucmonb3yercs s yCTaHOBKHU

ITaKCTHhI.

Mapipyra aias nopra LAN.

VYnamuts (Delete)

Knomnka ynanenue

3arpy3uTs/

Beirpy3uts daiin
(Load/Uploadfile)

[To3BosIsIET COXpaHUTh C YCTPOICTBA WM 3arpy3UTh B
Hero ¢aiin MapupyTu3aluu

JloGasnenne HoBoro mapmpyTa (Puc. 4.5.18) (Tabim. 4.5.19)

[obaBuUTb MapLIpyTU3aLn

Appecar:

Macka nogceTy:

Wwnwos:

MHTepdeic:
VLAN ID:

TaGnwuua:

WcxoaHelid agpec:

T

IP-CETE, MUEO0 IP-apec HazHAYEHNA

B cnyuae ecnu B none Network 3aaaH IP-
afpec, TO AOMHHA UCTONb30BATECA MACKa
255255255255

ALDEC CETESO0T0 LLUMKD33, YEPES KOTOPEIA
GyoyT MApLWPYTH3MPOBATECA NAKETH K
330aHHON CETH (NKMGo IP-aapecy)

CeTesoil MHTepdeirc

VIAEHTUEDUKATOR BUPTYANEHOH NOKANEHOI
CETH VLAN ID. Mcnons3yeTca ecnu IP-CeTb,
nuG0 IP-34pec HAZHAYEHWA NPUHAANEKAT
BWPTYANEHOI NOKANEHON CETH, MHaYe
[AHHOE HEODXOOWMO NOCTABUTE O

Homep TaGnUUsl MAPLUPYTH3ALMK.

Puc. 4.5.18 —Jlo6aBieHue HOBOro MapuipyTa

Tabnuma 4.5.19 - Jlo6aBieHre HOBOro MapuIpyTa

[Tone Bo3moxnebie 3Hauenust | KommenTtapuit
Anpecar (IP anmpec) [P-cets, mubo0 [P-anpec Ha3HaYeHUS
(Destination)

Macka noacetu

(Macka ceTn)

Macka cetn. B cnyuae ecnu B mone Network 3aman

(Mask) [P-angpec, TO JOMKHA  WCIONB30BAaThCS  Macka
255.255.255.255
o3 (Gateway) | (IP agpec) AJlpec ceTeBOrO U033, dYepe3 KOTOPBIA OyayT

MapIIpyTU3UPOBATHCS MAKETHI K 3a/1aHHOM ceT (JInbo
[P-anpecy)
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Hutepdeiic eth0/ eth2 CereBoii uaTEpDEIiC.

(Interface)

VLAN ID 0-4095 Wnentudukarop BUPTyaIbHOM JOKATBHOM CeTH
VLAN ID. Ucnonwsyercs ecnu [P-cets, 6o IP-
aJipec Ha3HAUCHUs MPUHAJICKUT BUPTYaJIbHOM
JIoKaJIbHOM ceTu. Ecnu Mapuipyt
nobasnsercs/ynansercs 6e3 metku VLAN ID, To nosne
VLAN [10JKHO OBITH ITYCTBIM WJIM B HEM JIOJDKHO
OBITh yCcTaHOBIIEHO 3HaueHue 0.

Tabnuna 2-252 Homep Tabnuibl MapmpyTu3anuu

Ncxonnsiii anpec | (IP agpec) Opnun u3 IP agpecos numo3a

Bce Tabnuipl MapiipyTH3aiii HUKaK MExXy co0oil He cBsi3aHbl, TakuM o0pa3oM, y Bac moxer
ObITh HECKOJIBKO MACHTUYHBIX MapIIPYTOB B pa3IUYHbIX TabMuIax, KOTOphle HE OyayT
koH(IUKTOBaTh. HyMeparus Tabmui 00JIbIIOro 3HAYCHHUS HE UMeeT. To eCTh Bce TaOJHUIIBI TTO CYTH

HUMCIOT OL[I/IHaKOBBIﬁ BC€C U IPUOPUTET UX OMPEACTIACTCA TOJBKO 3aJaHHBIMHA IIpaBUJIaMU.

4.5.4 IlpaBuia MapumIpyTH3anMu

ITocne cozmanus TabmUI MapHIPyTH3aLUN HEOOXOAUMO 3a1aTh A HUX HpuopureT. s 3Toro
HeoOXonmuMo 100aBUTH HYXKHBIE TpaBwia B TaOmuily mpaBui Mapmpyrtusanuu (Puc. 4.5.21 —

Tabnuua npaBui MapUIPyTH3AUH ).

Tabnuua npasun mapLpyTmsaymnm

NMpuopuTeT  MpedMKc Agpec Taénuua
0 0 from all local u
1 10 from 192 168.0.6/24 2 u
2 32766 from all main u
3 32767 from all default u

Puc. 4.5.20— Tabnuma npaBuiI MapIipyTH3AIAI

Z[anee HAXXMUTEC KHOIIKY «I[O63.BI/ITL MMpaBUJIO» U MOABUTCA CICAYIOIIUC TIOJISA JJIA 3allOJIHCHUS.
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(Puc. 4.5.21). IlpuoputeT Tabnuirs 10KeH ObI B Tiaenax ot 1 go 32765.

[1o6aBuUTL NpaBuUIo

Anpec UCTOYHWEA W HA3HaYEeHKWA
Appec: AP

Macka nogceTm:

MpuopuTeT:
MNpedMke: ¥ rpecuke
Ta6nuua: Homep Tadnuubl MapLIpyTHIaLMK.

Puc. 4.5.21- JlobGaBiienue npaBuia

[IpaBuio ¢ mpuoputrerom O (HONB) AeiicTByeT 1uisl Bcex maketoB (from all) m nampaBnser B
tabnuny Mapumpytuzauud local. Tabmuma local - chenumanbHas TaOnuia MapuIpyTH3AIUH,
colepXKaiass ~ BBICOKONIPUOPUTETHBIC  MApIIPYThl  yNOpaBICHHWS IS JIOKAIBHBIX U
IMPOKOBEIATeNbHbIX afpecoB. IlpaBuno 0 (Homb) sBIsSeTcs 0COOCHHBIM, OHO HE MOXET OBITh
yIaJIeHO UITU TIepeoTpeieICHO.

[IpaBuio ¢ npuoputeTom 32766 neiicTByeT Tak ke Uil Bcex nakeToB (from all) u nanpanser B
Tabnuiy main. TaOnuiia main - OCHOBHasl TabuIa MapUIpyTH3aUH, COAEprKallasi BCE MapLIpyThl
HE MMEIOIIHE MOJIMTHK (TO €CTh padoTaloNIMe MO KIACCHYECKOMY MPHHIUITY - MECTY Ha3HaYCHUs
nakera). JTO MPaBUJIO MOXET OBITh yAaleHO WJIM TEPEeoIpeNeieH0 B APYTuX (BBIIIECTOSIINX)
MpaBHIIaX.

[TpaBumno ¢ npuoputeTom 32767 nelicTByeT Tak ke A Bcex naketoB (from all) u HampasmisieT B
tabnuny default. Tabnuna default - mo-ymonuanuto mycra u 3ape3epBUpoBaHa JUIsl UCIIOIb30BAHMSL.
MoxeT mpuMeHSTHCS Ui Ha3HAuYEHUS] MapIIPyTOB MO YMOTYAHHUIO JJIsl TAaKETOB, HE HAMIPaBJICHHBIX
Kyaa-mu0o B MpeabIIyuX npaBuiax. [IpaBuno MoxeT ObITh yIajaeHo.

[Tpu noGaBneHun mpaBuiIa B pyyHYH HEOOXOAMMO YKa3aHHE YHMCICHHOTO 3HAYECHUS MPUOPUTETA
¢ 32765 mo 1.

OdeHp BaXHO TOHUMATH PA3HUILy MEXAY NpPaBWIOM M Talmuieir mapmpyrtusanud. [IpaBuio
MapIIpyTU3alliy yKa3bIlBaeT Ha TaOnuily. Heckonbko mpaBHJI MOTYT OTIPABISATH MakeT K OHOMN
tTabmuie Maprpytuzanuu. [Ipy 3ToM, HEKOTOpbIE TaOMUIBI MapuIpyTHU3alud MOTyT ObiTh BE3

MpaBWJIa, YKa3bIBAIOIIETO HA HUX ( MOTYT HE UCIIOJIB30BaThCS).
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4.5.4 SNMP

SNMP — mpotokos mpoctoro yrpasieHusi ceTbio. [lo3BojsieT 1mui03y B peasbHOM BPEMEHHU
nepeaaBarb cooOmieHuss o npousomenamux apapusx SNMP trap u SNMP inform. Taxxe SNMP-
areHT LUII03a MOAJAEPKUBAET MOHUTOPHUHI COCTOSSHUM JATYMKOB ILIK03a 1Mo 3amnpocy or SNMP
MEHEJKeEpa.

[TporpamMMHOe 0OecTiedeHre TOJIOCOBOTO IIITI03a TTO3BOJISET MPOBOAUTH MOHUTOPUHT COCTOSTHUS
YCTPOMCTBA M €ro JaTYMKOB, a TakKe KOH(UTypupOBaHUE OTIENIBHBIX IapaMEeTPOB yCTPOICTBa,
KCTOJB3ys MpoToKoa SNMP.

SNMP coobuienus comepixar:

- Ousnueckuii agpec 000pyI0BaHUS, HA KOTOPOM POU30IILIa HEUCIIPABHOCTS;

- Unentudukarop cooOIIeHU;

- Tun coobmenus (mpodiema/pa3pernienue/mHGopMarus);

- Kareropust cpounoctu HemncripaBHOCTH (critical/minor/major, u T.11.);

- Jlata u Bpemsi BOSHUKHOBEHUS COOBITHUS;

- JlononnurensHas uHGOpManus, A TEXHUYECKOTO MepcoHana. MOXET HCIOJIb30BaThCs IS

JIOKaJIM3allu U YCTPpAHCHU HCUCIIPABHOCTHU OGOpy,HOBaHI/ISI.

Web unrepdeiic
[Tapamerper SNMP (Puc. 4.5.21) (Ta6mn. 4.5.22).

SNMP

PexuM paGoTel: ]

HoctynHele SNMP Trap

Bepcua npoTokona SNIMP

Bepcus: 2
CoCTOAHWE PerucTPaLMu:
Maponb Ha YTEHWE NapameTpoB
Community Read: public (OBLENPHHATBIA public)
WimeHeHune peructpauumm SIP cepeepa:
) Maponb Ha 3an1ch NapaMeTpos
Community Write: private (OBLLENPUHATEIA: private) KpMTUYeCKaA TemnepaTypa:
BHYTPEHHAR OWWGKa:
SNMP Trap

H248 TaimayT Ans o6CcnyXMBAHUA:
Pewum pa6oTei: ]

IP agpec, Ha KoTopbIi BYayT CKUMALIEATLCA H248 HenpeaBMAEHHAA KOMaHAA:
IP afpec HasHa4eHMA: 192.1.1.1 coobluenns Trap

MOPT HasHAYEHNR: 162 Mopt, AnA paGoTsl ¢ coobleHUAMK Trap m

: Maponb, KOTOPLIf GYOET CONEPHATLCR B
Trap Community: public cooblyeHnax Trap

Puc. 4.5.21 -SNMP
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Tabnuma 4.5.22 - Ilapamerpsr SNMP

ITone 3HaueHus
SNMP
Pexxum paboter (Mode) BxroueHue/BbIKITIOUCHUE

Bepcus (Version)

1/2/3

Community Read

CooOmiecTBO 111 YTEHUS, IApOJIb HAa UYTECHUE

napameTpoB (00menpuHATHIN: public)

Community Write

Coo0mecTBO JUIsl 3amlKcH, TMapojb Ha 3aluch
napameTpoB (OOIIETPUHATHIN: private)

SNMP Trap/Inform

Pexum paboter (Mode)

Brirouenue/BuIKIIIOUEHNE

IP anpec naznauenus (Destination IP)

IP aapec, Ha KOTOpBIM OymyT CKHIBIBATHCS
coobmienus Trap

[Topt Ha3znauenus (Destination port)

[Topt, mns paGoTel ¢ cooOuieHusmMu Trap u
Inform

Trap Community

CooOmectBo g Trap - Iapoib,
cojepkamuiicss B cooOmenusix Trap. SNMP
areHT rmoceutaeT coobmenue (SNMP-trap,
SNMPv2-trap wnu 6o SNMPv3-trap) npu
BO3HHUKHOBEHUH  JIOCTYITHBIX COOBITHIA
(ommmcaHbI HIKE)

Hoctynasie SNMP Trap/Inform

Cocrosiaue peructpanuu (Status Registration)

BxiroueHne/BBIKITIOYEHUE

N3menenue perucrpamuu SIP cepsepa (Change SIP

Server Registration)

BxiroueHne/BBIKITIOYEHUE

Kputnueckas remneparypa (Critical Temperature)

BxiroueHue/BBIKITIOUCHUE

BuyTtpennss ommbka (Internal error)

BxiroueHMe/BBIKITIOUCHUE

H248 raiimayT muia o6cimyxuBanus (H248 timeout

for service)

BxroueHne/BRIKITIOUCHUE

H248 raiimayT g obcimyxuBanus (H248
unexpected command)

BxroueHne/BBIKITIOUCHUE

Buumanue! @arin s SNMP meHemxkepa wim cepsepa HasbiBaercsi TELECOM-MG-MIB.mib.

CLI unrtepdeiic

Taomuna 4.5.23 - Komaunsr CLI

Komanna

Pezynprar

config common snmp show

IToxazats HacTpoiiku SNMP

config common snmp <help/?>

IToxazats cipaBky SNMP

config common snmp status <enable/disable>

Bxmrouenne/Beikirroueane SNMP

config common snmp version <version>

YcranoBuTh Bepcuto nporokonaa SNMP

config common snmp read_community
<read community>

YCTaHOBUTH NApOJIb HAa YTEHHE apaMeTPOB
(obmenpuHATHI: public)

config common snmp write_community
<write_community>

YcTaHOBUTE NIApOJIb HA 3aIIUCh TAPAMETPOB
(oO1mIenpUHSATHIN: private)
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config common snmp trap status <enable/disable>

Bxmouenne/Beikimoueane SNMP Trap

config common snmp trap version <version>

Ycranosuts Bepcuto SNMP Trap

config common snmp trap trap_community
<trap_community>

VYeranosuts TRAP COMMUNITY

config common snmp trap destination ip <ip-
address>

YcranoBuTs ip-aapec SNMP ceppepa ninu
MEHeIKepa

config common snmp trap destination_port
<port>

Yeranosuts nopt ais SNMP cepBepa nnu
MEHeKepa

config common snmp trap sipregister
<enable/disable>

Bxutouenue/soikimouenne SNMP Trap npu
peructpauuu SIP

config common snmp trap internalerror
<enable/disable>

Bxmouenue/Boikimouenue SNMP Trap npu
BHYTpEHHEH O1mmoKe

config common snmp trap criticaltemp
<enable/disable>

Bxmouenune/Boikimouenue SNMP Trap npu
KPUTHYECKON TEMIIEPAType

config common snmp trap h248service
<enable/disable>

Brurouenue/soeikmrouearne SNMP Trap H248
TaiiMayT J1s1 00CITyKHUBaHUSI

config common snmp trap h248unexpected
<enable/disable>

Bxrouenue/seikimouenne SNMP Trap H248
TaiiMayT A7l O0CITy KHUBaHUS

config common snmp trap sipchangeserver
<enable/disable>

Bxrouenue/Beikmouenne SNMP Trap npu
W3MEHECHUU PETUCTPalun

4.5.5 Syslog

Web unrepdeiic

[Tapamerpsr xypnana (Puc.

4.5.24) (Tabn. 4.5.25). B mnone (Tum)

MOYKHO BBIOpaTh

syslogd/rsyslogd. IIpu norepu cBsi3u ecnu BblOpan Tumn rsyslogd naHHble OyIyT COXpaHSThCS U

nepeaanyTcsa nmocjic BOCCTaHOBJICHUS.

Syslog
PeXHM pasoThl:
IP agpec: 192111

Mopt: 514

Tan: syslogd

Tunel coobLleHui

Apnpec Syslog-cepeepa

MopT Ana paboTk ¢ Syslog-cepsepom

- Tun syslog

BbIﬁEDHTE Kakue EDDEUJ'EHMQ 3anNUCbiBATH B XypHan, a Kakue CTC‘QEEb\BETb

Emerg: v
Alert: L4
Crit: v

Err: [

Warning: v

Notice: v

Info: v

Debug: v

Puc. 4.5.24 — Syslog
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Ta6nuna 4.5.25 - Syslo

TTone

3HaueHus

Pexum paboter (Mode) | BximrodeHue/BBIKITIOUCHHE

IP angpec (IP) Anpec Syslog-cepsepa

[Topt (Port) [Topt nyist pabotsl ¢ Syslog-cepBepom

Tun (Type) syslogd/rsyslogd

Tunbl  coobmenuii. CooOlIeHHs JKypHajla pas3lieleHbl [0 YPOBHSIM ONACHOCTH, KaXKIIbIi

HOCJEAYIOINI YPOBEHb BKIIIOYAET B CE0sl PEABLITY A

Emergency WNudopmarust 06 aBapuiHBIX CUTYaIHIX

Alert WNudopmanust 0 COOBITHX, TPEOYIONMX HEMEIJICHHOTO IPHUHSTUS MEp

Critical Nudopmarus o KpUTHIECKUX OMUOKaX, BO3HUKIINX B padoTe MOy e

Error Nudopmarus 06 ommbkax, BOSHUKIIUX B pad0OTe MOAYIICH

Warning Wudopmanusi 0 coOBITHAX, KOTOPBIE MOTYT HPHUBECTH K OIIMOKaM B
pabote monynei

Notice Wupopmarust 0 HOpMaabHBIX COOBITUSX, HO TPEOYIOIINE BHUMAaHUS

Informational Nudopmarus o coOBITHSAX, HE MNPUBOMAIMIMX K OIIMOKaM B padore
MOAynen

Debug [TonpobHOE W jAeTambHOE JOTUPOBAHUE BCEH CHCTEMHON HMH(OpManuu
JUTSL TIOCTIETYFOILIETO UCTIOIh30BAHUS B OTIIAIKE

CLI unrtepdeiic

Taommna 4.5.26 - Komaunsr CLI

Komannma

Pesynsrar

config common syslog <enable/disable>

BXITIOUNTE/BBIKIIFOYHTH SYSIOg arcHT

config common syslog ip <ip-address>

Yeranosuts IP agpec syslog cepsepa

config common syslog show

[Tokazathk HacTpoiiku syslog

config common syslog <help/?>

[Tokazath onucanue komans syslog

4.5.6 NTP

NTP - mnporokos, npeaHa3HAy€H JJIsI CHUHXPOHW3AlMA BHYTPEHHUMX YacOB YCTpPOWCTBA.

Ilo3Bonser CHUHXPOHU3UPOBATE BpPEMA U 14Ty, HCIOJIbB3YCMYIO MIIJIFO30M, C HUX 3TaJOHHBIMU

SHAYCHUAMMU.

Web unrepdeiic

[Tapamerpsr NTP (Puc. 4.5.27) (Tabmx. 4.5.28).
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NTP

PeXuM paboThl:

IP agpec:

Yacoeoit noAc: +4

Py4Haga HacTpoKrka 4acoB

BpeMms:

Anpec NTP cepeepa

NaHHanA HacTpoiika No380NAET YCTAHOBWTL
Ha YCTPORCTBE NOKANBHOE BpEMA.

MOryT NPUHUMATE 3HAYEHMA:

0 - De3 U3IMEHEHMIA;

+[1-11] - CABWI BPEMEHKW HA N-4YacoB

Tekylliee BpemMa/aata: Fri Mar 10 11:16:29
UTC 2023.

YTofbl YCTAHOBMTE BPEMA BEEOUTE & NONe
3HadyeHue & popmate: YYYY-MM-DD
hh:mm

Puc. 4.5.27 -NTP

Ta0Omuna 4.5.28 - NTP

Ilone 3HaYeHUSI

Pexxum pabotsl (Mode) Bxutouenue/Boikimouenue. [lockonbky Tenexom-MG
HE MMEET BCTPOCHHBIX YacOB, TO JJISI MCIIOJIb30BaHMUS
peasbHOrO0 BpeMEHH IpH paboTe MOHUTOPUHTA H
CTaTUCTHKH HEOOXOAMMa CUHXPOHHU3AIMs BPEMEHU OT
BHEIIIHET0 cepBepa

IP angpec (IP) Anpec NTP cepepa

Yacooii nosic (Time zone)

JlanHas HacTpoilka T1O3BOJIIE€T YCTaHOBUTHb Ha
YCTPOUCTBE YaCOBOH IOsC.
0 - 6e3 u3MeHeHu i

+ [1-11] - cnBur BpeMeHH Ha N-4acoB

Pyunas Hactpoiika gwacoB (Manual settings time)

Bpewms (Time)

Yto0BI YCTaHOBUTH BpPEMs BBCAUTC B IIOJIC 3HAYCHUC

dopmara YYYY-MM-DD hh:mm

CLI unrtepdeiic

Ta6muna 4.5.29 - Komauasr CLI

Komanna

Pezynprar

config common ntp <enable/disable>

Bxrounts/Beikimtounts NTP mpoTtokosn

config common ntp current time

YCcTaHOBUTH TCKYIICC BPEMA

config common ntp ip <ip-address>

Ycranosuts IP anpec NTP cepsepa

config common ntp show

[Toka3ars Hactpoiiku NTP

config common ntp <help/?>

[Toka3ars cipaBKy
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4.5.7 TR-069

Web unrepdeiic

[Tapamerpsr TR-069 (Puc. 4.5.30) (Ta6m. 4.5.31).

TR-069

Pexum paboTten:

NokanbHble HACTPOKK

MMA nonesosaTenAa v Nnapone anA goctyna ACS-

Wmn: cwmp CEPEEPA K BCTPOSKHOMY KnueHTy TR-069
Napone: " S

Anpec co cTopoHsl WAN H3 3anpoc NOZENKOYEHWA K
Url: knwnedTy TR-069
WHTepdeiic: ethi CeTesoil mHTepderc

o 3anpoc Ha NOGKNIHEHWE K YCTPOARCTBY KNWeHTa

MopT: 7547 Yepes 3333HHEIR NOPT.

OKasaHwe yonyr v NpegocTaeneHne MHAopMagrn o
Provision code: cwmp knwenTe AnA ACS-cepeepa.
Cepeep ACS

MA Nonb30EATENA W NAPONE ANA AYTEHTUDMEALMK
Hmn: cwmp Ha ACS-cepeepe.
MNapens: . =
Url: hitp:#192.168.1.1:9585 Anpec cepeepa ACS.

Cry#MT AnA oSHAPYHEHWA BOIMOKHEIX MEMEHEHMIA B
Mepuoguyeckme oNpochl: Ci KOHDHIYpaLUKY YCTPORCTES KNMEHTA.

BpemeHHON MHTEPBAN B CEKYHOAX MEHAY
MNepwog ocnpocoB: 30 o0palyeHrAMM CO CTOPOHBI KNWeHTa k ACS-cepeepy.

Puc. 4.5.30 — TR-069

Ta6muna 4.5.31 - TR-069

TTone

‘ 3HaueHus

JloxanpHabie HacTpoitku (Local settings)

Pexum paboTsl

Brxrouenune/seikiiouenne TR-069

Nwms Wwms nonb3oBarens A noctyna ACS-cepBepa K BCTPOEHHOMY KIIMEHTY
TR-069

[Tapoms [Tapons s noctyna ACS-cepBepa k BcTpoeHHOMY kineHTy TR-069

URL Anpec co croponsl WAN Ha 3anpoc nojakiroueHus K kinueHty TR-069.

BBe}IeHHOG 3HAYCHUC aapeca SABIIACTCSA IMIPUOPUTCTHBIM, Hazg

sHaueHussMu noneit «Ilopm» u «aTepdericy
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Hutepdeiic CereBoii uHTEpDEiic

ITopr [TopT st moAkIrOUEeHUs K YCTPOWCTBY. 3ampoc Ha IOJAKIIOYEHHE K

YCTPOICTBY KJIMEHTA Yepe3 3aJaHHbII MOpT

Provision code JononnutenpHass wuHpOpMaiusa aia  cepBepa. OkazaHue yciayr u

npenocrasienue nudopmanuu o kiauente s ACS-cepsepa.

Cepsep ACS

Nwms Nwmst monws3oBarens s ayrentudukanuu Ha ACS-cepBepe
[Taponb [Mapons mas ayrentudukanum Ha ACS-cepBepe

URL Anpec cepBepa

[Tepuonuueckue onpockl | BximounTs/BoikirounTh onipoc ACS cepBepa. CiyKUT 1151 OOHAPYKEHUS

BO3MOKHBIX U3MEHEHUI B KOH(GUTYpaIK YCTPOICTBA KIIMEHTA.

IIepuon onpocos YcranoBuTh uHTEpBaN onpocoB ACS cepsepa. BpemenHoll uHTEpBan B

CeKyH/Iax MEXIy oOpalieHussMH co CTOpoHbI kiueHTa k ACS-cepBepy

CLI unrtepdeiic

Tabmuua 4.5.32 - Komauasr CLI

Komanna

Pezynprar

config common tr069 status
<enable/disable>

Brurouenue/soikiroueaue TR-069

config common tr069 url set <url>

Anpec uist IOAKIIIOYEHMSI K YCTPOUCTBY (IIpU ITyCTOM I10J1€
(dopmupyeTcst aBTOMaTu4ecku, eciau B noisx «Ilopt» u
«HHTepdeiicy npucyTCTBYIOT 3HaueHus1). Beenennoe
3HAYEHUE aJpeca SABJIAETCS IPUOPUTETHBIM, HaJl
3HaueHusIMH nosert «Ilop» u «uTepdeiic»

config common tr069 local interface
<interface>

WuTepdeiic 1uist MOAKIIOYEHUS K YCTPOHUCTBY

config common tr069 local port <port>

[TopT 15 NOAKITIOYEHUS K YCTPOUCTBY

config common tr069 local username
<username>

HMs nonp30oBaTens Aj1 HOAKIIIOUCHHUS K YCTpOﬁCTBy

config common tr069 local password
<password>

[Taponb 1715 MOAKIIOUEHUS K YCTPOUCTBY

config common tr069 local
provisioning_code <provisioning_code>

JonomHuTenpHas HHGOPMAIIHS IS cepBepa

config common tr069 acs username
<username->

HMs nonp3oBaTens Aj1 HOAKIIIOUCHHUS K CCPpBEpPY

config common tr069 acs password
<password>

[Taposb 1151 HOAKITIOUEHUS K CEPBEPY

config common tr069 acs url <url>

Anpec cepBepa

config common tr069 acs
periodic_interval <value>

YceranoBuTh uHTEpBai onpocoB ACS ceprepa

config common tr069 show

IToka3ars HaCTpONKH
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4.5.8 QOS

QoS (quality of service - KauecTBO 0OCITYKUBaHHs1) — TEXHOJOTHUS MPEAOCTABICHUS Pa3TnIHBIM
KJaccam Tpaduka pa3IuuHbIX IPUOPUTETOB B 00CITYKMBaAHHH.

Web nnrepdeiic

Hactpoiika QOS (Puc. 4.5.33) (Tabmn. 4.5.34).

QOS

RTP QOS

RTP QO S:

class fdec/ hex
MNpaewna DSCP gna RTP tpadwmka

noneld /0 7 000 w

IMNpuMeHnTL

Other QOS

Hutepdienc

NMpoTokon NMopT TOS/DSCP 3HaueHue Yoanute

Hoeoe npasuno

802.1p

802.1p RTP:

&021p 3IP:

JonycTUMEE 3Ha4eHum- 0 ... 7

INpuMeHnTL

Momouwk -

Tabmuma 4.5.34 - QOS

Puc. 4.5.33 — QOS

Ione | 3HaueHUs

RTP QOS

RTP DSCP ‘ Coznanue npasuia 1t RTP tpaduka

Other QOS

Wntepoeiic CereBoii unTepdeiic wim vlan kK KOTOpoMy PUMEHEHO PABUIIO

[Ipotokon [Ipotoko, k koropomy npuMeHeHo npasuio UDP\TCP\ICMP

[Topt [opt wnu auana3oH NOPTOB, K KOTOPOMY IMPHUMEHEHO MPaBUIIO

TOS/DSCP [Tapamerp "lIpu3nak npuopurera" yKas3blBaeT, IO KaKOMY IOJIIO
onpenaensate npuopurer nakera: DSCP, TOS (151 TerupoBaHHOTO
Y HE TETUPOBAHHOTO Tpaduka)

3Ha4yeHHe IIpaBuio

VYnanurts Knonka ynanenus TeKy1ero npasuia
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802.1p

802.1p RTP [Ipuopurer gnst RTP ot 0 o 7

802.1p SIP [Ipuopurer pns SIP ot 0 no 7

Jlnst mpocMoTpa cripaBku HaxxmuTe KHONKY «Ilomoms» (Puc. 4.5.35).

TOS TOS TOS TOS TOS TOS
[-g;cs'_i [T.H;xsl ;r;f] Precedence Precedence Precedence Dely Throughput Reliability [Ei:, ﬁi‘: ?:';F; []Sg::;HB
(Bin) {Dec) Mame flag flag flag
0 | Ox00 00000000 000 i Routine i o i 000000 Ox00 @ O nonel
4  OxD4 00000100 ooo o Routine o o 1 000001 OxO1 1 nonel
& | Ox08 00001000 0oo o Routine o 1 o 000010 k02 2 none2
12 | 0x0C 00001100 ooo o Routine o 1 1 000011 k03 3 nonesd
16 | Ox10 00010000 0oo o Routine 1 o o 000100 k04 | 4 noned
32 | k20 00100000 001 1 Priority 0 0 0 001000 k08 8 csl
40 | Ox28 00101000 001 1 Priority 0 1 0 001010 OxD& | 10 afli
45 | 0x30 00110000 001 1 Priority 1 o i 001100 OxOC | 12 af1z2
56 | Ox38 00111000 001 1 Priority 1 1 0 001110 Ox0E | 14 afl1a
84 | x40 01000000 010 2 Immediate 0 o 0 010000 Ox10 16 cs2
T2 Ox48 01001000 010 2 Immediate 0 1 0 010010 Ox12 18 af21
80 | Ox50 01010000 010 2 Immediate 1 o 0 010100 Ox14 | 20 ai22
88 | Ox58 01011000 010 2 Immediate 1 1 0 010110 Ox16 22 af23
86 | Ox60 01100000 011 3 Flash o 0 o 011000 Ox18 @ 24 ced
104 | Ox88 01101000 011 3 Flash o 1 o 011010 Ox1A | 28 af3i
112 | 0x70 01110000 011 3 Flash 1 o 0 011100 x1C | 28 aiaz
120 | Ox78 01111000 011 3 Flash 1 1 0 011110 Ox1E | 30 ai33d
128 | Ox80 10000000 100 4 FlashOverride 0 o 0 100000 k20 32 csd
136 Ox88 10001000 100 4 FlashOverride 0 1 0 100010 w22 34 aid1
144 | Ox80 10010000 100 4 FlashOverride 1 0 0 100100 0x24 36 aidz
152 | Ox88 10011000 100 4 FlashOverride 1 1 o 100110 Ox28 38 a3
160 | OxAD 10100000 101 5 Critical o o o 101000 Ox28 40 s
176 | 0xBO 10110000 101 5 Critical 1 o 0 101100 Ox2C 44 voice-admit
184 | 0xB8 10111000 101 5 Critical 1 1 0 101110 Ox2E 45 ef
192  0xCO 11000000 110 8 Imerhetwork 0 0 110000 0x30 48 c26
Control
224 | OxEOD 11100000 111 7 hetwork 0 0 0 111000 0x38 56 cs7
Control
Puc. 4.5.35 — Cnpaska o QOS

4.5.9 DNS

Web unrepdeiic

JloGaBnenue/ynanenue qomeHoB (xoctoB) (Puc. 4.5.36).

DNS
IP agpec OomeH (XocT) YOoanuTh

1 127.0.01 lecalhost n

Puc. 4.5.36 -DNS
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CLI unTepdeiic

Tabmuna 4.5.37 - Komaunsr CLI

Komanma

Pesynsrar

config common dns set server <1..2><ip-address>

Ycranosuts [Pagpec DNS cepsepa (1,2)

config common dns show

[Tokazarp Texymue napamerpsl DNS

4.5.10 Junamudeckuii DNS

Web nnrepdeiic

Kondurypamust xmuentoB (Puc. 4.5.38). [Jlns nobGaBiieHHsT HOBOTO Ha)XMHUTE Ha KHOIKY
«/lobaButh kuenTa». JlobaBnenue HoBoro kiuenta (Puc. 4.5.39) (Tabm. 4.5.40).

OuHamu4vecknin DNS

Cratyc Hma

Napone

Cepeep MHTepperc OedcTemnA

Puc. 4.5.38 — TaGnuna KJIMEHTOB

[obaBnTb KNUeHTa
Cratyc: o]
Mma knuenTa:

Napons:

Cepeep: Cepeep
WHTepdenc: any w
WmnA xocta:

CepeMc: Mao-1P i

- TS

Puc. 4.5.39 — Jlo6aBieHre HOBOTO KJIMEHTA

Tabnmuma 4.5.40 - Jlo6aBneHne HOBOTO KJIMEHTA

TTone

3HaueHU

Cratyc

BK1IO4YHTE \BBIKITIOUATE fuHaMudeckuii DNS

Nms knuenra

Jlorun s ucnions3oBanusg DDNS

[Tapons [Tapons muist ucnonszoBanust DDNS

Cepsep IP anpec cepsepa

Wnrepdeiic CereBoil unrepoeiic

Nwms xocra Nms cBoero xocra

CepBuc Breibepute u3 chucka aapec CepBHC-TIPOBalepa,

MPEI0CTABIAIONIET0 ucnoiab3oBanne DDNS
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4.5.11 LLDP

Link Layer Discovery Protocol (LLDP) — mpoTokon KaHaJbHOTO YpPOBHSI, IO3BOJISIOLIHIA
CETEBOMY OOOpPYIOBAaHHIO OIOBEINATh JIOKAJIBHYKD CETh O CBOEM CYIIECTBOBAaHUU U
XapaKTePUCTUKAX, a TaKKe COOMparTh TaKHWe J>KE OIOBEINCHUS, TMOCTYMAIOIINEe OT COCEIHETrO
obopynoBanus. [Iporokon popmansuo yTBepkaeH kak IEEE standard 802.1AB-2009, B ceHTsiope
2009 roma, U ABISETCS HE3aBHUCUMOWM OT MPOM3BOAUTENICH CETEBOTO OOOPYIOBAaHHUS 3aMEHON HMX
MaTeHTOBAaHHBIM MpoTokoiaM, TakuM Kak Cisco Discovery Protocol, Extreme Discovery Protocol,
Foundry Discovery Protocol m Nortel Discovery Protocol (mocnemHmii TakXe H3BECTEH Kak

SONMP). Bxirouenue u HacTpolika nepuosa ornpasku naketos LLDP (Puc. 4.5.41).

LLDP

LLDP

BrnroueHo: L

WnTepean: 10 Mepwrog oTNpaBkK NaKETOR

COXpPaHWTL

Puc. 4.5.41 — Hacrpoiika LLDP

4.5.12 PPTP

PPTP (anm. Point-to-Point Tunneling Protocol) — TyHHenIbHBIA MPOTOKON THUINA TOYKA-TOYKA,
MO3BOJIAIOIIMN KOMIIBIOTEPY YCTaHABIMBATh 3aILMINEHHOE COEAWHEHUE C CEPBEPOM 3a CUET
CO3JIaHHs CHEUUAIBHOTO TYHHENSI B CTaHAApTHOM, He3ammuiéHHod ceru. PPTP momemaer
(uakancynupyer) kaapsl PPP B IP-nakers! g nepenaun mo miobansHOM IP-cetn, Hampumep,
HNurepuer. PPTP MoxkeT Takke WCIONB30BaTbCA Ul OpPraHU3alMU TYHHEIS MEXKIy ABYMs

JIOKAJIbHBIMU ceTsAMU. Bxitouenne u HacTpoiika cepsepa (Puc. 4.5.42).

PPTP

PPTP

BKNHOYEHO: =]

JlorWH ANA COEAMHEHWA
Noruu: an A

Mapone: ® Maponb ANA COEAMHEHUA

Apnpec cepeepa:

mtu:

Puc. 4.5.42 — Hactpoiika PPTP
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4.5.13 STP

Spanning Tree Protocol (STP, mpoTokos 0cTOBHOTO AepeBa) — KaHAJIbHBIN MPoTOKOJI. OCHOBHOM
3amadyeit STP siBisieTcst ycTpaHeHHe MeTesib B TOMOJOTHH Mpou3BosibHOM cetu Ethernet, B koTopoit
€CTh OJIMH WJIM 00JIee CeTEeBbIX MOCTOB, CBA3aHHBIX U30BITOYHBIMU coequHeHusIMU. STP pemraer oty
3ajaqy, aBTOMaTHYECKU OJOKHUPYS COCAMHEHUS], KOTOPBIE B JAHHBII MOMEHT JIsl TOJTHOM CBSI3HOCTH
KOMMYTAaTOPOB SIBIISIFOTCS] H30BITOUHBIMHU.

Yr1o06BI 3allUTHUTH IIJIIO3 OT IICTCIIb HCO6XOI[I/IMO YCTAHOBHUTD I'aJIOYKY HAIIPOTUB «Bxmoueno» B

Briagke STP.

STP

STP

BKNIOYEHO: (]

Puc. 4.5.43 — Bxinrouenue STP
4.5.14 MSP

OKcnepuMeHTadbHass (QYHKIUSA, KOTOpas MO3BOJSIET IEpe3arpyuTh CETeBble MHTEp(ENch Ha
nuro3e. Brutouars eciu nepeoguuecKy MPOUCXOIUT 3aBUCAHKE IITI03a (IIepecTaeT ObITh AOCTYNIEH
0 CETH, MpoMajaeT perucrpanus Ha cepsepe). CereBble HHTEp(hEHCH OyayT nepesarpyarbcs Ipu
OTCYTCTBMM DPa3roBopoB, HepocTynHocTH SIP cepsepa, npu 408 kone Ha Bcex kaHanax. [IpoBepka
COCTOSIHMSI TMPOUCXOOUT pa3 B 5 MuHyT. /Jlns BriroueHuss QyHkuuu nepeiinure B CereBble
HacTpoiiku B moameHro MSP. IlocraBbsre ramouky HanpoTuB «BrxmroueHo». HaxMmuTexk KHONKY

«HpI/IMeHI/ITL» IMOTOM BBCPXY CTpaHHUIIbI ((COXpaHI/ITB)) )51 «HpI/IMeHI/ITb».

MSP

3KCNEpHMEHTANbHAA (YHKLMA, KOTOPaA NO3BONAET
BKNIOYNTE NEPESATPY3KY CETeskX MHTEpMENRcos Ha
writo3e. CeTeBble MHTEPdENCs! NepesarpyxanTca
KOrJa HET pasroBopoB. HefocTyneH SIP cepsep W Ha

BKknio4eHo: .] BCEX KaHanax 408 kofl. MpoBepka NPOMCXOAUT pas B
5 MUHYT. BHMMaHHe! Bo3MOKHA Kpaihe
HecTabunbHan padoTa. Bo3MoXHa HEOBXOOMMOCT
nNepesarpysku LNo3a No NUTaHK

Puc. 4.5.44 — Bxinroueane MSP

Brnumanue! Bozmodxcna necmadunvnas paooma. Ilpu neodxooumocmu nompedyemcs

nepe3azpy3ka no numaHnulro.
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4.5.15 Dual Homing

OyHkus pesepBUpoBaHus kaHaioB Dual Homing mo3BosnsieT MOIKIIOUUTH 1B CETEBBIX MOPTa
TOJIOCOBOTO IIUTI03a B OZIHY CeTh. lIpW BKIIIOUEHMH JaHHOW (PyHKIMM OyneT KOHTPOJIHMPOBATHCS
¢busnyeckoe cocrosiHue NOpToB. Ilepenaya JaHHBIX OCYIIECTBISIETCS Yepe3 OCHOBHOM (main) Hopr,
nepeaava uepes pe3epBHbIi mopt (Backup) 6nokupyercs.

B cnyyae BO3HUKHOBEHHUSI HEUCTIPABHOCTH (HarmpuMep, oOpbIBa) Ha main - MOPTe MPOU3BOAUTCS
aBTOMAaTHUYECKOE NEepEeKIIoYeHne nepenadn AaHHbIX uepe3 Backup - moprt. Ilpm BoccraHoBieHHH
OCHOBHOI'O IIOpTa IepeAada [0 HeMy BO300HOBISETCS, a Ha pesepBHOMY Onokupyercs. [lpu
ucrnonb3oBanus Dual Homing He 3a0yapre oTKIF0UNTD poTokos STP Ha roiocoBoMm mumro3e.

Jnst aktuBanmMu yciyru nepeidaure B MeHto CereBbix HacTpoek > Dual Houming. lanee
HeoOXonuMoO BBIOpaTh OocHOBHOM mopT U pesepBHbid (WAN, LANI1, LAN2,SFPO,SFP1). [lanee
HEOOXOMMO TOCTaBUTh Trajouky «BriitoueHo» m Haxarb kHoOnKy «lIpumenuts». Ilocne uyero
COXpaHMTE M MPUMUTE U3MEHEHHsI B BEPXHEM MeEHIO BeO - cTpaHuubl. (s BKIIOYEHHUS pexHUMa

MIEPEKITIOUEHHSI IIPH HEJOCTYITHOCTH Sip Ce€pBepa MOCTaBETE COOTBETCTBYIOIYIO TaJIOUKY.

Dual Homing

Dual Homing

BKMHOYEHO: L]

MCnonb3yeTcs Kak OCHOBHOI NOpT ANs
OCHOBHOIA NopT: LANT v CBAIN.

Mcnonb3yeTca ecni HEAOCTYNEH OCHOBHON
PesepEHEIii NopT: WAN v nopr

Py BKNHOHYEHWW NPOWCXOAWT NPoBEpKa
AOCTYNHOCTW Sip CEPBEpPA, ECNW OH HE
Sip server: ] OOCTYNEH N0 OCHOBHOMY NOPTY NPOMCXOOWMT

neperknYeHe Ha peBepEHblf‘l W HaoBopoT.

Puc. 4.5.45 — Bxmtouenue Dual Homing

4.6 Bxaaaka VolP

Web unrepdeiic
AxtuBHbI VOIP mpotokon. JlocTymmHO 4eTwipe Buaa MpoTKoJIOB: sip, h.248, fxo, sip-t, h.323.

Ecmn ycranoBute 3Hauenne B H.248(MEGACO) wmm FXO, To Bce NMHMM aBTOMAaTHYECKH

58



MepeiIyT B aKTUBHBIN pexXUM padboThl. MI3MeHeHus BCTYIAT B CHITY, TOJIBKO Mepe3arpy3ku OJoka.

Bri6op VoIP mpotokona (Puc. 4.6.1).

AKTMBHBIA VoI P npoToKor.
ECNW YCTAHOBMTE 3Ha4eHue B H.248(MEGACQO) unu

VolP npoTtokon: SIP

FXO, TO BCE NAHUKM ABTOMATUYECKN NEPERIYT B
AKTUBHBIA PEXUM pPaBoTel.

H.248(MEGACO)

M3MeHeHWs BCTYNAT B CHNY, TOMbKO Mepe3arpy3ku
oroka.

MpUMEHUTL

Puc. 4.6.1 —Bsi6op VoIP npotokomna

CLI unrepdeiic

Tabimna 4.6.2 - Komanasr CLI

Komanna

Pesynbrar

protocol show

OTtobpakaeT TeKyIuil MPOTOKOI

protocol set <sip/h.248(megaco)/sip-t>

Ycranosuts nporokon SIP/H248

4.6.1 IlapameTpsnl nporokosaa SIP

Web unrepdeiic

[Tapamerpsr SIP cepBepa (SIP server) (Puc. 4.6.3) (Ta6mn. 4.6.4).

SIP

SIP cepeep

IP-anpec: 192.168.1.2
MopT: 5060

RTP nopt: 10000

IP-agpec SIP cepeepa

MopT gna paGoTe no npoTokony SIP (cTadoapTHEIR -
S060)

Homep nopra gna cmeda RTP naketamu

HacTtpoika peructpaumn SIP cepeepa

Retry Interval: 30
Expires: 3600

Use Domain Name:

Domain: Domain

WCTAHABNWEAET WHTEPBAN MERTY NONKTEAMIA
perHcTpaLmMm

YCTaHABNWEAST MHTEPEAN NOOTEEPHIEHHA
COCTORHWA PErMCTpauMK adoHeHTOR B CETH

Mcnone30BaTe JOMEHHOE MMA ONA PETMCTRALMK
a00HEHTOE

Puc. 4.6.3 — SIP cepsep
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Ta6nuna 4.6.4 — [Napamerpst SIP cepBepa

TTone

3Hauenne

SIP cepep

[P-anpec (IP)

[P-angpec SIP cepsepa

[Topt (Port) [Topt nns pabotel o npotokoiry SIP (ctanmaptaelii - 5060) (mopr,
Ha KOTOPBIN OyIyT MOCHLIATHCS BCE 3apOoCkl mpotokoiia SIP.)
RTP nopt (RTP Port) Howmep mopra nnst oomena RTP nakeramu.
Hacrpoiika peructpanuu SIP cepBepa
Retry Interval YcTaHaBIMBaeT HHTEPBAJ MEK/y MONBITKAMHA PErUCTPALUI
Expires YcranaBnuBaeT MHTEpPBaJ MIOATBEPKICHUS COCTOSIHUS

perucTpainn a0OHEHTOB B CETH

Use Domain Name

BK/IIOYNTB/BBIKIIOUNTh HCHOJIB30BaHUE JAOMEHHOTO HMEHHU JUIs
perucrpanui abOHEHTOB

Domain

YcTaHOBUTH JOMEHHOE UM

Homnomautenbabie mapameTpsbl SIP (SIP Outbound Proxy, Hactpoiika IMS, nonoaHUTEIbHBIC
Proxy SIP) (Puc. 4.6.5-7) (Ta6mn. 4.6.8).

SIP Outbound Proxy

Pexonm paboTbn:

IP agpec:

NopT:

PermcTpauma No nopTaMm:

Failover Mechanism:

Allow via rewrite:
Allow contact rewrite:

Trangport:
TakmMep NepeperncTRaLMK:

Bpeman:

MpoEcK cepEep 4NA NepeHanpaEneHna UCXoaALEers
Tpadhuka

1111 IP-aapec Npokck cepeepa

2070

TCP

MopT AnA pafoTsl C NPOKCH CEPEEpOM

BrnioyeHWe anropuTmMa cmerb SIP-proxy npu
HeOTEETE Ha komanay REGISTER.

MoxHO CEOHDUIYPHPOBATE 00 4 J0NOMHETENBHEX
SIP proxy. Ecnu B none Server IP nogexknafok Server
1..4 He ykasad IP agpecc SIP Proxy, To
KoHEMIYPaUKMA gaHHOro Cepeepa He YYacTBYeT B
permcTpaLmMK

[ ONONHHTENEHBIA TARMED NEPEPETHCTRALMHK NPH
nony4yeHuu oTEeToE . 403 » 404 xogom

Bpema

Puc. 4.6.5 — SIP Outbound Proxy
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Hactpoiika IMS

Pewum paboTel IMS: Ld
Call hold: call hold MMA yenyTi "YIepkaHna Boisoea”
Call waiting: call waifing Kma yenyrn "O#maaHns Bei30sa
Three party conference: three party conference Mma yenyrn "TpexcTopoHHer KoHDepeHLnn"
Call transfer: call fransfer Mma yonyri "Mepegasa BbisoBd
Hot line service: hot line Mwma yenyri "Topsyas niHuA
Puc. 4.6.6 — Hactpoiika IMS
Cepeep 1 -

IP agpec cepeepa:
MNopTt cepeepa:
Local Proxy:
Outbound Proxy:

IP agpec npoKCH CepEepa:

MopT NpOKCH CEpEepa:

Cepeep 2 ~

Cepeep 3 -

Cepeep 4 -

182.168.1.1

5060

5060

Puc. 4.6.7 — lononuurensusie Proxy SIP

Tabnuua 4.6.8 — JlononuuTenpHble napamerpst SIP

Ione | 3Ha4yeHue
SIP Outbound Proxy
Pexxum pabotsl (Mode) BrutoueHue/BBIKIIIOUEHHE  TIPOKCH-cepBepa  JUIs

nepCHaIpaBJICHUA HCXOAAICTO Tpa(bI/IKa

IP angpec (IP)

IP agpec mpokcu-cepsepa

[Toprt (SIP Outbound Proxy Port)

[Topt 7151 pabOTHI ¢ TPOKCH-CEPBEPOM

Perucrpanus no nopram

BxroueHne/BBIKITIOUEHUE PETUCTPAIIUH IO TIOPTaM

Failover Mechanism

Bxmrouenne anroputma cMeHel SIP-proxy mnpu He
orBere  Ha  koMmaHny  REGISTER.  MoxHo
CKOHUTYpupoBath 10 4 gonoiaHuTenbHeIX SIP proxy.
Ecin B mone Server IP moasknamox Server 1..4 He
ykazan I[P agpec SIP Proxy, 1o koH(urypauus
JTAHHOTO CEpBEPA HE YYACTBYET B PETUCTPALIUA
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Allow via rewrite (pa3pemnTh U3MEHEHUE
TOJIst via)

Brurrouenne/BeIKIIIOYEHE U3MEHEHMS 101 Via

Allow contact rewrite (pa3pemunThb
M3MEHEHUE MoJIs contact)

BxiroueHue/BBIKIIIOUEHUE U3MEHEHMS IO contact

Transport

UDP/TCP/TLS npotoxkon mist nepenaan SIP

TaiimMep niepeperucTpanuu

Brxrouenue/BeIKIIOUEHUE TaliMepa MepeperucTpauuu

Bpewms JInUTenbHOCTh B CEKyHAAX TakMepa epeperucrpanuu
Hactpoiika IMS

Pexum pabotsl IMS Brutouenue \ BoikmodeHne pexuma IMS, HacTpoiiku
yIpaBJIeHUs yCIIyraMu

Call hold Nmst yenyru «VYmepkaHue BBI30Ba», IS Iepeaadu
KOMaH/1bl aKTHBALMU/IEaKTUBALIUH yCIyTH
«YnepkaHue BbI30Ba».

Call waiting Nmsa yeayrm «OsxkuzaHue BbI30Bay, s IEpeAaqyu

KOMAaHIBI AKTUBALIMH/ IEAKTUBALIMHA yCIIyTH
«O)KnugaHue BbI30BAY.

Three party conference

Nmsa ycnyrun «TpexcTopoHHsiE KOHGEpPEHLUsD», IS
nepesadyd KOMaH/bl aKTUBAIMW/IEAKTUBALMU YCIYyTH
«TpexcropoHHsst KOH(DEPEHITHS.

Call transfer

Nmsa ycnyrm «llepeBom BbI3OBa», Ui Iiepenadu
KOMaH/Ibl aKTUBaIuu/aeakTuBanuu yciyru «llepeBon
BBI30Ba».

Hot line service

Nwms ycCiyru «FOpSI‘laH JUHUA», [MJd  1Iepeaadyun
KOMaHbI aKTI/IBaHI/II/I/I[eaKTI/IBaI_II/II/I yciyru ((rOpH‘laH
JINHUS .

Jononunrensusie Proxy SIP 1-4

IP anpec cepsepa (Server IP)

HononuutensHsiii [P-agpec SIP cepsepa

[Topt cepBepa (Server Port)

[opt ans pabotel no nporokony SIP (ctanmapTHBIN -
5060) (mopT, Ha KOTOpPBIA OyIyT MOCHUIATHCA BCE
3anpocsl mpoTokona SIP.)

Local Proxy

BXITFOUNTE/BBIKIIFOYHTH

Outbound Proxy

BKI110YUTE/BBIKITIOYUTH IIPOKCHU-CEPBEP JUTS
MIepeHaIpaBICHUs UCXOAIIETO TpapuKa

IP agpec npokcu cepsepa (ServerProxylIP)

IP anpec mpokcu-cepeepa

ITopt mpokcu cepsepa (Server Proxy Port)

IopT s paGoThI ¢ MPOKCU-CEPBEPOM

[Tapametpsr konexoB SIP (Puc. 4.6.9). Beibop nmpruoputeTHOTO KOZIEKA.

Kooekn

MepeEbiA:
Bropon:

TpeTui:

G.711a W
NOMNE A
NOMNE A

Puc. 4.6.9 — Konexu
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CLI unTepdeiic

Taomuna 4.6.10 - Komannsr CLI

Komanma

Pezynprar

config common sip outbound proxy ip <ip-address>

YcranoButs IP anpec Outbound proxy

config common sip outbound proxy port <port>

Ycranouts opt Outbound proxy

config common sip outbound proxy status
<enable/disable>

BrxumrounTs/BeikrounTh Outbound proxy

config common sip outbound proxy show

[Toxazare HacTpoiiku Outbound proxy

config common sip outbound proxy <help|?>

[Toka3aTh cripaBKy

config common sip registration domainname status
<enable/disable>

BKIJIIOYMTH/BBIKIFOUATH UCTIOJIB30BAHUE
JIOMEHHOT'O HMEHH ISl PETHCTPaIiN
a0OHEHTOB

config common sip registration domainname domain
<domain>

YcTaHOBUTH TOMEHHOE UM

config common sip registration domainname show

[TokazaTe HACTpOUKHU

config common sip sip_port_autorization <enable/disable>

YCcTaHOBUTH ABTOPHU3alMIO I10 ITopTaM

config common sip sip_port_autorization show

[Toka3are HACTPOMKHU aBTOPU3ALMHU 110
nopTam

config common sip sip_port_autorization <help/?>

IToka3ars cripaBky

config common sip codec preffered use
<pcma/pcmu/g729/g723/g726 16/g726 24/g726 32/g726
40>

YcraHaBnMBaeT MIPUOPUTETHBIN KOJECK

config common sip codec pcma <enable/disable>

BKII0YHTH/BBIKIIOUYNUTH KOJCK pCma

config common sip codec pcmu <enable/disable>

BKJTFOUUTH/BBIKITFOUUTE KOJIEK pcmu

config common sip codec g729 <enable/disable>

BKITI0YUTH/BBIKITIOUUTH KOIEK g729

config common sip codec g723 <enable/disable>

BKITIOUNTB/BBIKITIOUUTH KOZIeK g723

config common sip codec g726 16 <enable/disable>

BKITIOYUTH/BBIKITIOUUTH KOJIEK 726 16

config common sip codec g726 24 <enable/disable>

BKITIOYUTH/BBIKITIOUUTH KOJIeK g726 24

config common sip codec g726 32 <enable/disable>

BKITI0YUTH/BBIKITIOUUTH KOAEKE726 32

config common sip codec g726 40 <enable/disable>

BxmtounTh/BBIKITIOUUTE KOIEK g726 40

config common sip codec show

IToka3arb HACTPOWMKHU KOAEKOB

config common sip codec <help/?>

IToka3are cripaBKy

config common sip server ip <ip-address>

IP anpec SIP cepsepa

config common sip server port <port>

[Topt nns pabotel no nporokoiy SIP

config common sip server mac <mac>

MAC anpec SIP cepsepa

config common sip server status <enable/disable>

Brxrounts/BeikTIOunTH SIP cepBep

config common sip server show

IToka3arp HACTPOMKH KOAECKOB

config common sip server <help/?>

[Toka3are cripaBKy

config common sip registration retry _interval <10..200>

YCTaHOBUTH MHTEPBA MEXY TOMBITKAMHU
perucTpannuu

config common sip registration timeout <60..3600>

YcTaHOBHUTH HHTEPBAJI ITIOATBCPIKIACHUA
COCTOSAHUA pCrucTpanuun a0OHEHTOB B CETHU

config common sip registrationshow

[Toka3are cripaBKy

config common sip failover mechanism <enable/disable>

BxuroueHune/BpIKIIIOUEHUE allTOpUTMa
cmensbl SIP-proxy npu HeoTBeTe Ha
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komany REGISTER

config common sip add server <1.

4> ip <ip-address>

Ycranosuts [Panpec nonomuurensHoro (1-
4) SIPcepBepa

config common sip add server <1.

4> port <port>

YcTaHoBUTH MOPT JOMOIHUTENBHOTO (1-4)
SIP cepsepa

config common sip add server <I.

4> mac <mac>

YCTaHOBHTH MAacapec NOMOIHUTEILHOTO
(1-4) SIP cepsepa

config common sip add server <1..4> local_proxy Brrouenue/BeikroueHue  local  proxy
<enable/disable> nonoauTensHoro (1-4) SIP cepsepa
config common sip add server <1..4> outbound proxy Brxrouenue/Beikmrouenue Outbound Proxy
<enable/disable> nononauTensHoro (1-4) SIP ceprepa

config common sip add server <I.
address>

4> proxy _ip <ip-

YcranoButs [Pagpec npokcu-cepsepa (1-
4)

config common sip add server <1..4> proxy_port <port> YcranoBuTh OPT poKcH-cepsepa (1-4)
config common sip add server <1..4> show [Toka3aTh HACTPOUKH JTOTIOTHHTEIHLHOTO
(1-4) SIP cepBepa
config common sip add server <1...4><help/?> [Toka3aTh cripaBKy
4.6.2 Ilapamertpsi nporokosa H.248 (MEGACO)

Web unrepdeiic

[Tapamerpsr H.248(MEGACO) (configuration) (Puc. 4.6.11) (Tabmn. 4.6.12).

HacTpoika H.248(MEGACQO)

IP apgpec: 192.1.11
Mopt: 2944
Bepcua: 1
Encoding mode: Pretty
Port Prefix: a

Virtual Prefix: vt

IP-agpec MGG koHTponnepa

MopT gna paSoTw no npoTokony H. 245 (cTaHaapTHeIA
- 2844

Bepcus npoTokona H.2438

THN KOZWPOEAHKA:

Pratty - HCAONBI0BATE NONHLIE 33ranoBKNA
napameTpos

Compact - NCNONb30EaTE COKPALLEHHLIE SATONOEKH
napameTpos

NoGaenaeTcA kK Homepy a0oHeHTa B ero Ha4ano
ENHAET HG THN HOMEPA

MpedUEC ANR reHEPaLUME MMEHH BUDPTYANLHOMD NopTa

Puc. 4.6.11 — ITapametpsr H.248 (MEGACO)
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Ta6nuna 4.6.12 - ITapamerpsiH.248(MEGACO)

TTone

3HayeHne

[P-angpec (H.248 Server IP)

[P-anpec MGC konTpOsIEepa

[Topt (H.248 Server Port)

ITopr nns paborel mo mnporokosny H.248 (cranpapTHbii —
2944)

Bepcust (H.248 Version)

Bepcus nportokona H.248

Encoding mode (H.248 Encoding
mode)

Tun KOAUPOBAHUA: Pretty - HUCIIOJIB30BAaTh ITOJIHBIC 3aroJIOBKU

napamerpoB, Compact - HCIONB30BATh COKPAIICHHbBIE

3aroJIOBKU IIapaMeTpOB

Port Prefix (H.248 Port Prefix)

JloGaBmnsieTcst K HOMepy a0OHEHTa B €r0 Hayajo W BIUSET Ha

THUI HOMEPA

Virtual Prefix (H.248 Virtual Prefix)

[Ipedukc ans reHepaii UMEHU BUPTYaJIbHOTO MOPTA

CLI nnrtepdeiic

Tabmuua 4.6.13 - Komauasr CLI

Komanna

Pesynbrar

config common megaco ip <ip-address>

YcraHOBHTS ip agpec cepBepa s
H.248

config common megaco port <port>

YcranoButh nopt cepBepa Juist H.248

config common megaco interface <value>

YcranoButs unTepdeiic ans H.248

config common megaco status <enable/disable>

BxJTI0YMTH/BBIKITIOYUTH TPOTOKOT
curgann3anuu H.248

config common megaco encoding_mode
<megaco_pretty text encoder/megaco compact text encoder>

Ycranosuth encoding mode st
H.248

config common megaco port_prefix <port prefix>

YcranoButs port prefix ans H.248

config common megaco virtual prefix <virtual prefix>

YcranoBurts virtual prefix qs H.248

config common megaco show

[Toka3ars HacTporiku ans H.248

4.6.3 Hacrpoiika FXO

Bo Brnaake «FXO» peanuzoBana Bo3MOXHOCTb 3a1ath [P aapec abonentckoro numo3a FXO u

MPUMEHUTH €r0 KO BceM aboHeHTCKuM JmHusAM. Hactpoiika nporokona FXO (Puc. 4.6.14). bonee

noaipoOHoe onucanue HacTpoiiku cBsa3ku 610koB FXO u FXS cmorpure Ha caiite npotelecom.ru B

Bknaake « {IEHTP 3AI'PY3KW» > «Pexomenaanuu o HacTpoiike FXS-FXO».

HacTtpoiika FXO

Mpu HaxaTKK MpuMeHLME BCE NMHUK M3MEHAT IP-

IP apgpec:

Puc. 4.6.14 — Hactpoiika FXO

agpec Ha agpec adboHeHTCkoro wmosa FXO
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4.6.4 Hactpoiika SIP-T

Jlnist BKIIIOUeHHs akTUBHOTO npoTokoia VoIP 3aiinure Ha Bkiaaky oOmmue u Beioupure SIP-T.

Obwwe
AKTWBHBIA VOIP npoTokon.
Ecnu yCTaHOBUTL 3Ha4veHue B H.248(MEGACO) unu
FX0, To BCE NHHWK ABTOMATHUUECKK NepeiayT B
VoIP npoTokon: SIP-T ~

AKTWBHLIA pexuM paboTsl.
M3MeHeHUa BCTYNAT B CUNY, TONLKO Nepesarpy3t1
Gnoka

SIP
H.248(MEGACO)
FXO

MpUMEHUTH

Puc. 4.6.15 — Bximrouenne SIP-T

IIpu BBIGOpe mpotokona SIP-T npumenstorcs HacTpoiiku aHamoruunsle SIP. Pasnuune Oyner

ToJbKO Ha ceancoBoM ypoBHe Monenu OSI. IIportokon SIP-T unkancymupyer coobmenuii ISUP B

Teno 3anpocoB SIP.

4.6.5 Hacrtpoiika H.323

Jliia BKIIFOYEHHS aKTUBHOTO TIpoTokoia VoIP 3aiinute B BKiaaky oOmue u BeiOupute H.323.

OOwwme
AKTHMBHEIA VoI P npoTokon.
ECMNW YyCTAHOBWUTE 3HaYeHne B H.248(MEGACO) unK
FXO, T0 BC& NWHUM ABTOMATHYECKU NepeigyT B
VoIP npoTokon: H.323 >~

AKTMEHBIA PEXUM PAboTLI.

SIP VIZMEHEHWA BCTYNAT B CHAY, TOMBKO NEPE3arpyIku
H.248(MEGACOD) Onoka.
FXO

SIP-T

pUMEHUTE

Puc. 4.6.16 — Bximrouenne H.323

Hanee 3aiinute B Bkiaaky H323 manee B mone ip-aapec BBEAWTE ip-aJpec WM JOMEHHOE UMs
cepsepa H323. Eciu mpumeHsieTcss He CTaHAAPTHBIN MOPT, TO U3MEHUTE €r0 B COOTBETCBYIOIIEM

nosie. Tak jxe eCTh HaCTPOMKH JUTSl HCIIOIh30BaHUS IOMEHHOTO UMEHH ISl peructpanuu. CMOTpuTe
puc. 4.6.17.
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H323

H323 cepsep

IP-aApec: 1924111 IP-a,qpec H323 Cepeepa
- MopT ana padoTel No NpoToKoNy H323 (CTaHaapTHLIA
MopT: 5983 - 5983)
Mcnonb3ogaTh 4OMEHHOE WMA ANA PErMCTPaLMK
Use Domain Name: ] a00HEHTOB
Domain: Domain

Puc. 4.6.17 — Hactpoiika H.323

[Tocne HEOOXOAMMO HACTPOUTH A0OHETCKHE JIMHUH. 3aliINTe Ha BKJIAJKY C HY)KHBIMU KaHAJIAMH.

[Tpumep Ha puc 4.6.18. Beibepure HEOOXOIMMYIO JIMHUIO JIJTsI HACTPOUKH.

ADOHEHTCKMe NnMHumn

NuHKna COCTOAHHWE NUHUK WHTEepBEan NakeTH3aunK
1 enable 20
2 enable 20
E enable 20

Puc. 4.6.18 — Abonenrckue auanu H.323

llanee HY>XHO BBCCTHU JIOTHH W MMAPOJIb U IIOCTABUTH IT'aJIOYKY B IIOJIC PCIKUM pa6OTBI.

JInHug 1

PeMuM paGoThl:

H323: HacTponka nnHun

IMOKET COAEPHATE NAaTHHCKWE GYKBLI,
UMDPLI, NoaYEpkMBEaHuA. Jo 32

TNoruk: 9000
CMMOBOIOB.

Napons: | - & [nuHa napong 4o 32 CMMBEONos

Puc. 4.6.18 — Hactpoiixu inaun H.323
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[Ipu HEoO6x0MMMOCTH U3MEHHUTE O0LIe HACTPOUKH MapaMeTPOB JINHUU.

OB6Lume HacTporkn napaMmeTpoB NMUHUU -

MeToa nepeaa4yn curHanos DTMF

[N BAND — BHYTPUNONOCHO, B PEYEBbLIX
naketax RTP

RFC2833 — cormacHo pekoMeHAaLIMH
RFC2833 B Ka4eCTBE BuIJSNEHHOR
HAarpy3kM B pedessix naketax RTP
SIP-INFO - BHenonocHo. Mo npoTokony SIP
MCMoNb3YTCA coobwerna INFQ, npu 3ToM
BMA Nepefasacmblx cMrdanos DTMF Gyget
3ABWCETL OT THNA pacwupeHua MIME

DTMF methed: IN BAND v

YKA3BIBAETCA BPEMA NAKETHIAUWK, TE.
KOMWUECTBO MUIMHCEKYHI (MC) PEYM,

Packet Interval: 20 nepenaBacMelX B OOHOM PEYEBOM NaKeTe
npotokona RTR

HWcnonezoBate '# gnA
BEICTpOro HaGopa:

OObeauHEHWE B MPYNNY, HyMepau9a rpynn
Group FXS: -1 Ha4yWHaeTCA C 0, -1 NUMHWA HE B rpynne

Puc. 4.6.18 — Ob1ue Hactpoiiku napameTpoB jauaun H.323

4.7 Briuaaka «Adonenrckue JuHuu (POTS)»

Bo Briaake «O0mue» opraHu30BaHa BO3MOKXHOCTh OBICTPOTO BKJIFOUCHHS/BBIKITIOUCHHS JIMHUH.
Takoke cymiecTByeT BO3MOXHOCTh OJJHOBPEMEHHOTO BKJIFOUEHUS/BBIKIIIOUEHUSI BCEX JIMHUH (KHOIKA

«Bp1menuts Bce J'II/IHI/II/I»)

4.7.1 Ilnan HaGopa, nepexsBar BbI30BOB, I'PYNIbI BbI30BOB.

Co3nanue niana HaOopa (Puc. 4.7.1) ocymiecTBiasieTcst COMIaCHO CIAEAYIOMINX YKa3aHHMA:

x - udpa ot 0 10 9;

| - paznenutens B dial-plan;

# - 3HaK pelIeTKH;

* - 3HaK 3BE3/bI,

.T - nanee HeorpaHUUYEHHBIN BBOJI C OXKUIAHNUEM TaliMayTa;

[] - mepeuncnenue, Tonbko 1 1 nudpsl.

Ecmm 6yner xxx.T - pa3pemensl Homepa oT 4 cuMBojoB M Bbime. Eciu Sxx.T - pasperneHs
HOMepa OT 4 CHMBOJIOB M BbIIIe, HaunHaromuecs ¢ uudpsl 5. Eciu Oyner [1-3]XXXXX - pa3pelieHsl
HOMepa HaunHaromuecs Ha 1 2 u 3 ¢ mmHHON HOoMepa 6 3HakoB. Ecnu Oyner nabpano 10002 -
BBI30B HE MOizeT, T.K. 5 3HakoB B HOMepe. 10000023 - BbI30B HE MOWJET, T.K. HAOpaHO 7 3HAKOB B

HOMeEpe.
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[Tpumep nuanmiana:

([1-3]xxxxx|[5-6]xxxxx|8.xT|9xxxxx|01|02|03|04|0xx|112)-3BoHKM Ha 6-3Ha4HBIE HOMEpA,

HOMEpa, HaYMHAIoImMecs Ha 4 BbIpe3aHbl, 3BOHKM Ha 8 HE OrpaHMYCHBI MO0 HAOOPY M OTIEIHHO

cnenciaykonl. Ecnmu HeoOXoguma akTHUBAIMs CTApTKOIOB, KOTOPbIE HAUYMHAKOTCSA C * wiam #, TO

JOITIOJIHUTECIIBHO Jy4duie IIpomnucarb

. THx.T|*#x.T nosryautest: ([ 1-3 ]xxxxx|[5-

6]xxxxx|8.xT|9xxxxx|01|02]03]04|0xx|112*x. T|#x. T|*#x.T).

Web unrepdeiic

[TnaH Habopa

Mnax HaGopa: (. TREX.T"X.T)

MNpaeuna HacTPOWKKW AWannnada
ONUCaHWe guannnada
¥X-Uuppaor0no9

| - pa3genuTeENs B JWannnaHe

# - 3HaK peLUeTkH

* - 3HAK 3Be30bl

Mpasuna HEICTDDHKH JuannnaHa

T - ganee HeoraHW4EHHBIA BBOO C OMOAHHEM Taﬁmawa

[] - NEPEYUCTIEHWHE, TOMBKD ANA 1 UMDpLI

Ecnu Gyoet x0T - paspelledsl HOMepa 0T 4 CUMEBONOB W Bblle. EcnK 3xx.T - paspelleHbl HOMepa oT 4
CMMBOIMNOB W BbILIE, HAYMHAIWWMECR C UHdpsl 5. Ecnu GyaeT [1-3]000: - paspelleHsl HOMepa Ha4vuHaLWUecs
Ha 12 13 C ANWMHHOM HOMEPa 6 3HaKos. Ecnu OyaeT HabpaHo 10002 - BeIZ0B HE NOWAET, T.K. 5 3HAKOS B HOMEPE.
10000023 - BLI308 HE NOAAET, TK HAOpaHO 7 3HAKOB B HOMEpE.

Mpumep guannnaHa:

([ 3]0 | [ S-6 ] 8x. T 90| 0102 03] 04]0xx| 112)

3BOHKM Ha 5 3HA4YHBIE HOMEPA, HOMEDA , HaYWHaHLWKWECA Ha 4 BblpE3aHbl, 3BOHKA Ha 8 He OrpaHWYeHBl NO
HEI@OD‘}I' A OTAENBHO CI'IEL[CJ'I‘;."}HEZ_JI:\I. Ecnu HeoOxoguma dkTHEAQUWA CTapTROOOB -, KOTOPblE HAYWHAKTCA C * MNK #
TO JONONHWATENBHO NyHLWE NPONKCATE *K.T|#K.T|*#)!.T NONYYUTCA:

([1-3 oo [5-6]xxxxx]|8x. T|9x000x| 01]02]03]04]0xx| 112]X. TIEX. T"#x.T)

Puc. 4.7.1 — Ilnan HaGopa

CLI unTtepdeiic

Tabmuna 4.7.2 - Komagasr CLI

Komanna

Pe3ynprar

config common dialplan set <dialplan>

YcTaHOBUTE OHAJIIIaH

config common dialplan show

IToka3aTh TCKYIIUC HaCTpOﬁKH JUalIjiaHa

4.7.2 TalimayTbl

Web unrepdeiic

[Tapametpsl TaiimaytoB (Timeout) (Puc. 4.7.3) (Tabn. 4.7.4).
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TanvayTbl

Dialing: 30

Digits: 4
Blocking: 120

Howler Tone: 0

Waiting Answer: 800000

Bpema oxunganus Hatopa nepeon Ludpel
HOMEepa

Bpema oxungaHus Mexay Hatopom yudp

Bpema nocne kotoporo Tpydka
GNoKMpYeTCH, KOrAa He BhiNonHaeTcs
HMKAKMX OefCTEHIA, a TpyOKa HaxoauTCR B
NOAHATOM COCTORHWH

Twun ryoka

Bpema cMOaHWA OTBETa OT a00HEHTA

Puc. 4.7.3 — TaitmayTs1 (Timeout)

Tabnuua 4.7.4 - TaitmayTsl (Timeout)

[Tone 3Ha4yeHue

Dialing Bpewms oxxuganust Habopa nepBoi U@ pe HOMEpa

Digits Bpewms oxxunanust mexay Habopom mudp

Blocking Bpewmsi, mocie kotoporo, TpyOka OIOKUpyeTcsi, KOT/la He BBIMOIHICTCS HUKAKUX
JICHCTBUH, a TpyOKa HAXOIUTCS B IMTOJHATOM COCTOSIHUU

Howler Tone Bpewmst rerepanus curnaia HeTmoJIOKEHHOH TPyOKH

Waiting Answer Bpewmst oxxuanus oTBeTa OT aOOHEHTa

[To ymomyanuro mapamerp Howler Tone ycranoBimeno «0» (Her reHepepamwm curHama). [lpu

YCTaHOBJICHUM HEOOXOJUMOTO BPEMEHM TI€HEpallud CUTHaja HEIMOJIOKEHHOW TpyOku, Oyaer

Cpa6aTBIBaTL IUKIAYECKHAM ajir OPHUTM IIpU HEIOJ0KEHHOM pr61<e:

1. nnuHHBIT TyI0K — AnuTenbHOoCTh 30 .

2. KOPOTKUEC I'YAKU — NIIUTCIIBHOCTD 2 MHHYTHI,

3. 0COOBIil cUrHaI — 3aMaHHast JINTEIbHOCTD.

CLI unTtepdeiic

Taommna 4.7.5 - Komanaer CLI

Komanna

Pesynbrar

config common timeout set dialing <value>

YcTaHOBUTBH BpeMs 0XKHUIaHUs Habopa nepBoil Lugpbl
HOMeEpa

config common timeout set digits <value>

VYcTaHOBUTH BpeMsl OKHMIaHUSI MEXTy HabopoM udp

config common timeout set blocking
<value>

YcTaHOBUTH BpeMsl, IIOCIIE KOTOPOTo TpyOka
OJOKMpPYETCsI, KOTIa HE BBITTOHICTCS HUKAKUX JICHCTBHM,
a TpyOKa HaXOAMTCS B TIOJHATOM COCTOSTHUM

config common timeout set waiting answer
<value>

YCcTaHOBUTH BpEMA OKUJaHUA OTBETA OT aboOHEHTa

config common timeout show

IToka3ars Tekympe napameTpsl
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4.7.3 Aoonentckue Junuu (POTS)

KonnuecTBO aOOHEHTCKUX JTMHUNA 3aBUCHT OT MOZEIIH YCTPOUCTBA.

Web unrepdeiic

Jloctyn K mapaMeTpaMm JIMHUKA BO3MOXKEH 4depe3 BKIaIku MeHo: «HacTtpoiika aGoHEHTCKHX
muanid (Configuration POTS)» (Puc. 4.7.6), «Abonentckue muaun (POTS)» — «1-18(19-36; 37-
54; 55-72)» (Puc. 4.7.7).

Hactpoika aBoHeHTCKIMX nvHWEA

FpynnoEmse HSCTPOMCH NUHWA

Puc. 4.7.6 — Hactpoiika abonenrckux nmuanii (Configuration POTS)

ADOHEeHTCKne NMMHUN

f— CocToAHMHE Homep wamn CocToRHME Homep Flash Group WHTepEan MeTog
NHHMK Termination Id TwinLine TwinLine Duration FXS5 NaKeTHIALMMK DTMF

1 enable 2000 disable - 500 -1 20 In band

2 enable 2001 disable - 300 -1 20 In band

Puc. 4.7.7 — Abonentckue uaun (POTS)

3eneHpIM 1IBETOM 0003HA4YCHBI aKTUBHBIC (BKItOUeHHBIC) nuHuU (Puc. 4.7.6) (Puc. 4.7.7). dns
nepexosa K HacTpOorWKaM JIMHUH KIIMKHHUTE IO TpeOyeMOol JIMHUU.

ITportoxkonr VoIP - SIP: Hacrpotika nmuamm (SIP Line Configuration) (Puc. 4.7.8) (Ta6m. 4.7.9).

JlnHmna 1

PeXuM paGoTel: 4

SIP: HacTpoiika nuHum

MOKET CONEpKaTk NATUHCKUE OYKBLI, LMDPSI,
Tornu: 9000 NoAYEPKNEaHIA. [0 32 CHMOBONOB.

[nuxa napona fo 64 CMMBONoB

Maponk: Maponk ®

Homep: 9000 TenedoHHbId HoMep. [InuHa Ao 32 CMMBONoB

OO6LWme HacTPOrKN NapamMeTpoB JIMHUN ~

[ononHuTenbHble HacTponkn ana SIP -

Puc. 4.7.8 — SIP: HacTpotika 1TuHUM
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Tabnuua 4.7.9 - SIP: Hactpoiika auHun

[Tone 3HavyeHue

Pexum pabotsr (Line status) BxtroueHne/BBIKITFOUCHUE TUHUT

Jlorun (SIP login) Moxer coZiepXKarh JATUHCKHE OyKBBI, uudpsl,
nonuépkuBanus. Jlo 32 cuMBOIJIOB

[Taposb (SIP password) JmmHa maposs 10 64 CHMBOJIOB

Homep (Number) Tenedonnsiii HOMep. yinHA 10 32 CUMBOJIOB

SIP Twin Line: Hactpoiika cmapennoi nuaum (SIP Twin Line Configuration) (Puc. 4.7.10)

(Ta6m. 4.7.11). [Inst HACTPOMKHU CIIAPEHHBIX JIMHUH, YCTPONCTBO JOHKHO OBITH COOTBETCTBYIOIICH

Moaudukanuu. Cxemy MOAKIIOYEHUS KaOessi CMOTPU B IPUIIOKEHHUH 2.

SIP TwinLine: HacTpouka cnapeHHoW NMMHUK

Pexum paGoThl:

Norux:

Maponk: @

Homep:

MOXET Conep#are NaTMHCKKeE GYKELI, UMDPLI.
nog4epkMBaHuA. JnuHa Ao 32 CMMEBONOE.

ONWHa napona 4o 64 CMMBONOB

TenedoHHbIil HoMep ana TwinLine. OnuHa oo 32
CHMBONOE.

Puc. 4.7.10 —Hactpoiika cnapeHHOW JTUHUU

Tabnuua 4.7.11 - Hactpoiika ciapeHHOM JIMHUU

ITone 3Ha4yeHue

Pexum pabotsr (Twin Line status) BrxuroueHne/BBIKITIOUEHUE CTTAPEHHON JTMHUU

Jlorun (SIP login) JloruH, MoOXeT copepKaTb JIATUHCKUE OYyKBbI, LUQPHI,
OA4YEPKUBAHUSA

[Taposs (SIP password) [Tapons, myunHa 10 64 CUMBOJIOB

Howmep (Number) Tenedonnsiit Homep ans Twin Line

[TIporokon VoIP - H.248 (MEGACO):

Hactpoiika muann (H.248 (MEGACO) Line

Configuration) (Puc. 4.7.12). Unentudukarop (Termination ID) H.248(MEGACO) ucnonb3yercs

KakK COCTaBHas 4aCTb HOMCpPaA a0OHEHTA.
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JlnHma 1

PeXHM paGoTel:

H.248(MEGACO): HacTpoika nuHun

MaeHTuukaTop H.248(MEGACO). Mcnonk3yeTca
Termination ID: 0 KaK COCTaBHaA YacTe Termination ID.

Ob6LWme HacTporKN napameTpoB JINHUK ~

Puc. 4.7.12 — H.248(MEGACO): Hacrpoiika 1uH1H

FXO: Hacrtpoiika nuauu (Puc.4.7.13). B maHHBIX MONSIX yCTaHABJIMBAaETCS aJpec W KaHal

abonenTckoro nurmoza FXO.

PexuUM paboThl: &4

FXO: HacTtpoika nuHun

IP agpec: IP agpec Agpec aDOHEHTCKOM Wnte3a FXO

Kauan: 0 KaHkan aBoHEHTCKOTD WNKaEa FX0

O0BLmMe HaCcTpOWKN NnapamMeTpoB NUHUN ~

Puc. 4.7.13 -FXO: Hactpoiika JnHUN

O6mwme Hactpoiiku mapamerpoB juHUM (Puc. 4.7.14-15) (Tabmn. 4.7.16).
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OO6LWKre HacTPoMKK NapamMeTpPoOB NIUHNN «

DTMF method:

KeepAlive status:

KeepAlive method:

KeepAlive Interval:

Fax type:

Packet Interval:

Tariffing method:

Tariffing Interval:

Tariffing Period:

IN BAND

]

OPTIONS

30

G.711alu

20

Reversal line

Wcnonesoeate '# gnsa
BeICcTporo HaGopa:

Group FXS:

CLIR:

VAD:

CNG:

AEC:

AGC:

MeTog nepenadyu curdanos DTMF

IN BAND — BHYTPWUNONOCHO, B PEYEBbIX NakeTax RTP
RFC2833 — cormacHo pekomenjauun RFC2833 B
Ka4ECTBE BbAENEHHOA HArPY3kM B PE4EBLIX NaKeTax
RTP

SIP-INFO - eHenonocHo. Mo npotokeny SIP
MCMONL3YIOTCA COOOWEHMA INFO, NpK 3TOM BU
nepefasaemMblx curHanoe DTMF GygeT sasuceTb oT
TMNA paclmrperud MIME

OTNpaeka cooGLUEHWA ANA NOAAEPHKN CBA3N

MeTon, oTNPaskK COOOLLEHHA

MNHTEpBAN NOBTOPHOI OTNPABKK COOBLEHNI

Tun haKkcoe

G711a/l — UCNoNk30BaHWe Kodekos G.711a/lu anA
nepeaaqn dakca.

T38 — MCnonNb30BaHKE NpoToKoNa T.38 AnA nepenaqn
dakca

Mpw BeiGope G711a/uU NPOMCXOQUT ABTOMATHYECKHA
BbIGOp AOCTYNHOMD TUNa dakca

YKa3bIBAETCA BPEMA NAKETU3ALMM, T.e. KOMMYECTBO
MWUNIMUCEKYHA (MC) PEYN, NepenasaeMblX B 04HOM
peYeBoM nakeTe npoTokona RTP

[onycTHMbIe SHE4EHNA

5,10, 20, 30, 60, 90

PaboTa nopTa B pexuMe TaKkcodoHa

None —nopT paboTaeT 8 00bIMHOM pERUME
Reversal line — pesum TakcooHa
nepenonicoskoi. OCyWEeCTBNAETCA NEPENONOCoBKa
NONAPHOCTH MUTAHKA B NIWHKKA NPK OTBETE aboHeHTa
W BO3BpAT NOMAPHOCTM NpW oTOoE

12kHzZ pulse — pexiM TakcooHa Oes
nepenonicoBkk. MeHepaumMa TapM@HLIX MMMYNECOB
4acToTon 12 kHz

16kHz pulse — pexim TakcodoHa Des
nepencnicoBkk. MeHepauua TapMEHLIX MMTYNECOB
yacToTon 16kHz

WNHTEpBAN TAPUPHKALMK, B MUNNACEKYHOAX

Mepuon TAPUMUKALMM, B MUMNUCERYHIAX

QOBEAMHERWE B rYNNY, HyMEPaUMA rpynn
HayuHaeTca ¢ 0, -1 NHHUA He B rpynne

3anpeT MASHTHAMKALMA HOMEPA Bbl3bIBAKILLETO
a00oHEHTA.

OYHKUNA 0DHAPYKEHWE TONOCOBOM AKTUBHOCTH

OYHKUMA NOLAEPHKN TEHEPALIMK KOMMOPTHOMO WyMa

OYHKUWA NOAAEPHKM SXOKOMMNEHCALMK

ABTOMATHYECKUH KOHTpONb YCUNEHWA

Puc. 4.7.14 —O06mue HaCTPONUKH MapaMeTPOB JIMHUHU
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MmnynecHeIM Habop

Flash duration:

MeXUMAYNbCHBINA
WNHTEpBan:

MHTepean Mexgy
HamaTHem:

800

90

120

Yeunenwe/ocnabneHue curHana

Pexum paGoTel:

Gain receive:

Gain transmit:

Bytep pxutTepa

Delay Min:

Delay Max:

Delay Init:

Adaptation Period:

Deletion mode:

Deletion Threshold:

YepHbIf Crnncok

Bxoanwme:

Mpaewna AnNA BXOAALNX:

Mexoanume:

Mpaewna ANA UCXOAALMX:

]

]

50

200

10000

Soft mode

200

MpaBuna ana BXOOALLMX

Mpaeuna ana MCXoaALMX

OnNWTenbHOCTE opMupyemoro MMnynsca Flash,
NPUHUMAEET 3Ha4YeHuA ot 100 oo 800 mc

ONUTENBHCTE MMAYNBECA NPW MMNYNBCHOM Habope

(mc)

WHTepBan Mexay Hadopom UWgp npu MMNYNECHOM

HaBope (Mc)

YecuneHWe/ocnabneHWe curdana Ha npveme (0.1 ab)

YocuneHwe/ocnabneHWe curdana Ha nepegady (0,1

ab)

MUHUMANEHBIA Oydep MKUTTEpPa, MC. [JoNyCTHMbIE
3HaYeHuA oT 0 A0 200 MC, HO He GONee 3HaYEHHs
MaKkcMMansHoro Gydepa JHuTTepa

MakcuMansHblid Oybep oxuTTepa, M. JonycTuMele

3Ha4yeHua ot 0 go 200 mc

HayankHaA 3afepHka Gydep JHUTTepa.
OonycTUMEIE 3Ha4YeHKA oT 0 Ao 200 Mc

PeXuM oTOpackiBaHWA NAKETOB

Mopor HEMeANeHHOTo YAaNeHUs NakeToR, MC —
nepuMod BpEMEHU, NOCTE KOTOPOTO NPK MATKOM
pesMMe YAANAITCA BCE NaKeTl (DONyCTHMLIE
3HaYeHuA oT 0 A0 500, HO HE MEHEE 3HAYEHHA
MaKCUMAanNbHOTo Bydepa JHUTTepa)

MNMpUMEHHMTE K BXOOALLMM

MNMpUMEHHUTD K MCXOAALLMM

Puc. 4.7.15 —“O0u1ue HacTpoWKH mapaMeTpoB JTMHUU

AANTaLMOHHBIA NEPUOS, YNPAENAILLWA CKOPOCThID, C
KOTOpOM Gyep A#MTTEPa MOKET a0anTMPOBATLCH
BHMW3, KOTAA NMO3BOMAKT TEKYLME YCIIOBWA CETH.
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Tabnuma 4.7.16 -O61mue HacTPOWKK MapaMeTPOB JIMHUU

Tlomne

3HaueHne

OO0mre HaCTPOWKH MapaMeTPOB JTMHUHU

DTMF method

Meron nepenaun curHaioB DTMF: IN BAND — BHyTpuUMoJiOCHO, B
peueBbix nakerax RTP; RFC2833 — comtacHo pekomenaannu RFC2833
B Ka4€CTBE BBIJICIICHHON Harpy3ku B peueBbix nakerax RTP; SIP-INFO
— BHenosnocHO. [lo mporokony SIP ucnons3ytorcst coobmenust INFO,
npu 3ToM BHUJA nepenaBaembix curHanoB DTMEF Oyner 3aBuceth oT
tumna pacumpenuss MIME

KeepAlive

Bxmouenne \Boikirouenue Keep Alive. OrtmnpaBka cooOuieHud st
MOJIZICPKKHU CBA3H

KeepAlive method

Meton otripaBku coobienuit, mo ymomdanuo OPTIONS

KeepAlive Interval

WHTepBasl HOBTOPHOH OTIPABKU COOOIICHUI

Fax type

Tun ¢akcos: G711 — ucnonp3oBanue komeka G.711A mist mepenayu
dakca; T38 — ncronp3zoBanue nporokoia T.38 misg nepenaun akca

Packet Interval

VYKka3bIBaeTCs BpeMsl MaKeTU3AINH, T.€. KOJIUYECTBO MUJLTUCEKYH/ (MC)
peun, rmepeIaBacMbIX B OJTHOM PEYEBOM MakeTe npoTokona RTP
Honyctumsle 3nauenus: 5, 10, 20, 30, 60, 90

Tariffing method

PaGora mopra B pexume Takcopona: None — mopT paboTaer B
o0brgHOM  pekmme; Reversal line — pexum TakcopoHa ¢
NEePenoarOCOBKOM. OCYIIECTBISETCS TEPETNONIOCOBKA  MOJISPHOCTH
MUTaHUS B JIMHUU TPU OTBETE a0OHEHTa M BO3BpaT MOJSPHOCTU MPHU
ot0oe.

12kHz pulse — pexxum TakcodoHa 0e3 mepenoarocoBku. [eHeparus
TapupHBIX UMITYIIbCOB YacToToi 12 kHz.

16kHz pulse — pexum TakcodoHa Oe3 mepenomocoBku. ['eHepanus
Tapu(pHBIX UMITYJIbCOB yacToToi 16 kHz.

Tariffing Interval

WuTepBan Tapuduxanyuy, B MUILTUCEKYHIAX

Tariffing Period

[lepuon Tapudukanum, B MuWUIMCEeKyHAax. 3HaueHue «Tariffing
Period» nomxno ObiTh 6omnbiie «Tariffing Intervaly.

Hcnonb30BaTh «#» 11
obIcTporo Habopa

BxiroueHre/BBIKITFOUCHUE

Group FXS O0beauHeHue B TpymIy, Hymepanus rpynn HauuHaercs ¢ 0, -1 nuHug
HE B TpyIIIIE.

CLIR (AHTHAOH) [Tpu ycTaHoBKe He 0TOOpakaeTcs HOMEP BXOJSIIETO BHI30BA.

VAD @OyHKIMSA 00HAPY)KEHUS TOJI0COBOM aKTUBHOCTH

CNG OyHKIMS TOIACPKKH FreHepaluy KoM(popTHOro myma

AEC DyHKIUSA MOAJIEPKKH HXOKOMIIEHCALIUN

AGC ABTOMaTHYECKNN KOHTPOJIb YCHUJICHUS

NmnynscHbiit Habop (Pulse Dialing)

Flash duration

JnurensHOCTh (hopmupyemoro umnynbca Flash, mpunumaer 3HaueHus
ot 80 mo 1200 Mmc

MexuMITyJIbCHBIN
WHTEpBaJ

JmITenbHOCTh UMITYJIBCA TIPU UMITYJILCHOM Habope (Mc)

WNHrtepBan mexnay
Ha)KaTUeEM

WuTepBan mexy HabopoM 1udp npu UMIYyIbCHOM Habope (Mc)
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VYceunenue/ocnabnenune curnana (Gain)

Pexum pabotet (Mode)

BriroueHne/BbIKIIOUEHIE

Gain receive

Yeunenue/ocnabnenue curnana ua npueme (0,1 nb)

Gain transmit

Yeunenne/ocnabnenne curnana Ha nepenaqy (0,1 1b)

Bydep mxurrepa

Delay Min MuHumManeHbii Oydep mruTTepa, Mc. Jlomyctumeie 3HaueHus ot 0 10
200 mc, HO He Oosee 3HAYCHHSI MAKCUMaIbHOTO Oydepa JKUTTEpa

Delay Max MaxkcumanbHsblii Oydep mkurTepa, Mc. Jlomyctumeie 3Hauenus ot 0 10
200 mc

Delay Init Hauvanbnas 3agepxka Oydep mxuttepa. Jomyctumbie 3HadeHust ot 0
1o 200 mc

Adaptation Period A tanTallMOHHBIN TIEPHOJ] YIIPABIISIOIMINA CKOPOCTHIO, C KOTOpoi Oydep

JOKUTTEPA MOXKET aJalTUPOBAThCsl BHU3, KOTJA IMO3BOJSIOT TEKYIIHUE
YCIIOBUS CETU

Deletion mode

Pexxum oTOpachiBaHUs TAKETOB

Deletion Threasold

[Topor HeMemJICHHOTo yHajCHUs IAKETOB, MC — IEPHOJA BPEMCHH,
MOCIE KOTOPOTO TMPH MSITKOM PEXHME VIAISIOTCS BCE IAKEThI
(mommyctumbie 3HaueHuss or 0 go 500, HO He MeHee 3HaYCHUS
MakcuMalbHOro Oydepa JKUTTEpa)

YepHblil CrICOK

[IpaBuna miis BXoasumx

[IpaBuiia TPONUCHIBAIOTCS AHAJIOTMYHO YKa3aHUM 10 CO3JaHUI0

[IpaBuna 11 HCXOAAIIMX

npaBuiI Habopa cM. 11. 4.7.1

Hononuutensubie yeayru SIP (for SIP Additional service functions) (Puc. 4.7.17) (Ta6mn. 4.7.18).

[lononHuTenbHble HacTpokn gna SIP -

Call transfer:

3 way conference:

Cepeep 3PTY:

Call waiting:

Ring Back:

DnD:

MWI:

NokaneHbIA BHYTPEHHWUIA
HOMep:

enable - Mepeagpecaumn BeI0Ea

TPEXCTOPOHHAR KOHDEPEHUMA — yenyra,

] ofecneyreaLEaa BO3MOKHOCTE OAHOBREMEHHOIO

TeneoHHoro o0WEHHA TpeX AD0OHEHTOB

CEepBep TPEXCTOPOHHEN KOHMEPEHUMM

¥enyra no3sonAeT Nonb30BaTENK NPW 33HATOCTH €70
TeneoHHbIM PasroBOpoM C NOMOLL LD

] ONPEAENEHHOND CUrHana nony4uTe ONOBELLEHWE O

HOBOM BXOOALLEM BbISOEE

MNocne nepeHanpaBnNeHWA 3B0HKA, 3BOHOK BEPHETCA

= 0BPATHO - KOraa Opyroi aGOHEHT 3aBEpLUMT AUanor u

NONOKUT TPYGKY

Yenyra 'He 6ecnokouT'. Ha BCe BXOAALLME BIOHKK

. BGyAeT oTNpaBnNATCA OTBET 'ADOHEHT 3aHAT(Kog 486)

CPeqCcTeamK CamMoro Wnosa

0 Yenyra Monocosan noyta

ByAeT UCNONb30BATLCA ANA 3BOHKOB BHYTPW LUMD3a

[+
5000 Npu1 NOTEPE CEAZN C CEPBEPOM

Puc. 4.7.17 — JononuurenbHsie ycayru SIP
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WcnonezoBaTe
NepcoHankHeIi NNaH O
HaBopa:

MnaH HaBopa:

NaeT BO3MOKHOCTE NONL30BATENH NOAKMKYNUTE

TNokankHeli Nnepeeo O .
yenyry.

EbIZ0Ba NPH HEOTBETE!

CTaTyc nokaneHoro
nepeeofa Ebl:0Ba NpPH
HEOTEBETE Ha NMUHWK:

BKMOYEHHE/BBIKMIOYEHHE YCNYTH Y NONb30BATENA.

NaeT BO3MOKHOCTE NONL30BATENH NOAKMKYNUTE

NoKankeHelA 6e3yCnNoEHLIA 0 -
yenyry.

nepeeocq EbI3OEA:

CTaTyc NoKankHoro
GesycrnoBHeIl NepeEoda
EbI20Ba Ha NUHWUK:

BKMOYEHHE/BBIKMIOYEHHE YCNYTH Y NONb30BATENA.

NaeT BO3MOKHOCTE NONL30BATENH NOAKMKYNUTE

TNokankHeli Nnepeeo O .
yenyry.

Ebl30Ba NPH 3aHATOCTH:

CTaTyc nokaneHoro
nepeeofa Ebl:0Ba NpPH
3aHATOCTH Ha NHHWK:

BKMOYEHHE/BBIKMIOYEHHE YCNYTH Y NONb30BATENA.

Homep Ans nokaneHoro 1702
nepeeoga:

Mpuém curHana 183 ¢ SDP. Ecnu BKMKOYEH TO Npu
NpUEME HECKONBKMX CHIHanoB 183 ¢ SDP B TpyGky

Early media: ] -
WOYT rYOKW, MHa4e WIET COOBLIEHNE OT OnepaTopa.

Puc. 4.7.17 — JononuurensHsle ycayru SIP

Tabnuua 4.7.18 -Jlononuutenbubie yeayru SIP

Ilone 3HaueHne
Call Transfer BxuroueHmne/BeIKITIOUEHHE TIepeaipecaliui BbI30Ba
3 way conference BxroueHne/BBIKIIIOUEHHE yCIYTH TPEXCTOPOHHEH KOH(EpEeHIINH,

obecreunBaroIIel BO3MOXKHOCTh OJHOBPEMEHHOTO Tele(OHHOTO
o011eHus Tpex abOHEHTOB

Cepsep 3PTY (Server 3PTY) | Cepep TpexcTopoHHEH KOHPEpPEHINN

Call waiting BxtoueHne/BoIkiitoueHIE YCIyTH, KOTOpas MO3BOJISIET
MOJTE30BATENI0 MPHU 3aHATOCTH €ro Tele(OHHBIM Pa3rOBOPOM, C
MOMOIIBIO  OMNPEJEICHHOTO0 CHTHajla TMOJYYUTh OMNOBEIIEHHE O
HOBOM BXOJIAILIEM BbI30BE

Ring Back Bxmouenune/seikimouenne  yciayru.  Ilocrne  mepeHampaBiieHus
3BOHKA, 3BOHOK BEpHETCS OOpaTHO - KOTJa Jpyrol abOHEHT
3aBEpUINT JUAJIOT U MOJOKUT TPYOKy

DnD Bxouenne/BeikimoueHue ycayru. Yeayra 'He 6ecniokouts'. Ha Bce
BXOJIAIIUE 3BOHKH Oy/eT OTIPaBIATHCS OTBET 'AOOHEHT 3aHSAT'(KOI
486) cpencTBaMu camoro Iuio3a

MWI BxittoueHue/BBIKITIOUEHHE YCITYTH «TOJI0COBAst TOUYTa»
JlokasbHBIN BHYTPEHHUN JlokanbHbld HOMep OyIeT HCIONb30BaThCsl I  KOMMYTalluu
HOMED a0OHEHTOB BHYTpPHU IILII03a IIPU IOTEPE OCHOBHOIO CO(TCBHYA.

[Tone ucnonb3yercs MpU peXKMMa NEPEKIIIOYEHHS] Ha JOKAJIbHYIO

PBX (cM. pexoMeHaaImm)
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Hcnonb3oBaTh nepcoHanbHblil | BritoueHne/BhIKIIIOUEHHE — TIEPCOHANILHOTO — IlaHa  Habopa ¢
1aH Habopa JTATBHEHUIIUM €T0 BBOJOM B COOTBETCTBYIOIIIEM OKHE.

Local call trancfer BrmroueHne/BBIKITFOUEHUE TOKAIBHOTO MEPEBO/IA U €TI0 aKTHUBAITHS.
Number for local transfe Homep nmst TokanpHOTO TIepeBojia

[Tapamerpsr SIP nns mumuBumyanpHoi aBTopu3anuu (for SIP Port Autorization) (Puc. 4.7.19).

3anaiite IP anpec SIP cepBepa 11t MHAUBUIyaJIbBHOW aBTOPU3AIUY.

MapaMeTpbl ANS MHAMBWIYANLHOR aBTopr3auUMa no SIP

T : 192.168.1.2 IP-agpec SIP cepeepa

Puc. 4.7.19 — Ilapametps! SIP 115 MHAMBUTyallbHOM aBTOpU3ALIUN

Jlia rpynnoBoi HAcTpoKW mepeiaute mo BkiIajake «lpynmoBble HacTpoWku JmHuUM» (Puc.
4.7.20) (Tabn. 4.7.21). I'pynnoBble HACTPOUKH IMO3BOJISIFOT M3MEHUTH MapaMeTPbl BCEX JIMHUN
OAHOBpEeMEHHO. UTOObI OCTaBUTh MapaMeTphbl KaHAIOB 0€3 U3MEHEHHUH - OCTaBbTE MOJISI MIyCTHIMU.
YroObl U3MEHUTH MapaMeTphl - 3aN0IHUTE 1ol HekoTopble mapameTpsl MOTyT (hOpMUpPOBATHCS U3
HecKoJIbKUX 3HaueHul (HauanbHoe 3HaYeHMe + HHKPEMEHT + 3Hau€HUE OKOHYAHUS).

[pynnoBble HACTPOMNKK NTUHIA

TpyNNoBkE HACTPOHKA NOSEONAKT HIMEHMTL NAPAMETE! ECEX NWHIA OIHOSPEMEHHO. YT0DkI OCTABWTE NAPaMeT LI K3HaN0B Ges
M3MEHEHWA - OCTABLTE NN NYCToIMK. HT0SH MSMEHHTD NAPAMETPE - 3aN0MHWTE NONA. HEKOTOPBIE NAPaMETDE MOTYT OPMUPOBATHCA
U3 HECKOMEKMX SHAYEHHI (HAUANBHOS SHAYEHNE + MHKPEMEHT + SHAYSHUE OKOHUIHUS).

BB8MTe CIMCOK KaHANOE, K KOTopEM GyayT

NPHMEHATECA PYNNOELIS HACTPOMAKK YEpEs
[Manason kKaHanos: [ManasoH k3HaNoe pasgenureni ' n

Mpunep: 1-10.13,24-26

Pesxum padoTh Don't change v

SIP: HacTpoika NMHUK -

TNorMH MOXET COOEP#ETh NATHHCKNE SyKER, Ldphl
NOAYEPKMBAHMR.

NomH start: Tlorwn start
R M foerermen Normd kanana 1: 0
TNomwx increment: Tony crement

Norun kanana 2; 1

TlormH end: Toru end TNorux kawana 3: 2

Moo start OnwHa napons go 64 cMMECnos.

Naponk start:
Mapone kawana 1: 0
Napone increment: Maponk increment Mapone kanana 2: 1
. Mapone kawana 3: 2
Napone end: apant end
TenedoHHbIiA Houme:
Homep start: Howmep start p

Homep kanana 1: 0

Homep increment: Howep increment Homep kanana 2: 1

Homep kanana 3: 2
Homep end:

OBLmre HAacCTPOMKN NAapaMeTPoB JIMHUKW ~

HononHuTeneHble HacTporkn ans SIP -

Puc. 4.7.20 — I'pyninoBbie HaCTPONKH JTMHUM
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Tabnuma 4.7.21 - I'pynnoBele HACTPOHKHU JIMHUH

TTone

3Hauenue

OO61ure HaCTPOIKK mapaMeTpOB JTUHUH

JInara3oH KaHaJIOB

BBenure cnucok KaHaloOB, K KOTOPBIM OyIyT INPUMEHSTHCS TIPYIIIOBBIE

"

HacCTpoOMKHU yepe3 pazaenurenu '-' u','.
npumep: 1-10,13,24-26

Pexxum paboThl

Don’t Charge/Enable/Disable

SIP: HacTtpoiika nuHumn

Jlorun JloruH MOXXET collepKaTh JIATHHCKHAE OyKBBI, IU(PHI, MTOTIEPKUBAHHSL.
[Taponb Jnuna naposst 10 64 CHMBOJIOB.
Howmep Tenedounslii HOMED.

I'pyrmoBeie HacTpoiiku npoduieit (Puc. 4.7.20). I'pyrnmoBbie HACTPOWKHU MO3BOJISIOT H3MEHUTH

mapaMETphbl BCCX JIMHHI OAHOBPEMCHHO. YToOBl OCTAaBUTH ImapaMETphbl KaHAJIOB 0e3 U3MeHEeHHul -

OCTaBbTC MOJIA ITYCTBIMH.

Hacrtpoiiku npoduieil mnpenHazHauyeHbl I MPOABHHYTHIX IOJB30BATENICH, PEKOMEHIYETCS

OCTaBUTb 3HAYCHUS 11O YMOJIYAHUIO.

[pynnoBLie HAaCTPONKKU Npodunen

MpyNNoBsLIE HACTRORKK NOSBOMRICT MIMEHHTE NAPAMETDE! BCEX TIAHMI OOHOBEPEMEHHD.
HToDbl OCTEEMTE NAPAMETPLI KEBHAN0E $83 MSMEHEHWA - OCTABETE NONA My CTHIMA

Range of channels:

[wanasoH kaHanocs

Mpodunb 3BOHKA

Standart profile - cTangapTHLA Npodne
User profile - HACTPAWBAEMEIR NONB30BATENECKHA

NMpodwns: Don't change v

npodmnb
Mpothune DC

Standart profile - cTakaapTHBIA Mpodne
Mpodwnes: Don't change w User profile - HACTPaWBEAEMEIN NOME30EATENLCHHIA

NpOEHNE

INpMeHnT:

Puc. 4.7.20 — I'pynmoBbie HACTpONKH mpoduiei

Hactpoiika rpynn Bxoasmux 3BoHKOB (Puc. 4.7.21) B maHHOM MOAMEHIO MOXHO HAaCTPOUTH

BBI3OBEI B I'PYIIIIOBOM PEKUME!

AllGroupCall (curnan BeI30Ba ofaeTcs Ha BCE OPThI OJHOBPEMEHHO);

SerialCall (komuuecTBO MOPTOB, HA KOTOPHIE MOJAETCS BBHI3BIBHOM CUTHAJ, YBEJIHMYMBAETCAd Ha

OJTUH);

CyclicCall: (curnan BbI30Ba HUKIMYECKH IMOJAETCS MO OYEepeAM Ha KaXKJblil MOpT B TpyIIe).

Bcero MoxxHO BbIOpaTh OIMH THIA BBI30B HA rpynmy u3 Tpex. Cmorpure puc. 4.7.1. Bei3oBbl OyayT
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MOCTyNaTh Ha HACTPOEHHYIO IPYIIy MepexBara (cMoTpuTe najnee «[ pymnmsl mepexnBaray).

HacTpoitka rpynn BxoasLuX 3BOHKOB

Tun BXodsLLEro 3BOHKA

CHrHan Bbi308a NOAAETCA Ha BCE NOPTHI
AllGroupcall: 0 OfHDBPEMEHHO

KonwyecTso NopTos, Ha KoTopsie nodaeTca
SerialCall: ] BbI3bIBHOW CHIHanN, YBENWYHBAETCA Ha OOWH

CWrHan Bbi30Ba LMKTWYECKU NOAAETCA NO
CyclicCall: ] o4Yepenu Ha Kaxobif NopT 8 rpynne

Puc. 4.7.21 — HacTpolika rpynn BXOIsILIHUX 3BOHKOB

I'pymmer nepexsata (Puc. 4.7.22). JInst Toro 4ToObl a0OHEHT MMEN BO3MOXHOCTH MEPEXBATHTh
BXOJISIIIIAN BBI3OB, TIOCTYMAIOUIMIA HA JAPYrod MOPT (JIMHHIO), MOPTHI TOJDKHBI COCTOSITH B OIHOU
rpymnme mnepexsara. HacTpoiika rpymm mepexBara MO3BOJISCT OOBENCHHTh JHHHUU 10 TPYIIIaM.
I'pynmel TOMKHBI OBITH 0003HAYCHBI LEIBIM YUCIOM. J[JIs1 3TOr0 HEOOXOIMMO HAIPOTHB BBECTH B
cronbeny «Group FXS» (manmpumep 1/2/3/ u ta.). [lo ymom4aHuio Kaxkjas JTUHUS HE COCTOUT B
rpymnme nepexsarta (3HaueHue crtojibua -1). Ipynmbel mepexBaTa MPUMEHSIOTCS W JIJIsl HACTPOWKHU
BbI30B Ha rpymmy. Hactpoiika curnana Bei3oBa (Tun rpymnmbsl) ¥ Kozja mepexBaTa MpOU3BOANIACH

paHee B Bkiajike «Hactpoiika rpynin BXOASIIMX 3BOHKOBY.

HacTtpolika rpynn nepexeara

TuHuA COCTORHME NMHUU Homep Tornu Group FXS
1 enable 100 100 E |
2 enable 200 200 E |
3 enable 300 300 E |
4 disable 9003 9003 |2 |
5 disable 9004 9004 B |
6 disable 9005 9005 E |
7 disable 9006 9006 |3 |
8 disable 9007 9007 E |
9 disable 9008 9008 [4 |

10 disable 9009 9009 -1 |

11 disable 9010 9010 E |

12 disable 9011 9011 E |

Puc. 4.7.22 — Hactpoiika rpynn nepexsara
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I'pyrmier Bxogsimmx 3BoHKOB (Puc. 4.7.23). Hactpoiika rpymm BXOIAIIUX/UCXOASIINX 3BOHKOB
MO3BOJISIET 00BEICHUTh JTMHUU IO TpynmnaM. [pynmbl T0MKHBI ObITh 0003HAYEHBI HEIBIM YUCIIOM.
Jiis aToro HeoOxoauMO HampoTuB BBecTH B cronden «Group FXSy» (manpumep 1/2/3/ u tn.). o
YMOJYaHUIO KaXKJas JUHUS HE COCTOUT B TPYIE BXOASIIUX/MCXOASIIMX 3BOHKOB (3HAUYCHHUE
cronbua -1). ['pynmbl BXOOAIIMX/UCXOIAUIMX 3BOHKOB paboOTaloT coBMecTHO ¢ «BupryanbHoi
ydeTHOM 3amuchbio». C NOMOIIbIO BUPTYyaJbHOM YYETHOM 3allMCHM MOYKHO HAa3HAYUTh HECKOJIBKO
BHEIIIHUX HOMEPOB Ha OJIHY WJIM HECKOJbKO aOOHEHTCKUX JMHUH. To ecTh BCe BXOASIINX BBI3OBBI
Ha 3TU BUPTYyaJIbHbIE YUYETHBIC 3aMucU OyIyT MOAABATHCSA HA JIMHUH, COCTOSIIUX B OJHOM Ipymie
BXOJSAIIUX 3BOHKOB, a BCE HCXOISIIME BBI3OBHI Ha BHEIIHHE HOMepa OydyT HCXOOUTh OT
BUPTYQJIbHOM YYETHOM 3allMCH IIPUCBOCHHOW I'PYyIIIIE MCXOAAIIMX BbI30BOB. HacTpolika curaana
BbI30BA Ha TIPYyIIIbl BXOJAIIMX 3BOHKOB IIPOM3BOAMIIACh paHee B MeHI  «Hacrpoiika rpynn

BXOAAIIMX 3BOHKOB).

HaCTpOﬁKa rpynn BXxoadaLwmnx 3BOHKOB

TNIMHURA COCTORHME NUHUK Homep nNorux rpynna BXoARwWMX
1 enable 9000 9000 -1
2 enable 9001 9001 A
3 enable 9002 9002 [-1
4 enable 9003 9003 [-1
5 enable 9004 9004 A
6 enable 9005 9005 [-1
7 enable 9006 9006 -1
8 enable 9007 9007 A

Puc. 4.7.23 — Hactpolika rpynn BXOJAIINX 3BOHKOB

4.7.4 ToHaJdbLHBIE CUTHAJBI

Hactpoiika Tonanpabx curHanoB (Puc. 4.7.22). Ha nanHoi#l cTpaHuile BBl MOXKETE HACTPOUTH
aJbTepHATUBHBIE TOHAJIbHBIE CUTHAJIbl. 3HAYEHHE KAJECHIIMU JIJIsl KKJIOT0 CUTHAJNIA 33J]aeTCsl B BUJIE
MOCJIEZIOBATENbHOCTH  Tpex OnokoB. Kaxnpiii ONOK  COCTOMT U3  MOCIENOBATEIbHOCTH
YepeayIONUXCS YacTOT CHUTHAJIOB M3MEPSIEMBIX B Treprax M UIUTEIBPHOCTH HWMITYJbCA/Tay3bl B

"o

MIJIMCEKYHJIaX, pa3JejeHHbIX cCUMBOJIOM ";". MuHumanbeHas dactora - 100 I'u, MakcumanbHas -

5000 I'u. MunMManeHas JTUTENBHOCTR/TIay3a uMyibcea - 0, MakcuManbHast — S0000.
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HazeaHwe cWrHana

KageHuus

MyOoK 33HATO

| 425,425:350,350;425;425;350;350;425;425;350;250; ‘

MyaoK

| 425,425,0;0:425,425,0;0:425;425,0:0;

Mexoqawma rynok

| 425,425:1000:4000;425;425;1000;4000;425;425;1000;4000 ‘

BxoOAWwWid rygok no 2
MMHAM 1

| 425,425:200:5000;425;425;200;5000;425,425;200;5000 ‘

Belxon W3 KoHdepeHLMK
1

|950;950;330:0;1400;1400;330:D;‘IBCID;‘IBOD;SSOZ‘I 000 ‘

BxoOAWwMid rygok no 2
MMHKM 2

| 425,425200;5000;425;425;200;5000;425,425;200;5000 ‘

Bblxog W3 KoHdepeHUMK
2

|425;425;2t}[]:200:425;425;200:200:425;425;200:2DD ‘

Puc. 4.7.22 — Hactpolika TOHaJIbHBIX CUTHAJIOB

CLI nnrtepdeiic

Tabmuua 4.7.23 - Komauasr CLI

Komanna

Pesynsrar

config channels channel <1..72> echo cancellation buffer
<8/16/24/32/40/48/56/64/72/80/88/96/104/112/120/128>

YcranoBuTh pasmep Oydepa ans
3XOMOIaBICHUS

config channels channel all echo cancellation buffer
<8/16/24/32/40/48/56/64/72/80/88/96/104/112/120/128>

YcranoBuTh pazMep Oydepa s
9XOMOAABICHUS JJIs1 BCEX KaHAaJIOB

config channels channel <1..72> caller ID <type 1 or 2>

VYeranosuts Tui Caller ID

config channels channel <1..72> status <enable|disable>

BKITIOYUTE/BBIKITIOUUTE KaHAT

config channels channel <1..72> fxo <number>

Vnanute kanan FXO-nomep

config fxo channel <1..72> ip <ip-address>

Ycranosuts [Pagpec FXOnumosa

config fxo channel <1..72> fxofxs_channel <1..72>

VYeranoButh kanaia FXO-FXS

config fxo channel <1..72> show

ITokazate mapameTpsr FXO

config channels channel <1..72> twin status
<enable|disable>

BxIrounTs/BEIKITIOUNTE twinline

config channels channel <1..72> twin login <value>

VYeranoBUTH JIoTUH twinline

config channels channel <I.
<password>

.72> twin password

YcranoButh napois twinline

config channels channel <1..72> twin number <number>

YcranoButh HoMep twinline

config channels channel <I.

72> login <value>

YcTaHOBUTE JTOTHUH

config channels channel <I.

72> number <number>

YcranoBuTh HOMED TenedoHa Il KaHaTa

config channels channel <I.

.72> password <password>

YcTaHOBUTH apoJib

config channels channel <I.

72> dtmf

<inband/sip_info/rfc2833><enable/disable>

Yceranosuts T DTMF
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config channels channel all dtmf
<inband/sip_info/rfc2833><enable/disable>

VYeragoButh THOD DTMF 11 Bcex KaHainoB

config channels channel <I..
<enable/disable>

72> gain status

YCTaHOBUTH yCUIICHHE KaHaJIa

config channels channel all gain status <enable/disable>

YcTaHOBHTH YCHUJICHUEC BCCX KaHAJIOB

config channels channel all gain in <value>

YcTaHOBHTH BXOOHOC YCHUIICHUEC BCCX
KaHaJIOB

config channels channel all gain out <value>

YcTaHOBHUTH BBIXOJHOC YCHUJICHHUC BCCX
KaHaJIOB

config channels channel <I.

.72> gain in <value>

YCTaHOBUTH BXOJIHOE YCUJICHUE KaHAJIA

config channels channel <1.

.72> gain out <value>

YcTaHOBHTH BBIXOJHOC YCHUJICHHUC KaHalla

config channels channel <1.
address>

.72> sip server ip <ip-

YcranoBuTs ip aapec SIP cepepa nis
KaHasa

config channels channel <I.

.72> sip server port <port>

YeranoButs nopt a8 SIP cepsepa i
KaHaja

config channels channel <I.

.72> sip server mac <mac>

Yeranosute MAC SIP cepBepa st kaHana

config channels channel <I1.
<enable/disable>

.24> sip server status

BxroueHue/BoIKITIOUEHHUE Sip cepBepa s
KaHasa

config channels channel <I.
<ip-address>

72> sip add server <1..4> ip

YcTaHOBHUTH JONOTHUTENBHBIN ip afpec SIP
cepsepa JJId KaHajia

config channels channel <1..72> sip add server <1..4> YCTaHOBUTH JOMOIHUTENBHBIN TopT SIP
port <port> cepBepa i1 KaHaja

config channels channel <1..72> sip add server <1..4> VYcranosuth gononuutenbHEIE MAC SIP
mac <mac> cepBepa i1 KaHaia

config channels channel <1..72> sip add server <1..4> Brutouenue/Beikitouenue  local  proxy
local proxy <enable|disable> nononuauTensHoro (1-4) SIP ceprepa

config channels channel <1..72> sip add server <1..4> Bxrouenue/Boikmouenue  Outbound Proxy
outbound proxy <enable/disable> nononuauTensHoro (1-4) SIP ceprepa

config channels channel <1..72> sip add server <1..4> VYeranosuts [Pagpec nononuurensHoro (1-
proxy_ip <ip-address> 4)SIPcepBepa

config channels channel <1..72> sip add server <1..4> YcTaHOBUTH TOPT AONOIHUTENBHOTO (1-

proxy_port <port>

4)SIP cepsepa

config channels channel all flash duration <1..1000>

VYcTaHoBUTH JUIUTENBHOCTh uMItyibea flash
JUISL BCEX KaHaJIOB

config channels channel <I.
<1..1000>

72> flash duration

YCTaHOBUTH AIUTENLHOCTh HMITYJIbCa flash

config channels channel <I.

.72> termination_id <value>

YcranoBUTh termination id [t kaHana

config channels channel <I.

.72> show

[Toka3arp HacCTpoOMKH KaHasa

config channels channel <I.

72> packet_interval <value>

YcTaHOBHTH HWHTEPBAJI IMAKETU3allun

config channels channel <I.

.72> update

OOHOBUTH KOH(UTYpALIMIO KaHaIa

config channels channel <I.

72> fax <G.711/T.38>

YcranoButs npotokos FAX 1o ymonuanuto

config channels channel <I.
<enable|disable>

.72> tariffing status

BxirounTh paboTy mopra B pexume
Takco(oHa

config channels channel <I.

72> tariffing type

<reversal/12kHz/16kHz/none>

YcranoBuTh pexum padotsl. Reversal line —

pexuM TakcooHa C  IIEPEIOIIFOCOBKOM.
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OcyuiecTBisiercs MIEPETIONIOCOBKA
MOJIIPHOCTH TUTAHUS B JIMHUU TIPU OTBETE
aOOHEHTa M BO3BpaT MOJSPHOCTH MPH 0TOOE.
12kHz pulse — pexum Ttakcodona 0e3
MEPEnoIOCOBKH.  [eHepanust  TapupHBIX
UMITYJIbCOB yacToTor 12 kHz.

16kHz pulse — pexxum Takcodona 6e3
nepernotocoBku. [eneparus TapudHbIx
UMITYJIbCOB yacToTor 16 kHz.

config channels channel <1..72> tariffing interval
<value>

YcraHOBUTH UHTEPBA TapUpUKAINU, B
MUJUTUCEKYHaX

config channels channel <1..72> tariffing period <value>

YcraHoBuTh  miepuoa  TapupuUKalud, B
MUWUIHCEKyHAaX.  3HaueHue  «Tariffing
Period» momxkHO ObITH Oonbine «Tariffing
Intervaly.

config channels channel all impulse tone interval
<value>

YcraHOBUTH BEPXHIOIO rpaHuIly
mmtensHocTH umnynbca Flash (mc) mpm
MMITYJIbCHOM Habope Ui BCEX KaHAJIOB

config channels channel all impulse tone
interval beetwin_series <value>

YCTaHOBUTh ~ MaKCHUMaJlbHbIA  HMHTEPBAJ
MEeXIy HabopoM HUDp NP UMIYIHCHOM
Habope (MC) I BCeX KaHaJIOB

config channels channel <1..72> impulse tone interval
<value>

YcTaHOBUTH BEPXHIOIO rpaHuIly
mmrtensHocTH uMmnynbca Flash (mc) mpm
UMITYJILCHOM Habope

config channels channel <1..72> impulse tone
interval beetwin_series <value>

YCTaHOBUTh  MAaKCHUMaJlbHbIA  HMHTEPBAJ
MeXJ1y HabopoM LM} NpU HUMITYICHOM
Habope (Mc)

status channel all

ITokazath CTaTyC BCEX KaHAJIOB

status channel <1..72>

ITokazath CTaTyC OAHOT'O KaHaJla

status channel <1..72><1..72>

ITokazath CTaTyC Jualia3oHa KaHaJOB

config channels show active

IToka3ars akTUBHBIC KaHAIbI

config channels show <1..72><1..72>

ITokazatb HaCTpOﬁKH JAraria3doHa KaHaJlo0B

config channels show <channel>

[Toka3arp HaCTpOMKH KaHama

config channels channel <1..72> test

HpOBeCTI/I TECTUPOBAHUC

4.7.5 BupryajibHasi yueTHasi 3a1IMCh

s Bepeuit ¢ [1O naunnas ¢ 15.10 nosiBuiach HoBast pyHKIMS «BupTyanbHas yueTHast 3aluCh.

I[aHHaH (I)yHKI_II/ISI MO3BOJIACT HA3HAYUTHL OAWH HOMCP Ha HCO6XO,[[I/IMyIO TpyIiILy. HpI/I 9TOM BCC

3BOHKH C TPYIIBI Ha BHEIIHME HOMepa OyayT UJATH OT UMeHH «BupTyallbHOI yueTHOU 3amucu» , a

BHYTPEHHE 3BOHKU OyAyT MPOXOAUTH OT MHAWBHUIYAIbHBIX JIOKaIbHBIX HOMepoB (IIpuioxkenue 6)

Ha nuto3e. Bxoasiye ke 3BOHKHA OT BHEITHUX a0OHEHTOB 6yIIYT npoxXoauThb COTTIACHO HaCTpOﬁKaM

nyHkra 4.7.1. Bonee monpo6HO paccMOTpuM Jajee.

[TepBbiM marom OyzmeT CoO3MaHHWe BUPTYadbHOM yYeTHOW 3amucu. J[Jisi 3TOTO HYXHO OTKPBITh

JAaHHYIO BKJIAJKY U 100aBUTh 3anuck (Puc 4.7.22).
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BupTyanbHasg yyeTHasa 3anucb

BNIOHEHUE BUPTYANEHBIX YYETHBIX 3anHcei
BKNHOHYEHO: O

NoruH pynna Cratyc OedcTENA

4.7.23 Co3nanue «BupTyanbHOU y4EeTHOU 3aCH»
Jlanee He0OXOAMMO BBECTH JIOTHH U MApOJib, BHIOPATh HEOOXOAUMYIO TPYIMILY Ul BXOISAIIUX H
UCXOASAIIMX 3BOHKOB M 3amoiHuTh moiie KeepAlive Interval. Ilocie dero HaKMHUTE KHOIKY
«I[IpumenuTh». BBl BepHeTeCh Ha BKIIAIKY «BUpTyanpbHON yYETHOM 3aIMCchy MOCIE Yero MOCTaBbTe

rajJouKky «BKIIIOUNTEY» TakKe HaXXKMHTE ((HpI/IMeHI/ITI)» IIOTOM HaBCPXy COXpPAaHUTb U NPUMCHHUTD.

[Tocne ycnenHoi peructpanuu B 1oJie CTaryc J0JKHO NosaBUThes 3HaueHue 200.

BupTyanbHas y4yeTHas 3anvcb

[06aBnTb BUPTYanbHYH yYETHYH 3an1ch

Noruk: Horun
Naponk: Maponk ®
Tpynna EXoAAWMX: -1

Mpynna McXoaAwWwmnx: -1

OTnpaska cooBLEHHIt ANA NOAGEPHKIA
KeepAlive status: ] CBRIM

- MeTog oTnpaskK CooDLLEHHA

KeepAlive method:

VHTepBan NOBTOPHOI OTNPaBKM
KeepAlive Interval: 30 cooGLieHHit

4.7.24 Jlo6aBnenue «BupTtyaabHOW yueTHOM 3amucu»

4.7.6 Oco0bie 3BOHKH

st HacTpoiiku «Oco0oro Buja 3BOHKA» JUIs KOHKPETHOM JIMHUM WIIM JIMHUH 3aiiiuTe B MEHIO
«AOOHEHTCKUX JIMHUI» B moaMeHto «OcoObie 3BOHKU». 11 KaX10i TMHUM MOXHO BBIOpAaTh OTUH
u3 6 nmpoduneit 3BoHKa. Taxke HE0OXOOUMO MPOMHCATh MPaBWIIO (HACTpAaUBAETCS MO AHAJIOTUU
1aHa Habopa) M MOCTaBUTH Tajodky ¢ moineMm «Cratycy. [lanee Haxarsh «IIpuMeHUTH» U BBEPXY

OKHa «COXpaHI/ITB» n ((HpI/IMeHI/ITL».
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HacTporika ocobbiX 3BOHKOB

TMHKUA C'raTyc
1 OJ
2 O
3 O
4 O
5 O

Mpasuno

‘rule

‘rulr:

‘rule

‘rulr:

‘rule

4.7.25 Brirouenue «3BOHKOB 0CO00Or0 TUIAY

4.8 JlonosiHuTeIbHBIE BUABI 00cay:kuBanusi. IBO

Npotune

JlJig HacTpOMKM JTONOJIHUTEIBHBIX BUJOB OOCIyKHMBaHUA nepeiaure no Bkiaake «IBO» (Puc.

4.8.1) (Tabxn. 4.8.5). B 3ToM MEHIO MOXHO TTIOMEHSThH KOJbI aKTHBALMU U JI€aKTUBAIM ycayr (DnD,

Call waiting, Hotline, LCFU, LCFB, LCFT). HacTpouTh JOKaJbHYIO TEpeagpecauio MOXHO B

HACTPOWKaxX JIMHAHM WM C TOMOIIBI0 TeledoHa HCIONB3ysl KOIAbI akTHBanuu. MHpopmanuio 1o

MOAKIIIOYEHHbIM yciiyraM JIBO MokHO HaliTH B COOTBETCBYIOLIEH BKIagke B MeHI0 «Crarycy.

Jlnst Hactpoiiku «lopstueli muaumny nepeiaure no Bkiaaake «Hotline» (Puc. 4.8.2). [lns BKIroYeHHS

Ha JIJMHUN I[BO «Hotline» mocraBbTe raJIOuKy B OKOIIKE «CTaTyc» U IIPOIMUIINTC HOMCP B OKOIIKC

«Homep Tenedona nns 3BoHKay. Ilocne mogusTus TpyOku M mo ucredyeHuu Taiimayta Hotline

HauHeTcsl Habop Ha yKa3aHHBIA HOMED.

CepBK1CHLIe Koabl

He GecnokouTe:

OMmuaaHne BblsoBa:

Hotline:

BeaycnoBHas
nepeafpecaums Bei208a:

Mepeapgpecauyn BbIz0Ba
NpM 3aHATOCTH:

Nepeaapecayns skizoBa no
TaAmMepy:

TaAmayT:

80

43

Puc. 4.8.1 — CepBucHsble Koabl

VCTAHOBUTE KOJ AKTBALMM YCTYII, ECTIU XOTHTE
YToGbl OHA BBINONHANACL CPEACTEAMM LIN03A
Kop, fom«eH cofepxarh 2 cuMeona. *Xx# -
AKTHBALMA YENYTi, #XX# - NeakTHBaLMa yCnyru

Kop, fom«eH cofepxarh 2 cuMeona. *Xx# -
aKTHBALMA YENyrA, #XX# - NeakTHBaLMa yCmyri

Kopn gom«eH cofep#ath 2 cMBona. *XX*Homep
TeneoHa# - aKTUBaLNA yCnym, #XX# - eaKTBaLu’
yenyria

Kog akTuBaLmm Ge3ycnosHoi nepeanpecauyi
BbI30B3. Kof JomkeH cofepiark 2 cumeona. “XX# -
aKTHBALMA YCNyri, #XX# - NeakTHBaLMa yCyri

Koa akTHBaLWu Nepeanpecaumy B5i20ea npu
3aHATOCTH. KA AOMKEH CONEpKaTL 2 CHMBONA. “XX#
- AKTMBALA YCNYTH, #XX# - NeaKTUBALNR YCnyri

Kop akTUBALIM NEpeafpecalui sb308a No
Talimepy.Kof, AoMKeH coaep#aTs 2 CUMBONA. “XX# -
AKTHBALMA Yenyri, #XX# - neakTHsaLma ycmyru

TaiimayT Nepeajpecalyy Bbi3osa
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Hotline

NHWA  Homep TenedoHa CTaTyc HoMep TenedoHa ANA 3B0HKA TaiimayT Hotline (c)

1 9050 O 0

Puc. 4.8.2 — Hotline

Jlns HacTpoliku 3BOHKA B pexxuMe « Touka-Touka» nepeiaure no Bkiaaake «P2P» (Puc. 4.8.3). B
peKUME TOUYKa-TOYKa IMPOUCXOAUT BBI30B HA HOMEp yKa3aHHbIA B ctonbue «Homep Tenedona ans

3BOHKa» 10 YKa3aHHOMY HarpaBJIeHUIO (ip-aapecc).

3BOHKM P2P
CraTtyc: v
NnHKA Homep TenedroHa AnNA 3E0HKA HanpaeneHne(OnunoHaneHo)

Puc. 4.8.3 — P2P
Hna wnactpoiiku «Caller ID» moctaBere raynouky HamnpotuB mone CTaryc W NpONEIIUTe

HeoOxoaumbiii Homep B mose Caller ID  (Puc. 4.8.4).

Caller ID

Craryc: L4

NuHnA Caller ID

Puc. 4.8.4 — Caller ID

Tabnuua 4.8.5 -JlononaurensHbie yeayru SIP

ITome 3HaueHe

He 6ecnoxouts VYcTaHOBUTH KOJ aKTUBALMU YCIYTH, €CJIM XOTUTE, YTOOBI OHA
BBINOJIHSAIACH CPEICTBAMHU LITIO3A.
Kox nomxen comepxkarb 2 cumBona. *XX# - akTUBanus
yciyru, #XX# - neakTuBauus yciayru

OsxHujgaHue BBI30Ba Kon nomkeHn comepxkars 2 cuMBona. *XX# - akTuBanus
yeiyru, #XX# - neakTuBanus yciayru

Hotline Kon momxen comepkarb 2 cuMBoda. * XX*Homep Tenedonat -
aKTUBALUs YCIyTH, #XX# - 1eakTUBaLMsl YCIyTH

TaitmayT Hotline, ¢ TaiimayT nuis HotLine
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4.9 KomMmyTauusi NOpTOB

Web nnrepdeiic

Jlnst 6I0KMPOBaHUS MEPECHUIKH ITAaKETOB MEXy MOpTaMH, nepeiante no Bkiaake «Kommyramms

MOPTOB», CHUMHUTE TaJIOUKy B COOTBETCTBYIOIIEH stuelike (Puc. 4.9.1).

KommyTauma noptoB

WAN LAN SFPO SFP1 CPUOD CPU1
WAN v 7 % 7 v
LAN v % 7 %
SFPO % % %
SFP1 % 7
CPU0 %

CPU1

Puc. 4.9.5 — Kommyrarus noptoB

4.10 be3onacHocTts (Security), aBTopu3anus, MoJb30BaTeJIn. ..

Web unrepdeiic

Bxnaaka «Atopuzanus (Autorization)» (Puc. 4.10.1).

ABTOpU3aLMS

MpoToken gocTyna: | NONE v

TACACS+
RADIUS

MpUMEHHTB

Puc. 4.10.1 — Ilporokon noctyna

Radius — (Remote Authentication in Dial-In User Service) — mnpoTokon ajis peanusaiui,
ayTeHTU(HUKAIUY, aBTOPU3aLUHU U cOopa CBeIeHUI 00 UCIOIb30BaHHBIX pecypcax, pa3padoTaHHbII
JUIs TIepead CBEeIEHHM MeXAy LEeHTpalbHOM miardopmoil u o0opynoBaHHEM. DTOT MPOTOKOJ
NPUMEHSUICS s CHCTeMbl  TapU(pHUKAlMUM  HCIIOJIb30BAHHBIX  PECYpPCOB  KOHKPETHBIM

nonb3oBareneM/adonentoMm. Hacrpoiiku Radius (Puc. 4.10.2) (Ta6n. 4.10.4).
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ABTOpMN3aLNS

MpoTokon gocTyna: RADIUS w

Radius

PeXuM paboTel:

IF agpec: 1.1.1.1 Anpec Radius cepeepa
Mopr: 1645 Mopt anA paGotel ¢ Radius cepeepom
Maponk: & Mapons AnA AocTyna k RADIUS-cepeepy

Konu4ecTeo NonbiTok goctyna k RADIUS
cepeepy. ECNKW aBTOPW30BATLCA HA CEPBEpE
HE yOanock, TO 4OCTYN ANA YNpasneHua
YCTPOACTBOM DyOeT TONbKO Yepes
nokaneHbld COM-nopT

o

MonelTok gocTyna:

Puc. 4.10.2 — Ilpotokon noctymna Radius

TACACS+ (Terminal Access Controller Access Control System plus) — ceaHCOBBI TPOCTOM

MIPOTOKOII yrpasienus nocrynoM. Hacrpoiiku Tacacs+ (Puc. 4.10.3) (Ta6mx. 4.10.5).

ABTOpU3auns

MpoTokon gocTyna: TACACS+ v

TACACS

Pexum pasoTkl:

Cepeep: Cepsep Anpec TACACS cepsepa
MNapone: Maponk & Mapone AnA goctyna k TACACS-cepeepy
Cepeuc: Cepeuc

Puc. 4.10.3 — IIpotokon noctyna Tacacs+

Tabmn. 4.10.4 — TTapameTpst Radius

[Tone 3HaYeHUs

Pexum pabotst (Mode) BrxroueHue/BhIKITIOUEHUE

IP anpec (IP) Anpec Radius cepsepa

[Topt (Port) [Topt nst paboter ¢ Radius cepBepom
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[Taposns (Password)

[Tapons ns noctyna k RADIUS-cepsepy

ITonbITOK MOCTYMIA KonnuectBo

(Access Attempts)

IIOIIBITOK

noctyna k RADIUS  cepsepy.

ABTOPU30BATECA HA CEPBEPC HE yaalloCh, TO AOCTYII OJId YIIPABJIICHHA

YCTPOWCTBOM OYIIET TOJIBKO uepe3 JokanbHblii COM-tiopT

Ta6in. 4.10.5 — ITapamerpsl TACACS+

ITone

3HaueHU

Pexxum pabotsl (Mode) BxittoueHue/BhIKITIOUEHUE
Cepsep (Server) Anpec Radius ceppepa
[Taposs (Security) [Tapons mist noctyna k RADIUS-cepBepy

Cepauc (Service)

YCTaHOBUTH CEPBUC

CLI untepdeiic

Tabmuma 4.10.6 - Komauasr CLI

Komanna

Pesynbrar

config common radius <enable/disable>

Bxutrounts pagnyc cepsep

config common radius ip <ip-address>

YcranoBuTts ip anpec radius cepBepa

config common radius port <port>

YcranoButh nopt radius cepBepa

config common radius password <password>

YcranoBuTh naposb radius cepBepa

config common radius count_retries <value>

YcTaHOBUTH KOJIUYECTBO IIOBTOPOB

config common radius show

IToxa3ars HacCTpONKH

Bxnanka «ITons3oBarenu (Users)» (Puc. 4.10.7). Jlannas BkiIaaka npeaHa3HadeHa ams paboThl ¢

Ecnu

YUETHBIMHM 3alHUCSIMU ToJib30oBaresneld. CyllecTBYIOIIME I0JIb30BaTeId OTOOpaKaloTcs B BHUJE
TaOIMLbl. YIaJeHHe NOIb30BaTeNeH OCYIECTBIISETCS KHOIKON B, penaKTUpOBaHHE KHOTIKOM n,

MMPHUOCTAHOBJICHUC u, BO300HOBJICHHE u HpI/I HaXXaTu KHOIIKHU 7npuUoCmaHose/ieHusl MCHIACTCA

nosie craryc Ha lock (mpoucxoaut GI0KMpOBKA MOIb30BaTeNs ). s Toro 4roObl pa3doI0KUpOBAThH

Jlst

NnNpe€aHa3HauYCHa KJIaBUIIIA ((I[O6aBI/ITB MOJIB30BAaTCIIAD», HIPU HAXATUKU HA KOTOPYHO OTKPOCTCA

IMOJIB30BATECJII  HAXXMHUTC  KHOIIKY 60300H06GIIEHLE. CO34aHusd  HOBOI'O  IIOJIbB30BaTCIIA

BKJIQJIKa C BO3MOXKHOCTBIO JI00aBJICHHS TapaMeTpoB HOBOTo nojib3oBares (Puc. 4.10.8).

[lonb3oBaTenu

MonesoBaTenke fpynna Crartyc

w D00
v D00

JNofGaBuTe NONL30BATENA

Puc. 4.10.7 —-Bxnanxka «Ilons3zoBatenn (Users)»

OeicTBuA

0 root root

1 user user
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[JobaBnTb Nonb3oBartens

MMsA nonesoBarens:
Naponke: ®
MoBTopuTe Nnapone: @

Mpynna: User v

BT T

Puc. 4.10.8 —/lo6aBrneHue HOBOTO MMOJIB30BATEIS

Baumanue! I[Tonb30Baress «rooty HEIb3s VAAIUTD U 3a0J10KUPOBATh.

Buumanwme! Tlonp3oBaTell  TI'pYINBLI  «USEr» OTpaHMYSHBl B IpaBaxX PEIAKTHPOBAHHSA U

COXpaHCHHUA MMapaMCTPOB.

Bcero ectb cempb rpynmsl mosib3oBateneii: root, admin, admin_eth, admin_voip, user, user_eth,
user_voip. bonee moapoOHO Ka)1yro U3 TPYyII PACCMOTPHM JaJice.

[Tonp3oBarenb, cOCTOSANIMI B TPyIIE root, UMeeT MakCHUMaibHble NpuBWiIerdd. OH MOXET
CO3/1aBaTh HOBBIX MOJIb30BATEJICH, OJIOKHPOBATh U YAAIATH CYIIECTBYIONMX. TOJNBKO MOJIb30BATEIb
TPYIIITBI OOt MOYKET 33/1aBaTh HACTPONKHU CIOKHOCTHU maposisd. Tak jke eMy JTOCTYIHBI Bce (DYHKIIUU
TOJIOCOBOTO LT3,

[Tonw3oBarenp, cocrosmmii B rpymnmne admin, MMeeT IMIMPOKHE MPHUBHJICTUH. B ommumu ot
IIOJIB30BATEIA OO0t OH HE MOXKET CO31aBaTh U YAQAIATE HOBBIX MI0JIL30BAaTEIIEH COCTOAIINX B APYTHUX
rpyImnmax.

OTtnuuust mosk3oBarestst rpynibl admin_eth ot admin:

1. HE uMeeT BO3MOXXHOCTH BHOCUTHh M3MEHEHHS B BKJIQJIKH 1 HACTPOWKHU TelehOHUU
(Voip, abonenTckue nunuu, J[BO)

2. Nmeer noctyn k Biiagke beszomacHocTs™>>ABTopu3arus (BHIOOp TOCTyINa uepes
cepeBep Tacacs+, cepBep Radius, None)

OTtaunuus none3oBarens rpynisl admin_veip ot admin:

1. HE wuMeeT BO3MOXXHOCTH BHOCHTh W3MEHEHHWS B BKJIAQJIKH JUII CETEBBIX HACTPOEK
(Cetp, VLAN, Mapmpytuszanusi, SNMP, Syslog, TR-069, QOS, DNS, JIlunamuyeckuit
DNS, LLDP)

2. Her BO3MOXXHOCTM COpPOCHUTH CeTeBble HACTPOWKHM Ha 3aBOJACKYIO KOH(UTYpPALUIO

(Bkianka OOGcnyxuBaHue >>BoccTaHoBieHMe).
Ommure monbp30BaTeNsl TPyNmbl user oT admin B TOM YTO OH MOXET IMPOCMATpUBATh BCE
BKJIAJIKH JIOCTYITHBIE IOJIB30BATENSIM TPyIbl admin kpome Bkiiagku OOCIy)XKHBaHHE, HO HE MOXKET

BHOCHUTH KaKI/Ie-HI/I6y'IlB U3MCHCHHA B I(OH(I)I/II‘ ypauuro (HCI[OCTyHHBI KHOIIKHU HpI/IMCHI/ITB n
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COXPaHUTH).

OTanuue monb30BaTesst Tpynmsl user_eth oT user B TOM 4YTO OH MOXET MPOCMAaTpUBaTh BCE
Biagku kpome (Voip, abonentckue nuHuH, J[BO), Takke HE MOXKET BHOCHUTH Kakue-IHOO
M3MEHEeHUs B KOH(Urypamnuio (He1oCTynHbl KHONKU [I[pUMEHUTD U COXPAaHUTB ).

OTnuyne Mmosib30BaTelisl TPYIIBI User_voip OT user B TOM 4YTO OH MOXET MPOCMaTpHUBaTh BCE
BKiIagku Kpome (CeteBble HacTpoiiku, KommyTanus noproB u bezonacHOCTh), TakKe HE MOXKET
BHOCUTh KakKHe-HHOY/b W3MEHEHUs B KOH(HTyparuio (HEAOCTYNMHBI KHOMKH I[IpuMeHuTh u
COXPaHUTH).

JIrobo¥ monb3oBaTenel M3 TPYHI MOXET IOMEHSATh cebe Mapojb COMIaCHO HACTPOSHHOU

TIOJIUTHKE.
CLI untepdeiic
Tabnuua 4.10.9 - Komanast CLI

Komanpa Pesynprar

users add < admin / user / admin_eth / J106aBHTH HOBOTO MOJIH30BATENS B HY)KHOM TpyTITe

admin_voip / user_eth / user_voip >

<name>

users del <name> VYnanenue mosp30BaTes

users change password <name> W3menenue naposns

users show OtoOpaxkaeT TeKyIIHX MOJIb30BaTeIeH

Bxuaaka «bpanamaysp (Firewall)» otoOpaxkaer cymiecTByrolue paBuia cereBoi 3amutsl (Puc.

4.10.9). VYnmanenue TmpaBWI OCYIIECTBISETCS KHOIKOM B, IUIsi  100aBlieHUsT TpaBUiIa

npeaHa3Ha4YCHa KHOIIKa «Hogoe IIpaBHIIOY.

bpaHomayap

lNpaBuna ceTeBon 3alnThI

Tun MAC
NonuTHka Mpotokon MWHTepdgedc Agpeca MMopTsl Yoanute
Tpaduka anpec

1 input PaspewnTs all lo

2 input firewall.syn_flood tcp any
3 input firewall.input_rule all any
4 input firewall.input all any
5 output PaspelmTs all any

6 output firewall.output_rule all any

7 output firewall output all any

Puc. 4.10.9 — Bxnanka «bpanamayap (Firewall)»
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Ho6asnenue HoBoro npasmia (Add new Rule) (Puc. 4.10.10) (Ta6m. 4.10.11).

[obaBuTb HOBOE NpaBuno

Tun Tpadmka: Input
MonuTuka: PaspelunTs
MpoTokon: any
WHTepdpeiic: any

HayaneHeli IP-agpec:

KoHeuHblld IP-agpec:

HayankHelil NopT: 0
KOHeYHLI NopT: 0
MAC aapec:

THN TPAUKA, HA KOTODEIA
PACNpOCTPaHAETCA ASACTEME AAHHOM
npasuna.

3anaeT AeWCTBHE HAJA NAKETOM
(MponycTUTE/OTOPOCHTE)

3ajaeT NpoToKON NAaKeTa, K KOTOpPoMY
NPUMEHAETCA OaHHOE NPaBvNo.

CEeTeBOH UHTEPMENC MNK VAN K KOTOPOMY
NPUMEHEHO NPABHNO

Yr1obbl BLIDpaTE AUANA30H a0pecos
YKEKUTE Yepes CHMBON /" MACKY NOACETH,
Hanpumep, 192.168.16.0/24 wnun BEeouTe
"KoHeuHsll 1P agpec”.

MpM yKa3aHWK Macku napameTtp "KOHEeYHbIA
IP agpec" He Y4YMTHIBAETCA.

Y100k BHIQENWUTE OWENA30H NOPTOB
YKSHWUTE KONUYECTBO NOPTOB.

Puc. 4.10.10 —/lo6aBieHre HOBOTO MpaBUiIa

Tabnuua 4.10.11 - Jlo6aBneHre HOBOTO MpaBuiia

[Tone BosmoxHbIE KommenTapuit
3HauYEHUs
Tun Tpaduxa (Type) Input/Output Tun Tpaduka, Ha KOTOPBIA PACIPOCTPAHAETCS

JEHCTBUE TaHHOTO IpaBHJIA.

[TonuTuka (Target) ACCEPT/DROP [Tponyctuts/OTOpOCHTD, 3adaeT JeicTBHE
HaJT TAaKETOM

[Ipotokon (Protocol) UDM/TCP/ICMP 3ajaeT MPOTOKOJN TaKeTa, K KOTOpOMY
IpUMEHSIeTCs JaHHOE MPABUJIO.

Wntepoeiic (Interface) Any/lo/wan/lan 3aaeT ceTeBo NOPT ISl TOTO MpaBUiIa

Hauanensrit [P-aapec (Start
IP)

Koneunsrit [P-anpec (End IP)

UToOB!I BHIOpATh AMANa30H aJIPECOB YKAKHUTE
gyepe3 CUMBOI «/» MacKy MOJICETH, HalpuMep,
192.168.16.0/24 wnu BBenute «Koneunsrit 1P
anpec». llpm yka3aHWM MacKu Iapamerp

«Koneunsii IP anpec» He yunTeiBaeTcs.

HauanpHbiii mopt (Start port)

Koneunsrit mopt (End port)

YtoO0BI BBIACIIMTb AUAIIA30H IMOPTOB, YKAXKUTC

Ha4yaJbHbIA U KOHEYHBIN MOPT

MAC anapec

3amaiite koHkpeTHbIT MAC
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CLI unTepdeiic

Taomuna 4.10.12 - Komaunaer CLI

Komanma

Pezynprar

TTons30Barenu

profile manufacturer

YcranoBUTh TPOGUIIH MPOU3BOIUTEINS

profile save <file name>

CoxpaHuTth npopuiIb

profile load <file name>

3arpy3uTh npopuiib

profile del <file name>

VYrnanute npoduib

profile list

[Tokazarp criricok nmpodumnei

users add <admin/user><name>

Jlo6aBuTH TIOJIB30BATEIIS

users del <name>

VrnaauTth 1oJjb30BaTENs

users show

IToka3arh CynIeCTBYIOIIMX M10JIb30BATEIICH

users change

W3MeHUTh HACTPOUKH I10JIb30BATENS

bpanamaysp

config firewall clear

Ouunctuts npaBuna firewall

config firewall show

[Toka3ats mpaBuna firewall

config firewall save

Coxpanuth koH(purypanuto firewall

config firewall restore

BoccranoButs koH(purypanuto firewall

config firewall set <commands>

YcranoBuTh nipaBuia mis firewall

[Tpumepsixomann (config firewall set <commands>)

iptables -A INPUT -s 1.2.3.4 - DROP

brnokuposka ip-aapeca 1.2.3.4

iptables -A INPUT -s 192.168.0.0/24 -j DROP

bnokupoBka auarmasoHa ip aapecos

iptables -A INPUT -p tcp --dport 80 -j DROP

brokupoBka Bcex BXOASIINX MMAKETOB,
NpUXOASIIKX HA opT 80 1715 mMpoTOoKOIa tep

iptables -A INPUT -p tcp -s 1.2.3.4 --dport 80 -j
DROP

brnokupoBka Bcex BXOASAIINX MMAKETOB,
npuxoasmux Ha nmopt 80 ¢ ip aapeca 1.2.3.4 nus
MIpOTOKOJIA tCp

iptables -A OUTPUT -p tcp -d 69.171.224.0/19 -j
DROP

biiokupoBka ucxossiero aapeca

iptables -A INPUT -m mac --mac-source
00:0F:EA:91:04:08 -} DROP

bnoxuposka Bxonsiero Tpadpuka ¢ MAC aapeca
00:0F:EA:91:04:08

iptables -A INPUT -p tcp --destination-port 22 -m
mac --mac-source 00:0F:EA:91:04:07 -j ACCEPT

pazpemnts TosbKo A TCP port # 8080 ¢ mac
aapeca 00:0F:EA:91:04:07

iptables -A INPUT -p icmp --icmp-type echo-
request -j DROP

3anpetuts ICMP Ping 3anpocsl

iptables -A INPUT -s 192.168.1.0/24 -p icmp --
icmp-type echo-request -j ACCEPT

Pazpemuts ICMP Ping 3anpocs! amns
ONIPEAEIIEHHBIX CETEN

iptables -A INPUT -m state --state NEW -m tcp -p
tep --dport 7000:7010 -j ACCEPT

OTtkpsITh Auana3oH noptos 7000:7010

iptables -A INPUT -p tcp --destination-port 80 -m
iprange --src-range 192.168.1.100-192.168.1.200 -j
ACCEPT

paspelmmTh noaKItodeHre K nopty 80 eciu aapec
B auanaszone ot 192.168.1.100 no 192.168.1.200

iptables -A OUTPUT -p tcp -d 69.171.224.0/19 -]

BJIOKI/IpOBKa HCXOAAIICTO aapeca
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DROP

iptables -A INPUT -m mac --mac-source
00:0F:EA:91:04:08 - DROP

brokuposka Bxozsiero Tpadguka ¢ MAC agpeca
00:0F:EA:91:04:08

iptables -A INPUT -p tcp --destination-port 22 -m
mac --mac-source 00:0F:EA:91:04:07 -j ACCEPT

paspeuth ToabK0 11711 TCP port # 8080 ¢ mac
anpeca 00:0F:EA:91:04:07

Radius, TACACS+

config authorization protocol set
<radius/tacacs+/none>

YcTaHOBHUTH IMPOTOKOJI aBTOPU3alINN

config authorization protocol show

IToxa3arh TeKyLUi IPOTOKOJ AaBTOPU3ALIUN

config authorization tacacs+ server <server>

Anpec TACACS+ cepBepa

config authorization tacacs+ secret <secret>

[Tapons aiist TACACS+ cepBepa

config authorization tacacs+ service <service>

Cepsuc

config authorization tacacs+ show

IToxa3ats Texyuiue Hactporiku TACACS+

config authorization radius ip <ip-address>

Anpec Radius cepsepa

config authorization radius port <port>

ITopt nys pabotsel ¢ Radius cepBepom

config authorization radius password <password>

[Tapons qns nocryna k RADIUS-cepBepy

config common radius count_retries <value>

KonmmuectBo mnombiTok  goctyna k  RADIUS
cepsBepy. Ecimm aBTrOpu3oBaTbcs Ha cepBepe HE
YAJIOCh, TO TOCTYII JUIsl YIIPABIECHUS yCTPOMCTBOM

Oyznet Toabpko yepes JokanbHbii COM-mopt

config authorization radius show

[Tokazare Tekymue HacTpoiiku Radius

4.11 CJ10:,kHOCTH NIAPOJIA

Web unrepdeiic

B Bkianke «CIOXHOCTB napoJish» MOXHO 3a4aTb HeO6X0,Z[I/IMYIO MapoOJIbHYKO ITOJIMTHKY,

o0ecrevnBaroIy0 HeoOXOIUMBINH YpOBEHb 0€30MacHOCTH.. JJaHHas HACcTpOHKa MO3BOJISIET 3a/1aBaTh

MHOXCCTBO IapaMCTPOB apoJid: MOBTOPACMOCTD, JJIMHHA, UCIIOJIB30BAHUEC PA3JIMYHBIX CUMBOJIOB,

KOJINYECTBO TOBTOPEHUsI CUMBOia B maposie u apyrue (Puc. 4.11.1 ). Jlng maposnedt yMOT4aHHUIO

BKJIIOUEHa IMpoBepka Ha mnamuHapoM. llanuHapom - 3TO cioBo, uncio, (paza wiM apyras

MOoCJICAOBATCIIBHOCTE CUMBOJIOB, KOTOPBIC YUTAKOTCSA OAUHAKOBO KaK B O6paTHOM, TaK U B IPpSAMOM

HaIllpaBJICHUU. HOBTOMy HCJIb3d CO34aThb MMapOJjib U3 OAHOIO CMMBOJIa UJIA SCpKaHLHLIﬁ (HaanMep:

12321). Ilpu n3MeHEeHUN MOJUTUKHA OHA OyIeT MPUMEHSTHCS MPU CO3JaHUM HOBBIX I0JIb30BaTENIEH

Y IIPY U3MEHEHHUH TEKYILUX Mapoyiei.

Ooparute BHuManue!!! Ilepea co3aanueM mapojJbHOM MOJMTHKH HEO0X0AUMMO HACTPOMTL

TouHoe Bpemsa ¥ aaty (Briaagka CereBbie HacTpoHKku/NTP).
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https://translated.turbopages.org/proxy_u/en-ru.ru.cc35a2af-64058457-2044b1c3-74722d776562/https/en.wikipedia.org/wiki/Palindromic_number

CnoxHoCTE Na ponA

MoETopSeMocTh
Retry: 1 0
KonuyecTEo CHMBONOE B B3LLEM HOEGM Napone,
Difok: 1 koToTpele HE 00M#HB NpUCYTCTEDEATE B EALLEM
' CTEPOM Napone.
MuHHMaNEHaA QNMHA 3 MuHHManeHaA onuHa napons
napona:

MaKCHMaANBHOS KONWYECTED KPEIMTOE 33
Wcnenbsceatue Lidp (ecnm napamerp = 1), wnu

KonumuecTeo yudip: 1 MHHUMANEBHOE Tpedyemoe Yncnoe wadp (ecnu
napameTp = 0.

MMarcHmanbHoe KONKMYeCcTES KPEZMTOE 33
WCNCMb30E3HWE CHMEQMNOE BEPXHEND PErMcTpa (ecnn
napameTp = 0], WNk MAHHMANbHDE TPETyeMoe YHCno
CHMECMNOE BEPXHEND PETMCTPE (BCNK napameTp < 0).

CHMBONbLI BEPXHETD 1
perucTpa:

MaKcHmansHoe KONKMYECTED KPEIMTOE 33

WCNCMNb3CEaHWE CHMEBOMNOE HWAHETD PETMCTPS (ecrnv
1 napameTp = 0], Wnk MAHHManbHoe Tpedyemoe sucno

CHMMEQMNOE HKHEND PETWCTPA (ECNM NapameTp < 0).

CHMEONBI HHAHETO
permcTpa:

MaKCHMaANBHOS KONWYECTED KPEIMTOE 33
WCNONb30E3HWE WHEX CHMEONOE (SCNK NapamMeTp =

MNpoune CUMEDNBI: 1 0}, MY MUHUMANBHOE TPE0YEMOE KONMYECTED MHBLL
CHMMBONOE (2cnk napameTp = 0)

YETaHARNWERET KONWHECTED 'pEﬁ}'BMhIH ENaCcCoE.
Knaccel BkMc4aeT B ceda BollUenepeuncneHHEe

KOMWYECTEO Tpebyembix 1 )
R NapameTphl (CHMBONE! BEDXHETD PETMCTDE, HUKHEND

PerMCTpa, UMEPE!, MHBIE CUMBCTIHI)
IMaKCHIMANBHOE YWCTO NOETOPEHWI CUMEONE B

MOBTOPEHWRA B NAPONE: 15 napone
MarcHmManbHOe KoNM4ecTED NoCNeqoEaTeNbHbIX

maxclassrepeat: 15 CHMEONOE B QOHOM KNACos

Max days: 0 MaKCHMANEHE KONMYECTEO gHEH

Min days: 0 MHHHMANBHOE EQNWYECTED THEA

Epems, 33 cKONBKD BIBOIWTE MPENyNpPEIeHHE o
warn age: 0 CMEHE NAPONS

Puc. 4.11.1 —ITapameTps mapodst

PaccmoTpum Oosute moapoOHO KaxIyt0 U3 HaCTPOEK:

Retry (moBTopsiemocTb). J[aHHas HAacTpoWKa COXpaHSET MOCIEAHHE MAPOIU KaXJIO0Tro
MOJIb30BaTeNsl U HE TIO3BOJISIET TIOJIB30BATENIO IIPH CMEHE MapoJis YepeoBaTh OAUH U TOT
e Mapojb cIUIIKoM yacTo. [lo ymomuanuto 1 (maposib MOXKHO uepeioBaTh Yepes OJIMH ).
Difok. KomuuectBo cHMBOJIOB B BameM HOBOM Tapoje, kortopble HE mgomxHBI
MPUCYTCTBOBATH B BalieM ctapom maposie. (I[1o ymomuanuro 1)

Minlen (MuHMMAJBHAsi JJMHA MNapoJsi). MUHHMaIbHOE KOJWYECTBO CHMBOJIOB,
comepkamuxcsi B maposie. JnmHa mapons nomkHa ObITh Oombine 2 cumBoiioB. (ITo

yMOIT4aHUIo 3)

97



Dcredit (koauvecTBo mugp). MakcumMaibHOE KOJIMYECTBO KPEIUTOB™ 32 HCTIOIB30BAaHNE
nudp (ecnu mapamerp > 0), Wi MUHUMaJIbHOE TpeOyeMoe uucio mudp (eciau mapamerp
<0). (ITo ymomuanwuro 1)

Ucredit (cuMBOJIBbI BepxHero perucrpa). MakcuManbHOE KOJIMYECTBO KPEIUTOB 3a
HCII0JIb30BaHUE CHMBOJIOB BEPXHEro perucrpa (eciau napamerp > 0), WM MUHUMAJIbHOE
TpebyemMoe Yuciao CUMBOJIOB BepxHero peructpa (ecnu mapamerp < 0). (Ilo ymomyanuto
1).

Lcredit (cuMBOJIBI HUKHEr0 perucrpa). MakcumaiabHOE KOJIMYECTBO KpPEIHUTOB 3a
HCIIOJIb30BaHUE CHUMBOJIOB HMKHETo perucrpa (eciau napametp > 0), UM MUHUMAaJIbHOE
TpebyeMoe 4uciIo CUMBOJIOB HIbKHEro peructpa (ecnu napamerp < 0). (ITo ymomyanuro
1)

Ocredit (mpoune cuMBOJIbI). MakCUMaIbHOE KOJTUYECTBO KPEIUTOB 32 HCIIOJIH30BAHUE
MHBIX CUMBOJIOB (eciu mapametp > 0), i MUHHUMaJIbHOE TpeOyeMoe KOJIMYeCTBO MHBIX
cumBosioB (ecnu napametp < 0). (ITo ymomyanuto 1)

Minclass (konu4ecTBO TpedyeMbIX KJaccoB). MUHUMAIBbHOE KOIUYECTBO TPEOYyEeMbBIX
kiaccoB. Kiacchl BKIIIO4AaOT B ceOs  BBILIENEPEUUCICHHBIE IapaMeTpbl (CHUMBOJIBI
BEPXHETO PETUCTPa, HIHKHETO perucTpa, udpsl, uubie cuMBodbl) (Ilo ymonuyanuio 1)
Maxrepeat (moBTopeHusi B mapoJie). MakcumallbHOE YHCIO TMOBTOPEHUH CHMBOJIA B
napose. (ITo ymomuanuio 15)

Maxclassrepeat. MakcumanbHOE KOJIMYECTBO MOCIEAOBATENBHBIX CHUMBOJIOB B OJHOM
knacce. (ITo ymomuanuto 15)

Max days. MakcumanbHblid Bo3pacT napoiis. KonuyecTBo JHEN MOCie CMEHBbI Maposist
TI0JIB30BATEIS.

Min days. MunumainbHbIi Bo3pacT naposid. KonndecTBo AHEH, KOTOpOe JTOIAKHO MPOUTH,
IpeXx/ie YeM MOXHO OyleT M3MEHHTh Mapojib Moib3oBaTens. OObBIYHO OH paBeH HYIIO,

YTO O3HAYACT OTCYTCTBMEC MUHHUMAJIBLHOI'O BO3pacTa mapoJis.

Warn age (mepuon mnpeaynpexaeHusi). KoauuecTBO AHEHl 1O HMCTEUEHHUS CpOKa
JENCTBHS TapoJIsl, B TEUEHNE KOTOPBIX MOJIb30BaTeNsl MPEAYIPEKAAIOT O HEOOXOTUMOCTH

HU3MCHCHMUS MMapOJIs.

*- Ecnu 3HaueHue napaMerpa Oosnpiie 0, BbI IpubaBiisieTe KOJIMYECTBO «KPEIUTOB Ha CUMBOJIBD)

paBHOE «X» K AnuHe mapoist. Hampumep, ecnu Bce mapametpsl (u,l,d,0)credit ycranoButs B 1, a

Tpe6yeMa;1 AJInHa 1apojd ObLIa 6, TO BaM HOHaI[O6I/ITC$I 6 CHMBOJIIOB IJId YAOBJICTBOPCHUA

TpeOOBaHUs JUIMHBI, TOTOMY YTO KaXKIIbIii CUMBOJI BEPXHETO PETUCTPA, HUKHETO pPerucTpa, mudpa

WA WHOM CHUMBOJ JaayT BaM OOWH KPEIUT.
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4.12 Mounutopunr ooopynosanusi (Hardware monitor)

Web nnrepdeiic

s mpocMoTtpa nH(MOpPMAIIMK O TEMIIEpaType yCTpoHCTBa BhiOepuTe BKIAAKY «Temmeparypay»
(Puc. 4.12.1).

Temneparypa ycTpoWcTBa

Temnepatypa ceHcopa 1: 44 °C

Temnepatypa ceHcopa 2: 43°C

Puc. 4.12.1 — Temniepatypa

Bxuagka «Tect ciukoB (Test POTS)» (Puc. 4.12.2). lns BeINONHEHUS TecTa TpeOyeMoi JTUHUH
BBIOEPUTE €€ U3 CIHCKA U MOATBEPANTE JIeiicTBHE, HakaTHeM Ha KHOTNKY «OK», Bo BcmibiBaroeM

OKHE€ U JOXKAUTCCh OKOHYAHMA TCCTA.

TecT cnuKkoB

Puc. 4.12.2 —Bp160p nuHUM 11715 TECTA

Pesynbrar TecTupoBaHus 0TOOpa3uTCs BO BemUibiatoiieM okHe (Puc. 4.12.3).

Buumanue! Bo BpeMs TecTupoBaHUs a0OHEHTCKOM JIMHUU TeJ'Ie(bOHHLIe 3BOHKH HCBO3MOKHEI.

TecT NiHWA 1
TecT NAHKUK:
AlB AlG BIG
DG Hanpesetne 95.0 MB 131 MB 153 MB
AC HanpmxeHue 370mMB 44 0 mB 44 0mB
ConpoTUENEHKE =2 MOm =2 MOm =2 MOwa

SMERTPHYECKAR EMKOCTE 0.00 & 28.7 mrd 284 NED

CamoguarHoCTHKa:

Hanpaxenwe: -44.0 mB
[IMarHoCTHES NHTaHAS ConpotHeneHue: 1.00 Om

Cuna Toka; 25.0 ma

DC TecT HanpaXeHHs Hanpssenme: 56.18
[larHocTMKa 360HKS TecT He NoAIeN#HEIETCA
CoCToAHWE NOAHATHA TPYOEK TecT He NofAep#MEIETCA

Hanpsenue 1 -3058B
Hanpsoresme 2 9048

Hanpraenue 3 -4758

Puc. 4.12.3 — Pe3ynbraTr TECTUPOBAHUS INHUH
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CLI unTtepdeiic

Tabmuna 4.12.4 - Komanasr CLI

Komanna

Pesynbrar

hw_monitor temperature set critical <value>

YcTaHOBKa KpUTUYECKON TEMIIEPATYPbl

hw_monitor test channel <channel>

BrInonHUTh TECT KaHalia

hw_monitor temperature show

BriBectu Temmneparypy

hw_monitor test number <number>

BrImonmHuTE TECT KaHaa 1o HOMEPY aboHeHTa

hw_monitor test channel <channel> call priority
<enable/disable>

[Tpu 3nauenun disableycranaBiuBaeT MpUOPUTET
TECTHUPOBAHUIO JIMHUH, COSTUHEHUE 110 JINHUH
Oynert copormieno. [Ipu 3Hauenuu enable (1o
ymondanuto) ITpu 3Hauenuu
disableycranaBnmuBaeT mpUOPUTET COCTUHEHUIO IO
JTMHHH.

slic reinit channel <1..72>

BepuyTb HacTpoiiku slick 3aBojickuM

slic set subscriber line <1..72> voltage <36..72>

YcranoBuTh HanpsbkeHue Ha slic (V)

slic set subscriber line <1..72> current <20..45>

YcraHOBHTH CHITy TOKA Ha slic (mA)

slic show subscriber line <1..72>

OTOOpa3uTh TEKyIINE HACTPOUKH slic

4.13 OocayxuBanue (Service).

Web unrepdeiic

Bruiagka «Kongurypanus (Config file)» (Puc. 4.13.1). [Tone «CoxpaHuTh KOH(PUTYpAITMOHHBIH

¢daiin (Save config file)» — knHomka «Coxpanuth (Save)» - COXpaHEHHE HAaCTPOEK B

OHCPTrOHEC3aBUCUMYIO  I[IAMATH YCTPOﬁCTBa

(aitn

KOH(UTYpaIH). ITone <«3arpy3urs

koH(purypaunonnslii ¢aitn (Up Load config file) — xnomka «Bribepure daiim» — KHoOmKa

«3arpy3uts (Up Load file)» - 3arpy3ka napameTpoB u3 BeIOpaHHOTO ¢aiiiaa KoHpHUryparmm.

Buumanune! BeiOpansasi daiis KoHGUTYpaALIMH 3aMEHUT TEKYIIUI.

KoHdurypaums

CoxXpaHUTb KOHPUrypaLWOoHHBIR dhain

CoxpaHnTh

3arpysunTb KOHMUrypauuoHHbli dhain

BriSepure dhaiin | ain He exifpan

3arpysunTb/coxXpaHuTE KOHDUIypaUMoHHEIW dann Ha TFTP cepeep

Puc. 4.13.1 — YnpaBnenue koHpUrypamuen
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3arpy3ku 1o mporokoidam FTP/FTPS/TFTP
Jlns

KOH(UTYpaUMOHHBIH (aiil W COXpaHUTh HU3MEHEHUs (Harmpumep,

HaCTPOI/ITB oIIro3 MOXHO C IIOMOLIBIO

9TOI'O JOCTAaTO4YHO OTPCAAKTUPOBATDH

KoH(purypaunonnoro  daitn  config.xml.
C TIOMOIIBIO TEKCTOBOTO
penakTopa ¢ momaepxkkoi xml teroB). st oc Windows mMoxHO ucronb3oBarh Notepad++ (Puc.
4.13.2). Ilocne 3arpy3ure ero oOpaTHO U Iepe3arpy3uTe IuIo3.
IIpumep:
Hactpoum cereBbie HacTpoUKH. 11 3TOr0 HAUANUTE CIENYIOLIUE CTPOUYKHU:
<DHCP
option60="NPOTELECOM" circuit ID=""" remote ID="""/>
<DNS serverl=""" server2=""" />
<Net settings IP="192.168.1.6" mask="255.255.255.0" IP_gateway="'192.168.1.254"

MAC="1c:a0:d3:41:84:b2" SIP_port="5060" RTP_port="10000" />

status="enable" optionl5="enable" option82="enable"

B naHHOM ciiyyae HacTpoeHO aBTOMaTH4eckoe monydeHue ip-aapeca mo DHCP, a taxxke
BKItoueHb! onmuu 15, 82 u 60. Ecinu usmenuts nepemennyio status ¢ "enable' na "disable'’, To

ip-anpec Oynet ""192.168.1.6" macka ""255.255.255.0" nuno3 IP_gateway="192.168.1.254"

[& *C:\Users\smoli\Downloads\config (1).xml - Notepad++ — O bl
®aiin  lMpaeka [lMowck Bug Kogwpoekw Cuetakcucel  Onuwn WHorpymenter Makpocer  3anyck  [naruner
Binagkn ? + w X
sEEHB RG] | 2 | 48 Bg | & & | | = ERERE @ s ”
[& config (1)xml E3 I

1 <?xml version="1.0" 2> ~

2 Mo

3 < !—— Settings MGW -->

4 <Active protocol protocol="sip" />

5 <TwinLine status="di=able" />

& = <ZC|:|rfIr.0_'13x|

T <!—— Common Settings MGW -->

B <HostName name="" />

9 <5witch_ L2 wan_ lan="disable" wan sfplO="disable" wan_ sfpl="disable" w

1 <DHCFP status="enable" optionl5="enable" option32="enable" optione&l="]

11 <DNS serverl="" serveri="" /=

12 <Net_settings IPF="192.168.1.6" mask="255.255.255.0" IF gateway="192.:

1 <gos rtp dscp="0" other dscp="0" />

14 <Service Port settings status="disable" IP="1.1.1.1" mask="255.255.2

15 <ftp server status="enable" /> W
< >
length: 117760 lines: 1330 Ln:6 Col:13 Pos: 141 Unix (LF) UTF-8 INS

Puc. 4.13.2 — Hacrpoiika koHpurypanuu B perakrope Notepad++

AHaJIOTUYHBIM 00pa3oM MOXKHO MEHSTh U JIpyrHe IepeMeHHbIe (IuamnaH, CHIICEpBEp, KOJCKH,
HACTPONKHU aOOHEHTCKUX JIMHUH U TT).

Bxnanka «BoccranoBnenue (Restore)» (Puc. 4.13.2). [Ipu Haxkatuu Ha KHONKY «BoCCTaHOBUTH
(Restore)» OyayT BOCCTaHOBIIEHBI 3aBOJICKHE MapaMeTpbl ycTpoiicTBa. COpOC 3aBOJCKUX HACTPOEK,
Oyner 6e3 copoca ceteBbix uHTEpdericoB WAN, LAN, Voice Vlan, Signalling Vlan, Manage Vlan.

UT00BI COPOCUTH BCE CETEBBIC HACTPOMKHU, YCTAHOBUTE COOTBETCTBYIOMIUN (hiIar.
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BoccTaHoBneHWe 3aBOACKUX HacTpoek

Copoc 33E04CKHX HacTpoek, SyoeT Se3 cOpoca CeTEEL MHTEpMERCoE WAN, LAM, Voice Vian. Signalling Vian, Manage Vian.
UToGkl cOPOCHTE BCE CETEBLIE HACTDOWIM YCTAHOBKTE CODTESTCEYHLLMN dhnar.

COpOCHTL CETEBLIE
HACTPOHIN:

Puc. 4.13.2 — BoccranoBneHre 3aBOJICKMX HACTPOCK

YCTpOHCTBO MO3BOJISIET BHIMOIHUTL KOMaHy «Ping» s ycrpoiicTB cetr. st 3TOTo mepeiaure

no Bkimanke «I[Iuar», BBenure IP agpec mnm nomeHHoe ums B none «IP-axpec», ycranoBute

uHTepdeiic, u 3amycTute nporenypy kHonkoi «Bemonautsy» (Puc. 4.13.3).

[Hr
IP agpec: 192 168.0.235 IP agpec unm QoMeHHoE s
WHTepdenc: any o

BhinonHWTL

PIMG 192.

B4 bytes
&4 bytes
B4 bytes
&4 bytes

168.8.235 (192.168.8.235): 56 data bytes
from 192.168.8.235: seq=8 ttl=64 time=4.217
from 192.168.8.235: seq=1 ttl=b4 time=1.535
8.
8.

2 a

from 192.168 235: seqg=2 ttl=hbd time=8.E15
from 192.168 235: seq=3 ttl=h4 time=1.468

a2
[T AT

a

--- 192.168.8.235 ping statistics ---
4 packets transmitted, 4 packets received, &% packet loss

round-trip minfavgimax = 8.815/2.8086/4.217 ms

Puc. 4.13.3 — [1unr

Brmanka «Ilepesarpy3ka (Reboot/Reload)» (Puc. 4.13.4). Kuomka «Ilepesarpy3ka 0Omnoka

(Reboot)» mepesarpyxkaer ycrpoiictBo monHocThio. Kuomka «Ilepesarpyska IIO (Reload)»

nepe3arpy’kaeT mporpaMMHoOe obecriedeHue.

[Nepesarpyska

Mepeaarpyaka Gnoka

Mepesarpyska Gnoka

Mepesarpyska nporpaMmHoro obeneyeHus

MNepesarpy3ka MO

Puc. 4.13.4 — Ilepe3arpyska
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Oo6nosnenue 10 Bo3moxkHo uepe3 web u nporokonsl FTP/TFTP. Jlns oOHOBIEHHS ycTpoiicTBa
nepeiauTe 1o Briaake «OoHoBnenue» (Puc. 4.13.5). lns obnoBnenus no npotokorny HTTP uepes
WEB wuntepdeiic, BbiOepute ¢aiia MPOMMBKA M HAXMUTE Ha KHONKY «OOHOBUTHY». [l
obHoBnenus no nportokory FTP/TFTP/HTTP, B cTpoke ykakuTe MPOTOKOJ, JIOTUH, Hapoib (Ipu
HE0OX0IMMOCTH), aJipec, MOpT (TP HEOOXOAMMOCTH), My Th K (aiiy.

[Tpumep:
http://user:pass@host.com:8080/path/fs.bin
ftp://user:pass@192.168.1.101/fs.bin
tftp://127.0.0.1:22/obmen/fs.bin

OOHOBUTbL

O6HoeneHwe no WEB

OGHOBNEHUE MONOCOBOND LWMO33 MPOMCXOIHT No npatokary HTTP uepes WEB wHTepdeiic.

BriGepure daiin | @ann He exifpan
[ == ]

O6HoeneHne no FTR/TFTP

(OOHOBNEHME NONCCOBOND LUMKOSE MPOMCXOGHT No npotokony FTRTFTRHTTR
B CTPOKE YEEKWTE NPOTOKON, NOTWH, NAPCNL{NPH HEoDOXOIMMOCTH), AZPEC, NOPT (NPW HEOTXOIMMOCTH), NYTe K hanmy

MpLmep:

hitp-ffuserpassi@host com:8080/pathfis bin
ARpec 0GHOENEHHS: Agpec obHOEneHNA fip-/luser pass(@192 168.1.101/fs bin

tip:i127.0.0.1:22/obmen/is.bin

Puc. 4.13.5 — O6uoBnenune 110

JIy1st BKITFOUEHUSI aBTOMAaTHYECKOM HACTPOUKHU Tene(OHOB, MepelInTe 1Mo BKIaJAKe Autoprovision

SIP PnP (Puc. 4.13.6).

SIP PnP

Cratyc:

Puc. 4.13.6 — SIP PnP

Jlnst ananm3a cereBoro tpaduka, nepeiaute no Bkiaaake TCP mamm (Puc. 4.13.7). UtoOb1 Hayath
3amuch Aammn (aitna HakMuTe KHOMKY «Ctapt». Iy 3aBeplieHHs 3amucyu U COXpaHeHHs Qaiina
HaxmuTe KHOTMKY «Ctom/ckauathy. [locie dero HauHercs 3arpyska nami (aiiina B pacIIMpeHUN
pcap.
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TCP pamn

(=]

Puc. 4.13.7 — TCP gamm

B Briagke «Ceprudukary MOKHO 3arpy3uTh WK yaanuTh ¢aiin ceprudukra https (Puc. 4.13.8).
Jyiss Toro 4TOOBI BKIIFOYUTH 3AIIUINECHHBIA PEXKUM web mHTepdeiica ToCTaBpTe TallouKy HAIPOTUB

[Tpotokon cepsepa / BxitounTs https.

CepTtudoukat

3arpyanTe drann ceptudmkara

Brifepue dhaiin | ©ain ve suifpan
3arpysHTs

Yaanute hann ceptudmkata

Yoanume

I'Ipoml{c)n cepeepa
EBknroumnTs hitps

MNpHseHrT:

Puc. 4.13.8 — Cepruduxar

B Bknanke «ABTOOOHOBJIEHHE» MOXXHO HACTPOMTh €XKEIHEBHYIO MM €XKECHEACIbHYIO
aBTOMAaTHYECKYIO IMPOBEPKY M 3arpy3Ky koHpurypanuu u [10.

Hns sToro Heobxoaumo 3anoiaHuTh noist Mcrounuk: dhep (agpec cepsepa OyneT moiydeH B
onuuu  43) wunm static  HeoOXoAMMY ~— BpY4YHYHO  IIpOIMCaTb  CEpBEp  HampuMep
http://npotelecom.ru/autoupdate. B mone Nms daiina Bepcun [1O ykaxure HazpaHue (aiina B
KOTOpOM OyIlyT XpaHUTCS CBEACHUS JUIsl 0OHOBIEHMs Tekyliero nuito3a. Hampumep TelecomMG.txt

B KOTOpOoM nponucana Bepcus 110 1 HazBaHMe NPOIIUBKHU 711 OOHOBJIECHUS.

software: 15.16.6
filename: fs.bin_md5

Ecnu Bepcust mpommBKY BbilIe B (ailie TO 1UI03 aBTOMaTH4ecKd OOHOBUTCS B yKa3aHHOE

BpeMs WJIM HHTEepBasie. AHAJOTHYHBIM 00pa3oM cpaBHUBaIOTCs koH(purypamnuu ' o mosro

<cfg_ver ConfigFileVersion="202409271025"/>. JlanHoe moje XpaHUT UH(OPMAIIHUIO O BpEMEHU
W JlaTe TOCTEeTHEr0 HW3MEHEHHsT B KOoH(urypamuu. s TOro d9ToOBI Mpomluia aBTo3arpys3ka
KOH(UTYpaluu HEOOXOIMMO BHECTH HM3MEHHUS B 3TOM IIOJie Ha JaTy Mo3ke yeM B KoHpure. B
npumepe 2024 (rom)09(mecsiin)27(aenn)10(qac)25(MUHYTHI) CI€0BATENHHO MOKHO U3MEHUTD JIEHD
Hanpumep Ha 28. Torna crpouka B HOBOM (paiine koHpurypauuu OyeT BT TaK

<cfg_ver ConfigFileVersion="202409281025"/>.
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ABTOODHOBNEHUE

BrnwunTte
aeTooDHOBNEHME:

McToYHKE:

MpoTokon:

Cepeep:

STATIC ~

TFTP v

WUmAa draiina
KOH(UIypaumm:

Uma daina eepcwi MN0:

AeToODHOBNEHHWE
KOHDHIypauum:

Mepwop aeTocOHOBNEHHA
KOH(pHIypaumm:

Bpemna obHoBNEHMA
KOH(UIypaumm:

DISABLE

[=]

HH:MM

nH:CBT:Ccp:OuTt:CUnT:Cee:COBC:C)

AetoobHoenenue M0:

Mepuon aeToOGHOBNEHHA
no:

Bpemna cbHoenennn MN0:

DISABLE

=

110 HH:MM

nH:DBT:LDep:.Cut:OnT:Cce:CBC:D

Puc. 4.13.9 — ABTOOOHOBJIEHIE

CLI unrtepdeiic

Tabmuma 4.13.6 - Komanasr CLI

Komanna

Pesynbrar

firmware preinit

[ToaroroBka mnutto3a K mpormuBke. O4rcTka
MaMsITH ¥ KOMUPOBAaHUE KOH(PUTYpAIIUH B
3aIUIIEHHYIO 00JIaCTh.

firmware update

IIpoBepka 1EeTOCTHOCTH NMPOIIMBKY U CTAPT
OOHOBIIEHHU [IUITI034.

firmware update <agpec cepsepa 3arpy3ku>

3arpys3ka npomuBku ¢ cepsepa tftp/ftp/httpfir

firmware config download <aapec cepsepa >

CkauaTb KOH(UTYPALIMIO CO ILTI03a

firmware config upload <aapec cepsepa >

3arpy3uTh KOHQUTYpAIUIO HA LT3

reboot

[Tepesarpyska Goka

reload

[Tepesarpyska [10
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5 Ilepeuenb komana CLI

Komananas crpoka CLI mocTymHa mpu TMOAKIIOUEHWH K YCTPOWCTBY dYepe3 RS-232 nubo

Telnet/SSH. OcHoBHBIC KOMaH/IbI onTMcaHbl B Tabmuiie (Tadm. 5.1).

Tabmuma 5.1 -OcHOBHBIE KOMAHIBI
Komannma Onucanue

OO01e HaCTPOMKH

help CrpaBka

info [Toka3aTs nHGOpMALHIO O OI0KEe
update OOHOBHTD KOH(UTYpaLUIO OI0Ka
reboot Ilepe3arpys3uth Onok

load 3arpy3utb KOHPUTYpAITHIO

run 3aIyCcTUTh YCTAaHOBJICHHBIN TIPOTOKOI
protocol <help/?> [Toka3aTh cripaBKy

reload [Tepe3arpy3uth 010K

stop OCTaHOBUTH MTPOTOKOII

su Bxon B MeHt1o root

config qos <TOS/DSCP><protocol> YCTaHOBUTH IPUOPUTET ITAKETAM

[port:port] [value]

config qos show [Toka3aTh yCTaHOBIEHHBIC TPUOPHUTETHI
config qos clear OYuCTUTH IPUOPUTETHI

exit BBIXOJT

quit BBIXOJT

help full IToka3ars Bce KOMaHIbI

TGKYH.IGC COCTOSHHUEC

config common device show OTtobpaxaet tekymuii [Pagpec, macky u ap.

protocol show OTtob6paxaet tekymuii npotokoi (SIP/MEGACO)

switch status OTto0OpaxaeT TeKyIue HaCTPOHKH KOMMYyTaropa

status channel all OTo0OpaxaeT TeKyllee COCTOSTHUE BCEX JTMHUM

status channel<1..72> OTtoOpaxkaeT TeKylllee COCTOSHHE OIpeaeTIeHHON
JIMHUHN

status channel<1..72><1..72> OTtoOpaxkaeT TeKyllee COCTOSHUE OIpeeIeHHOIO

JIMara3oHa JUHUN
CereBble HACTPOUKHU

config protocol show OTtobpaxaet cocrostaue (Bk/BbikI) FTP, NTP, SSH,
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config protocol ssh <enable/disable>
config protocol telnet <enable/disable>
config protocol web <enable/disable>
config protocol ftp<enable/disable>
config common dhcp show

config common dhcp <enable/disable>

config common dhcp
<enable/disable>

config common dhcp option82 circuit ID

<circuit_ID>

config common dhcp option82 remote ID

<remote [D>
config common dhcp <help/?>
config common device show

config common device ip
<dhcp/static_ip(ip)>

config common device mask <mask>

config common device gateway <IP-
gateway>

config common device mac <mac>

config common device sip_port <port>
config common device sip_port show
config common device rtp_port <port>
config common device rtp_port show

config common service port
<enable/disable>

config common service port ip <ip-
address>

config common service port ip show

config common service port ip <help/?>

config common service port mask <mask>

config common service port mask show

option82

Telnet, Webwu ap.
BxuttounTh/BEIKIIIOUUTE TipoTokon SSH
BxuttounTh/BeIKITIOUNUTE poTOKOT Telnet
BKIt04nTB/BBIKIIIOYUTE Web
BxittounTh/BBIKIIIOUUTE TIpoToKoN FTP
OTtoOpakaeT Tekymue HacTpoiiku dhcp

Bxmouenne/Boikmoueane DHCP. Tlpu monoxenun
«BKJ» nanable Static WAN [ POynyT yrepsiHbl, npu
MTOJIOKCHHUH «BBIKID» UCToNIb3oBaTh Static WAN IP.

Brirouenne/BeIKIIFOUEHIE OIIIUA 82

IMomomusa 82

IMomormsa 82

OTtoOpakaeT OCHOBHBIE KOMaH/Ibl
OTtobOpaxaet tekymuii [P agpec, macky u ap.

VYeranoButh crarnueckuit [P agpec mst WAN nopra
rOJIOCOBOTO HII032

YcranoBute Macky st WAN mopra rojaocoBoro
[ILTI03a

VYeranoBute numo3 ans WAN mopra rojgocoBoro
LUTI03a

YeranoBute macagpec a1 WAN nopra rosocoBoro
LUTI03a

YcTaHOBUTE NOPT [ KOMaH ynpasieHus SIP
[Toxa3aTh mopt /it KOMaH[ yrpasinenus SIP
VYceranoBuTh HauasbHbIN nOpT A1 RTP nakeros
IToxa3zars HayanbHbIM OpT 11 RTP makeros

Bxmrounts mopt LAN

Yeranosuts [P nins LAN nmopra

ITokasars IP miia LAN nopra
IToka3ars cripaBky
Yeranosute Makcy 1iia LAN nopra

IToxazate macky miig LAN nopra
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config common service port mask <help/?>

config common service port gateway <IP-
gateway>

config common service port gateway show

config common service port gateway
<help/?>

config common service port mac <mac>
config common service port mac show
config common service port mac <help/?>

config common service port port <port>

config common service port port show

config common service port port <help/?>
config common dns show

config common dns set server <1..2><ip-
address>

VLAN

config common vlan show

status

config common vlan

<enable/disable>

config common vlan voice_id <value>
config common vlan voice_priority <value>
config common vlan signalling id <value>

config common vlan signalling priority
<value>

config common vlan manage id <value>

config common vlan manage priority
<value>
config common vlan interface

<voice/signaling/manage><dhcp/static_ip(i
p)>

config common vlan interface
<voice/signaling/manage><dhcp/static_ip(i
p)> netmask <mask>

Mapuipyruzanys

IToka3ars cripaBky

VYeranoButh 1103 no ymonuanuto ansi LAN nopra

[Toka3zare nutt03 1o ymomyanuto st LAN nmopra

[Toka3aTh cripaBKy

Yceranosute MAC st LAN nopra
[Tokazate MAC nisa LAN nopra
[Tokasarp cripaBKy

Ycranosuts nopt g LAN nopra

[Tokazare nmopt ayist LAN nopra

IToka3ars cripaBKy
[Tokazars Texymue Hactpoitku DNScepsepa

VYeranosuts [Pagpec DNScepsepa (1,2)

OTtobOpaxaet Tekyimue napamerpsl VLAN

Brxirouenue/soixinoueane VLAN

YeraHoBUTh ueHTH(PUKATOp ronocoBoro VLAN
YcranoBuTh npuopuret rogocosoro VLAN
Yeranosuts uneHTHGUKatopVLAN curnanuzanuu

Yeranosuts npuopurer VLAN curnanmsanuu

Yeranosuts uneHTHGukatopVLAN ynpasnenus

VYeranoButs npuopurer VLAN ynpasnenus

YcTaHOBUTH [Panpec IS
roJIOCOBOTO/CUTHAJIM3ALIUN/yIIPABIECHUSI.
nosryuuTh cereBble HacTpoiiku 1t VLAN o DHCP,

ycra"osure B noiae "IP agpec” napamerp DHCP.

VYcranoBute Mmacky ans [Pagpeca mns VLAN
r0JIOCOBOT'0/CUTHAIM3AIMN/ yTIPABICHUS
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config route show OtoOparkaeT TeKyIue napaMmeTpbl MappyTH3aLUN
config route <cmd> [To3BosieT 70OABIATH/YIAIATH MapIIPYThI
[Ipumepsiconfig route <cmd>

(config route) add default gw 10.48.43.3 Jlo6aButh (cerh mo ymomuanuro) mmio3 10.48.43.3
eth0.3220 1t maTepdeiica eth0.3220

(config route) add -net 10.138.112.64 [{o6aButh cets 10.138.112.64 macka
netmask 255.255.255.224 gw 10.38.43.1 255.255.255.224 nutro3 10.38.43.1 nyis uaTepdeiica
dev eth0.3220 eth0.3220

(config route) add -net 10.48.0.11 netmask [[o6aButh cets 10.48.0.11 macka 255.255.255.225
255.255.255.255 gw 10.38.43.1 dev mumo3 10.38.43.1 nnsa unrepdetica eth0.3220
eth0.3220

(config route) add -net 192.10.22.8 netmask [lo6aButh cets 192.10.22.8 macka 255.255.255.225
255.255.255.255 gw  10.3.138.1 dev momo3 10.3.138.1 mst uaTepdeiica eth0.3219
eth0.3219

(config route) del default eth0.3220 YramuTh (110 yMOTYaHUIO) Ui nHTEpdeiica
eth0.3220

TR-069

config common tr069 status Bxorouenue/Boikitouenue TR-069

<enable/disable>

config common tr069 url set <url> Anpec ISl TOAKIIOYEHHSI K YCTPOUCTBY (TIpU IyCTOM

nose GopMupyeTcss aBTOMaTUYECKH, €CIIH B MOJAX
«[lopt» n «MHTEpdEiicH MPUCYTCTBYIOT 3HAYCHHUS).
BBenenHoe 3HaueHue agpeca sABIsSeTC
IIPUOPUTETHBIM, HaJ 3HadeHUAMHU noneit «llop» n
«nTepdeiicy

config common tr069 local interface Wutepdeiic ans nogkaoueHus K yCTpoucTBy
<interface>

config common tr069 local port <port> [TopT ns NOAKIIOUEHUS K YyCTPOUCTBY

conﬁg common tr069 local wusername Mms noxp3oBareiis IS MOIKIIIOUEHUS K YCTPOMCTBY
<username>

config common tr069 local password Ilapons 11 MOAKIIOYEHUS K yCTPOHCTBY
<password>

config common tr069 local [lonomHuTtenbHas HHGOpPMAIS T cepBepa
provisioning_code <provisioning code>

config common tr069 acs username Mms mosb30BaTess IIsl MOAKIIOYCHHS K CEPBEPY
<username>

config common tr069 acs password Ilapons aJs MOAKITIOUEHUS K CEPBEPY
<password>

config common tr069 acs url <url> Anpec cepsepa

config common tr069 acs periodic interval YcranoButs uatepsain onpocoB ACS cepsepa
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<value>

config common tr069 show
SNMP

config common snmp show
config common snmp <help/?>

config common snmp status
<enable/disable>

config common snmp version <version>

config common snmp read community
<read community>

config common snmp write community
<write_community>

config common snmp trap status
<enable/disable>

config common snmp trap version
<version>

config common snmp trap trap _community
<trap_community>

config common snmp trap destination_ip
<ip-address>

config common snmp trap destination_port
<p0rt>

config common snmp trap sipregister
<enable/disable>

config common snmp trap internalerror
<enable/disable>

config common snmp trap criticaltemp
<enable/disable>

config common snmp trap h248service
<enable/disable>

config common snmp trap h248unexpected
<enable/disable>

config common snmp trap sipchangeserver
<enable/disable>

Syslog
config common syslog <enable/disable>
config common syslog ip <ip-address>

config common syslog show

Iloxa3arbs HaCTpONKH

IToxa3ats HacTpoiiku SNMP
IToxa3zats cipaBky SNMP

Brirouenne/sBeikiroueane SNMP

YcranoBuTh Bepcuto npotokoia SNMP

YCTaHOBHTH NIAPOJIh HA YTEHHE MTApaMETPOB
(o6menpuHATHIHA: public)

YCTaHOBHTH TIAPOJIh Ha 3aIKCh ApaMETPOB
(oOmIenpPUHSATHIN: private)

Bxutouenue/Brikimouenue SNMP Trap

VYeranoButs Bepcuto SNMP Trap

VYeranosuts TRAP COMMUNITY

YeranoButs 1p agpec SNMP cepsepa unu
MEHe/Kepa

Yeranouts nopt st SNMP cepsepa unu
MEHEeKepa

Bxutouenue/soikmouenne SNMP Trap npu
peructpanuu SIP

Bxutouenue/soikmouenne SNMP Trap npu
BHYTpPEHHEH OIINOKe

Bxmtouenue/Beixntouenne SNMP Trap npu
KPUTHUYECKON TeMIeparype

Bxmouenne/Boikimouenue SNMP Trap H248
TaiiMayT 7151 00CITyKUBaHUSI

Bxmouenne/Boikimouenue SNMP Trap H248
TaifMayT A7l OOCITy KHUBAHHUS

Bxitouenune/soikinrouenue SNMP Trap npu
U3MEHEHUU PErUCTPaLuU

BKIt04nTB/BBIKIIIOUUTE Syslog areHT
Yeranosuts IP anpec syslog cepsepa

[Toka3aTh HacTpoiikH syslog
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config common syslog <help/?>
NTP

config common ntp <enable/disable>
config common ntp current time
config common ntp ip <ip-address>
config common ntp show

config common ntp <help/?>
Radius, TACACS+

config authorization protocol set
<radius/tacacs+/none>

config authorization protocol show

config authorization tacacs+ server <server>

config authorization tacacs+ secret <secret>

config authorization tacacs+ service
<service>

config authorization tacacs+ show

config authorization radius ip <ip-address>

config authorization radius port <port>
config authorization radius password
<password>

config common radius count_retries
<value>

config authorization radius show
DNS

config common dns set server <1..2><ip-
address>

config common dns show
YcraHOBKa MPOTOKOJIA

protocol show

protocol set <sip/h.248(megaco)>

SIP mpoTokoin

config common sip outbound_proxy ip <ip-

address>

config common sip outbound proxy port

[Toka3aTh onucanue koman syslog

Brxrounts/BeikrounTs NTP mpoTokon
YCTaHOBUTH TEKYyILEE BpEMS
Yeranosutsh IP anpec NTP cepsepa
[Toka3zate HacTpoiiku NTP

[Toka3aTh cripaBKy

YcTaHOBHUTH IMTPOTOKOJI aBTOPHU3aIllhU

[Toka3aTh TEKyIIHil IPOTOKOJ aBTOPU3ALUU
Anpec TACACS+ cepBepa
[Taponb nist TACACS+ cepsepa

Cepauc

IToka3zats Tekyuiue Hactporiku TACACS+
Anpec Radius cepsepa

[Topt s pabotsl ¢ Radius cepBepom

[Tapons mist nocryna k RADIUS-cepBepy

KomuuectBo mombitok gocryna k RADIUS cepsepy.
Ecnu aBTrOopm3oBaThcsl Ha cepBepe HE YHajaoch, TO
JOCTYI JJIsl YIIPaBJICHUS yCTPOMCTBOM OyAeT TOJIBKO

yepes JokaibHbii COM-niopt

[Toxa3zaTh Tekyue HacTporiku Radius

VYeranosuts [Pagpec DNScepsepa (1,2)

IToxazate Tekyuiue napamerpsl DNS

OTtoOpaskaeT TeKyIHil MPOTOKOT

Yeranosuts nporokon SIP/H248

Yeranosuts [P aapec Outbound proxy

Yeranosuts nopt Outbound proxy
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<p0rt>

config common sip outbound proxy status
<enable/disable>

config common sip outbound proxy show

config common sip outbound proxy
<help/?>

config common sip sip_port_autorization
<enable/disable>

config common sip sip_port_autorization
show

config common sip sip_port_autorization
<help/?>

config common sip codec preffered use

<pcma/pcmu/g729/g723/g726 16/g726 24/

2726 32/g726 40>

config common sip codec pcma
<enable/disable>

config common sip codec pcmu
<enable/disable>

config common sip codec g729
<enable/disable>

config common sip codec g723
<enable/disable>

config common sip codec g726 16
<enable/disable>

config common sip codec g726 24
<enable/disable>

config common sip codec g726 32
<enable/disable>

config common sip codec g726 40
<enable/disable>

config common sip codec show

config common sip codec <help/?>
config common sip server ip <ip-address>
config common sip server port <port>
config common sip server mac <mac>

config common sip server status
<enable/disable>

config common sip server show

BrxmrounTs/BeikrounTh Outbound proxy

ITokazarp HacTporiku Outbound proxy

[Tokazath cripaBKy

YcTaHOBHUTH ABTOPU3AlUIO I10 IopTaM

ITokxa3aTs HaCTPOﬁKH ABTOPpU3allUHU I10 ITopTaM

IToka3ars cripaBky

YcraHaBnuBaeT MPUOPUTETHBIN KOJECK

BKITFOUUTE/BBIKITIOUUTE KOJIEK pcma

BKII0YNTH/BBIKIIOUYNUTH KOJACK pcmu

BKITIOYUTH/BBIKITIOUUTH KOJIEK g729

BKITIOUYUTB/BBIKITIOUUTE KOZIeK g723

Bximt04nTh/BBIKITIOUUTE KOIEK g726 16

BxT104UTH/BBIKITIOUUTE KOACK g726 24

BKITI0YUTH/BBIKITIOUUTH KOAEKE726 32

BKTIOYUTH/BBIKITIOUUTE KOsieK g726 40

IToxa3arb HACTPOMKH KOIEKOB
IToka3aTh cripaBKy

IP anpec SIP cepsepa

[Topt 1 paboTsl o potokoy SIP
MAC anpec SIP cepepa

Bxrounts/BeikIOunThH SIP cepBep

[Toka3aTe HACTPOMKH KOAECKOB
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config common sip server <help/?>

config common sip registration
retry_interval <10..200>

config common sip registration timeout
<60..3600>

config common sip registrationshow

config common sip failover mechanism
<enable/disable>

config common sip add server <1..4> ip
<ip-address>

config common sip add server <1..4> port
<p0rt>

config common sip add server <1..4> mac
<mac>

config common sip add server <1..4>
local proxy <enable/disable>

config common sip add server <1..4>
outbound proxy <enable/disable>

config common sip add server <1..4>
proxy_ip <ip-address>

config common sip add server <1..4>
proxy_port <port>

config common sip add server <1..4> show

config common sip add server
<1..4><help/?>

H.248

config common megaco ip <ip-address>
config common megaco port <port>
config common megaco interface <value>

config common megaco status
<enable/disable>

config common megaco encoding mode
<megaco_pretty text encoder/megaco com
pact_text encoder>

config common megaco port_prefix
<port_prefix>

Hwnanmian

config common dialplan set <dialplan>

IToka3ars cripaBky

YCTaHOBUTH HHTEPBAJ MEXKIY NOIBITKAMHU
perucTpanuu

YcTaHOBHUTH HHTEPBAJI IIOATBECPKACHUA COCTOAHUA
perucrpanuu a0OHEHTOB B CETH

[Toka3aTh cripaBKy

BxmtoueHue/BbIKITIOUECHUE aropuT™Ma cMeHbI SIP-
proxy nipu HeoTBeTe Ha kKoMaHay REGISTER

YcranoButs IP aapec nonomuurensHoro (1-4) SIP
cepBepa

YceranoBuTh opt gonoiaHuTenbHoro (1-4) SIP
cepsepa

YcranoBuTh macajpec ponoaHutensHoro (1-4) SIP

cepsepa
BritroueHne/BBIKITFOUCHUE local proxy
nononuutensHoro (1-4) SIP cepsepa

BxittoueHune/BeIKITIOUEHUE Outbound Proxy

nononautensHoro (1-4) SIP cepsepa

YcranoButh [Panpec npokcu-cepsepa (1-4)

YcraHoBUTH OPT MpokcH-ceprepa (1-4)

[Toka3aTh HacTpoiiku nonoiaHutensHoro (1-4) SIP
cepsepa

IToka3ars cripaBky

YcranoBuTh 1p azpec cepsepa st H.248
YcranoButh nopt cepaepa st H.248
VYcranoButs untepdeiic g H.248

BKITIOYUTH/BBIKITIOUYUTH IPOTOKOJ CUTHAJIM3ALIUN
H.248

Yeranosuts encoding mode st H.248

YeranoButs port prefix ans H.248

YcTaHOBUTE AUANTIIAH
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config common dns show
Taiimay Tl

config cconfig common timeout set dialing
<value>

config common timeout set digits <value>

config common timeout set blocking
<value>

config common timeout set waitinganswer
<value>

config common timeout show
Hactpoiika nuHuii

config channels channel <1..72>

echocancellation buffer
<8/16/24/32/40/48/56/64/72/80/88/96/104/1
12/120/128>

config channels channel all
echocancellation buffer
<8/16/24/32/40/48/56/64/72/80/88/96/104/1
12/120/128>

config channels channel <1..72> caller ID
<type 1 or 2>

config channels channel <1..72> status
<enable/disable>

config channels channel <1..72> fxo
<number>

config fxo channel <1..72> ip <ip-address>

config fxo channel <1..72> fxofxs channel
<l1..72>

config fxo channel <1..72> show

config channels channel <1..72> twin status
<enable/disable>

config channels channel <1..72> twin login
<value>

config channels channel <1..72> twin
password <password>

config channels channel <1..72> twin

IToka3arh TeKylMe HACTPOVKHU JUANIUIAHA

YcTaHOBHUTDH BpeMs OKUIaHUS Habopa MmepBoi
nudpse HOMepa

YCcTaHOBUTH BpeMsl OKHIaHUSI MEXLy HabopoM Ludp

YcTaHOBUTH BpeMsl, IIOCIIE KOTOPOTo TpyOka
OJIOKHpYeTCsl, KOT/ia HE BBIMOIHACTCS HUKAKUX
NeNCTBUH, a TpyOKa HAXOAUTCS B MOJHATOM
COCTOSIHHH

YcTaHOBUTBH BpeMs OXKHIaHUsI OTBETA OT ADOHEHTA

IToka3ars TeKyue napameTpsl

YcranoBHUTH pa3mep Oydepa It SXOMOoAaBICHHS

YcranoBuTh pazmep Oydepa ams 3XxonoaaBIeHus s
BCEX KaHAJIOB

Yeranosuts Tur Caller ID

BKIIOYHTE/BBIKITIOUYATE KaHAT

Vnanute xanaa FXO

Yeranosuts [Panpec FXOnurro3a

VYera"nosuth kaHaia FXO-FXS

IToxazate mapameTps FXO

BrirounTe/BBIKIIOUATE twinline

YcTaHOBUTH JIOTHH twinline

YcranoBuTh naposis twinline

YcranoBuTh HOMep twinline
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number <number>

config channels channel <1..72> login
<value>

config channels channel <1..72> number
<number>

config channels channel <1..72> password
<password>

config channels channel <1..72> dtmf
<inband|sip info|rfc2833><enable/disable>

config channels channel all dtmf
<inband|sip_info|rfc2833><enable/disable>

config channels channel <1..72> gain status
<enable/disable>

config channels channel all gain status
<enable/disable>

config channels channel all gain in <value>

config channels channel all gain out
<value>

config channels channel <1..72> gain in
<value>

config channels channel <1..72> gain out
<value>

config channels channel <1..72> sip server
ip <ip-address>

config channels channel <1..72> sip server
port <port>

config channels channel <1..72> sip server
mac <mac>

config channels channel <1..24> sip server
status <enable/disable>

config channels channel <1..72> sip add
server <1..4> ip <ip-address>

config channels channel <1..72> sip add
server <l..4> port <port>

config channels channel <1..72> sip add
server <l..4> mac <mac>

config channels channel <1..72> sip add
server <l..4>local proxy <enable/disable>

config channels channel <1..72> sip add

YcTaHOBUTE JIOTUH

YcTaHOBHUTH HOMCD TeJ'IC(bOHa JJIAA KaHalla

YcTaHOBHUTH mapoJib

VYcra"nosuth Tl DTMF

VYcragosuth T DTMF 11t Bcex xaHanoB

YCTaHOBUTH yCUIICHUE KaHAIa

YcTaHOBUTE YCUJICHUEC BCCX KaHAJIOB

YCcTaHOBUTE BXOAHOE YCHUJICHUC BCCX KaHAJIOB

YcTaHOBHUTE BBIXOJHOC YCHJICHUC BCCX KaHAJIOB

YCcTaHOBUTH BXOJHOE YCHUJICHUC KaHaJIa

YCTaHOBUTH BBIXOJIHOE YCUJICHUC KaHaJIa

Yeranosuts ip aapec SIP cepepa ans kaHana

VYeranoButh nopt s SIP cepBepa 1t kanana

VYeranosute MAC SIP cepBepa 1t kaHana

BxuroueHune/BeIKIIIOUEHHE SIp cepBepayIsl KaHaja

YcTaHOBUTH NOMONHUTENBHBIN 1p aapec SIP cepepa
JUIsl KaHaja

YcranoBuTh gononHuTenbHbIN nopt SIP cepBepa st
KaHajia

Ycranosuts gononautensHbii MAC SIP cepsepa

JUTS KaHasa

Bxrouenue/BoIkITIoueHIE local proxy
nononmuautensHOrO (1-4) SIP ceprepa
BxuroueHue/BeIKIIOuUeHIE Outbound Proxy
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server <1..4> outbound proxy
<enable/disable>

config channels channel <1..72> sip add
server <1..4> proxy ip <ip-address>

config channels channel <1..72> sip add
server <1..4> proxy_ port <port>

config channels channel all flash duration
<1..1000>

config channels channel <1..72> flash
duration <1..1000>

config channels channel <1..72>
termination_id <value>

config channels channel <1..72> show

config channels channel <1..72>
packet_interval <value>

config channels channel <1..72> update

config channels channel <1..72> fax
<G.711|T.38>

config channels channel <1..72> tariffing
status <enable/disable>

config channels channel <1..72> tariffing
type <reversal/12kHz/16kHz/none>

config channels channel <1..72> tariffing
interval <value>

config channels channel <1..72> tariffing
period <value>

config channels channel all impulse tone
interval <value>

config channels channel all impulse tone
interval beetwin_series <value>

nononaurensHoro (1-4)SIP cepsepa

Ycranosuts [Panpec nononaurensHoro (1-
4)SIPcepBepa

YcTaHOBUTH TIOPT AomnonHUTENbHOTO (1-4) SIP
cepBepa

YcTaHOBHUTH JJIUTEIIBHOCTD UMITYJIbCA flash JJIA BCEX
KaHaJIOB

YcTaHOBHUTH JJIUTEIIBHOCTh UMITYJIbCA flash

Ycranosuts termination id Ui kaHaia

[Toka3arp HaCTpOMKHK KaHana

YcTaHOBUTE HWHTCPBAJI MAKCTU3 AU

OOHOBHTPH KOH(DUTYPAITUIO KaHAJIa

YeranoButh npotokos FAX 1o ymonuanuto

BxrounTs paboTy mopra B pexume TakcodhoHa

YcranoBuTh pexxuM pabotsl. Reversal line — pexxum
TakcopoHa C mepenoatocoBkoi. OcymiecTBiuseTcs
TIEPETIOJIFOCOBKA TOJSIPHOCTH TTUTAHUS B JIMHUUA TIPU
oTBeTe aDOHEHTAa U BO3BPAT MOJIAPHOCTHU TIPH OTOOE.

12kHz  pulse — TakcopoHa  0e3
MIEPETIOIFOCOBKH. [ eHepanusi Tapu(HBIX HMITYIHCOB

pexuM

yactoToi 12 kHz.

16kHz pulse — pexxum Takcogona 6e3
MIEPENOIIOCOBKH. [ eHepaIus Tapru@HBIX UMITYJIbCOB
yactoToi 16 kHz.

VYcTaHOBUTH UHTEPBA TapUpUKALUY, B

MUJUIMCEKYHAaX
YcTaHOBUTH EepUOL TapupuKauy, B
muncekynaax. 3HaueHue «Tariffing  Period»

JOJDKHO OBITH OombInie « Tariffing Intervaly.

YcTaHOBUTH BCPXHIOIO rpaguny AJJIATCIBbHOCTHU
umnyinbca Flash (Mc) npu umnynscHoM Habope amnst

BCCX KaHAJIOB

YCTaHOBUTh ~ MAaKCUMAJbHBIH ~ MHTEpBAT  MEXIY
HabopoM HU(p NpU UMIYIBCHOM Habope (MC) A
BCEX KaHAJIOB
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config channels channel <1..72>
impulse_tone interval <value>

config channels channel <1..72>
impulse tone interval beetwin series
<value>

status channel all

status channel <1..72>

status channel <1..72><1..72>
config channels show active

config channels show <1..72><1..72>
config channels show <channel>
config channels channel <1..72> test
[Tons3oBarenu

profile manufacturer

profile save <file_ name>

profile load <file_name>

profile del <file name>

profile list

users add <admin|user><name>

users del <name>

users show

users change

bpanamaysp

config firewall clear

config firewall show

config firewall save

config firewall restore

config firewall set <commands>
[Tpumeps! config firewall set <commands>
iptables -A INPUT -s 1.2.3.4 - DROP

iptables -A INPUT -s 192.168.0.0/24 -j
DROP

iptables -A INPUT -p tcp --dport 80 -
DROP

iptables -A INPUT -p tcp -s 1.2.3.4 --dport

YCTaHOBUTH BEPXHIOK TPaHULy JJIUTEIbHOCTH

umnynsca Flash (mc) npu ummyiascHom Habope

YCTaHOBUTh  MAaKCUMAaJbHbIA  HWHTEPBAJI  MEXKIY

HabopoM UG p TpHU UMITYJILCHOM Habope (Mc)

ITokazarp craryc BCceX KaHaJIOB

[Tokasarp craryc ogHOTO KaHalia
IToka3arhb craryc nuara3oHa KaHAJIOB
IToka3aTh aKTHBHBIE KAHAJIBI

ITokazarh HACTPOMKH JTMaNia30Ha KaHAJIOB
[Toka3aTe HaCTpOMKHU KaHaa

HpOBGCTI/I TCCTUPOBAHUC

YcTaHoBHUTH PO TPOU3BOAUTEIIS
Coxpanutb npoduib

3arpy3utb npoduib

VYrnanute npoduisb

[Toxazare cimcox mpoduieit
JloGaBUTH TIOJIB30BATEIS

VaaauTte noJjab30BaTEN

[Toka3zarpk cymecTByOIMX MOJIb30BaTENEH

N3MeHUTh HACTPOWKH TOJIB30BATENS

Ouncruts npasuna firewall

[Toxa3zaTh npaBuna firewall

Coxpanutps koHpurypanuto firewall
BoccranoButs koHpurypanuto firewall

YcranoBuTh nipaBuia ans firewall

brokuposka ip-aapeca 1.2.3.4

brnokupoBka auamnasoHa ip aapecos

bnokupoBka Bcex BXOASAIINX MAKETOB, IPUXOIALINX
Ha nopt 80 11 MpoTOoKOIIa tCp

brnokupoBka Bcex BXOASIMIMX MAKETOB, TPUXOIALIUX
Ha mopt 80 ¢ ip aapeca 1.2.3.4 nis mpoTokoa tcp
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80 -j DROP
iptables -A OUTPUT -p tcp -d
69.171.224.0/19 -j DROP

iptables -A INPUT -m mac --mac-source
00:0F:EA:91:04:08 -j DROP

iptables -A INPUT -p tcp --destination-port
22 -m mac --mac-source 00:0F:EA:91:04:07
-j ACCEPT

iptables -A INPUT -p icmp --icmp-type
echo-request -j DROP

iptables -A INPUT -s 192.168.1.0/24 -p
icmp --icmp-type echo-request -j ACCEPT

iptables -A INPUT -m state --state NEW -m
tcp -p tep --dport 7000:7010 -j ACCEPT

iptables -A INPUT -p tcp --destination-port
80 -m iprange --src-range 192.168.1.100-
192.168.1.200 - ACCEPT

iptables -A OUTPUT -p tcp -d
69.171.224.0/19 - DROP

iptables -A INPUT -m mac --mac-source
00:0F:EA:91:04:08 -} DROP

iptables -A INPUT -p tcp --destination-port
22 -m mac --mac-source 00:0F:EA:91:04:07
-j ACCEPT

MonHuTOpUHT

hw_monitor test channel <channel>
call priority <enable|disable>

hw_monitor temperature set critical <value>
hw_monitor test channel <channel>
hw_monitor temperature show

hw_monitor test number <number>

slic reinit channel <1..72>

slic set subscriber line <1..72> voltage
<36..72>

slic set subscriber line <1..72> current

biokupoBka ncxonsiero agpeca

broxuposka Bxogsmiero Tpaduka c MAC angpeca
00:0F:EA:91:04:08

pazpemnTh ToJibko 1711 TCP port # 8080 ¢ mac
anpeca 00:0F:EA:91:04:07

3anperutrs ICMP Ping 3anpocsl

Pazpemuts ICMP Ping 3anpocs! asist onpeaeneHHbIX
ceren

OTtkpbITh Auamna3zoH noptos 7000:7010

pa3peiuTh noAKiIroueHue k nopry 80 eciu aapec B
nuarmas3one oT 192.168.1.100 mo 192.168.1.200

BJIOKI/IpOBKa HUCXOOAIICTO aapeca

broxuposka Bxozasmiero Tpaduka c MAC amgpeca
00:0F:EA:91:04:08

paspemuth ToabKo 1711 TCP port # 8080 ¢ mac
aapeca 00:0F:EA:91:04:07

[Tpu 3Hauenuu disable ycraHaBiIMBaeT MPUOPUTET
TECTHPOBAHUIO JINHUH, COCIMHEHHUE 110 TUHUH Oy/IeT
copomeno. [Ipu 3HaueHuu enable (1Mo ymonyanuio).
ITpu 3nauenuu disable ycTaHaBnMBaeT NpUOPUTET
COEIMHEHHUIO 110 JINHUM.

YcTaHOBKa KpUTHYECKON TEMIIEpaTyphl
BhImonHuTh TECT KaHana

BeiBectu Temneparypy

BhImonHuTh TECT KaHaja 1o Homepy abOHeHTa
BepHyTb HacTpoiiku slick 3aBoACKHM

YcranoButh HanpspkeHue Ha slic(V)

YcTaHoBUTH CHITy TOKa Ha slic (mA)
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<20..45>
slic show subscriber line <1..72> OT1oOpa3uTh TEKylue HaCTPOUKH slic

OO6HoBIIeHHE, TIEpe3arpy3Ka

firmwarepreinit IToaroroBka nuito3a Kk npomuske. O4ucTKa naMsaTu u
KOITMPOBAaHHE KOH(PUTYPAIMH B 3aIUIICHHYIO
00J1aCTb.

firmwareupdate [IpoBepka 1eNOCTHOCTH MPOIIUBKH U CTApT

OOHOBIICHHS IILTIO3A.
reboot [Tepesarpyska Gioka

reload [Tepesarpyska [10
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6 KondurypupoBanue yctpoiictBa yepe3 SNMP

[Imr03 moaAep)KUBaeT CUYUTHIBAHUE JAaHHBIX W KOH(UTYpUpoBaHHE mocpeacTBoM SNMP

IIPOTOKOJIA JJIsl CIIEIYIOIINX TapaMeTPOB.

Hactpoiika DHCP

mgCommonConfigDHCPStatus
mgCommonConfigDHCPStatusOpt82

mgCommonConfigDHCPOpt82CircurlD
mgCommonConfigDHCPOpt82RemoteID

Hacrtpoiika WLAN
mgCommonConfigDevicelP
mgCommonConfigDeviceMask
mgCommonConfigDeviceGateway
mgCommonConfigDeviceMAC

Hacrpoiika LAN
mgCommonConfigStatusServicePort
mgCommonConfigServicePortIP
mgCommonConfigServicePortMask
mgCommonConfigServicePortGateway
mgCommonConfigServicePortMAC

Hacrpoiika Syslog
mgCommonConfigSyslogStatus
mgCommonConfigSyslogServerPIAdress

Hacrpoiika NTP
mgCommonConfigNTPStatus
mgCommonConfigNTPServerIpAdress

Hacrpoiika FTP
mgCommonConfigFTPStatus

Hacrtpoiika VLAN
mgCommonConfigVLANStatus
mgCommonConfigVLAN VoicelD
mgCommonConfigVLAN VoicePriority
mgCommonConfigVLANSignallingID
mgCommonConfigVLANSignallingPriority

mgCommonConfigVLANmanagelD

mgCommonConfigVLANManagePriority

[Tonyuenue cereBbix HacTpoek no DHCP
uHTepdeiicy

Hcnonp3oBanue onuuu 82 npu noiay4eHun
CETEBBIX HACTPOECK

Yeranosuts Circur ID

VYeranoButh Remote 1D

YcranoBuTts ip aapec WAN nopra
YcranoButh Macky WAN mnopra
VYceranoButh nutro3 st WAN nopra
YeranoBute MAC i1 WAN nopra

Bxirounts/BeikiounTs LAN mopt
YcranoBurts ip agpec LAN nopra
VYceranoButh Macky LAN nopra
YeranoButs nuno3 a1 LAN nopra
VYeranosuth MAC s LAN nopra

BxrounTs/BeIKITIOUNTE Syslog
YcranoBuTh ip-aapec syslog cepsepa

Bxtounts/Beikitounts NTP
Yeranosuts ip-aapecNTP cepsepa

Bxrounte/Beikrounts FTP

Brurounts/Beikirounts VLAN

Veranosuth VLAN ID g RTP naketos

VYeranosuts VLAN PRIORITY g RTP
MaKeToB

VYeranoButh VLAN ID 7151 mpoTokona
CUTHaIHU3aIuu

VYeranoBute VLAN PRIORITY miist mporokoia
CUTHaIHU3aIuu

VYeranoButh VLAN ID 17151 mpoTokona
YIIPaBJIECHUS

VYeranoBute VLAN PRIORITY miist mpotokoia
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Hacrpoiika SIP

mgCommonConfigOutboundServerStatus
mgCommonConfigoutboundServerlpAdress
mgCommonConfigSIPPort
mgCommonConfigRTPPort
mgCommonConfigSIPExpires
mgCommonConfigAddSIPServerlpl

mgCommonConfigAddSIPServerPortl
mgCommonConfigAddSIPServerMAC1
mgCommonConfigAddSIPExpires1
mgCommonConfigAddSIPLocalProxy1
mgCommonConfigAddSPOutboundProxy1
mgCommonConfigAddSIPProxylpAdress1
mgCommonConfigAddSIPProxyPortl
mgCommonConfigAddSIPServerlp2
mgCommonConfigAddSIPServerPort2
mgCommonConfigAddSIPServerMAC2
mgCommonConfigAddSIPExpires2
mgCommonConfigAddSIPLocalProxy?2
mgCommonConfigAddSPOutboundProxy?2
mgCommonConfigAddSIPProxylpAdress2
mgCommonConfigAddSIPProxyPort2
mgCommonConfigAddSIPServerlp3
mgCommonConfigAddSIPServerPort3
mgCommonConfigAddSIPServerMAC3
mgCommonConfigAddSIPExpires3
mgCommonConfigAddSIPLocalProxy3
mgCommonConfigAddSPOutboundProxy3
mgCommonConfigAddSIPProxylpAdress3
mgCommonConfigAddSIPProxyPort3
mgCommonConfigAddSIPServerlp4
mgCommonConfigAddSIPServerPort4
mgCommonConfigAddSIPServerMAC4
mgCommonConfigAddSIPExpires4

mgCommonConfigAddSIPLocalProxy4

yIpaBIeHUS

BrrounTs/BeIKTIOUNTE Outbound ceprep
YcranoBuTts ip-aapec Outbound cepsep
YcranoButs SIP nopr

VYceranoButh HavanbHbd RTP mopt
YcTaHOBUTH BpeMsl pErHCTpaluU
YcranoBuTh 1 monosHUTEIBHBIN ipaapecSIP
MIPOKCH

YceranoButh 1 gononaHutenbHb nopt SIP
MIPOKCH

VYeranoButh 1 nonomaurensublii MACSIP
MIPOKCH

YcTaHoBUTH | JOMOTHUTENBHBIN BpeMs
peructpanuu Ha SIP nmpokcu
BrxrounTs/BeikitounTh Local mpokcu
BrrounTs/BeIKTIOUNTE Outbound mpokcn
YcTaHOBUTS 1p aJipec MPOKCH cepBepa
YCTaHOBUTH MOPT IPOKCH CEPBEPA
YcTaHOBUTH 2 TONOJHUATEIBHBIN ipaapecSIP
MIPOKCH

YcTaHOBUTH 2 AONOJHUTENbHBIN OpT SIP
MIPOKCH

YCcTaHOBUTH 2 TONOTHUTEIBLHBIN
MACSIPnpokcu

YCTaHOBUTH 2 TONOJIHUTEIBHBIN BpeMs
peructpanuu Ha SIP mpokcu
BrxrounTs/BeIKTIOUNTE Local mpokcu
Bxrounts/Beikimounts Outbound npokcu
YcTaHOBUTS ip MMPOKCH cepBepa
YCTaHOBUTH MOPT MIPOKCH CEpBEPA
YeraHoBUTH 3 JONOIHUTENBHBIN ipagpecSIP
MIPOKCH

YcranoBuTh 3 nonosnHATENbHBIN OPT SIP
MIPOKCH

YeranoButh 3 nononuurenbHbiii MACSIP
MIPOKCH

YcTaHOBUTH 3 TONOJIHUTENBHBIN BpeMs
peructpamnuu Ha SIP mpokcu
BrxrounTs/BeIKTIOUNTE Local mpokcu
Bxrounts/BeikimounTs Outbound npokcu
YcTaHOBUTS 1p apec MPOKCH-CEepBEpPa
YCTaHOBUTH NTOPT MPOKCH-CEPBEPA
YcranoBuTh 4 ONOTHUTENBHBIN ipagpecSIP
MIPOKCH

YcranoButh 4 nononHUATENbHBIN OPT SIP
MIPOKCH

VYcranoButh 4 nononuurensHbiii MACSIP
MIPOKCH

YcTaHOBUTH 4 TONOJIHUTENBHBIN BpeMs
peructpauuu Ha SIP npokcu
BrxrounTs/BeIKTIOUNTE Local mpokcu

121



mgCommonConfigAddSPOutboundProxy4
mgCommonConfigAddSIPProxylpAdress4
mgCommonConfigAddSIPProxyPort4

Hactpoiika konexkoB

mgCommonConfigCodecPrefferred
mgCommonConfigCodecPreferredUse
mgCommonConfigCodecPCMAUse
mgCommonConfigCodecPCMUUse
mgCommonConfigCodecG729Use
mgCommonConfigCodecG723Use
mgCommonConfigCodecG72616Use
mgCommonConfigCodecG72624Use
mgCommonConfigCodecG72632Use
mgCommonConfigCodecG72640Use

Hacrtpoiika H.248§(MEGACO)
mgCommonConfigH248Status
mgCommonConfigH248Serverlp
mgCommonConfigH248ServerPort
mgCommonConfigH248Iterface
mgCommonConfigH248EncodingMode
mgCommonConfigH248PortPrefix
mgCommonConfigH248VirtualPrefix

Hacrpoiika kaHaja

Bxrounts/BeikimounTs Outbound npokcu
YCTaHOBUTS ip MPOKCH CepBepa
YcTaHOBHTHE IOPT IPOKCH CEpBEpa

BriOparh KOIEK 110 YMOTYaHHUIO
Hcnonb30BaTh KOJEK MO YMOIYAHUIO
Bxurounts nopaepxky koneka PCMA
Bxrounts noanepxxky kogeka PCMU
Bxurounts nopnepxky koneka G.729
Bxrounts nopnepxky xkoaeka G.723
Bxurounts nopnepxky koaeka G.726-16
Bxarounts nogaepxkky koaeka G.726-24
Bxurounts nonaepxky konaeka (G.726-32
Bxrounts nopnepxky xkoaeka G.726-40

BximrounTs/BBIKITIOUUTE TipoTOKONT H.248
YcranoBHTS ip aapec 1yt copTecBrYa
YcraHoBUTH OPT 1151 coTCBUYA
YcraHnoBuTh uHTEpPEiic

YcranoButh Encoding mode
YcranoButs Port Prefix

YcranoButs Virtual Prefix

HNnentuduxarop odbexra enterprises.40248.4.2

mgChannelConfigChannel
mgChannelConfigStatus
mgChannelConfigTerminationld

mgChannelConfigSIPNumber
mgChannelConfigSIPPassword
mgChannelConfigFlashDuration
mgChannelConfigDTMFMethod
mgChannelConfigDialPlan
mgChannelConfigGainStatus
mgChannelConfigGainln
mgChannelConfigGainOut
mgChannelConfigSIPServerlp
mgChannelConfigSIPServerPort
mgChannelConfigSIPServerMAC
mgChannelConfigSIPServerExpires

Howmep kanana
BKITIOUNTB/BBIKIIIOUUTE KaHAT
Ycranosuth Termination ID s
kanana(H.248)

VYcranoBUTh HOMEp TenedoHa
YcTraHoBUTE NIApOIIb
YCTaHOBUTH AUTEIBHOCTh UMITyNIbca flash
Yeranosuts Bunx DTMF

Yeranosuts npasuia DialPlan
BKIIIOYNTB/BBIKITIOUUTh YCUIIEHUE CUTHATIA
YCTaHOBUTH yCUJIEHHE BXOJJHOTO CUTHAJIA
VYCTaHOBUTH YCHUIIEHHE BBIXOJHOTO CUTHAJIA
YcranoBuTs ip-agpec SIP npokcu
Yeranosuts nopt SIP npokcu
YeranoBute MAC SIP npokcu

YCTaHOBUTE BpEMS OKHJIAHUS PETUCTPALINN

mgChannelConfigAddSIPServerlpl YcraHoBUTS ip-azapec nononHuTensHoro 1 SIP

MIPOKCH

mgChannelConfigSIPAddServerPortl YcranoBuTh opT AonoiaHUTENBHOTO 1 SIP
MIPOKCH

mgChannelConfigAddSIPServerMACI1 Ycranosuts MAC nononuutensHoro 1 SIP
MIPOKCH

mgChannelConfigAddSIPServerExpiresl YCTaHOBUTH BpeMsl perucTpariu
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mgChannelConfigAddSIPLocalProxyStatus1
mgChannelConfigAddSIPOutboundProxyStatus1

mgChannelConfigAddSIPProxylp1
mgChannelConfigAddSIPProxyPort1
mgChannelConfigAddSIPServerlp2
mgChannelConfigSIPAddServerPort2
mgChannelConfigAddSIPServerMAC2
mgChannelConfigAddSIPServerExpires2

mgChannelConfigAddSIPLocalProxyStatus2
mgChannelConfigAddSIPOutboundProxyStatus2

mgChannelConfigAddSIPProxylp2
mgChannelConfigAddSIPProxyPort2
mgChannelConfigAddSIPServerlp3
mgChannelConfigSIPAddServerPort3
mgChannelConfigAddSIPServerMAC3
mgChannelConfigAddSIPServerExpires3

mgChannelConfigAddSIPLocalProxyStatus3
mgChannelConfigAddSIPOutboundProxyStatus3

mgChannelConfigAddSIPProxylp3
mgChannelConfigAddSIPProxyPort3
mgChannelConfigAddSIPServerlp4

mgChannelConfigSIPAddServerPort4
mgChannelConfigAddSIPServerMAC4
mgChannelConfigAddSIPServerExpires4

mgChannelConfigAddSIPLocalProxyStatus4
mgChannelConfigAddSIPOutboundProxyStatus4

mgChannelConfigAddSIPProxylp4
mgChannelConfigAddSIPProxyPort4

Hacrpoiika Tpanos
Wnentudukarop oobexra enterprises.40248.4.4

mgSIPRegisterFail
mgSIPRegisterOk
mgH?248forService
mgH248unexpected

nononHuTensHoro 1 SIP mpokeun
BxuttounTs/BeIKITIOUNTE cTaTyc Local mpokcu
Bxmounts/BeIKTI0UNTE cTaryc Outbound
MIPOKCH

YcTaHOBUTS 1p aJpec MPOKCH-CEpBEPa
YCTaHOBUTH NOPT NPOKCU-CEPBEPA
YcTaHOBUTS 1p-aapec aonoaHuTensHoro 2 SIP
MIPOKCH

YcTaHOBUTH NOPT AONOIHUTENBHOTO 2 SIP
MIPOKCH

VYeranosuth MAC nononautenbHoro 2 SIP
MIPOKCH

YCcTaHOBUTH BpeMsl perucTpaiuu
JononaurensHoro 2 SIP npokcu
Bxurounts/BeikimounTs cratyc Local mpoken
BxmrounTh/BeIKTIOUNTE cTatyc Outbound
MIPOKCH

YcTaHOBUTS 1p aJipec MPOKCH-CEPBEPA
YCcTaHOBUTH OPT MPOKCU-CEPBEPA
VYcranoBuTh ip-aapec nonoanuteasHoro 3 SIP
MIPOKCH

YceTanoBuTh OpT J0onoIHUTENBHOTO 3 SIP
MIPOKCH

VYeranosute MAC pononautensuoro 3 SIP
MIPOKCHU

YcTaHOBUTH BpeMs PErHCTPALIUH
nononHuTeasHoro 3 SIP mpokcu
BxuttounTs/BeIKIT0unTh cratyc Local mpokcu
BxuttounTs/BeiKiounTh cratyc Outbound
MIPOKCH

YcTaHOBUTS 1p aJpec MPOKCH-CepBEpPa
YCTaHOBUTH MOPT MPOKCU-CEPBEPA
YeraHOBUTS ip-ajpec ononHuTensHoro 4 SIP
MIPOKCH

YcTaHOBUTE NOPT 1ONOIHUTENBHOTO 4 SIP
MIPOKCH

Yeranosute MAC nononuurensHoro 4 SIP
MIPOKCH

VYcTaHOBUTH BpeMsl PETUCTPALIUU
nononautensHoro 4 SIP npokcu
BxurounTs/BeikTIOUNTH cTatyc Local mpoken
Bxotounts/BeIkTiounTh craryc Outbound
MIPOKCH

YcTaHOBUTS 1p aJipec MPOKCH-CEPBEPA
YcTaHOBUTH OPT MPOKCH-CEPBEPA

Heycnemmnas peructparus abonenta(SIP)
Yenemnas peructpanus abonenTa(SIP)
Ucrek Taitm-ayT oxuganus orseta(H.248)
Hewussectnas komanna (H.248)
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7 Onuncanue KOH(PUTYPANUOHHBIX (aHJIOB

B Ttekymem pasnene mpuBeneHo omucanue (ailyia KOH(PHUTyparuu, KOTOPBIA HCIOJIb3YeTCsS B
YCTpPOMCTBE.
Omnwucanue daiina «config.xml» npuBeneHo B Tabnunax.
Jiis penaktupoBanus (aiiina KOHGUTYpaUd HEOOXOAUMO:
1) [MopkmrounuThCs yepes nociaenaoBareabHbli mopt RS-232 (mapamerpsr nogkimodeHus: 115200, 8,
n, 1, n; momb3oBarens root). Ilepeiitm B Linux-KOHCOJb, BBINOJHUB KOMaHAy exit. Dain
KOH(UTypaluu XpaHUTCS B MAIKe «/To0t»;
2) OtpenaktupoBath (ailyl BCTPOCHHBIM PEJAKTOPOM Vi;
3) Ilocne penakTUpoOBaHUs U BBIX0O/a U3 PEIAKTOPA COXPAHUTh HACTPOMKHU KOMaHJI0H save.
PenaxtupoBars daiin moxkHo Tak ke Ha [1K, npenBaputensHO BRITPY3UB €r0 C YCTPOWCTBA Yepes
FTP unu WEB(HTTP) untepdeiicsr.
[Tpu pabore ¢ ¢aitiom config.xml HEOOX0AMMO COONIONATH CIICAYIONINE TPAaBUIIA!
1) 3ampemnieHo 100ABISTH/yIANATh KOPHEBBIC DJICMEHTHI U TeTH (aiina;
2) BCE TerW JODKHBI ObITh HAUMHATHCS < M 3aKAaHYUBACTCS CHMBOJIOM >;
3) B Ha3BaHHUM TEra He JOJDKHO OBITH MPOOETIOB;

4) y4YUTBIBACTCS PETHCTP CHMBOJIOB;

5) Bce 3HaYCHHUs aTpUOYTOB, UCIIOIB3YEMbBIX B OMPEICICHUN TATOB, JOJDKHBI OBITH 3aKIFOYCHBI

B KaBBbIYKMH,

6) BIOXXEHHOCTh TArOB B XML CTPOro KOHTpOJIUpYETCs, MO3TOMY HEOOXOAMMO CICIHUThH 3a

MOPAAKOM CJICAOBAHWA OTKPBIBAIOIINX U 3aKPBIBAIOIIHUX TAT'OB;

7) 3ampernieHo UCIoIb30BaTh CUMBOJIBI TAOysIIMu '/t';

8) HeoOXoaMMO KCITOIB30BaTh TOIBKO MPoOessl ' '

Tabmuua 7.1 - Hactpoiiku npotokona - Active protocol

HaszBanue nonst  AtpuOyt Onucanue 3Ha4YEHHUS

Active_protocol protocol Tekymumii mpotoxon sip — BBIOpaH MPOTOKOJI Sip
h.248— BbIOpaH MpOTOKOI
h.248(MEGACO)

Tabmuma 7.2 - O0uire HacTpOUKH

HazBanue monst  Atpu0yt Onucanue 3Ha4YEeHHUS

DHCP status Craryc DHCP enable — dhcp npoTokos BKiTFOUEH
IIPOTOKOJIA disable — dhcp mpoToko BEIKIIIOUEH

DHCP option§82 Hcnonws3zoBanue oniuu  enable — ommwst 82 BKIIIOYEHA

82 nmporokona DHCP  disable — onmus 82 BbIkiTtOueHa

DHCP circuit ID YcranoBka nogoniuu 1
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DHCP

Net settings
Net settings
Net settings
Net_settings

Net_settings
Net settings

Service Port se

ttings

Service Port se

ttings

Service Port se

ttings

Service Port se

ttings

Service Port se

ttings

ftp_server

Radius

Radius
Radius

Radius
Radius
TRO069

TR069
TRO69
TR069
TRO69
TR069
TR069

remote ID

IP

mask

IP gateway

MAC

SIP port
RTP port

status

1P

mask

IP_gateway

MAC

status

status

1P
port

password

access_attempts

status

interface
port

url
username
password

periodic_en

onmuu {2

YcTaHOBKA MOIOIIINHA 2

onmuu {2

[P-anpec WAN nopra

macka WAN noprta

[P-anpec mumro3a qist
WAN nopra

MAC anpec WAN
nopTa

ITopt SIP proxy

HavanbHbiil mopt asis
RTP

Craryc LAN nopra
[P-anpec LAN nopra

macka LAN nopra

[P-anpec muro3a qis
LAN nopra

MAC anpec LAN
nopra

Craryc FTP cepBepa

Craryc

YcranoBka IP agpeca

YcraHoBKa ropra

YceranoBka maposist
YcTaHOBKa MOBTOPOB

‘YcraHoBka apoJis

YcranoBka unTepgeiica

YcraHoBKa ropra

AB.CD,tneA,B,C,D=1—255

AB.CD,tneA,B,C,D=1—255
AB.CD,tneA,B,C,D=1—255

00:AA:BB:CC:DD:EE

1-65535, no ymomuanuto 5060
1-65535, nmo ymomuanuto 10000

enable — BKJIFOYEH
disable — BBIKIIFOUEH

AB.CD,tne A,B,C,D=1—255
AB.CD,tneA,B,C,D=1—255

AB.CD,tne A,B,C,D=1—255

00:AA:BB:CC:DD:EE

enable — BkIIrOUEH
disable — BBIKIIFOYEH

enable — BKJIFOYEH
disable — BBIKITIOUEH

AB.CD,tne A,B,C,D=1—255

1-65535, mo ymom4aHuto
HEYCTaHOBIICH

10 YMOJIHaHWIO HCYCTAaHOBJICH
10 YMOJIYaHUIO HCYCTAaHOBJICH

enable — BKJIOYEH
disable — BBIKITIOUEH

o ymosganuto ethO

1-65535, no ymomuanuto 7547
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TR069

syslog server
syslog server
ntp server

ntp_server
VLAN

VLAN
VLAN
VLAN
VLAN
VLAN
VLAN
SNMP
SNMP
SNMP
SNMP
SNMP_Trap
SNMP_Trap

SNMP_Trap

SNMP_Trap

SIP_codec use

SIP codec use
SIP codec use

SIP codec use

periodic_val

status
IP
status

IpP

status

voice id

voice priority
signalling_id
signalling_prior
ity

manage id
manage_priority
status

Version

read communit
y
write_communit
y

status

Version

trap_community

destination_IP

Preffered Use
PCMA

PCMU

G729

Craryc Syslog arenTa

Ip -anpec Syslog
cepsepa

Craryc NTP arenra

Ip -anpec NTP cepsepa
Craryc VLAN

VLAN ID nnsa
rOJI0COBOTO Tpaduka

Mertka npuoputera ais
roJIOCOBOTO Tpaduka

VLAN ID nns tpaduka
CUTHAJIN3AIAN

Mertka npuopuTeTa 1
Tpaduka CUTHAIN3AUU

VLAN ID png xomang
yIIpaBJICHUS

Mertka npuopurera Juis
KOMaH/ yIIpaBJICHUS

Craryc SNMP

Bepcust snmp
IIPOTOKOJIA

VYcranoBka community
YeraHoBKa community
Craryc SNMP Trap

Bepcus snmp
IIPOTOKOJIA

YcranoBka community

IP agpec SNMP
cepBepa

1-65535, no ymonuanuto 100

enable — BKIIrOYEH
disable — BBIKIIFOYEH

AB.CD,tneA,B,C,D=1—255

enable — BKJIFOYEH
disable — BeIKITIOUEH

AB.CD,tneA,B,C,D=1—255

enable — BKJIrOYEH
disable — BBIKITIOUEH

enable — BxIIIOUEH
disable — BBIKIIFOYEH

[To ymomuanwuto 2

enable — BKJIFOYEH
disable — BBIKITIOUEH

[To ymonuanwuto 2

AB.CD,tneA,B,C,D=1—255

1 — BKITIOUEH
(0 — BBIKJTIOUEH

1 — BKITIOUEH
(0 — BBIKJTIOUEH

1 — BKITIOUEH
(0 — BBIKIJTIOUEH
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SIP codec use
SIP_codec use
SIP_codec use
SIP codec use

SIP codec use

G723

G726 16

G726 24

G726 32

G726_40

Tabmuma 7.3 - Kondwurypanus nporokosna SIP

sip_port_autor
ization

Registration
Registration

Outbound Pr
OXy

Outbound Pr
OXy

Outbound Pr
OXy

Failover Mec
hanism

SIP server

SIP_ server
SIP_ server
SIP_ server

SIP_ server

SIP_ server
SIP_server

SIP_ server
SIP_server

SIP_server

SIP_ server

status
aBTOpU3aLIUUA

Retry interval
Timeout

status
1P
port
status

id Howmep SIP cepsepa

1P
port
MAC

status

expires

local proxy

outbound pro
Xy

proxy IP
proxy IP port

Tabnuma 7.4 - Kondurypanust mpotoxona H.248

Craryc 151 TOpTOBOM

1 — BKITIOUEH
(0 — BEIKJIIOUEH

1 — BKITIOUEH
(0 — BEIKJIIOUEH

1 — BKITIOUEH
(0 — BEIKJIIOUEH

1 — BKITIOUEH
(0 — BBIKJIIOYEH

1 — BKIIOYEH
(0 — BBIKIJTIOYEH

enable — BKJIrOYEH
disable — BeIKITIOUEH

1-65535, nmo ymomuanuto 30
1-65535, mo ymomyanuto 3600

enable — BKJIFOYEH
disable — BBIKJIFOUEH

10 YMOJIYaHUIO HC YCTAaHOBJICHO
10 YMOJIYAaHUIO HC YCTAaHOBJICHO

enable — BxIIIOUEH
disable — BBIKIIFOYEH

Howmep no nopsaaky ot 0-4, 1d=0 —
aBisieTcss oCHOBHBIM SIP proxy. [Tpu
1d=0 orcyrcTBytoT nons local proxy,
outbound_proxy, proxy IP,

proxy IP_ port.

AB.CD,tne A,B,C,D=1—255
1-65535, mo ymomganuto 5060
00:AA:BB:CC:DD:EE

enable — BKJIFOYEH
disable — BBIKITIOUEH

1-65535

enable — BKJIOYEH
disable — BBIKITIOUEH

enable — BkIIrOYEH
disable — BBIKIIFOYEH

AB.CD,tneA,B,C,D=1—255
1-65535, no ymomuanuto 5060
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MGC

MGC
MGC
MGC
MGC

MGC

MGC
MGC

id Cratyc a5 nopToBOit

aBTOpH3alNU
1P Ip-anpec softswitch

port ITopt softswitch
interface uHTepdeiic

status Craryc npotokona h.248

encoding_mo
de

port_prefix
virtual prefix

Tabmuma 7.5 - Channels_settings

channel

channel

channel

id Homep aboHeHTCKOM
JTMHUU
status Cratyc aOoHEeHTCKOI

JIMHHUHN

Termination id s
H.248 nporokona

termination_id

Tabnuna 7.6 - Hactpoiiku abOHEHTCKOM TMHUN

number
password
flash

Fax

Caller_ID

Packet_interv
al

Black White
list

DTMF_metho
d

GAIN

GAIN
GAIN
SIP_DialPlan

SIP_ server

id Howmep abonenra

id [Taponb aboHeHTa

duration JUIMTenbHOCTh UMITYIIbCA
B MC

type Tun nporokona
OTHpaBKH (hakca

type Bun nepenaun Caller Id

time NHTtepBan nakerusanuu
RTP nakeTtoB, Mc

status

id Tun nepenaun DTMF

status

in

out

data

id Homep SIP cepepa

enable — BKJIOYEH
disable — BBIKIIFOYEH

AB.CD,tne A,B,C,D=1—255
0-65534, no ymomnuanuto 0
[To ymom4anuto ethO

enable — BxIIIOUEH
disable — BBIKIIFOYEH

110 YMOJIHYaHHIO HEC YCTAHOBJICHO

ITo ymonuanuto rtp/

enable — BKJIIOUEH
disable — BBIKIIFOUEH

0-65534, no ymonuanuo 0

Ot 100- 65534, no ymomuanuto 300
G.711 unmm T.38

1 unu 2

Jns xomexoB G.711, G.726, G.729a
MHTEPBAJ TAaKETH3AI[UH MOXKET
coctasidTh 5,10,20, mst 723 — 30
i 90

enable — BKIOYEH
disable — BBIKIIFOUEH

I-inband, 2 — sip-info, 3-rfc2833

enable — BKIFOUEH
disable — BBIKIIFOUEH

Howmep no nopsiaky ot 0-4, 1d=0 —
apisieTcss ocHOBHBIM SIP proxy. Ilpu
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SIP server
SIP_ server
SIP server

SIP server

SIP server
SIP_ server

SIP server

SIP server

SIP server
SIP server
ASF
ASF

ASF

ASF

IP
port
MAC

status

expires

local _proxy
outbound proxy

proxy IP
proxy IP port
secret

PTY3

CW_CH

CT

1d=0 orcyrctBytoT moss local proxy,
outbound proxy, proxy IP,
proxy IP port.

AB.CD,tneA,B,C,D=1—255
1-65535, no ymomuanuto 5060
00:AA:BB:CC:DD:EE

enable — BKIIOUEH
disable — BrIKIITOUEH

1-65535

enable — BKIOUEH
disable — BrIKIITOUEH

enable — BKIOUEH
disable — BBIKIIFOUEH

AB.CD,tne A,B,C,D=1—255
1-65535, no ymonuanuto 5060

enable — BKJIIOUEH
disable — BBIKIIFOUEH

enable — BKJIIOUEH
disable — BBIKIIFOUEH

enable — BKJIIOUEH
disable — BBIKIIFOUEH
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IMpuao:xkenue 1 - KackagHoe BK/II0YEeHHE HLTHO30B

Wnro3 1

¥ r‘: VolIP wnioa Tenexkom-MG

£s 2.
-

LAN g WAN

K kommymamopy

Wnio3 2
- — <23 f"_ T 2> r‘: VoIP wnioa Tenexom-MG
= - =

Whnio3 3
- L <82 To T P F: VolIP wnioa Tenekom-MG

AN WAN
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Ipuioxenue 2 — CxemMa NOAKJIIOYEHHS JIMHUH ¢ 0JIOKHPATOPaAMHU

bBnokupamop 1 ‘
Tenekom-MG

Ring(A)

[
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)

opamxkessiii. TIP LINE 18
muenessiion TIP LINE 17

mecemmiasw TIP LINE 16

Emcrmmaes TIP LINE 15
s 1T1P LINE 14

opmmessn® TIP LINE 13
opamwkessii . TTP LINE 12

g T1P LINE 11

mcepsiimss TIP LINE 10
mopmumessiin TIP LINE 9

OO000000000O
I o o

RING LINE 18
RING LINE 17

RING LINE 16

IMpuaoxkenue 3 — HazHayeHne KOHTAKTOB 1oiocoBoro VolP nuio3za Tesexkom-MG

OeIbIi
OebIi
OeIBIi

RING LINE 15 "espasssus
RING LINE 14 mscncnsum
RING LINE 13 mspaossnian
RING LINE 12 mnpaeassias
RING LINE 11 mscepsuimmm

RING LINE 10
RING LINE 9

opamxkesstii. TTP LINE 8
mueessies TIP LINE 7

mecesmimm TIP LINE 6

s TIP LINE S

RING LINE 8
RING LINE 7

RING LINE 6

e TIP LINE 4

OeIbIi
OenbIi
OebIi
OenbIi
OenbIit

RING LINE 5§ npasassas

RING LINE 4 msenensiam

mopmumessi TIP LINE 3
opamxkesstii:. TIP LINE 2

RING LINE 3 mspaonsnam
RING LINE 2 mapaonsnias

mepaeesniam T1IP LINE 1

OO00O00O0O00oa
o o o

[

RING LINE 1 mscepsiimmm

TIPLINE [X] u RINGLINE [X] npenna3zHadeHs! 11l MOAKIIOYSHHS TeJIe(OHHBIX allapaToB.

Howmep [IBer nmpoBoza OGo3HaYEHNE HA PUCYHKE
a0OHEHTCKON ITy4ok

TIMHAN RING TIP RING TIP
18, 36, 54, 72 | cepniit KpacHBIN RINGLINE 1 TIPLINE 1
17,35,53,71 | xpacHslii OpaHXEBbIN RINGLINE2 TIPLINE2
16,34, 52,70 | xpacHbIii KOPUYHEBBIN RINGLINE3 TIPLINE3
15, 33,51, 69 | 3emeHbli KpacCHBIN . RINGLINE4 TIPLINE4
14, 32, 50, 68 | kpacubiit | cunuit I 'RINGLINES | TIPLINES
13, 31,49, 67 | OGenblit CHHUM RINGLINEG6 TIPLINEG6
12, 30, 48, 66 | OenbIit 3eJICHBIN RINGLINE?7 TIPLINE7
11, 29, 47, 65 | Oenblit OpaHXEBbIN RINGLINES TIPLINES
10, 28, 46, 64 | Oenbrit KOPUYHEBBIN RINGLINE9 TIPLINE9
9,27,45,63 Oenblit cepblit RINGLINE 10 TIPLINE 10
8, 26,44, 62 CephIi KpacHBIN RINGLINE 11 TIPLINE 11
7,25,43, 61 KPAaCHBIN OpaHXEBbIN RINGLINE 12 TIPLINE 12
6, 24,42, 60 KPAaCHBII KOPUYHEBBIN o RINGLINE 13 TIPLINE 13
5,23,41, 59 3eJICHBIN KPAaCHBIN KpacHbIH RINGLINE 14 TIPLINE 14
4,22, 40, 58 KpacHBIN CHUHMI RINGLINE 15 TIPLINE 15
3,21,39,57 OenbIi CHHUM RINGLINE 16 TIPLINE 16
2,20, 38,56 Oenblit 3eJIEHBIN RINGLINE 17 TIPLINE 17
1,19, 37,55 OenbIi OpPaH>KEBBIN RINGLINE 18 TIPLINE 18
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= o L = =3

n
¥
y
0]
H

AENTRIN

HENTRIA

OeIRI

ekl

TIP LINE 17
eensmes TP LINE 16
TIP LINE 15
mmsmmmess TIP LINE 14
mcepsiis TIP LINE 13
TIP LINE 12
mueensmes TIP LINE 11
TIP LINE 10
s TIP LINE 9

 mscepsmm TIP LINES ——
s TP LINE 7
meeensiiom TIP LINE 6

mspmmmmmm T1P LINE 5
o 1P LINE 4

mcepsiem TIP LINE 3
e TIP LINE 2
meeemsnmm TIP LINE 1

mcepmims TIP LINE 18

)

0000000000
0000000000

00000000
DO000000

(

RING LINE 18
RING LINE 17

RING LINE 16

AenTni

OpamKeRbIl
eTTRI

RING LINE 15 opmesessm

RING LINE 14
RING LINE 13
RING LINE 12
RING LINE 11

AHETTREIN

Dol
OpAHKEREI
OeTRI

RING LINE 10 Seopmssesss

RING LINE 9

Oenpiit

RING LINE § sy

RING LINE 7

OpaHKeREI

RING LINE 6 monpsmms
RING LINE 5 |sopmusessin
RING LINE 4 mospessis

RING LINE 3
RING LINE 2
RING LINE 1

e PHEIH

OpaHEeBhli

HCDHEBLH

TIPLINE [X] u RINGLINE [X] npenna3zHadeHbl sl IOAKIIOYCHHSI TeJIC(OHHBIX allliapaToB.

Howmep [IBer nmpoBona OGo3HaUYEHNE HA PUCYHKE

a0OHEHTCKOM
ITy4ok
JIMHAN HA RING TIP RING TIP

IIII03€
1,19, 37, 55 Uepnblii 3eJIEHbIN RINGLINE 1 TIPLINE 1
2,20, 38,56 OpaH)KEBBI | YEPHBIN YEPHBIN RINGLINE2 TIPLINE2
3,21, 39,57 UYepHsiit Cepblil RINGLINE3 TIPLINE3
4,22,40,58 KPACHBII CUHHUH RINGLINE4 TIPLINE4
5,23,41, 59 KOPUYHEBBIN | KPACHBIN RINGLINES TIPLINES
6, 24,42, 60 KPAaCHBII 3eJICHBIN KpacCHBII RINGLINEG6 TIPLINE6
7,25,43, 61 OPaHXEBBIM | KPACHBIU RINGLINE7 TIPLINE7
8, 26, 44, 62 KPAaCHBIN Cepblil RINGLINES TIPLINES
9,27,45,63 benniii CHHUHU RINGLINE9 TIPLINE9
10, 28, 46, 64 | xopu4HEBbIH | OembIi RINGLINE 10 TIPLINE 10
11,29, 47, 65 | benpri 3€JICHBIN OenbIit RINGLINE 11 TIPLINE 11
12, 30,48, 66 | opamxeBblil | Oemblii RINGLINE 12 TIPLINE 12
13, 31,49, 67 | benniit CepBIN RINGLINE 13 TIPLINE 13
14, 32, 50, 68 | XKenrsiit CHHUHU RINGLINE 14 TIPLINE 14
15,33,51,69 | KOpUUHEBBIN | KENTHIH RINGLINE 15 TIPLINE 15
16, 34, 52,70 | XKenrtsrit 3eJICHBIN JKEITHIN RINGLINE 16 TIPLINE 16
17,35,53,71 | opaHKeBbI | JKENTHIN RINGLINE 17 TIPLINE 17
18, 36, 54, 72 | XKentsiit CepBIN RINGLINE 18 TIPLINE 18
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IMpuiaoxkenue 4 — Oonoenue IO

Buumanune! IMocne obnosaenue I1O ycTpoiicTBa YCTAHOBATCS HACTPOWKM KOH(MUTYDALMU IIO0

YMOJIYAHUIO.

T'onocoBoii VoIP nutro3 Tenekom-MG noanepkuBaeT 2 BO3MOXHOCTH 00HOBIeHHS [10):
1. uepe3 TFTP cepsep;
2. uyepes FTP.

Oo6nognenwne I10 uepes TFTP.

Jiis o6HoBnenus [10 HeoOXoAUMBI ClIEAYIONINE TPOTPAMMBbL:

- nporpamma tepMmuHanos (Hanpumep: putty);

- nporpamma TFTP cepsepa.

[TocnenoBarenbHOCTh ACUCTBUI TPH OOHOBJIICHUH YCTPOMCTBA:

1. Tonkmountses k mopty Ethernet yerpoiicTsa;

2. Tlogxmrounth ckpemeHHBIM KadbernemM COM nopt kommbioTepa kK COM mopry yCTpoiicTBa;

3. 3amycTUTh TEPMUHAIBHYIO IPOTPAMMY;

4. Hacrpouts ckopocth mnepemauun 115200, dopmar manHbix 8 OuT, 03 mapurera, 1 OuT
CTOIOBBIN, O€3 YIpaBlIeHUS TOTOKOM;

5. 3amyctuTh Ha koMmbtorepe nporpammy TFTP-cepBepa u yka3zaTh myTh K KOPHEBOW IaIke,
noMmecTuTh (aiiiel fs.bin (kommbroTep, Ha KoTopoMm 3amymieH TFTP-server, u yCTpoHCTBO AOIKHBI
HaxXOJMUTHCS B OJTHOM CETH);

6. BxIIOYUTH YCTPONCTBO U B OKHE TEPMUHAIBHON MPOrpaMMbl OCTAaHOBUTH 3arpy3Ky MyTeM
HakaTus kiaapumu “Inter;

7. Bgecru setenv ipaddr (ip aapec yctpoiicta), mpumep:setenv ipaddr 192.168.16.112;

8. Bmectm setenvnetmask (ceTeBas Macka yCTpoOHCTBa), mpuMep: setenv netmask
255.255.255.0;

9. Bsectu setenvserverip (ip aapec KOMIbIOTepa, Ha KOTOPOM 3amylieH tftp cepsep), mpumep:
setenv serverip 192.168.16.44;

10. Bgectu setenv fsname (Ha3BaHHe MPOIIMBKH ), TpuUMep: setenv fsname fs.bin;

11. Bgectu setenv myfsname (Ha3BaHHe MPOIIMBKH), MpuMep: setenv myfsname fs.bin;

12. Oo6noBnenwue sapa linux ocymiectisiercs komanaoi runupdatefsNAND;

13. Tlocne mpomMBKY HAOpaTh KOMaHy reset M TOXKAaThCs Mepe3arpy3Ku IIT03a;

14. Tlocne nepe3arpy3ku MUTH03a COPOCUTH YCTPOHUCTBO B 3aBOJCKUE HACTPOMKH.

ITocne o6noBeHus 10 TakuM crioco6oM, HaCTPOMKH 1UTI03a OyAyT COPOIIEHBI.

Oo6unosnenue I10 yepe3 FTP
Jiisa o6HoBnenus [10 HeoOXoAUMBI ClIeAYIONINE IPOTPaMMBbL:

- IIporpamma noaxito4eHust K yCTpoicTBYy uepes TepmuHal, telnet niau ssh (Hampumep: Putty)
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- nporpamma FTP knmuenta(Hampumep: FileZilla, [IpoBoxgank, Farmanager).
[TocnenoBarebHOCTD JACHCTBUI IPH OOHOBIICHUH yCTPONUCTBA:

1) Tlonxmirountses k mopty Ethernet ycrpoiicTa;

2) Tloak/IIOYUTBCS K YCTPOMCTBY OAHMM H3 MpoTokoioB (RS-232(Tepmunuan), telnet wmiun

ssh);

3) ABTOPH3MPOBATHCS HA IILIIO3E C JJOTHHOM root;

4) B wmento CLI BBecTr xomanay firmware preinit;

5) THoakirountbes 1o FTP K ycTpo#cTBY, CKOMMPOBATh MPOIIMBKY B AUPEKTOPHUIO /tmp;

6) B mento CLI BBectu komanay firmware update. YcTpoiicTBO mepesarpy3uThest 2 pasa.
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IMpuaoxkenue S — KomaHabl roJiocOBOro MeHio

**% - momyunts [P agpec nutro3a
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IMpuioxkenue 6 — PekoMeHIaluu N0 HACTPOHKeE JIOKAJIbHBIX 3BOHKOB.

1. HeobGxomumo mpomnucarh HOMEpa, JJOTUH U MMapoJib Ha HY)KHBIX JIMHUAX. Ha kax o muHun
ycranoBute napois 000 (He OyxyT WATH 3alPOCH PETUCTPALIMU HA IPOIUCAHHBIN Sip-
ceprep). st mpumepa ucnosbzyem Homepa (1000-1072). [l ObICTPOTHI TOJIB3YHUTECTh
IpYNIIOBBIMU HACTpOiKaMu. Eciu BBI Bce caemaiu NpaBUiIbHO, TO B TIOJIE COCTOSTHUE
pEerucTpaIiy JOJDKHA MOSIBUTHCS 3aIKMCh Sip-trank.

Homep ; . CoCTORHMEe CocTOAHME
o CocToAHMe  Bxogawwmi Wcxogawmi CocToAHWe
Ne Cratyec (Termination NogHATUA TenedoHHoro MepeperdcTpayma
pervcTpayun BbIZOB EbI30BE nopra
1D) TPYGKM annapara
sip-trank ,
Thu Jul 6
1 enable 1000 10:57-40 - - ON - OFF
2023
sip-trank |
Thu Jul 6
2 enable 1001 - - ON - ON
10:57:36
2023
sip-trank ,
Thu Jul &
3 enable 1002 10:57-41 - - ON - OFF
2023
sip-trank ,
Thu Jul 6
4 enable 1003 - - ON - OFF
10:57:42
2023
sip-trank ,
Thu Jul &
5 enable 1004 10:57-44 - - ON - ON

2023

2. Crenyroum maromM HeoOX0UMO MPOIUCATh TIaH Habopa i JTOKaIbHBIX BBI30BOB. Jliis
ATOTO MepexonuM B aboHeHTckue nauu > [lnan Habopa. B mone rrana nabopa
MIPOMKCHIBAEM HANPaBIECHUE JIJIS IOKATHHBIX 3BOHKOB (10xx@wan_ip adress). [Ipumep
cMOTpuUTE Ha pucyHke nainee. [locie yero Bce HoMepa ¢ manom Habopa 10xx OyayT
00pabaThIBaThCS IITI030M U MOJKHO COBEpPILIaTh BHYTPEHHHE BBI3OBBI, HE HCTIONB3YS Sip
cepsep. [Ipu ucmonp30BaHNH HECKOJIIBKHX MUTF030B MOXKHO TPOCHIBATH HAMIPABICHHS U JIJIS
Hux (Hampumep 20xx@192.168.1.2).

[1naH Habopa

MnaH HaGopa: (T T T110xx@192.168.1.1) pagunia HacTpoiiki [nannnakxa
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Ipuiaoxkenue 7 — PekoMeHaaum Mo HACTPOiKe

1 BxitoueHue pexuma NnepexiroueHus Ha JokanbHyo PBX

Jl1st HaCTpOMKM TaHHOTO pekuMa neperaure o Briaake « VoIPy» nanee «Jlomn.SIP» u

aktuBupyite pynkuuio «Failover Mechanismy.

Cuctenma

JononHuTenbHble HacTporkn SIP

Cramyc
SIP Outbound Proxy
NetSettings -
Pexom paloTes: a
oip =
IP appec:
Ofiuyme
MopT: 5070
E =
Jon SIP
PervcTpan A no mopTase a
Kongks
ASOHEHTCKME NIMHKK ~
Failover Mechaniem:
neo -
BezonscHocT ~ Allow via rewrite: (]
MoHeTop M - Allow contact rewrite: ]
Transport: Uy

OfcnysmMsasme -

Hactpoiika IMS

Pestan patoTe IMS: [m]

Call hold: call hold

Call waiting: call watting

Three party conference: thres party conference
Call rarefer: call rensfer

Hot line service: hat fire

MpoKoH CEPEED QTR MEPSHEMPEENEHHE MCXDOALLEND
TpEdHa

|P-appec moocH cEpESpE

MNopT ans paBoTe C MPOKSH CEQEEPOM

Bioussne anropeTia chsHel S1P-promxy mp9
HEOTEETE =2 Koma=ny REGISTER.

MoxHo sxorDUWypHpOBaT: A0 4 ADNOAHUTE b HEX
SIP praxy. Ecnun B nong Server IP nogacnamos
Server 1.4 me yeazaw P sgpecc SIP Prowy, mo
KOHG AT YPEUME JSHHOMO CEDESPS HE YMECTEVET B
PETHCTREL MK

Mum yomyra "Yospses=ns 2smoea”

Mum yemyrm "Oxnaanus sssoea”

Hum yomyra "TpercTopo =2 i xo=bepe HLWH”

Mg yonyrm "Mepens+s sscoea”

Hum yomyra "Tops4as nus=us"

HNanee, B sToil xe Bkiaake, 3amaiite [P aapec ocHoBHOrO cepBepa, Bkiaaka «Cepsep 1».
VYKka3zaHHBIE MapaMeTpbl JOJDKHBI COBMAAaTh ¢ mapamerpamu ocHoBHOro SIP cepsepa («VoIP»-

«SIP»).
Cepeep 1 -
IP appec cepBepE: 892321
MopT cepeepa: 5060
Loeal Procoy: ]
Cuthound Proxy: (m}

IP appec NpoxcH CEpEEpA:

MopT NPOKCH CEpEepa: 50480
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Hanee, B 3TOM e BKiajake, 3anaite [P anpec nokaneHoro cepepa 127.0.0.1, Bknagka «Cepsep

2». HeoOxonumo i nepekitouenust Ha localhost.

Cepeep 2 -

IP agpec cepeepa:

MopT cepeepa: 5040

Local Prosy: ]

Orutbound Proxy: ]

IP agpec NpocH CEpERpE

MNopT npokcwu cepeepa: 50480

127001

Jlanee HeoOX0UMO yKa3aTh JIOKAJIbHBIA HOMEp a0OHEHTa T.K. OH MOXKET OTIUYAThCS OT YYETHOU
3amcu Ha codreBmue. st aToro mepeianTe K HACTpOHKaM BKIAIKH «aOOHEHTCKUE JIMHUN,
BbIOEpUTE TpeOyeMyo JIMHUIO U BO BKJIaake «JlomomHuTenbHble HacTpoiiku SIPy ykaxute HOMED B

nose «JIOKanpHBIA BHYTPEHHHMM HOMEDPY.

JlokanpHBIE HOMEp OyIeT WCIONB30BAThCS IS

KOMMYTaluu a0OHEHTOB BHYTPH LIJIKO3a IIPU ITOTEPEC COCAUHCHUA C OCHOBHBIM CO(bTCBI/I‘leM.

Nurna 1

Pextvin paioTer

SIP: HacTtpoiika nvHKK

TNorax: 15

Napone: n =
Howmep: 15

OflWme HACTPORKW NAPaMETPOB NMHUW -
HononHutensHele HacTporkk ang SIP -

Call rarsfer: cmsble hd

3 way conference: [m]

Cepe=p IFTY: Cepeep 3F
Call waitingr (m]
Ring Back: O
DD ]
WL u]

NokaREHER BHYTDE HHWA 111
HOMED

MoweT copspsaTe naTuscore SyEsl, Lndpel,
noauepk ea ke o 32 cumosonoe.

Oawus mapons oo 32 cHMEINDE

Teneporsii Homep. [vHs 40 32 SUME0n0R

nEDEiJ,pE:i_IF BeEOER

TpExCTOROHHAR KOHPEDEHIMA — VTS,
0B ECMeH MESOULER B03MOMHOCTE DOHIERSMEHHITD
Tenegonore ofwere Tpex afoHeHTDE

Ceoeep TpexcTopo=HER Ko=Bepe LM

':r-C_'I:rTa NOZBONRET NONLSOEITEMD MPW 3AHATOCTH
ErD TENShOHHEIM DEIFOBE0DOM © NOMOLLED
onpensneHHOre CUrHANa NoNYyYUTE ONOEELUEHIE O
HOEOM EX0ARLEM E=E0ER

Mocne neperEMNPSEREHUA 3B0HKE, SE0HOX BEDHETCR
ofipaTHo - Koras oo 350 HEHT Z3ESDWMT gHanor
W MORoEHT TRYERY

Yemyra "He SecnokouTs”. Ha Boe EXOORWVE E30HKM
GyO=T oTREENRTCE 0TesT AforeHT zaRST (Ko
488 CoRNCTEA MW CAMOND WS

Yemyra Nonocosan nosTa

Gy0ST WCMON=Z0EST=CA N8 TE0HI0E EHYTPM LOSE
H NOTEQE CERSW C CEPESPOM
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IMpuinoxkenue 8 — Apapuiinbie 1 HHpopMmanuoHubie coodmenuss SNMP trap/inform

mgSIPRegisterFail NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION
"Fail registration"
::= { mgTraps 1 }

mgSIPRegisterOk NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION
"Good registration"
:= { mgTraps 2 }

mgH248forService NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION

LAR AL

::= { mgTraps 5 }

mgH248unexpected NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION
"Unexpected cmd"
::= { mgTraps 6 }

mgCriticalTemp NOTIFICATION-TYPE
OBJECTS { mgCommonConfigCriticalTemp }
STATUS current
DESCRIPTION
"Critical teperature"
::= { mgTraps 7 }

mgChangeSipREGServer NOTIFICATION-TYPE
STATUS current
DESCRIPTION
"Change SIP server"
::= { mgTraps 8 }

mgInternalError NOTIFICATION-TYPE
STATUS current
DESCRIPTION
"Internall error"
::= { mgTraps 9 }
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mgGKEYDET NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION
"found a ground fault"
::= { mgTraps 10 }

mgGKEYREL NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION
"ground fault is removed"
::= { mgTraps 11 }

mgTERMFAULT NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION
"TERM FAULT"
:= { mgTraps 12 }

mgChannelOff NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION
"Channel off"
::= { mgTraps 13 }

mgChannelOn NOTIFICATION-TYPE
OBJECTS { mgChannelConfigChannel }
STATUS current
DESCRIPTION
"Channel on"
::= { mgTraps 14 }
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