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eneBast ayauropust

JlaHHOE€ pYKOBOACTBO MO JKCIUIyaTallUM NPEJHA3HAYEHO MJIs TEXHUYECKOro IE€pPCOoHala,
BBITOJIHSIONIETO HACTPOWKY M MOHUTOpPHHT ycTpoucTB TenekoM-MG-8FXS-R-1U-AC/DC  wnun
Tenexkom-MG-2/4/8-FXS-R mnocpeacteom WEB/CLI, a Taxke mnporeaypy IO HX YCTaHOBKE U
oOciyxuBanuto. Kpanudukanus TEXHUYECKOTO IEpCOHaja MpEArosaracT 3HaHHE OCHOB paboThI

npotokojoB TCP/IP, UDP/IP, SIP u npuniunos noctpoenust Ethernet cereii.

3aBoackoii IP agpec: LAN 192.168.3.1, WAN DHCP

Login: root

Password: root

Ne | Homep Bepcuu PD um nara | BHeceHHbIe MI3MEHEHUS
U3M.
1 | 1.0 07 27.02.2019 Bepcust IO | HekoTopsle onucanHble (YyHKIMHA MOTYT HAaXOIHUTHCS B
0.1 CTaJIu1 TECTUPOBAHUS
2 | 1.1 07 22.07.2019 Bepcus IIO | HekoTopeie onucanHble (HYHKIMH MOTYT HAXOJUTHCS B
0.6 CTaJIud TECTUPOBAHUSI.
JloGaBneHO: cTaryc aOOHEHTCKUX JIMHUN, TECTUPOBAHHE
muauii, Syslog, ¢aiin kondurypaumu, SSH, Telnet,
HTTP, HTTPS, FTP, SNMP, Co6poc HacTpoex,
OOHOBJICHHE C cCepBepa.
OTpenakTupOBaHbl HACTPOHKH BPEMEHH.
3 | 1.2 01 05.12.2019 Bepcus [1O | [loGaBneno: ynpasienue [IBO; nusmeHeHue mnapameTpoB
0.11 flash; ompoc cepsepa Keep Alive; moakiaroueHue Io
nporokoiry Telnet, SSH; mexanusm otiagku (tcpdump).
4 | 1.3 01 31.08.2020 Bepcus 110 JloGaBneno: HoBble MoaubuKanmuu 000PYIAOBaHUSA,
0.21 PPPOE, SIP Transport, Calling Feature, TCP mamm,
DDNS, Autoprovision, (yHKIHS TOJOCOBOIO MEHIO
«y3Hai [Py, firewall, mapmpyTtuzamms. Radius. Tacacs.
5 | 1.40116.07.2021 Bueceno onucanne SNMP trap/inform no tpeboBanusm
Bepcust 110 0.21 Kaszaxrenekom, ycTpaHEHbI MEJIKUE OMMOKH M 3aMEeYaHusl
6 | 1.5 or 13.01.2022 Bepcusa I1O | JloGaBneno: HoBble MoAU(pUKALUMU  000pYyIOBaHUA,
0.29 n3menenus B Bepcuu 110 0.29
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1 Onucanuve u3geaus

1.1 Hasunauenmue

1.1.1 Ob6opynoBanue VolIP mnuno3a TenekoM-MG mnpeaHasHaueH Ui KOHIEHTpAIUU
A0OHEHTCKUX JIMHUN U 00eCrieunBaeT MOAKITIOUYCHNE aHAIOTOBBIX TeJIC(OHHBIX aIlIapaToB K CEpBUCAM
teneponun (POTS/PSTN) depe3 ceTu makeTHOW Mepeaadu JaHHBIX, CTHIK C CETSIMH IMaKEeTHON CBS3U
OCYIIECTBIISICTCA 4epe3 MeaHbie uin ontudeckue uHTepdericel Ethernet. TemekomM-MG wmosker
UCIIOJIB30BaThCA B KayecTBE a0OHEHTCKOro BbiHOca mo mpotokosnam SIP u H.248 (MEGACO) nns
CO3JJaHUsl PACTIPEJICIICHHOW CETH C €IMHBIM HOMEpPHBIM IUIaHOM. [IpenHa3zHayeH I OpraHu3aluu
[P-Tenedonnu B )KUIbIX HoMax u opuCHBIX romenieHusx VolP nuro3 Tenekom-MG u obecnieunBaeT
KPYTJI0CYTOYHYIO IKCIUTYaTalMIo 7 THEH B HEAEIIO MPU OTCYTCTBUM OOCITYKHBAIOIIETO EPCOHANA U He
TpeOyeT PerysipHOM nepe3arpy3KkH.

1.1.2 B HacTosieM pPYKOBOJACTBE IO OKCIUTyaTalluW H3JI0KEHbl Ha3HAYeHHE, OCHOBHBIE
TEXHUUYECKHUE XapaKTEePUCTUKH, MTpaBuiia KOHQUTYPUPOBAHUS, MOHUTOPHHTA U CMEHBI MPOTPaAMMHOIO

obecnieuenus VolP nutro3a TenekoM-MG (nanee «ycTpoHCTBOY, «OI0K»).

1.2 OcHOBHBIC TEXHHYECKHE XAPAKTEPUCTUKH

1.2.1 OcHOBHBIC TEXHUYECKHE XapaKTECPUCTHKU ITPUBEICHBI B TabuIe 1.1.

Tabmuna 1.1 — OcHOBHBIE TEXHUYECKHUE XapaKTEPUCTHKU

[Toptel FXS 8/4/2

Tune! pazsema aisa FXS 6P4C

[Ipotokossl VoIP SIP

Anpecanus SIP RFC3986 (SIP URI)

[TpoToKOJIBI TOCTYyMA SSH, Telnet, HTTP, HTTPS, FTP, SNMP (v1, v2c, v3)

ITogepxka pakcon T.38, G.711

Aynno Koieku G.711 ALaw, G.711 MuLaw, G.729, G.723.1, G.726

['onocoBble cTaHAapTHI VAD (nerextop aktuBHOCcTU peur), AEC (3x0 KomrmeHcarus,
pexomennanun G.165 u G.168), CNG (rerepauusi koMpopTHOTO
ryma)

[TopTh TenekomM-MG-8FXS-R-1U-AC/DC - 4 LAN, 1 WAN (RJ45,
1000BASE-T, 100BASE-TX), 1 Console (RS-232)
Temekom-MG-2/4/8-FXS-R - 4 LAN, 1 WAN (RJ45,
1000BASE-T, 100BASE-TX)

HabGop HoMepa UMITyJIbCHBIH/ TOHANBHBIN (DTMF)

Caller ID FSK (ITU-T V.23, Bell 202), DTMF




Tabmuua 1.1 — [Ipogomkenue

3anmra a0OHEHTCKUX
JINHAA

3amuTa aOOHEHTCKUX OKOHYAHUH M0 TOKY U 110 HanpshKeHuto. J{is
3a1UThl a0OHEHTCKUX KOMILJIEKTOB OT NEPEHAINPSHKEHUN JIMHEeHHas
CTOpOHa Kpocca JOJDKHA OBITh 00OpYJOBaHA TPEXIOIIOCHBIMH
paspsIHUKaAMU  C  HampspkeHuem — cpabarpiBanms  230B.
Pexomennyrores paspsinauku pupmer KRONE “MK, 230 B” ¢
TEPMO3AIIMTHON MPY>KUHOIA.

Jlnarnoctuka u
MOHUTOPHHT COOBITUI

TectupoBanne Qu3MUECKUX MapaMeTpoB AOOHEHTCKUX JIMHHM,
Syslog, SNMP

YupasneHue WEB, RS-232, SNMP
besonacHocTh [Iposepka umenu u napoisi, RADIUS, TACACS+
DneKTponuTaHue 220 VAC unu 48V DC/ 12V DC (agantep 220V AC B KOMILIEKTE)

Jomnyctumoe HarpsikeHue
MepEMEHHOr0 ToKa, B

ot 187 mo 242

[ToTpebiisiemMast MOIIHOCTh

He 6osiee 30BT (mpu ogHOBpeMeHHOM akTUBHOCTH Ha 8§ FXS)

Cpennsist HapaboTKa Ha
OTKa3

50 0004ac

Tenekom-MG-8FXS-R-1U-AC/DC - 430x44x220 MM
Tenekom-MG-2-FXS-R - 110x80x27 mm

e D TenexkoM-MG-4-FXS-R - 180x120x35 MM
TenexkoM-MG-8-FXS-R - 180x120x35 mm

Pabouas Temnepatypa -10 mo +55 °C

Pabouas BIa)XHOCTH <80%

Tun kopnyca

MeTajummuecKuil/ TuIacTUKOBBIN

Bec, kr

He Gonee 2 kr

1.2.2 VoIP nuto3 Tenekom-MG obecrieunBaeT BO3MOKHOCTb OJHOBPEMEHHOW pabOThI BCEX

A0OHEHTCKUX JIMHUH NpU UCNoIb30BaHuM Kojieka G.711 (HebiokupyeMas MaTpuLa).

1.2.3 OOumme BO3MOXHOCTH YCTPOMCTBA:

— BO3MOXHOCTBH UCIIOJIB30BATh PA3JIMYHBIC TOT'U VLAN IJId yHpaBJICHUA, CUTHAJIIU3allnn

u peuesoro Tpadp¢puka RTP;

— BO3MOXHOCTb KJ1accu(uuupoBath Tpapuk Ui ynpasieHus, curHanuzanuu u RTP c
ucnonb3oBanueM Metok VLAN ID, npuoputera IEEE802.1p u metkam DSCP (ToS — type

of service);

— oOunapyxenue u renepupoBanue curiasioB DTMF B cootBercTBuu ¢ ITU-T Q.23, Q.24;

— nepenaya DTMF (INBAND, OUTBAND no RFC2833, SIP INFO o RFC2976);
— BO3MOYKHOCTh KOH()UT'YpUPOBaHUS U3 BHEUIHUX (aiiiaoB o npotokosnam FTP/TFTP;

— BO3MOXHOCTb COXPaHEHUS MPOIIMBKHU U KOH(PUTypalluy 11032 BO BHEIIHKE (ailsibl 1o

FTP/TFTP;

— o0ecrieuynBaeT OOHOBIIEHUE U PE3EPBUPOBAHUE MPOIINBOK C BO3MOKHOCTBIO XpaHEHHE

ABYX pa3JIMYHbIX BCpCI/Iﬁ B HE3aBHCHUMBIX OaHKax IIaMsATH,

— BBEICHHBIE KOMaH/IbI COXPaHSIOTCS B Oy(depe KOHCONH B MOPSIIKE UX BBO/IA B TEUCHUH
OJIHOH ceccHH;

— peructpanus abOHEHTOB Ha OCHOBE YCTPOHCTBa Wi aboHeHTckux noptos (POTS);

— perucrpanusd a0OHEHTOB Ha OCHOBE JIOMEHHOIr0 UMeHHU uiu [P azapeca,

— TOJJEPKKA TMHAMHUYECKOTO JHKUTTEp Oydepa st ronocoBoro RTP Tpaduka;




o0ecrieyrBaeT MOHUTOPHHT aBapUIHBIX U MH()OPMAIIMOHHBIX COOBITHH;

JIOITyCKaeT HACTPOIMKY JUTMTENbHOCTH TpuHUMaeMoro curnaia flash B auanazone ot 80

1o 1200 mc.
1.2.4 TlopnepxxuBaemsie JJBO:

VY nepxanue BeizoBa — CallHold/Retrieve;

nepenaya BeizoBa — Call Transfer;

YBEJIOMJICHHE O TTOCTYIIEHUH HOBOTO BhI3oBa — Call Waiting;
nepeanapecanus o 3ansroctu — Call Forward Busy;
nepeaapecanus mo Heotsety — Call Forward No Answer;
6e3ycnoBHas nepeanpecanus —Call Forward Unconditional,
CLIP/Caller ID mo ETSI FSK type 1, type 2;

CLIP/Caller ID B popmate DTMF;

sanpert Boigaun Caller ID;

ropsiuasi/Témnas muaust — Hotline/warmline;

TPEXCTOPOHHS KOoHQepeHIMss — 3-way conference (JIOKaJbHO W Ha cepBepe

KOH(EpEeHIIHiA);

He Oecriokonth — Do Not Disturb
akTuBanus/neaktuBanusa pyukiuii JIBO Habopom B popmare *xx / #xX neperaBaeMbix

yepe3 SIP nporokoi B coorBercTBUM ¢ RFC 2396 u RFC 3261.

1.2.5 SIP, noanepxuBaeMbie BO3SMOKHOCTH:

oOHapyxeHue u reHepupoBanue curianoB DTMF B cootBerctBuu ¢ ITU-T Q.23, Q.24;
RFC 3261 SIP 2.0;

RFC 3262 SIP PRACK;

nojazepxka Heckolbkux SIP cepBepoB peructpanuu u SIP-proxy;

RFC 2327 u RFC 4566 Session Description Protocol (SDP);

nepeperucTpauyss U IepeHalnpaBleHUe BbI30Ba Ha pe3epBHbId SIP cepeep mnpu

HEAOCTYITHOCTHU OCHOBHOTO;

RFC 3263 Locating SIP servers for DNS lookup SRV and A records;
ru0kas HacTpoiika raHa Habopa dial-plan;

RFC 3264 SDP Offer/Answer Model;

RFC 3265 SIP Notify (nactpoiika dial-plan no 3ampocy notify);
RFC 3311 SIP Update;

RFC 3515 SIP REFER;

RFC 3891 SIP Replaces Header;

RFC 3892 SIP Referred-By Mechanism;

RFC 4028 SIP Session Timer;

RFC 2976 SIP INFO Method,

RFC 2833 RTP Payload for DTMF Digits, Flash event;

RFC 3361 DHCP Option 120.NAT support.

1.2.6 TpaHcnopTHBIH U KOHTPOJIBHBIN PoToKoIbl RTP/RTCP B cooTBETCTBHM CO CTaHAapTaMU
RFC 1889, RFC 1890, RFC 3550.

1.2.7 Konnu4yecTBO OJHOBPEMEHHO pabOTAIONUIMX KAaHAJIOB MPU HCIOJB30BAHUM PA3TUYHBIX
THUIIOB 3BYKOBBIX KOJIEKOB IIPECTaBICHO B Tabnuie 1.2.



Tabmuua 1.2 — KoauuecTBO OJHOBPEMEHHBIX KaHAJIOB, MOIJEPKUBACMBIX YCTPOHCTBOM, B
3aBHCHUMOCTH OT TUIIA KOJeKa

KonnuecTBo KaHanoB ycTpoiicTBa

N N DN DN N N NN
B S T . S B N B S B N B S
Dn| 0| | | | O OO OO0

1.2.8 IlapameTpsl aOOHEHTCKUX JUHUNA IpUBEACHbI B Tabmuue 1.3.

Tabmuua 1.3 — [TapaMeTpbl aHAIOTOBBIX A0OHEHTCKHX MOPTOB

Tenekom-MG-8FXS-R-1U-DC,

Tenekom-MG-8FXS-R-1U-AC; ’
Tenexkom-MG-8-FXS-R 8
TenekoM-MG-4-FXS-R 4
TenekoM-MG-2-FXS-R 2

Wmnynscubiit/TonansHb (DTMF)

or7 mo 13

FSK (ITU-T V.23, Bell 202), DTMF

€CTh

IPOrpaMMHUPYEMBbIE

1500

3000




Tabmuna 1.3 — I[pomomkenue

20 000

20 000

0,5

MuHyc 16...7

0,1

70

HenpepbIBHBIN curnan (425+-25) I'n, (3+-0,3) B

nepuoaudeckuii curnan (425+-25) I',
mmrtensHocTh (0,15-0,2) ¢ - kopoTkasi, may3a

(0,15-0,2)

nepuoandeckuit curnain (425+-25) I'n,

JUTUTENBHOCTH | c, may3a 4 c.

nepuoandeckuii curnan (425+-25) ',

murensHocTh (0,3-0,4) ¢, maysa (0,3-0,4) c.

MEePUONYECKHI CUTHAII, KOMOWHAIUS 4YacTOT
1400/2060/2460/2600 I'r (cMenranHBIi),
yposens 0 1b, 100 mc — umnynbse, 100 mc —

naysa.

nepuoanydeckuii curuan (425+-25) I'n,
nocbuika (250 + 25) ¢ - kopotkas u (750£75) ¢
- JUIMHHAg, nay3a (250 £+ 25) ¢ — kopoTkas u

(750£75) ¢ - pnuHHAas.




Tabmuna 1.3 — I[pomomkenue

munyc 105 nbm nnu munyc 155 nbm npu
OJIHOBPEMEHHOMH Iepeiade ¢ r0JIOCOBBIM

CUT'HaJIOM

1.2.9 Ilapamertpsl ceTu U KOH(UTrypaLuu npuBeaeHsl B Tabnuue 1.4.

Tabnuna 1.4 — Cetb u kKoHHUTYpaTUs

[To cetu Ethernet
Enunstit wim pa3aensasie natepdeiic VLAN/IP
Juis ynpasieHus u VolP.
WAN: crarnueckuii [Pv4, DHCP knueHT (eauHbIi
aapec), PPPoE
— In-band yepe3 mo06oii u3 noptos: WEB,
Telnet/SSH (CLI), SNMPv1,v2c,v3;
— RS-232 xoncomns (CLI), nokansHOE
yIpaBJICHHUE.
ABTOpU3aIHS ¢ PA3IUYHBIMU YPOBHSMH JIOCTYTIA:
nokanbHas (iorus/mapois), RADIUS, TACACSH,
Opanamayap.

1.2.10 B ncrounukax nurtanus VolP mumrozoB TenekoM-MG mpenycMOTpeHa OJITOBpEMEHHas
3alMTa OT KOPOTKOTO 3aMBIKaHHS B OOOPYAOBaHMH, CHUIKCHUS/TIPEBBINICHNS HANPSHKEHUSI TUTaHUS
WJIH TIepEeTpeBe 000pyIOBaHUSI.

10



1.3 BHewmrnuii Bua

1.3.1 VoIP muro3 Tenekom-MG-8FXS-R-1U-AC/DC BBINOTHEH B MeTAJUTHUECKOM Kopryce 1U
W TpeaHa3HaueH i yctaHoBku B croiiky 197 T'OCT 28601.1/2/3-90. Buemnuii Buj IuIt03a
MpeJCTaBlIeH Ha pucyHKe 1.1.

o E] VolP w3 Tenexom-MG |y

= gl VoIP wrnio3 Tenekom-MG -

Pucynoxk 1.1 — Buemnnii Bug VolIP mumro3 Tenexkom-MG-8FXS-R-1U-AC

1.3.2 VoIP numo3bl HactoiapHOro wucnoysiHeHus TenekoM-MG-2/4/8-FXS-R BbeInoIHEHBI B
IUTACTUKOBOM Kopityce. BHenrHuil Bua 6J10K0B npescTaBiieH Ha pucynkax 1.2, 1.3, 1.4

Pucynoxk 1.2 — Buemnnii Bug VolIP nuro3 Tenexkom-MG-2-FXS-R

11



Pucynoxk 1.3 — Buemnuii Bug VolIP nuto3 Tenexkom-MG-4-FXS-R

Pucynoxk 1.4 — Buemnnii Bug VolIP nuo3 Tenexkom-MG-8-FXS-R

12



1.3.3 Onwucanue QpyHKIIMOHAIBHBIX 3JIEMEHTOB (MHIUKATOPHI, Pa3bEeMBI, IEPEKIIOYATENH U T.1.)

npuBeneHo B Tabmumax 1.5-1.10.

i & VoIP wnios Tenexkom-MG -

Pucynok 1.5 — Onucanue GyHKIIMOHAIBHBIX 3JIEMEHTOB JIMIICBOH MaHEIN

Tab6muna 1.5 —

Omnucanue

Tenexkom-MG-8FXS-R-1U-AC/DC

(YHKIMOHANBHBIX ~ 3JEMEHTOB  JIMIEBOM  IaHEIu

TenexkoM-MG-8FXS-R-1U-AC/DC

Ne | HaumenoBanue Onucanue

1 | PWR 220V AC IN Pazbem noakiiroueHus 3eKTPONUTAHUS OT CETH TEPEMEHHOTro Toka 220
Bomnbt, nepxarens npegoxpanutens 3,15A (B MoauduKanum n3enus ¢
AIIEKTPOMHUTAHUEM OT ceTH moctosiHHoro Toka DC, naHHBIA pazbeM
OTCYTCTBYET)

2 | POTS 1-8 Paswembl 6P4C g noakimroueHnss aO0OHEHTCKUX JTUHUN

3 | POTS 1-8 | UaaukaTopsl cocTosiHUS 1uieida (onucanwue 1. 1.5)

WHAUKATOPBI

4 | LAN 1-4 [Topter 1000BASE-T, 100BASE-TX, 8P8C nns co3gaHust JIOKalnbHOU
CeTH

5 | WAN [Topr 1000BASE-T, 100BASE-TX, 8P8C mnsi mnoakimioyeHus K
BHEILIHEH CEeTH

6 | Console [Topt ans nojkioueHus no npotokoay RS-232, 8P8C

7 | F Knonka Factory

8 | RST Knomnka Reset

9 | Power WNHaukaTop 2JIEKTPONUTAHUS

10 | Status WMHIuKaTOp COCTOSHUS YCTPOUCTBA

Pucynok 1.6 — Onucanue GyHKIIMOHATBHBIX 2JIEMEHTOB 3a/IHEH aHenu
Tenekom-MG-8FXS-R-1U-AC

Ta0muma 1.6 —

Omucanue

(yHKIIMOHATIBHBIX 2JIEMEHTOB 3a/IHeH MTaHEeIN

Tenekom-MG-8FXS-R-1U-AC

No

HanmenoBanune

Ormucanue

1

MAC aapec

MAC anpeca nprcBanBaeMble 3aB0I0M u3rotosutenem st LAN u
WAN unTepdeiicos

2 | 3aBoacKoi HOMEp

CepHﬁHBIfI HOMCED, HpI/ICBOCHHBIﬁ 3aBOJJOM HM3IOTOBUTCIICM

3 | KnemMma 3a3emiieHus

Knemma g moakiroueHns Kkadeirst 3a3eMIIEHUS
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Pucynok 1.7 — Onucanue GyHKITMOHAIBHBIX 3JIEMEHTOB 3a/IHCH MMaHEIn
TenekoM-MG-8FXS-R-1U-DC

Tabmuna 1.7 — Ornucanue (GYHKIIMOHATBHBIX AJIEMEHTOB 3a/HeH TaHeIn
Tenexkom-MG-8FXS-R-1U-DC

Ne | HaumenoBanue Onucanue
1 3,15A Hepxartens npenoxpanutens 3,15A
2 | PWR 48 DCIN Kinemma mnoakmiouenus osnekrpornutranus 48 Bomnbr oT cetn

IIOCTOAHHOI'O TOKa

3 | KnemMma 3azemnenus | Kimemma miis moakiaroueHus KaOeirst 3a3eMICHUs

4 MAC anpec MAC anpeca npucBarBaeMmble 3aBojioM u3rotosuresiem 1t LAN u
5 WAN wunrepdeiicoB

6 | 3aBojckoil HOMep CepuiiHblii HOMEp, IPUCBOEHHBIN 3aBOJIOM U3rOTOBUTENIEM

Pucynok 1.8 — Onucanue GpyHKIMOHAIBHBIX A5ieMeHTOB TenekoM-MG-2-FXS-R
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Tabmuna 1.8 — Onucanue GyHKIIMOHATBHBIX 3JIeMeHTOB Tenekom-MG-2-FXS-R

Ne | HammenoBanue Omnucanue

1 |F Knonka Factory

2 POTS 1-2 Paswembl 6P4C g noakimrodueHust aDOHEHTCKUX JIMHUN

3 LAN [Topt 1000BASE-T, 100BASE-TX, 8P8C nist co3ganust JJIoKaJIbHON
cetu

4 WAN IToptr 1000BASE-T, 100BASE-TX, 8P8C mjis moakiItOueHHs K
BHEIITHEH CETH

5 PWR IN 5V 2A Pazbem nmoakitoueHus JIEKTPONUTAHUS OT CETH MOCTOSHHOTO TOKa
5V, peanuzoBanHas B Bujae USB mnopra. B koMmIuiekT nocraBku
BXOJUT aJalTep MUTAHUS JJIsl CETU MEpeMeHHOro Toka 220V.
IIuTanue 0JIOKA BO3MOXKHO MCKIIOYHUTENLHO OT afanTepa MUTAHM
13 KoMILIeKTa noctaBku. [loakmouenue nuio3a kK USB uaTepdeiicy
KOMIIBIOTEPA MOXKET IPUBECTH K BEIXOAY M3 CTPOS OJIOKA.

6 | Ilanenp nuaaukaTopoB | Status - UHAMKATOP COCTOSIHUS yCTPOMCTBA

f1 — uHaUKATOp MUTAHUS
1, 2 - ”HIUKATOPHI COCTOSTHUS NUICHba

N
|
£
[

Pucynok 1.9 — Onucanue ¢pyHKIIMOHATBHBIX 25ieMeHTOB TenekoM-MG-4-FXS-R
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Tabmuna 1.9 — Onucanue GyHKIIMOHATBHBIX 3NIeMeHTOB Tenekom-MG-4-FXS-R

Ne | HammenoBanue Omnucanue

1 |F Knonka Factory

2 POTS 14 Paswembl 6P4C g noakimrodueHust aDOHEHTCKUX JIMHUN

3 LAN [Topt 1000BASE-T, 100BASE-TX, 8P8C nist co3ganust JJIoKaJIbHON
cetu

4 WAN IToptr 1000BASE-T, 100BASE-TX, 8P8C mjis moakiItOueHHs K
BHEIITHEH CETH

5 12V DC Pazbem nmoakitoueHus JIEKTPONUTAHUS OT CETH MOCTOSHHOTO TOKa
12V, B KOMIUIEKT MOCTaBKM BXOJHUT aJanTep NUTAHUS JJIs CETH
MepeMEeHHOro Toka 220V

6 | [lanens nHaMKaTOPOB | Status - MHAUKATOP COCTOSHUS YCTPOHCTBA

fl — HHAMKATOp MUTAHUS
f2 — 3ape3epBupoBaH
1, 2, 3, 4 - uHAUKATOPBI COCTOSTHUS TLIeH ha

N
o
s
[«

Pucynok 1.10 — Onucanune @pyHkunoHanbHbIX 31eMeHToB Tenekom-MG-8-FXS-R
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Ta6muma 1.10 — Onucanue pyHKIMOHATBHBIX 37eMeHTOB TenekoM-MG-8-FXS-R

Ne | HaumenoBanue Onucanue

7 |F Knonka Factory

8 POTS 1-4 Paszbemsr 6P4C mirg moaxiIroueHust aDOHEHTCKUX JIMHUH

9 LAN ITopt 1000BASE-T, 100BASE-TX, 8P8C 1151 co3ianus JJIOKaIbHON
CEeTH

10 | WAN IToptr 1000BASE-T, 100BASE-TX, 8P8C mjis moakiItOYeHHs K
BHEIITHEH CETH

11 | 12V DC Pazbem nmoakito4eHus JIEKTPONUTAHUS OT CETH MOCTOSHHOTO TOKa

12V, B KOMIUIEKT MOCTaBKM BXOJHUT aJanTep NMUTAHUS JJIs1 CETH
MepeMEeHHOro Toka 220V

12 | Ilanens uHAMKATOPOB | Status - UHIUKATOP COCTOSTHUS YCTPOUCTBA

f1 — unaMKaTOp MUTAHUS

f2 — 3ape3epBupoBaH

1,2,3,4,5,6,7, 8 - uHIUKATOPBI COCTOSTHUS IUICH(a

1.4 Tunosble cXeMbl BKJIIOYECHUA

1.4.1 VYcrpoiicTBO MOAKITIOYAETCS K CETH IO CXeMe a0OHEHTCKOT0 BBIHOCA.

142 B »sTom ciydae yCTpOWHCTBO BBINOJHSACT (YHKLUMU LUII03a MEXAY aHaJIOrOBBIMHU
tenedoHHpIME annapatamu U yaainenHoit ATC (pucynok 1.11).

1.4.3 AOoHEeHTCKME TOpPTHl LUII03a PErHMCTPUPYIOTCA HAa MNPOrPaMMHOM KOMMYTaTOpe
SoftSwitch, ycmyru JIBO B Takoif cxemMe MNpUMEHEHHUs MPEIOCTaBISIIOTCS MPOrpaMMHBIM

KOMMYTAaTOpOM.

Tenekom-MG-M

Ethernet
Cere =113

o

SoftSwitch N\

| |
R ¢ ¢

Pucynok 1.11 — Cxema paboThI u3aenus
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1.5 CseroBasi uHAMKAINSA, PYHKIIHOHAJIbHbIE KHONIKH, 3JIEKTPONIMTAHNE

1.5.1 CaeroBast UHAMKANKS U KHOIIKU yCTPOICTBA mpuBeAeHbI B Tabmume 1.11.

Tadmuua 1.11 — CBeToBas UHAUKALUA U KHOIIKA

Bremnwmii Bug MapkupoBka | Onucanue

NunukaTtopsl cocTostHus nuieida.

He ropur — tpyOka nosioxxeHa.

Mopraet — uzet BbI30B.

["oput — TpyOKa cHsTA.

WHauKaTop 3JIEKTpONUTaHUs YCTPOKUCTBA.

- Power, f1 | ['opuT — snekTponuTaHue MOIKIIOYCHO.

He ropur — 31eKTponuTaHue OTCYTCTBYET.

WNHpaukaTop COCTOSIHUS YCTPOKCTBA.

I"opurt 3eneHbIM — HOpMalibHask paboTa yCTpoiicTBa.

He roputr — wumger 3arpy3ka yCTpoWCTBa, HET
Status AIIEKTPOIUTAHHUS.

Mopraer 3eneHbIM — 3arpy3ka Onoka ((hopmupoBaHHe
0a3bl JaHHbIX )

["oput KpacHBIM — HaUaJIbHAs 3arpy3Ka O0JIOKa UITH aBapHsl.
Mopraer  3el€Hbli  HMHAUKATOP —  YCTaHOBJIEHO
COEIMHEHUE

— POTS 1-8

LAN
WAN

Knomnka Factory.

. F COpoc B 3aBOJACKHE HACTPOWKH — OTKJIIOYUTH MUTAHHE,
HaXaThb M, YJCP)KUBas KHOIKY, HMOIKIIIOYUTH IMUTAHUE,
MPOIOJDKATh yIEP’KUBATh KHOMKY B TeUEHHE 3 CEKYH/I.

m Knomnka Reset.
OpHOKpaTHOE Ha)kaTHe — Iepe3arpyska yCTponcTBa.

RST

1.5.2 DOnextponuTtaHue, B 3aBUCHMOCTH OT MWCIIOJIHEHUS YCTPOMCTBA, MOXET OBbITh OT
MOCTOSTHHOTO WJIM NEPEMEHHOr0 Toka Tabnuua 1.12.

Tabmuna 1.12 — Dnexrponuranue

Buemnuii Bug MapkupoBka Onucanne

Pa3beM MOAKIIOYEHHSI IIEKTPOIIUTAHUS OT CETH
nepemenHoro Toka 220 Bousbr. JlomycTumsbrit
PWR 220V AC IN | Avana3oHn Hampsbkenus ot 187-242 B. JlanHbIid
pa3beM COBMEIIEH C MPETOXPAHUTEIIEM.

Kremma noaxatoueHust 31€KTPONUTAHUS OT CETH
PWR 48 DC IN nocrossHHOro Ttoka 48 Bosbr. [JomycTumeblid
JlMara3oH HamnpsbkeHus 42-72 Bonbra.

Pazpem mogkioueHus eKTPONUTAHUS OT CETH
12V DC/PWR IN | mocrosaHoro Ttoka 12V/5V, B KOMILIEKT

5V MOCTaBKU BXOJMT aJanTep MUTAaHUS ISl CETH
nepeMeHHoro Toka 220V
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1.6 Kommuaexkramus

1.6.1 CrangapTHast KOMIUIEKTAIUS U3/1€TMS 3aBUCUT OT UCTIOJTHEHUS.
1.6.2 VYcrpoiicTBa € 3JIeKTPONUTAHUEM OT CETH IIepeMeHHoro Toka AC:
— Ilacnopr;
—  KommuiekT kpenexa s yCTaHOBKHU B CTOMKY;
— Bunka cereBas TP-8P8C — Smir;
—  Bunka Tenedonnas TP-6P2C — 8mr;
— Kabenb nmuTaHus OT CETH MEPEMEHHOTO Toka 1,8 M;
—  IIpenoxpanurens 3,15A (BIIb 6-11);
— IIpoBona 3azemieHus SM.
1.6.3 VYcrpoiicTBa € 3JIEKTPONUTAHUEM OT CETH MOCTOSIHHOrO Toka DC:
— Ilacnopr;
—  KommiekT kpenexa s yCTaHOBKHU B CTOMKY;
— Bunka cereBas TP-8P8C — Smir;
— Bunka tenedponnas TP-6P2C — 8wr;
— Kabenp nutanus ot cetu nocrosiuuoro Toka 5 m (IIBC 2x1,5);
— Ilpenoxpanurens 3,15A (BII 1-1);
— IIpoBox 3a3emneHus Sw.
1.6.4 VYcrpoiicTBa B IIIaCTUKOBOM KOpILyCE:
— ITacmopr;
— Bunka cereBas TP-8P8C — 2mr;
—  Bunka teneponnas TP-6P2C — 8wt (B 3aBucuMocTH OT kKonudectBa FXS);
— Apantep nutanus 220V
1.6.5 Kommiekranus MOXeT OBITh HW3MEHEHAa B 3aBUCUMOCTH OT YCJIOBHH IIOCTaBKU U
MOKEJIaHUM 3aKa34uMKa.

1.7 Tlopsimoxk ycTaHOBKH

1.7.1 TIlpu pabote c o0opyaoBaHHEM HEOOXOIUMO coOMtoeHue TpeboBanuii «[IpaBui TeXHUKH
0€30MacHOCTH TIPU AKCIUTyaTallil AJIEKTPOYCTAHOBOK IMOTpeduTenei». 3ampemaercss padoTath C
0o00Opy/ZIOBaHHWEM JIMIIaM, HE JONYIIEHHbIM K pPaboTe B COOTBETCTBUM C TPEOOBAHUSMHU TEXHUKU
0€30IaCHOCTH B YCTaHOBJIGHHOM TOpsKe. OKCIUTyaTalusi yCTPOWCTBa JOJDKHA IPOU3BOAMTHCS
MH)XEHEPHO-TEXHUUYECKUM NIEPCOHAIIOM, NTPOLIEAIINM CIEUATBHYIO IIOJTOTOBKY.

1.7.2 TIlpu mnomyueHun KopoOKu ¢ ycrpoiictBom TenekoM-MG He0O0X0IUMO TPOBEPUTH
LEJIOCTHOCTh YIAaKOBKH, 3KCIUTyaTallMOHHOM OKYMEHTAllUU, YIAKOBKH C KOMIUIEKTOM MOHTa)KHBIX
yacTell  uX KonmuecTBa. [lepen yCTaHOBKOM yCTPONCTBO JAOMKHO OBITh BBIICPIKAHO OMPEICICHHBIN
NepUoj BpEMEHH B TOM MIOMEUICHUH, B KOTOPOM Oy/IeT YCTaHOBIIEHO, /JIsl BRIpAaBHUBAHUS TEMIIEPATyPhl
U n3deranusi o0pa3oBaHUs KOHJIEHCATa.
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1.7.3  [ns uznenuii B METaNIMYECKOM KOpITycCe:

Pacnionoxxutre m3genne B croiike 19” Takum 00pazoM, 4TOOBI PACCTOSHUE MEXITY
coceIHUMU ycTpoiicTBamu Obl1o He MeHee 1U (pucyHok 1.12).

[Ipy HEoO0XOAMMOCTH OTPETYIHPYWTE TON0KEHUE KPOHIITEHHOB OTHOCHUTEIHHO
KopIryca.

o VolP wnio3 Tenekom-MG

& onTvk-4G-32E1-ToP
Pucynok 1.12 — IlonoxxeHue u3aenust B CTOMKE

3adukcupyiiTe n3nenue B CTOMKeE MpH MOMOIIM KOMITJIEKTa Kpernexa (pucyHok 1.13).

1 — raiika cko0a, 2 — mmaiiba, 3 — BUHT.
Pucynok 1.13 — @ukcarus uzenus B CTOHKe BUA COOKY

3azemunte H3eNUe — MOJIKIIOYUTE MPOBOJ 3a3€MIICHHUS K CIENHUaIbHOMY BHHTY Ha
KOpITyCe U3IeIusl.

[Moaxmrounte anekTponuranue (Tabnumna 1.12).

HNunuxatop «Power» (Tabnuua 1.11) nomkeH 3aropeThest 3e7IeHbIM.

[MoxkmrounTe aOOHEHTCKHUE JTMHUHM W JJICKTPHUSCKHUE MAT4-KOPJIbI B COOTBETCTBUU C
TpeOyeMoii KOHPUTypaLHen.

1.7.4  JIns u3nenuii B IUIACTUKOBOM KOPITyCe:

VYcraHoBUTE U3JeNNE U MOAKIOYUTE AIEKTPONUTAHUE (aJanTep BXOJUT B KOMIUIEKT)
(Tabmuma 1.12).

HNunuxatop «f1» (Tadnuma 1.11) qomkeH 3aropeTbCst 3€7ICHBIM.

[Monkmrounre aOOHEHTCKHE JIMHUU U 3JEKTPUYECKUE MaT4-KOpJbl B COOTBETCTBUU C
TpeOyeMoii KOHPUTypaIHeH.
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2 Kondurypauuss ¥ MOHUTOPUHT

2.1 Ioakiaro4yeHue K yCTPOMCTBY

2.1.1 TlogkayeHHe K yCTPOICTBY MO NPOTOKOaIY RS-232

2.1.1.1 Tlogkmrouenne mo wuHTepdeiicy RS-232 BO3MOXKHO TOJBKO

IUIA  UCIIOJIHEHUH

TenexkoM-MG-8FXS-R-1U-DC/AC. B muiro3ax ¢ MmiacTUKOBBIM THUIIOM Kopryca uHTepdeiic RS-232

OTCYTCTBYET.

2.1.1.2 BxirouuTe yCTPOMCTBO U 10KIUTECH €T0 MOIHOM 3arpy3ku (1-2 MuH.)

2.1.1.3 TlogxmouuTe HyJIb MOJEMHBIM Kabenem RS-232 (pucynok 2.1) mopt «Console» uzaenus

n COM mnopr kommbioTepa. Eciu B KOMIbIOTEPE OTCYTCTBYET TpeOyeMbIH pa3beM, HCIIONb3yHTE
nepexoaauk USB — RS232 (pekomenayembiii USB-SERIAL-4 STLab).

Ne KoHTaKT
KoHTaKT Ne DB9
RJ45 = 1 Konrakr 1
Konrakr 1 1 2 Konrakt 2
Kouraxkr 2 2
Konrakr 3
_ 13
Konrakt 3
3
4 Konrakr 4
Kourakr 4 4 —
5 Konrakt 5
Kourakr 5 5
6 Konrakr 6
Konrtaxt 6 6
7 Kowrakt 7
Konrakr 7
7
8 Konrakt §
Kouraxr 8
8
9 Konrakt 9

Pucynok 2.1 — Cxema coenunenust DB9 — 8P8C

2.1.1.4 Omnpenenute Homep COM mnopra (pucyHOK 2.2) TEKyLIEro NOJIKIIOYEHHS: YIIpaBIeHNE

KOMITHIOTEPOM —ITUCIIETYEP YCTPOUCTB.

A ¥npaeneHue KomnsroTepom

Main  [eicteue  Bug  Cnpaeka

| 7E HE B

Pucynok 2.2 — Onpenenenue Homepa COM nopra

£ %’npaﬁnewe KOMMBHOTEROM (1
~ [l} CayxeBubie nporpamme:

(D Mnanuposwwk sagarmi
& Mpocmotp cobrmuii
4] OBuyme nanku

# TNokaneHele nonesosatt
(%) MpouseoauTensHocTs
M Incneruep yerpoiicte

v 55 3anoMuHaroLme yorpoiict

&7 ¥npaenenue anckamu

s ChyBl v npuncKeHna

~ ) VITALIK
s DVD-gnckoEOAEI M AUCKOEOAEI KOMNEKT-JUCKOE
Bl Guardant dongles
| Ayanosxoasl n ayguossxoas!
[GF Bugeoapantepe
3 Berpoernoe M0
- JMCKOBBIE YCTROACTER
| 3eykoBble, UrpoBkIe W BHAEOYCTPOICTE
=2 Knasnarypel
3 Komnbrotep
=® KonTponnepe: IDE ATA/ATAPI
¥ Koutponnepe USB
S KoHTponneps! 3anoMuHaroLLK yCTPORCTS
[ MoruTops
MBILLN 1 MHBIE YKB36IBFOLLNE YCTPOHCTES

= Ouepean nevatm
v i Moprel (COM u LPT)

W Prolific USB-to-Serial Comm Port (COM3)
B_Coor Iooliciea

L} Npoueccopsr

I Cetesnie agantepoi

E3 Cucremneie yerpoiictsa

i Yerpoiictea HID (Human Interface Devices)
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2.1.1.5 3anyctuTe KIMEHT Ui TOAKIIOYCHHUS uepe3 mocienoBarenabHblii mopt (RS-232), B
tekyuieM npumepe «PuTTY».

2.1.1.6 VYcranoBute THN coeauHeHus «Serial», ckopocTh noakiaoueHuss 57600, panee
onpeneneHHasii COM mopt. OTkpoiite coennuenne «Openy (pucyHok 2.3).

ﬁ PuTTY Cenfiguration *
Category:

= Sgssinn Basic options for your PuTTY session

CI TE"" Ileuglging Specify the destination you wart to connect to

—|- Terminal —
- Keyboard Serial line Speed
Bl |coms ||57600 |
- Features Connection type:

= Window (ORaw (O Telnet (CO'Rlogin () 55H @) Senial
Appearance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection | |
- Colours ’

Default Settings

=+ Connection 1 —
- Data BFXS
- Proxy SFP Save
- Telnet Delete
- Rlogin

- 55H
- Senal Close window on exit:
(O Mways ()Never (%) Only on clean exit

Pucynok 2.3 — Hactpoiika PuTTY

2.1.1.7 Tlpoitaute aBTOpHU3ALUIO, 10 YMOJIYAHUIO JIOTUH U IApOJjb root/root. Eciv npurnamenue
K BBOJIY JIOTMHA W TIApOJIsl HE TOCTyIui0, Haxkmute Enter.

2.1.2 IHoakarouyenue K ycrpoiicTBy Yyepe3 WEB-untepdeiic

2.1.2.1 BxiarounTe yCTPOMCTBO U N0KIUTECH €TO IOJIHOM 3arpy3KH B TEUEHUH 2-5 MUHYT.

2.1.2.2 Bo3MOXHO JBa BapuaHTa noakmouyeHus: depe3 LAN moprTel (pekoMeHayeTcs IpH
nepBoM BkimoueHnH) Wi WAN nopt uzaemnus.

2.1.2.3 Tlpu noaxmouenuu yepes aodoit LAN nmopt:

— Toaxmrounte LAN mopt u3aenus K CETH WM KOMITBIOTEPY.

— Bgeaure IP anpec B agpecHyro ctpoky Opaysep. Ilo ymomuanuto IP agpec LAN
untepdeiica 192.168.3.1. Kommbrorep, ¢ KOTOPOro MpOU3BOAMTCS HACTpPOWKa, W
YCTPOMCTBO JOJKHBI HAXOIUTHCS B OJIHOM MOJCETH.

2.1.2.4 Tlpu noaxmouenun uepe3 WAN nopt:
— Ionkmrounte WAN nopT u3Aenus K CETH WU KOMIIBIOTEDY .
— Bsenute IP ampec B ampecHyto ctpoky Opaysepa. [lo ymomuanuto IP anpec Oyner

aBTomMatuyecku npucBoeH yctpoiictBy DHCP cepBepom Bamieil cetu (yTouHUTE y
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agmuHucrtpaTtopa cetu). Ecnu B cetu orcyrcrByer DHCP cepBep, To noakitoueHue
yepe3 WAN mopTt Oymer HEBO3MOKHO. UTOOBI 3TO HCNIPaBHUTh, MOAKIIOYUTECH K
ycrpoiictBy uepe3 LAN nmopt, u Hactpoite cratudeckuil [P anpec na WAN mnopty
ycTporictBa. Kommbrorep, ¢ KOTOpPOro IpPOU3BOAMTCS HACTPOMKA, W YCTPOMCTBO
JIOJIKHBI HAXOJUTHCS B OAHOU MOJCETH.

2.1.2.5 Tlpoiinure aBTOpPHU3ALMIO, IO YMOJYaHUI HMMs II0Jb30BaTeNd U Mapoib root/root
(pucyHok 2.4).

ApTopU3aumns
HWmMA nons3oBatend

root
Maponb

Pucynok 2.4 — ABropusanus

2.1.2.6 Tlognepxxuaemblie Opay3epsl: Google Chrome, Mozilla Firefox, Opera, Yandex.

2.1.3 Ilogknarouyenue k ycrpoiictBy uepe3 Telnet, SSH

2.1.3.1 BxkirouuTe yCTpONCTBO U AOKAUTECH €TI0 MOJHON 3arpy3KH B TEUEHUU 2-5 MUHYT.
2.1.3.2 Jlanee BO3MOXHBI JiBa BapuaHTa noakitouenus yepe3 LAN nopt (pekoMmenayercs npu
nepBoM BkitoueHun ) uiu WAN nopt uzjenusi.
2.1.3.3 Ilpu nogxmouenun yepes odoit LAN nopt:
— Ionkmrounte LAN nmopt u3aenus K CeTH WIA KOMIIBIOTEDY.
— Ilo ymomuanuto IP agpec LAN unrepdeiica 192.168.3.1. Komnerorep, ¢ KoTOporo
IIPOU3BOJUTCS HACTPOMKA, U YCTPONUCTBO JOJIKHBI HAXOJAUTHCS B OJTHOM ITOJICETH.
2.1.3.4 Tlpu noaxmouenuun yepe3 WAN moprt:
— Toaxmrounte WAN mopT u3Aenus K CETH WK KOMITBIOTEPY.
— Ilo ymomuanuto IP anpec Oyner aBTOMaTmuecku mnpucBoeH ycrpoiictsy DHCP
cepBepoOM Balllel ceTu (yTOUHUTE y aAIMUHUCTpaTOpa ceTn). Eciu B ceTn oTCyTCTBYET
DHCP cepsep, To nojkiatouenue yepe3 WAN nopt Oyner HeBo3MOXkHO. UToObI 3TO
UCIPAaBUTh, NOJKIIOYUTECH K YycTpoiictBy uepe3 LAN mopr, u HacTpoiite
cratudyeckuii [P ampec ma WAN mnopty ycrpoiictBa. KommproTep, ¢ KOTOpOro
IIPOU3BOJUTCS] HACTPOMKA, U YCTPONUCTBO JOJIKHBI HAXOJAUTHCS B OJTHOM ITOJICETH.
2.1.3.5 3amyctute KIMEHT Ui MOAKIIOUEHUs 1o mporokony Telnet mmm SSH, B Tekymiem
npumepe «PuTTY».
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2.1.3.6 VYcranoBure TpeOyembiii mpotokon coenuHeHus «Telnety mmm «SSH», IP agpec mo
ymomuanuto st LAN 192.168.3.1. Otkpoiite coequHeHue «Open» (pUcyHoK 2.5).

R PuTTY Configuration X #R PuTTY Configuration X
Category: Category.
£l Session Basic options for your PuTTY session - Session Basic options for your PuTTY session
Logging — i i
£ Teminal Specify the destination you want to connect to -~ Logging Specify the destination you want to connect to
- Keyboard ok ediol Jriccess) it - Teminai Host Name [or IF address Port
i Keyboard
Bel 192.168.1.3 23 gl [152716813 | |
-~ Features ONRECH ‘... Features ST
- Window (O Raw J® Teinet D) Rlogin () SSH () Serial & Window ORaw () Telnet O Rlogin O Serial
Appearance -
- Behaviour Lmles ‘_’r IEERECARICEETY .;g:::lr:;ce Load, save or delete a stored session
- Translation Saved Sessions .. Translation Saved Sessions
Selection | | Selection | ‘
- Colours i
Default Settings Load - Colours
- Connection 1 = Connection 1Defauh Settngs Load
. Data 21 -
- Proxy 8FXS i Data ﬁxs Save
P
SFP g SFP
- Telnet Delete - Telnet Delete
- Rlagin - Rlogin
- 55H -85H
- Setal Close window on exit: ~ Serial Close window on exit:
Aways  (ONever (8 Only on clsan exit (O Aways (O Never () Only on clean exit
[

Pucynok 2.5 — Hacrtpoiika PuTTY

2.1.3.7 Tlpo#auTe aBTOPU3ALINIO, IO YMOJIYAHUIO JIOTHH U IapoJib root/root. Eciu npurnamenue
K BBOJIy JIOTHHA U TIAPOJIsl HE TIOCTYINIIO, HaxkmMuTe Enter.
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2.2 WEB unrepdeiic

221

OO011ee onucanue

2.2.1.1 Tocne mponenypsl aBropuzauuu 1. 2.1.2 Oyner noctymeH uHTepdeiic ympaBieHus,

MpeICTaBICHHON Ha pucyHke 2.6. [To ymomyanuro otkpoercs Bkianaka « apopmammsy.

Telecom MG Bubop
EETIID R TEKYLLEE BPEMS BPEMA PABOTHI cru
§ Viechopraums E 13.01.2022 13:26:55 u 34H 54 37°C
cratyc
HacTpofika coepuHenuit 1 OcHoBHEIE NapaMmeTpel
VorP Napamerp Bnauenne
AgMAHICTPUPOBaHIE WA xocTa
Cepaicni Mogens Telecom MG
STEEEDE Tpou3soauTene. NPO Telecom
OO IE Mpeussoayrens OUT 100D
Mepesarpysurs Cepwiinsii Homep 08480919
Shpocacead AnnapaThas Bepaia 2,806
Bepaus 110 029
Kon oBecneuetus TLCO.GRP2
Bepaus Agpa Linux OpenWit 4.14.50 #0 SMP Fri Oct 15 11:02:34 2021 mips GNU/Linux
Bepaus Uboot U-Boot 1.1.3 (Dec 12 2018 - 09:19:24)
ImageHeadercRC22 0XBF376DD

2.2.1.2

Copyright © 19992020 NPO Telecom. Bce paga 3alMLieHs!

Pucynok 2.6 — UnTepdeiic ynpasieHus

OcnoBuble Mmoayiu WEB untepeiica:

] — BKJaAKM C OCHOBHBIMHU HACTPOWKAMM U OpraHaMHU yIpaBICHUS;
2 — KHOIIKM NEPEKIIIOUECHUS SI3bIKA;

3 —rekyuas Bepcus WEB unrepdeiica;

4 — BBIXOJI TEKYIIETO MOJIb30BATEISI, IEPEX0]T K OKHY aBTOPHU3AIINH.

2 3
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2.2.2 Bkuaaaka «Hpopmanus

2.2.2.1
«udopmanus» (pucyHok 2.7).

TEKYLWEE BPEMA
® 13.01.2022 13:26:55

OCHOBHBIE NapaMeTphbi
Napamerp 3HaueHne
Wms xocTa
Mogens Telecom MG
MponzeoanTens NPO Telecom
MpoussoguTens OUI 1CAOD3
CepuiiHeiil HoMep 08480919
AnnapaTHan BepouA f2.8fxs
Bepcua MO 0.20

Koa obecneuerus TLCO.GRP2
Bepowa sapa
Bepata Uboot U-Boot 1.1.3 (Dec 12 2018 - 09:19:24)

ImageHeaderCRC32 0xBF376DD

cPU
8 37°C

Linux OpenWrt 4.14.59 #0 SMP Fri Oct 15 11:02:34 2021 mips GNU/Linux

Pucynok 2.7 — Bxiagka «udopmanus»

Tabmuna 2.1 — CocTosiHue yCTpOorcTBa

ITone

Omnucanue

TEKYLLEE BPEMA
13.01.2022 13:26:55

Bpewms n nata ycrpoiictBa. MOXHO HacTpOMUTb
BPY4YHYIO WJIM Ha aBTO noirydyeHue uepe3 NTP.

BPEMA PABOTHI
30H 54

Bpemss HempepbiBHOW paOOTHI
cOpacbIBaeTcs Ipu mepe3arpyske.

YCTPOWCTBA,

CPU

g 37°C

Temneparypa Ha 1ulate ycTpoiicTBa. BepxHss
npeaenbHas rpanuna temmneparypsl 70 °C.

OcHoBHbIE TapaMeTpPbl

UM xocTa, Monens, [IponsBoauTens,
[IpouzBogutens OUI, Cepuiinblii HOMeEp,
AmnmnaparHas Bepcus, Bepcus IIO, Kon

obecnieuenus, Bepcus sangpa, Bepcus Uboot,
ImageHeaderCRC32.

Jlnst mepexojia K MpoCMOTPY OCHOBHOM MH(poOpManuu 06 ycTpoicTBe mepeuTe B MEHIO

BPEMA PABOTHI
30H 54
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2.2.3 Bkuaaaka «Craryc»

2.2.3.1 [lns nepexoaa K MpoCMOTPY cTaTyca JUHUHI yCTpOHCTBa nepeiaure no Briagke «Craryc-
VoIP» (pucynok 2.8). B Tekymieil BkiIajke MOXXHO TOJYyYUTh MH(OPMAIIMIO O TEKYIIMX MapaMeTpax
JIMHUY B peanibHOM BpeMeHH. OmucaHue npecTaBieHo B Tabmauie 2.2.

Telecom MG Boixog

OCHOBHBIE HACTPOIKM

COCTOSIHUE NMHUIA
Wudopmauus

|l CraTye Name Status Call state Receive BitRate Receive Codec Transmit BitRate Transmit Codec Test line
i

VoIP FXs1 Disabled Idle - - - - 3anyck
Cets
FXs2 Disabled Idle - - - - Sanyck
HacTpoiika coeMHeHni
FX53 Disabled Idle - - - - 3anyck
VoIP
FXs 4 Disabled Idle - - - - 3anyck
AIMUHACTDUPOBaHME
FXS 5 Disabled Idle - - - - Sanyck
CepBuchl
FX56 Disabled Idle - - - - 3anyck
YTIPAB/IEHVIE

FXs7 Disabled Idle - - - - 3anyck
ObHoBNT

XS 8 Disabled 1dle - - - - 3anyck
Mepesarpysutb

CBpoc HacTpoek

Copyright © 1999-2020 NPO Telecom. Bce npaea zawmieHbl Rus | Eng Version

Pucynoxk 2.8 — Cratyc nunHuit

Tabmuua 2.2 — Cratyc ntuHui

Name Howmep nmanmn
Status Texymui craTyc JIUHUU:
Up, Initializing, Registering, Unregistering, Error, Testing, Quiescent,
Disabled.
Call state CocrosiHE BBI30BA:
Idle, Calling, Ringing, Connecting, In Call, Hold, Disconnecting.
Receive Bit Rate buToBas ckopocTh Ha IpueM
Receive Codec Konek Ha puem
Transmit Bit Rate buroBas ckopocTh Ha nepenavy
Transmit Codec Kozek Ha mepenauy
Test line TectupoBanue TMHUN

2.2.3.2 ]Jlna 3amycka TecTa JIMHUM Ha)XMUTE KHOIKY «3amyck» B CTpOKe TpeOyemoW JMHUU.
PesynbTarsl Tecta OyayT BhIBEIEHBI B OTAEIBHOM OKHE, Ipe/cTaBIeHHON Ha pucyHke 2.9. CoobiieHue
«Bce Tectrl mpomuy 6e3 omKndoK» CBUAETENBCTBYET JIUIIb O BHIIIOJTHEHUH TECTA.
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Test line 1

AcV

DcV

Res

Cap

A B AB
T mv 44 mv 51mv
031V 037V 011V
>1MQ >1MQ >1MQ
2944 nF 20.94 nF 0pF

Bce TecTs! npolunu 6e3 owmnbok.

Taomuua 2.3 — TecT muHUNA

Pucynok 2.9 — Tect nunun

A Ha npoBonie A

B Ha nposone B

A/B Mesxny npoojiom A/B
AcV [lepeMeHHOE HanpsiKEHUE
DcV [TocTOsIHHOE HANPSIKEHKE
Res ConpoTuBieHue

Cap EmkocTh

2.2.3.3 ]Jlnsa mepexoia K MPOCMOTPY CeTeBbIX MHTepdeiicoB mepeiiaute mno Bkiaake «Craryc-
Cetb» (pucynok 2.10). B Tekymieil BkiIajke MOKHO HOTy4uTh MH(popmanuoo o tekyumx [P agpecax

YCTpOMCTBA.
Cetb
WuTtepdeic
1 LAN
2 WAN

CeTeBble MapaMeTpbl

flags: up, broadcast, running, multicast
mac: 1C:A0:D3:41:E3:C4

inet addr; 192.168.3.1

netmask: 255.255.255.0

broadaddr: 192.168.3.255

flags: up, broadcast, running, multicast
mac: 1C:A0:D3:43:C7:89

inet addr: 192.168.0.192

netmask: 255.255.255.0

broadaddr: 192.168.0.255

Pucynok 2.10 — Craryc ceteBbix HHTEp(helcoB
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2.2.4 Braaaka «Hactpoiika coeauHeHUi»

2.2.4.1 Jlnsa mepexoja K CETEBBIM HAcTpOilKaM ycCTpoiicTBa mnepeiaute no Bkiajake «Hacrpolika
coenuHeHui». CereBble HACTPOMKU YCTpPOMCTBA pa3JieieHbI WAN, LAN,
MappyTtuzanus.

Ha TpU TPYMNIIBL:

2.2.4.2 ]Jlna koHpUTYpalluu BHEITHEH CETH HEOOXOIMMO NepeTH mo Bkiajgke « WANy (pUCYHOK
2.11). B Tekymel rpynme HaCTpOEK MOKHO Mpomu3BecTH HacTpoiiky WAN mopTa yCTpOHCTBa, a TaKxkKe
ckoHpurypuposats 10 Tpex VLAN. Onucanue ctpanuisl Hactpoek WAN npuBeaeHo B Taduie 2.4.

Tabmuua 2.4 — Bxinanka WAN

Nma Bximrounts VLAN Tun IP-anpec
JU1st maHHOTO
WAN COCJIMHECHUS HE T
W1
AxTtuBarus \ NIPUMECHACTCS .
caKTHBALI nonyyenuss | [P agpec, nmomyueHHbIN
WAN VLAN 1 HTeK 1o 0-4095, npu HACTPOEK ABTOMAaTUYECKU WU
Yt sgayenuu 0, VLAN | Static\DHCP\ | 3amaHHBIN cTaTHYECKH
WAN VLAN 2 | coenuHeHus
ID ne 6yner PPPoE
WAN VLAN 3 MIPUCBAUBATHCS
Cnucok coedUHEHWIA
Mma BrnoumTb VLAN Tun IP-anpec
WAN - DHCP 192.168.0.192 .4
WAN VLAN 1 10 Static 192.168.10.1 =
WAN VLAN 2 20 Static 192.168.11.1 =
WAN VLAN 3 30 Static 192.168.12.1 =

Pucynoxk 2.11 — Hactpoiika BHemHet cetu WAN
[:J’#
2.2.4.3 [na pelakTUpOBaHMs COCIMHEHHs] HAXMHUTE Ha 3HAYOK . B okHe penakTtupoBaHUs

(pucyHok 2.12) MOXHO M3MEHUTh UMs coeauHeHus, 3a1atb VLAN ID (1-4095) (kpome coenuHeHUs
WAN), a Taxoke BbIOpaTh Tull coeaunenus Static, DHCP unu PPPoE.
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VLAN
MmMa
WAN
VID
0
Tvn coeguHeHHs

DHCP M

Vendor Specific Information (43)
SIP Server DHCP (120)

DHCP Relay (82)

[

Vendor class identifier (60)

Pucynok 2.12 — PenaktupoBaHue cOeIMHEHUS

2.2.4.4 DHCP — nporokon, ImpeiaHa3HAaYeHHbIM Ui aBToMarudeckoro mnoiydeHus [P-agpeca u
IpyTUX TMapaMeTpoB, HeoOxoaumbix it paboTsl B cetu TCP/IP. Tlo3BonseT mum03y aBTOMAaTUYECKU
MOJIy4UTh Bce HeoOxoaumble cereBble HacTpoiiku or DHCP-cepepa. [lpu BriGope DHCP moxHO
HaCTPOUTH JIOMIOJIHUTEIIbHBIE TTapaMeTphl — Tabnuia 2.5.

Tabmuna 2.5 — [apamerpsr DHCP

Vendor Specific | DHCP ommus 43

Information

SIP Server DHCP DHCP omius 120

DHCP Relay DHCP omuus 82, mnpu akTUBallMM HEOOXOJIUMO 3a7aTh
nH(OpMaLIKIO ISl cepBepa

Vendor class identifier DHCP omuus 60, mnpu akTUBalMM HEOOXOIUMO 3aJaTh
UJeHTU(DUKATOD

2.2.4.5 PPPOE - cereBoif mpoTOKOJI KaHAJIBHOTO YPOBHsA mnepenauu kajapos PPP uepes Ethernet.
B ocHoBHOM wucnonw3yercs XDSL-cepBucamu. IlpenocraBinsieT JONONHUTENBHBIE BO3MOXHOCTH
(ayTeHTHUKAIMS, CXKATUE TAaHHBIX, IHU(POBAHHE).

2.2.4.6 Tlpu BeIOOpE Static, HeoOxoammo 3a1ath Bee mapameTpsl (IP, macka, nutro3, DNS) Bpyunyto
(pucyHok 2.13).
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Tun cCoeMHEHHA
Static v

IP-agpec

192.168.0.196
Macka

255.255.255.0
Loz

152.168.0.250

Nepeuunblid DNS-cepeep

BTOpMUHbIA DNS-cepeep

Pucynoxk 2.13 — [TapameTtpsl 11py py4HOil HaCTpOHKe

2.2.47 Jnsa koHPUTypaluu JOKAITBHON ceTH HeoOxoaumo nepeiT o BkiIaake « LAN» (pucyHok
2.14). B Texyuell rpynmne HacTpOEK MOKHO IIOCMOTPETh COCTOSIHUSI M Mpou3BecTu HacTpoilky LAN
MOPTOB YCTPOMCTBA, a Takxke rpu Heooxoaumoctu cozaat DHCP cepsep (Tabnuma 2.6).

Telecom MG Bbixo

(OCHOBHLIE HACTPOIIKW
WrdopMauma
Cratyc

¢ HacTpoiika coenuHenmit

WAN

LAN

MapwpyTvsalms
VoIP
AIMUHUCTDUPOBaKNE
Cepsucsl

YTIPABTIEHNE
06HOBUTL
MepezarpysnTe

CBpoC HacTpoek

CNWUCOK COBAUHEHUIA

Wma MAC anpec Cratyc

LAN 1 1C:A0:D3:41:E3:C4 NoLink

LAN 2 1C:AQ:D3:41:E3:C4 Up

LAN 3 1C:A0:D3:41:E3:C4 NoLink

LAN 4 1C:A0:D3:41:E3:C4 NoLink
LAN IP DHCP

192.168.3.1 Cepeep v

255.255.255.0

TpUMEHUTD OTMeHa

Pucynoxk 2.14 — Hactpolika J0KaJIbHOI ceTn

Tabmuma 2.6 — Bxiagka LAN

Nwmst HaunmenoBanne LAN nopra uznenust (LAN 1..4)
MAC agpec MAC agpec ycTpoiicTBa [yl JOKaJIBHOM ceTn
Craryc CoctostHre paboTHI
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Tabmuna 2.6 - [Ipogomkenue

LAN IP

IP anpec IP agpec st yCcTpoiicTBa B JIOKAJILHOW CETH

Macka Macka 151 yCTpOMCTBA B JIOKAJIbHOM CETH

DHCP

Tun Cepsep, cozganue DHCP cepBepa 17151 JOKaJIbHOM CETH

Havansnsii [P Cozpanue nuamnazona IP anpecos, BbmaBaembix cosnaHHbiM  DHCP
Koneunsiii [P cepBEpOM

2.2.4.8 Hnsa penaktupoBanus nmapamerpoB LAN mopra, Haxmute Ha TpeOyembrii LANI...4. B okHe
penaktupoBaHus napaMmeTpoB Tekymero LAN mopra (pucyHOK 2.15), MOXHO BKJIIOUUTH/BBIKIIOUYUTH
MOpT, ycTaHOBUTH Bit Rate, HACTPOUTH AYIIICKCHBIN PEXKUM.

| @D Brawous

Max BitRate
1000 v
Duplex Mode

Auto v

Pucynok 2.15 — Hactpoiika LAN nopta

2.2.49 Jlna xoH(UTypUpOBaHUS MapHIPYTU3AIUH HEOOXOAUMO TMEPEHTH COOTBETCTBYIOLIYIO
BKJIaJKy (pucyHok 2.16). B Tekymieil rpymnme HacTpOeK MOKHO MOCMOTPETh TEKYLIHME MapUIpyThl U

"]
Nn00aBUThH HOBbIE MapIIpyThl. i co3/1aHus/peAaKTUPOBAHUS MApIIPyTa HAXKMUTE 4 - nosBuTcs okHO,
MpeACTaBICHHOE Ha pUCYHKe 2.17.
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MapLupyTr3auma
IP-agpec
default
192.168.0.0

192.168.3.0

MapLwpyTsl
Biounts
false
false
false
false
false
false
false
false
false

false

Wmoz

192.168.0.250

IP-agpec

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

Macka

0.0.0.0

255.255.255.0

255.255.255.0

Macka

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

o3

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

Onaru

UG

Wurepdeiic

MeTpuka

MeTtpuka

-1

-1

Pucynok 2.16 — Hactpoiika MmapuipyTuzanuu

MapLupyT 5

BrnouuTb
1P-agpec*

0000

Macka™

0.0.0.0

LWimoz™

0.0.0.0

WHTepdenc™

Pucynok 2.17 — PegaktupoBaHue Mapuipyta

WHTepdeiic

eth0.1

eth0.1

eth0.0

MTU

=z

=

=

=

=

=z

=

=

e

=
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Tabmuua 2.7 — [TapaMeTpbl MapIpyTH3aLUN

MapupyTtuzaus

IP agpec IP-aapec

Macka Macka cetu (ecau MapuIpyT IponuchiBaeTcs sl KoHkperHoro IP anpeca,
TO He00X0uMO nponucath 255.255.255.255)

Hnro3 AJlpec CeTeBOro 1uIo3a

Hutepdeiic HHutepdeiic, dyepe3 KOTOpbIH OyAyT OTHNPABIATHCS MapIIPyTH3UPYEMbIC
TTaKEThI

Mertpuka MeTtpuka MapiipyTa (0OCTaBUTh 3HaYEHHUE 110 YMOJIYAHUIO)

MTU MTU (ocTaBUTh 3HAYEHUE IO YMOJIYAHHUIO)

2.2.4.10 Ilocme KoppeKIHH JIFOOBIX apamMeTpoB BKJIaaku «HacTpoiika coeaumHeHun» HE0O0X0aMMO
nepe3arpy3uTh YCTPOHCTBO, YTOObI M3MEHEHUS BCTYIIUIIN B CUITY.

2.2.5 Brkiaaaka «VolP»

2.2.5.1 Jlna mepexona K HacTpoiikaM aOOHEHTCKUX JIMHUN YCTpOICTBa NEpPEeHIuTe B MEHIO
«VolP». Hactpoiiku VoIP yctpoiicTBa pa3zieneHbl Ha JBe TPYNIBI: HACTPOiKa mpoduiield u HacTporKa
aO0OHEHTCKUX JIMHHM.

2.2.5.2 ]lna mepexoda K HacTpoike mpoduieit, nepeinure B Bkaaaky «VolPy» - «IIpodunm». B
JAHHOM paszjielie MEHI0 MOXHO J100aBUTh HOBBIN, YAANUTh UM HACTPOUTH CYIIECTBYIOLIUI Mpoduin
(pucynok 2.18).

Mpodunwm

[obasutb  Yaanuts

WUma npodmnsa CocrosiHue CepBep VLAN

First profile [ 192.168.1.1:5060 no tagging [r3

Pucynok 2.18 — Bxianka «IIpodpunn»

Tabmuua 2.8 — Bxnagka «IIpodpunm»

Wwmst mpodunst | Tekymee umst mpoduuist

CocrosiHne CocrosiHre npouisi: aKTUBEH/HE aKTHBEH

SIP Cepsep IP anpec/nomennoe ums SIP cepBepa 1 HOMep mopTa
VLAN Metka VLAN

2.2.5.3 MoxHO co3aaTh HOBBIM MPOQUIL WM K€ BBIMNOJIHUTH PEJAKTUPOBAHUE TEKYIIETO

npous. Jlis mepexona K pefakTUPOBAHMIO KOHDUTypatuy npoduas Haxmure & . B oTKpbIBIIEMCS
oxHe nmerored Bkinaaku DTMF, RTP, SIP, FAX u Digit Map. /1511 packpbITHsI TOJIHOTO CITUCKA HACTPOEK
Ha)XMUTe Ha KHOIIKY «IlogpoOHo».
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Kodhurypaums npodunsa

@) AkTueMpoBaTh Npodunb

Mg npodmna™

First profile

MpoTokon™®

SIP

DTMF RTP SIP FAX Digit Map

DTMFMethod

RFC2833

InBand

SIPInfo

MpUMeHnTL OTMeHa

Pucynok 2.19 — Bxianka DTMF

Kodwmrypauums npodmns

@) AkTvBMpoBaTb Npodmns

WmMs npodmna®

First profile

MpoTokon™

SIP

DTMF RTP SIP FAX Digit Map

VLAN ID

-1

HauaneHsii nopT

10000

KoHeuHsd nopt

11000

DSCPMark

0

MpwopuTeT

-1

MoapobHo 3

MpUMeHuTL OTmeHa

Pucynok 2.20 — Bkiagka RTP

35



Kodhurypaumsa npodunsa

@) AxTuBMpoBaTL Npodunb

M5 npogmna™

First profile

MpoToxon™

SIP

DTMF RTP SIP FAX Digit Map

SIP Cepeep

192.168.1.1

SIP Mopt

5060

Mepnon perncTpaumm

3600

Mon&ITkM pernoTpaLm

300

TpaHcnopT

upp hd

WLAN ID

-1

Nokans=sli SIP nopT

5060

DSCPMark

0

MpwopuTer

-1
KeepAlive BKIHOUMTD

KeepAlive Tvn naxeta

OPTIONS hd
KeepAlive TalMep Nepezanpocs, ©

30

['eHepauma ToHa Npy NomydYeHun 183 Kopa
@ 100rel Bkniountb

OQutbound Cepasp

Outbound nopt
5060

MonpobHo

MpUMEHUTL OTmeHa

Pucynok 2.21 — Bkiagka SIP



Kodourypauus npodomnns

@) AxteupoeaTtb npodmnb

HMMa npodna™

First profile

MpoTokon™

SIP

DTMF RTP SIP FAX Digit Map

MpoTokon

G711

Pucynok 2.22 — Bkiagka FAX

Kodhurypauus npocuns

@ AxtvenpoeaTb npodunb

Mg npadung™

First profile

MpoTokan™®

SIp

DTMF RTP SIP FAX Digit Map

UpdrpoBas KzpTa

X T 0| 8000000000, |01 | 02| 03| [F£ pox[F£] | [F£][F# box[F#] | [*#]x.

[pUMEHUTL OTMeHa

Pucynok 2.23 — Bknazaka Digit Map

2.2.5.4 TlonHoe omHcaHue BCEX HACTpOeK mpoduneit mpuBeaeHo B Tabmuie 2.9.
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Tabmuua 2.9 — Konduryparus npopunei

AXTHBUPOBATH
npop b

Bxmtouenune/BoIKIIIOUeHIE TPOPUIST

Wwms npoduns

Nwms npoduns

Bxmagka DTMF

DTMF Method

Meron nepenaun DTMF curnanos:
— RFC2833 - nepegaya oTesIbHO OT FOJIOCOBOTO KaHAJIA;
— In Band - nepenaua B ronocoBoM KaHale;
— SIP Info - nepegaya nocpeactsom SIP-curHanuzanuu.

Twum none3sHon

Nnentuduxarop payload type, Tonbpko mist metoma RFC2833 (96-127,

Harpy3ku pexomenayercs 101).
Bxinagka RTP
VLAN ID VLAN ID, xotopslii OyAeT UCHOIb30BaTHCS ISl UCXOIALINX aKETOB

RTP nmnst aroro npodusisa. 3HaueHue -1 yka3piBaeT Ha TO, YTO JOJKHO
MCIIOJIb30BAThCs 3HAYCHHE 10 yMomdanuio (uaTepdeiic WAN).

HavanpHslil mopt

Koneunslii nopt

Jluana3oH MOPTOB, KOTOPbIA OyAeT MCIOIB30BATHCS IS BXOIAIINX
RTP-moTokoB 17151 3TOT0 MPOQUIIA.

DSCP Mark Touxka koga quddepennmpoBanubix yeayr (DSCP), ucnionszyemast st
ucxoasamux naketoB RTP ans atoro npoduis. Pekomenayercs, 4ToObI
it RTP tpaduka Obuto ycranosneno 3nauenue EF o ymomganuto.

IIpnopurer Ethernet priority ot -1 go 7. Ecau VLAN ID wunu Ethernet Priority
0oJblIe HYJA, TO UCXOASIINME Kaapbl JOJKHBI OBITH MOMeudeHbl. B
MPOTUBHOM CJIy4ae UCXOJAINE KaJpbl MOTYT OBITh TIOMEUEHBI HIIA HE
IIOMEUEHBI.

Bxnagka SIP

SIP Cepsep Anpec SIP cepsepa (IP agpec uim 1oMeHHOE UMsT)

SIP ITopt [Topt SIP cepepa

[lepuon peructpanuu | MatepBan BpeMeHH ISl TOJATBEPKICHHUS COCTOSHUS PETUCTPALUU

a0OHEHTOB B ceTH, pekoMeH1o0BaHo 3600 cex

[lonbITKM peructpannn

WuTepBan BpeMeHU MEXy MOMBITKAMU PETUCTPAIIMH, PEKOMEHI0BAHO
300 cex

Tpancnopt

UDP/TCP/TLS npotokon s nepeaayu SIP

VLAN ID

VLAN ID. 3nauenue -1 yka3bIBaeT, YTO JOJKHO HCIOJIb30BATHCS
3HAYECHUE 110 YMOJIYAHUIO.

Jlokanphuerit SIP opt

¥YcranoButh JokanbHbIi SIP mopt

DSCP Mark

Touka koga quddepenunpoBannbix ycayr (DSCP), ucnonszyemas ams
UCXOSIINX MAKETOB I 3Toro npoduist. Pekomenyercs, 9To0bI ITst
RTP Tpaduka Obu1o ycraHosseHo 3HaueHue EF o ymonmyanuto.

[Ipuopurer

Ethernet priority ot -1 no 7. Ecnu VLAN ID unu Ethernet Priority
Oonble HyJsA, TO HUCXOASIINE Kaapbl TOJDKHBI OBITH NOMeuyeHbl. B
MMPOTHUBHOM CJIy4dac UCXOAAIINEC KaJpbl MOT'YT OLITh IOMEYEHBI MJIM HE
IOMEYEHBI.

KeepAlive

Bxmrouenue \Boikirouenue Keep Alive

KeepAlive Tun makera

Br16op Tumna nakera, no ymonyanuo OPTIONS

KeepAlive Taiimep

TaiMep nepesanpoca, Cek.

I'enepanust ToHa mpu
nosiyueHuu 183 kona

Bxmrouenue\BoikitoueHre. ['eHepanys TOHAa TpU TOJYyYEHUH OT
SoftSwitch koma 183 Session Progress.

100 rel BxIrOUATH

BxirroueHme\BBIKIIFOUEHAE MEXaHU3Ma 100 rel. Hanexnoe

YCTAHOBJICHUC COCAUHCHUA, 10 (I)I/IHaJ'IBHOFO OTBCTA.
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Tabmuna 2.9 — [Ipogomkenue

IP anmpec npokcu-cepBepa. BriroueHne/BRIKIIIOUEHIE POKCU-CEPBEPA.
TTopt mi1st paboOTEI C IIPOKCHU-CEPBEPOM

Cranpapr nepenaun dakcos: T.38, G711

MakcumanbHas ckopoctb pakca. Tosbko as T.38.

CKOpOCTh, C KOTOPOH JaHHbIE OyAyT OTIPABIATHCS IO CETH, B

Muncekynaax. Toubko aist T.38.

Omnpenenser  konu4yectBO  u30bITOuHBIX  T1.38  ¢akc makeroB

OTCBUIAEMBIX JUIsl BHICOKO-CKOPOCTHBIX TPOTOKOJIOB V.17, V.27, 1 V.29

T.4 npu nepenaue naHHbIX H300pakeHus. JlomycTumsblii quamnazon ot 0

(aet uzbbprTouHoCTH) 110 5. Tonbko s T.38.

Omnpenenser  konuyecTBO  u30bITouHBIX  T1.38  ¢akc makeroB

OTCBUIAEMBIX Ul HM3KO-CKOPOCTHOrO, OCHOBaHHOro Ha V.21 T.30

nporokosia miepenayn Qaxcos. Jlomyctumeii muanazoH ot 0 (Her

n30bITOuHOCTH) 710 5. Tonbko s T.38.

OtnpaBiieHue yepe3 CUCTEMY C BBICOKOM CKOPOCTbIO MOAYJISILIMM, AJIS

IPOBEPKHU HACTPOEK U YCTAaHOBJIECHUS BO3MOXKHOCTH IPHEMa CTPAHMIL
aKca IIpU JaHHOU CKOPOCTH nepeqadr. Tomabko mig T.38.

Co3nanue miiaHa Habopa OCYIIECTBIIETCS COIJIACHO CIEAYIOIIHUX
YKa3aHU:

x - nudpa ot 0 10 9;

| - pa3penuTenp B I1aHe HaOOpa;

# - 3HAK PELICTKH;

* - 3HAK 3BE3/IbI;

. - laJiee HEOTPaHUYEHHBII BBOJ C OKUJAHUEM TaliMayTa;

[] - mepeuncnenne, Toapko st 1 udpsL.

Ecnu O6ynet xxx. - pa3peiieHsl HoMepa oT 4 CUMBOIIOB U Bbie. Eciu
5XX. - paspeleHsl HoMepa OT 4 CHMBOJIOB U BbIIIE, HAUMHAIOLIUECS C
mudpper 5. Ecmum  Oymer [1-3]XXXXX - paspelieHsl Homepa
HaynHaromuecs Ha 1 2 u 3 ¢ mmuHHONW HOMepa 6 3HakoB. Ecim Oyner
HaOpano 10002 - BbI30B He moiizeT, T.K. 5 3HakoB B HoMepe. 10000023
- BBI30B HE TOWJET, T.K. HabpaHO 7 3HAKOB B HOMEPE.

[Tpumep mrana Habopa:
([1-3]xxxxx|[5-6]xxxxx|8.x|9xxxxx|01|02]03]|04|0xx|112)-3BOHKH Ha 6
3HauHble HOMEpPA, HOMEpa, HauWHaloIuecs Ha 4 BbIpE3aHbl, 3BOHKH Ha
8 He orpaHudeHbl MO HA0OpPYy M OTHENBHO CIEeLCTy)O0bl. Eciu
Heo0X0/IMMa aKTHBALUS CTAPT KOJIOB, KOTOPBIE HAYMHAIOTCS C * WiH #,
TO JIONMOJHUTEIBHO JIyulle HpomucaTh *X. [#xX.|*#x. momyuntcs:([1-
3 xxxxx|[5-6]xxxxx|8.x. [9xxxxx|01]02]|03|04|0xx|112[*x. [#x. |[*#x.).

2.2.5.5 Jlns mepexoja K HACTPOWKE JIMHUH, IeperInTe B MEHIO « AOOHEHTCKUE TUHHUI». B qaHHOM
paszzene MOXKHO CKOH(GUTYPHpPOBaTh JTUHHUIO U MPUCBOUTH ISl HEe, paHee HACTPOCHHBIH mpoduib. B
tadyme 2.10 mpuBeIeHO ONMMCAaHUE HACTPOCK JIJIS KaXKIOHM JTMHUH.
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HacTponku JluHun

TNMuuns Wmsa npodmnga Brunoumnts Wma nonb3oBatens/Term ID Maponb URI

FX51 Frstprofle 9000 e 0000@192.168.1.1 g
FXs 2 First profile 9001 . 9001@192.168.1.1 =
FXs 3 First profile 2003 . 9003@192.168.0.5 =
X5 4 Frstprofile v 9004 9004@192.168.1.1 =
FXS 5 Fistprofile 9005 0005@192.168.1.1 ®
FX56 Frstprofile 9006 . 9006@192.168.1.1 ®
FXs7 First profile 9007 . 9007@192.168.1.1 =
FX58 First profile 9008 . 9008@192.168.1.1 =

Pucynok 2.24 — Hactpoiika jiuHuit

Tabmuma 2.10 — Hactpoiika aOOHEHTCKUX JIMHUH

JInnus Howmep nunuu FXS

Wwms mpodumtst Br16op npoduiis

Bxarounts BrxuroueHue/BbIKITIOYSHHE JTMHUH

Wwvst monb3oBatens | Vims monp3oBarens (HOMEp/JIOTHH)

[Taposib [Taponb

URI WNnenrudukarop, popmar 3anucu login@sip.server.ru (rae login — Homep
WM JOoTMH aboHeHTa, sip.server.ru — IP aapec mnmm gomenHoe wmst SIP
cepBepa, YKazaHHOE B IpoduIie)

2.2.5.6 Jlnsa mepexosa K peaKTHPOBAHHMIO KOH(QUIypauuy muHuM Haxmute £ | B HacTpoiikax
nuHUN nMmeroTces cnenytomue Brinanku: SIP, Voice, CallingFeatures, Codecs, AdvancedSettings.

HacTpoiku JNuHun

BrnoumnTh

ﬁ Voice CallingFeatures Codecs AdvancedSettings

HmM# noneszosatens

9000

"ene Ao

URI

9000@192.168.1.1

Pucynok 2.25 — Bknaaka SIP
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HacTponku JTMH1K

Brnountb

SIP Vioice CallingFeatures Codecs AdvancedSettings

YOvNERHE Ha Nepenady
20
VOHNEHUE Ha MPUMEM

20

2X0 nogaeneHue

Pucynok 2.26 — Bxnanka Voice

Hactponku JNiHMK

BrntouuTb

SIP Voice CallingFeatures Codecs AdvancedSettings

Moppepxra IMS
He BecnokouTb

@ OxmpaHue BbI20Ba
TpexcTOPOHHASA KoHGepeHUMA
lopAYaa MMHWA

@ MNepeeop BHIZ0BA
CT Type
Attended
lonocoeas nouta
UepHblii CIMCOK, BXOALME 3BOHKM

YepHbIi CrMCOK, MCOAALIME 3BOHKU

CoenuHenme Touka-Todka

Pucynok 2.27 — Brmagka CallingFeatures
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HacTporkK JTuHUK

Brntounts

SIP Voice CallingFeatures Codecs AdvancedSettings

@) Noapepkka IMS
Vaspxasue Balz082
call-hold
OJ\V,'JEHHE BLI20Bd
call-waiting
TPEXCTOPOHHAA KoH(DEpEHUWA
three-party-conference
FOpAYZA NKUHWA
hot-line
Mepesod BLiz023

call-transfer

Pucynok 2.28 — Bknanka CallingFeatures, nonnepxka IMS

HacTponkn JTMHUK

BriouuTh

SIP Voice CallingFeatures Codecs AdvancedSettings

lNpuopurer Kopex BKNHOUKTL lNepuon nakeT3aumu
1 G.711ALaw [ 10,20
2 G.711Mulaw e 10,20
3 G.729 [ ] 10,20
4 G.723.1 ] 10,20
5 G.726 ° 10,20

lNopaBneHne TMWKWHDBI

HET AOCTYTNHbIX

HET AOCTYMHBIX

HET AOCTYNHbIX

HET AOCTYNHbIX

HET AOCTYTNHbIX

Pucynok 2.29 — Bknazaka Codecs
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HacTpoiku NTuHum

BrnoumnTh

SIP Vioice CallingFeatures Codecs AdvancedSettings

MuHumansHoe apema obsapyxeqns flash, mc

80

MUHUMENEHDE BPEMA 08HaDYHEHUR 0TE0R, MC

500

MpuMeHUTHL OTmeHa

Pucynok 2.30 — Bknanka AdvancedSettings

2.2.5.7 llonHoe omucaHue BCeX HACTPOEK JMHUN IpUBeACHO B Tabauie 2.11

Tabmuua 2.11 — Hacrpoiika nunun

BxirroueHre\BBIKIIIOUCHUE JTUHUN

Wwmst mostb30Barestsi (HOMep/JIOTHH)
[Taposib

WNnentudukarop, dopmar 3ammcu login@sip.server.ru (rae login —
HOMEp WJIM JIOTUH a0OHEeHTa, sip.server.ru — [P agpec uinm 1oMeHHOe UM
SIP cepBepa, ykazaHHoe B Ipoduie

VYcunenne curHama ©Ha nepenady; J6; mar 0,1; 3nadenme 10
cootBercTByeT 1 /16
Ycunenue curnana Ha npuem; J16; mar 0,1; 3Hauenue 10 cooTBeTCTBYET

1 JI6

BxirroueHue\BBIKITIOUEHUE X0 IIOJaBJICHU A

Bxutouenue\Bbikimouenne  pexkuma  IMS,
yCIIyramMmu

Bxutouenue\BoikimoueHne ycayru «He 6ecriokouTh.
Brutouenne\BpikimroueHne yeayru «Okuganne BbI30Bay.
Bxutouenue\BbikioueHue yciyru « TpexcTopoHHs s KoHpepeHuus». [
JIAaHHOM YCJIYTH MOHO MCITOJIb30BaTh YAAJIEHHBIN CEPBED.
Brutouenne\Beikimrouenne  ycryra  «lopsias  mHUS», HEO0OXOAUMO
3aJaTh HOMEp U TaiiMep (B CeK.) BbI30Ba.

Brrouenue\BoikimioueHne ycrmyru «llepeBom BbI30Ba», HEOOXOAMMO
BbIOpATh TUI CT Type, Attended\UnAttended
(COTTPOBOXKTAEMBII \HECOTTPOBOXK TAEMBIH )

Bxutouenue\BbIKioueHne ycayru «l ojocoBast mourtay
BrroueHne\BBIKITIOUCHHE  YCIyTH  «YepHBIH  CIUCOK», IO3BOJISET
co3laTh MpaBWia IS BXOAAUIMX M\IUIM HUCXOJSIIUX 3BOHKOB,
OCYIIECTBIISIETCSl COTJIACHO yKa3aHUU MO CO3/IaHUIO IJIaHa Habopa CM.
tabu. 2.3.4.9 nynkr Digit Map.

HaCTpPOMKH  yIpPaBIICHUS
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Tabmuna 2.11 — [Ipogomxenue

2.2.5.8
BCTYIWJIU B CHJTY, HEOOXOMMO HaKaTh Ha KHOMKY «[IpuMeHUTh HacTpokmn» (pucyHok 2.32).

Co3ngaHue coeiMHEHHs MO TUIY «TOYKa-Toukay, ykaxute Caller ID
npedukc, onuoransHo IP.

NUmsa  ycnyrm  «YaepkaHue BbI30Ba», [UIsl  Mepeladyd  KOMaHIbI
AKTUBAIIMW/JICAKTUBAIIUY YCIYTH «Y IepKAHUE BBI30BAY.

NUms  ycinyrm  «OxupaHue BbI30Bay, I TNEpelayd  KOMaHJbl
AKTHBAIIMHU/CAKTUBAIMHU YCIyTH «OKUJaHUE BBI30BaAY.

Nwms yenyru « TpexCTOpoHHSSE KOH(GEPESHIHS», UTSl Tepeladrl KOMaHIbl
AKTHBAIIMHU/CAKTUBAIUHU YCIyTH « TPexXcTOpOHHSISI KOHGEPEHITUSD.

NUms  ycnyru  «lopsiwass  nuHuUs», A0 1epefadyd  KOMaHb
AKTHBAIIMHU/ICAKTUBAIIUHU YCITyTH «[ opsyas JUHUS.

NUms  ycnyru  «llepeBon  BbI30Ba», i Mepegayd  KOMAaHJbI
aKTHUBaLMK/neakTuBanuy yceiyru «llepeBo BEI30Bay.

[Ipuopurer kozeka
G.711Alaw, G.711Mulaw, G.729, G.723.1, G.726
Brutouenne \ BBIKITIOYEHHE KOJIEKa

10/20

i mepexosna K HacTpoiike TpeOyeMoro Kojeka HaXMHTE Ha Hero,
MOSBUTCS OKHO HACTPOMKH KOmeka (pucyHokK 2.31).

MunumaiibHOe BpeMsi 00HapykeHus otooss FLASH, B MurcekyHaax,
ycTaHasyuBaercs B auanasone ot 80 no 1200 mc;

MuHumanbHOEe BpeMsi OOHapy>KeHHs OTOO0s, B MIJUIMCEKyHIaX. DTOT
napameTp SBJISETCS MaKCHUMaJbHbIM BpeMeHeM OOHapy)XeHus 0T00s
FLASH

Hacrpoiika xoiexa X
o BinoumTH

lMepuon nakeTmsaumun

©uw

©»

Mpnoputer

1

Pucynok 2.31 — Hactpoiika koneka

[Tocne xoppekumu 0OBIX MapamMeTpoB BKIAAKu «VoIP», mist Toro 4ToObl M3MEHEHUS
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OBHOBUTB

lNepezarpy3auTb
COpoc HacTpoek

Pucynok 2.32 — [IpuMeHeHre HaCTpOeK

2.2.6 Briaaaka «<AAMUHUCTPHPOBAHUE)

2.2.6.1 ]l u3aMEeHEHUs UMEHM XOCTa NEPENIUTE B MEHIO «AIMUHUCTpUpOBaHUe» - «IMs XocTay.
BreauTe nms xocta M HAXMUTE TPUMEHUTH (Ha pucyHke 2.33).

Mma xocTta

Mms xocTa

Pucynok 2.33 — MI3aMeHeHne uMEHH X0CTa

2.2.6.2 ]Jlna nmepexoma K HAacTpoMkaM BpEMEHM M JaTbl [EpeiauTe MO  BKIAAKE
«AnmuHHCcTpUpoBaHue» - «CuctemHoe BpeMs». s moimyueHHs BpeMeHH dyepe3 nporokoil NTP,
HaxMuTe «Bxmounte NTP» u 106aBbTe HEOOXOUMBIE CEpBEPhl BPEMEHHU, YCTAHOBUTE YAaCOBOM MOsIC
Time zone (pucyHok 2.34).

2.2.6.3 Tlocne KOppeKIuu mapamMeTpoB TEKYIIEH BKIAJIKH, Il TOTO YTOOBI MU3MEHEHHUS BCTYITHIN
B CHITY, HEOOXOAMMO IPUMEHUTh HACTPOMKH, a 3aTeM Iepe3arpy3uThb yCTPOMCTBO.
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Cwcremuan pata: 17.01.2022
CucremHoe Bpema: 13:07
Cratyc Synchronized
Time zone

+04:00
@ Brnounts NTP

0.ru.pool.ntp.org

1.ru.pool.ntp.org x
2.ru.pool.ntp.org x
x

3.ru.pool.ntp.org

NobaBuTb cepeep

Pucynok 2.34 — CucreMHoe Bpems

2264 ]Jlna nepexoma K HacTpoMKaM  JIOTUPOBaHMSI — NEpedauTe 1O  BKJIAJAKE
«AnMuHUCTpUpOBaHUE» - «CUCTEMHBIN JIO0r» (pUCYHOK 2.35). JIor MOXKET XpaHUTbCA, KaK JOKAJIbHO Ha
ycrpoiicTBe «JIokambHOE XpaHEeHHE», TaK U OTIIPABIIATHCS Ha «Y JaJIEHHBIN cepBep» (HE00X0AUMO 33/1aTh
IP anpec ynaneHHOro cepsepa u 1nopr).

2.2.6.5 Coo0umeHus CHUCTEMHOTO JIOTa pa3felieHbl MO0 YpPOBHSAM OINACHOCTH, KaXIbIi
HOCJeyIOIUI YPOBEHb BKJIIOUYAET B ce0s MpeAbLAyIIHI:

0 Emergency — ungopmarnus o6 aBapuiHbBIX CUTYaLUAX;

Alert — nndopmanysg o CoObITUAX, TPEOYIOIMX HEMEJIEHHOTO IPUHSTHS MED;

Critical — uadopmMars 0 KpUTHYECKUX OINOKaX, BOSHUKIIUX B paboTe MOYJIEH;

Error — undopmanus 06 ommOkax, BOSHUKIIMX B paboTe MOyJIEH;

Warning — uapopmanus o coObITUSAX, KOTOPbIE MOTYT IPUBECTH K OIIMOKaM B paboTe MOIyJIeH;
Notice — nH(popMaIHs 0 HOPMAIBHBIX COOBITHSX, HO TpeOyroIe BHUMAHUS;

Informational — uapOp™MaIus 0 COOBITHAX, HE MPUBOAALIMX K OLIMOKaM B paboTe MoTyJei;

AN N AW N—

7 Debug — mnompoOHOe U JAeTalbHOE JIOTHPOBAaHHE BCEH CHUCTEMHOW WHGOpPMAIUU Jis
TIOCJIEYOIIETO UCTIOB30BAHUS B OTIA IKE.
2.2.6.6  Tlocne KOppeKIuu mapamMeTpoB TEKYIEH BKJIAJIKH, IJI1 TOTO YTOOBI U3MEHEHHUSI BCTYIIHIIN
B CHITY, HCOOXOMMO TIPUMEHUTH HACTPOWKH, a 3aTeM TIepe3arpy3uTh YCTPOHCTBO.
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CUCTEMHEBIN Nor

YpoBEHL ONACHOCTH

3: Error v

@ lokanbHoe XpaHeHue

@ YaoaneHHbld cepeep

AfpeC YARNEHHOTD CEPEEDE

192.168.5.1

MopT yoane-Horo cepeepa

Pucynok 2.35 — CucteMHbIH J1OT

2.2.6.7 Jlna mepexoma K ympaBieHHio (aijoM KOH(Urypanuu meperauTe Mo BKIAAKE
«AIIMUHUCTPUPOBaAHUE» - «YTpaBleHUe KOoHUrypamnuein» (pucyHok 2.36). [{i1s coxpaHeHUs TEKYIIEro
¢aiina koH(pUTypay Ha KOMIBIOTEP HAXMUTE Ha KHOMKY «CoxpaHuTh». J{71s 3arpy3ku KOH(pUTypauu
u3 ¢aina BeiOepure ero «Browse», a 3areM HaXMUTE Ha KHONKY «BOCCTaHOBHTBY», YCTPOHCTBO
nepe3arpy3urcsl.

YnpaeneHue KoHpurypaynen

®adn He Buibpan Browse

Pucynok 2.36 — Ynpapnenue koHpUrypaiuein

2.2.6.8 Jlna mepexoma K  YOPaBIEHUIO  TONB30BAaTESIMM  TEpeHIuTe 1O  BKIAAKE
«AIMUHUCTpHUpOBaHUE» - «ABTOpHM3anus» (pucyHok 2.37). B naHHOW BKIJIaJKe MOKHO BBIOPAThH

IIPOTOKOJI aBTOPU3ALIUU:
a) Local — co3manme jokandbHBIX TOJIb30BaTeNiel Ha ycTpoucTBe. [[nsi nmoOaBieHUss HOBOTO

MONB30BATENsS HAKMHTE Ha KHONKy HCO3BUTB MOMBSOBATEN  (hucyvpok  2.38), s

pPEAaKTUPOBAHUA TCKYIICTO, HAJKMHUTC Ha KHOIIKY , I YAAJICHU A .

b) Radius — nporokon ans peanusanuu, ayTeHTU()UKALMHU, aBTOpU3aLuU U cOopa cBeieHuil 00
UCIOJIb30BaHHBIX pecypcax, pa3pabOTaHHbIN A Mepejauyu CBEACHUN MeX1y LEHTpabHON
iatopmoit 1 060pynoBaHueM (puUcyHok 2.39).

¢) Tacacs — ceaHCOBBIH TPOCTOM MPOTOKOI YIPABICHUS JOCTYIIOM (pUCyHOK 2.40).
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AsTopK3auma

Tun asTopusaLki

local A

NokankHble HACTPORKM:

Monb3oBatenu

Wma nonb3oBatens I'pynna Ynanutb PepaktupoBatb

1 root admin | Ynanuto | PenakTupoBaThL

[obaeuTs nonbzoeartens

TpumeHiTo m

Pucynok 2.37 — Ypasnenue aBTopusanueit
ABTOpU3ALMA

Tun asTopuzauMM

local v

NokansHsle HACTPORKK:
LOobaeuTb Nnons3oBarens

WMs nens3osatens

Mpynna

user A

Napone

MoaTopuTe Napons

[obaeuTb nonszoBaTens OTMeHa

=

Pucynok 2.38 - JloGaBieHHE JTOKAILHOTO MTOJIH30BATEIS

Ta6numa 2.12 — Jlo6aBiieHHE JIOKAIBHOTO MOJIh30BaTEIs

3amaliTe UM IOJIL30BATEIA

Bri0epuTe rpynimy mpas moibp30BaTels user nik admin.
User — moJb30BaTeIM 3TOW TPYIIBI MOTYT TOJBKO
pocMaTpuBaTh HHHOPMAITHIO.

Admin — ToJB30BAaTEIM ATOW TPYMIBI  MOTYT
MIPOCMATPHUBATh U PEAAKTHPOBATh HH()OPMAIIHIO.

3amaiiTe apoJib JJId TCKYIICTO IMOJIb30BaTCIIA
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ApTOpU3aLma

THN 38TOPHZ3LMM

radius v

Hactpoitku Radius
IP zopec cepsepz
127.0.1.1

MNapons

Mopt

1812

KonryecTse neneToK 4oCTyna

TaiMayT, BDEMA 0XUASHWA 0TBETE OT cepeepa (cex)
3

ATTpubyT: NAS Identifier

@) ABTOMAaTWUUECKOE MEPEKTUEHME Ha NOKANbHYIO aBTOPM3ALIMID NPW HEAOCTYMHOCTH CEpBEpa

=

Pucynok 2.39 — Hactpoiika Radius

Tabmuna 2.13 — Hactpoiika Radius

Anpec Radius cepBepa

[Tapons qyis noctyna k RADIUS-cepBepy

[Topr ans pabotel ¢ Radius cepBepom

KonnuecTBo nonbeiTok gocryna kK RADIUS cepsepy.

Bpems oxuaHus OTBETa OT cepBepa, CeK.

Wnenatudukarop NAS

[Ipu HemoctynHocTH radius cepBepa, OyAeT JOCTymHa
JIOKaJIbHAs aBTOPU3AIHSL.




ABTOpW3aLna

THN 38TOPHEELMKM

tacacs v

Hacrtporikn Tacacs:

IP afpec cepaepa

127.01.1

‘J ABTOMATWUYECKOE NEPEKNHUEHHUE Ha NOKANBHYH ABTOPM3ELMI0 NPH HEAOCTYNHOCTH CEpBepa

=

Pucynok 2.40 — Hactpoiika Tacacs

Tab6muma 2.14 — Hactpoiika Tacacs

IP agpec Anpec Tacacs cepBepa

[Tapons [Tapousib 1151 joctyna K Tacacs - cepBepy

Cepauc YcranoButh cepuc Tacacs

ABTOMaTHYECKOE IMepekioueHne Ha | [Ipy HemocTymHOCTH cepBepa, OyIeT AOCTyMHA
JIOKQJIbHYIO aBTOPU3ALIHIO JIOKQJIbHAsl aBTOpU3ALIHSL.

2.2.6.9 [TIlocne koppeKIUH MapaMeTpPOB BKIAJIKUA «ABTOPH3ALUSL», AL TOTO YTOOBI M3MEHEHUS
BCTYNHIU B CHIIY, HEOOXOIMMO MPUMEHUTH HACTPOUKH, a 3aT€M Iepe3arpy3uTh yCTPOMCTBO.
2.2.6.10 [ns nepexona k ynpasienuto TCP nammnom nepeitaute no Bkiagke «Cepsuce» - « TCP

Crapt
JaMID» (pI/IcyHOK 2.41). I[J'I}I CO3JIaHVs HAXXMHUTE Ha KHOIIKY -, 1A OCTAaHOBKH MW COXpPaHCHUA

v
HaXMUTC HAa KHOIIKY . Daiin HayHET 3arpyKaTbC4.

TCP pgamn

Pucynok 2.41 — Co3ganue TCP nammna
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2.2.7 Brkuagka «CepBHuCHD)

2.2.7.1 [ns nepexoja K yrnpaBJieHHUIO MPOTOKOJIAMU JI0CTyMNa nepenure no Bkiaake « CepBUCHD.
[lepeiins mo BKJIAJKEe COOTBETCTBYIOLIETO MPOTOKOJIA, MOXHO BKJIIOYUTH\OTKIIIOUUTH €ro, a TaKke
HACTPOUTH MOPT JJIs1 HETO.

2.2.7.2 Telnet — npoToko, mpeIHa3HAYCHHBIN 711 OPTaHU3aIlMU YIIpaBJeHus o ceTh. [lo3Bomser
YAQIEHHO MOAKIIOYUTBCA K YCTPOMCTBY JIJIsi HAcTpOWKM M ympasieHusa. [Ipm ucnosb3zoBaHuun
npotokoiia Telnet nannvie nepenaroTces no cetu 6e3 MUPPOBAHUSI.

2.2.7.3 SSH — npoToko, npegHa3HaueHHbIN U1 OpraHu3alyy yupasieHus 1o cetu. [lo3Bonser
YAAJIEHHO MOJKIIOUUTBCS K YCTPOMCTBY JUIsi HAacTpOMKM U ympasieHus. [lpu wucnosb3oBaHuu
npotokosia SSH naHHbIe epesaroTcs Mo ceTH 3auppOBaHHBIMHU.

2.2.774 HTTP — nporokos nepeau JaHHBIX B BUAE FMIIEPTEKCTOBBIX JTIOKYMEHTOB.

2.2.7.5 HTTPS — nporokon mnepeaadyd JaHHBIX B BHUJIE€ THIEPTEKCTOBBIX JOKYMEHTOB C
HNOJJIEPXKKOH MU (pOBaHHUS.

2.2.7.6 FTP — nporokon nepenayu (HanaoB 1O CETH.

2.2.7.7 SNMP — npoTOKOJ IPOCTOro yrpasiaeHus ceTbio. [103BossieT LuTt03y B pealbHOM BPEMEHU
nepeJaBaTh COOOILEHHS O IPOM3OLIENIINX aBapusiX MU COOBITHSX KOHTpoiupytouemy SNMP-
meHempkepy. Taxke SNMP-arent nuito3a nojaepkuBaeT MOHUTOPUHT COCTOSIHUM TaTYUKOB 1IUTI03a 110
3anpocy ot SNMP menemxkepa.

2.2.7.8 SNMP coobmenust conepixar:

— @uszuyeckuil agpec 000py0BaHUS, HA KOTOPOM MPOU3O0IIIA HEUCTIPABHOCTb;

— MWnentuduxatop cooOieHwMS;

— Twun coobmenus (mpodiiema/pa3pemeHue/uHpopMaItus);

— Kareropust cpounoctu HencripaBHOCTH (critical/minor/major, u T.11.);

— Jlara 1 BpeMs BOBHUKHOBEHHUS COOBITHS;

— JononHuTenbHas HHGOPMALUS, A1 TEXHUUECKOTO MepcoHana. MoXeT HCIoIb30BaThCs IS
JOKAJIM3aIH M yCTPaHEHUsI HEUCTIPABHOCTH 000PY/JOBaHMS.

2.2.79 DDNS (aunamuueckuit DNS) — TtexHomorus, mospodjstomias uHpopmanuu Ha DNS-
cepBepe OOHOBIIATHCS B PEaIbHOM BPEMEHHM U TI0 JKETAHUIO B aBTOMAaTHYECKOM PEXHME.

2.2.7.10 Ilocne xoppekiuu mapaMeTpoB BKIaAKu «CepBHUCH», JII TOTO YTOOBI W3MEHEHUS
BCTYNWJIU B CHITy, HEOOXOJIMMO NPUMEHUTHh HACTPOMKH, a 3aTEM Mepe3arpy3uTh yCTPOUCTBO.

2.2.7.11 IlporpammHOe obecrieyeHHE TOJOCOBOTO IUII03a IO3BOJISIET MPOBOAUTH MOHUTOPUHT
COCTOSIHUSI yCTPOMCTBA M €ro JAaTYMKOB, a TakXke KOH(QUIYPHUPOBAaHHE OTIEJIbHBIX IapaMeTPOB
YCTPOMCTBA, UCTIONB3Ys TPOTOKOT SNMP.

2.2.7.12 Tlapametpsl nporokona SNMP npusenens! B Tabnuue 2.15.

Tabmuna 2.15 — [Napamerpsl nporokosna SNMP

SNMP Bi1t0unTh \BBIKIIOUUTH NIPOTOKOTI SNMP
Cratryc SNMP Texymuii craryc SNMP

SNMP Bepcus 1 BxutounTs \BBIKIIOUKTE Bepcuio 1 SNMP
SNMP Bepcus 2 BrirounTh\BBIKIIIOUUTH Bepcuio 2 SNMP
Community Read [Taposip Ha YTEeHHE TAPAMETPOB
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[Taposib Ha 3amuCh MapamMeTpoB

[Topt

MaxkcuMaibHbli pa3mep nakera SNMP

BKIIOYHTE\BBIKIIIOYUTh ~ OTIPABKY  OMOBCIICHHIA
(Trap/inform) no nporokony SNMP

[Tapons, conepxkamuiicst B Trap/Inform

[P-anpec npuemnnka Trap/Inform

[opt ansa Trap/Inform

BxuttounTh \BBIKIIOUUTH BepcHio 3 SNMP

mda nonp3oBaTensa

Auth priv \ auth no priv \ no auth no priv (aBTopu3zanus
u mudpoBanue\ apropuzanus 6e3 mudppoBaHus\ 6e3
aBTOpH3auuu 6e3 mudposanus)

Md5\ sha mpoTokoJs1 aBTOpU3aUK

Hapom: I10JIB30BaTCIIA

Des\ aes anroput™ mugpoBaHus

Kittou mudpoBanus

Cny>xeOHast oniust (Bceraa ImycToe, M3MEHSTh Hellb3s1)

Cany>xebHas onius (Bceraa mycToe, M3MEHSTh Hellb3sl)
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SNMP
@ BxnounTh

Cratyc SNMP: He BeInonHAeTCA

@) SNMP Bepcus 1

@) SNMP Bepcua 2

Community Read

public

Community Write
all-rights

Part

162

Max size

484

@ Pexam paboTel SNMP onoseluenHuid (Trap)

N2  IP-agpec Mopt Ypanute

1 127.0.0.1 162

NobaeuTs

Community Trap

private

@) SNMP Bepcusa 3

USM User
initial

Auth/Priv

auth priv v

Autherization protoco!

md5 ~

Authorization key {length 8..32)

12345678

Privacy protocol

des v

Privacy key (length 8..32)

12345678

Pucynok 2.42 — Hactpoiika SNMP

2.2.7.13 Ilapamerpst DDNS npencraBiens! Ha pucyHke 2.43.
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DDNS

@ BrioumnTb
Mposangep

no-ip.com hd

Norvy

vasmosh

MNapone

7686vasay

WMa xocTa

mva.hopto.org

WHTephen WAN (l]) -

MpuMeHUTH OTmeHa

Pucynok 2.43 — Ilapamerpsr DDNS

Tabmuna 2.16 — [Tapamerpsr DDNS

BrxiarounTs\BBIKITIOUNATE quHamMudeckuii DNS
BriOepuTe W3 cmmcka aapec CepBHUC-TpoBaiiiepa,
NpeocTaBIIsoIero ucnoiab3opanne DDNS

Jlornn st nconb3oBannst DDNS

[Taponw qis ucnonas3oBanust DDNS

WM cBOero xocra

CereBoii nHTEpdEIC

2.2.7.14 Jlns BKJIIOYCHHS aBTOMATHYECKOH HACTPOWKH Tele(OHOB, IMEpPEHAUTEe MO BKIAJKE
Autoprovision SIP PnP (pucynoxk 2.44).

Autoprovision

SIP PnP

@) BiiounTe

Pucynok 2.44 — Hactpoiiku Autoprovision
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2.2.8 Bkiaaaka «O0OHOBUTBL»

2.2.8.1 [ns o6nosnenus [10 ycrpoiicTBa nepeiiante mo BkIaake «YmpasieHue» - « OOHOBUTH»
(pucynok 2.45). BeiOepute haiinm mpommBKH KHONKa «BpiOepute aitm», W HaXMHUTE KHOIKY
«OOHOBUTHY.

OBGHOBMNEHNE CHUCTEMEI

BibepuTe daiin |®aﬁﬂ He BbibpaH

OBHoBNeHWe ¢ cepeepa HEBO3MOXKHO

Pucynok 2.45 — O6HOBNeHUE OJI0Ka

2.2.9 Bkaaaka «Ilepe3arpyska»

2.2.9.1 [lns nepe3arpy3ku yCTpONWCTBA IEPENANTE IO BKIAJIKE « Y IpaBieHue» - «llepesarpy3uts»
(pucynok 2.46). Haxwmute kHonky «llepezarpy3utby.

[epezarpy3uTh

Pucynok 2.46 — Ilepesarpy3ska

2.2.10Braaaka «Copoc HacTpoeK»

2.2.10.1 [ns cOpoca HACTPOEK K 3aBOJICKMM IMEpeHauTe Mo BKIagke «YmpaBieHue» - «COpoc
HacTpoek» (pucyHok 2.47). Haxmure kHOKy «COpOC HACTPOEK» U TOJATBEPIUTE ACHCTBUE.

Chpoc HacTpoek

Pucynoxk 2.47 — Copoc HacCTpoek
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3 AsapuiiHoe BoccTaHoBJieHue 11O

3.1 OOHOBHTH mporpaMMHOe obecreueHre Ha ycTporcTBe MoKHO uepe3 WEB unTepdeiic .
2.2.8. Ecny 1o KakuM-TO MPUUKMHAM 3TO CIENIaTh HEBO3MOKHO, TO OOHOBJIEHHE HEOOXOIMMO BBIITOJHUTH
yepes nporokos TFTP:

1. Heo6xoquMo ycTtaHOBUTH cieayromme nporpammbl: TFTP cepBep, KIMEHT Ui MOIKIIOYCHUS
yepe3 nociieoBaTenbHbIi mopT (RS-232) (Hanpumep, putty).
BxirounTh nUTaHUE U3MIEIHSL.
[MoaxmrounTs maT4-KOpIOM Jr000i Ethernet mopT uzenus u KOMIbIOTEpA.
. Honxmrounts kabenem RS-232 nopt «Console» uznenus 1 COM nopT KOMITbIOTEpA.

VRN

. 3ammyctuth TFTP cepBep u yka3aTh IyTh K KOPHEBOU Marike ¢ (GaiyioM MpOUIMBKHU (KOMITBIOTED,
Ha koTopoM 3anyiueH TFTP cepBep, 1 ycTpoicTBO JOKHBI HAXOAUTHCS B OJTHOM cETH).

6. Onpeaenuts HoMep COM mnopra TEKyIIEero MOJAKIIOYEHU: YIPaBJICHUE KOMIIBIOTEPOM —

Jucnerdep yCcTpoicTB.

A YnpaeneHue KoMOBKOTEROM

®ain  [Jeficteme  Bug  Cnpaeka
& ol 2 Nzl 7 e[

A Ynpasnenme xomneotepom (n|[ v :.l.: VITALIK

v [["!; CrnyzxeBHole nporpammel = DVD-auckosogel v AMCKOBOAEI KOMMEKT-AMCKOE
@ Mnannposwk 33a3HME ! Guardant dongles
@ MpocmoTp cobemai iy AyavoBxogbl v 8yAMOEbIXOAbI
22| OBwwe nankn & Buaeoapantepel
& Nokaneneie nonesoeare i Bcrpoennoe MO
Eé}i] MpouzB0AMTENEHGCTE = AWCKOBBIE YCTPORCTE
;.‘.; Jwcnetuep ycTpoiicte ij| 3BYKOBbIE WFPOBbIE M BUAEOYCTPOACTES

w (=5 3aN0MUHAOWME YCTpOIRCT = Knagwatypel
&7 ¥npasneHue gnckamn [ Komnetotep

::};.- CnyBbl 1 NPUAOKEHNA == Kontponnepe IDE ATAJATAPI

§ Kontponnepe USB

S KoHTpONNEPEI 33NOMUHAHOLLMX YCTPOACTE
[ MonuTope!

PBILLIKW 1 MHBIE YKA3bIBAHILLWME YCTRORCTEA

= Ouepeayn nevaru
ﬁ MopTer (COM n LPT)
ﬁ Prolific USB-to-Serial Comm Port (COM3)

] Npoueccope
[ Cereseie agantepe

i3 Cucremueie yerpoiicTea
i Yerpoiicrea HID (Human Interface Devices)

Pucynok 3.1 — Onpenenenue Homepa COM mnopta

7. 3amyCTUTh KIUEHT AJs TOJKIIOUSHHS yepe3 nmocienoBaTensublii mopt (RS-232).
8. YcraHoBuTh TN coenuHeHus «Serial», ckopocts noaximouenus 57600, panee onpeneneHHbIN
COM nopt. Otkpoiite coequHenue «Open»
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&% PuTTY Configuration X

Category:
I Session Basic options for your PUuTTY session
T I..oglging Specify the destination you want to connect to
Tml'é::board Serial line Speed
.. Bell COMs 57600
- Features onnection type:
=~ Window (O Raw (O Telnet () Rlogin () S5H
Appearance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection |
----CD|D!.II’S Default Settings Load
—J- Connection 1
- Data 8FXS Save
.- Proxy SFP
- Telnet Delete
- Rlogin
- 55H
""" Serial Close window on exit:
(O Mways (O MNever (@ Onlyon clean exit

PucyHnok 3.2 — YcraHoBKka napameTpoB

9. Ilpoussectu coOpoc nuranus uzaenus (knomnka «RST»).
10. Janee neo6xonumo BeiOpath komanny «Load system code then write to Flash via TFTP». [{ns
3TOro OBICTPO HAOpaTh HA KJIABUATYPE «2» U MOATBEPAUTH BBOJ (Y.

Pucynoxk 3.3 — BeiOop komaH 161

11. Beenure: IP anpec ycrpolicta «Input device IP», IP anpec TFTP cepsepa «Input server IP»,
Ha3BaHUe Qaiina npomuBky, pacnonoxxeHHoi Ha TFTP cepsepe «Input Linux Kernel filename».

Pucynox 3.4 — BBoa mapameTpoB Jyisi OOHOBJICHUS

12.  Joxnutech okoHuaHus 3arpy3ku. [Ipoitaute apropusamuto (login: root, password: root).
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4 TpaHcnopTHpPOBaHHe M XpPaHEHHUE

4.1 TpaHCOPTHPOBAaHHUE
TpancnopTupoBaHue U3ACTHS TPOU3BOIUTCS Ha JII000E PACCTOSIHUE M JIIOOBIM BHJIOM TPAHCIIOPTA,

ynosierBopsitoiero TpedoBanusm ['OCT 21552-84, ETSI 300 019 class 2.3 u HacTosmero pasuena.

O6opynoBaHue B yITaKOBAaHHOM BHUJIE JOJIKHO BbIIEPKUBATh TPAHCIIOPTUPOBAHUE IIPU TEMIIEpAType
ot MmuHyc 40 10 70 °C ¥ OTHOCUTENBHOU BIIaXKHOCTH 10 95% npu temneparype 45°C ETSI 300 019

class 2.3.

TpaHCHOpTI/IPOBaHI/Ie HU3ACIINA MOPCKUM TpaHCIIOPTOM JOJKHO IIPOU3BOAMTHBCA TOJBKO B

CIelUaIbHON (MOPCKOM) YITaKOBKE.

[Tpu TpaHCIOPTHPOBAHUH HKETIE3HON JOPOTOi MIIM aBTOMOOMIIBHBIM TPAHCIIOPTOM B TPAHCIIOPTHOM

Tape, U3JIeHsl TOJIKHBI Pa3MEIIaThCsl B KPBIThIX BaroHax (Ky30Bax) WU B KOHTEHHeEpax.

4.2 XpaHeHue

XpaHeHHe U3eNns Ha OTKPBITON IUIOIAKE HEIOIY CTUMO.
O6opyoBaHu€e B yIaKOBaHHOM IIPEIHA3HAYEHO U1 XPaHEHUs IPU CIIEIYIOIINX YCIOBUIX:

— TIpW XpaHEHHH B yCJIOBUsX, cooTBeTcTBYIONMX cranaapty ETSI 300 019 class 1.2;

— TemimepaTypa oKpy:xaroien cpeapl oT Munyc 40 1o 70°C;

—  OTHOCHTEIbHAs BIKHOCTH Bo3ayxa He Oonee 80% mpu temmeparype 25 °C;

—  OTCYTCTBME OCAJIKOB, BETpa, KOHJCHCALMH BJIary;

—  OTCYTCTBME BO3AEHUCTBUS NMPSIMOTIO COJTHEYHOTO O0JyUeHHUS;

—  OTCYTCTBHE B BO3]lyX€ IPUMECEH I1ECKa;

—  coJep’KaHue B BO3JyXE KOPPO3MOHHO-AKTUBHBIX areéHTOB B MPEeiaX, COOTBETCTBYIOIINX

YCJIOBHO YHCTOM atmocdepe.
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S TapaHTUM M KOMILIEKTHOCTh

["apaHTHIHBINA CPOK ONpEENAeTCs TOrOBOPOM MOCTaBKU. MUHUMAaNbHbBIN CpoK 12 MecAleB ¢
MOMEHTAa YCTAaHOBKM WIM 18 MecsleB ¢ MOMEHTa IOCTaBKM 000pyaoBaHMs. TOUYHBIH CPOK

TapaHTHH YKa3bIBACTCs B IACIIOPTC HA U3ACIIUC.

KomniekTHOCTh OIpeaACILIETCA AOTOBOPOM IMOCTAaBKHU H CHCI_[I/Iq)I/IKaI_[I/IHMI/I 3aka3oB. CocraB

KOMIIJICKTA YKa3bIBACTCA B TACIIOPTC HA U3CIIUC.
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IIpunoxenue 1 — O0pamenue B CJIy:k0y TeXHHYECKOM MOIEPKKH

Oo6parienne B cinyx0y Texundeckoit momnepkku 3A0 HITO «Tenekom» BbI MOKETE OCYIIECTBUTH
CIIEYIOIIUMHU CIIOCOOaMH:

— 3ano’aHUTh popMy 0OpaTHOM CBsI3M Ha caiiTe KoMmaHuM http://npotelecom.ru;

— HammcaTh TUCHhMO Ha mouty help@npotelecom.ru;
— To3BOHUTH 110 Tenedony 8 (3412) 57-30-32.

O6pamenne B cinyk0y pemonTta 3A0 HIIO «Temekom» BbI MOXETE OCYIIECTBUTH CIICAYIOIIUMHU
crocobamu:

— HaIucaTh NMChbMO Ha MoYTy remont@npotelecom.ru;

— M03BOHUTH 10 Tenedony 8 (3412) 57-30-39.

[Tpu moGom obOparieHnn HE0OXOUMO yKa3aTh CyTh MPOOJIEMBI, Ha3BaHUE YCTPOIMCTBA, CEPUITHBIN
HOMeEp, Bepcuto [10, yka3zaTh KOHTAKTHI I 0OpaTHOM CBSI3H.
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IIpuno:xenue 2 — BerpoeHHblil MexaHu3M oTJIaaAkH (tcpdump)

1 TMoakmrouutech k 010Ky RS-232/Telnet/SHH, npoiiauTte mporeaypy aBTOpU3aIiU, CM. TTYHKTHI
2.1.1 u 2.1.3 pykoBojcTBa.

2 Bsenute komanay tepdump -s 0 -w /tmp/filel.pcap (Puc.4.1), roe /tmp/filel.pcap myTs k daitny.
CoxpansTh ¢aiin HeoOXoIUMO Bceraa B /tmp.

Puc. 4.1 — BBoa xoMaH/IbI

3 ®@aiin Oyzer AOCTyIEH B /tmp, PH MOAKIIIOYEHUH 110 ftp umu scp.
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IIpuno:xenune 3 — Hacrpoiika Firewall, iptables

Jis HacTpoiiku OpaHaMayspa ycTpoHCTBa, moAKIouuTech K Hemy depe3 Telnet\SHH cwm. m. 2.1.3.
VYupasnenue OpaHaMay3poM OCYLIECTBIISICTCS Yepe3 BCTPOSHHYIO YTHIIHNTY iptables.

Jlanee npeacTaBiIeHbI O0IIME PEKOMEHIAIMN ¥ IIPUMEPHI HCIIOIh30BaHMS YTUIIHTHI iptables.
1.ITokazaTe craryc

iptables -L -n -v

I'ne:

-L: mokasark CIUMCOK MpaBuIL.

-v: 0TOOpaXKaTh JOMOJHUTEIBHYIO0 HHPOPMAIIHIO. DTa OMIK MOKa3bIBaeT UMs HHTep(detica, OmIuH,
TOS macku. Takxe orobpaxaer cypdukce 'K', 'M' or 'G'.

-n: otoOpaxarts [P aapec u mopt uncnamu (He ucnonb3yst DNS cepBepa aiis onpeeneHuss UMeH. ITO
YCKOPHUT OTOOpaKEHUE).

2. OTOOpa3uTh CIIUCOK MPABUII C HOMEPAMHU CTPOK.

iptables -n -L -v --line-numbers

Bb1 MOkeTe HCITIONTb30BaTh HOMEPA CTPOK ISl TOTO, YTOOBI T0OABIATH HOBBIE ITPAaBHJIA.
3. Oro6paszuts INPUT mnu OUTPUT nenouku npaBui.

iptables -L INPUT -n -v

iptables -L OUTPUT -n -v --line-numbers

4. OCTaHOBUTbD, 3aITyCTUTb, IEPE3ANyCTUTH (PapBOI.

MOo’kHO Takke MCHOIb30BaTh KOMaH/b!l iptables ass Toro, 4ToObl OCTAaHOBUTH (AalpBOI U YIAIUTH
BCE MIPaBUJIA:

iptables -F

iptables -X

iptables -t nat -F
iptables -t nat -X
iptables -t mangle -F
iptables -t mangle -X

iptables -P INPUT ACCEPT
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iptables -P OUTPUT ACCEPT

iptables -P FORWARD ACCEPT

I'ne:

-F: ynamuts (flush) Bce mpaBuina.

-X: yAanuTh HEnoYKy.

-t table_name: BbIOpaTh Tabauiy (nat wiam mangle) u ynanute Bce mpaBuia.
-P: BeIOpate aeiictBus no ymomuanuto (takue, kak DROP, REJECT, unu ACCEPT).
5. Y nanuth npaBwia (aipBoa.

Yto6b1 0TOOpPA3UTh HOMEP CTPOKH C CYIIECTBYIOIIMMHU NPABUIAMHU:
iptables -L INPUT -n --line-numbers

iptables -L. OUTPUT -n --line-numbers

iptables -L. OUTPUT -n --line-numbers | less

iptables -L OUTPUT -n --line-numbers | grep 202.54.1.1

[Toryuum crnmcok [P aapecos. [IpocTo mocMoTpuM Ha HOMEp clieBa M YAAIUM COOTBETCTBYIOILIYIO
crpoky. K npumepy, nis Homepa 3:

iptables -D INPUT 3

W naiinem [P anpec ucrtounuka (202.54.1.1) u yaanum U3 npaBuia:
iptables -D INPUT -s 202.54.1.1 -j DROP

I'ne:

-D: ynanuTte 07JHO MM HECKOJIBKO MPaBWJI U3 IIETIOYKH.

6. J1o0aBuTH npaBmiio B (haiipBOII.

UtoOb1 100aBUTH OAHO WM HECKOJBKO TPAaBWJI B IIEMOYKY, JJIS Hadajga OTOOpa3UM CITHUCOK C
MCITOJIb30BAaHUEM HOMEPOB CTPOK:

iptables -L INPUT -n --line-numbers

Hanpumep, yToObI BCTaBUTH MPABUIIO MEXKIY | U 2 CTPOKOIA:
iptables -1 INPUT 2 -s 202.54.1.2 -j DROP

[TpoBepum, 0OHOBUIIOCH JIH MPABUIIO:

iptables -L INPUT -n --line-numbers
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7. CoxpansieM npasuiia QaiipBoda.

Yepes iptables-save:

iptables-save > /etc/iptables.rules

8. BoccranaBivBaem npaBuia.
iptables-restore < /etc/iptables.rules

9. YcraHaBnmBaeM MOJIMTHKY 110 YMOJTYAHUIO.
Uto0OsI cOpackiBaTh Bech Tpapuk:

iptables -P INPUT DROP

iptables -P OUTPUT DROP

iptables -P FORWARD DROP

iptables -L -v -n

10. briokupoBaTh TOJBKO BXOASIINE COSTUHEHUS.

YroObl cOpachiBaTh BCe HE MHULIMUPOBAHHBIC BaMHU BXOJSIIME MAKEThl, HO pa3peluTb UCXOIAIINN
Tpauk:

iptables -P INPUT DROP

iptables -P FORWARD DROP

iptables -P OUTPUT ACCEPT

iptables -A INPUT -m state --state NEW,ESTABLISHED -j ACCEPT
iptables -L -v -n

11. COpacbiBaTh asipeca H30JIMPOBAHHBIX CETEH B MyOJINYHOI ceTH.
iptables -A INPUT -i ethl -s 192.168.0.0/24 -j DROP

iptables -A INPUT -i ethl -s 10.0.0.0/8 -j DROP

12. bnokupoBka omnpeaenennoro [P agpeca.

YroOsl 320510KMpOBaTh ajpec B3nominuka 1.2.3.4:

iptables -A INPUT -s 1.2.3.4 -j DROP

iptables -A INPUT -s 192.168.0.0/24 -j DROP

13. 3a0m0KHMpOBaATH BXOAIINE 3aMPOCHI MTOPTA.

UtoOsI 3a0JIOKHPOBATH BCE BXOASAIIHE 3ampockl mopta 80:
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iptables -A INPUT -p tcp --dport 80 -j DROP

iptables -A INPUT -i ethl -p tcp --dport 80 -j DROP

Uto06s1 3a010kupoBaTh 3ampoc mopra 80 ¢ agpeca 1.2.3.4:

iptables -A INPUT -p tcp -s 1.2.3.4 --dport 80 -j DROP

iptables -A INPUT -i ethl -p tcp -s 192.168.1.0/24 --dport 80 -j DROP

14. 3abnokupoBats 3anpochl Ha ucxosamuii [P aapec.

UTo0OBI 320T0KHPOBATH OMPEICIICHHBIN IOMEH, Y3HAEM €T0 aJipec:

host -t a facebook.com

BrBog: facebook.com has address 69.171.228.40

Haiinem CIDR mig 69.171.228.40:

whois 69.171.228.40 | grep CIDR

BeiBoa:

CIDR: 69.171.224.0/19

3absokupyem goctyn Ha 69.171.224.0/19:

iptables -A OUTPUT -p tcp -d 69.171.224.0/19 -j DROP

Taxoke MOXHO MCIIOJIb30BaTh IOMEH /7151 OJIOKUPOBKH:

iptables -A OUTPUT -p tcp -d www.facebook.com -j DROP

iptables -A OUTPUT -p tcp -d facebook.com -j DROP

15. 3anucaTtb coObITHE U COPOCUTD.

UtoOBI 3amucath B )KypHaJ JBUKEHUE MTAKETOB Mepe] cOpocom, 100aBUM MTPaBUIIO:
iptables -A INPUT -i ethl -s 10.0.0.0/8 -j LOG --log-prefix "IP_SPOOF A: "
iptables -A INPUT -i ethl -s 10.0.0.0/8 -j DROP

[TpoBepum xypHai (o ymonuanuto/var/log/messages):

tail -f /var/log/messages

grep -i --color 'IP SPOOF"' /var/log/messages

16. 3anucaTh coObITHE U COPOCUTH (C OTPAaHMUYEHUEM HA KOJIMYECTBO 3aMHUCei).

YroObl HE NEPENOIHUTD pa3ziesl pa3ayThIM KypHAIOM, OTPAaHUYUM KOJIMYECTBO 3aMUCEH C TOMOILBIO
-m. K npumepy, 4TOOBI 3aMKChIBaTh KaX/ble S MUHYT MaKCUMYM 7 CTPOK:

65



iptables -A INPUT -i ethl -s 10.0.0.0/8 -m limit --limit 5/m --limit-burst 7 -j LOG --log-prefix
"IP SPOOF A:"

iptables -A INPUT -i ethl -s 10.0.0.0/8 -j DROP

16. COpaceiBaTh Win pa3pemuTs Tpaduk ¢ onpeneneHHbIx MAC anpecos.

iptables -A INPUT -m mac --mac-source 00:0F:EA:91:04.:08 -j DROP

iptables -A INPUT -p tcp --destination-port 22 -m mac --mac-source 00:0F:EA:91:04:07 -j ACCEPT
17. Pa3pemuts nu 3anpetuts ICMP Ping 3anpochr.

UToOBI 3anpeTuTh ping:

iptables -A INPUT -p icmp --icmp-type echo-request -j DROP

iptables -A INPUT -i ethl -p icmp --icmp-type echo-request -j DROP

Paspemmts 1151 onpeeieHHbIX ceTel / XOCTOB:

iptables -A INPUT -s 192.168.1.0/24 -p icmp --icmp-type echo-request -j ACCEPT
Paspemmts Tosbko yacts ICMP 3anpocos:

[Ipenmonaraercs, 4TO NOTUTUKH MO YMOIYAHHIO JUIS BXOASIIUX ycTaHOBIeHB B DROP
iptables -A INPUT -p icmp --icmp-type echo-reply -j ACCEPT

iptables -A INPUT -p icmp --icmp-type destination-unreachable -j ACCEPT

iptables -A INPUT -p icmp --icmp-type time-exceeded -j ACCEPT

Pazpemmm oTBeyats Ha 3anpoc

iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT

18. OTKpBITH IMaNa30H MOPTOB.

iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 7000:7010 -j ACCEPT
19. OTKpBITH 1MANa30H aJIpeCOB.

Pa3zpemmts noaxmouenue k nopty 80 ecnu agpec B auanazone ot 192.168.1.100 go 192.168.1.200

iptables -A INPUT -p tcp --destination-port 80 -m iprange --src-range 192.168.1.100-192.168.1.200
-j ACCEPT

ITpumep nus nat.

iptables -t nat -A POSTROUTING -j SNAT --to-source 192.168.1.20-192.168.1.25
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20. 3aKpbITh UM OTKPBITH CTAHAAPTHBIE TIOPTHI.
3amenuts ACCEPT na DROP, uTo6bI 320510KMpOBaTh MOPT.
iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

iptables -A INPUT -s 192.168.1.0/24 -m state --state NEW -p tcp --dport 22 -j ACCEPT

iptables -A INPUT -s 192.168.1.0/24 -p udp -m udp --dport 631 -j ACCEPT

iptables -A INPUT -s 192.168.1.0/24 -p tcp -m tcp --dport 631 -j ACCEPT

iptables -A INPUT -s 192.168.1.0/24 -m state --state NEW -p udp --dport 123 -j ACCEPT

iptables -A INPUT -m state --state NEW -p tcp --dport 25 -j ACCEPT

iptables -A INPUT -m state --state NEW -p udp --dport 53 -j ACCEPT

iptables -A INPUT -m state --state NEW -p tcp --dport 53 -j ACCEPT

iptables -A INPUT -m state --state NEW -p tcp --dport 80 -j ACCEPT

iptables -A INPUT -m state --state NEW -p tcp --dport 443 -j ACCEPT

iptables -A INPUT -m state --state NEW -p tcp --dport 110 -j ACCEPT

iptables -A INPUT -m state --state NEW -p tcp --dport 143 -j ACCEPT

21. OFpaHI/ILII/ITB KOJIMYCCTBO MMapaJJICIIbHBIX CO€IUHEHHH K CCPBCPY MJIsI OAHOTO aapeca.

s orpannueHmii ucnonp3yercsa connlimit Moysb. YToOb! pa3pemuts TosbKo 3 ssh coequHeHns Ha
OJIHOTO KJIMEHTA:

iptables -A INPUT -p tcp --syn --dport 22 -m connlimit --connlimit-above 3 -j REJECT

YcranoButh konmdecTBo 3anpocoB HTTP no 20:
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iptables -p tcp --syn --dport 80 -m connlimit --connlimit-above 20 --connlimit-mask 24 -j DROP

I'ne:

--connlimit-above 3: yka3bIBaeT, YTO MPABHJIO JIEHCTBYET TOJBKO €CIM KOJMYECTBO COEIMHEHUI
MpeBbIIIACT 3.

--connlimit-mask 24: yka3piBaeT MacKy CeTH.
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IIpunoxenue 4 — KomaHAbI roJI0COBOr0 MEHIO

*#%000 — y3uats [P agpec
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IIpunoxkenue S — Apapuiinbie 1 HH(popMaunoHHbIe coo0meHuss SNMP trap/inform

npoTelecomMgwServiceChangeServer TRAP-TYPE
ENTERPRISE minimgwServiceTraps
VARIABLES { voiceProfileSIPProxyServer }
DESCRIPTION
"This trap is sent when change VoIP Server."

npoTelecomMgwServiceChangeStatusLine TRAP-TYPE
ENTERPRISE minimgwServiceTraps
VARIABLES { voiceProfilelLinelIndex, voiceProfileLineStatus }
DESCRIPTION
"This trap is sent when change status line."

npoTelecomMgwCriticalTemp TRAP-TYPE
ENTERPRISE minimgwTraps
VARIABLES { temperatureSensorValue }
DESCRIPTION
"This trap is sent alarm critical temp of sensor."

npoTelecomMgwEndCriticalTemp TRAP-TYPE
ENTERPRISE minimgwTraps
VARIABLES { temperatureSensorValue }
DESCRIPTION
"This trap is sent end alarm critical temp of sensor."

npoTelecomMgwChangeStatusLinkLan TRAP-TYPE
ENTERPRISE minimgwTraps
VARIABLES { lanEthernetInterfaceName, lanEthernetInterfaceStatus }
DESCRIPTION
"This trap is sent when change status link port Lan Device."

npoTelecomMgwChangeStatusLinkWan TRAP-TYPE
ENTERPRISE minimgwTraps
VARIABLES { wanEthernetInterfaceConfigStatus }
DESCRIPTION
"This trap is sent when change status link port Wan Device."
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