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HeseBas ayauropus

JlanHOE€ pYKOBOACTBO IO JKCIUIyaTallUM NPEJHA3HAYCHO I TEXHUYECKOrOo IIEPCOHAA,
BBITTOJIHSOLIETO HACTPOHKY M MOHUTOpHUHI ycTpoicTBa mocpernctBoM WEB/CLI kondurypartopa, a
TaKXe MPOLEAyphl 110 €ro YCTaHOBKE M 00cimykuBaHMIO. KBamudukanus TEXHHYECKOTro MepcoHalia
npezrnonaraeT 3Hanue paboThl IPOTOKOJIOB U MPUHUMIIOB TocTpoenus Ethernet cereil, a Taxoke npasuiia
JIEKTPOOE30M1aCHOCTH.

Hannoe pykoBoAcTBO pactpoctpansercs Ha moaenu: NTS-1024, NTS-1024P, NTS-1080, NTS-
1080P, NTS-15040P, NTS-15080P, NTS-15040, NTS-15080, NTS-25080, NTS-25080P, NTS-25160,
NTS-25160P, NTS-25240P, NTS-25240, NTS-25480P, NTS-25480, NTS-3508F, NTS-3516F, NTS-
3524F, NTS-3532F, NTS-3548F, NTS-5508F, NTS-5516F, NTS-5520F, NTS-4G2S-AT-Box-150W,
NTS-4G2S-AT-Box-200W, NTS-4G2S-BT-Box-350W, NTS-8G2S-AT-Box-200W,NTS-8G2S-AT-
Box-350W,NTS-8G2S-BT-Box-350W, NTS-4G2S-AT-Box-UPS-120W, NTS-4G2S-AT-Box-UPS-
240W, NTS-4G2S-BT-Box-UPS-200W, NTS-8G2S-AT-Box-UPS-240W, NTS-8G2S-AT-Box-UPS-
360W, NTS-8G2S-BT-Box-UPS-200W, NTS-4G2S-AT, NTS-8G2S-AT, NTS-4G2S-BT, NTS-8G2S-
BT.

JlaHHOE PYKOBOACTBO IO HAacTpoike KoMmyTatopoB NTS BkirodaeT O6IJ_IVIO I/IHd)ODMaI_II/IIO,
d)VHKIlI/IOHaJI YCTPOMCTB MOXKET OTJIMYATHCS B 3aBUCUMOCTH OT MOJCIIH.

HNudopmanus 00 ySI3BUMOCTSX MPOrPAMMHOTO 00ecrieueH sI, peKOMEHJAINHU 110 UX YCTPAHEHHUIO U
HE00X0IMMOCTH Iepexo/ia Ha HOBY10 Bepcuto I10, ocylecTBiseTcs MyTeM pacChbUIKH Ha 3JIEKTPOHHYIO
IIOYTYy 3aKa34uKa.

Ne | Homep Bepcuu pykoBoacTBa | BHeceHHbIe U3MeHeHUsI

U 1aTa U3M.

1 | 1.0 0T 22.06.2021 Hexotopsbie onrcanHble (YyHKIUU MOTYT HaXOAUTHCS B
CTaJ UM TeCTUPOBAHUS

2 | 1.1 07 20.07.2021 JloGaBrnen pasnen «Pacuimpennbie HAaCTPONUKH,
onucanue KoHpuryparmu yepe3 CLI u Web-unrepdeiic

3 | 1.2 0124.04.2023 JloGaBieHbl HOBblE MOIM(UKALIMKU 000PYAOBAHUS

4 | 1.3 or 04.05.2023 Ho6asnena rnaBa «Kongurypamus PPPoE Intermediate
Agent».
JHlo6asnena nnpopmanus no Hactpoiike [P DHCP
Snooping option 82

5 | 1.40105.07.2024 Uckmrouena rinasa «PTP (Precision Time Protocol)», et
TEXHUYIECKOH BO3MOKHOCTH PEaJIM30BaTh MPOTOKOI.

6 | 1.50109.10.2024 Jlo6asnen paznen HacTpoiiku RPVST nponpueraphsiii
IPOTOKOJL.

7 | 1.6 or 14.10.2024 JloronHeHo U ucnpaiieHo B pasaene «Kondurypauus

ayTeHTU(UKALMHU, aBTOPU3ALMH U YUETay OrpaHuYCHUE
MOJTL30BATEJIS 110 KOJMYECTBY BBOJUMBIX KOMAH]I.
Jlo6aBneHs! mpuMepsl HacTpoek. JloOaBieHbl onucanue
snmp, ntp, logging source.

8 | 1.65 0t 1.07.2025 JHlo6asnen pazzaen «3arpyska [10, namenenue naposs
JIOCTYyTIa, COpOC KOH(DHUTYpAINH Yepe3 MEHIO
3arpy34MKa» J0MoJHeH pa3aen «CoxpaHeHue
KOH(UTypaIyy, epe3arpys3ka 1 BO3Bpar K 3aBOJICKUM
HaCTpOMKaM»

9 | 1.66 or 19.08.2025 JloGaBeH pazaen «MexaHUu3Mbl YIIpaBJI€HUs apOIbHON




MOJMUTHUKOM Oe3onmacHocTH. OrpaHUYEeHUE HEYCIIEIIHbIX
IIONBITOK BXOJa.»

10

1.67 or 20.08.2025

Jononuens! pazaensl onucanus komana QoSu DHCP

11

1.680t 10.09.2025

JloGaBieH pa3zen AMHAMUYECKas MapIIpyTU3aLus

12

1.69 ot 11.09.2025

Hoo6asnensl RIP, ISIS, BGP, BFD

13

1.70 or 15.09.2025

Hcnpasnensl HeTouHoCTH B HacTporike BFD, PBR,
POEwu np.

14

1.71ot 19.09.2025

Ho6asneroARP Proxy, BOOTP,ACL:Time-base

15

1.720t1 26.09.2025

Ho6asneno Gratuitous ARP, 3.2.4. DHCP snooping u
onmus 82

16

1.730t1 03.10.2025

Ho6asnenst komanasl B SSH, DHCP Relay ans [Pv4,
loopprotection

17

1.7401 14.11.2025

Jlo6aBnenbl komanapl DHCPV6 ommuu 37 u 38,
M30JISIMS IOPTOB, private vlan u apyrue

18

1.75 ot 21.11.2025

Ho6asnens! npasku B 1. 3.2.6. DHCP Relay ms [Pv4
B 1. 3.2.58. CTekupoBaHue JOMOJIHEHO OMMCAHUE, U
100aBJICHO TpUMEYaHue 2

19

1.76 or 28.11.2025

Jlo6asneno npumeuanue B 1. 3.1.10.1. Hactpoiika NTP
JloGaBiensl kKoMaH bl B Ta0nuiy B 1. 3.2.56.4 BGP
«HacTtpoliika oqHOaIpeCHON U MHOT0aAPECHON
Mapuipytusanuu B MBGPy

20

1.77 or 05.12.2025

3ameneH 1. 3.1.11.1.

Ho6asnen . 3.1.10. Hactpoiika DNS u Domain Name
Hononueno B 1.3.2.32.IGMP Snooping npumeuyanue u
OIMCaHWE KOMAaH/I.

21

1.78 ot 08.05.2026

B n. 3.2.25 Hacrpoiika TACACS+ nomnosiHeHO Onucanue
B deadtime; B «rio0anbHbBIE HACTPOHKI» T0OaBICHA
KOMaHJla «tacacs—-server primary-modex»

22

1.79 ot 13.05.2026

JHo6asnenst: 1. 3.1.4.1 BepcuonupoBanue u oTkar
koHuryparmu; 1. 3.2.6. DHCP-onumu 60 u 61

23

1.80 ot 14.05.2026

I1. 3.2.14. SNMP 3amMeHEeH NOJHOCTRIO

24

1.81 ot 17.06.2026

B 0. 3.2.60 O6nosnenne I[10 1 aBToMaTH4eckast
KOH(uryparus usmeHeH npumep Hactporiku DHCP-
cepBepa.

25

1.82 ot 08.07.2026

JHo6asnen 1. 3.2.62. Hactpoiika bpdu-tunnel-protocol
(12pt/BPDU Tunneling)

OtpenaktupoBaH 1. 2.2. COpoc HaCTpOEK B 3aBOJICKUE
gyepe3 MEHIO 3arpy34uka uboot.

26

1.83 ot 11.08.2026

3ameneHns! paznensl: 3.2.54. Hacrpolika Spanning Tree,
3.2.29. Hacrpoiika loop-protect (Loop Protection),
3.2.56. Selective QinQ

JHo6asnensl: pazaen 3.2.59. Hactpoiika nporokosna
VRRP u paznen 3.2.64. Control Plane Policing (CoPP)

27

1.84 ot 13.08.2026

B n. 3.2.2. usmenena «Hactpoiika mysna agpecoB»
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1. Iloak/0YeHUEe K KOMMYTATOPY
Hacrpoiika mapamMeTpoB M yHpaBlIeHHE KOMMYTaTOpOM ocymiecTBisercs: depe3 mnopt Console npu
MOJKITFOUCHHH K HEMYy BHEIIHEr0 TePMHHAJIA, B KaYECTBE KOTOPOT'O MOXKET HWCIIONL30BATHCS MEPCOHATBHBIN
KommbioTep; depe3 nopT Ethernet, ynmpasnenne ocymectBisercs nocpeactsom SNMP, Telnet, SSH nimm Web-
uHTepdeiica.

1.1.IToaxkaouyenue yepe3 Console (RS-232)

JUis yCTaHOBJIEHUSI COEIMHEHMsI MEXJIY KOHCOJIbHBIM IopToM kKommyrtaTtopa u IIK, Heobxonumo
BBITIOJIHUTH JICHCTBHS:
- coequauTh Serial-nopt I1K ¢ moprom ConsolekommyTaTopa KOHCOJIBHBIM KaOeeM.
- 3arryctuth Ha [1K nporpammy (Putty, HyperTerminal), ycTaHOBUTH HaCTpOMKH:
- BBIOpaTh COOTBETCTBYIOIIHMI SerialmopT kommbroTepa.
- YCTaHOBUTb CKOPOCTH Nepeaaun AaHHbIx 115200.
- 3a1aTh (hopMaT TaHHBIX: 8 OUT JaHHBIX, | CTOMOBBINA OUT, 0€3 KOHTPOJISI YETHOCTH.
- BKJIFOYUTH MTUTAHUE KOMMYTATOpAa.

Ecnu BBl BBIMOMHWIM JAEHCTBUS NpPAaBWIBHO, B OKHE TEpPMHUHAla IOSBUTCSA JIOT 3arpy3kKu
KOMMYTaTOpa:

DDR3 initializing, ECC mode=4, clk div=06, 2T=on init by pub=0
<>DDR3 up
Clict

U-Boot 2019.10 (Apr 06 2020 - 11:30:43 +0200) fireant

CPU: ARM A53

Model: FireAnt PCB135/eMMC Reference Board
DRAM: 2 GiB

MMC : sdhci@e00800000: O

Loading Environment from SPI Flash... SF: Detected mx6611g45g with page size
256 Bytes, erase size 4 KiB, total 128 MiB

OK

In: serial@e00100000

Out: serial@600100000

Err: serial@600100000

Net: ethO: switch@O

Hit any key to stop autoboot: 0

SF: Detected mx6611g45g with page size 256 Bytes, erase size 4 KiB, total 128
MiB

Reading 20971520 byte(s) at offset 0x00000000

[Tocne oxoHuaHUWs 3arpy3kd HeoOXOoAMMO BBecTH MM mnosib3oBatens (Username) u maposib
(Password) (rmo ymomuyanuto Username — “admin” Password — oTcyTcTBYeT (10J€ OCTaBUTh ITYCTBIM,
HakaB kiaBuIly «Enter»). B okHe TepMHHaa MOABUTCS NpUTJalleHle K BBOAY KOMaH 1 B BU/I€ CUMBOJIA
«n:

Username: admin
Password:
#

[To ymomyanuro yueTHas 3amuch admin HageneHa 15 ypoBHeM (HAWUBBICIINK) MPUBHUIIETUN
CHUCTEMHOI'0 a/IMUHHUCTPATOpA.



1.2.IHoakao4venne yepe3 Telnet, SSH

Jlnst moAKITIOYEHUST K KOMMYTaTOpy, HCToJb3ys npoTokon Telnet mmm SSH. Heo6xoaumMo 4To0bI Ha
KOMMYyTaTope O0bU1 cKoH(UTrypupoBaH ipv4 uin ipv6 aapec u xoct ¢ TelnetkinnenToM ObLT TOCTYTIEH C
KOMMYTaTopa (HaXOAUJICS B OJJHOM CETH C HUM WJIM OBLI IOCTYIIEH Yepe3 MapIIpyTU3aTop).

B Tekymem npumepe kommyTtaTop umeeT ip-aapec 192.168.0.186, macka 255.255.255.0. Cravana
HeoOxoaumo Hactpouth [P-aapec na 1K, ¢ koToporo Oyzaer ocyuiecTBisThes ynpanienue. Hactpoum
anapec 192.168.0.176, macka 255.255.255.0. Coequnum [1K u xommyratop maty kopaom Ethernet.
Brimonnum komanay: telnet192.168.0.186 B komangHoU cTpoke OC MM MOJKIIOUUMCS Yepe3
Putty. 3arem BBegem Usernamen Password (mo ymomuanmio Username — “admin” Password -
OTCYTCTBYET).

Username: admin
Password:

#

1.3.lHoakirouenue yepe3 Web-unrepgeiic

Hns noctyma xk kommyTatopy uepe3 WEB-untepdeiic otkpoiite WEB-Opay3ep u BBenute B
aapecHoii ctpoke http://ip-kommyTtatopa. Ilo ymMomyanuio Ha KOMMYyTaTope MOJy4eHHE ip-ajpeca
HactpoeHo yepe3 DHCP, ecnu nmonyuuts ip-aapec He yaanoch, ycTaHaBiuBaeTcs ip-aapec 192.168.1.1
1 Mackou mojacetu 255.255.255.0.

B nannom npumepe ip-aapec kommytatopa 192.168.0.186. B oTkpbIBIIIeiics cTpaHHIle BBEIUTE UMS
MOJIb30BaTeNs U NMapodb (1Mo ymondanuto Mms nonp3oBatens — “admin” [lapons - oTCyTCTBYET).

Bxog
http://192.168.0.186

MogrnoueHMe K CAATY HE 33LMLLEHD

A nonesosarena

Mapoae

Bxop Crraena

PucyHok 1.1 CrpaHuLa aBropuaumm

[Tpu BepHOM BBOJIE IMEHHU I0JIH30BATENS U Mapoisi oTkpoeTcst ocHoBHOW WEB-unrtepdoeiic.
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http://ip-коммутатора/
http://192.168.0.186/

AREPRITOE AKIADHEPHDE OERIECTEO

HNO “TENEKOM” Leal> O

» Configuration . I
vmgnitgr Port State Overview Auto-refresh [ | Refresh |
» System
» Green Ethernet
= Thermal Protection
« Ports
= State
» Traffic Overview
= QoS Statistics
= QCL Status
= Detailed Statistics
= Name Map
» CFM
= APS
= ERPS
» Link OAM

Front panel

» DHCPv4

» DHCPvG

» Security

» Aggregation

= Loop Protection
» Spanning Tree

= MAC Table
» VLANS
= MVRP
= sFlow
» DDMI
=UDLD
» Diagnostics
» Maintenance

Pucyrok 1.2 OcHoBHOe MeHw WEB-uHTepgerica



2. 3arpy3ka 110, n3dMeHeHue MapoJiA J0CTyna, cOpoc KOHpUrypauuu 4depes
MEHIO 3arpy34uKa.

2.1.3arpy3ka I10O uyepe3 MeH10 3arpy3unka uboot

s pouenypst 3arpy3ku [10 gepes 3arpy3unk uboot notpedyercs KOHCOIbHBIN Kabenb u tftp-
cepBep ¢ (ailioM MPOIIUBKHY.

e[ loaKTIOUNTE KOHCOJIBHBIN Kabenb B mopT "Console" Ha kommyTartope, tftp-cepBep moaKIIOUNTh
B opt "MGMT". BrirounTs/mepe3arpy3utb KOMMYTaTop.

e[locne coobmenus B TepmuHaie Autobooting in 10 seconds, enter password to stop: BBecTu
napoyib nts. B TepMuHalie nositBUTCSI CAMBOJI JJIsl BBOJIA KOMaHT =>.

e3aaTh ip-aJipec KOMMyTaTopa KOMaHI0i setenv ipaddr 192.168.102.2

e3aznats ip-anpec tftp-cepBepa komanaol setenv serverip 192.168.102.1

e3arpy3uTh MPOIIMBKY KOMaH10i tftpboot wuMs ¢aiina npommBkyn Hanpumep tftpboot
istax nts25.itb.

e[lo 3aBepuieHuu nepenauyu (aiina BBeCTH KOMaHAY 3arpy3kd B ONEPAaTUBHOM MaMATH run
ramboot

o[lpu ycnemHol 3arpy3ke KOMMYyTaTOpa BBIIOJIHUTh IMOBTOpHYI 3arpy3ky [1O mratHbiM
cnocobom uepe3  web-untepdeiic wmnm  CLI  komannmoit firmware upgrade
tftp://192.168.102.1/istax nts25.itb

[Ipumeuanuel: g U3MEHEHUs Mapojisl JOCTyla B MEHIO 3arpy3duka, BBEIUTE KOMaHAY
password, Iociae COOTBETCTBYIOLIEro npuriameHus "Enter new password:" BBenure
HOBBIW NIApOJIb, aHAIOTUYHO TOCJE NpUIiialieHus "Retype new password:" MNOBTOpHUTE

BBGI{GHHHﬁ mapoJb. HpI/I YCIICIHOM HM3MCHCHHM IIapoJid B TCPMHUHAJ BBIBCACTCSA 3aIllHMCh
"Password successfully changed"

[Ipumeuanue2: Ay BbIXO/Aa U3 MEHIO 3arpy34HKa M pecTapTa KOMMYTAaTopa, BBEIUTE KOMAHIY
reset

2.2.COpoc HACTpoOEK B 3aBOACKHE Yepe3 MEeHI0 3arpy3uuka uboot.

[Tepezarpy3uTh KOMMyTaTOp, Mocie coodmenus Autobootingin 10 seconds,

enterpasswordtostop: BBECTH Mapoiib nts

BapuanTt 1. Copoc HacTpoek s panHux Bepcuii [10 (uepes 3atupanue Flash-mamsrn)
1.BBectu komanny sf probe

2.BBectu komanay mtd erase rootfs data

3.Ilepe3arpy3uts reset

4.Ilocne nepe3arpy3ku B cli BBectu komany platform debug allow, nanee debug

firmware bootstrap nor
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5.Ilepesarpy3uTts reload cold

Bapuant 2. COpoc HacTpOeK M BOCCTAHOBIIGHHUE JIOCTYIIA JUTsl aKTyaIbHBIX Bepcuit [10

B HOBBIX BEpCUAX IMPOrpaMMHOTIO obecrneyeHus peain30BaH MCXAaHU3M CCJIICKTHUBHOI'O C6p00&
mapamMeTpoOB oe3 HeO6XO,Z[I/IMOCTI/I ITIOJIHOI'O 3aTUPAaHHA CCKTOPOB Flash-nmamstu. B 3aBucHUMOCTH OT
TGKYH_Ieﬁ 3aa4U UCIOJIB3YHOTCA CICAYIOIIUC KOMAaH/bI:

o Bpemennblii 00X0/1 mapoJisi aIMUHUCTPaTOpa:

=> setenv ignore config password 1

Komanaa akTuBHpYyeT pekuM UTHOPHUPOBAHUS TIAPOJIS JTOKATLHON KOH(DHUTYparun
MCKIIFOUMTEIIBHO JJI BCTPOEHHOM yueTHOM 3anucu admin. /lelicTBHe KOMaH/IbI He
3aTparuBaeT OCTAIBHBIX CO3aHHBIX B CUCTEME MOJIH30BATENICH ¥ MX YPOBHH IIPUBUIICTHH.
[Tocne nmocnenytoieit 3arpy3ku OnepaioHHON cUCTEMBbI OyI€T OCYIIECTBICH BXO/ M0/
y4eTHO# 3anuchio admin 6e3 maposst (1o yMOTYaHHIO), YTO TO3BOJISIET BOCCTAHOBUTH JIOCTYII K
untepdeiicy CLI 6e3 morepu Tekyieil paboyeit KoHPUTypaluu KOMMYTaTOpa.

=> sa — COXpaHUTh NEPEMCHHYIO

° OuncTka 0a3bl JAHHBIX M0JIb30BATEJICH:

=> restore password

Koman1a moJiHOCThIO yIaJIIeT BCEX CO3JJaHHBIX B CHCTEME TI0JIh30BaTENICH U3 JIOKATLHOM 0a3bl
JIAHHBIX YYETHBIX 3anuceid. [locie npuMeHeHns: KoMaHbl B CHCTEME OCTAETCs TOJIBKO OJTHA
BCTPOCHHAs yYeTHAs 3alKCh M0 ymModanuio — admin 6e3 maposs. Tekymas cereBas
koH(urypanus unrepdeiicos (IP-angpeca, VLAN, MapmipyThl) Ipu 3TOM COXpaHSIETC.

. IHosHbIi cOpoc KOH(pUrypanuu ycrpoiicraa:

=> restore config

Komanaa nHuImanu3upyeT npoueaypy nogHoro yaaneHus (aiiaa KoHQUrypauu KoMMyTaTopa.
Bce nacTpoiiku cOpachIBaroOTCs K 3aBOACKUM 3HAYCHUSM 0 YMOITYaHHIO.

[Tocne BBOma TpeOyembIX KOMaHJ W3 CIKMCKAa BBIIIE BBIMOTHUTH KOMaHAY Tepe3arpy3Ku:
=> reset

2.3.3arpy3ka I1O 4gepe3 CLI

[Tpumeps! 3arpy3ku [10 gepes nporokodsl tftp, ftp, scp, sftp, http:
firmware upgrade tftp://192.168.102.1/istax nts25.1itb

firmware upgrade
ftp://userl:password@192.168.102.1/istax nts25.itb

firmware upgrade
scp://user:password@192.168.102.1/istax nts25.itb save-host-key
firmware upgrade http://host[:port]/filename

firmware upgrade
sftp://user:password@192.168.102.1:22/istax nts25.itb save-host-
key
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2.4.3arpy3ka I1O yepe3 WEB

st oonoBnenus 10 HyXHO MepelTH BO BKIIAJIKY:

Maintenance—Software— Upload— KmukuayTs no Select File, BeiOpath ¢aiin npommBky.
Haxatp kHOTIKY «Start Upgrade».

Software Upload

[ Select File ... | No file selected

Upload status: Idle

| ON/Off auto-reboot | Auto-reboot: On 3. ClI

HHTEep(eic

Jnis HacTpoiiky, ynpasieHus U MoHUTOpuHTa uepe3 CLI uatepdeiic, MOAKIIOUYUTECH K YCTPOHCTBY
yepes nopt Console (cmotpu 1.1.1), uepes telnet, SHH (cmotpu m.1.2).

3.1.ba3oBbIe HACTPONKHU
JlaHHBII pa3aenn CoAepKUT ONMMCAHUE U PEKOMEH IAlUK 110 0a30BbIM HACTPOHKE KOMMYTATOpa.
3.1.1. Pexumbl KOHPpUTypUpPOBaHUS
B unrepdeiice kKoMaHIHON CTPOKU JOCTYIHO TpU OA30BBIX peXKHUMA:
- [Tonp30BaTenbCKU pEKUM
- [IpuBrIIErMPOBaHHBIN peXUM

- Pexxum rnoGaneHON KOHUrypanuu (Ui nepexoja Tpedyercs 15 ypoBeHb NPUBMIIETHIA U BBOJ
KoMaHb! “configureterminal”, as BbIXo/a U3 pexxuma TpeOyeTcs BBECTH KOMaHAY “exit”)

3.1.2. PaGora B KOMaH/JHOM CTPOKe

Nurtepdeiic CLI kommyTaTOpa BBITIOJIHEH O MPOMBINIJIEHHBIM CTaHAapTaM M 00JaJaeT THIIOBBIM
Habopam KoMaH]1. JIoCTyIHBI CIenyIOIHe KIABUIIH [l peJaKTUPOBaHUSI:

KiaBumma DyHKIUA
Back Space | yaansietr cumBon nocne Kypcopa, no3uumio Kypcopa He CABWraeT.
Beepx McTopus BBEAEHHbLIX KOMaHA,

BeiBOoanT npeabliayulyro BBeEeHHYHO KOMaHay. MHOFOKpaTHOG HaXXxatue
BbIBOAUT paHee BBeOEHHbIE KOMaHAbl MO NOPAAKY.

Bru3 VicTopus BBEAEHHbIX KOMaH.
BbIBOAMT CrieayoLLy0 BBEAEHHY KOMaHAy.
Bneso CaBur Kypcopa Ha 0JMH CYUMBOJ BIeBO
BnpaBo Caswur Kypcopa Ha OAWH CMMBOI BMpaBo
Ctrl + P To xe 4To ¥ knaBuwa «Beepx»
Ctrl + N To xe 4yTo 1 KnaBsuwa «BHU3»
Ctrl+Z BoaepaT B Adminpexum 13 No60ro KOHMUIypaLMOHHOrO pexMMa
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Ctrl + C OcTaHOBKa 3anyLeHHON KoMaHAbl, HanpuMep ping

Tab Mpun YacTUYHOM BBOAE KOMaHAbI, NPY HaXkaTum Knasuwn Tab,
BbIBOAATCS BCE AONYCTUMbIE BapUaHTbl NPOAOIPKEHUS KOMaHbI.

s Be13oBa cipaBku B CLI npeycMoTpeHbl KOMaH/IbI:

“help” - [OCTymHa B JIOOOM peXHME, BBIBOAMT KPAaTKyI0 MH(OPMAIMIO 1O MCIOIb30BAHUIO
(YHKLUU CIIPaBKH.

“rr— JO0CTYyIIHA B JIF000M PEXKUME, BBIBOAUT CIIMCOK BCEX NOIMYCTHUMBIX KOMaH/ C KX OIIMCAHHUEM.

B ciyuyae HekOppeKTHOro BBOZia KOMaH/ bl BO3Bpaliaercs nHpopmanus o0 omuoke:

% Incompletecommand. - KOMaHAa BBeAEHa He MOMHOCTbO NMBO OTCyTCTBYET
obs13aTenbHbI NapameTp.

% Invalid word detected at '”~' marker. -—HenpaBusbHbIN BBOA KOMaHAbI.
Mapkep "M' ykasbiBaeT Ha MeCTO HeNpaBUIbLHOIO BBOAA.

% Ambiguousworddetectedat '~' marker. - BBegeHHasi KOMaHOa UMEET OBa U

Gonee BapuaHTa uHTepnpetaumn. Mapkep '"M' ykasbiBaeT Ha MECTO HEMPABUIbHOIO BBOAA.

CLInoanepxuBaeT COKpAIICHHBIH BBOJ KOMaH/I, €CJIH BBEICHHAsI CTPOKA MOXKET OBITh OJTHO3HAYHO
JOITOJIHEHA 0 MTOTHOM KOMaHAbI U UHTCPIIPETUPOBAHA B ClIyda€ CIUHCTBCHHO BO3MOKHOI'O BapuaHTa
uHTEepHnpeTanuu. B nHoM citydae BepHeTcs ommoOKa Bujga: % Ambiguousworddetectedat '7'
marker."

3.1.3. Co3nanue y4eTHOIi 3anucu

[Tpumep co3maHus y4eTHOM 3amucu yepe3 UHTepdeiic KOMaHTHOW CTPOKHU:

# configure terminal
(config) # username operator privilege 15 password unencrypted operator

(config) #
Pazbepem BBe1€HHBIE KOMAH/IbI:
configure terminal —mnepexoX B pexXHUM ITI00ATIbHON KOHPUTYpaIHH.

usernameoperatorprivilege 15 passwordunencryptedoperator- co3gaHue
MOJIb30BaTENsl C UMEHEM operator, HAaUBBICIIIMM YpPOBHEM IpuBmiieruii (15) u maponem operator

3.1.4. CoxpaHeHue KOH(PUIYpaUMH, Nepe3arpy3Kka u BO3BPAT K 3aBOACKHM
HACTpPOMKaM

Jlis coxpaHeHUs BHECEHHBIX HW3MEHEHHH B KOH(QUIypaluio KOMMYyTaTtopa TpeOyeTcsl BBIWTH U3
pexxuma Ti00albHOM KOH(UIypalluum W BBECTM KOMaHAy ‘“‘copyrunning-configstartup-
config”, nmubo B pexume TII00ANBbHON KOHUIypaluu BBECTH KoMaHIy “docopyrunning-
configstartup-config”.

[Tpumep coxpaHeHus: KOH(GUTYpAIH B SHEPrOHE3aBUCUMYIO MaMsITh:
(config)# do copy running-config startup-config
Building configuration...

% Saving 1631 bytes to flash: startup-config
15



[Tpumep coxpanenus koHpuUrypamuu B tftp-cepsep:

# copy startup-config tftp://192.168.30.8/config.txt

Building configuration...

[Tpumep BeIrpy3ku KoHHUTyparmu ¢ tftp-cepsepa:

% Saving 1631 bytes to flash: startup-config

# copy tftp://192.168.30.8/config.txt startup-config

Building configuration...

% Saving 1631 bytes to flash: startup-config

s mepesarpy3ku yCTpoMcTBa BOCHONB3yHTeCh KOMaHIOWreloadcoldB HMpUBHIETHPOBAHHOM

pEeXKHUME.
IIpumep BBOAA B TEpMHUHAJIE:

# reloadcold

Q

Rebooting system...

% Cold reload in progress, please stand by.

Jns Bo3Bpara K 3aBOJICKMM YCTAHOBKAM BBIIIOJIHUTE KOMaHAyreloaddefaults. B manHom

cllydae KOMMYTaTop He OyJEeT nepe3arpy kKeH.
[Tpumep BBO/A B TEPMUHATIE:

# reload defaults
% Reloading defaults. Please stand by.

3.1.4.1. BepcuoHupoBaHHe M OTKAT KOHQUTYpaLUH.

Hcnonp30BaHre CHCTEMbl BEPCHOHMPOBAHMS U OTKaTa KOH(MUTYpaIMK SBISETCS HAIEKHBIM U
3¢ (HEKTUBHBIM CIIOCOOOM O00ECIeUeHUsT OTKAa30yCTOMYMBOCTH CETeBOro obopymoBaHusi. Cucrema
MO3BOJIIET U30JIUPOBATh COOU MyTEM aBTOMATHMUYECKOTO M PYyYHOTO COXpPAaHEHHUS CHUMKOB HAacTPOEK B
JoKaJbHOHM sHeproHe3aBucumonl Flash-namsitu ycTpoiicTBa, a Takke OpraHuM3allid MX BBITPY3KH Ha

BHEIITHUE CEPBEPHI.

CucreMa mpeoTBpaIiaeT noTepro YIpaBieHUus HajJ KOMMYTaTOpPOM MPU BHECEHHH OIIUOOYHBIX
n3MeHeHul. bnaromapss Mexanu3my 0e€30MacHOr0 oOTKaTa € TaMepOM OXKHJIAaHHS, YCTPOMCTBO
ABTOMATUYECKH BO3BpaIlaeTcs K 3aBeAOMO paboyeil KOHPUTypaluu, ecld aJAMHHHCTPATOp He
MOATBEPIUT JOCTYITHOCTH KOMMYTATOpa MOCJI€ MPUMEHEHHSI HOBBIX TTapaMETPOB.

Jlns nocTtymna K HacTpoiikaM HE0OX0JMMO TIEPEHTH B PEKUM II100aIbHOM KOH(DUTYpaIiy, a TakKe

HaCTPOUTH HEOOXOIMMBIE ITapaMeTpPhI.

Komannma

Omnucanue

[IpuBMIETMPOBAaHHBIN PEKUM

archive config save

Coznanue Touku coxpanenus (checkpoint) Bo
BHYTpEHHEH naMsTH 0€3 KOMMEHTapusi

archive config save comment
<string>

Coznanue TOYKM COXpaHEHMsI BO BHYTpEHHeEH
namsaTM ¢ J00aBI€HHEM  TEKCTOBOTO
KOMMEHTapus

show archive list

BriBog Tabmuisl coxpaneHHbIx Bepcuit (ID,
Hara/Bpewmsi, Pazmep, Kommenrtapuii)

show archive diff <ID1> <ID2>

CpaBHeHue IByX Bepcuil KOHQUTYpaLuu

archive upload <ID>

Pyunast BeIrpy3Ka ONpeneneHHON JIOKaJIbHON
Bepcuu 110 €€ ID Ha BHEIIHUM cepBep

archive upload checkpoint <ID>

Pyunasi BBITpY3Ka JIOKQJbHOW BEPCHH  C
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HUCITIOJIB30BaHNEM KJIFOYEBOI'O CJIOBa

checkpoint

archive download <url file>

CkaunBanue ¢aitna xondurypamuu no URL

[apply] U3BHE C BO3MOXKHOCTBIO HEMEIJICHHOIO
MIPUMCHCHHSI

archive clear <ID> VY aneHue KOHKPETHOM 3alMCH apXuBa Io €€
UICHTHPHUKATOPY

archive clear all [TonrHast  OYyMCTKAa  JIOKAJIBHOTO  apXWBa
KOH(UTyparuii

3650> days

archive clear older-than <1-

VYnanenue W3 JIOKaJbHOW NaMsITH apXUBOB
cTaplilie yKa3aHHOro KojinuecTBa JHed (0T 1
nHs 10 10 jer)

archive verify <ID>

Pacyer u mpoBepka KOHTPOJIBHOW CYMMBI
(SHA256) apxuBHOro daiina 10 €ro
yucinosoMy 1D

Pexum rmobanbHOM KOHPUTYpaluu

ip archive-server <word>

<word>] [port <uint>] [path
<word>] [filename-template
<word>]

protocol <scp|sftpltftp> [user

KowmrmnekcHas HaCTpoiika napaMeTpoB
HNOJKIIOUEHUSI K  CEepBEpY  PE3epPBHOTO
KOIUPOBAHUS

ip archive-server password
<secure pass>

YcraHoBKa maposis sl aBTOpPH3AallMKd  Ha
BHCIITHEM CEepBepe

archive auto-backup enable

BkitoueHre aBTOBBITPY3KM Ha CEpBEp IpH
KOKIOH KOMaHIE copy running-config
startup-config

archive auto-backup disable

Hacrpotiika IIEPUOTUYECKON BBIIPY3KHU
aKTyaJbHOTO KOH(Hra IO PpacHUCaHUIO
(uaTepBai OT 1 MUHYTHI 10 7 CYTOK)

archive max-files <1-15>

YcraHoBKa KECTKOrO JIMMHUTA KOJIMYECTBA
yACPKUBAEMbIX (halJIOB B JIOKAIBHOU MAMSTH

Pexxum koHurypamnmu (configure)

configure rollback to <ID>

Hewmemnennbii OTKaT CHUCTEMBI Ha
KOH(UTYypaIuio ¢ ykazaHHbM 1D

configure rollback to <ID>
time <1-10080>

besonacHelii oTkar Ha ykasaHHbl ID ¢
TalitMepOM OTMEHBI (0T 1 MUHYTHI 10 7 CYTOK)

configure confirm

[MonTBepxIeHUe W3MEHEHUH M OCTaHOBKA
TaiiMepa 00paTHOro OTCUETA

IIpumep HacTponku

Hwxe npuBeneH MpakTHYECKH CLEHApUH HACTPOMKHM NAapaMeTPOB aBTOMATHYECKOTO PE3EpPBHOTO
KonupoBaHusi Ha BHewHuN SFTP-cepBep, co3naHue JIOKaNbHONM TOYKH, a TAaKK€ BBINOJIHEHHE
6e30macHOro oTkata Ha KoH(purypauuio Nel ¢ mociaenyromum noaATBEPKIACHUEM.

1. [Tepexon B pesxuM riodanbHOM KOHPUTYpaluy, HaCTpOiika MapaMeTpoB BHELTHETO CepBepa, JINMUTOB
apXuBa U MEPUOJAUYHOCTHU BBITPY3KU:NTS-#

configure terminal

(config)# ip archive-server 192.168.1.8 protocol sftp user
backup admin port 22 path /home/backup/ filename-template
switch {hostname} {date}.cfg

(config)# ip archive-server password MySecurePasswordl23
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(config)# archive max-files 10

(config)# archive auto-backup enable
(config)# archive auto-backup period 1440
(config) # exit

[Tpumeuanue: 3nauenue period 1440 3amaet pe3epBHOE KOMUPOBAHUE 110 PACTIUCAHHUIO OJMH pa3 B
cytku (1440 MmunyT).
2. Co3ianue KOHTPOJILHOW TOYKH BPYYHYIO TIEpe]] BHECCHHEM KPUTHISCKUX N3MECHCHUM:

# archive config save comment Before core infrastructure changes

3. [IpocMoTp cniucka TOCTYMHBIX TOUEK BOCCTAHOBIICHUS:
# show archive list
ID Date/Time Size Comment
1 2026-05-13 10:15:22 45KB Base configuration

2 2026-05-13 10:35:00 48KB Before core infrastructure
changes

4. BeimonHeHnue 6€30MacHOTO OTKaTa Ha mpeabayiryo kondurypamuro (ID 1) Ha 5 MunyT:
# configure rollback to 1 time 5

Cucrtema BpeMeHHO npuMeHm1a KoHpurypauuto ID 1. 3amymien taiimep oTkara: 5 MUHYT.
5. IloaTBepkaeHNEe KOPPEKTHOCTH PaOOTHI MPUMEHEHHON KOH(PUTYpPAIIH:

# configure confirm

Taiimep otkara ocranoBieH. Kondurypamus ID 1 ycnemno 3adukcupoBana kak OCHOBHas paboyasi.

3.1.5. Hacrpoiika HMeHH yCTpPOHCTBa

[Ipumep co3nanus yd4eTHOM 3amucu yepe3 HHTepQeiic KOMaHTHOW CTPOKHU:
# configure terminal
(config)# hostname switch
switch (confiqg) #

3ajaHne UMEHH XOCTa BBIMMOJIHACTCS BBOJAOM KOMaHAblhoStname<mumsa ycTpoircTea>. BBoxg
KOMaHAbl JOCTYMEeH M3 pexuma riodanbHoi KoHpurypamuu. Ilocie BbIMOTHEHHS KOMaHABI, B

TepMUHAJE, TEpe]l CUMBOJIOM “#” OyneT oToOpakaThCsi UMs Baliero ycrpoiictBa. i OTMEHBI
KOMaH/Ibl BBEIUTE “nohostname”

3.1.6. Koudurypauus unrepdeiicon

Jns mepexofa B peXuM KOH(Urypanmuu HHTeppeiicoB HEO0OXOAMMO B peXUME TII00aTbHON

KOH(QUrypallii BBeCTM KoMaHAy interface<name>. Bcero mnonnepuBaeTcss TpU BUAA
UHTEpPECcOB, COOTBETCTBEHHO BO3MOYKHBI KOMAH/IbI:

—interfaceGigabitEthernet<port type list>(HacTpoiika MapaMeTpoB (bU3UIECKUX
uHTEpdEiicoB)

-interfacellag<l-5>(Hacrtpoiika napametpos llag unrepdeiicon)
-interfacevlan<vlan list>(Hactpoiika L3 unrtepcdeiicoB kommyTaropa)
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3.1.7. Hacrpoiika mnapameTpoB pusnueckux nurepgdeiicon

Kak omucano B 1. 2.1.6., 1uist HacTpoiku napamerpoB pusudeckux uHTepPericoB, HEOOXOAUMO
NEepeiTH B PeKUM Ii100anbHONU KOHPUTYpallUU U BBECTH KOMaHy
interfaceGigabitEthernet<port type list>(rme <port type list>-3T0 HOMEp

WM arana3oH uHTepdeiic(a)(oB), TOMyCTHMbI HECKOJIBKO BAPHAHTOB BBOJIA:
(config) # interface GigabitEthernet 1/1
(config-if) #

(config)# interface GigabitEthernet 1/1-4
(config-if) #

(config)# interface GigabitEthernet 1/1,4
(config-if) #

Komannma OnmucaHue

shutdown Briximouenue untepdeiica

no shutdown Bxrouenue untepderica

speed {10]100|1000|auto} HacTtpoiika ckopocTs pu3uvecKkoro mopra:
10 — 10mb/s

100-100mb/s

1000-1000mb/s

auto — aBTOMAaTHYECKOE COIIACOBAHME
CKOpPOCTH (€CTh BO3MOKHOCTD
JIOTIOJTHUTEILHO YKa3aTh KaKhe CKOPOCTH
paspeLInTh IPU aBTOCOTTIACOBAHMIH )

duplex{auto|full|half} Hacrpoiika pexxuma qyruiekca

auto — aBTOMAaTHYECKOE COTIIACOBAHHE
JyTuieKca

full - monHbBIN qyTIIIEKC

half - nonyaymiexc

description <onmcaHue> Ha3Ha4YEHHE ONMcaHus uHTepdeiica
no description yaaneHue onucanus uarepdeiica

3.1.8. Hacrpoiika L3 nunrepgeiicoB koMmmyTaTopa

ITo ymonmyanuto Ha koMMyTaTope co3zan L3 unrepdeiic “vlan 17 cip-agpecom 192.168.1.1 u mackoit
mojacetu 255.255.255.0.

Jns Hactpoiiku mapameTpoB L3 uHTepdeiicoB HeEoOX0oAMMO MeperTH B pexXuM TI100anbHOM
KOH(UTypanMu U BBECTH KOMaHLy interfacevlan<vlan list> (rae <vlan list> — aT0
HOMEp WJIM Auana3oH uHTepdeiic(a)(oB), ecnu Takoro HoMepa uHTepdeiica emie HET Ha KOMMYTaTope,

TO OH Oy/IET CO3/1aH aBTOMATHUYECKH ), JOITYCTUMBI HECKOJIPKO BAPHAHTOB BBOJIA:
(config)# interface vlan 1
(config-if-vlan)#

(config)# interface interface vlan 1-4
(config-if-vlan)#

(config)# interface interface vlan 1,4
(config-if-vlan) #

| Komanna | Onucanne
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ip address
<ipv4 addr><ipv4 subnet>

no ip address
<ipv4 addr><ipv4 subnet>

ip address dhcp

no ip address dhcp

Hasznauenue nntepdeiicy cratuaeckoro ipv4-
anpeca, rae <ipv4 addr>- ip-amapec, a
<ipv4 subnet>- MacKa HOJACETH

V naneHue cTaTHYeCcKoro ip-ajapeca ¢
uHTEepdeiica

[Tonyyenue ipv4-anpeca aBTOMaTHYECKH OT
cepsepa dhcp

VY nanser nunamuyeckuit [P-anapec,
1oJIy4eHHbIN yepes nporokosn DHCP, ¢
uHTepderica.

add ip address
<ipv4 addr><ipv4 subnet>

no ip
address<ipv4 addr><ipv4 subnet
>

no ip address secondary

no ip address

Haznauenue nnTepdeiicy JONOIHUTEIBHOTO
CTaTHYECKOTro ipv4-anpeca, Te

<ipv4 addr>-ip-agpec, a

<ipv4 subnet>- Macka I0JICETH

VY paneHue CTaTH4ecKoro ip-ampeca c
uHTepderica

VY nanser Bce BTopuunbie IP-aapeca ¢
uHTepdeiica. Bropuunsle agpeca
MPUMEHSIIOTCS JIJIs1 Ha3HAYEHUSI
JIOITOJTHUTENILHOTrO IMana3oHa aJipecoB Ha
OJIHOM HHTeperice.

I10JIHOCTBIO yIaJI1€T OCHOBHOM U BCE
BTOopuuHble [P-angpeca ¢ unrepdeiica, nenas
€ro HEaKTUBHBIM JIJI B3aUMOJCICTBUSA C
CETBIO.

ipv6e address <ipv6 subnet>

no ip address <ipv6 subnet>

ipv6 address dhcp

Haznauenue unrepgeiicy craTuueckoro ipvo-
anpeca, rjie <ipvé subnet>- ip-aapec_
Macka MoJICEeTH

VY najeHne cTaTH4ecKoro ip-ajapeca ¢
uHTepdeiica

[Tomyuenue ipvb-aapeca aBTOMaTUYECKH OT
cepsepa dhcp

ip cos <0-7>

no ip cos

Hacrpoiika MapKHpOBKH HCXOSILIETO
Tpaduka c uaTepdeiica ynpapieHus

OtmeHa KOMAaHbI.

Hnsa ynanenus L3 untepdelica B pexxume riodanbHol KOH(QUIypaluy BBEUTE KOMaHTy:
nointerfacevlan<vlan list> (rme <vlan list>- 3T0 HOMep WIM JHaNa30H

untepdeiic(a)(on)).
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3.1.9. Hacrpoiika MmapumpyToB

s CO3aHUs CTaTUYECKOTO

MapupyrTa
iproute<ipv4 addr><ipv4 subnet><ipv4 ucast>,

UCIIOJIB3YETCS KOMaH1a
rie <ipv4 addr>- nenesou

aapec Uil yjaleHHOH cetu, <ipv4 subnet>- Macka IOACETH Ml YIAJICHHOW CeTH,
<ipv4 ucast>-— ip-aapec CIEIyIOIETO Iepexoja JUls IEePEeChbUIKU IaKeTOB B yIAJCHHYIO CETb .

JlocTynHa B peskume 1i100anbHON KOH(UTrypaum.
IIpumep HACTPOMKM CTATUYECKOIO0 MapLIpyTa:

(config)# ip route 192.168.10.0 255.255.255.0 192.168.10.1

Jns ynanenus mapuipyTa IpuMeHseTCI KOMaHia noiproute
(config)# no ip route 192.168.10.0 255.255.255.0 192.168.10.1

3.1.10. Hactpoiika DNS u Domain Name

Komanna

Omnucanue

I'moGansHbIe HacTpoiiku DNS

ip name-server <0-2> dhcp
interface vlan <vlan id>

Komanna nacrpanBaer DHCP-kiueHT Ha
unrepdeiice VLAN a5t aBTOMaTu4ecKoro
nosryuenus aapeca DNS-cepsepa. Korna
UHTEpdEiic momyyaeT KOHPUTYPAIHIO 10
nporokoiny DHCP, on aBTomatnuecku
noxy4yut uHpopmanuio o DNS-cepepax u
IIPUMEHHUT €€ JIOKAJIbHO Ha YCTPOMCTBE.
[Tapamerpsr:

- <0-2> — mHJeKc cepepa (MOXKET HMETh
3HaueHus ot 0 110 2).

- dhcp — pexxuM JuHaAMHYECKOTO
nony4eHus koHpurypauuu DNS uepes
DHCP.

-interface vlan <vlan id>—
ykazanue untepgeiica VLAN, uepes
KOTOpBbIN OynyT nomydenst DNS-
KOH(UTypalyu.

ip name-server <0-2> dhcp
[ipv4d | ipVv6]

Komanza ycTranaBivBaeT aBTOMaTHYECKOE
nosyuyenue DNS-cepsepa 1o npoTokomy
DHCP ¢ ykazanuem Bepcuu npotokoia [Pv4
i [Pvo6.

[Tapamerpsr:

- <0-2> — uHJeKc cepepa (MOKET UMETh
3Hauenus ot 0 110 2).

- dhcp — ykasaHue pexuMa JUMHAMUYECKON
koHpuryparuu DNS uepe3 DHCP.

- [ipv4d | ipv6] — BBIOOp Bepcuu IP-
npoTtokoiia s noxyuenuss DNS-cepsepa.

ip name-server <0-2>
[<ipv4 ucast>|<ipv6 ucast>]

Komanza ncrons3yercs A1 CTaTHIECKON
yCTaHOBKH KOHKpeTHOro DNS-cepsepa

BPYYHYIO.
[Tapamerpsl:
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- <0-2> — uHJekc cepepa (MOKET UMETh
3HaveHus ot 0 1o 2).

- <ipv4 ucast>— yKa3bIBacTCs aapec
DNS-cepBepa B popmare [Pv4.

- <ipv6_ ucast>— yKa3bIBacTCs aapec
DNS-cepsepa B hopmare [Pv6.

ip dns proxy

Komanza ncrnosbp3yercs Ha KOMMyTaTopax
11 BkioueHust pyHkima DNS Proxy. Otot
PEXKUM IIO3BOJISET YCTPOUCTBY
nepexsarbiBaTh DNS-3ampocsl oT
MOJIKJIFOUEHHBIX Y3JI0B U CAMOCTOSTEIBHO
obpamatbcs k BHeTHUM DNS-cepBepam miis
ux 00paboTKH.

no ip name-server <0-2>

OtMeHseT npeabayiyo HacTpoiky DNS-
cepBepa JJIsl yKa3aHHOTO MHJIEKCA.
[TapamerTp:

- <0-2> — HHJEKC cepBepa, HaCTPOUKa
KOTOPOTO JI0JIKHA OBbITh yAaJleHa.

no ip dns proxy

Komanna otxmrouaer pynkiuo DNS Proxy
Ha ycTpoiicTBe. Ecnu panblie Ob110
BKJIIOUYEHO rnepeaapecannst DNS-3anpocos
yepe3 MPOKCH, 3Ta KOMaH1a OTMEHSIET
JAHHYIO HACTPOIKY, BO3BpaIias 00paboTKy
DNS-3anpocoB KJIIMEHTaM HETOCPEACTBEHHO
BHemHUM DNS-cepBepam.

Komanna npocmotpa nnpopmaruu DNS

show 1ip name-server

Komanna ucnionb3yercst 1y oToOpaxeHust
TeKymmx HacTpoek DNS-cepBepoB Ha
YCTPOICTBE.

I'mo6anpHBIe HAacTpoiiku Domain Name

ip domain name <domain name>

HasnagaeT TOMEHHOE UMSI IO YMOJTYAHHIO IS
yCTpoiicTBa. TO UM UCTIOIb3YETCsI
coBmecTHO ¢ DNS-3anpocamu st
pa3peleHUs] HEMOIHbIX JOMEHHbBIX HMEH.
ITapameTpsl:

- <domain name> — UM JOMEHA, KOTOPOE
OyZleT UCTIOJIb30BATHCS YCTPOICTBOM.

ip domain name dhcp
[ipvid | ipv6]

VYcranaBnuBaeT criocod MoixyyeHust
nomeHHoro umenn uepe3 DHCP-nipoTokon
JUIsl COOTBETCTBYHOIIEH Bepenu [P.
ITapamerpsl:

- dhcp — ucnonb3zoBanue DHCP pis
MTOJIyYEHUSI JOMEHHOTO UMEHHU.

- [ipv4 | ipv6] — Bepcus IP-
npotokona (IPv4 wimm IPv6).
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ip domain name dhcp
[ipvid | ipv6] interface vlan
<vlan_id>

[Tonyuaet nomennoe ums uepe3s DHCP,

MIPHUBSI3aHHOE K OIpeIeJICHHOMY HHTepdeiicy
VLAN.

ITapamerpsl:

— dhcp — noinyyeHue JOMEHHOTO UMEHUA
yepe3 DHCP.

- [ipv4 | ipv6] — Bepcus IP-
[IPOTOKOJIA.

- interface vlan <vlan id>—
uaeHTUPUKAIMOHHBIH HoMep VLAN-
uHTepdelica, oTKyaa OyAeT MoaydeHo
JIOMEHHOE UMSL.

no ip domain name

VY nanser paHee yCTaHOBJIIEHHOE UMsI JOMEHA.

Komanna npocmorpa unpopmaruu Domain Name

show 1ip domain

Komanna BBIBOIUT TEKyLIUE HACTPOMKHU
nomenHoi cucteMsl (DNS) Ha ceTeBoM
YCTPOMCTBE.

3.1.11. Hacrpoiika BpeMeHHU

3.1.11.1. Hacrtpoiika NTP

Komanna

Onucanue

['moGasibHbIE HACTPOHKHU

ntp
no ntp

Bxrouenue ¢pyHkuu ntp
Brikmouenue GyHkImu ntp

ntp server [1-5] ip-address

no ntp server [1-5]

ITo3BossieT yka3aTh aapec uin

[domain name|ipv4 ucast|ipv6 _ucast] | gomeHHOE UMs

NTP-cepsepa. Bo3M0XHO HaCTPOUTH 110
5 agpecos.

Brixmrouaer ykazanubsiii NTP-cepsep.

ntp source <ipv4 ucast>

no ntp source

Jna ykazanusa source-IP-anpeca mis
NTPnakeroB 1u1s Bcex peer.

Ycranasnusaer source-1P-anpec mis
NTPnakeroB o yMoJr9aHUIO

Komanna npocMotpa nHopMaIiu

show ntp status

OTtobpaxaeT cTaTyc TEKyIIero
COCTOSTHUSI CHHXPOHHU3AIIUY BPEMEHH
ycTpoiicTBa ¢ cepBepamu NTP.
Wudopmarnivs BKIIIOUAET COCTOSHUE
CUHXPOHHU3allHH, BBI6paHHBIﬁ NCTOYHHUK
BPEMEHH U TOYHOCTh CHHXPOHH3AIIH.

[Tpumedanue: asst TOro, YTOOBI KOMMYTATOP BBICTYIIAN B posin NTP-cepBepa 10kaibHO, HEOOX0IUMO

BKJIIOYMTH htp 0€3 yKa3aHMs BHEIIHETO cepBepa:
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# configure terminal
(config) #ntp

Ecnu HeobxoaumMo BpyUHYIO YCTAaHOBUTh TOUHOE BPEMsI HA KOMMYTATOPE, 3TO JEIAETCS CIEAYIOIIUM

obpazoM:
time set [<date>Date yyyy/mm/dd,

yyyy=1970-2037, mm=1-12, dd=1-31]

[<time>Time HH:mm:ss, HH=0-23, mm=0-59, ss=0-59]

[Tpumep:
# time set 2025/12/03 15:00:00

Baxno: ecinu ycTpoicTBO ObLIO Mepe3arpykeHo, pyYHbIe HACTPORKHU BPEMEHHU TEPSAIOTCS, TIOCKOJIbKY

OHU XPaHATCS B OHepaTHBHOfI IHaMATH.

Ecnu oauH U3 KOMMYTaTOPOB MMEET JOCTYI BO BHEIHIOI CeTh, HO Oyzaer B ponu NTP-cepsepa,
HE00X0IMMO CUHXPOHU3UPOBATh BpeMs KOMMYTaTOPa C BHELTHUM CEPBEPOM.

# configure terminal
(config) #ntp
(config) #ntp server [1-5]

ip-address [domain name|ipv4 ucast|ipv6 ucast]

3.1.11.2. Kou¢urypauus 4acoBoro nosica

Komanna Onucanue
clock timezone <wordl6><-23- <wordl 6>- aKpOHUM IS OIIpEEIICHUS
23>

YacoOBOI'0 Mosca
<=23-23>- COOTBETCTBYIOLIUN YaCOBOU
osC

clock summer-time <wordl6>
date <start time><end
time><offset>

Konduryparus nepexosa Ha JeTHee BpeMs
<wordl 6>- aKpOHUM IS OIIpEEIICHUS
4acoBOTI0 mosica

<starttime> - BpeMs Hayaja JCHCTBUSA
B hopmare (MMDDYYYYHH:MM)
<endtime> - BpeMs OKOHYaHUs IEUCTBHUS
B hopmare (MMDDYYYYHH:MM)
<offset> - KOIMYECTBO MUHYT JJIA
Jn00aBIeHHs B JIETHEE BpeMsi

3.1.12. Kondurypauus :kKypHajaa CHCTEMHbIX COO0IIeHUIH

Systemlog (cuUCTeMHBIN KypHall) — CTaHAApPT OTIPABKH M PETUCTPAIMA COOOIICHUN O
IPOMCXOAIINX B CUCTEME COOBITUAX (TO €CTh CO3/IaHUs JIOTOB), UCIIOJIB3YIOIINUNCS B KOMIIBIOTEPHBIX
ceTsx, pabdoraromux no nporokoay IP. Hactpoiika 1octynHa u3 pexuma rio0anbHON KOHPUTYpaLUU.

KomaHpaa

OnucaHune

logging on
no logging on

logging flash

no logging flash

Pexum paboThl: BKIIOYEH.
Pexum paGoThI: BBIKIIFOUEH.

COXpPAaHCHHUC JIOora B DOHEPIroHE3aBUCUMYTO
naMAThb

OTMECHA KOMaH/IbI
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debug logging flash
MIPOCMOTP >KypHaJla B SHEPrOHE3aBUCUMOM
namsTH

debug logging erase
yAAJICHHE 3alIMCeH XKypHaia u3
SHEPrOHE3aBUCUMON MaMATH
platform debug allow

Iepexola B pexxuM debug

logging host {<domain_ name> | Hacrpoiika agpeca syslog-cepsepa
<ipvé4 ucast>} rae <domain name>- UM CEpBEpa
<ipv4 ucast> - ipv4-aapec cepBepa
logging level {error | Br10op THIa OTIIPaBIsSeMbIX COOOIIICHHUH.
informational | notice | Error — oTIipaBisiTh TOJIBKO OIIHOKK
warning} Informational - oTHopaBisITh HHHOPM.
COOOIICHHUS, YBEIOMIICHUS, IPETYTIPEIKICHHSI
U OLIUOKHU.

Notice — OTHpaBIATH YBEIOMIICHHUS,
HPENYPEXKACHUS U OIINOKH.

Warning - OTHpPaBIATH NPEAYIPEKIACHUA
U OIIMOKH.

Ykasatb ucxoaHbi [P-agpec ass
coobieHun syslog.

logging source <ipv4 ucast>

[Tpumep HACTpOWKH B TepMHHAJE (BKIIOUYCHUE BEICHHS XKypHaJia COOBITHH, YCTAHOBKA apeca
syslog-cepBepa ¢ agpecom 192.168.0.176, BEIOOp THITA COOOIICHUH AJIs 3aIUCH B )KypHAJIE — BCE):

(config) # logging on
(config)# logging host 192.168.0.176
(config) # logginglevelinformational

3.1.13. VLAN

Hcnonp3oBanue BUpTyanbHbIX JokanbHbIX ceTted VLAN (Virtual Local Area Network) siBnsiercs
HOMYJIAPHBIM M HEJIOPOTMM CIIOCOOOM CErMEHTHUPOBAHMS pPAa3BEpHYTOM CETH MO JIOTHYECKH
CTpYNIHUPOBAHHBIM YCTPOICTBaM O€30THOCUTENBHO K UX ¢uinuyeckuM coenuHeHusiM. Cetu VLAN
TaKXKe CEerMEHTHUPYIOT ceTh Ha pasiauuHble 104 mmpokoBeliaTesnbHble JOMEHbI TaKUM 00pa3oM, 4YTO
NaKeThl repenatoTcs Ha opThl BHYTpU VLAN, KOTOpoil OHU NpuHaaIexKar.

Cern VLAN noBbIIaoT 0€30MacHOCTb. Y CTPONHCTBA, KOTOPBIE YacTO CBSI3BIBAIOTCA JIPYT C IPYrOM
rpynnupytorcss B ogqHy u Ty ke VLAN. Ecmu ycrpoiictBa manHoil VLAN xenmaroT cBs3aTbes ¢
ycrpoiictBamu B Apyroi VLAN, Tpapuk aoiKeH MPOHTH depe3 YCTpOMCTBO MapLIpyTH3aLMU WIN
KOMMYTaTOp 3-T0 YPOBHS.

Cern VLAN ynpomator ynpasieHue TpadhukoM. B 0OBIUHBIX ceTsAX, HE CErMEHTUPOBAHHBIX Ha
VLAN, 1erko BO3HHKaeT Ieperpy3ka, OOYCIOBIICHHAs IIMPOKOBEIIATEIHHBIM  TpaduKOM,
aJpecoBaHHOI0 BceM ycTpoicTBaM. CBOJS K MMHMMYMY pPaclpOCTpaHEHHE HIMPOKOBEIIATEIBHOIO
Tpaduka no Bceit cetu, cetd VLAN obneryaior paboTy ycTpoicTBaM IpyMIIbl, YaCTO CBA3BIBAIOIIUMCS
C ApyruMH ycTpoiictBamu B Toi ke VLAN 3a cueT fiesieHus Bcell CeTH Ha HECKOJIBKO JIOMEHOB BEIIAHUS.

s noctyna K HacTpoikaM HEOOXOAMMO MEPEUTH B PeXHUM II100abHOM KOH(UTrypalum, a TaKkxe
HACTPOUTh HEOOXOAMMBIE OPTHI.

\ Komanma \ Onucanne
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['moGasibHBIe HACTPOHKHU

vlan <vlan list>

no vlan <vlan list>

Coznmanme vlan u mepexon B pexum
KoHurypamuu vlan

V nanenue vlan

name <vword32>

no name <vword32>

Hacrpoiika umenu vlan

VYV najenue nMeHU

vlan ethertype s-custom-port

Hacrpoiika Tuna ethertype/TPID,
UCIIOJIE3YEMOTO TSI CTICIIUATH3UPOBAHHBIX S-
IOPTOB

Hacrpotiika mopros

interface GigabitEthernet
<port type list>

Br160p mopToB A1 HACTPOIKK apaMeTpoB

switchport mode {access |
hybrid | trunk}

Hacrpoiika pexunma paboThl mopTa

access (Hoctyn): [lopTel gocTyna, Kak
IIPaBHUJIO, UCIIOJIb3YETCS JJIsl OJKIIIOUEHUS K
KOHEUYHBIM CTaHIUAM. J[MHAaMu4ecKue
¢bynkuuu, Takue kak Voice VLAN moryT
J00aBUTH MOPT K OOJIbIIEMY KOTUYECTBY
VLAN. ITopTsl 10CTyIIa UMEIOT CJIEYIOINE
XapaKTEPUCTUKHU:

- [Ipunannexur posHo k onHoit VLAN (port
VLAN). - [IpuarMaeT He TETHPOBaHHBIC U
TErMpOBaHHbIE KaJPBbI.

- Y nansiet Bce KaJipbl, KOTOPBIE HE
KIaccupUIUpyroTcs kak access VLAN.

- Ha BeIXOZE BCE Kaapsl,
kiaccuduiupoanubie kak Access VLAN,
nepeznatorcs 6e3 teros. [Ipyrue
(nnHamuyecku nodasneHHble VLAN)
NIEPEAIOTCs C TETaMHu.

trunk (MarucrpanbHble): MaructpaibHble
MOPTHI MOTYT NepeaaBaTh Tpapuk Ha
HECKOJIbKO BUPTYaJIbHBIX JIOKAJIbHBIX CETEH
OJIHOBPEMEHHO M, KaK MpaBUJIo,
UCTOJb3YEeTCsl IS MOJKIIIOUEHUS K APYTHM
KOMMYyTaTopaM. MaructpaibHble TOPTHI
UMEIOT CIIEIYIONNe XapaKTePUCTHKH:

- [Io ymonyanwuto, trunk-nopt siBisiercs
yieHoM Bcex VLAN (1-4095).

- VLAN, 41€HOM KOTOpPBIX SBJIETCS
MarucTpaibHbIA MOPT, MOXKET OBITh
OrpaHHueHo MmyTeM Hucnonb3oBanus Allowed
VLAN.

- Kanpsl, knaccupunupoBannsie ¢ VLAN,
YJIEHOM KOTOPBIX MOPT He sBisgeTcs, 106
orOpacsiBatorcs. - [lo ymonganuto, Bce
KaJ[pbl, KpOME KaJIpOB,
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KJaccuuumpoBaHHbIX Kak port VLAN,
HepelarTes TerupoBaHHbIMU. Kaapel,
knaccupunupoBannbie B port VLAN, e
nosrydaroT C-TeraMu Ha BBIXOJZIE

- MOXHO HaCTpPOUTH YCTPOMCTBO TETUPOBATH
Ha BBIXOJIE BCE KAJPbl, B 3TOM CIIy4ae TOJIbKO
TErMpoBaHHbIE KaJpbl OyAyT IPUHUMATHCS Ha
BXOJE.

hybrid(I'ubpunnsie): ' uOpuaHBIC TOPTHI
CXO0XH ¢ rmopramu Tuna Trunk Bo MHOTHX
OTHOUICHUSIX, HO UMEIOT JIONIOJTHUTENIbHBIE
¢ysakuu. B nononHeHue k
XapaKTepUCTUKaM, OMUCAaHHBIM AJis trunk-
MOPTOB, THOPUIHBIC TIOPTHI UMEIOT
CJIeTyIOIINE BO3MOXHOCTH:

-MoryTt 6bITh ckOHGUTYpUpOoBaH kKak VLAN
unaware, C-tag, S-tag wnu Scustom tag.

- C BO3MOKHOCTBIO (DMIIBTPALIMU HA BXOJIE.
- O6paboTKa BXOAIINX KaJIPOB U
KOH(UTYpAINIO BBIXOIHOTO TETHPOBAHUS
MO>KHO HACTPOUTH HE3aBHCHUMO.

switchport access vlan
vlan id>

switchport trunk allowed vlan
<vlan list>

switchport hybrid allowed vlan
<vlan list>

Hacrpoiika VLAN ID s nopra.
JonycTumblid [uana3oH 3Ha4YE€HUU: OT 1 10
4095. TTo ymomyanuto 3agano. Koman bt
MPUBEACHBI B 3aBUCUMOCTH OT PEKUMa
paboThI IOpTA.

[TopTs! B pexxumax Trunk u Hybrid moryT
KOHTPOJIMpOBaTh wieHaMu kakux VLAN onn
MOTYT CTaHOBUTHCA. [IOopThI B pesxxume Access
MOJKET OBITH YJIEHOM TOILKO 0gH0i VLAN,
access VLAN. Ilone MokeT OBITH OCTaBICHO
nycTeiM. B TakoMm ciygae, mopt He Oyzaer
yieHoM Hu ogHoi VLAN.

switchport forbidden vlan add
<vlan list>

Hacrpoiika nopTa 11 TOro 4To0bl HUKOT/AA
HE CTAHOBUTHCS YJICHOM ONPEEIIEHHBIX
VLAN. 310 MoeT ObITh MOJIE3HO NPU
MCIOJIb30BaHUU JUHAMUYECKUX NTPOTOKOJIOB,
paboratouux ¢ VLAN, nanpumep, GVRP.
[To ymonuaHuio, OJI€ OCTABICHO ITYCTHIM H
OTrpaHMYEHUN HE HAKJIAbIBACTCSI.

switchport hybrid ingress-
filtering

HacTtpoiika ¢punbTpanuy BXOASIINUX KaJpOB.
Ecnu ¢unpTpanust BXOJAIMUX KaIpoB
BKJIFOYEHA U BXOSALIUHN KaJap HE
npuHauiesxkuT VLAN, ykazaHHOMY Ha
JTAHHOM TOPTY, TaKOM KaJp 0TOpachIBaeTcs.
Ecnu ¢unpTpanust BXOJAIMUX KaIpoB
BBIKIIFOUYEHA U BXOJSIINN Kaap He
npuHaiexxut VLAN takoi kaap
IIPUHUMAETCSA U [TEPEAAETCS B KOMMYTATOpP.
[To ymomyanuio GuiIbTpanys BXOISAIIUX
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KaJpOB BKJIFOYECHA JUIS IIOPTOB B PEXKUMAX
access u trunk.

switchport hybrid acceptable-
frame-type {all | tagged |
untagged}

HacTtpoiika pexxuma 00pabOoTKH BXOISIIHX
KaapoB (ocTymHO TobKo aiist Hybrid
IIOPTOB)

All - TerupoBaHHBIC U HE TETUPOBAHHBIE
KaJIpbl MPUHUMAIOTCSI.

Tagged - ToapKo TErMpoOBaHHbBIE KAJIPBbI
npuHuMarotcs. He rerupoBaHHbIe -
0TOpacChIBAIOTCS

Untagged - ToJibKO HE TETUPOBAHHBIC
KaJIpbl MPUHUMAIOTCS. TernpoBaHHbIE -
0TOpachIBAIOTCS.

switchport hybrid egress-tag
{all | none}

Hacrpolika TerupoBaHust Ha BBIXOAE IS
hybrid nopros.

All - Bce xaapsl nepearoTcs ¢ METKaMHu.
None - Bce kazpsl nepenatorcsi 6€3 METOK.

ITo ymomuanuto - kagpsl ¢ Mmetkoii VLAN
cosnanatoueit ¢ port VLAN nepenatorcs He
TerupoBaHHBIMU. OCTabHBIE KAPhI
MEPEAK0TCS CO CBOUMHU METKaMHU.

switchport trunk vlan tag
native

Hacrpoiika TerupoBaHust Ha BBIXOJE IS
trunk moproB. [Ipu Takoi KOMaH/e BCE KaIphI
MepeAarTCs ¢ METKaMH.

switchport {trunk | hybrid}
native vlan <vlan id>

Hacrtpoiika Port VLAN

switchport hybrid port-type
{c-port | s-custom-port | s-
port | unaware}

Konduryparwst ruOpuIHbIX TOPTOB.
c—port — €eCcid BO BXOIAILLEM
terupoBaHHoM kajipe TPID=0x8100, on
nepenaercs. Eciu kaap He TETHpOBaHHBIN
WM IPUOPUTETHO TETUPOBAHHBIN B HETO
nobasnsiercs ter port VLAN. Ucxoasiue
KaJIpbl TETUpYOTCa MeTKol C-tag.

s—custom-port - €ClIi BO BXOJALIEM
terupoBaHHoM Kajipe TIPID=0x8100 unu
Ethertype for Custom Sports oH nepenaercs.
Ecnu xagp He TerupoBaHHBIN WU
IIPUOPUTETHO TETUPOBAHHBIN B HETO
no6asisiercs Ter port VLAN. Ucxopasiue
KaJpbl Terupyrorcs MeTkoi Custom S-tag.

s-port - eciM BO BXOJSAIIEM
terupoBaHHoM kazape TIPID=0x8100 nnun
0x88AS, on nepenaercs. Eciu kanp He
TErUPOBAaHHBINA WM IPUOPUTETHO
TErMpOBaHHBIN B HETO J00aBIsAETCS TEr port
VLAN. Ucxopsmue Kaapbl TETUPYIOTCA
METKOMU S-tag.
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unaware - BCE BXOJAIIUE KaJpbl, BHE
3aBUCUMOCTH OT TOTO €CTh JIM Y HUX TEeT WIH
HeT, Terupytorcs Mmetkout port VLAN (PVID).
Pa3pemennsie VLAN He ynanstoTcst Ha
BBIXOJIC

[Tpumep cozmanms vlan u HacTpoliku vlan Ha ¢puzmdeckom uHTEpdeiice:

# configure terminal

(config)# vlan 90

(config-vlan) # name office

(config-vlan) # exit

(config)# interface GigabitEthernet 1/7-8
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 90

Pazbepem koMaHbI:

Cosznanue vlan 90 B rmo6anpHOM KOHUTYpaLUy;

- Mwms Vlan;

Br160op HeoOxonnMeIx nHTEpdEricoB it HacTpoiku (opt 7 u §);
ITepeBoa naTEpdEiicoB B pexkuM trunk;

- JloGamnenue vlan 90 (tagged).

[Tpumep Hactpoiiku opta B hybrid:

# configure terminal

(config)# vlan 10,20,30,40,50,60

(config-vlan) # exit

(config)# interface GigabitEthernet 1/1-4

(config-if)# switchport mode hybrid

(config-if)# switchport hybrid allowed vlan 10,20,30,40,50,60
(config-if)# switchport hybrid tagged vlan add 10,20,30
(config-if)# switchport hybrid untagged vlan add 40,50,60
(config-if)# switchport hybrid ingress-filtering

(config-if)# switchport hybrid native vlan 40

IIpumep HACTPONKHM IOPTA B access:

# configure terminal

(config)# vlan 40

(config-vlan) # exit

(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 40

3.2.PaciuMpeHHbIe HACTPOHKH
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3.2.1. DHCP
3.2.2. DHCPv4

DHCP (mpoTtokosl AMHAMUYECKONW HACTPOWKHU y371a) — CETEBOM MPOTOKOM, IMO3BOJISIOIINI
KOMIIbIOTEpAM aBTOMaTH4ecku nonydars [P-anpec u npyrue mapamerpbl, HEOOXOOUMBIE IS
paboter B cetn TCP/IP. [lanHblii mpoTOKON paboTaeT Mo MOJENIU «KIUEHT-cepep». Jlis
aBTOMATHUYECKOW KOHQUIypaluM, KIMEHT Ha JTarne KOH(QUIypalMHu CETeBOr0 YCTpoWcTBa
oOpainaercs K Tak HazpiBaeMoMy cepBepy DHCP u nosydaer ot Hero Hy’kHble IapaMeTpBhl.

Komanna \ Onucanne

I'moGanpHBIC HACTPOMKHU

ip dhcp server Bxurounts DHCP cepBep
no ip dhcp server Brixmrounts DHCP cepBep

ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

no ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

Jlo6aBUTh AMANa30H-TPYMITy HCKIOYaEMBIX
IP angpecos. OObIUHO aapeca NUTI030B, TaK KaK
DHCP cepBep He 10JKEH pa3jaBaTh ajpeca
LIUII030B KIIMEHTaM

Y anuTh quana3oH-rpynmny UCkiarodaemsix [P
aJpPECOB.

Hacrpoiika nyna agpecos

ip dhcp pool <word32>

Coznartp niyn [P-agpecoB unu BOMTH B pexuM
HACTPOMKM  cyliecTBylomiero myna. B
KauecTBe aprymMeHTa <word32> yKa3bIBaeTCs
VHUKaJIbHOC OYKBEHHO-ITM(POBOE UMS TyJa
(paznuyaer 3arjaBHBIE M CTPOYHBIE OYKBBI,
JUTMHOM 110 32 CUMBOJIOB 0€3 MpoOeIioB).

<ipv4 ucast><ipv4 netmask>

no ip dhcp Vaamure myn IP-agpecoB co BceMu  €ro
HaCTPOUKAMH.
{host | network} 3amath ceth s nyia  (network) wim

HACTpOUTH myn ans ogHoro xocta (host).
Tpebyet BBosa [P-anpeca xocta wim nojcetu
B (hopmare <ipv4 ucast> U MacKH MOJCETH B
¢dopmare  <ipv4 netmask>  (Hampumep:
192.168.1.0 255.255.255.0).

<interface id>

no address <ipv4 ucast>
interface <interface id>

no {host | network} OTMEHUTD MIPUBA3KY CETH WJIM XOCTa K IyJy.
Belgaua agpecoB M3 OTOro  gManasoHa
IIPEKPATUTCS.

address <ipv4 ucast> interface | Beenuts (uKCHPOBAHHBIN IP-anpec

dopmata <ipv4 ucast> M KECTKO 3aKpeluTh
€ro 3a KIIMEHTOM, INOOKJIKOYCHHBIM K
YKa3aHHOMY nopty/uHTepdeincy
<interface id>

VYnaanute npuBsa3Ky ¢uxcupoBaHHoro [P-
azpeca K yKazaHHOMYy HuHTepdeiicy. Anpec
CHOBAa CTaHeT JOCTyHmeH  Juisl  oOmei
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IUHAMHUYECKOM BELIAYH.

lease {<0-365> [<0-23>] [<0-
59>]1 | infinite}

no lease

3agaTte BpeMs apeHabl azapeca. MOXKHO
yKazatb Cpok B ¢opmate <JlHm> [<YUacwer>]
[<MunyTter>] (Hanipumep, lease 1 2 2 — 1 neHp
2 yaca 2 MUHYThI) WIM HCIIOJIb30BAThH
KJIFoYeBoe CjoBo infinite st G6eccpodHoi
apennpl. [o ymongaHuto ajpec BbIIAETCS Ha
24 yaca.

COpocute BpeMs apeHIbl ajpeca Ha
CUCTEMHOE 3HAu€HHE MO0 yMosyaHuto (24
Jaca).

default-router <ipv4 ucast>

no default-router

Vkazate [P-ampeca OCHOBHBIX  ILIIIO30B
dopmara <ipv4 ucast>, KOTOpbI€ KIUEHTHI
nosryyat Bmecre ¢ IP-anpecom.

VYnamute ykaszanHeld [P-anpec nwmosa us
HAcTpOeK IyJa.

dns-server <ipv4 ucast>

no dns-server <ipv4 ucast>

Vkazare [P-agpeca DNS-cepBepoB dopmara
<ipv4 ucast> s pa3pelieHus: JOMEHHBIX
UMEH.

Vnamute ykazanasiii [P-agpec DNS-cepsepa
13 HACTPOEK IyJIa.

domain-name <wordl28>

no domain-name

3amate cyh(dUKC JTOMEHHOTO HWMEHHU IS
KJIMEHTOB. [IpHHHMAeT TEKCTOBYIO CTPOKY
<word128> pnuno# 10 128 cuMBOJIOB.

Y nanuth UMsl TOMEHA M3 HACTPOEK MYJIa.

bootfile—name <wordl28>

no bootfile—-name

Onuus 67. 3anath uMs 3arpy3o4Horo (aiina
wi ¢aiia NpOIMBKH C COOTBETCTBYIOIIUM
pacmimpenreM.  [IpuHUMaeT  TEKCTOBYIO
ctpoky <word128> nnuHoit 10 128 cuMBOJIOB.

Vaanute wuMms  3arpy3odHoro ¢aina U3
HACcTpOeK MyJa.

tftp-server <wordl28>

no tftp-server

Onumus 66. 3anare [P-anpec nnu umst TFTP-
cepBepa, rae XpaHsaTcs ¢ailibl 3arpy3KkH.
[IpuHUMaeT TEKCTOBYIO UITH aJJPECHYIO CTPOKY
<word128> gauHoi 10 128 cMMBOJIOB.

Ynamutse anpec TFTP-cepBepa u3 HacTpoek

myJia.

vendor class-identifier Onuuu 60 ) 43.
<string64> specific-info 1. Kowmmonent vendor class-identifier
<word66> <string64> BKJIFOUAET MIPOBEPKY

uaeHtudukatopa kiacca BeHzpopa (Option
60). CepBep OTBETUT TOJBKO T€M KJIHEHTaM,
KOTOpBIC TPHCIAIA TOYHO TaKOH K€ TEKCT.
Crpoka mHOi 10 64 cumMBOJIOB
00513aTeJILHO MNUIIETCH B KaBblykax "
(Hampumep: "Server").
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no vendor class-identifier
<string64>

2. KommonenT specific-info <word66> 3amaer
crienuduuHple HacTpoWku BeHzopa (Option
43). 3HaueHHe MPUHUMAET CTPOKY <word66>
(HEX-xkom 1o 64 OKTEeTOB) H CTPOro
00s13aTeJIbHO BBOAMTCH ¢ mpedukcom 0x
(manpumep: 0x0104c0a80101).

VYnanute HacTpoiiku 60-i1 u 43-i onuuil s
yKa3aHHOI'O KJIacca.

broadcast <ipv4 ucast>

no broadcast

3agaTh KOHKPETHBIM I[MPOKOBEUIATEIbHBIN
[P-ampec  ¢dopmara  <ipv4 ucast> s
HCIIOJIL30BaHUS B MOJCETH KIUEHTA.

VYV naaute IMPOKOBEIATEIbHBIN azpec.
CepBep BepHETCsI K CTaHIapTHOMY PacueTy o
MAacKe MOJCETH.

client-identifier {mac-address
<mac_addr> | name <linel28> |
fgdn <1inel28>}

no client-identifier {mac-
address <mac addr> | name
<linel28> | fgdn <1inel28>}

IIpuBsasate  [P-agpec K  yHHKaJIbHOMY
uaentudukatropy DHCP-knuenta (Option
61). Ilo3BossieT BBINOJHUTH IMPUBSI3KY 110
¢buznueckomy MAC-aapecy (mac-address),
MIPOU3BOJILHOMY TEKCTOBOMY MMEHH (name J10
128 cuMBOJIOB) WM MO yCTapeBIIEMY
dopmary nonHoro qoMmeHHoro umenu (fqdn).

Vnamute npussasky [P-agpeca k ykazaHHOMY
UACHTU(PUKATOPY KIUEHTA.

client-name <wordl28>

no client—-name

3amatb (QUKCHpOBAHHOE UM XOCTa s
koHkpetHOoro DHCP-knuenTa. Ilpunumaer
cTpoky <word 128> nnuHoii 10 128 cuMBOIIOB.

Vaanute uMMs XocTa KJIMEHTa M3 HAaCcTPOEK
nyJja.

hardware-address <mac address>

no hardware-address
<mac address>

[Tpussizate  IP-agpec  x  ¢usznueckomy
anmnapatHomy MAC-aapecy ceTeBoi KapThl
kimeHnTta popmara <mac address>.

Vnanute npusszky no MAC-aapecy.

netbios-name-server
<ipvé4 ucast>

no netbios—-name-server
<ipv4 ucast>

Vkazare [P-anpeca cepepoB umen NetBIOS
(WINS)  ¢opmara  <ipv4 ucast> i
Windows-Kk11eHTOB.

VY namuts [P-anpec cepsepa NetBIOS (WINS)
U3 MapaMeTpoB MyJia.

netbios-node-type {b-node | h-
node | m-node | p-node}

3agate Tun y3na NetBIOS s HacTpoiiku

nopsiika pasperieHus UMEH.
* b-node — TONBKO IMIMPOKOBENIATEIbHbBIE
3aMnpoCkl (Broadcast)

* p-node — TosbKO uepe3 cepBep UMEH WINS
(Peer-to-peer)
* m-node — cHavaja MHUPOKOBEIIAHNE, 3aTEM
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no netbios-node-type

WINS (Mixed)
e h-node — cnagama WINS, 3arem
mmpokoBemanue (Hybrid)

Copocuts Tun y3na NetBIOS na cucremnoe
3HAYCHHUE 110 YMOJIYAHUIO.

netbios-scope <wordl28>

no netbios-scope

Vkazarb TekcTtoByro obmacte  NetBIOS
(NetBIOS scope string). I[Ipuaumaer cTpoky
<word 128> nnmuHoii 10 128 cuMBOIIOB.

Yaamute ob6nacte NetBIOS u3 mapamerpos
nya.

nis-domain—-name <wordl28>

no nis-domain-name

3amath WMsS JIOMEHa CIyXObl CeTeBOM
uHpopmanun  NIS  nmng Unix-KJIMEHTOB.
[Tpunumaer ctpoky <word128> nnuHO#N 10
128 cuMBOIOB.

V panmutes nMst nomena NIS.

nis-server <ipv4 ucast>

no nis-server <ipv4 ucast>

Vkazare  [P-agpeca  cepBepoB  cereBoU
unpopmanuu NIS popmara <ipv4 ucast>.

VY nanuts [P-anpec cepepa NIS.

ntp-server <ipv4 ucast>

no ntp-server <ipv4 ucast>

Vkazate [P-agpeca cepBepoB  CETEBOIO
Bpemenn NTP ¢dopmara <ipv4 ucast> s
CUHXPOHH3AIMH YaCOB KJIINCHTOB.

Y nanuts [P-aapec cepBepa NTP.

Reserved-only

no reserved-only

[lepeBecTH MMy B pEKUM BBLAAYH AJPECOB
TOJIBKO IJIA TEX yCTpOfICTB, KOTOPBIC SABHO
yKa3zaHbl B koMaHpaax address. 3ampochkl OT
BCE€X OCTaJIbHBIX HCEHU3BCCTHBIX YCTPOﬁCTB
cepBep OyJeT UTHOPUPOBATh.

OTKIIIOUNUTh CTpOruM pexuM. Paszpemuts
JTUHAMHUYECKYIO BBIIauy JIFOOBIX CBOOOHBIX
aJpecoB MyJla BCEM  3alpalldBarOUIUM
KIMEHTaM.

DHCP Relay

ip dhcp relay

no ip dhcp relay

Bxmouenne ¢pynxinun DHCP Relay

Boikmouenne @pynkuuu DHCP Relay

ip dhcp relay server
<ipv4 ucast>

no ip dhcp relay server

Orta xomaHaa HacTpauBaeT [P anpec cepsepa
DHCP, kotopoMy OyIyT nepeHampaBisTbCA
3anpocel  kimeHtoB  DHCP.  Ilapamerp

<ipv4 ucast> — »sto IPv4 aapec cepsepa
DHCP.
Jannas KOMaHa yIaIsieT panee

HacTpoeHHBIH anpec cepsepa DHCP Relay
Agent. Ilocne  BBINOJHEHUA  KOMAaHJbI
YCTPOMCTBO MEPECTAHET OTIPABIIATH 3APOCHI
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\ DHCP nannomy cepsepy.

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Br160p MOpTOB 111 HACTPOIKY TapaMeTPOB

ip

<1l-

dhcp snooping max-client
2048>

Komana mo3BossieT orpaHuunTh KOJIMYECTBO
DHCP-k/MeHTOB,  KOTOPBIM  pa3pelieHo
nojaydarb JauHamudeckud  [P-aapec  Ha
onpenenéHHOM UHTepdeiice

ip

no

dhcp snooping trust

ip dhcp snooping trust

Hacrpoiika pexxuma s nopra:

JoBepeHHslit (Trusted) — nopt
KOMMYTaTopa, K KOTOPOMY MOIKJIIOYEH
apyroi  kommytarop wuiau  DHCPcepsep.
DHCP-nakeTsl, MOJIy4YE€HHbIE C JIOBEPEHHOTO
nopTa, He OTOPaChIBAIOTCA.

Henanéxupnii  (Untrusted) — mopr, K
KOTOpoMy mnojkitoueH kiaueHT. DHCP-
OTBETHI, MPUXOJAIIME C HITOr0 IOpTa,
OTOpAaChIBAIOTCS KOMMYTaTOpPOM. Jos
HEHAJEKHBIX TOPTOB  BBIMOJHIETCA  PAL
npoBepok coobmenuii DHCP u co3maéres
0a3za pmanHbix npuBssku DHCP (DHCP
snooping binding database).

Hacrtpoiika interface vlan

ip

no

dhcp snooping

ip dhcp snooping

Bxutouenne ¢pynkunu DHCP snooping

Brikmouenue pynxiuun DHCP snooping

ip

no

dhcp relay enable

ip dhcp relay enable

[annas xomanga Bxirovaer pexxum DHCP
Relay = Agent Ha  COOTBETCTBYIOLIEM
uHTepdelice ycTponcTna.

[Jannas xomanna Bbikiaodaer pexkum DHCP
Relay = Agent Ha  COOTBETCTBYIOLIEM
uHTepderice yCTponcTBa.

ip

no

helper-address <ipv4 ucast>

ip helper-address

Komanna 3amaér anpec DHCP-cepsepa,
koTopomy Oynyt otnpasieHst DHCP-
3ampochl  OT KJIMEHTOB, HAXOJALIUXCS B
nannou nojacetru (VLAN).

Komanna no ip helper-address cmyxxut nmst
ynanenus: Hactpoiiku DHCP Helper Address
Ha uHTepdeiice.

ip

no

dhcp server

ip dhcp server

Bxutounts DHCP cepBep Ha untepdeiice.

Brixmounts DHCP cepBep Ha untepdeiice.

ITpumep nactpoiiku DHCP cepsepa:
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# configureterminal

(config)# vlan 3

(config-vlan) # exit

(config)# ip dhcp server

(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 3
(config-if) # exit

(config)# interface vlan 3

(config-if-vlan) #ip address 10.10.10.3 255.255.255.0

(config-if-vlan)#ip dhcp server
(config-if-vlan)# exit
(config) #ip dhcp pool 3

(config-dhcp-pool) #network 10.10.10.0 255.255.255.0

(config-dhcp-pool) #lease 1 0 O

3.2.3. DHCPv6

Komannma

‘ Onucanue

['mobGanbpHbIe HACTPOIKHU

ipv6o dhcp snooping

no ipv6 dhcp snooping

Brrounts peskum DHCPv6 snooping. Korna
BKiro4eH pexkuM DHCPv6 snooping,
coobuienus 3ampoca knmueara DHCPv6 Oynyt
MepechUIaThCS Ha IOBEPEHHBIE TTOPTHI U
paspemniatb OTBETHBIE MTAKETHI TOJIBKO OT
JIOBEPEHHBIX TIOPTOB.

Briximrounts pexxum DHCPv6 snooping

ipv6 dhcp snooping nh-unknown
{allow | drop}

Br160op 00paboTKM HEM3BECTHBIX 3HAYCHUM
3arojioBka [Pv6. KomMyTtarop poskex
aHAIM3UPOBaTh Bce nakeTsl [Pv6 juist kiueHTa
DHCPv6, uT0o0BI OnIpeenuTh,
NENCTBUTEILHO JU 3TO coodmenrne DHCPv6
Bo3MoxHbBIE BapUaHTHI:

drop- OTOpacsIBaTh NAaKETHI C
HEU3BECTHBIMH 3ar0JIOBKAMH PaCIIUPEHUS
IPv6. D10 Hanbosiee Oe30macHbIi BapuaHT, HO
OH MOXET MPUBECTH K 1epedosiM B Tpauke.
allow-Pa3pemnTs nakeTbl ¢ HEU3BECTHBIMU
3aroyioBkaMu pacmmpenus [Pv6. 9to menee
0e30MacHbI BapuaHT, HO OH IIPEIOTBpaIlaeT
nepebou B Tpaduke.

Dhcep6 Relay ans onpenenensoro vlan.

interface vlan <vlan list>

Coznanue unrepdeiica Vlan

ipv6e dhcp relay interface vlan
<vlan_id>

VYkazanue unentudukaropa unrepdeiica,
MCIIOJIB3YEMOTO JIJIsl PETPAHCIISALINH.

ipv6e dhcp relay destination
<ipv6_ucast>

VYkazanue agpeca [Pv6. [Pv6-anpec cepeepa
DHCPv6, Ha KOTOPBII TOKHBI OBITH
pEeTpaHCIMPOBaHbI 3aMPOCHl. 3HAYEHHUE 110
ymomuanuio «ff05 :: 1: 3» o3HavaeT «ir000ii
DHCP-cepBepy.

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br16op mopToB 117151 HACTPOWKH MapaMeTpoB
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ipv6e dhcp snooping trust Hacrpoiixa pexuma paboThl HOpTa Kak
HaJle)KHBIA HCTOYHUK coobmenuii DHCPv6.

no ipvé6 dhcp snooping trust OTMeHa KOMaH/Ibl ¥ YCTAHOBKA PEXKUMa
paboThI KaK HEHaJEKHbIH HCTOUHUK
coobmmenuit DHCPv6.

3.2.4. DHCPv6 onuuu 37 u 38

DHCPv6 (Dynamic Host Configuration Protocol for IPv6) mnpumenserca s
aBTOMATUYECKOM BbIIauu KiueHTam [Pv6-anpecoB, mnpeduKcoB M MNpOUYUX HEOOXOIUMBIX
HacTpoek. Ecnu KiMeHT 3anpammBaeT KOHQUTypanuoHHbIe mapaMeTpsl y ynanéunoro DHCPv6-
cepBepa, pacIiooKEHHOTO BHE CBOETO CETMEHTa CeTH, OH oOpariaeTcs kK Hemy dyepe3 DHCPv6
Relay. IlomyuuB cooOiieHne OoT KIMEHTa, pelie OTIPABIISIET €ro CepBepy B MakeTe Twma “relay-
forward”, a oTBEeT OT cepBepa BO3BpaIAETCsl AHATIOTUYHO B coob1eHuu “relay-reply”.

Opnaxo mipu ucnonb3oBanud DHCPv6 Relay Bo3HuKaioT mpo0OiieMbl, Takue Kak 3amuTa
OT HeJIEraJIbHbIX MMPUCBAaUBAaHUI aJpecoB U HEOOXOIMMOCTh TOYHOro HasHaueHus IPv6-agpeca
KOHKPETHOMY yCTpOMCTBY. /11 MX pereHust IpuMeHsI0TCs AononHuTenbHbie onun DHCPv6 —
oran 37 ("Subscriber-ID") u 38 ("Remote ID"), moapodHo onucanubie B fokymMmeHTax RFC4649
u RFC4580 cooTBETCTBEHHO.

OTH OMNUMU NOMOTAIOT WACHTU(PHUIMPOBATH MOJIH30BATENEH U YCTPOICTBA, TAPAHTUPYIOT
MIPO3PAYHOCTh MPOIEAYPHI PACIpPECIICHUsT aIpecOB W YIIPOIIAIOT OTCICKUBAHHUE 3aIlPOCOB B
6onpimmx cetsix. DHCPv6 Relay no6asnser ykazaHHbIe ONIIUHM K UCXOSIINM 3apocaM KIHEHTa
U yAalseT WX U3 TOJYYCHHBIX OTBETOB cCepBepa, OOecrleunBas TaKUM O00pa3oM IOJIHYIO
HEMPO3PAYHOCTh /711 KOHEYHOTO KJIMEHTA.

Komanna Onucanue

B rino6anbHOM pexnme

ipv6e dhcp snooping remote-id BKJIIOUMTE HOOIEPXKY onumm 37 B

option DHCPv6-snooping.

no ipv6 dhcp snooping remote- BHIKJIOUMTEL MNOOOEPXKY onuum 37 B

id option DHCPv6-snooping.

ipv6é dhcp snooping subscriber- |BxaouMTh HOOIEPXKY onumm 38 B

id option DHCPv6-snooping.

no ipvé dhcp snooping BEIKJIIOUMTE [NOIOIEPXKY onumm 38 B

subscriber-id option DHCPv6-snooping.

ipv6 dhcp snooping remote-id HacTpouTh pexmum DOJIUTUKMU IIPpU

policy [dropl|keep|replace] nonydyenuu DHCPv6 zamnpoca,
KOTOPEIM yXe COOepXuT onumo 37:
drop - Banpoc OynmeT oTOpOoIeH;
keep - zanpoc OyznmeT nepenaH 06es3
obpaboTku; replace - 1oJjie ONUUM
37 OymeT pmobaBJIEHO AaT'€HTOM.

no ipvé dhcp snooping remote- BOCCTaHOBUTEL 3HAuUeHME IO

id policy yMoJiuaHuio (replace) .

ipv6 dhcp snooping subscriber- | HacTpouTb pexmM NOJIUTUKU IIPU

id policy [droplkeepl|replace] nonydyenuu DHCPv6 =zanpoca,
KOTOPEIM yXe COIOepXMUT onumo 38:

36



no ipv6 dhcp snooping
subscriber-id policy

drop - Banpoc fbymeT OoTOpPOWEH;
keep - zBanpoc OynmeT nepenaH 6es3
obpaboTku; replace - noje onuuM
38 B6ymeT nmoBaBJIEHO aIr'€HTOM.
BoCCTaHOBMTE 3HAadYeHUE IO
yMoJidaHuio (replace).

ipv6 dhcp snooping subscriber-
id select pv delimiter [<cr>|
<word>]

no ipv6 dhcp snooping
subscriber-id select pv
delimiter

BreibpaTh pasziesiMTellb Mexny
HalMMEeHOBAHMEM IIOopTa OJiS OILUMUU
38. IOCTYIIHEI CMMBOJIEI
#1.1,1:1:1/|+|opobeu.
BoccTaHOBUTE 3HAUEHMS 110
YMOJIUaHUID — 0e3 pasieyinTesid.

ipv6 dhcp relay remote-id
option

no ipv6 dhcp relay remote-id
option

BrJIIOUMTE HOOIEPXKY onumm 37 B
DHCPv6-relay.
BEIKJIOUMTE NOOOEPXKY onumm 37 B
DHCPv6-relay.

ipv6 dhcp relay subscriber-id
option

no ipv6 dhcp relay subscriber-
id option

BrJIIOUMTE HOOIEPXKY onumm 38 B
DHCPv6-relay
BEIKJIIOUMTE [NOOIOEPXKY onumm 38 B
DHCPv6-relay

ipv6 dhcp relay subscriber-id
select pv delimiter [<cr>|
<word>]

no ipv6 dhcp relay subscriber-
id select delimiter

BriOpaTe pa3nesiuTesib MeXOy
HaMMeHOBAaHMeM vlan IOJ4 ONUUM
38. IOCTYIIHEI CMMBOJIE
#1.1,1;1:1/|+|npobe.
BoccTaHOBUTE 3HAUEHMA 110
YMOJIUaHMI — 0e3 pasnenmrTerisd.

B pexxrme HacTpiiKU MOpTa KOMMYTaTopa

ipv6 dhcp snooping remote-id
<wordl28>

no ipvé dhcp snooping remote-
id

3amaTe comepxaHue onuuu 37
cTpokom <remote-id>, He OoJee
128 cuMBOJIOB.

BoccTraHoBUTE B3HaUeHME 110
yMoJiuaHmio (VLAN MAC) .

ipv6 dhcp snooping subscriber-
id <wordl28>

no ipv6 dhcp snooping
subscriber-id

3amaTe comepxaHue onuum 38
cTpokon <subscrider-id>, He
tojiee 128 CUMBOJIOB.
BoccTaHOBUTE 3HAUYEHME IO
ymondaHuio (VLAN+port)

B pexxume HacTpiiku vlan untepgeiica

ipv6e dhcp relay remote-id
<wordl28>

no ipvé dhcp relay remote-id

3amaTe comepxaHue onuuu 37
cTpokon <remote-id>, He 6oJee
128 cuMBOJIOB.

BoccTraHoBUTE B3HaUeHME 110
yMoJiuaHmio (VLAN MAC) .

ipv6 dhcp relay subscriber-id
<wordl28>

no ipv6 dhcp relay subscriber-
id

3amaThk coldepxaHue onuum 38
cTpokoM <subscrider-id>, He
Bojyiee 128 CHUMBOJIOB.
BoccTaHOBUTE 3HAUYEHME 110
ymosdyaHuio (VLAN+port)

Komanpl mpocMoTpa nHpopMaImu

show ipv6 dhcp
snooping[interface|<cr>]

OTobpaxaeT obmy MHOOPMALIMIO O
cocTrogauum OoyHkuumM DHCPvO6
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Snooping Ha KOMMYyTaTOpe.
[IToka3elBaeT COCTOSHUE
aKTUBHOCTHM, CIMCOK IOBEPEHHEBIX
nHTepdeMCcos.

- interface — nokaszsaTb
nHbopMaLMIO 10 KOHKPETHOMY
VHTepbency.

- <Cr> — 3aBepuUmMThL BBOX
KOMaHIHOM CTPOKM U BEIBECTU
ofuyn MHOOPMALIMIO.

show ipv6 dhcp snooping
statistics [interface|<cr>]

[lokaseBaeT CTATUCTUKY pPaboTH
byuxumm DHCPv6 Snooping,
BKJIIOUAA KOJMUECTBO OOpabOTaHHEIX
IaKeTOB, OOHAPYXEHHEIX aTakK U
OTKJIOHEHHEIX 3allpOCOB.

- [interface | <cr>] —
IIPOCMOTPETE NOOPOOHYIO
CTATUCTUKY IO yKasaHHOMY
MHTepdelCcy MIM BEBECTM OOWMM
OTUET.

show ipv6 dhcp snooping
statistics zero-suppress
[interface|<cr>]

[lokaselBaeT CTATUCTUKY pPaboTH
byuxumm DHCPv6 Snooping,
BKJIIOUAHA KOJIUUYECTBO OOpab®OTaHHEIX
[IaxKeToB, OOHAPYXEHHEIX aTak U
OTKJIOHEHHBIX 3alpocoB. OOHAKO
BHIBOOUT TOJIbBKO HEHYJIEBEE
3HaUEeHUSI CTATUCTUKM, YTO yIOOHO
oJig OBEICTPOTO aHalM3a TeKyMX
noxkasarejey padoTel DHCPv6
Snooping.

- [interface | <cr>] —
IIPOCMOTPETEL NOOPOOHYIO
CTATUCTUKY [0 yKaszaHHOMY
MHTepbelCcy WM BHBECTM OOWUM
OTUET.

show ipv6 dhcp snooping table

OTobpaxaeT NOOPOOHYK MHOOPMALMIO
IIO BCeM IIOIOKJIKUEeHHBIM KJIMEeHTaM.

show ipv6 dhcp relay
[interface vlan
<vlan id>|<cr>]

Vlcnnosib3yeTcd OJjid IIpocMOTpa
cocTosHMSA ¥ kKOHOUI'ypauwuu DHCPv6
Relay areHTOB Ha KOMMyTaTOpe.
OTa KOMaHIa IoKaxeT MHPOpMaLUIO
O HacTpoeHHHX VLAN'ax u
nHTepbercax, MUCIOJb3yEeMBIX IJig
rnepeHamnpaBJjieHuss DHCPv6-3anpocos
OT KJIMEHTOB K CepBepaM.

- interfacevlan<vlan id> —
IIOCMOTPEThL CTaTyC areHTa DHCPv6
Relay mna ykxaszaHHOTO VLAN.

- <cr> — BHIBeCTHu oOfuee
cocTosume DHCPv6 Relay.

show ipv6 dhcp relay
statistics [interface vlan

BelBemeT CTaTUCTMUECKME IaHHEE O
npoussoauTenbHocT DHCPvV6
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<vlan id>|<cr>] Relay, BKJoOYAas UYMCJIO NepenaHHBIX
M NPUHSTHEX [aKeTOB, OMMOOUHLE
IakeTe U IIpouee.

- [interfacevlan<vlan id> |

<cr>] — NpPOCMOTP CTAaTUCTUKM IJId
KOHKpeTHOTO VLAN mimm ofbuwero
OTUYETa.

[Tpumep Hactpoiiku ipv6 dhcpsnooping:

# configure terminal

(config) # hostname NTS

NTS (config)# wvlan 200

NTS (config-vlan)# exit

NTS (config)# ipv6e dhcp snooping

NTS (config)# ipv6 dhcp snooping remote-id option

NTS (config)# ipv6 dhcp snooping subscriber-id option
NTS (config)# interface GigabitEthernet 1/1

NTS (config-if)# description "client"

NTS (config-if)# switchport access vlan 200

NTS (config-if)# no ipv6é dhcp snooping trust

NTS (config-if)# ipv6 dhcp snooping remote-id 00-03-0f-00-00-01
NTS (config-if)# ipvo dhcp snooping subscriber-id
v1an200+GigabitEthernetl/1

NTS (config-if)# exit

NTS (config-if)# interface GigabitEthernet 1/24

NTS (config-if)# ipv6 dhcp snooping trust

NTS (config-if)# description "server"

NTS (config-if) # switchport access vlan 200

[Tpumep Hactpoiiku ipv6 dheprelay:

# configure terminal

(config) # hostname NTS

NTS (config)# vlan 10,20

NTS (config-vlan)# exit

NTS (config)# ipve dhcp relay remote-id option

NTS (config)# ipv6 dhcp relay subscriber-id option

NTS (config)# interface wvlan 10

NTS (config-if)# ipv6 address 2001:da8:10:1::1/64

NTS (config-if)# ipv6 dhcp relay destination 2001:da8:100:1::2
interface vlan 20

NTS (config-if)# ipv6 dhcp relay remote-id 00-03-0f-00-00-02
NTS (config-if)# ipv6 dhcp relay subscriber-id
vlan20+GigabitEthernetl/2

3.2.5. DHCP snooping u onuus 82
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DHCP snooping xonTponupyer nporecc moiaydenus DHCP-kmuentom [P-ampeca mist
npenorBpamieHuss arak DHCP u nossnenus HenerutuMHbix DHCP-cepBepoB B cern,
yCTaHaB/IMBas JOBEPEHHblE W HE JOBepeHHble MOPThl. COOOIIEHUS M3 JOBEPEHHBIX IOPTOB

HepelaloTCss KOMMYTaTopoM 0€3  IPOBEPKH.

I[OBepeHHBIe IOPThI HCIIOJIB3YIOTCA  IJIA

noaxiroyeHus DHCP-cepsepa miin DHCP-petpancisTopa, a He 10BEpEHHBIE - JJIsI TOIKIFOYEHUS
DHCP-knmuentoB. Kommyratop mnepemaer coobmiennss DHCP-3anpocoB u3 He JTOBEPEHHBIX
noptoB, HO He niepenaeT DHCP-otBeTsl. Onmus 82 nmo3Bosisier koMmmyTtaTopy n1o6asisite B DHCP-
3ampockl KiueHTa wuHQopMmanuio remote-id (upentudukarop kommyraTopa) u circuit-id
(npeHTHUKATOP MOPTAa KOMMYTaTOpa) nepes nepeaaueii sanpoca Ha DHCP-cepgep.

Komanma

OnucaHme

B rino6anbHOM pexnme

ip dhcp snooping vlan
<vlan list>

Bxuirounts koHTpOsIH TpoTOK0JIa DHCP B
npeaenax BEIOpaHHOM
vlan.

ip dhcp snooping max-client
<1-2048>

Y cTaHoBUTh MAaKCHUMAJIbHOE KOJIMISCTBO
KIIMCHTOB.

ip dhcp snooping information
option format [ascii]|hex]

YcranoBuTh (hopmar 3Ha4CHUH orun §2.

ip dhcp snooping information
option

Pa3pemmts koMMyTaTopy 100aBiIeHHE ONIIMN
82 npu pabote nporokosa DHCP.

ip dhcp snooping information
option allowed-untrusted

Pazpemmts npunumars DHCP-nakets1 ¢
oniuei 82 0T «HEHAJICKHBIX)» MMOPTOB.

ip dhcp snooping information
option circuit-id

VYcranoButh unentudukarop CircuitlD onmun
82.

hostname CucremHoe ums

port [lopt B popmare
Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kiuenra

string ¢opmar onpenensiercs MoIb30BaTENEM,
KOTOPOE 3aKJTF0YAETCS B ABOHHBIC KaBBIYKH
(""). CTpoka MOXET coiepKaTh JI00bIe
CHMBOJIBI, BKJIFOUAs! CIICI[HATbHBIE CHMBOJIBI U
npooebl.

switch-mac MAC-address kommyTaTopa
vlan Unentuduxarop vlan <vid>

[Tpu onpeneneHnn MOXXHO UCTIOIH30BATh
11a0JIOHBI:

%h: hostname;

%p: KOpoTKO€ UM nopra, Hanpumep gil/1;
%P: nmuHHOE MMS TIOpTa, HAIIpUMED,
gigabitethernet 1/1;

% m: mak-anpec nopra B popmare H-H-H-H-
H-H-H;

% M: mak-anpec cucremsl B popmate H-H-H-
H-H-H-H;

%s$: HOMEp IOHUTA B CTEKE;

%n: HOMEp MOPTA;

%i: IP angpec kineHra;

%v: unentudukarop vlan;

%c: mak-agpec kauenTa B popmare H-H-H-
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H-H-H.

ip dhcp snooping information
option delimiter

YcTaHoBHTH (hopmat pasaenuTeis
colonCumson':'

dotCumsorr'.'

noneode3 cUMBOJIA

slashCumsoin /'

spacellpoben
ip dhcp snooping information YcranoButh uaentudukarop RemoteagentID
option remote-id omrumu 82.

hostname CucreMHoe ums

string ¢popmar onpeensiercs moJib30BaTeseM,
KOTOPOE 3aKJIF0YAETCs B ABOMHBIE KABBIUKU
(""). CTpoka MOXKET Co/IepkKaTh JHO0bIE
CHUMBOJIbI, BKJIKOYAs CIIELMATIbHbIE CHMBOJIBI U
pooeIIbl.

mac MAC-address kommyTaropa

[Ipu onpeneneHu MOKHO HCTIOIB30BATh
11a0I0HBI:

%h: hostname;

% m: mak-aapec nopra B popmare H-H-H-H-
H-H-H;

% M: mak-aapec cucremsl B popmate H-H-H-
H-H-H-H;

%c: mak-aapec knuenta B popmare H-H-H-
H-H-H.

B pexxume HacTpoiiku unTepdeiica

ip dhcp snooping max-client
<1-2048>

Y cTaHoBUTh MAaKCHUMAJIbHOE KOJIMISCTBO
KJIMCHTOB AJIA 9TOI'O I10opTa.

no ip dhcp snooping trust

VYcTaHOBUTE NTOPT, KaK HE AOBEpEHHBIN. 110
YMOJIYAHUIO BCE MOPTHI JOBEPEHHBIE.

ip dhcp snooping information
option

Pazpemmts nobasnenue onuuu 82 npu padbore
nporokosa DHCP s sToro nopra.

ip dhcp snooping information
option global

Hcnonb30BaTh HACTPOHKH I1006aTBHON
KoH(urypauu onuuu 82 npu padore
nporokosia DHCP nuist aToro nopra.

ip dhcp snooping information
option circuit-id

Ycranosuts uaentudukatop Circuit]D onumn
82.

hostname CucremHoe ums

port Ilopt B ¢popmare
Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kineHra

string ¢opmar onpenensieTcst IOIb30BATENEM,
KOTOPOE 3aKJII0YaeTCs B IBOMHBIE KaBBIUKU
(""). CTpoka MOXET CO/IepKaTh JTHOObIC
CHMBOJIBI, BKJIFOYAsl CIIEI[MaIbHbIE CUMBOJIBI U
pOoOebI.

switch-mac MAC-address kommyTaTopa

vlan Unentudukarop vlan <vid>

[Ipu onpeneneHnu MOXXHO UCIIOIb30BATh
11a0JIOHBI:

%h: hostname;
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%p: KOpoTKOe UMs Mopta, Hanpumep gil/1;
%P: nmuHHOE MM IOPTa, HAIIPUMED,
gigabitethernet 1/1;

% m: mak-aapec nmopra B popmare H-H-H-H-
H-H-H;

% M: mak-anpec cuctemsl B popmate H-H-H-
H-H-H-H;

%s: HOMEp IOHUTA B CTEKCE;

%n: HOMep nopTa;

%i: IP anpec kiueHra;

%v: ugenruduxarop vlan;

%ec: mak-agpec kiuenta B popmare H-H-H-
H-H-H.

ip dhcp snooping information
option delimiter

YcraHoBUTH opMaT pa3aeiuTels
colonCumson':'

dotCumsorr'.'

nonebe3 CHMBOJIA

slashCumsoin /'

spacellpoGen

ip dhcp snooping information
option format [ascii]|hex]

YcranoBuTh (hopmar 3HaYCHUN OnIUuU 82 IS
3TOTO MOpTAa.

ip dhcp snooping information
option remote-id

YcranoButs uneHtudukatop RemoteagentID
ommu 82.

hostname CucremHoe ums

string Gpopmat onpenensiercs MoJib30BaTeseM,
KOTOPOE 3aKJIF0YAETCs B IBOMHBIE KaBBIYKU
(""). CTpoka MOXKET COIepKaTh JTHOObIC
CUMBOIIbI, BKJIOUas CIIEI[HAIbHBIE CUMBOJIBI U
poOebl.

mac MAC-address kommyTaTopa

[Ipu onpeneneHnn MOKHO UCIIOJIb30BaTh
11a0JIOHBI:

%h: hostname;

%m: mMak-aapec nopta B popmate H-H-H-H-
H-H-H;

% M: mak-aznpec cuctemsl B popmate H-H-H-
H-H-H-H;

%ec: mak-agpec kiuenTa B popmare H-H-H-
H-H-H.

Komasn el mpocMoTpa HHPOpMaLIUU

show ip dhcp snooping
[interface]|vlan]

OTtoOpaxaeT HHGOPMAIIHIO O BKIIFOUEHHOM
DHCPSnooping: ctatyce GpyHKIMH,
noBepeHHBIX nopTax, VLAN-ax Ha
uHTepdeiicax.

show ip dhcp snooping status
[interface]

OTto0paskaeT cTaTyc KoJu4ecTBa
MOJKIFOUEHHBIX KIMEHTOB.

show ip dhcp snooping table

OTtob6paxaeT noapoOHYy0 HHPOPMALIHIO IO
BCEM IOIKJIFOYEHHBIM KJIUEHTaM.

show ip dhcp detailed
statistics snooping
[interface]

OTtoOpakaeT CTaTUCTUKY O paboTe
DHCPSnooping Ha unTepdeiicax.
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[Tpumep HacTpOMKHU:

# configure terminal
(config) # hostname NTS

NTS (config)# wvlan 200

NTS (config-vlan)# exit

NTS (config)# ip dhcp snooping
NTS (config)# ip dhcp snooping
NTS (config)# ip dhcp snooping
NTS (config)# ip dhcp snooping
NTS
NTS
NTS
NTS
NTS

o~~~ o~~~ o~ o~~~

vlan 200

information option

information option remote-id %h
information option format ascii
config)# interface GigabitEthernet 1/1

config-if)# description "client"

config-if) # switchport access vlan 200

config-if)# no ip dhcp snooping trust

config-if)# ip dhcp snooping information option

NTS (config-if)# ip dhcp snooping information option circuit-id

string "NTS portl"
NTS (config-if) # exit

NTS (config-if)# interface GigabitEthernet 1/24

( )
NTS (config-if)
( )

#
NTS (config-1if) #

3.2.6. DHCP-onmuu 60 n 61

description "server"
switchport access vlan 200

Omunun 60 m 61 — o310 mnapamerpsl DHCP-nporokona, wucnonb3yemble is
UACHTU(PUKAIIMN CETEBBIX YCTPOMCTB Npu noixyuyeHuu [P-agpeca.
Option 60 (Vendor Class Identifier) ykaspiBaeT Tun ycrpoiictsa (Hanpumep, [P-tenedon,

TB-npucraska).

Option 61 (Client Identifier) yka3biBaeT KOHKpeTHOE ycTpoiicTBo (00bruHO MAC-anpec).

Komanna

Omnucanue

Komanna B pexxume koHpurypuposanus interface vlan

ip address dhcp class-id
[GigabitEthernet

<port type id> |
10GigabitEthernet

<port type id> |

ascii <word31> |

hex <word64>]

Hactpoiika ¢popmara u 3anucu oniuu 60

no ip address dhcp class-id

YaaneHue mOJb30BaTEIbCKOM 3alMCH OIUHU
60

ip address dhcp client-id
[GigabitEthernet

<port type id> |
10GigabitEthernet

<port type id> |

ascii <word3l> |

hex <word64>]

Hacrpoiika ¢hopmata u 3anucu onuuu 61

no ip address dhcp client-id

VYaaneHue mnoiab30BaTENIbCKOM 3alUCU ONLIUU
61
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[Ipumep HACTPOUKH.

#
(
(
(
(

CXEMEC HOHaI[O6I/IJII/ICB ObI JIUISL KaXKIOM ITOJICETH.

configure terminal
config)# vlan 100
config)# ip address dhcp
config) #

confiqg) #

3.2.7. DHCP Relay nas IPv4

ip address dhcp client-id ascii 00-00-00-00-00-01
ip address dhcp class-id ascii npo telecom

®ynkuueit DHCP Relay-arenta sBnsiercs nepenaua DHCP-nakeToB oT KiMeHTa K cepBepy
1 00paTHO B ciyyae, eCiM CepBep M KIMEHT HaXOAATCS B pa3HbIX nojaceTsx. [pyroit ¢pyHkuuein
ABIISIETCA JOOaBIIeHUE NOMONMHUTENBHBIX onuii B DHCP-3anpockl kiueHTa (Hanpumep, OIMIUH

82).

[Mpunmun padorst DHCP Relay-arenta: kommyrtaTop npuHumaer ot kiaueHra DHCP-
3aIIpOChl U NEpeaeT UX CepBepPy OT UMEHHM KJIMEHTA (B 3aBUCMMOCTH OT KOH(QUTrypaiuu, 100aBiss
CBOM ONIMM WJIM OCTaBJIsAs NPUHSTHIE OT KiMeHTa). IlomyunuB OoTBET OT cepBepa, KOMMYTaTOp
NIEPEJAET €ro KINEHTY.
[Tpu Hactpoiike kommyTaropa B pexkume DHCP Relay MoxHO 3HAUMTEIBHO TOBBICUTH
3¢ (eKTUBHOCTb ceTH 3a cU€T cokpaieHus konudecrBa DHCP-cepBepoB, KOoTopbie pU IpyToii

Komanna

OnucaHme

B rimobaiibHOM pexunme

ip dhcp relay

Bxmrounte DHCP Relay-arenr.

ip dhcp relay server
<ipv4 ucast>

3anats [P-anpec DHCP-cepBepa st
DHCPRelay-arenTa.

ip dhcp relay information
policy

Bri6path pexum o6padorkun DHCP-nakeToB ¢
onmuen 82:

- keep — mpomyckaeT nmakeTsl 6€3 U3MEHEHUI
(HacTpPOEHO MO YMOJYAHHUIO);

- replace — 3aMenaeT coepKUMOoe Onuuu 82;
- drop — oTOpachIBaeT MakeThl ¢ oniuen 82.

ip dhcp relay information
option

Pazpemuts no0aBnenue onmuu 82 npu padbote
nporokosia DHCP.

ip dhcp relay information
option circuit-id

YcranoButs uaentudukarop CircuitID onmuu
82.

hostname CucremHoe ums

port [lopt B popmare
Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kirenra

string ¢opmar onpenenseTcs MoIb30BaATENEM,
KOTOPOE 3aKJTF0YAETCS B IBOHHBIC KaBBIYKH
(""). Ctpoka MOXET coiepKaTh T00bIe
CHMBOJIBI, BKJIFOUAs! CIICIIHATbHBIE CHMBOJIBI
pooeIIbl.

switch-mac MAC-address kommyTaTopa
vlan Unentuduxarop vlan <vid>

[Tpu onpeneneHny MOXKHO HUCTIOIH30BaTh
11a0JIOHBI:

%h: hostname;
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%p: KOpoTKOe UMs Mopta, Hanpumep gil/1;
%P: nmuHHOE UMS TIOpTa, HAIIpUMED,
gigabitethernet 1/1;

%m: mak-aapec nopta B popmate H-H-H-H-
H-H-H;

% M: mak-anpec cuctemsl B popmate H-H-H-
H-H-H-H;

%s: HOMEp IOHUTA B CTEKCE;

%n: HOMep nopTa;

%i: IP anpec kiueHra;

%v: ugenruduxarop vlan;

%c: mak-anpec kiauenta B popmare H-H-H-H-
H-H.

ip dhcp relay information
option remote-id

YcranoButh unentudukatop RemoteagentID
ommu 82.

hostname CucreMHoe ums

string ¢opmar onpenemnsieTcst IOIb30BATENEM,
KOTOPOE 3aKJIFOYASTCS B JIBOWHBIC KABBIYKU
(""). Ctpoka MOXET coiepkKarh J00bIe
CUMBOJIBI, BKJIFOYAs CIICIIHAIBHBIC CHUMBOJIBI U
poOebl.

mac MAC-address kommyTaropa

[Ipu onpeneneHny MOKHO UCIIONIb30BaTh
11a0JI0HBI:

%h: hostname;

%m: mak-aapec nopta B popmate H-H-H-H-
H-H-H;

% M: mak-anpec cucremsl B popmare H-H-H-
H-H-H-H;

%c: mak-agpec knuenTa B popmare H-H-H-H-
H-H.

ip dhcp relay information
option format [ascii]|hex]

YcranoBuTh (hopmar 3Ha4eHUH onun §2.

ip dhcp relay information
option delimiter

YcraHoBuTh hopmar pazaenurens
colonCumsoir'":'

dotCumsoir'.'

none0e3 CHMBOJIA

slashCumsoin /'

spacellpo6en

B pexxume HacTpiiku uHTepdeiica vlan

ip dhcp relay enable

Bxutounts pabotyDHCPRelay-arenra Ha
uHTepdeiice.

ip dhcp relay information
option

Paspemuts nobapnenue oniuu 82 nmpu paborte
npotokosia DHCPHa unTepdeiice.

ip dhcp relay information
option circuit-id

YcranoButs uaentudukarop CircuitID onuu
82 ma unTepdeiice.

hostname CucremHoe ums

port [Topt B popmare
Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kineHnra

string ¢opmar onpenensiercs MoIb30BATENEM,
KOTOPOE 3aKJIF0YAETCS B JIBOHHBIC KaBBIUKH
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(""). CTpoka MOXKET CO/IepIKaTh JTHOOBIC
CUMBOIIBI, BKJIOYAs CIICIIUAIbHBIE CUMBOJIBI U
npobOensl. switch-mac MAC-address
KOMMYyTaTopa

vlan Wnentudukarop vlan <vid>

[Ipu onpeneneHnn MOKHO HCIIOJIB30BaTh
11a0JI0HBI:

%h: hostname;

%p: KOpoTKOE UMs mopra, Hanpumep gil/1;
%P: nmuHHOE MM TIOPTa, HATIPUMED,
gigabitethernet 1/1;

% m: mak-aapec nmopra B popmare H-H-H-H-
H-H-H;

% M: mak-anpec cuctemsl B popmate H-H-H-
H-H-H-H;

%s: HOMEp IOHUTA B CTEKCE;

%n: HOMEp nopTa;

%i: IP anpec kiueHnra;

%v: ugenruduxarop vlan;

%c: mak-agpec knuenTa B popmare H-H-H-H-
H-H.

ip dhcp relay information
option remote-id

YcranoButs uaentudukarop RemoteagentID
oniuu 82 Ha HTEpPEiice.

hostname CucremHoe ums

stringdopmat ornpenenseTcs Moiab30BaTeneM,
KOTOPOE 3aKJII0YACTCS B JIBOMHBIC KaBBIYKU
(""). Ctpoka MOXET coiepkKarh J00bIe
CHMBOJIBI, BKJIFOYAsl CIICI[HAIbHBIE CHMBOJIBI U
poOeIbl.

mac MAC-address kommyTaTopa

[Ipu onpeneneHnu MOXXHO UCIIOIb30BATh
11a0JIOHBI:

%h: hostname;

% m: mak-aapec noprta B popmare H-H-H-H-
H-H-H;

% M: mak-anpec cucremsl B popmarte H-H-H-
H-H-H-H;

%c: mak-agpec knuenTa B popmare H-H-H-H-
H-H.

ip dhcp relay information
option format [ascii]|hex]

VYcranoButh (hopmar 3HaYeHUM oniuu 82 Ha
uHTepdeiice.

ip dhcp relay information
option delimiter

YcraHoBuTh hopmar pazaenuTens
colonCumsoir'":'

dotCumsoir'.'

nonede3 CHMBOJIA

slashCumsoin /'

spacellpoben

ip dhcp relay information
option global

Hcnonp30BaTh HACTPOMKH II1006aIBHON
KoHuryparuu onuu 82 [ist 3TOro nopTa.

Komaniel mpocMoTpa HHPOpMaLuu

show ip dhcp relay

[Ipocmotp koHpurypauu DHCP
Relay-arenra.
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show ip dhcp relay statistics [IpocMoTp KOHGUTYpPAITUH U CTATUCTHKH T10
pabore DHCPRelay-arenra.

show ip dhcp detailed ITpocMoOTp AeTanbHON CTATUCTUKH PAOOTHI
statistics relay [interface] DHCPRelay-arenta Ha untepdeiicax.

IIpumep HacTponku:

# configure terminal

(config) # ip routing

(config) # hostname NTS

NTS (config)# vlan 102,200

NTS (config-vlan) # exit

NTS (config)# ip dhcp relay

NTS (config)# ip dhcp relay server 192.168.200.1

NTS (config)# ip dhcp relay information option

NTS (config)# ip dhcp relay information policy replace

NTS (config)# ip dhcp relay information option circuit-id %v
NTS (config)# ip dhcp relay information option remote-id %c
NTS (config)# ip dhcp relay information option format hex
NTS (config)# interface GigabitEthernet 1/1

NTS (config-if)# description "client"

NTS (config-if) # switchport access vlan 102

NTS (config-if)# exit

NTS (config)# interface GigabitEthernet 1/24

NTS (config-if)# description "server"

NTS (config-if)# switchport access vlan 200

NTS (config-if)# exit

NTS (config)# interface vlan 102

NTS (config-if-vlan)# ip address 192.168.102.200 255.255.255.0

NTS
NTS
NTS
NTS

config-if-vlan)# ip dhcp relay enable

config-if-vlan)# exit

config)# interface wvlan 200

config-if-vlan)# ip address 192.168.200.2 255.255.255.0

N~~~ o~~~ o~ o~~~ o~~~ o~ o~ o~ o~ o~ o~ o~ o~

3.2.8. BOOTP

BOOTP — cereBo#i mpOTOKOJI, HCTIOIB3YEMbIH I aBTOMAaTUUYECKOTO TIOJTyYeHHS KIIMeHToM [P-
azapeca.

[Tpumep HacTpoiiku ip-agpeca 192.168.102.200 mns bootp-kinuenta (kommytaropa) ¢ MAC
aapecom 1c:a0:d3:40:9d:b2 na DHCP-cepsepe.

allow bootp;

subnet 192.168.102.0 netmask 255.255.255.0 {
range 192.168.102.10 192.168.102.30;
default-lease-time 600;

max—lease-time 7200;
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option routers 192.168.102.1;

host switch NTS {

hardware ethernet 1c:a0:d3:40:9d:b2;
fixed-address 192.168.102.200;

}

}

Komanpa pexxuma HacTpoiiku interface vlan Onucanue

ip address bootp Bxirouenue nmosydeHus ip-aapeca mo
IPOTOKOJTY bootp

Komanga npocMoTpa nHpOpMaIum o ip ajgpece

show interface vlan <vlan list>

[Tpumep HaCTpOMKHU:

# configure terminal

(config) # interface vlan 2
(config-if-vlan)# ip address bootp
(config-if-vlan)# exit

(config) # interface GigabitEthernet 1/2
(config-if)# switchport access vlan 2
(config-if)# exit

(config) # exit

[TpocmoTtp nHbOpMaIuu:

# show interface vlan 2

VLAN 2

LINK: 1c-a0-d3-40-9d-b2 Mtu:1500 <BROADCAST MULTICAST>
IPv4: 192.168.102.200/16 192.168.255.255

IPv6: fe80::1eal:d3ff:fed0:9db2/64 <>

BOOTP: State: BOUND server: 192.168.102.1

3.2.9. Yposuu npuBuieruii. Privilege Levels

Komannma ‘()HHC&HHG

['noGasibHbIe HACTPONKHU

webprivilegegroup { APS | Br16op rpymnmnsl 1 HacTpoiika ypoBHs
Aggregation | Alarm | CFM | MPUBUJICTHI IS OTHOTO MITH HECKOIBKHX
DDMI | DHCP | DHCPv6 Client | MOAYJIEH:

Debug | Diagnostics | ERPS | -System: Contact, Name, Location,

ETH_LINK_OAM | Firmware | Timezone, Daylight Saving Time, Log;

Green_Ethernet | TP | -Security: Authentication, System Access
IPMC_Snooping | LACP | LLDP | Management, Port (contains Dot1x port,
Loop Protect | MAC _Table | MRP | MAC based and the MAC Address Limit),
| MVR | Miscellaneous | NTP | ACL, HTTPS, SSH, ARP Inspection, IP
POE | Ports | Private VLANs | source guard;

QoS | RMirror | -IP: Bce, KpoMme ping;
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Security (access) |
Security (network) |

Spanning Tree | System | UDLD
| UPnP | VCL |

VLAN Translation | VLANs |
Voice VLAN | XXRP | sFlow |
uFDMA AIL | uFDMA CIL} level
{configRoPriv | configRwPriv
statusRoPriv | statusRwPriv}
<0-15>

-Ports: Bce, kpome VeriPHY;

-Diagnostics: ping u VeriPHY;

- Maintenance: CLI

- System Reboot, System Restore Default,
System Password, Configuration Save,
Configuration Load and Firmware Load. Web
- Users, Privilege Levels u Bce B
Maintenance;

-Debug

configRoPriv Konduryparws:
TOJIBKOYTCHHE
configRwPriv
YTCHHUE U 3aIUCh
statusRoPriv
TOJIBKO YTEHHUE
statusRwPriv

YTCHHUEC U 3alIUCh

Konduryparws:

Craryc/cratuctuka:

Craryc/cratuctuka:

Yposenb npusuiieruit rpymnisl ot 0 1o 15.
[TpuBunerus nonp3oBaTelis AOJKHA ObITh
TaKOH ke WM OOJIbIIE, YeM YPOBEHb ITOU
IpyMIibl, YTOOBI KMETh JOCTYII K 3TOH rpymIe.

ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

no ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

Jlo6aBUTh AMana3oH-TPYIITy HCKIIOYaeMbIX
IP anpecos. O6BIYHO apeca IITI030B, TaK
kak DHCP cepBep He n0JKeH pa3aBarth
aJjpeca NUIF030B KIIMEHTaM

VY 1anuTh 1uanazoH-rpynmny UCKirodaemsix [P
aJpECOoB.

3.2.10. MexaHu3Mbl YIPaBJCHHS MAPOJIbHON MOJTUTHKON 0€30IIaCHOCTH.
OrpannyeHnne HeyClelIHbIX MONBITOK BXO/AA.

Hacrpoiika mnoMTHKH napoJiei.

HactpouB noiautuky maposei, Bbl HOBBICUTE OOIYI0 0€301acHOCTh CBOEH CeTH, CAeaB MpoLecce
ayTeHTU(UKaIMY [T0JIb30BaTeNel OoJiee HaJIeKHBIM U 3alUILEHHBIM.

Komanma

‘ Onucanue

['1oGanpbHBIC HACTPOMKHU

password history
no password history
password history size <1-50>

password min-length <0-128>

BxiroueHue uctopuu naposei;
BrikroueHne uctopuu napoJiei;

Komanna ycranaBiauBaer pa3Mep XpaHUIuIa
HCTOPHH ITAPOJIEH;

Komanna 3a1aéT MUHUMAJILHOE YHCIIO
CHMBOJIOB, KOTOPOE JI0JXKHO COACPKATHCA B
mapoJie MoJIb30BaTeNs. ;
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password complexity-level {
medium| strong | weak}

password lifetime <0-90>

3aj1aHre YPOBHS CIIOKHOCTH MApOJIS:

- weak (cnaOplif) — camblii HU3KUH YPOBEHb
TpeOOBaHHH K CII0KHOCTH MapOJIs.
[Tosp30BaTETb MOXKET 33/1aTh IPOCTOH
HapoJib, COCTOSIIIMHN JIMIIb U3 MPOCTHIX
KOMOMHAIMI CHMBOJIOB (HalpuMep, TOJIBKO
MaJIleHbKHe OYKBBI WIIH TOJIBKO YHCIIA).

- medium (cpeaHMil) — CpeaHu ypOBEHb
ciokHOCTH. [Tapoib JOImKeH coaepkaTh
COYETaHHE PA3IMYHBIX TUIIOB CHMBOJIOB,
TaKUX Kak OOJIbIIKE W MaJible OYKBBI, LU PHI
U CIICIIMAIbHBIC CHMBOJIBI.

- strong (CHUJIbHBIN) — BBICOKHI YPOBEHb
CJIO)KHOCTH. DTOT YpOBEHb TpeOyeT Haubosee
CTPOTHX TPABHJI COCTABJICHHMSI ITAPOJIS,
BKJTIOYAIOIIUX PA3HOOOPA3HbIC TUIIBI
CHUMBOJIOB, YTO A€NIaeT MoI00p Mapois
3HAYHUTEIBHO TPYIHEE.

Hasnayenue cpoka »KHU3HH TapoJIst

CpoK >KU3HH ApOJIst ONPEEIISETCS YUCIOM
MECSIIEeB, B TEYEHUE KOTOPOTO MOJIb30BaTEb
00s13aH CMEHUTH Mapostb. [1o ucrevennn
YCTaHOBJICHHOTO MHTEpBaja CHCTEMa
oTpedyeT CMEHbI apoJisl.

Hacrpoiika 0,IOKHPOBKH JIOKAJIbHOM Y4eTHOM 3alIMCH NMPH HEYIAYHBIX MONBITKAX

aBTOpPU3ALMU.

Peanu3zoBan QpyHKIMOHAN OJIOKHPOBKH JIOKATHHON YYETHON 3allMCH MPU HEYJJAUHbIX MOMBITKAX

aBTopu3anuu. Hactpoiika ¢pyHKIIMOHAIA peaqn30BaHa B ri100aabsHON KOH(UTYpaluu

KOMMYTaTopa.

(config)#passwords lockout <1-5> YcTaHOBUTH KOJIMUECTBO UAYILIMX MOJPS MOMBITOK BBOJA

mapoJri € OIINOKOM 0 6HOKI/IpOBKI/I JIOKaIbHOM yquHOﬁ 3aII1MCH I10JIb30BaTCIIA.

(config)#passwords time block <0-7200> YcraHoBUTH BpeMsi OJIOKHPOBKH JIOKATbHON yUETHOU

3aIMCH T0JIb30BATEIS.
[Tpumep KoHPUTYpaIIH:

passwords lockout 2
passwords time block 90

IIpumeuyanue: komanaa no passwords lockout 1 nopasswords time block copocut 3nauenue

10 YMOJIYaHUIO Ha:
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passwords lockout 3
passwords time block 0

ITocne JABYX HCYJAYHBIX ITOIIBITOK aBTOPHU3alIUN 336J'IOKI/IpOBaTb oJib3oBareis Ha 90 CCKYHIA.

#show users accounts [TpocMoTp criricka 1moJsib30BaTeseid, craryca OJOKMPOBKH U TaiiMepa

OJIOKUPOBKH

#show users accounts

UserName Privilege Locked State Left time

user 15 locked

admin 15 usable

#set username username activePa3010kupoBaTh 110J1b30BaTeNsl, 3a0JJ0OKMPOBAHHOTO 110

MIPUYMHE HEBEPHOT'O BBOJIA MAPOJIA.
#set username user active

#show users accounts

UserName Privilege Locked State Left time

usable

usable

3.2.11. Kondurypanus ayreHTupuxanum, aBTopusanum 1 ydyera. Authentication,
Authorization, Accounting

Authentication (ayTeHTH(UKAIINSI) — COMOCTaBIEHUE 3aMpoca CyIIeCTBYIOIIEH YUETHOMN 3amucu

B CHUCTEME OE€30I1aCHOCTH.

Authorization (aBTopu3aIus, MpoBepKa YPOBHs JOCTYIa) — COTOCTABIICHHE YIETHOM 3aITUCH B
cucteme (IIporIeae ayTeHTUPUKAINIO) U OMPEIeIEHHBIX TOTHOMOYHIA.
Accounting (y4€T) — ClIe)K€HHE 3a OTPEOJICHHEM PECYpPCOB IMOIb30BaATEIIEM.

Komannma

| Onucanne

['moGanpHBIC HACTPOMKHU

aaa authentication login
{console | http | ssh |
telnet} {local | radius
tacacs}

Local - uCroab30BaTh JOKAIbHYI0 0a3zy
JTAHHBIX HA KOMMYTaTOpE JUIsl IPOBEPKH
MOJITTMHHOCTH;

Radius - uCnosap30BaTh y1ajIcHHbIE
cepsepbl RADIUS s ayrenTHUKauy; -
Tacacs - UCNHOJIb30BaTh YJAJICHHBIE
cepBepsl TACACS 11t ayTeHTHPHUKALNHT;
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no aaa authentication login
{console | http | ssh |
telnet}

aaa authentication enable
default { tacacs | radius }
enable

OTtxiroueHrne ayTeHTU(UKAIIMY, U BXOJ B
CHCTEMY HEBO3MOKEH;

JlanHast KOMaH1a HACTpauBaeT MOPSIOK
ayTeHTU()UKALUU aIMUHUCTPATOPOB MIPH
BXO/JI€ B IIPUBUJICTUPOBAHHBIN PEKUM.

aaa authorization {console |
ssh | telnet } tacacs

no aaa authorization {console
| ssh | telnet }

aaa authorization { console |
ssh | telnet } commands {0-15}
config-commands

Tacacs - JUIs aBTOPU3ALUU KOMaH]{
UCIIOJIB3YETCS OJIUH WU HECKOJIBKO
ynaneHubix cepsepoB TACACS+. Eciu Bce
yAaJICHHbIE CEPBEPBI HAXOASTCS B
aBTOHOMHOM PEXXHME, TI0JIb30BATEII0
npeaocTaBiseTcs 10ocTyn k komanjgam CLI B
COOTBETCTBUU C €T0 YPOBHEM IPUBHIICTHA.

OTtkirouenue apropusanuu. [lons3oBarens
noJty4aeT 1ocTyn Kk komanjgam CLI B
COOTBETCTBUU CO CBOMM YPOBHEM
IIPUBUJIET U

ABTOpHU3aIMN KOMaH] MO3BOJISIET OTPAaHUYNTh
konuyecTBO komang CLI, noctynHbix
mosk3oBarenio. [loap3oBaTenio
MpeAoCTaBiAeTCs 10CTyn K komanaam CLI B
COOTBETCTBHUU C €r0 YpOBHEM IpuBmiieruii 0-
15. Ucnionb3oBaHue yAaJIEHHOTO CEpBEPA
TACACS+ st aBropusanuu komauj. Ecnu
BCE€ yJAJICHHbIE CEPBEPHI OTKIIIOUYEHBI,
MOJIb30BATENIO MPEIOCTABISIETCSA TOCTYI K
komaHgaM CLI B cOOTBETCTBHUH C €r0
YPOBHEM MPUBUJICTUI.

aaa accounting {console | ssh
| telnet } tacacs commands {0-
15} exec

No aaa accounting {console |
ssh | telnet }

Commands - Bxirodaer yueT Bcex KOMaH/
C YPOBHEM MPUBUIJICTHH BBIIIE WA PABHBIM
ATOMY YPOBHIO. J[ommycTUMBIE 3HaYCHHUS
HaxonagaTcesd B quanazone oT 0 7o 15. OcrtaBbTe
MOJIE MYCThIM, YTOOBI OTKIFOUYHUTD yUeT
KOMaH/I.

Exec - Pexnm yuera EXEC

OTkiroueHne ydyera

[Tpumep nactpoiiku TACACS st ssh ¢ orpanrueHneM nojab30BaTeNiel 0 BBOY KOMaH/]

commands sets:

# configure terminal

(config)# tacacs-server host 10.10.10.5 timeout 60 key unencrypted test
(config) # aaa authentication login ssh tacacs local

(config) # aaa authorization ssh tacacs commands 15 config-commands
(config) # aaa accounting ssh tacacs commands 15 exec
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3.2.12. Konpurypauusa SSH, Telnet, HTTP, HTTPS

Komanna \ Onucanne
I'1obanpHBIC HACTPOMKHU
ip ssh Bxittounts ssh

no ip ssh

Boixiirouuts ssh

ip telnet

no ip telnet

Bxirounts telnet

Brixkiaounts telnet

ip http server

no ip http server

Bxirouenue pexuma HTTP

Brikimouenue pexxnma HTTP

ip http secure-server

no ip http secure-server

Bxmouenue pexxuma HTTPS.

Boikmouenue pexxuma HTTPS

ip http secure-certificate
{delete | generate | upload}

No ip http secure-certificate

HacTtpoiika oOcny)uBaHus cepTUUKALINU.
Bo3MoxHbIE NEHCTBUSA:

Delete - ygamuTh cepTuduUKar

Upload - 3arpy3ka cepTudUKaTa, MOXKHO
BEIOpaTh J1Ba MeTo1a 3arpy3ku. Heooxoaumo
BBECTH CCBUIKY Ha CepTH(HKAT.

Generate - co3maHue ceprudukarta.

OtxiroueHue cepTUHUKAIIH

ip http secure-redirect

No ip http secure-redirect

Bxurouenune pexxuma aBTOMaTH4ECKOTO
nepenanpasienuss HTTPS. [Ipumensercs
TOJIBKO, ecliu Jyisl pexkuma padbotet HTTPS
BKJITOUeH. ABTOMaTndecku Hanpasiser HTTP
web-0pay3zepa Ha coenunenrie HTTPS, xorna
BKJIIOYEHBI 00a pexuma padotsl — HTTPS u
Automatic Redirect

BBIKJIFOUEHHE PEKUMA aBTOMATUYECKOTO
nepeHanpasierauss HTTPS

Hacrpotika mmdposanuss SHH

crypto key generate dsa

Bxrouenne renepanuu napsl kiaroueit DSA
(Digital Signature Algorithm).
@ukcupoBaHHas AJIMHA KJIK0Ya COCTABIISAET
1024 6ura.

crypto key generate ecdsa

CayXuT A1 BKIIOUEHUS TeHepaluy nap
KpUNTOrpaUuecKux KIro4eu,
ucnons3ytonmx anroputm ECDSA (Elliptic
Curve Digital Signature Algorithm). OToT
aJITOPUTM OCHOBAH Ha MaTeMaTUKE
DIUTMNTHYECKUX KPUBBIX H MTPEeTHA3HAUCH IS
co3/1aHus M (POBBIX MOMHCEH.
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crypto key generate ecdsa size
<256,384,521>

Yucno OUT, onpeaensronee pasmep
C03/1aBacMOTr0 KJIF0Ya JIJIsl allrOpUT™Ma
ECDSA. o ymomuanuio 256 Ourt.

crypto key generate ed25519

Bxutouenue renepanum napbl
ACUMMETPUYHBIX KPUITOrpapuuecKux
KJIH0YEH C UCIOJIb30BAHUEM AJITOpUTMA
Ed25519. lanHblii anroput™ npeacTaBiseT
co00# Pa3HOBUAHOCTb CXEMbI HUPPOBOH
MOJIMCH, OCHOBAHHOW Ha KpunTorpapuu ¢
UCIOJIb30BAHUEM IJUITUITUYECKUX KPUBBIX
(ECC).

crypto key generate ed25519
size <256,384,521>

Yucno OUT, onpeessoniee pazmep
C03/1aBa€MOTr0 KJII0Ya JIJIs allropuTMa
Ed25519. Ilo ymosruanuto 256 OuT.

crypto key generate rsa

Bxirouenue renepanuy napol
ACUMMETPUYHBIX KPUITOrpauuecKux
kimoueld RSA (Rivest-Shamir-Adleman). Otu
KJIOYM IPUMEHSIOTCS JUIs I (POBAHUS
JAHHBIX, 0OecIieueHus: KOH(pUICHINATBHOCTH
U ayTeHTU(UKALMY [10JIb30BaTeNeH U
YCTPOKCTB.

crypto key generate rsa size
<1024-3072>

Juamnazon OuT, onpenensolee pasmep
co3aBaeMoro Kiroya Juis anropurma RSA.
ITo ymymuanuio 1024 Our.

3.2.13. Kondurypanus ynpasJjeHus 1octynoMm. Access Management Configuration

Komannma

Onucanune

access management

no access management

PexxuM paboThI: BKITIOYEH.

Pexum pa6OTBI . BBIKJIFOYCH.

access management <1-16><1-
4095> {<ipv4 ucast> |
<ipv6_ucast>} to <ipv4 ucast>}
{telnet | web | snmp}

no access management <1-16>

IIpumep HACTPOMKH TOCTyIIA

<1-16> — yKa3bIBaeT Ha NOPAKOBBIM HOMEP
npaBuia (BCEro BO3MOKHO HACTPOUTH 16
IIpaBmII)

<1-4095> — nomep vlan ans snementa
YIPaBJICHUS JOCTYIIOM.

{<ipv4 ucast> | <ipv6 ucast>}
to<ipvé4 ucast>} — quamasoH ip-
aApeCcoB VISl YIIPABIEHUS JOCTYIIOM.
JlomyckaeTcs 3anMch TOJIBKO OJTHOTO ip-
azapeca.

telnetwebsnmp— CEPBUCHI K KOTOPBIM
OyZeT MpeIoCTaBlIeH JOCTYII.

OTKIIrOYeHHE YKa3aHHOI'0O HOMCpa 3alliCH B
CIIMCKEC YIPaBJICHUA JOCTYIIOM.

ITpumep HacTpoliku access management:
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# configure terminal
(config) # access management
(config)# access management 1 1 192.168.102.2 telnet

3.2.14. SNMP

Hcnons3zoBanne nmporokona ynpasienus cetsmu SNMP (Simple Network Management
Protocol) sBnsieTcs OCHOBHBIM OTpAaciEBBIM CTAHAAPTOM [UIS YJAJIEHHOTO MOHHTOpPWHTA
COCTOSTHUSI CETEBOT0 000pyJoBaHMs, cOOpa CTATUCTUYECKUX METPUK IMPOU3BOIUTEIILHOCTH U
OTIEPATUBHOTO PEarupOBaHUS HA aBAPHITHbBIE COOBITHSI.

Cucrema no3BoJisieT ruOKO pa3rpaHUYMBaTh IIPaBa JOCTYyNa K MepeMEHHBIM 0a3bl TaHHBIX
ynpasienus (MIB) ¢ momonipro kiaccudeckoii Moaenu pasaenseMbix crpok (Community Strings)
Uil paHHUX Bepcuid mpotokosia (SNMPv1/v2c), a Takke CTpPOUTH CKBO3HBIC 3alUIIICHHBIC
TYHHEJIH aJIMUHUCTPUPOBaHMA Ha 0aze mpoaBuHyToi poiesoit mogenu USM/VACM B pamkax
crangapra SNMPv3. ApxuTekrypa TpeTbeil BEpCHM TOJHOCTBIO MCKIIOYAET IepexBarT
YIOPaBISAOLIEro Tpapuka 3a CYET NPUMEHEHHUsT KpUNTOrpauyecKuXx MEXaHU3MOB 0053aTeIbHON
ABTOPHU3AIIMHU MOJIb30BaTENEH U OIOUHOTO MU(POBAHUS TEPEIABAEMbIX [TAKETOB.

Komanma ‘ Omnucanue

['moGasibHBIC HACTPOHKHU

sSnmp-server Bxitounts snmp-server
(o yMoI4aHuIo
snmp-server BKIIYEH)

no snmp-server BEIKIIOUNTE SNMp-server

snmp max-milliseconds- MaxkcuMaibHOE BpeMs, KOTOpOE JAETCs MaKkeraM shmp

to-packets <100-10000> IJIsl  OTNPaBKU B MWIUIMCEKYHAaX. 3HAyeHHE 110
ymomyanuio: 100.

snmp-server engine-id Hacrpoiika nokansHoro uaeHTudukaropa enginelD mist

local <wordlO-64> SNMPv3.

CTpoka H0oJDKHA COJIepKaTh YETHOE YHCIIO CHMBOJIOB B
16-puunom ¢opmare (uuciao uupp or 10 mo 64).
Orpannuyenne: KomOuHaumu mudp, cocrosiue Hu3
OJIHUX HyJIeH U U3 oAHUX «F» HeponmyCTHUMBI.

SNMP community

snmp-server community Co3nanue UMEHH M apoJis snmpcommunity.
<Security name> <Security name>: Wwms rpynnsl 6€30MacHOCTH
<Community WK WICHTU(PHUKATOP co00mIecTBa (10 32 CHMBOJIOB).
secret>|encrypted <Use <Community secret>: Ilapons (community

encrypted community string) B OTKPBITOM BHJE (10 32 CHMBOJIOB).

secret> encrypted: <Use  encrypted community
secret> Yka3bIBaeT, 4TO BBOJUMBIHN maposb (0T 96 110
160 cumBonoOB) 3ammdpoBaH (KMCIONB3YETCS IS
IIepeHoca HaCTPOEK).

snmp-server community Yka3aHue ip-ajipeca ¥ MacKd UCTOYHHKA MIPU JOCTYIE
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<Security name> ip-range
<ipv4 addr>

<ipv4 netmask>
<Community secret> |
encrypted <Use encrypted
community secret>

o SNMP
<ipv4 addr>: HauvanbHbIH afpec CeTH.
<ipv4 netmask>: Macka noaceru

Omnpenenser nuana3oH paspeuieHHbIXx [Pv4-anpecos
ynpasineHus. (Harpumep, 192.168.1.0 255.255.255.0)

snmp-server community
<Security name> ipvé6-
range

<ipvé6 addr>/<ipv6 netmas
k> <Community secret> |
encrypted

<Use encrypted community
secret>

VYkazanue ipvb-aapeca M MacKM MCTOYHHMKA MpU
noctyne no SNMP

<ipv6 addr>: HayaibHblil apec CETH.

<ipv6 netmask>: Macka noxceru

Omnpenensier auanas3oH paspemieHHbix [Pv6-agpecos
yrpasieHus. (Hanpumep, 2001:db8::/64)

no snmp-server community
<word32>

VYV naneHue yka3aHHOM 3alluCH.

SNMP User Configuration

snmp-server user
<word32>

engine-id <wordl0-64>
{md5 |

sha} <word8- 32 | 40>
priv
{aes | des} <word8-32>

Cosnanue 3amucu user<word32> - UMs HO0JIb30BaTeI,
KOTOPOMY IIPMHAJUIEKUT NaHHBIN IapameTp.
Honyctumast juna ctpoku 1~32 cumonoB ASCII ¢ 43
HoMepamH B auanazone ot 0x21 go 0x7E.
engine-id<wordl 0-64> -uneHTUUKATOP.

B apxurexktype SNMPv3 wucnomezyercs Moxenb
6e3onmacHocTH Ha ocHOBe moib3oBarenss USM (User
based Security Model) ayis obecriedenus 6e30macHocTu
COOOILIEHNI U MOJIEJIb YIIPABJIEHUS IOCTYIIOM Ha OCHOBE
Buga VACM (View-based Access Control Model) npu
YIPaBIEHUU JTOCTYIIOM.

Jdms Bxoma USM kirouaMud BXOJOB  SBJISIOTCS
usmUserEnginelD u usmUserName. B npoctom arenre
usmUserEnginelD Bcerma coBmamaer ¢ cOOCTBEHHBIM
3HaueHueMm snmpEnginelD arenta. B  kauectBe
3HAUEHUS TAaKXE MOJKET HCIIOJIb30BaThCA 3HAUYEHUE
snmpEnginelD  ynanenHoro ycrpoiictBa (SNMP
engine), ¢ KOTOPbIM MOJKET CBS3bIBATbCSA JIaHHBIN
M10JIb30BATEb.

Hpyrumu cioBamu, ecnu engine ID

nosib3oBarenss paseH engine ID cucrempl, TO OH
ABJIIETCS JIOKAJIbHBIM II0JIb30BATENIEM, B IPOTHBHOM
Cllydae I0JIb30BaTelb SBISETCS YAAIECHHBIM.

mdS5, sha — mporokonbsl ayTeHTH(UKALUU, €CIU He
yKa3bIBaTh KOHKPETHBIN MPOTOKOJ — 3HAYUT MPOTOKOJI
orcyrctByeT. Ilpum BbeIOOpe mpoTokona Tpedyercs
BBECTHU NapOJIb JUIsl Ay TEHTHU(PHUKALIUH.

Aes, des — mMpOTOKONBI KOH(UACHIIMATBLHOCTH, €CIH
MIPOTOKOJI HE BBIOPAH — 3HAYUT IIPOTOKOJ OTCYTCTBYET.
[Tpu BbIOOpE mHpoTOKONA TpeOyeTcs BBECTHU MApOJIb
KOH(UIEHIIMATBHOCTH.

SNMP Group Configuration

snmp-server security-to-

group

model {vl | v2c | v3}

HacTtpoiika rpynn SNMP
vl | v2c | v3 — BeIOOp MOAENH

0e3011acHOCTH, Kaxaas 3ape3epBHpOBaHa B
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name
<word32> group <word32>

cooTBeTcTBUU C Bepcueil SNMP.
name<word32> - Ha3Ha4YeHUE UMEHU
0e301acHOCTH

group<word32> - Ha3HAYE€HUE UMEHU I'PYIIIILI.

no snmp-server security-

Y naneHue COOTBETCTBYIOIIEH IPYIIIIbI

to-group model {vl | v2c

| v3} name <word32>

SNMP View Configuration

snmp-server view Hacrpoiika oOJactu BUIUMOCTH MIB.

<word32><word255> <word32> —  yKa3aHHE  HMEHH  BHJA.

{exclude | <word255>  — ykaszamue OID momuepesa.

include} include — TOQIEPEBO  BKIYEHO B  BHI.
exclude — 1@OAAEpPEBO MCKIIOYEHO U3 BUJA.
IIpaBuio nepekpbITHsi: ecau 3anaHo exclude, B
cucteMe 0053aTeNIbHO JIOJKHO CYIECTBOBATh APYroe
npaBwio include, OID KOTOpOro MONHOCTBIO
MEPEKPHIBACT JAHHOE UCKIII0YAaEMOE II0IZIEPEBO.

no snmp-server view VY naneHue cooTBETCTBYIOLIEH 3alIUCH

<word32><word255>

SNMP Access Configuration

snmp-server access Hacrpoiika npaB nocryna ais rpynn SNMPv3

<word32> <word32> - UM IPYIIIBI

model {any | vl | v2c | model  —  BBIOOp MOAENM  OE30MACHOCTH.

v3} level —  BbIOOp  ypoBHS  0€30MaCHOCTHU:

1eYel tauth | n?aUth | . noauth — AyTteHTHuKanus u

priv}{read | write} KOH(UACHIIMAIBHOCTh OTCYTCTBYIOT.

<word32> e auth — DBononHsercs — ayTeHTHUKaIUS,
KOHQUIEHIMANbHOCTh  (IIM(PPOBAHUE) OTCYTCTBYET.
* priv — DBeimonHsercs ayTeHTHQUKaUus U

oOecrieunBaeTcs KOHPUACHINAIBLHOCTD (IIUPPOBaHUE).
read | write <word32> (BTopoil) — ums Buza MIB,
OTIPEIEIIAIONIET0 JOCTYI Ha YTEHHE TEKYIUX 3HAYCHUH
(read) nnu ycTaHOBKY HOBBIX 3HAUEHUH (Write).

no snmp-server access
<word32> model {any | vl
| v2c | v3} level {auth
| noauth | priv}

VnaneHne HaCTPOWKHM IpaB AOCTyIa Ui YKa3aHHOMN
rpymnmnel  0€30MacHOCTH C KOHKPETHOM MOJAENbI0 U
YPOBHEM 3aIIUTHI.

Trap Configuration

snmp-server host
<word32>

VkassiBaet yctpoiictBy IP-agpec (IPv4/IPv6) nnu DNS-
UM cepBepa yIpaBleHUs, KyJa MMEHHO OTIPAaBIATh
COOOIIIEHUSI O KPUTUYECKUX COOBITHSIX.
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no snmp-server host
<word32>

Ucnons3yercs JUTSt MpeKpamieHus
YBEIOMJICHUI Ha KOHKPETHBIN aJipec.

OTIIPABKHU

shutdown / no shutdown

Briximrouenne / BkiodeHwe otnpaBku SNMP  trap
(BHYTpH KOHTEKCTa XOCTa).

Version {vl | v2 | v3}
<word63>

Be16op Bepcun mpoTokoiaa snmp
<word63> - trap community (o ymosganuto Version
v2)

Host {<domain name> |
<ipv4 ucast> |

<ipv6 ucast>}
{informs | traps} <1-
65535>

Hacrpoiika anpeca cepsepa mnsa otnpaBku SNMP
trap/inform. Jlomyctumo yka3aTh KOppekTHBIN [P wmmm
ums xocta. Be6op pexxuma padotsl (informs miu traps)
u yka3zanre UDP-nopra. (ITo ymosruanuio nopt 162).

informs retries<0-255>
timeout
<0-2147>

YcraHoBKa TaiiMepa MONbITOK HOBTOPEHUS

coobuiennit SNMP trap inform. [{nanazon
JIOIyCTUMBIX 3HaueHuii: oT 0 10 255.

VYcranoBka Taiimepa coobmiennit SNMP trap

inform. Jlpama3oH nomycTUMBbIX 3HadeHuil: or 0 1o
2147.

snmp-server source
<ipv4 addr>

VYka3biBaeT KOHKpeTHbIM [P-anpec wucrounuka, c
KOTOPOTO OyAyT OTHPABISTHCS COOOIICHUS-TIOBYIIKA
(trap) B ceTb.

B rio6anbHOM pexuMe HaCTpOMKa snmp trap

snmp-server trap <cword>

[mobansHo BritoyaeT reHepauuro SNMP-tpanoB ans
YKa3aHHOTO (PyHKIIMOHAIEHOTO MOAYJS <Ccword>.

- coldStart: oTmpaBisSeTcs YCTPOMCTBOM Cpasy
[IOCJIE IIEpe3arpy3Ku.

- warmStart: OTHpaBISETCS YCTPOMCTBOM MOCIIE
MSTKOTO IIepe3anycka CUCTeMbI (IPOrpaMMHBIN pecTapT
0e3 MmpepbIBaHUS MUTAHUS YUIICETA).

-1inkUp, linkDown: yBeIOMJIEHUs OTIPABIISAIOTCS
COOTBETCTBEHHO IIPU IMOAKIIOYECHUN MIH OTKIIOYEHUH
uHTepdeiica.

- authFail: yBeIOMIEHHE OTIPABIAECTCA IIpH
HeyJlayHOM nonbiTke ayTeHTudukanmuun SNMP-3ampoca.
- authOK: yBeJOMIIEHHE OTIPABIIACTCS IPU YCIIEITHOU
ayreHTH(ukanuu SNMP-3ampoca.

- topologyChange: OTmpaBisgeTCs NMPU U3MEHECHUU
TOTIOJIOTUM CETU (HampuMep, U3MEHEHUE COCTOSHUS
opTa).

- newRoot: yBeJOMJICHHE O CMEHE KOPHEBOI'O MOCTa B
CeTH.

- alarmTrapStatus:
YCTPOMCTBA.

- sensorl, sensorZ: ONOBEUICHUS O COCTOSHUU
JaTYUKOB OTKPBITHA ABEPH, IIEPEKIIOYEHNE [TUTAHUA Ha
akkymyssitop  (trap g Mozened  yIMYHBIX
KOMMYTaTOpOB)

- fan: cTaTyc BEHTUIIATOPOB OXJIAXKICHHUS.

COCTOSIHHE TPEBOI'n
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- dyingGaspsEvent: coObITHE KPUTHUYECKOTO COOs
MATaHUS.

- udldPortDisable: cpabareiBanue UDLD
(Unidirectional Link Detection Protocol), oTkimtouenus
nopTa.

- pmbusPsul, pmbusPsu2:yBenoMJEHHUs OT OJ0Ka
nutanus (PSU) mo nmporokony PMbus.

- fallingAlarm, risingAlarm: HU3MEHEHUs
MIOPOrOBBIX 3HAYEHUN CEHCOPOB.

- poeBudgetExceeded: mpesbimeH Owmker PoE
(Power over Ethernet).

- entConfigChange: u3MeHeHHE KOH(HUTypaIHu
000py10BaHUS.

- ipTrapGlobalsMain,
ipTrapInterfacesLink: creuuaibHbIe
yBenpomieHus [P-nioncereit u cocrosiuii uaTEpdHErCcOoB.
- 1lldpRemTablesChange: HU3MEHEHHUS TaOJHII
yaaneHabix ycrpoiictB LLDP (Link Layer Discovery
Protocol).

[IpuBunerupoBanHbIil pexxum ([narHocTuka v NpoBepKa)

show snmp BeiBon oOmieit cratuctuku padbotsl SNMP-cepsepa
(BKirOUast cratyc pexkuma, JokaibHbl Engine ID, a
TaKKe TaONMIBl COOOLIECTB, MOJIb30BATEIEH, Ipymil,
1paB JOCTyIa U aKTUBHBIX BU0B MIB).

show snmp access BeiBog  Tabmuielr  kouTposis  jgoctyna  (VACM).
[<word32>] OtoOpaxaer napametpsl: Group Name, Security Model,
Security Level (NoAuth, NoPriv / Auth / Priv), a Taxke
obmactu Read View Name u Write View Name. [Ipu
yKa3aHUU apryMeHTa <word32> (GuiIbTpyeT BBIBOJ MO
UMEHHM KOHKPETHON IPYIIIIBL.

show snmp community OtobpakeHre 3aperucTpUPOBAHHBIX CTPOK COOOIIECTB
[<word32>] (Community  Strings).  BemBogur  mapamerpsl:
Community/Security Name, pa3pelieHHbId auana3zoH
Source IP (rae 0.0.0.0/0 — gocTyn 0TOBCIOAY) U ApOJIb
Community secret. Ilpu yka3aHuM aprymMeHTa
<word32> BBIBOOUT IIapaMETPLl  KOHKPETHOI'O

COOOIIECTBA.
show snmp host BbiBog mapaMeTpoB  CepBEpPOB  HA3HAUCHHS UL
[<word32>] OTHpaBKH  yBemomileHuH. OtoOpaxaer uMsI U
cuctreMHpli  ID  xocta, cTaryc = aKTUBHOCTH,

accoruupoanHoe Community, [P-agpec (Destination
Host), nenesoit UDP Port, Bepcuto npotokosna (Version)
U mapameTpbl  pexuma nonarBepxjaeHus  (Inform
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Mode/Timeout/Retry). Ilpm yka3anum aprymeHTa
<word32> bubTpyeT BBIBOJ 1o HMEHHU
KOH(HUTypaIyu X0CTa.

show snmp mib {context | |TIIpocmorp 6a3sl maHHBIX yrnpasiaeHuss MIB. Omust
ifmib} context oTOOpakaeT HOCTYIHbIE KOHTEKCTHI MIB;
ormuust ifmib BeIBOIMT cnenmanusupoBannyro MIB-
UH(OpPMAIIHIO U CTATHCTHKY MO CETEBbIM UHTEpdeiicam
KoMMYyTaTopa (BKI04asi wHaeKchl mopToB iflndex).

show snmp security-to- OrobOpaxkeHue TaOJIULIBI COOTBETCTBUSI UMEH
group [vl | v2c | v3] 0e3omacHocTu (Security Names) KOHKPETHBIM IPYIIIIaM
noJsib3oBaresieil. be3 apryMeHTOB BBIBOAMUT IOJHbBIC
JaHHBIC JJIS BCEX BEPCHUM; TPU YKa3aHUU KIFOYa
(v1/v2¢/v3) dunabTpyeT BBIBOJ MO BHIOpAHHOW MOCIIH
0€30MaCHOCTH.

show snmp trap [<cword>] |trap [<cword>] IIpocmoTp ri06anpHOrO cTaTyca
AKTUBHOCTH OTIPaBKU TpamoB. be3 apryMeHToB
BBIBOJIUT COCTOSIHME JUISI BCEX (YHKIMOHAIBHBIX
MOJIyJICH CHCTEMBI; TP YKa3aHUU KOHKPETHOTO UMCHH
Moyt <cword> (Hampumep, linkDown, coldStart,
DyingaspEvent) oroOpaxkaer cTaryc TreHepaluuu
YBEIOMJICHHH TOJIBKO ISl 3TOTO COOBITHSI.

show snmp user user [<word32>] IIpocmotp CIIMCKa
[<word32>] 3apErUCTPUPOBAHHBIX  monb3oBareneii  SNMPv3.
OtoOpakaeT UX JIOKAIbHBIA WINM yAaJCHHBIA CTaTycC
(EnginelD), ANTOPUTMBI u nmapameTpbl
ayTeHTUhuKauu/mudpoBaHus. [Tpu yKa3aHUuu

apryMmeHTa <word32> (UIBTPYET BBIBOJ 10 WMEHH
KOHKPETHOI'0 I0JIb30BATEIS.

show snmp view OTtoOpakeHne co3AaHHBIX obnacteil Buaumoctu MIB
[<word32>] (MIB views) ¢ [IeTalbHBIM YKa3aHHEM BKJIFOYEHHBIX
(included) u uckmrouennsix (excluded) serok OID. [Ipu
yKa3aHUU apryMeHTa <word32> (uiIbTpyeT BBIBOJ MO
UMEHH KOHKPETHOTO Bua (Harmpumep, show snmp view
default view).

IIpumep nacrpoiiku SNMPv2c u oripaBku SNMP-Trap/Inform:

Bxirouaer ctanapTHbIe COOOIIECTBA UTEHUS/3aMUCH U HACTPAUBAET OTIPABKY
HNOATBEPXKIAEMbIX yBeloMIIeHHH (informs) Ha cepBep 192.168.10.8 uepe3 AeonTHBIN TOPT 162.

#configure terminal

(config)# snmp-server community private private
(config)# snmp-server community public public
(config)# snmp-server host test
(config-snmps-host)# no shutdown
(config-snmps-host)# host 192.168.10.8 162 informs
(config-snmps-host)# version v2 public

Jedoarnbie napamerpsl (Ilo ymoauanuio)
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[IpenycranoBiIeHHbIE 3aBOJCKUE MAPAMETPhI CUCTEMBbI, aKTUBHBIE TIPU OTCYTCTBUU
M0JIb30BATEIBCKOM KOH(DUTYpaIIH:

snmp-server

Nno snmp-server source

snmp-server engine-id local 80009d38031ca0d3433074

no snmp-server contact

no snmp-server location

snmp max-milliseconds-to-packets 100

snmp-server security-to-group model vl name public group default ro_group
snmp-server security-to-group model vl name private group default rw_group
snmp-server security-to-group model v2¢c name public group default ro_group
snmp-server security-to-group model v2¢ name private group default rw_group
snmp-server view default view .1 include

snmp-server access default_ro_group model any level noauth read default_view
snmp-server access default rw_group model any level noauth read default_view write
default_view

IIpumep 3amumennoi Hacrpoiiku SNMPv3:

1. 3amaem nokanbHbd uaeHTUukatop (Engine ID) ycTpoiicTBa
(config)# snmp-server engine-id local 80009d38031ca0d3433074

2. Co3naeM nonp3oBatens (Tenepb OH (pU3MUecku MpUBsA3aH K Tekymiemy enginelD)
(config)# snmp-server user USM_USER engine-id 80009d38031ca0d3433074 sha
AUTH_PASS priv aes PRIV_PASS

3. Coznmaem o6acts BuguMocti 00bekToB MIB (View)
(config)# snmp-server view MY_VIEW .1 include

4. AccorurpyeM CO3JIaHHOTO TOJIB30BATENIs C TPYIIION 0€30MacHOCTH
(config)# snmp-server security-to-group model v3 name USM_USER group
ADMIN_GROUP

5. 3amaem npasa Jjoctyna ais 3toi rpynmnsl (VACM)
(config)# snmp-server access ADMIN_ GROUP model v3 level priv read MY_VIEW write

MY_VIEW
3.2.15.RMON

Komannma I(DHHcaHHe
Alarm
rmonalarm<l-65535> Hacrpoiika aBapuiiHBIX CUTHAJIOB
{ifInDiscards | ifInErrors | <1-65535> - MWupekc
1fInNUcastPkts |ifInOctets |
ifInUcastPkts | {ifInDiscards | ifInErrors |
ifInUnknownProtos | 1ifInNUcastPkts |ifInOctets |
ifOutDiscards | ifOutErrors | ifInUcastPkts |
ifOutNUcastPkts | i1ifOutOctets ifInUnknownProtos |
| 1ifOutQLen | 1ifOutUcastPkts} ifOutDiscards | ifOutErrors |
<uint><1-2147483647> {absolute | ifOutNUcastPkts | ifOutOctets
| delta} rising-threshold<- | ifOutQLen | ifOutUcastPkts}
2147483648-2147483647><0- - BBI60pHepeMeHHOﬁ
65535> falling-threshold <-
2147483648-2147483647><0- <uint> - Homep naTepdeiica
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65535> {both | falling |
rising}

<1-2147483647> - uaTEpBaI ONIpOCa IPHU
BBIOOpPKE M CPAaBHEHHH C HIDKHUM WJTH
BEPXHHUM IOPOTOBBIM 3HAYEHUEM.
absolute | delta -BbIOOp THHA. Jls
YKa3aHHOU MepEMEHHON TECT MOXKET OBITh
BBIIOJIHEH I aOCOMIOTHBIX 3HAUCHHUH WJIN
UX OTHOCUTEILHOTO H3MCHEHHUS.
rising-threshold<-2147483648-
2147483647> - Bxirodaer
CHUTHAJIM3ALMIO0, KOTJa 3HAYEHUE NIEPBbIM pa3
MPEBBICUT MOPOTOBOE 3HAUYCHHE MOIbEMaA
00 CTaHEeT MEHBIIIE, YeM ITOPOTOBOE
3HA4YCHME CIaza

<0-65535> - Huuexc noabeMa JJIs
COOBITHSL.

falling-threshold <-
2147483648-2147483647> -
IToporosoe 3HaueHue cnana. Ecnu texyiuee
3HAYCHHE CTAHET MEHBIIIC TOPOTOBOTO
3HAYEHMsI CTa/ia U, IPH 3TOM, TIOCIIETHEE
3HAYCHHE BBIOOPKHU OOJIBIIIE 3TOTO
MIOPOrOBOTO 3HAYEHUS, TO BBIAETCS
curnanu3anus. [locne reneparuu coObITUS
crnaja, Apyroe Takoe coObITHE HE OyIeT
CTCHEPHUPOBAHO JI0 TEX MOp, IOKa 3HAYEHUE
BBIOOPKHM HE CTaHET OOJIbIIE MOPOTroBOro 49
3HAYCHMS CMa/ia, JOCTUTHET TOPOTOBOTO
3HAYCHUS T0JheMa U CHOBA BEPHETCS K
MOPOTOBOMY 3HAYEHHIO CIIajIa.
<0-65535> - Hunekc cnaga s COOBITHS

{both | falling | rising} -
Br16op meTona, KoTopslii Oyaer
MCIIOJIb30BAThCS AJIs1 BBIOOPKHU BBIOpaHHOMN
NEPEMEHHOI U BBIUYUCIICHUS 3HAYCHHUS,
KOTOpPO€ CPaBHUBAETCS C IOPOrOBBIMU
3HAYECHUSIMHU.

Event

rmon event <1-65535> {log |
trap} description <linel27>

Hacrpoiika coObITHii.
<1-65535>- Unaekc

{log | trap} — BbIOOp THNA

log: Korzaa renepupyercst coObITHE,
reHepupyercs 1 3anuch xypHaia RMON.
trap: NochUIaeT cOOOIIEHHUE trap BCEM
YCTaHOBJIEHHBIM MEHE/KEpaM COOOIIEHU I
trap.

Logtrap: O coOBITUH CO3aCTCS 3aIUCh B
’KypHaJie, IOChUIAaeTCsl COOOIIEeHue trap.
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description <linel27>- onmMcaHue

3.2.16. Port Security

Oynkuus ynpasinenueM oezonacHoctbio mopta (Port Security Limit Control) MojkeT orpaHHYUTD
YHCIIO MOJIb30BATENCH, KOTOPBIM pa3pelleH JOCTyN K KOMMyTaTopy Ha ocHoBe MAC- anpecoB u
VLAN ID (BbimosiHsieTcst AJisi KaxkJ10ro noprta). Kak ToabKo 4MCio mosib30BaTeNe, JKeaaronumx
HOJIYYUTH JOCTYN K KOMMYTATOPY, IPEBBICUT 33aHHOE YHUCII0, OyJIeT HEMEIJICHHO BBIIIOJTHEHA

BbIOpaHHas orepanusl.

Komannma

| Onucanue

['moGasibHBIE HACTPOUKHU

port-security aging

no port-security aging

Bxmounts ¢yHkuio ycrapeBanus. Eciu
(yHKUIMS BKIIIOYEHA, TO OIICHUBACTCS
«BO3pacT» 6e3onacHbix MAC-aapecoB B TOM
CMBICJIE, B KOTOPOM OH YUHUTBIBA€TCS
napamerpoM Aging Period (Cpox
ycrapeBanusi). Korna ycrapeBanue
BKJIFOUEHO, C TOTO MOMEHTA, KaK KOHEUHBIi
XOCT CTaHET O€30IMaCHbIM, 3aIlyCKaeTCs
taitmep. [lo ucreuenuu taitmepa,
KOMMYTATOp HauYWHAET UCKATh KaJpbl
KOHEYHOT'O XOCTa M, €CJIM TAaKUX KaJpOB HE
MOSIBJISIETCS B TEUEHUE CIIEIYIOLIET0 CPOKa
ycrapeBanus (Aging Period), To
MPEIIONAraeTcs, YTO KOHEYHBINA XOCT
OTKJIFOUUJICS K Ha KOMMYTaTope
0CBOOOKJJAIOTCS] COOTBETCTBYIOIUE PECYPCHI

BhIkmounTh QyHKIUIO yCTapeBaHMUS.

port-security aging time <10-
10000000>

YcraHoBKa cpoka ycrapesanus. 11o
YMOJIYAHHUIO YCTAHOBJIEH CPOK YCTapEBaHUs
3600 cekyH.

port-security hold time<10-
10000000>

Hacrpoiika BpemeHu ynepxaHus,
HCIIONB3YETCS AJI ONpPEAENIEHUs TOro, KaK
noiro MAC-anapec xpaHuTCsi B TaOIHIIE
MAC-aapecos, eciu ObLII0 0OHAPYKEHO, YTO
OH HapylaeT orpaHndeHue. J{omycTumeiit
nuarna3oH cocrasigeT ot 10 mo 10 000 000
CEeKYHJ, 10 YMOJT4YaHuIo - 300 CEeKyH/I.

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br16op mopTOB /17151 HACTPOMKY NMapaMeTpoB

port-security

BkitoueHue ynpasieHusi OrpaHHYCHUEM
KOJIMYECTBA XOCTOB MopTa. YTOOkI clienarhb
JAHHYI0 (QYHKLHUIO pabOTOCIIOCOOHOM,
HEo0XO0IMMO BKIIFOUHTh €€ KaK rII00alibHO,
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no port-security

TaK 1 JIA IopTa.

BrixiroueHue ynpasieHus: OrpaHUYeHUuEM
KOJIMYECTBA XOCTOB I1OPTA

port-security maximum<(0-1023>

YcranoBka makcumaiibHoro uucia MAC-
a/IpecoB, KOTOPbIE MOTYT OCTaBaThCs
0€30MacHBIMH Ha YTOM MOPTY. DTO YUCIIO HE
MOXET npeBbiath 1024.

port-security violation
{protect | restrict | shutdown

}

Br16op pexxrma rpu mpeBbIIeHU TIpe/ena
MAC-anpecoB Ha OpPTYy

Protect - HmMUero He
NpennpUHUMATE

Restrict - Ecuu npenen 1OCTUTHYT,
nocneaytomue MAC-anpeca nmopra OyayT
MOJICYMTAHBI M OTMEUEHBI KaK HapylIalollue.
Takue anpeca MAC ynansiroTcst u3 TaOIHIIbI
MAC-anpecoB 10 HCTEUEHUH BPEMEHU
yaepskanus. B nydiiem ciydae HapylieHus
npenenbHbix 3HaueHnit MAC - aapec MOXeT
OBITH MIOMEYEH KaK HapyIICHUE B JIFOOOM
MOMEHT BPEMEHH.

Shutdown- Ecau npenen 10CTUTHYT, TO
3TO MPHUBEAET K OTKIIOUYEHHUIO MOpTa. ITO
0O3HAa4YaeT, 4To Bce 3amuiineHusie MAC-
azpeca OynyT yJalleHbl U3 IOPTa U HOBBIE
aapeca He OYIyT U3YUCHBI.

port-security maximum-
violation<1-1023>

HacTpoiika MakCUMalIbHOIO KOJIMYECTBA
MAC-aapecoB, KOTOpbIE MOT'YT ObITh
IIOMEUYEHBI KaK HapyIIAIOLUE 3TOT MOPT. ITO
qucio He MokeT npebimath 1023. o
yMOI4aHHUIO - 4. OH UCTIONB3YETCS TOJIBKO
TOTJa, KOrJa yCTaHOBJIEH peXUM restrict

port-security mac-address
sticky

Bxmouenune npukperierust MAC-anpecoB K
nopty. Korzna nopr HaxonuTcs B pexume
sticky, Bce MAC-aapeca, KOTOpbIE B
IPOTUBHOM ciy4ae ObUIH Obl M3yUYEeHbI KaK
JTUHAMHUYECKHE, Y3HAIOTCS KaK
3akpereHHsle. [Ipukpennennsie MAC-
azipeca SIBJISIFOTCA 4acThIO paboden
KOH(UTypaIyy 1 Mo3TOMY MOTYT OBbITh
coxpaHeHslI B startup-config. Ilpukpennennsie
MAC-aapeca coXxpaHsAIOTCs P U3MEHEHUHT
CCBUJIOK (B OTJINYHE OT IMHAMUYECKUX,
KOTOpBIE ITPUIETCS 3alIOMUHATH 3aHOBO). OHU
TaK)Ke BBIJIEPIKUBAIOT Mepe3arpysKy, eciu
pabouas KOH(pUTypaLus cOXpaHeHa B startup-
config.

port-security mac-address
<mac_ucast> vlan <vlan id>
sticky

no0aBJIeHUE CTaTUYECKOTO WIIN
3akperieHHoro MAC-aapeca, ynpaBiisieMoro
Port Security.

Jns no6aBnenus cratnueckoro MAC-aapeca
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BBOJ sticky ormyckaercsi.

[Ipumep HacTpoiiku mopTa B pexxume Restrict:

# configure terminal

(config) #interface GigabitEthernet 1/1

(config-if)# port-security

(config-if) # port-security maximum 20

(config-if)# port-security violation restrict
(config-if)# port-security maximum-violation 1000
(config-if) # port-security mac-address 00-00-00-00-00-01

[Tpumep HacTpoliku opta B pexume Sticky:

# configure terminal

(config) #interface GigabitEthernet 1/1
(config-if)# port-security

(config-if)# port-security maximum 6

(config-if)# port-security violation restrict
(config-if) # port-security maximum-violation 1000
(config-if)# port-security mac-address sticky

3.2.17.NAS (Network Access Server)
Kondurypuposanue cepsepa gocryna B cetb (Network Access Server) rmosie3Ho B c€TeBOM
cpelie, B KOTOPOH jKenaTelbHO ay TeHTH(PHUIIMPOBATH KIHEHTOB (supplicants) g0 Toro, kak oHU
MOJIy4aT AOCTYI K pecypcaM 3amuiieHnoi cetu. st 3ppeKTuBHOTO yIpaBiIeHUs JOCTYIIOM ISt
HeusBecTHbIX KiueHTOB, IEEE pa3zpaboran cranmapt 802.1X, obecnieunBaromuii npouenypy
ayTeHTU(UKaLMY Ha TIOPTY, IPEIOTBPALIAIOIIYI0 HECAHKIIMOHUPOBAHHBIN TOCTYII K CETH 110
3arpocaM MoJIb30BaTeNeH, BIIEPBBIC MPEIOCTABISIONINX YUETHBIE TaHHBIC JUIS LIeJei
ayreHTu(ukanuu. Kommyratop, cOeUHSIONINN KINEHTOB U radius-cepBep, 0ObIYHO paboTaeT
Kak ayTeHTHUKaTop. [ oOMeHa coOOIIeHUIMH ayTeHTU(DUKAITMN MKy KITUEHTaMH U
yaanenHsiM RADIUS-cepBepoM, TpoBEPSIIONTUM ayTEHTHYHOCTD TTOJIH30BATENS U €T0 MpaBa
noctyna, ucronbdyercss EAPOL (pacumpeHHbI MPOTOKOI ayTeHTHU(PHUKAIUH 110 JIOKaTbHBIM
cetsiMm). Ha manHOI cTpaHuile MOKHO HACTPOUTHh KOH(PUTYpPAIUIO ayTeHTU(DHUKATOpa THO0
r7100anbHO, 100 /I KaXJI0T0 MOPTa OTJACIBHO.

Komannma \ Onucanue

['moGasibHbIe HACTPONKHU

dotlx system-auth-control BxiroueHne Ha KOMMYyTaTOpe r100ajlbHO
802.1X u ayrenTudukanuo Ha ocHose MAC-
aJlpecoB.

no dotlx system-auth-control BBIK/II0YEHHE Ha KOMMYTATOPE III00aIBHO

802.1X u ayrentudukanuo Ha ocHose MAC-
aznpecoB. Ecin rmo6anbHO 3TH IPOTOKOJIBI
BBIKJIIOUYEHBI, ITepe/jada KaJpoB Oyer
paspelieHa Ha BceX MopTax.

dotlx re-authentication BKJTHOYMTH TOBTOPHYIO ayTEHTU(DUKAIIHIO IO
UCTCUCHUH UHTEPBAIa BPEMEHH, 3aJaHHOTO B
nosie "Reauthentication Period" (MutepBan
HOBTOpHO# ayTeHTH(UKanu#). [IoBTOpHYIO
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no dotlx re—authentication

ayTeHTHq)HKaHHm MOKHO HCIIOJIB30BaTh AJIA
OIpEeIEeNIEHNUs TOT0, OAKIOYEHO JIU K TOPTY
KOMMYTaTopa HOBOE yCTPOMCTBO.

dotlx authentication timer re-
authenticate <1-3600>

YcraHOBKa MHTEPBAJIA BPEMEHH, 110
UCTEYEHUH KOTOPOT'O MOAKIIOYEHHOE
YCTPOUCTBO MOKET OBITh
ayTeHTH(UIIpOoBaHO OBTOPHO. [1o
YMOJIYaHHUIO YCTAaHOBJIEH UHTEPBAJ
noBTOpHOM ayreHTH(PUKanuu 3600 cexyHI.
JonmycTuMblid 1Mana3oH 3Ha4eHui ot 1 10
3600 cekyH.

dotlx timeout tx-period <1-
©65535>

VYcraHoBka MHTEpBaJia BpEMEHH, B TEUCHUE
KOTOPOT0 KOMMYTATOp OyAEeT 0KUJaTh OTBET
OT MOJIABIIIETO 3aMpoC Ha JOCTYM K CETH
YCTpOICTBa B TEYCHHE CECCUU
ayTeHTHU(UKALMK TIepe]] TEM, KaK repeaaTh
nakeT Request Identify (3ampoc
unertuduxanun) EAPOL. Tlo ymonuanuto
3anaHo 30 cekyH. JlomyCTUMBIN 1Hana3oxn
3HaueHuit ot 1 10 65535 cexynz.

dotlx authentication timer
inactivity <10-1000000>

YcraHoBKa MHTEpBaja BPEMEHH,
OIIPENIENSAIOIET0 JOIyCTUMOE BpeMs JOCTyIa
KJIMEHTa K KOMMYTaTopy JUis
ayrenTu¢ukauuu no 802.1X u MAC- anpecy.
[To ymomuanuto cocrasiser 300 cexkyHA.
Jonyctumblii Auana3ox 3HayeHuit ot 10 1o 1
000 000 cexyHa.

dotlx timeout quiet-period
<10-1000000>

VYcTaHoBKa BpeMEHH, 10 UCTEYEHUU KOTOPOTO
unaunmpyercsa otkaz EAP, nu6o
MIPEBBILICHNE UHTEPBAJIa OKUJAHUS
RADIUS, n3-3a 4ero KJIMEHT HE MOy
JOCTYI. DTa HaCTpOMKa MPUMEHSIETCS K
nopTam, paboTaroIUM MPHU ayTEHTUPUKALIH
Single 802.1X, Multi 802.1X unu Ha OcHOBE
MAC - anpecos. ITo ymomganuto Bpems
yaepxkuBaHus coctanisieT 10 cekyH.
Honyctumslid quana3oH 3HaueHuid ot 10 g0 1
000 000 cexyH.

dotlx feature radius-gos

Bxitouenue QoS, nHaznauenHoro RADIUS.

dotlx feature radius-vlan

Bxmouenue VLAN, naznauennoro RADIUS.

dotlx feature guest-vlan

Bxmiouenue rocreBoro VLAN sBiseTcs
cnenuanbHO VLAN, THIUIHBEIM
Ha3HAYECHHUEM KOTOPOU SABJISAETCS
MPEIOCTAaBICHUE OTPAHUYECHHOTO JOCTyNa K
cetu. Korma yHKIMs BKIIIOUEHA, TyOIUKATHI
HAaCTPOEK MHIUBUAYAJIBHOTO TTOPTA
OTIPEICIISIOT, MOKET JIU TIOPT OBITh
nepemenieH B rocreByto VLAN. Korna
(GYHKIUS BBIKJITIOYEHA, BO3MOXKHOCTD
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nepemenieHus nopra B rocresyro VLAN
OTKJIFOYEHA Ha BCEX MOpTax.

dotlx guest-vlan <1-4095>

YcTaHoBKa HOMepa rocTeBoro vlan, paboraer
TOJILKO B TOM ciIy4ae, korja rocteBas VLAN
BkioueHa. VLAN ID nmpezcrasinsier co0oit
3Ha4YeHHE, IPUCBAUBAEMOE TIOPTY, €CJIU MOPT
nepementaercs B rocreByto VLAN. /luanazon
3gaueHuii: ot 1 mo 4095.

dotlx max-reauth-reg<l-255>

YcraHOBKa MaKCHMAJIBHOTO YHCIa
MMOBTOPHBIX ayTEHTU(DHUKAITUH.
MakcuMallbHOE YHCIIO TIepeay
KOMMYTaTOPOM KaJipa 3ampoca
uneatudukaun EAPOL, ocratomuxcs 6e3
OTBETa Iepe1 TeM, Kak mopT OyneT qo0aBiieH
B rocteByi0 VLAN. 3HaueHue MOKeT ObITh
HM3MEHEHO TOJIBKO B TOM Cllydae, ecli
rocteBas VLAN BkIIroYeHa r100aIbHO.
Jwnamnazon 1~255.

dotlx guest-vlan supplicant

Pazpemenue roctesoro VLAN, eciiu BuaeH
EAPOL. KommyTaTop noMHHT, ObUI JIH
npusAT kajgp EAPOL B TeueHue BpeMeHH
*u3HU nopra. Koraa koMMyTaTtop npuHumact
peiieHue o Bxoze B rocteByro VLAN, on
CHayaja IpoBepsET, BKIOUEHA WU
BBIKJIFOYEHA 3Ta onuus. Eciau oHa BeIK/IIOUYEHA
(¢ar B mone CHAT — 3HAUYCHUE T10
YMOJTYaHUIO ), KOMMYTATOp BOIJET B
rocteByto VLAN TonbKO B TOM cityyae, eciid
kajap EAPOL nHe Obul npUHST HA IOPTY B
TE€YeHHE BPEMEHM JKU3HHU nopTa. Ecinu onuus
BKJItOU€Ha ((iar B 1oJie yCTAHOBJIEH),
KOMMYTAaTop BOIAET B rocteByro VLAN,
naxe ecnu kaap EAPOL Obut mpuHsAT Ha
IIOPTY B TEYEHHE BPEMEHU JKU3HU N1OPTA.
3HaueHUE MOXKET ObITh U3MEHEHO TOJIBKO B
TOM ciyyae, eciii rocreBasi VLAN BkiroueHa
rJ100aJIbHO.

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

dotlx port-control {auto
force-authorized | force-
unauthorized | mac-based
multi | single}

BriOupaet pexum ayTeHTH(PUKAIIUU TOpTa.
JlanHas HacTpoiika paboTaeT TOIBLKO B TOM
ciydae, Korja rmo0anbHo BkiItoueH NAS.
Pexumbl paboThI:

Auto - B aTOM pexxume paboTsl
TpedyeTcs, 4TOOBI CEpBEPOM
ayTeHTU(UKauu OblT aBTOpu30BaH dotlx-
COBMECTHMBIN KiaueHT. Kimenram, e
obOmamaronumM dotlX-COBMECTHMOCTBIO,
JIOCTYTI Oy/IET 3aIpeIleH.
force-authorized - B 3TOM pexume
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paboThl KOMMYTATOP OTIPABHUT OJIUH KaJIp
ycnenrHoi (ayteHTudukanun) EAPOL, ecnu
OCYLIECTBJISIETCS IOJKIIIOUEHHUE K MIOPTY, IpU
ATOM JIF0OOMY KJIIMEHTY Ha OpTY OylieT
pas3pelleH A0CTYII K ceTu 0e3
ayTCHTH(UKAIINH

force-unauthorized - Barom
pexxumMe paboThl KOMMYTATOP OTIPABUT OJIUH
Kajap otkasa (ayrenrudukamumn) EAPOL,
eclii OyJIeT OCYIIECTBIIAETCS MOAKIIOUEHUE K
IOPTY, IIPU 3TOM JIFOOOMY KJIMEHTY Ha IOPTY
OyZeT 3ampenieH JoCTyM K CEeTH.
mac-based - aBTOpU3aLXs HA OCHOBE
MAC — agpecoB. He npuHUMaroTCs U HE
nepenatorcs kagpsl EAPOL. ITpu
ayrenTudukanuu Ha ocHoBe MAC - aapecos,
JUISI TIOJIOBUHBI KIIMEHTOB KOMMYTaTOpP
paboTaer, KaKk KIMEHTCKOE YCTPOHCTBO,
IIOCJIaBLIEE 3alpoC Ha JOCTYII K pecypcam
cetu. Havanbupiii kaap (Jiro60ro THIIA),
OTIPABJICHHbIN KIMEHTOM, aHAJIU3UPYETCS
KOMMYTaTOpOM, KOTOPBIH, B CBOIO O4EpE/b,
ucnonbszyeT MAC - agpec KiIueHTa B
KauecTBE MMEHH I10JIb30BaTENs U MMapois B
nocneayrouiemM oomene nanubiMu ¢ RADIUS-
cepsepom 1o EAP. 6-6atitaeiit MAC - agpec
npeoOpa3yeTcsi B CTPOKY BUAA "XX-XX-XX-XX-
xx-xXx", T7ie TUpe (-) UCTIOTB3YETCs B KAUeCTBE
CUMBOJIa-PA3AEIUTEIS MEXKIY
HIeCTHAATEePUUHBIMU LIUppamMu
(3anMcaHHBIMU CUMBOJIAaMU HUXKHETO
perucrpa).

Multi - B pexume pabotst Multi 802.1X,
OJIHO WK O0Jiee KIIMEHTCKUX YCTPONCTB
MOTYT OBbITh ayTEeHTHU(PHUINPOBAHBI HA OTHOM
Y TOM € MOPTY B OJTHO U TO XK€E BPEMS.
Kaxknoe KIMeHTCKoe yCTpOMCTBO
ayTeHTU(UIUpPYETCsS UHIAMBUAYAIBHO; €r0
6e3onacHocTh B Tabnuie MAC - anpecos
oOecnieunBaeT Moayib “Port Security”
(be3zomacHocTh TIOpTA).

Single - B pexume pabotsl Single
802.1X, ayTeHTU(HHUIMPOBATHCS HA IOPTY
OyZeT MPeuMyILIECTBEHHO OJTHO KIIMEHTCKOE
YCTPOICTBO, OTIIPaBUBLIEE 3aPOC HA JOCTYTI
K pecypcaMm ceTH. J[Jisg CBSA3U MEKITY
KJIMEHTCKUM YCTPOMCTBOM U KOMMYTAaTOPOM
HCIOJIBb3YIOTCS HOpManbHbIe Kaapsl EAPOL.
Ecnu x mopty nojkitoueHo 6ojee 0JTHOTo
KJIMEHTCKOTO YCTPONCTBA, IEPBbIM U3 HUX
OyJIeT CUUTAThCS TO, KOTOPOE MOSBUIOCH
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paHbIIle BCEX OCTAIBHBIX B TOT MEPHO/I, KOTAA
nopT ObLT BKIIIOUEH. Eciu Takoe KIMeHTCcKoe
YCTPOMCTBO HE OTIPABUIIO MPABUIHHON
y4eTHOI uH(OpMaLMK B TEYEHHUE 33JaHHOTO
BPEMCHH, [IAHC MTOJIYYHT JPYTroe KINCHTCKOE
ycTpoiicTBO. Kak TOJIBKO KIIMEHTCKOE
YCTPOKCTBO OYyJIET YCIEIIHO
ayTeHTU(UIIUPOBAHO, TOJIBKO eMy OyeT
paspelieH AOCTyI. DTOT PeKUM paboThI
ABIIseTCS Hanbosiee 6e30MacHbIM U3 BCEX
MOJIJIEPKUBAEMBIX PEXKUMOB. B 3TOM pexnme
A obecrieyenus oe3zomacaocty MAC -
azpeca KIIMEHTCKOr0 yCTPOUCTBa
UCIonb3yeTcss Moayis “Port Security”
(be3omacHocTs mopTa) (mociie Toro, Kak
YCTPOMCTBO OYJET YCHEIIHO
ayTEeHTU(ULIMPOBAHO).

dotlx radius-gos

BkitoyeHne RADIUS-Assigned QoS Ha
OpTY

dotlx radius-vlan

BkitoyeHne RADIUS-Assigned VLAN Ha
OpTY

dotlx guest-vlan

BKJItOUeHHE rocteBoro VLAN Ha nopty

dotlx re—-authenticate

PectapT mporiecca ayreHTH(GHUKaINN

3.2.18. ACL. Cnucku gocryna

ACL siBnsieTcs 1OCie10BaTeIbHBIM CIIUCKOM, UCIIOJIB3YEMBIM JIJISl Pa3pEIICHUS WIH 3alpeTa
JOCTYTA MOJb30BaTeNeil K MHPOpPMAIMU WK K BBIMOJIHEHHIO 33/1a4 10 ceTH. B nanHOM
KOMMYTAaTOp€ MOJIb30BATEIN MOTYT 33/1aTh IIpaBUjia, IPUMEHSIEMbIE K HOMEpPaM MOPTOB JJIst
pa3pelIeHUs WK 3a1peTa Onepauri, Wik OrpaHUYEHUs IPEIEIBHON CKOPOCTH.

Komanma

‘ Onucanue

I'moGasibHbIe HACTPONKHU

access-list rate-limiter <1-
16> {100kbps | 100pps | pps}

Hacrtpolika orpanndeHus CKOpOCTH:

<1-16> - uaeHTUPUKATODP MIPaBUIA
{100kbps | 100pps | pps} — BBIOOp €MHMUIIL
M3MEpEHMUS, N10CIIE BBOJA EAUHUL] U3MEPEHNUS
TpeOyeTcst BBECTH IIOPOrOBOE 3HAUYEHUE, IPU
IPEBBIILIEHUH KOTOPOT'O MAKEThl Oy IyT
0TOpachIBaThCS.

access-1list ace <1-128>

no access-1list ace <1-128>

Coznanue npaBuia GUIBTPALUU IS
MOJINTUKHU JOCTYTIA — JIJIsl ONIPENETIEHHOIO
nopTa uJn Aajid BCEX IMOPTOB

VY nanenue npasuia

access-1list ace <1-128>
ingress {any | interface}

Br16op BXoasiero nopra.

access-1list ace <1-128>
policy<0-63>

Br160op GuiibTpa MoauTUKY, YTOOBI
O0T(UIBTPOBATH KOHKPETHYIO TOJIUTHUKY T10
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nanHoMy ACE. Ilo ymonuaHuio ycTaHOBJIEH
(GUIBTP HE MPHUCBOCH.

access-listace<l-128>frame-

type {any | arp | etype | ipvi4
| ipvd-icmp | ipvéd-tcp | ipvéd-
udp | ipv6 | ipvée-icmp | ipvé6-
tcp | ipvé6e-udp}

Bri6op Tuna kazapa. [1o ymoruaHuio MOXHO
UCIIOJIb30BaTh JIFOOOH THII Kajpa.

access-1list ace <1-128>
action {deny | filter |
permit}

Br16op omnepanuu ¢ Kaapom, KOTOPbIi
nonanaeT B 3ToT ACE

Deny - kajup, nonasuuii B 3ToT ACE,
0TOpachIBaeTCsl.

Permit - KaJpy, KOTOpbIU MMOMAIAET B 3TOT
ACE, npenocrasisieTcs: pa3pelieHue Ha
onepanuto ACE.

Filter - Kaapbl, COOTBETCTBYIOIIHE
ACE, bunpTpyrorcs.

access-list ace <1-128>
rate-limiter <1-16>

access-1list ace <1-128>
rate-limiter disable

Bxnrouyenue OI'paHUYCHUA CKOPOCTHU.

Briximouenue OrpaHN4C€HUs CKOPOCTHU.

access-1list ace <1-128> mirror

access-1list ace <1-128> mirror
disable

Bxrouenune QyHKIMM 3epKaiia

Brixmrouenue GyHKIMH 3epKaia

access-1list ace <1-128>
logging

access-1list ace <1-128>
logging disable

Bxirouenue perucrpauuy B CACTEMHOM
JKypHaJe.

BoIikimtoueHue peructpauuy B CHCTEMHOM
KypHaJe.

access-1list ace <1-128>
shutdown

access-1list ace <1-128>
shutdown disable

BxmrounTts QyHKIMIO OTKIIIOUEHUS TOpTa

BBIKTIOUNTS (PYHKIUIO OTKIFOUEHUS 1OpTa

access-list ace <1-128>
{any | tagged | untagged}

tag

Br160p kaipoB B COOTBETCTBUHU C TETaMu
802.1Q.

Any - JoIycKaeTcs Jro0oe 3HaueHHe
Tagged- TonbKO Kaap ¢ TEramH.
Untagged - Toabpko kKaapsl 0€3 TEToB.
3HavYeHHE MO YMOJIYAHUIO - Any

access-1list ace 1 vid {<1-

Bri6op vlanid ans nannoro ACE
Any - (uibTp HE 3a7aH

4095> | any}

access-1list ace 1 tag-priority
{0-1 | 0-3 | 2-3 | 4-5 | 4-7 |
6-7 | <0-7> | any}

Br16op 3nauenus User Priority (IIpuoputet
MoJIb30BaTes ), HailieHHoro B tere VLAN

Hactpolika noptoB

interface GigabitEthernet
<port type list>

Br16op nopToB /7151 HACTPOMKYU apaMeTpoB
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access-1listpolicy<0-63>

YcraHoBka uaeHTU(UKATOPA TPABIIT CITUCKA
JIOCTYTIa onpenesieHHomMy mopty. [Topt moxer
MCIIOJIb30BATh TOJIBKO OJUH HICHTU(DUKATOP
MpaBUJI CIIMCKA JIOCTYIIA, OJTHAKO,
UACHTH()HUKATOP MPABUII CIIUCKA JJOCTYyTIa
MOKET OBITh IPUMEHEH KO MHOTHUM IOPTaM.
[To ymomyanuio HASHTUDUKATOP UMEET
3HaueHwue 0.

access-list action {deny |
permit}

Paspemraer unm 3anpenaer Kajap Ha OCHOBE
TOr'0, COIIaCy€eTCs JIU OH C IPAaBUIIOM U3
IIPUCBOEHHOM TPYMIIbI ITPaBUIL.

access—-1list rate-limiter <1-
16>

YcraHoBka HICHTH(PHUKATOPA OTPAHUYUTEIIS
CKOPOCTH, pUMEHsieMoro K nopty. [IpaBuio
OTPaHUYEHUST CKOPOCTH MOXKET OBITh 33/1aHO
B peKUME TT100aIbHON KOH(UTYpaIHH,
KOMaHJOU access—-1ist rate-
limiter <1-16> {100kbps |

100pps | pps}

access-list redirect interface
GigabitEthernet
<port type list>

Br16op nopta, Ha KOTOpPbIi
[IEPEHAIIPABIISIFOTCS COTJIACYIOIINECs Kapbl.

access—-1list mirror

No access-list mirror

Bxuttouenne GyHKINU 3epKaIMPOBAHUS.
Korna ¢pyHkus 3epkanvpoBaHus BKIOYEHA,
KOIIMM COTJIACOBAHHBIX KaJIpOB OyAyT
3epKAIMPOBATHCS B MOPT HA3HAYEHUSA. DTUM
apaMeTpoM 3aaeTcsl 3epKaMpOBaHKUEe OPTa
Ha ocHoBe ACL, a nmopT 3epKanupoBaHus
3ajjaeTcs Ha oO1Iel cTpaHuIle HAaCTPONUKU
3epKaJla, pealn30BaHHON HE3aBUCUMO.

BoikimtoueHune pyHKIMY 3epKaTupOBaHUs

access-list logging

no access-list logging

Bxirouenue peructpanum coraacyronmxcst
KaJIpOB B CHCTEMHOM >KypHaJe.

BrIxiroueHue peructpanyu

access-1list shutdown

no access-1list shutdown

BrikimroueHue nopra, Korja corjiacyromuecs
KaJIpbl TIOSIBJISIFOTCS HA TIOPTY.

OtmeHa KOMaH/bI

access-1list port-state

no access-list port-state

W3menenne coctosiHus nopra. [ToBTopHOE
BKJIIOYEHHUE NOPTa, KOTOPBIN ObLI BHIKIIOYEH
npasuiioM acl

N3menenue coctosHus nopra. Beikimrouenue

Hacrpoiika Time-base

Ormcanue

time-range <word32>

Komanna ucnions3yercst Ajig CO3/1aHusl WK
W3MEHEHUS Juana3oHa BpeMEH! Ha
koMMmyTaTope. Mcronb3yercst B crinckax
noctyma (ACL) st ynpaBieHus TOCTYTIOM K
CETHU B ONpeJIeJICHHbIE MEPUOIbl BPEMEHH.
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no time-range [<word32>]

<word32> — 3T0 YHUKAJIbHOE UM, KOTOPOE
BBI Ia€Te AMaNa3oHy BpeMeHHu. OHO MOXET
Co/IepXkaTh 10 32 CUMBOJIOB.

Komanna ucnions3yercs 11 yaaJleHust
JiMarna3oHa BpeMEHHU, KOTOpbIH ObUT paHee
CO3J1aH Ha KOMMYTaTOpE.

[ToxpexnM HaCTPOWKH time-range

Onucanue

absolute [start <hhmm><date>]
[end <hhmm><date>]

no absolute

periodic

{Monday | Tuesday|Wednesday| Thur
sday|Friday|Saturday|Sunday|da
ily|weekdays|weekend} <hhmm>
to

[Monday | Tuesday|Wednesday | Thur
sday|Friday|Saturday|Sunday]
<hhmm>

no periodic

{Monday | Tuesday|Wednesday| Thur
sday|Friday|Saturday|Sunday|da
ily|lweekdays|weekend} <hhmm>
to

[Monday | Tuesday|Wednesday | Thur
sday|Friday|Saturday|Sunday]
<hhmm>

YcTaHoBKa aOCOJIIOTHOTO BPEMEHH Havajia
WM KOHIIA AMana3oHa BpeMeHu. Bpemst
3aj1aeTcs B popMaTe 4acoB M MUHYT
(HH:MM), a nata — B opmare roja,
Mmecsa u 181 (YYYY/MM/DD)

OTmeHa HacTpOMKH a0COIOTHOTO BPEMEHHU.

VYcTaHOBKa EPUOIUYECKOTO BPEMEHHU.
Mo>xHO yKa3aTh THU Hellenu (MSATHUIIA,
MOHEETBHUK, Cy000Ta, BOCKpPECEHbBE,
YeTBepr, BTOPHUK, CPE/Ia) WIH TUIIBI
NEPUOOB (€XKETHEBHO, €KEHENIEIbHO,
BbIXO/HbIE). Bpems 3amaetcs B popmare
yacoB 1 MuHyT (HH:MM).

OTMeHa HacTPOMKU MEPHOANUYECKOTO
BPEMEHH.

Hactpoiika ACL Time-base

Onucanue

access-list ace <1-1024>
action {permit|deny|filter
{switchport <1~53>|interface
<port type list>}} [time-range
{<word>|disable}]

Cosznanue criucka gocryna (ACL) ¢
ykazaHueM Homepa (ot 1 no 1024), neiictBus
(pa3pemuTp, 3arpeTuTh WK QUILTPOBATS),
opTa KOMMYTaTOpa WK UHTEpdeiica, ¢
JMana30HOM BPEMEHH.

[Tpocmotp nHpopmanmu Time-base

show time-range [<word32>]

Komanna ucnonb3yercs A1 0TOOpaxeHus
nH(pOpMaLIMU O TUarna3oHe BPEMEHH,
KOTOPBII OB CO3/1aH HAa KOMMYyTaTope. JT1a
KOMaH/1a [03BOJISIET IPOCMOTPETh HACTPOUKH
BPEMEHH, CBA3aHHBIE C OIIPEIETICHHBIM
MMEHEM Jlhara3oHa, UK BCe CO3/JaHHbIE
Jana3oHbl BpEMEHH.
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3.2.19.1P Source Guard. 3amura IP-agpeca ucrounnka

®Oynknus [P Source Guard B Ethernet-koMmMmyTaTopax npenHa3zHadeHa Jijisi 00ecreueHus
JIOITOJTHUTEIbHOM 3alIUThl OT HECAHKIIMOHUPOBAHHBIX JEHUCTBHM MOJIb30BATEIICH.

3.2.20.1IP Source Guard

Komanna Onucanue

I'moGanbHBIE HACTPOHKH

ip verify source Bxurouenue 3ammtel [P-aapeca ncrounuka

no ip verify source Brixkimrouenue 3amursl [P-agpeca nctounnka

ip verify source translate npeoOpa3oBaHKe TMHAMUYECKHUX 3aluceil B
CTaTUYECKHUE.

no ip verify source translate OTMeHa KOMaH bl

ip source binding interface Hacrpoiika cTaTHuecKux MpaBuil. Y CTAaHOBKA

GigabitEthernet cootBercTBUi Mexay [P-angpecom, Homepom

<port_type_id><vlan_id><ipv4_u | mopra, MAC-agpecom u VLAN ID.
cast><mac ucast>

Hacrpoiika noptoB

interface GigabitEthernet Br100p OPTOB /17151 HACTPOMKYU TapaMETPOB
<port type list>

ip verify source Bxutouenue 3ammtel [IP-anpeca ncrouHrka Ha
noprty. Jyig Toro, yto6s1 3aumTa [P-aapecos

UCTOYHUKA padoTana, QyHKIMS TOJIKHA ObITh
BKJIIOUEHA B TJI00ABHOM PEKUME U Ha TIOPTY.

no ip verify source Brixmrouenue 3ammrsl [P-anpeca ncrounnka
Ha MOPTY.
ip verify source limit <0-2> Br100p MakcHUManbHOTo uucia

JUHAMHUYECKUX KIMEHTOB Ha TMOPTY.
Bo3moxHsl crienyromue Bapuastsr: 0, 1, 2
Ecnu BKIItOUeH pexum padoThl opTa u
MaKCHMaJbHOE YHCIIO KJIINEHTOB paBHO 0,
KOMMYTaTOp OyJeT TOJBKO nepenaBarh [P-
IIAKEThI, KOTOPBIE COTIACYIOTCS CO
CTaTMYECKUMH AyeMeHTaMu criucka (IP-
azpecaMu) /Ui AanHoro nopta. 1o
yMoJTdYaHuI0 3HadeHue unlimited
(HEeorpaHMYEHHOE KOJIMYECTBO)

3.2.21.1Pv6 Source Guard

Komanma Ormcanue

I'moGanpHBIC HACTPONKH

ipve verify source Bxurouenue 3ammthl [P-aapeca nctounnka
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no ipve verify source Brixnrouenue 3ammrsl [P-anpeca ncrounnka

ipv6e verify source translate npeoOpazoBaHue TUHAMUYECKHUX 3amuceil B
CTaTUYECKHUE.

no ipv6 verify source

translate OTmeHa KOMaHbl

ipv6 source binding interface Hacrpoiika cTatnyeckux npaBuil. Y CTaHOBKA

GigabitEthernet <port_type_ id> | coorserctBuii Mexay IP-anpecom, HOMEpOM

{<ipv6_ucast> | vlan} nopta, MAC-anpecom 1 VLAN ID.

Hactpoiika noptoB

interface GigabitEthernet Be160p mopToB /1 HACTPOUKU ITapaMeTPOB

<port type list>

ipve verify source Bxirouenue 3amuthl [P-aapeca uctounuka Ha

nopry. s Toro, uroOsl 3amura IP-agpecos
UCTOYHUKA paboTana, QyHKIHS TOJIKHA ObITh
BKJIIOYCHA B TI100aJIbHOM PEXXHME U Ha TIOPTY.

Brixkimrouenue 3amursl [P-agpeca nctounnka
No ipv6 verify source Ha TIOPTY.

ipV6 veri fy source 1 imit<0-2> B1,160p MaKCUMAaJILHOTO Uuciia
JUHAMHUYECKHX KIUEHTOB Ha MOPTY.
Bosmosknsl cnenyromue Bapuantsl: 0, 1, 2
Ecnu BkITtOUeH pexxum paboThl MopTa u
MaKCHUMaJIbHOE YMCJI0 KIIMEHTOB paBHO (),
KOMMYTAaTop OyJeT TOIbKO nepenaBath [P-
MaKeThl, KOTOPHIE COTIACYIOTCS CO
CTaTHYECKUMH dyeMeHTaMu crucka (IP-
aapecamu) Juist JanHoro nopta. [lo
yMOJTYaHHIo 3HaueHue unlimited
(HEeOTrpaHMYEHHOE KOJUYECTBO)

3.2.22. ARP inspection. Uucnexnust ARP
Nucnekuus ARP-nakeToB ucnonb3yeTcs Ui 0T(GUIBTPOBBIBAHNS HECAHKIIMOHUPOBAHHBIX
naketoB ARP. OTo no3BossieT mpe1oTBpaTuTh MHOTHE BU/IBI aTak Kiacca «man-in-the-middle»
(aTaka «4enoBek nocepenuHe»). Ilpu oOGHapykeHHMH KOMMYTaTOpPOM HECAaHKIIMOHUPOBAHHOTO
ARP-nakera um aBTomatudecku cozgaercs Gpunbtp MAC-aapecos, 610Kupyromuii Tpaduk ot
MAC-anpeca u cetu VLAN, 0T KOTOPBIX OCTYIINJI HECAHKIIMOHUPOBaHHbI ARP-maker.
[Tepuon aktuBHOCTH QuiIbTpa MAC-asapecoB Ha KOMMYTAaTOpPEe MOKHO HACTPAUBaTh.

Komanna Onucanue

I'moGanbHBIE HACTPOHKHU

ip arp inspection Brurouenue ¢pyHkunu nHcneknun ARP-
IAKETOB

no ip arp inspection Brixmouenne GpyHKnud nHcneknun ARP-
IAKETOB

ip arp inspection vlan Bri6op VLAN Ha KOTOpBIX OYJeT BKIIOYEHA
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<vlan list> logging {all |
deny | permit}

¢ynkuus nacnekuuu ARP-makeroB. A takke
HACTpOMKa THUIIa 3aIlUCEe, MepeIaBaeMbIX B
JKYpHaJIL.

ip arp inspection entry
interface GigabitEthernet
<port type id><vlan id><mac uc
ast><ipv4 ucast>

Hactpolika ctatnueckoi 3anucu
<port type id> - HOMEp mopTa
<vlan id> - Homep vlan

<vlan id> - mac-aapec

<ipv4 ucast> - ip-ajpec

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br160p mopToB A1 HACTPOIKK apaMeTpoB

no ip arp inspection trust

ip arp inspection trust

Bxmouenue pynkuun nHcniekuuu ARP-
MAKETOB Ha MOPTY.

Brikmouenne Gpynkuun nacnekiuu ARP-
MaKETOB Ha MOPTY.

ip arp inspection check-vlan

no ip arp inspection check-
vlan

Bxirouenue nposepku VLAN.

Beixirouenue nposepkun VLAN.

ip arp inspection logging {all
| deny | permit}

no ip arp inspection logging

deny - B )xypHan nomemarorcs
3aIpelieHHbIE 3alUCH.

permit - B xKypHai noMmemarorcs
pa3peLIeHHbIE 3aIUCH.

All - B xypHaa IOMEILIATCs BCE 3alUCU

B JKYpHaAJI HUYCTO HC 3aIlMMCBbIBACTCA.

3.2.23. Hacrpoiika Gratuitous ARP

Gratuitous ARP (GARPs) — ato cnenmanbHubiil Buj maketoB ARP, oTmpaBisieMbix
YCTPOMCTBOM Jake TOT/a, Korjia oHO He 3ampaiuBaio MAC-aapec Ipyroro ycTpoiicTsa. Otu
MaKeThl UCTIONB3YIOTCA JIsl OOHOBIeHUs Tabmi ARP Ha coceHux ycTponcTBax, mo3Boss
CBOEBPEMEHHO OOHOBIIATH 3anucu B Tabmuie ARP.

Hacrpoiika Gratuitous ARP none3Ha B cutyanusx, Korja ycTpoicTBO IepeMeIaeTcsi BHyTpU
cetu unu uzMmensiercs [P-agpec, uro0Ob1 ObicTpo 06HOBUTH Tabnuiel ARP coceneli n nzbexarpb
3a/IEPIKEK CBA3H .

Komanma OnmcaHue

HacTtpoiika untepdeiica L3

ip gratuitous-arp tx-interval
<5-200>

BrImtounTh MEPUOINIECKYIO OTIPABKY
gratuitous-arp kKaapoB (cpazy request u reply)
c u"repeiica L3.
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no ip gratuitous-arp

ip gratuitous arp {deny |
permit}

OTKIIFOYaeT NePHOIUYECKYIO OTIPABKY
gratuitous-arp kaapos ¢ L3 unrepdeiica.

3anpeTuTh WK Pa3pelluTh MOIyYCHHE
gratuitous-arp kaapoB Ha L3 unrepdetice .

ITpumep:

interface vlan 10

ip address 192.168.10.18 255.255.255.0

ip gratuitous-arp tx-interval 5

ip gratuitous-arp deny
|

3.2.24. ARP Proxy

ARP Proxy (Proxy ARP) — 3710 MexaH13M, KOTOPBIH I03BOJIIET KOMMYTaTOpy oTBe4yarh Ha ARP-
3alpocChl, MpeJHa3HauYeHHbIE Ul YCTPOICTB, KOTOpbIE HAXOJATCS 32 HUM, HO HE B TOH ke
HOJCETH. DTO IMOJIE3HO B CETAX C HECKOJIBKMMHU IOJACETSIMM, Ie TpedyeTcs 00ecrnednuThb
B3aUMO/ICHICTBHE MEXIY YCTPOICTBaMU, HAXOASIUMUCS B PA3HBIX MOJCETSX.

[Tpunuun pabotsr ARP Proxy

Korna ycrpoiictBo ormpasisger ARP-3anpoc nns IP-agpeca, KOTOpbIli HaXxOAWTCS B JIpyrou
MOJICETH, KOMMYTaTop ¢ BKItOYeHHBIM ARP Proxy oTBewaer Ha 3TOT 3ampoc, UCHOJIb3Ysl CBOM
MAC-agpec. OTO MNO3BOJSET YCTPOMCTBY, OTIPAaBUBLIEMY 3alpoOC, YCTAHOBUTH CBS3b C
YCTPOWCTBOM B JIPYrOM MOJICETH YEPE3 KOMMYTATOpP.

KomaHma

OnmucaHue

Komanna B rio0aipsHOM peKUMe

ip arp proxy

no ip arp proxy

Bxmrodaer pexum npokcuposanus ARP-
3aIpoCOB IJI1 KOMMYTaTopa

OTkirovaer pesxuM npokcupoBanus ARP-
3aIpoOCOB AJIA
KOMMYTaropa

ip arp timeout <1-4294967295>
| default

Hactpoiika Bpemenn oxxunanus ARP-3anuceit
B IN100aJIbHOM KOH(UTYpallii KOMMYTaTopa.

- [Tapametp <1-4294967295> yka3bIBaeT Ha
JMana3oH 3HauY€HUN BPEMEHU OKUIaHUSI.

- default — 3nauenue no ymomuanuto 60000
CEKYH/I.

Hactpotiika B pexume KoHpUrypupoBanus L3
uHTepdeiica

Onucanue
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ip arp proxy

no ip arp proxy

Bxurouaet pexxum npokcupoBanusi ARP-
3arpocoB it KOHKpeTHoro L3 unrtepdeiica.

OTkirovaer pesxuM npokcuposanus ARP-
3ampocoB A1 KOHKpeTHoro L3 unTepdeiica.

ip arp timeout <1-4294967295>
| default

HacTtpoiika BpeMeHH 0XKHIaHUs B PEKUME
KoHurypupoBanus L3 unrepdeiica

- [Tapamerp <1-4294967295> yka3biBaeT Ha
JMara3oH 3HAUYCHU BPEMEHU OXKHJIaHHSL.

- default — 3nauenue mo ymomganuio 60000
CEKYH/I.

Komanpl npocMoTpa uHpOpMaLHH.

show ip arp configuration

Komanaa npocMoTpa nHbOpMaIuu o
koHpuryparuu ARP.

show ip arp

Komanga npocmorpa unpopmanuu o ARP.

[Tpumep KOHPUTYpaTIH:
| swi

hostnameSWl

I

vlian 2-4

1

ip arp proxy

ip arp timeout 60

1

interface GigabitEthernet 1/1
switchport mode trunk

switchport trunk allowed vlan 2,3

description Connect SW2

|
interface GigabitEthernet 1/2
switchport access vlan 2
description Client A

|

interface VLAN 2

ip address 192.168.2.1 255.255.255.0

no ip arp proxy
|

interface VLAN 3

ip address 192.168.3.1 255.255.255.0

no ip arp proxy
|

interface VLAN 4

ip address 192.168.4.1 255.255.255.0

| sw2

hostname SW2
|

vlian 1-4
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ip arp proxy

ip arp timeout 60

interface GigabitEthernet 1/1
switchport mode trunk

switchport trunk allowed vlan 2,3

description Connect SW1

interface GigabitEthernet 1/2
switchport access vlan 3
description Client B

interface VLAN 2
ip address 192.168.2.2 255.255.255.0

no ip arp proxy

interface VLAN 3
ip address 192.168.3.2 255.255.255.0

no ip arp proxy

interface VLAN 4
ip address 192.168.4.2 255.255.255.0

3.2.25. Radius

Komannma

Onucanue

I'nmoGasibHbIe HACTPOHKU

radius-server timeout<l-1000>

Hacrtpolika BpeMeHu 0’)KuJaHus OTBETA OT
cepBepa ayTeHTU(UKALIUY TIEpe]] TeEM, Kak
TTOBTOPHUTH 3aIpPOC.

radius—-server retransmit<l-

Hacrpoiika 4yuciia moBTOPHOU Iepeadu

<linel-63>

1000> 3aIpOCOB Ha CepBEp ayTEHTHUPHUKALIIH.

radius-server deadtime<l- HacTpoiika BpeMeHH OTCYTCTBUSA CEpBEpa

1440> (Bpems1, B TEUEHUH KOTOPOr0 KOMMYTATOp HE
Oy/ieT MOoChIIaTh HOBBIE 3aIIPOCHI Ha CEPBEp,
KOTOPBIN HE OTBETHJI HA MPEIBI YT
3anpoc)

radius-server key BBog kiroua aiauHoM He 0osiee 64 CHMBOJIOB.

(unencrypted | encrypted)

radius-server
<ipv4 ucast>

attribute 4

Hactpoiika ipv4-agpeca, B kKauecTBe
aTpuOyTa 4 B makeTax 3ampoca JJocTyIa
RADIUS. ITo ymom4aHuiO UCTIONIB3YETCSI 1p-
aJipec UCXoslIero nHTepdeiica.

radius-server
<ipv6_ucast>

attribute 95

HacTtpoiika ipv6-aapeca, B kKauecTBe
aTpuOyTa 4 B makeTax 3ampoca JJocTyIa
RADIUS. ITo ymom4aHui0 UCTIONIB3YyETCs 1p-
aJipec ucxoJsuIero uaTepdeiica.

radius-server

attribute 32

Wnentuduxatop niauHoi He Oosee 256
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<linel-253> CHUMBOJIOB, HCIIOJIb3YEMbII B KAUECTBE
aTpuOyTa 32 B makeTax 3ampoca J0CTyna

RADIUS.
Hactpolika cepBepa
radius-server host<wordl-255> Hactpoiika umenu xocra RADIUS cepepa
WJIU €T ip-aJipec
radius-server host <uma wm Hactpoiika nopra UDP, ucnons3yeMoro amis
ip-anpec> auth-port <0-65535> ayrentudukaimu Ha RADIUS-cepBepe.
radius-server host <uma wm Hactpoiika nopra UDP, ucnons3yeMoro amis
ip-ampec> acct-port <0-65535> AKKayTHHTA.
radius-server host <uma wm Hacrpoiixa Bpems 0xuaaHusi, OHO OyaeT
ip-ampec> timeout <1-1000> HCII0JIb30BaHO BMECTO II100aIbHOIO BPEMECHH

oxuganus. Ecim xenaTelbHO HCIIOIb30BaTh
rino0ajasLHOE 3HA4YCHUEC, KOMaHAy BBOJIWTH HE

HYKHO.
radius-server host <uma wm Hactpoiika BpeMeHH MOBTOPHOM IIE€pe1ayH,
ip-ampec> retransmit <1-1000> OHO OYyJIET MCIOJIE30BaHO BMECTO

r100aIbHOr0 3HAYEHHUS BpCMCHHU HOBTOpHOﬁ
nepecaadu. Ecnu xxenaTtenbHO UCII0Ib30BaTh
rI100aIbLHOE 3HAYCHHEC, KOMaHAy BBOJAUTH HEC

HYKHO.

radius-server host <uma wm Hacrpoiixa ki1roua, OHO OyA€T UCIOIb30BAaHO

ip-agpec> key (unencrypted | BMECTO II100aIbHOI0 3HAYEHUS CEKPETHOIO

encrypted) <linel-63> KiIro4a. Ecim xKenaTeabHo UCIIONb30BaTh
r700aIbHOE 3HAYCHUE, KOMAH 1y BBOJIUThH HE
HYKHO.

[Tpumeuanue: nepeaarb Bce NapaMeTpbl CEpBEPa MOKHO OJHON CTPOKOH, yKa3bIBasi 3HAUCHUS
napameTpoB IocieoBarenabHo. CepBep, yKazaHHbIH paHblle B KOHQUTYpaLUU CUUTACTCS
OCHOBHBIM.

3.2.26. Hactpoiika TACACS+

Komannma | Onucanue
['moGasibHBIE HACTPOHKHU
tacacs-server primary-mode Bxutouenne QyHkimonana Beibopa cepBepoB

JUIsL ompoca, HayMHas € IMEepPBOTo, KaKk OHH
yKa3aHbl B HACTpoOiKax

tacacs-server timeout<l1-1000> Hactpoiika BpeMeHHM OXHAaHUS OTBETa OT
cepBepa ayTCHTU(UKAIMU Mepel TeM, Kak
TIOBTOPHTh 3aIIPOC.

tacacs-server deadtime<l- HacTtpoiika BpeMEHH OTCYTCTBHs CepBepa
1440> (Bpemsi B TEYEHUH KOTOPOrO KOMMYTATOp He
OyJeT MochUIaTh HOBBIE 3aIllPOCHI Ha CepBep,
KOTOPBIN HE OTBETUII Ha PEABIITYITHIA 3a11pOC)
PabGoraer TOJIBKO C BKJIFOUEHHBIM
(dyHKIMOHAJIOM tacacs-server primary-mode

tacacs-server key BBoj kimroda JIMHOM He Oosiee 64 CUMBOJIOB.
(unencrypted | encrypted)
<linel-63>

Hactpolika cepBepa
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tacacs-server host<wordl-255>

Hacrpoiika umenu xocta TACACS+ cepepa
WJIU €T ip-aJipec

tacacs-server host <uma wuam
ip-ampec> port <0-65535>

Hacrpoiika mopra TCP, ucnonis3yemoro s
ayreHTrdukanuu Ha cepsepe TACACS+.

tacacs -server host <umsa wuam
ip-agpec> timeout <1-1000>

Hactpoiika BpeMsi OXumaHusi, OHO OyJeT
UCIOJIb30BAHO BMECTO IJ100aJIbHOIO BPEMEHH
oxunanus. Ecim KenmareapbHO HCIIONIb30BaTh
rino0albHOE 3HA4YE€HUE, KOMaHJly BBOAWUTH HE
HYKHO.

tacacs-server host <wumsa wuaum
ip-ampec> key (unencrypted |
encrypted) <linel-63>

HacTtpoiika kitouya, oHO OyJIeT HUCHOIb30BAHO
BMECTO IJIOOAJIBHOTO 3HAYEHUSI CEKPETHOTO
kioya. Ecam  xkenatenpHO  HCIIOJIB30BATh
r1o0anpbHOE 3HAUEHUE, KOMaHIy BBOJIUTH HE
HY’KHO.

[Tpumeuanue: nepeaarb Bce NapaMeTpbl CEpBEPa MOKHO OJHON CTPOKOH, yKa3bIBasi 3HAUCHUS
napameTpoB IocienoBarenabHo. CepBep, yKa3aHHbIH paHblle B KOHQUTYpALUU CUUTACTCS

OCHOBHBIM.

3.2.27. static aggregation (CtaTnueckoe arpernpoBaHme)

Komannma Onucanue

aggregation mode Hactpoiika pexxuma paOoThI IS pacdyeTa JMHSHHOTO TIopTa,
(smac | dmac | ip | 4yepe3 KOTOPBI OyIeT Iepe1aBaThCsl Kap.

port) smac - wucnoibzyercss MAC-aapec UCTOUHMKA

no aggregation mode
(smac | dmac | ip |
port)

dmac - wucnoubsdyercs MAC-agpec Ha3HaUCHUS

ip - wucnonb3yercs ip-aapec

port - wucnons3ytorcs noptel TCP/UDP Haznauenus u
VCTOYHUKA.

B03MOXHO BKIIIOUEHNE HECKOJIBKUX PEKUMOB PabOTHI.

OTKITI0YEHHE COOTBETCTBYIOIIETO PEXUMA PabOTHI.

Hactpotlika rpynsl arperupoBaHust

interface
GigabitEthernet
<port type list>

Br16op nopTsl 1t 00beAMHEHHS B TPYTIITY

aggregation group <1-

Br10op id rpymniibl 1 BKIIOUEHHE peKuMa CTaTUYECKON

5> mode {active | on arperanuu

| passive} On - cTaTU4YecKas arperamnus
Active - pexum aktusHom arperaumm LACP
Passive— pexum naccveHon arperauum LACP
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3.2.28.LACP

LACP (Link Aggregation Control Protocol) — 3T0 npoTokos ynpaBieHus arperanueil KaHajios,
noakommnoHeHT cranaapra IEEE 802.3ad.

OH no3BosiseT 0OBbEAUHUTH HECKOJIBKO (PM3UUECKUX KAHAIOB MEXKIY CETEBBIMU YCTPOICTBaMU B
OJIMH JIOTMUECKUH KaHai. B pe3ynbrare kaHansl, nogaep:xusatomue nporokosa LACP, moryt
YBEJIUYUTH JIOTHYECKYIO I0JIOCY IPOIYCKaHHs U HaJI&KHOCTh CETH 0€3 U3MEHEHHsI KaKoH-1100
CeTeBOi HHMPACTPYKTYPHI.

Kpome Toro, naxke eciu oJiHa CChlJIKa BBIXOJUT U3 CTposi, B pexxnume LACP npyrue nocrymnsbie
YJIeHBI CCBUTKH B TOM ke Tpynme LACP OynyT 6anaHcupoBaTh Harpy3Ky.

LACP ucnonezyer LACPDU coobmenust aist oOMeHa HHpOpMAIUEH ¢ COCeTHEH CTOPOHOM.
[Tocne Bxmouenuss LACP nopt noceumaer LACPDU, yBenoMisisi OTBETHYIO CTOPOHY O
npuopurere ¥ MAC-azpece cucteMsl, IpUOPUTETE U aJIpece opTa U kiroue onepanuu. Koraa
OTBETHBIN MOPT NOJIYyYaeT 3Ty UH(OPMALIHIO, OH CPAaBHUBAET €€ ¢ nH(popMaIMel O CBOUX
NOPTax, HACTPOCHHBIX Ha arperanuio. Takum o6pa3zoM 00€ CTOPOHBI TOCTUTAIOT COTJIAIICHUS O
BKJIIOYEHUH WU UCKIIIOYEHUH 110PTa U3 IMHAMUUYECKON TPYIIIbI arperaryy.

Komanna \ Onucanue

['mobGanpHbIe HACTPOIKHU

lacp system- Hacrpolika 3Hauenus system-priority. Ilo

priority<1-65535> YMOJIYaHHIO - 32768

Hactpoiiku nopros

interface Bb160p nMopToB AJ1 HACTPOIKK TapaMeTpoB

GigabitEthernet

<port type list>

lacp port-priority YeM MEHBIIIC 3TO IEJI0€ YMCII0, TEM OOJIBIIE TPHOPUTET.

<1-65535> DTO0 3HAUCHHUE TPUOPUTETA OIPEICNISET, KaKOi nopT OyaeT
AKTHBEH, a KaKOW — OyJIeT UTpaTh POJIb PE3EPBHOTO.

lacp timeout (fast | | Ilapamerp Timeout (Bpems oxumanus) onpeaeiseT Nepro

slow) BpeMeHn Mexay nepenadamu BPDU. Korna nmapamerp
umeert 3HaueHue Fast (beictpo), makerst LACP OynyT
NepeaaBaThCs KAKIYI0 CEKYHITy; KOTIa ITapaMeTp UMeeT
3HavyeHue Slow (MeaneHHo), nepes OTIpaBKON MaKeTa
LACP 6yner Boliep:kad uHTepBai 30 ceKyH/I.

ITpumep HacTpoiiku noptoB B pexxume LACP:

# configure terminal
(config) #interface GigabitEthernet 1/1-2
(config-if)# aggregation group 1 mode active
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3.2.29. Hacrpoiika loop-protect (Loop Protection)

Oynkuus Loop Protection npeanasHauena ajst oOHapyskeHus netisinus tpaduka Ha L2-ypoBHe u
MPEIOTBPALICHHUS] IIHPOKOBEIIATENIbHBIX MTOPMOB. MexaHu3M paldoTaeT MyTeM OTIPaBKU
CIEIHANIbHBIX CTy)eOHbIX KaapoB (PDU) u oTcnexxuBaHus MX BO3BpaTa HA KOMMYTATOP.

B Tekyieii Bepcun nporpaMMHOro o0ecredyeHus MoAIep:KUBaeTCs ABa pexknuma paboThl:
Port-based (mo ymoauanuio): [Ipu oOHapyKeHUN METIN KOMMYTATOP BBIMOJIHSIET HACTPOCHHOE
neiicTBue HaJ PU3NUYECKUM IIOPTOM.

Vlan-based: 3amuTa Giiokupyer nepenady Tpaduka TOIBKO B paMKax KOHKpeTHbIX VLAN, Ha
KOTOpBIX ObUTa OOHapyXeHa TeTNIsI, COXpaHsSs MpPU OTOM OOy paboTOCIOCOOHOCTH
¢du3uveckoro nopra Ut Apyrux HezaTpoHyThix VLAN.

Komanma OmucaHue

['moGasibHBIE HACTPOHKHU

loop-protect Bkirouenne GyHKIMK 3aIUTHI OT HETENb.

no loop-protect Brikmouenne pyHKINY 3alIUTHI OT NETEb.
loop-protect mode {port- | Beibop omepanMoHHOTO pekuMa 3amuThl.  [lo
based | vlan-based} YMOJTYAHHIO HCIIOJIB3YyeTcs port-based.
loop-protect shutdown- Ilepuon BpemeHu (B CeKyHIax), Ha KOTOpPBIH
time <0-604800> nopt/VLAN BbIK/TIOYaeTCS PU OOHAPYKEHUH TETIIH.

Bmauenme (0 o3Ha4aeT, YTO OOBEKT OCTAHETCS
BBIKJIFOUCHHBIM JI0 TIEpe3arpy3Ku yCTpOCTBa.

no loop-protect BricTaBnenue 3HaueHUs BpPEMEHU OJIOKUPOBKH II0
shutdown-time ymomyanuio (180 cek).

loop-protect transmit- WNurepBan mexnay ornpaBkamu nakeroB PDU 3ammtsl
time <1-10> OT METeNh Ha KAXKIOM ITOPTY (JIOIYCTUMBIC 3HAUCHUS: OT

1 mo 10 cexynn).

no loop-protect BeicTaBiieHHe HMHTEpBalla OTIPABKU IIAKETOB 110
transmit-time yMOTYaHHIO (5 CeK).
loop-protect with-stp AKTHUBAaIU MEXaHU3Ma 3aIIUTEI OT HETEIh COBMECTHO C

nporokosoM  Spanning Tree  Protocol  (STP).
IIpumeyanue: koMaHaa padoTaeT TOJbKO B peKnMe
port-based.

no loop-protect with-stp | OrkmoueHne MexaHU3Ma 3aITUTHI OT NETETH COBMECTHO
¢ npoTokosoM Spanning Tree Protocol (STP).

loop-protect vlan Bximouenne Qynkiuu loop-protect Ha BBIOpaHHBIX
<vlan_list> VLAN (criucok ID, nanpumep: 1,3-5,7) s paGotsl B
pexxume vlan-based.

no loop-protect vlan Orkmrouenne QyHKIuU loop-protect Ha BBHIOPAHHBIX
<vlan_list> <cr> VLAN i Ha Beex VLAN cpasy.

Pexxum koHbuTrypanuu pusndeckoro narepderica

interface BbI60p TIOPTOB /ISt HACTPOWKH MapaMeETPOB.
GigabitEthernet

<port type list>
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loop-protect / no loop-
protect

BxitoueHne win BBIKIIOYEHHE (YHKLIMU 3aIIUTHI OT
neTeab Ha BBIOPaHHBIX TMOPTax.(l0  yMOJYAHHUIO
BKJIIOYEHO Ha BCEX MOPTaX)

loop-protect action {log
| log shutdown |
shutdown}

Hactpoiika onepauuu npu oOHapyK€HHM METIU Ha
HOPTY:
e log — CoObITUs PErUCTPUPYIOTCS B )KypHAJIE, HO
MIOPT OCTAETCS BKIIOYEHHBIM.
¢ log shutdown — IlopT oTkIIIO9aeTCs Ha EPUOST
BpPEMEHHU, 3a/IaHHBIN B II100aIbHBIX HACTPOHKAX,
U COOBITHS PETUCTPUPYIOTCS B )KypHAJIE.
e shutdown — IlopT oTKiIIOYaeTcs Ha TMEPUOJ
BpPEMEHHU, 3a/IaHHBIN B III00ATBHBIX HACTPOHKAX.

loop-protect tx-mode

no loop-protect tx-mode

BxiroueHne reHepanuy MakeToB 3alllUThl OT TETEhb
PDU (akTUBHO 110 YMOJTYAHHUIO).

BrIxiroueHre TreHepaluy MakeTOB 3alIUThl OT IETEIIb
PDU.

[IpuBuIErNpOBaHHBIN pEKUM (€Xec)

loop-protect unblocking
interface
<port type list>

[TpunyaurensHoe pyuyHOE pa30si0KupoBaHUE
yKa3aHHBIX  (U3WYECKUX TIOPTOB, OTKJIIOYECHHBIX
(GyHKIMEH 3aIUTHI.

loop-protect unblocking
vlan <vlan list>

[TpunynutensHOE pyuHoe pa30ioKupoBaHue Tpaduka B
ykazaHHbIX VLAN, 3a0JIOKMpOBaHHBIX (QYHKIHUEH
3aIUTHI.

show loop-protect

OTtoOpakeHue r1100aTbHBIX [apaMeTpoB
KOHpUrypallMd M KpaTkod HHGOpMAlMM IO BCEM
¢buznyeckuM uHTepdericaM CUCTEMBI.

show loop-protect
interface
[<port type list>]

OTto0paxkeHue JneTasbHONM HH(pOpPMAIMKU M TEKYIIEro
cratyca (QYHKIMM Ha YKa3aHHBIX  (U3HYECKUX
uHTepdeiicax (WM Ha KOHKPETHOM HOPTY).

show loop-protect vlan-
based

OTtoOpakeHue rinobanbHON KOH(pUTrypaluu U 0OLIero
cnucka 3amumaeMbix VLAN (wiu coobimieHus 00 ux
OTCYTCTBHH).

show loop-protect wvlan-
based vlan [<vlan list>]

OtoOpakeHne eTanbHON TaONHIIBI CcTaTyca 3alluThl,
CUYCTYMKOB TIETE)Ib U BPEMEHH IOCIICIHETO MHITMICHTA
Juist ykasaHHbix VLAN.

IIpuMepsl HACTPOUKHU:

1) Hacrpoiika 3ammTsl Ha ypoBHe puznueckux nopros (Port-based) ¢ orkiarouennem STP

OTOT BapUaHT UCIONB3yeTcs Ha aboHeHTckuX noprax (Edge-moprax) uimm cTeikax, e mpoTOKOI
Spanning Tree He nmomkeH paboTtath. YUYTOOBI MaKEeThl 3aIUTHl OT TETEIh KOPPEKTHO
oOpabarbiBasiuch, Ha camoMm wuHTepdeiice GigabitEthernet 1/1 mnporokon Spanning Tree
NPUHYIUTEITHHO eaKTUBUpYeTcs. JlelicTBrE TpHu OOHAPYKEHHUH TIETIIH TIEPEBOIUTCS B PEKUM log

shutdown.

# configure terminal
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! BruioueHMe OQYyHKLUMM 3amlMTH IJI00aJIbHO (Ha IOpTax OHAa aKTMBHA IO
YMOJIUAHUIO)
config)# loop-protect

(

!

! HacrTpovka omamMueckoTo MHTepderca

(config) # interface GigabitEthernet 1/1
(config-if)# no spanning-tree

(config-if)# loop-protect action log shutdown
(config-if)# exit

2) Hacrpoiika 3amutbl Ha ocHoBe VLAN (Vlan-based)

DTOT BapHaHT NpUMEHSETCs Ha MarucTpaybHbIX noprax (Trunk), rae TpeGyercst n3omupoBaHHas
3amuTa oT neTenb BHYTpu KOHKpeTHBIX VLAN (Hanpumep, VLAN 100). ITpu metine B VLAN 100
OJIoKHpyeTcsl nepeadya JaHHBIX MCKIYMTENbHO BHYTpU 3Toro VLAN, B TO BpeMs Kak cam
¢busnueckuii uaTepderic u tpapuk octanbHeiXx VLAN (mampumep, VLAN 200) npomomkaroT
pabotars B mTaTHOM pekume. Ha moprax (yHKIHS akKTHBHA 110 YMOJTYAHUIO.

# configure terminal

! BKJIOUEHME 3alMTH IJI00aJIbHO, BHOOP pexmMma VLAN M ykazaHUe
3ammuaeMoro cnmcka VLAN

(config) # loop-protect

config)# loop-protect mode vlan-based

config)# loop-protect wvlan 100

(
(
!
! HacTpolka MaTMCTPaJIbHOTO NopTa

(config) # interface GigabitEthernet 1/1
(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 100,200
(config-if)# exit

3.2.30. IPMCProfile
PMC npoduiu ucnosns3ytorcs s o0ecnedeHns KoHTpoust foctyna K [P MynbTukacT motokam.
Cy1ecTByeT BO3MOXKHOCTb co3/1aTh 64 mpoduiis ¢ 128 npaBuiiaMu B KaXKA0M.

Komanna | Onucanne

['moGasibHBIE HACTPOHKHU

ipmc profile Brurouenue ¢pyHkuuu ipme profile

no ipmc profile Boikmtouenue gpyHkuuu ipme profile

ipmc profile <wordl6> | Ha3znaueHue uMeHH IPOGIIIS, IIPH BBOJC KOMAH/IbI
OCYIIECTBIISIETCS IEPEXO]I B PEKUM KOHPUTYpaLuu
npodus.

no ipmc profile V naneHne COOTBETCTBYIOIIETO TTPOQHMIISL.

<wordl6>

Ipmc range <wordlo6> Co3naHue ¥ Ha3HAYE€HUE UMEHH TUara3oHy ip-aJpecoB a

(<ipv4 mcast> | TaK)Ke yKa3aHUe Juara3oHa ipv4 wid ipvé MyJIbTHKaCTOBBIX

<ipvb6_mcast>) aJpPECOB JUIsl MHOTOQIPECHOM PACCHUIKHU.

Hacrpoiika npoduns [IPMC

Description <line64> ‘HﬂdqmﬁKaOHHWMHHDp0®HHH
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range <wordl6> (deny | Komanna pa3peraer wiy 3ampeniaeT MpaBuiIo Juis Tpoduis.
| permit)
[Ipumep HacTpoWku ipmc:

# configure terminal

(config)# ipmc range 1 233.3.2.1 233.3.22.1

(config)# ipmc range 2 233.3.23.1 233.3.44.1

(config)# ipmc range 3 233.3.45.1 233.3.66.1

(config)# ipmc range 4 233.3.67.1 233.3.88.1

(config)# ipmc profile

(config)# ipmc profile 1
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #

description 1

range 1 permit
range 2 permit
range 3 permit
range 4 permit
ipmc profile
description
ipmc profile
description
ipmc profile
description

wahWWwNhhN

3.2.31.MVR
[Tpotokonr MVR - perucrpanus mHoroaapecubix VLAN (Multicast VLAN Registration)
II03BOJIIET MEAMACEPBEPY IEpeaBaTh MHOIOAPECHBIN ITOTOK 110 OJHOW MHOT0aIpeCHON
VLAN, npu 3TOM KJIMEHTHI, IPUHUMAIOLINE TOTOK MHOroaapecHol VLAN, MoryT ocraBatbcs B
paznuunbIX ceTsax VLAN. Knuentsl pazimuunbix VLAN, HamepeBaroniyecs: BCTyIUTh B
MHOT'0a/IpECHYIO IPYIITY WIH BBIMTH U3 HEE, OTIPABIISIIOT B OPT NpueMHUKa coodenue IGMP
Join (Berynuts B rpynmny) mu6o IGMP Leave (IlokunyTs rpymiy). [lopt npuemuuka,
IIPUHAUICKAUN OJTHOM U3 MHOTI'OAIPECHBIX I'PYIII, MOKET IPUHUMATh MHOI'OAIPECHBIN OTOK
ot menuacepsepa. Jlanee, MVR usonupyer nonp3oBareiel, He HAMEPEBAKOILIUXCS IPUHUMATD
MHOT0a/IpecHbIN TpadUK U, CIeI0BaTENbHO, 00ecednBaTh 0€30MaCHOCTh JAHHBIX 3a CUET
cerperaiimu VLAN, nomyckaroniei Toiapko MHOToaapecHbli Tpaduk B 1pyrue cetu VLAN, k
OJIHOI U3 KOTOPBIX NMPUHAIEKUT a00oHEeHT. HecMoTps Ha TO, 4TO 001K MHOT0AIPECHBII
tpaduk nmpoxoautr or MVR VLAN B VLAN pa3nu4HbIX IpyTil, MOJb30BaTeNN pa3IMuHbIX
VLAN IEEE 802.1Q unu yactasix VLAN He MOTYT 00MEHHBATHCA KaKOH-1100 nHbopmarmein
(32 UCKIIIOYEHUEM YCITYT MapIIPYTU3alUH BEPXHETO YPOBHS).

Komannma \ Onucanue

['noGasibHbIe HACTPONKHU

mvr Bxmrouenue pyHKIMM mvr
no mvr Brikmouenne GyHKIMA mvr

mvr vlan <vlan list>

Ykazanue uneHtupukaropa MHoroaapecio VLAN

mvr name <wordlo6>

Ha3Ha4YeHHe UMeHU MHoroaapecHo VLAN

mvr vlan <vlan list>
igmp-address

Hasnauenne [Pv4-anpeca B kauecTBe aagpeca ICTOYHUKA,
ucnoJsib3yemoro B 3arosioBke IP xagpos ynpasinenus IGMP

mvr vlan <vlan list>
mode (compatible |
dynamic)

Br160op pexuma padotst MVR

Dynamic ([Iunamuyecknii): MVR pasperaer iuHaMHUECKU
OTIIPABJIATH COOOLIEHHS O YJICHCTBE HAa MOPTHI HCTOUHUKA.
OTOT pexxuM paboThI 3a/J1aH 110 YMOJTYAHUIO.

Compatible (CoBmectumslif): OTnpaBka Ha MOPTHI
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UCTOYHUKA coobmmeHnnit MVR o 4iieHCTBe 3ampernieHa.

mvr vlan <vlan list>
frame priority <0-7>

Hacrpolika npuoputeTa nepeaayu KaapoB YIpaBIeHUS
IGMP/MLD. Ilo ymom4yanwuto, mpuoputet paseH 0.
Jonyctumble 3HaueHus npuopurera: O -7

mvr vlan <vlan list>
frame tagged

Hacrpoiika TerupoBanus kajapos ynpasienus IGMP/MLD.

mvr vlan <vlan list>
channel <wordl6>

Br16op npoduns IPMC (macTpoiika npoduiis onvcaHa B 1.
1.2.14)

mvr vlan <vlan list>
last-member-query-
interval <0-31744>

Hacrpoiikun MakCHMaJIbHOTO BPEMEHH OXKUIaHUS
coobuienus o wieHcrse IGMP/MLD na nopty nprueMHuKa
710 YAAJICHUs IOpTa U3 MHOToaaApecHo rpynmsl. [1o

ymomuanuto LLQI paBHo 0,5 cexynabl. J{uanazon
JIONyCTUMBIX 3HaYeHuM: 0-31744 necsaThiX 107eH CeKyHIbI

Hacrpoiika mopra

interface
GigabitEthernet
<port type list>

Br160p nmopToB A HACTPOIKK apaMeTpoB

mvr immediate-leave Bxutouenne GyHKIMU HEMEIJICHHOTO BBIXO/1A U3 IPYIIIBI

mvr vlan 131
type (receiver |
source)

Hasznauenwue ponu nopra

Source- llopt (Bxonsuiero Tpaduka) BISETCSI IOPTOM
uctoyHuka. [lopTel UCTOYHUKOB OYyAYyT IPUHUMATH U
MOCHUTATh MHOTOQ/IPECHBIC JAaHHBIE. AOOHEHTHI HE MOTYT
OBITh HAMPSAMYIO TOJKIIOYECHBI K TOPTaM UCTOYHHKA.
Receiver - Ilopr ycTaHOBIIEH KaK IIOPT IPUEMHUKA.
KnuenTckue nim abOHEHTCKUE MOPTHI CKOHPUTYPUPOBAHBI,
KaK MOPTHI IPUEMHHUKOB, TaK YTO OHU MOTYT MUCIIOJIb30BaTh
coobmenus IGMP/MLD nist mpuemMa MHOTOAAPECHBIX
JTAHHBIX

IIpumep HACTPOHKHU mv r:

# configure terminal

(config)# vlan 10,20

(config-vlan) # exit

(config) # mvr

(config)# mvr vlan 10 name 1

(config) # mvr name 1 election

(config)# no mvr name 1 frame tagged
(config)# mvr name 1 channel 1

(config)# no ip igmp unknown-flooding
(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 20
(config-if)# mvr immediate-leave
(config-if)# mvr name 1 type receiver
(config-if)# interface GigabitEthernet 1/3
(config-if)# switchport mode trunk
(config-if)# mvr name 1 type source
(config-if) # interface vlan 10
(config-if-vlan)# ip address 192.168.10.2 255.255.255.0
(config-if-vlan)# interface vlan 20
(config-if-vlan)# ip address 192.168.20.2 255.255.255.0
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3.2.32.IPMC

3.2.33.IGMP Snooping

[Ipotokon ymnpasnenust rpynmnamu uHtepHera IGMP (Internet Group Management
Protocol) oOecrneunBaeT ympaBiieHHE yd4acTHEeM B MHoOroajapecHeix [P-rpymmax. IGMP
ucnonpzyercss IP-xocraMu M COCEHMMHM MHOTOQJpPECHBIMH  MapuUIpyTH3aTOpamHu  JJis
YCTaHOBJICHHUSI MPHUHAJICKHOCTH K MHOroajapecHod rpymmne. OH MOXET HCHOJIb30BaThCsA
HanOosnee 3(p(PEKTUBHO NPHU MOAACPKKE TAKUX YCIYT, KaK MOTOKOBOE OHJIAHH-BUIEO U WIPHI.
IGMP Snooping — ato nporecc cinymanus tpaduka IGMP. Kak cnenyer u3 Ha3zpanus, IGMP
snooping MpeacTaBisieT cO00H (PyHKIUIO, MTO3BOJISIONIYI0 KOMMYTATOPY «IIPOCITYIINBATh» 00MEH
JAaHHBIMU MEXIY XOCTaMH U MapHIpyTH3aTopamu, o0palaThiBas MakeThl 3-T0 YpOBHs (ITAKETHI
IGMP, noceutaemble 1o MHoroazapecHoi cetu). Korma na xommyrtatope BkitoueH IGMP
snooping, OH aHAJIU3UPYET BCE MAKEThI, MepeIaBaeMble MEXIY XOCTaMH, MOJKIIOYEHHBIMH K
KOMMYTaTOpy U MHOT0aJIpECHBIMU MapuipyTH3aTopamu B cetd. Korna koMmyTarop npuHUMaeT
otuet IGMP mj1s maHHOM MHOTOQIPECHOM IPYIIIIBI OT XOCTa, KOMMYTATOP 100aBJIsIET HOMED IOpTa
XOCTa K MHOTOQJIPECHOMY CHHCKY Ui 3Toi Tpymmel. Korma xoMmyTtaTtop OOHapy>KHUBaeT
coobuienne IGMP Leave (IlokunyTs rpynny IGMP), on ynanseT nopt xocta u3 stueiiku TaOiauLbI.
IGMP snooping no3BosieT 3p(peKTUBHO CHIKAaTh MHOTOQJPECHBIN TpaduK MPH CTPUMHHTE U
JIPYTUX SKCTEHCHBHO pacXoAyloUMX mojocy mnponyckanus I[P mpunoxenusx. Kommyrtarop,
ucnonp3ytonii  IGMP  snooping, B 3ToM Tpaduke Oyaer mepemaBarb XOCTaM TOJBKO
MHoOroa/ipecHblii Tpaduk. CHIKEHHE MHOTO0QJpPECHOro TpaduKa YMEHBIIAeT YHCIO MAaKETOB,
00pabaTbIBaeMbIX KOMMYTAaTOpOM (OJHAKO TPH STOM TpeOyeTcs YBEIMUYCHHE OIEpaTUBHOU
naMsITH 11 00pabOTKU MHOTOAIPECHBIX TAaOIUI) U CHIKAET Harpy3Ky Ha OKOHEUHBIE XOCThI, TaK
KaK UX CeTeBbIe KapThl (WM ONEPAlMOHHBIE CUCTEMBI) He Oy IyT MPUHUMATh U (QUIBTPOBATH BECh
MHOT0a/IpECHBIN TpadUK, FEHEPUPYEMBIH CEThIO.

Komanna ’ Onucanue

['moGasibHBIC HACTPOHKHU

ip igmp snooping Bxmrouenue ¢pyHKIMM igmp snooping

no ip igmp snooping | Bpixmouenue GyHKIUM igmp snooping

ip igmp unknown- BKJIFOYEHHUE PEKUMA Tepeadun He3aperuCTPUPOBAHHOTO (HE

flooding MPUHAJJISKAIIETo rpyInaM) MHOToaapecHoro [P-tpaduxa.

no ip igmp unknown- BBIKJIIOYEHHE PEXUMA IIepeIavy He3aperucTpUPOBaHHOIO

flooding (He TpHMHAIEKAIIETO TPYIITIaM) MHOTOIpecHoro IP-
Tpaduka.

ip igmp ssm-range Haznauenue quanazoHa MHOTOQJPECHBIX aJIpECOB IS

<ipv4_mcast> KOHKpeTHOro ucroynnka SSM (Source-Specific Multicast),

MO3BOJISIET NoiAep kuBaroMM SSM XocTaM U
MapILIpyTU3aTOPaM BBIIOJIHATH MOJENb yeiIyr SSM s
IPYIII B 331aHHOM JIMaIla30He a/IpecoB.

ip igmp host-proxy [TonaBnsieT cooOIEHNS O BBIXO/€ U3 TPYIIIBL,
leave-proxy OTJIMYAIOIINECS OT MPUHSTHIX, OT MTOCIEIHETO MOPTa
ydacTHUKa rpynimsl. [Ipokcu-cepsep coobiieHuil o BbIxoe
U3 TPYIIIBI OJABIISET BCE HE SIBIISIOLINECS HEOOXOIUMBIMU
coobmenuss IGMP o Beixoze u3 rpynmsl TakuM 00pa3oM,
4YTO KOMMYTATOP, HE SIBJIAIOLIUICS querier, mepeaeT nakeT
BBIX0/1a U3 IPYIIIBI TOJBKO TOT/1A, KOT1a OCIeTHUN
JUHAMHUYECKHUH MOPT-y4YaCTHUK IOKUIAET MHOTOAIPECHYIO

rpymiry
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ip igmp host-proxy

no ip igmp host-proxy

BxuiroueHue npokcu-cepsepa

BrIKIr04eHNE TPOKCH-CEPBEPA

Hactpoiika nopta

interface
GigabitEthernet
<port type list>

Br160p MOPTOB AJIs1 HACTPOIMKHY TapaMeTPOB

ip igmp snooping
mrouter

Ha3nauenue nmopra nopTom mMapiipyTuzaTopa

ip igmp snooping
immediate-leave

Bkirouenne ¢yHKIMM ObICTpOro BeIxosa u3 rpymsl. Korma
HPUHSAT MAaKeT BBIXOJIa U3 TPYMIIbI, KOMMYTaTOp HEMEJIEHHO
yJIaJIeT MOPT U3 MHOTOAAPECHON YCIIyTH, HE MOChLIast
cneunuynbiil g rpynmsl 3anpoc IGMP GS Ha sToT
uHTepdercC.

ip igmp snooping max-
groups

Ha3nauennie MakCMMaabHOTO YMCIIA MHOTOAJIPECHBIX TPYIIIL,
B KOTOpBIE MTOPT MOKET BCTYIUTH 0JHOBpeMeHHo. Korna
ISt IopTa OyJIeT JOCTUTHYTO MaKCUMAJIbHOE YHUCIIO TPYIIT,
HOBBIE coobmIeHus ¢ otyeramu IGMP o BcTymnenuu B
rpynny 0yayt orOpacsiBaThes. [1o ymonuaHuio BEIOpaHO
HeorpaHuueHHoe yucio rpyn (unlimited). JomycTumbiit
nuana3ol 3Hauenuii ot 1 xo 10.

ip igmp snooping
filter <wordlo>

HacTtpoiika ¢punbTpa Ha MOPTY A1 MHOTOAIPECHBIX TPYTIIL.
Korpa omnpenenennas MHOroaapecHas rpyria BpiOpaHa Ha
nopty, coobmenus IGMP join reports (oT4eTsI 0
BCTYIUICHUU B TPYIIY) HAa HOPTY OTOPAchIBAIOTCSL.

[Ipumep HacTpoOiku igmp snooping

configure terminal
config)# vlan 10
config-vlan)# exit
config)# ip igmp snooping

config)# no ip igmp unknown-flooding
config) # interface GigabitEthernet 1/1

config-if)# switchport mode

config-if
config-if)# interface Gigabit
config-if)# switchport mode
config-if)# interface vlan 10

—_— o~ o~ ~—

access
s vlan 10

# ip igmp snooping immediate-leave

Ethernet 1/3
trunk

config-if-vlan)# ip igmp snooping

#

(

(

(

(

(

(

(config-if)# switchport acces
(

(

(

(

(
(config-if-vlan
(

(

ip igmp snooping compatibility v2

) #
config-if-vlan)# ip igmp snooping query-max-response-time 10
) #

config-if-vlan

ip igmp snooping query-interval 45

Ipumeuanme. IP IGMP SNOOPING HaumHasa c Bepcum II0 2020.12v1.18.6

¥ nmajiee MMMUTpUpoBasl Cc L3

B L2, HMWXe HOBOE OIMCaHMe KOMAaHI.

Komannma

OnmcaHue

B rnobajlbHOM peXMME

ip igmp snooping

no ip igmp snooping

Bxurouenne ¢pyHKIMM igmp snooping

Brikmouenue GyHKIMM igmp snooping
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ip igmp snooping wvlan
<vlan list>

no ip igmp snooping vlan
<vlan list>

OTa KoMaHaa BKIIIo4YaeT noaaep:xkky IGMP
Snooping s ykazanaeix VLAN'oB
(<vlan_list> nmepeuncistoTcs BilaH 4epe3
3anaryto, npumep: 20, 30, 40). Korna sta
KOMaH/1a PUMEHSETCS, KOMMYTAaTop
otcaexusaet 3anpocsl IGMP ot ycrpolicTs
KOHEUYHBIX y3JI0B U (PHIBTPYyET
[IMPOKOBEIIATENIbHBIEC TakeThl multicast-
TpaduKa TaKuM 00pa3oM, YTOOBI OTIIPABIIATH
UX TOJIBKO aKTUBHBIM YYaCTHUKAM TPYIIIHL.

Ota KxoMaH/a oTKIto4aeT nogaepxky IGMP
Snooping mis ykazanueix VLAN'os. [Tocne
OTKJIFOUYCHHUS JaHHAS TEXHOJIOTHUS OOJIbIIIE HE
Oynet orcnexuBatb IGMP-3anmpochl KITUEHTOB
U niepenaBaTh multicast Tpaduk B mpenenax
ykazaHHbIX VLAN'OB, UCTIOIB3Ysl MEXAHU3M
"flooding" (mmpokoBemaTensHas pacchlika
MIAKETOB).

ip igmp unknown-flooding

no ip igmp unknown-flooding

Bxirouenune pexxuma nepenayu
HE3aperucTpUpOBaHHOTO (HE
IIPUHAJIEKAIET0 IPYIaM) MHOT0apECHOT0
[P-Tpaduxa.

BBIKJIIOYEHHE PEKHUMA NIepeaun
HE3apernCTPUPOBAHHOIO

(He mpUHaAIEKALIETo TPYIIIaM)
MHoOroajpecHoro Iprpaguxa.

OTkirovaer nepenaqy
HEe3aperucTpUPOBAHHBIX (HE MPUHAIEKAIINX
M3BECTHBIM IpyIIaM) MHOTroaipecHbIx IP-
nakeroB. be3 aToro napamerpa KOMMyTaTOpbI
OyayT OrpaHMYMBATh PACIPOCTPaHEHHE
multicast-Tpaduka TUIIb TEMU YCTPONHCTBAMU,
KOTOpbIE 0(UIMATIBHO MOATBEPANIHN CBOE
ydacTtue B rpymnme yepe3 Mmexanusm IGMP.
Hcnonp30BaHne 3TON KOMaHIbI
IPEJOTBpAIAeT N30BITOYHYIO IIepeiady
HEHYXXHOT'0 Tpa(uKa U yJaydiaeT oOuryro
IIPOU3BOIUTENILHOCTh CETH.

ip igmp ssm-range
<ipv4 mcast>

no ip igmp ssm-range
<ipv4 mcast>

Ha3znaueHue auana3zoHa MHOT0aIpeCHBIX
aJpecoB JIIs

KOHKpeTHOTo uctounnka SSM (Source-
Specific Multicast),

MO3BOJISIET OAIEpKUBaOIUM SSM xocTam 1
MapIIpyTH3aTOPaM BBITTOIHATH MOJIENb YCIYyT
SSM nans

TPYIII B 331aHHOM JIMana3oHe aIpecoB.

KomaHta oTMeHsIeT HacTpONKY Uarna3oHOB
SSM.
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ip igmp host-proxy leave-proxy

no ip igmp host-proxy leave-
proxy

[TonaBnsieT cooOLIEHNS O BBIXOJIE U3
TPYMIBLOTINYAIONINECS OT IPUHSATHIX, OT
MOCJIEAHETO MopTa

y4acTHUKa rpymmsl. [Ipokcu-cepsep
COOOILIEHUH O BBIXOE

U3 TPYIIIBI OJIABIISET BCE HE SIBIISIOLIHECS
HEO0OXOAUMBIMA

coobuienus IGMP o BeIxoJie U3 rpynIbI
TakuM o0pazom,

4YTO KOMMYTAaTOp, HE SIBJIAIONIUICS querier,
nepeaeT makeT

BBIX0JIa M3 TPYIIIBI TOJIBKO TOTIA, KOTIa
OCJIETHUN

JUHAMAYECKHIA OPT-yYaCTHUK MTOKUIAET
MHOT0a/IPECHYIO

rpyImimy.

OTkIroyaeT nmapamMeTp, BOCCTaHABIMBAs
CTaHJAPTHOE TIOBEJCHUE OTIPABKH
COOOILIEHUH O BBIXOJIE BCEMU yYaCTHUKAMU
rpymnisl. B pe3ynbraTe Kaapli y3en ceTu
OyJIeT peryJsipHO OTChLJIaTh COOCTBEHHOE
COOOIICHHE O BBIXO/IE, HE3aBUCHUMO OT
craryca Apyrux WICHOB IPYIIIELL.

ip igmp host-proxy

no ip igmp host-proxy

Bxrouenue npokcu-cepsepa. Korga sta
GYHKIUS BKITIOYCHA, KOMMYTATOp JICHCTBYET
KaK MmocpenHuk Mexay kiauentamu (host) u
MapUIpyTU3aTOPOM, OCYIIECTBIISISE 00pabOTKy
IGMP-3anpocoB u aeiicTBUi, HAaIPaBICHHBIX
Ha TIOJIZICPKAHKE CITUCKOB MYJIbTHKACT-TPYTIIL.

Brikmrouenune npokcu-cepaepa.

ip igmp snooping vlan
<vlan list> mrouter interface
<port type list>

no ip igmp snooping vlan
<vlan list> mrouter interface
<port type list>

(bUKCUpPYyeT CTaTUYECKU OTpeIeTIeHHBIN
uHTepdeiic, yepe3 KOTOPbI MPUHUMAIOTCS
multicast-packets oT MappyTH3aTopa
(mrouter). To ecTb Bpy4HYyI0 3a0aETCs
uHTepdeiic, Ha KOTOPOM OXKHJIAaeTCs
nocTyrienne multicast-rpaduxa.

CHUMAET JJaHHOE CTaTMYECKOE Ha3HAuYEHUE,
BO3Bpallas rpouecc oOHapy>XeHus: mrouter
00paTHO B aBTOMATUYECKUH (JIMHAMUYECKHUI)
pexxuM. B aTOM cirydae koMMyTaTop
aBTOMATHUYECKU OOHAPYKUBAET U BHIOUpAET
NOIXOAALINI nHTepdeiic s npuéma
multicast-Tpaduka oT MapHIpyTH3aTOpa.

ip igmp snooping vlan
<vlan list> compatibility
[auto|vl|v2]|v3]

KomMaHza ucnonb3yeTcs 171 HaCTpOMKHU
coBmectumocTtu npotokona IGMP (Internet
Group Management Protocol) ¢ paznuanbiMu
BEpPCUSMH NPOTOKOJIA HAa ypoBHE VLAN.
[Tapamerpsr:

- <vlan_list> — cnrcok HomepoB VLAN,
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no ip igmp snooping vlan
<vlan list> compatibility

pa3feneHHbIX MpodeTaMy WK THANa30HOM
(mampumep, 1, 1-5, 1,3,5). 1o HOMepa VLAN,
JUIS KOTOPBIX HACTPAHBAETCSl COBMECTHUMOCTb.
- [auto|v1|v2|v3] — pekuM COBMECTUMOCTH:

- auto — aBTOMAaTHYECKOE OTpEIeIeHNE
Bepcun IGMP Ha ocHoOBe Tpaduka
(pexoMeHyeMbIil BApUAHT);

- vl — IpUHYIUTENbHOE UCTIOIb30BaHNE
Bepcuu IGMPvI;

- V2 — NpUHYIUTEIBHOE UCIIO0Ib30BAHNE
Bepcuu IGMPv2;

- V3 — NpUHYIUTEIBHOE UCITI0Ib30BaHNE
Bepcun IGMPV3.

Komanpia otmensier panee HaCTPOEHHYIO
coBMecTUMOCTh Bepcuit IGMP niis
yka3zaHHbIX VLAN,cTaBuT pexxum auto

ip igmp snooping vlan
<vlan list> last-member-query-
interval <0-31744>

no ip igmp snooping vlan
<vlan list> last-member-query-
interval

Komanja ycranaBiauBaeT MHTEpBa OTIPABKU
HOCJIEAHETO 3arpoca uieHa rpymmnsl (Last
Member Query Interval) ans yxazannoro
cnucka VLAN. UnrtepBan onpenenser
BPEMEHHON IPOMEKYTOK, B TE€UEHUE KOTOPOIO
KOMMYTATOp OKHJAET MMOATBEPKIACHUS
HAJINYMS YWICHOB IPYIIIBI Epe yAaIeHuEeM
3aIMCH TPYIIITBI U3 TaOJIHUIIBI TPYIITOBBIX
aJipecoB.

[Tapamerpsr:

- <vlan_list> — Cnucok HomepoB VLAN,
pa3enéHHbIX Mpo0eTaMu HITH TUara30HaMH.
Hampuwmep, 1-5, 1,3.5.

- <0-31744> — 3naueHue UHTEpBaja B
MWIHCeKyHAax. Jlnanazon 3HayeHuit ot 0 10
31744 mc

VY panser ycTaHOBJIEHHOE 3HaUE€HUE UHTEpBaja
Last Member Query asi yka3aHHOTO CIIHCKa
VLAN u BO3BpalaeT ero K 3Ha4€HHUIO 110
YMOTYaHHUIO.

ip igmp snooping vlan
<vlan list> priority <0-7>

Komanza npenHasHaueHa Jiisl yCTaHOBKHU
MPUOPUTETA TOPTA KOMMYTALUH JUIS
yIpaBJIeHUs] MHOT0/IPECHBIM TpahUKOM
IGMP (Internet Group Management Protocol)
BHYTpH 3a1aHHbIX VLAN.

[TapameTpsr:

- <vlan_list> — nepeuenr HomepoB VLAN,
JUTSL KOTOPBIX YCTaHABIMBAETCS IPUOPUTET
(MOXHO yKa3bIBaTh IMAaIa30H, HaNpumep, 1-
10 nin otnensuble VLAN, nepeuncieHHble
yepes 3arATyI0 Wik npo0el1, Harpumep,
1,3,5).

- <0-7> — ypoBeHb NpHUOPHUTETA MOPTA (TIeJI0e
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no ip igmp snooping vlan
<vlan list> priority

yuciao oT 0 1o 7, rae O sABiseTCS HAMBBICIITAM
IIPUOPUTETOM, & 7 — HAaUMEHBIINM).

Komanna ucnions3yercs 11 yaaJleHust
YCTaHOBJIEHHOM KOH(UTYpaLuu puopuTeTa
nopta Jis 3aganHbix VLAN u
BOCCTaHOBJICHHs TapaMeTpa 110 YMOJIYAHUIO.

ip igmp snooping vlan
<vlan list> querier election

no ip igmp snooping vlan
<vlan list> querier election

Komanza akTuBupyeT MexaHu3M BbIOOPOB
MacTepa 3arpocoB (querier) cpeu YCTPOKCTB,
MOJKJIFOYEHHBIX K YKa3aHHbIM VLAN, st
nporokosia IGMP (Internet Group
Management Protocol). Korma BxitoueHa 3ta
(byHKIUSA, YCTpOiCTBa OOMEHUBAIOTCS
COOOILIEHUSIMH, OTIPEAETSIOUUMH OJHO
YCTPOMCTBO B KAYECTBE OCHOBHOTO
otnpasutens 3anpocoB IGMP, kotopoe
YIIPABIISIET MHOTOAIPECHOM PACCHUIKON B
CeTH.

ITapameTpsr:

- <vlan_list> — cniucok HomepoB VLAN,
pa3esieHHbIX TpoOenaMu WM AUAna30HOM
(mampumep, 1, 1-5, 1,3,5). Otu VLAN OynyT
y4acTBOBaTh B BEIOOpax macrep-
3aIpaliuBaoIlero yCTpoicTaa.

Komanna oTkirouaer mpoueaypy BeIOOpOB
master-querier ans ykazanueix VLAN. [Tocne
€€ BBIIIOJIHEHHUS, KaXKJ10€ YCTPOUCTBO
CaMOCTOSITENIBHO OTHpasiisieT 3anpocsl IGMP
HE3aBUCHUMO JIPYT OT Apyra, 0e3 ydacTus
LEHTPAIU30BAHHOTO KOOPAUHUPYIOLIETO
YCTPOICTBA.

ip igmp snooping vlan
<vlan_ list> querier address
<ipv4 ucast>

no ip igmp snooping vlan

Komanna 3anaer IP-anpec untepdeiica,
HCIIOJIb3YEMOTO YCTPOMCTBOM Il OTIIPABKU
3anpocoB IGMP (Internet Group Management
Protocol) B mpeaenax onpeneneansix VLAN.
VY CTpoiCTBO, HA3HAYEHHOE MacTEPOM-
3anpammBaromuM (querier), HHUIIUUPYET
NePUOINYECKHE 3aIIPOChI, HEOOXOAUMBIE IS
NoJepKaHUs aKTyaJIbHOCTH TaOJIUIL
multicast-rpymm.

[Tapamerpsr:

- <vlan_list> — Cnucok HomepoB VLAN,
pa3JiesieHHbIX TpoOenaMu I AUAra30HOM
(manpumep, 1, 1-5, 1,3,5), 11t KOTOpBIX
ykasbiBaetcs [P-anpec 3anpammBaroniero
YCTPOMCTBA.

- <ipv4 ucast> — YuukanpHbiii [Pv4-anpec,
HCIIOJIb3YEMBINA yCTPOMCTBOM Il OTIIPABKU
3anpocoB IGMP.

Komanga oTMEHsIET yKa3aHHYIO BPYUHYIO

92




<vlan list> querier address

KOH(UTYpaIuio ajpeca 3anpocuuKa Jist
cootBercTBYtoumx VLAN u BoccTaHaBiIMBaeT
HAaCTPOMKY MO YMOJIYAHUIO.

ip igmp snooping vlan
<vlan list> query-interval <0-
31744>

no ip igmp snooping vlan
<vlan list> query-interval

Komanza ycranaBnuBaeT HHTEpBaJ OTIPABKU
obmux 3ampocoB (General Queries)
nporokojia IGMP (Internet Group
Management Protocol) asist onpenenénnoro
Habopa VLAN. 3anpochkl UCTIOJIB3YIOTCS JUTST
OOHOBJICHHSI CITUCKOB YYAaCTHUKOB
MYJIbTUKACT-TPYMIIBI U MOAJIEPKaHUs
COCTOSIHUS TPYNIIOBOTO YIEHCTBA.
[TapameTpsi:

- <vlan_list> — Ilepeuensr HomepoB VLAN,
JUTSL KOTOPBIX U3MEHSETCS MHTEPBaJl 3allPOCOB.
Moskno 3aaarb ogquHounbie VLAN (1) unu
nuanasoH (1-5, 1,3,5).

- <0-31744> — IlepuoAMYHOCTD OTIIPaBKU
o011ero 3anpoca B MWIUTHCEKYHIaX (ms).
Honyctumsliii fuana3ol 3HadeHuit ot 0 10
31744 ms.

KOMaHIIa OTMCHACT USMCHCHUC MHTCPBAJIa
OTIIPpaBKH 3aIIpOCOB KU BOCCTAHABJIMBACT
3HAYCHUEC 110 YMOJIYAHUIO JJId YKa3aHHBIX
VLAN.

ip igmp snooping vlan
<vlan list> query-max-
response-time <0-31744>

no ip igmp snooping vlan
<vlan list> query-max-
response-time

Komanza 3aaetT MakcumManbHOE BpeMs
OTKJIMKa Ha 00muii 3anpoc (general query)
nporokona IGMP (Internet Group
Management Protocol) i yka3aHHBIX
VLAN. OtoT TaiimayT onpezaenser
MaKCHUMaJIbHBIN CPOK, B TEUEHHE KOTOPOTO
XOCTBI JIOJI’KHBI IOATBEPIUTH CBOE YUacTHE B
rpyIine, vHa4e OHU OyAyT UCKITIOYEHBI U3
TpYyTIIBL

[Tapamerpsl:

- <vlan_list> — Cnucox HomMepoB VLAN,
paszieneHHbIX Mpo0enaMu N TMana3oHOM
(manpumep, 1, 1-5, 1,3,5). dust otux VLAN
MEHSIETCSl BpeMsl MaKCUMaJIbHOT'O OTKJIMKA.
- <0-31744> — Bpewms oxuiaHus B
MUJITMCEKYHAAX (Mc), nuamna3oH ot 0 1o
31744 mc.

Komanzaa oTMeHsIeT pyuHyI0 YCTaHOBKY
MaKCHMaJIbHOTO BPEMEHU OTKJIMKA U
BO3BpAI[A€T 3HAYEHUE 110 YMOJIYAHUIO JIJIs
ykazaHHbix VLAN.

ip igmp snooping vlan
<vlan list> report-suppression

Komanza BK/IrO4aeT no1aBjaeHue 0TYETOB
(reports suppression) B mpotokojie IGMP
(Internet Group Management Protocol) ams
ykazaHHbIX VLAN. Ota QyHkuus
MIPEIOTBPALIAET Mepeiady MOBTOPSIOLIUXCS
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no ip igmp snooping vlan
<vlan list> report-suppression

OTYETOB OT PAa3HBIX XOCTOB OJTHOM U TOM ke
MOJTPYIIIBI, YMEHbINAask 00bEM Tpaduka B
cet. Ecnu oMH X0CT OTIIpaBMil OTYET O
MPUHAJICKHOCTH K TPYIIE, OCTAITBHBIE
xocThl B TOM k¢ VLAN moryT
BO3JICP)KUBATHCS OT MTOBTOPHOU OTIPABKH
aHAJIOTUYHBIX OTYETOB.

[Tapamerpsr:

- <vlan_list> — Cnucox HomepoB VLAN,
pa3enéHHbIX Mpo0eTaMu 1K TUana30HOM
(manpumep, 1, 1-5, 1,3,5). [logaBnenue
OTUYETOB BKJIFOYAETCS UMEHHO JUTSI OTUX
VLAN.

[TonaBiieHHE OTUETOB YJIyUIIaeT

3¢ PeKTUBHOCTh 00PaOOTKH MHOT'0AIPECHOTO
Tpaduka, 0coOEHHO B OOJIBIINX CETAX C
0O0JIBIIUM KOJTHMYECTBOM KIIMEHTOB.

KoMaHza oTKIIOUaeT MoJaBIeHNE OTUETOB
IGMP nns ykazannasix VLAN. Kaxabrii
KJIIMCHT CHOBA HAaYHET OTIIPABIIATH
coOCTBEHHBIE OTYETHI HE3aBUCHUMO OT
JICUCTBUM IPYTUX XOCTOB.

ip igmp snooping vlan
<vlan list> robustness-
variable <1-255>

no ip igmp snooping vlan
<vlan list> robustness-
variable

KOMaH/Ia yCTaHaBIMBaeT K03 durment
ycToHunBOCTH (robustness variable) mms
nporokoiia IGMP (Internet Group
Management Protocol) B yka3zanubix VLAN.
KoadduimeHT ycToMIuBOCTH MIPEICTABISACT
€000l MHOXHTEJb, KOTOPbII MPUMEHSETCS K
BpEMEHHBIM UHTepBajiaM nporokona IGMP
JUISL IOBBIIIEHUS HaJIEKHOCTH paboThI
CUCTEMBI B YCJIOBHSIX HECTAOUIILHOU CBSA3U
WK OOJBIIOTO KOJIMYECTBA YCTPOUCTB.

Yewm Oonpliie 3HaUeHUE KOIPPUIIEHTA, TEM
JIOJIbILIE COXPaHSIETCs 3alKCh B TabMIe
TPYTIIBI Ja’Ke TIPU OTCYTCTBHH aKTUBHBIX
YJICHOB TPYIIIBL, YTO CHIUXKAET BEPOATHOCTh
MOTEPH BaYKHBIX CBEIEHUI O Tpymmax.
[Tapamerpsl:

- <vlan_list> — Ilepeuens HomepoB VLAN,
pa3enéHHbIi mpobenamMy WK AUara30HOM
(manpuwmep, 1, 1-5, 1,3,5). UmennHo st aTHX
VLAN uzmeHuTcs KodppuuueHT
YCTOMYHBOCTH.

- <1-255> — IlenouncieHHOE 3HAUCHUE
Koa(urmenTa yCTONIUBOCTH,
IIPUHHUMAOIEe 3HadeHust oT 1 1o 255.

KoMmaHnzaa oTMEHSIET yCTaHOBIEHHBIE BPYUHYIO
3HaYeHUs K03 PUIHeHTa YyCTONUYNBOCTH U
BO3BpAIlAET CTaHIapPTHBIE HACTPOUKH IS
ykazaHHbIX VLAN.
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ip igmp snooping vlan
<vlan list> static
<ipv4 mcast>

no ip igmp snooping vlan
<vlan list> static
<ipv4 mcast>

Komanza no3Bossier co3gath CTaTHYECKYIO
rpymniy MHOroaapecHou paccsuiku (Multicast
group) juts onpeaesieHHoro Habopa VLAN.
Cratudecku cKOH(pUTYypUpOBaHHAS TPyTIIa
03HAYAET, YTO YCTPONCTBA aBTOMATHUYECKHI
BKJIIOUYAIOTCS B HEE, JAXKE €CJIM OHU CAMU HE
MPUCHUIAIOT 3aPOChl Ha MPUCOECTUHEHHE K
rpymre.

[TapameTpsi:

- <vlan_list> — IlepeuncneHHslii cIucok
HomepoB VLAN, pa3ieneHHbIN ipoOenamMu
WJIM AMana3oHoMm (Hampumep, 1, 1-5, 1,3,5).
Bce ykazannbie VLAN nonydaroT gocTyn K
YKa3aHHOM TpyIIIIe.

- <ipv4 mcast>— Anpec MHOTOAJPECHON
rpynnsl [Pv4 (manpumep, 224.0.0.1). Dto
azipec, Ha KOTOPBIN MTPOU3BOUTCS PaCChLIKa
IIAKETOB.

Komanja ynanser panee co3JaHHbIE
CTaTUYECKHE IPYIIIbI MHOI0AAPECHOMN
paccbulky 1715 ykazaHHeIX VLAN u
COOTBETCTBYIOILETO a[peca IPyIIbl.

ip igmp snooping vlan
<vlan list> unsolicited-
report-interval <0-31744>

no ip igmp snooping vlan
<vlan list> unsolicited-
report-interval

Komanzaa Omnpenenser MHTEpBa OTIPAaBKU
HecBoeBpeMeHHBIX (unsolicited) oTueToB
nporokoiia IGMP (Internet Group
Management Protocol) ans ykazaHHbIX
VLAN. HecBoeBpeMeHHBIE OTUYETHI
OTIPABJISIOTCS YCTPOUCTBAMU Cpasy Mocie
MIPUCOCTUHEHUS K TPYIITEe, MUHYST OOBIYHBII
IIUKJ PETyJISPHBIX 3aIIPOCOB OT MacTepy-
3anpamuBaroniemy (querier). Ilapametpsr:
- <vlan_list> — Cnucku HomepoB VLAN,
pa3fenéHHble MpodenaMy Wik JUana3oHoM
(mampumep, 1, 1-5, 1,3,5). U3menenus
NpUMEHSIIOTCS K JaHHbIM VLAN.

- <0-31744> — BpeMeHHOH UHTEpBAI B
MUJUIMCEKYHAaxX (Mc), B Auamnasone ot 0 10
31744 mc. Onpenenser MUHUMAaJbHBINA
MHTEPBAJI BPEMEHHU MEX/Ty OTIHPaBKaMHU TaKHX
OTYETOB.

VYcTaHOBKaA MEHBILIETO MHTEPBAJIa MOBBIIIAET
OT3BIBYMBOCTH CETH, MO3BOJISISI OBICTPO
J00ABIIATH HOBBIC WICHBI B TPYIIIBI, HO TAK)KE
YBEJIMYMBAET HArPy3Ky Ha CETb.

KoMmanzaa oTMEHsIET IpeAbIAYIIIE HACTPOHKH
MHTEpBaja OTIPABKU HECBOEBPEMEHHBIX
OTYETOB U BO3BPAILAET 3HAYECHUE 110
YMOJIYAHUIO s yKa3aHHbIX VLAN.

B pexxumMe HacTpoiiky opTa KOMMyTaTopa

interface

‘ Br160op mopToB 17151 HACTPOWKH MapaMeTpoB

95




GigabitEthernet
<port type list>

ip igmp snooping
immediate-leave

no ip igmp snooping
immediate-leave

Bxutouenne ¢pyHKIuu ObICTPOTO BHIXOAA U3
rpynmnsl. Korma

MPUHSAT ITaKeT BBIXOJA U3 TPYIIIIbI,
KOMMYTaTOpP HEMEJJICHHO

yAasieT IOPT U3 MHOTOAJAPECHOH YCIIyTH, HE
nochLas

cneuuduynbii 11 rpymmnsl 3anpoc IGMP GS
Ha 3TOT

uHTEpdeiic.

Bo3zBpamiaetr 00bI4HOE OBEAEHUE, ITPU
KOTOPOM 3alKCU COXPaHITCS 10 KOHLIA
TEKyILEro LUKJIA OIpoca.

ip igmp snooping max-groups
<1-10>

no ip igmp snooping max-groups

Ha3naueHne MakCHMaJIBHOT'O YK CIIa
MHOT0a/IPECHBIX TPYIIII,

B KOTOPBIE MTOPT MOXKET BCTYITUTh
oaHoBpeMeHHO. Korma

ISt IopTa OyJIeT JOCTUTHYTO MaKCUMaJIbHOE
YHCIIO TPYIII,

HOBBIC cooOmeHus ¢ orueramu IGMP o
BCTYIUICHUU B

rpynny 0yayT oTOpachiBaThCsl.

Honyctumsliid quanasoH 3Hadenuit ot 1 go 10.

OTmeHnsieT npenpayliee OrpaHu4eHnue U
IIPUMEHSET HAaCTPOUKHU

10 YMOJTYaHUIO HEOTPAaHUYEHHOE YHCIIO TPYIIII
(unlimited).

ip igmp snooping filter
<wordl6>

no igmp snooping filter

Hacrpoiika ¢punbtpa Ha nopty 1uis
MHOT0a/IpECHBIX TPYIIIL.

Korna onpeznenennas MHOroagpecHas rpymnmna
BbIOpaHa Ha

nopty, coobmenust IGMP join reports
(oT4eTsI 0

BCTYIUICHUU B IPYIILY) HA MOPTY
OTOpaChIBAIOTCS

OTMeHsIeT peIBapUTENbHO YCTaHOBIEHHBIN
GWIBTp IPyMNIbI U BO3BPAIIAET CTaHAApPTHOE
MIOBEJICHUE.

Koman el mpocMoTpa HH(pOpMaIun

show 1p igmp snooping
[detail|<cr>]

- show ip igmp snooping: BEIBOAUT Oa30BYIO
MH(POPMAIIHIO O HACTPOWKAX M COCTOSIHUU
IGMP snooping.

- show ip igmp snooping detail: orobpaxaer
MoApOoOHYI0 MHPOPMAITHIO, BKIIFOYAsT
JIOTIOJTHUTEIIbHBIE CBEJICHUSI O KaXKIOM
uHTepdeiice, cocTosiHNE PUIBTPOB,
MaKCHUMAaJIbHYIO TPOAOKUTEIBHOCTD
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YACPKaHUS 3aIIUCEN U IPYTHUE JeTalbHbIC
[apaMeTpBbl.

show ip igmp snooping group-
database [detail|interface
<port type list>|vlan

<vlan list>|<cr>]

- show ip igmp snooping group-database:
BBIBOJUT 0000MmEHHYI0 HH(POpMAIHIO 000
BCEX aKTHBHBIX TPYIIaX.

- show ip igmp snooping group-database
detail: moka3spIBaeT paciupeHHbIE CBEICHHS O
KaXJI0¥ IpyTiIe, BKIKYas JTOTOJTHUATEIEHYIO
CTaTHCTUKY U BPEMCHHBIC METKH.

- show ip igmp snooping group-database
interface <port_type list>: oToOpaxkaet
MH(POPMAIIHIO TOJBKO JUIsl BBIOPAHHBIX THUIIOB
UHTEpPEICoB.

- show ip igmp snooping group-database vlan
<vlan_list>: BRIBOAUT HH(POPMAITUIO TOIBKO
J1s ykazaHHbiXx VLAN.

show ip igmp snooping group-
database sfm-information
[detail|interface

<port type list>|vlan

<vlan list>|<cr>]

- show ip igmp snooping group-database sfm-
information: BEIBOIUT OOIIHE CBEAECHUS O
TPyIIe U UCTOYHUKAX, YIACTBYIOIINX B
(dbumpTparum.

- show ip igmp snooping group-database sfm-
information detail: oTroOpaxaeT pacmupeHHbIC
0IPOOHOCTH O KaXKJI0M rpynme, BKIYast
CTaTUCTHYCCKUE TAHHBIC U CIIUCKH aKTUBHBIX
HUCTOYHUKOB.

- show ip igmp snooping group-database sfm-
information interface <port type list>:
BBIBOJMT WH(POPMAIIUIO TOIBKO IS
YKa3aHHBIX TUTIOB HHTEP(EICOB.

- show ip igmp snooping group-database sfim-
information vlan <vlan_list>: oTrobpaxaet
JTaHHBIE TOIBKO sl BEIOpaHHbIX VLAN.

show ip igmp snooping mrouter
[detail|<cr>]

- show ip igmp snooping mrouter: BHIBOIUT
OCHOBHYIO HH(OpMALUIO O
3aperucTPUPOBAHHEIX Mrouters.

- show ip igmp snooping mrouter detail:
npeaocTaBsieT OoJee qeTaabHbIe CBEICHHS,
BKJIIOYAsl CTaTyC U CTATUCTUYECKUE JIaHHBIE
110 K&KJIOMY HHTEpdeEIicy.

show ip igmp snooping vlan
<vlan list>

[TpeanasHaveHa JUIst IPOCMOTpa COCTOSIHUS U
HacTpoek Mexann3ma IGMP snooping st
otaenbHbIXx VLAN. IGMP snooping
UCTIONB3YeTCs JIsl ONTUMH3AINHU Tpaduka
MHOT0aJIpeCcHON pacchuiku (multicast) B ceTsax
Ethernet, korTpOIHpYSs Mporece
MPUCOETUHEHNUS U YXOa y3JI0B U3
MHOTOQ/IPECHBIX TPYII U yCTPAHSS
HE)KeNaTeJIbHOE MIMPOKOBEIIAHHUE.

IIpumep HacTpoiiku igmp snooping:

(config)# vlan 100,2036
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config-vlan)# exit

conflg # no ip igmp unknown-flooding

# ip igmp snooping

# ip igmp snooping vlan 2036

# ip 1igmp snooping vlan 2036 querier election

# ip igmp snooping vlan 2036 querier address 2.2.2.2
# ip 1igmp snooping vlan 2036 report-suppression

# interface GigabitEthernet 1/24

config-if) # switchport mode trunk

(
(
(c
(
(
(
(conflg
(
(
(
(
(
(

)
config-if)# switchport
config-if)#
config-if) #
config-if)# switchport

3.2.34. MLD Snooping

trunk allowed vlan 100,2036

interface GigabitEthernet 1/1
switchport mode access

access vlan 2036

MLD - MulticastListenerDiscoveryProtocol - mpoTokon ompeneneHusi moiydaresncit
MHOT'0a/IpECHBIX IIOTOKOB, McHofb3ytoumiics B IPv6. Anamornunyro ponbs B IPv4 Beimonsser

nportokos IGMP.

Komannma

’()HHC&HHC

['moGasibHBIC HACTPOHKHU

ipv6e mld snooping
no 1pv6 mld snooping

Bxmrouenue ¢pynkimn mldsnooping, BKIOYEHO MO
YMOIYaHHUIO
Brixmrouenne pynknuun ml1d snooping

ipv6e mld unknown-
flooding

no ipv6 mld unknown-
flooding

Bxutouenne GyHKINN pacCbUIKM HE3aperuCTPUPOBAHHOTO
Tpaduka

OTtkiroueHne PyHKIMH PacChUIKM HE3apEruCTPUPOBAHHOTO
Tpaduka. YnpasieHue JaBUHHOM pacchblUIKOM BCTyTaeT B
CUJIy TOJIBKO TOTI'J1a, KOTJa BKJIIOUEeHa (PyHKIUS
mldsnooping.

Korga MLD Snooping OTKIIIOYEH, HE3aperucTpUpOBaHHBIIH
tpapuk [IPMCv6 Bcerna akTuBeH, HECMOTPS Ha 3TOT
napamerp.

ipv6 mld ssm-range
<ipv6 _mcast>

Hacrpoiika auanazona SSM (MHOroaipecHast pacchljika ¢
y4eTOM MCTOYHHKA) MTO3BOJIAET y3JIaM U MapIlIpyTH3aToOpam,
noaaepxuBaromuM SSM, 3amyckath MoJeb CIIy k061 SSM
JUTs TPYIIT B AMAIia30He a/IpECcoB.

ipv6 mld host-proxy

no ipv6 mld host-
proxy

Bxurouenune npokcu-cepsepa. Ty QyHKIUIO MOKHO
UCIOJIb30BAaTh, YTOOBI M30€XKaTh NEPECHUIKN HEHYKHBIX
COOOIIIEHUH O MPUCOEAMHEHUHN U OCTABUTH COOOIIICHUS Ha
CTOpPOHE MapLIPyTU3aTOPA.

OTkiroueHune NpoKCHU-cepBeEPA

ipv6 mld host-proxy
leave-proxy

Bxmouenne MLD Leave Proxy. Oty GyHKIIIO MOXHO
UCIIOJIb30BaTh, YTOOBI H30€KaTh MEPECHIITKA HEHYKHBIX

COOOIIEHHIA O BBIXOJ/IC Ha CTOPOHY MapIIPyTH3aTOpa.
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no ipv6 mld host-
proxy leave-proxy

Brixkmrouenne MLD Leave Proxy.

ipv6 mld snooping
vlan <vlan list>

MLD Snooping VLAN Configuration

interface vlan<vlan list>

Cosznanue uarepdeiica

ipv6 mld snooping

no ipv6 mld snooping

Bxmouenne pynknuu mldsnooping s
VLAN

Brixmouenne GpyHknun mldsnooping amis
VLAN

ipv6 mld snooping querier
election

no ipv6 mld snooping querier
election

Bxmouenue Beioopa MLD Querier B VLAN

Brixmouenne Beibopa MLD Querier B VLAN

ipv6e mld snooping

compatibility {auto | vl | v2}

Hacrpoiika coOBMECTUMOCTH.
3Ha4YeHHE COBMECTUMOCTH 110 YMOJYAHUIO -
MLD-Auto.

ipv6 mld snooping priority <0-
7>

[Tpuopurer nuntepdeiica.

OH yKa3bIBaeT ypOBEHb IPHOPHUTETA
yrpasistomero kajapa MLD,
CreHepUpPOBaHHBIN CUCTEMON. DT 3HaYEHUs
MO>KHO MCIIOJIb30BaTh JUIsl ONIPEIEICHUS
MIPUOPUTETOB PA3JIMYHBIX KJIACCOB TpaduKa.
3HaueHue npuopuTeTa UHTEpdeiica no
yMOJT4aHuIo - 0.

ipv6 mld snooping robustness-
variable <1-255>

Hacrpolika nepeMeHHON yCTOMYMBOCTH.
IIepemenHas yCTOMYUBOCTH MTO3BOJISIET
HAaCTPOUTH OKUJIAEMYIO TTOTEPIO MAKETOB B
KaHase.
Homyctumbliii tnana3onl k 255, 3HaueHue
MEPEMEHHON YCTOMYUBOCTH 110 YMOJIYAHUIO -

2.

ipv6e mld snooping query-
interval <1-31744>

Hacrpolika narepBana 3amnpoca.

WNHuTtepBan 3ampoca - 3T0 UHTEPBATT MEXKAY
00LIMMU 3a1IpOCaMH, OTIPABISEMbIMU
3apPOCYUKOM.

Homyctumblii tnana3oH <1-31744>CeKyH[,
MHTEpBaJ 3arpoca 1o yMOJIYaHUIO
cocTaBysieT 125 cexyH/I.

ipv6 mld snooping gquery-max-
response-time <0-31744>

Hacrpoiika nHTepBaia 0TBeTa Ha 3ampoc.
MakcumanbHas 3aJepKKa OTBETA,
UCIIONb3yeMast Uil pacyeTa MaKCUMaJIbHOTO
KOJIa OTBETA, BCTABJISIEMOTO B MIEPUOIMUECKHIE
o0111e 3anpochl.
Homyctumblid tuana3zon <0-31744>
WNHuTtepBan oTBeTa Ha 3ampoc M0 YMOTIAHHUIO
coctaBisieT 100 B 1ecAThIX A0ISAX CEKYH/bI
(10 cexynm).
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ipv6e mld snooping last-member-
query-interval <0-31744>

Hacrtpolika MakcuMalIbHOM 3a1€pKKU OTBETA,
Honyctumblii tnanazon <0-31744> B
JIECATHIX JTOJISIX CEKYH/IbI, HHTEPBAJI 110
YMOJTYaHUIO cocTaBisieT 10 B 1ecaThixX q0Jeit
cexkyHabl (1 cexyHa).

ipv6 mld snooping unsolicited-
report-interval <0-31744>

Hacrpoiika naTepBana He3arnpanmBaeMoro
OTYETA — ATO BPEMSI MEXKy TOBTOPEHUAMU
MIEPBOHAYAJILHOI'O OTYETA Y3714,
IIPEACTABJISIIOLIETO UHTEPEC, B
MHOI'03JIpECHOM aJIpece.

Honyctumbliii tuana3on <0-31744> B
JIECATBIX JOJISIX CEKYH/]Ibl, UHTEPBAJI 10
YMOJIYAHHUIO - 1 cexyHaa

Hacrpoiika mopros

interface GigabitEthernet
<port type list>

Br160p mopToB A HACTPOIKK apaMeTpoB

ipv6e mld snooping mrouter

no ipv6 mld snooping mrouter

Hacrpoiika nopra B KayecTBe opra
MapIIpyTU3aTopa

OtmeHa KOMaH/JbI

ipv6o mld snooping immediate-
leave

No ipv6 mld snooping
immediate-leave

Bxtouenne QyHKIIMM HEMEJIEHHOTO
otkiroueHus. CucremMa yIaauT 3alHuch
IPYIIIBI U IIPEKPATUT HEPECHUIKY JaHHBIX
HIOCJIE TIOJTyYESHHUSI COOOIICHNUS O BBIXOJIE U3
MLDv1, He oTnipaBisisi cOOOLIEHHS 3anpoca
MOCJICTHETO yYacTHHKA.

Briknmrouenue (I)YHKI_II/II/I HEMCAJIICHHOI'O
OTKJIFOUYCHUA.

ipv6 mld snooping max-groups
<1-10>

OrpaHuueHre Koau4yecTBa rpynn
MHOT0aJPECHOMN PACCHUIKU, K KOTOPBIM
MOXET IIPUHAJICKATHh OPT KOMMYTaTOpa.

ipv6 mld snooping filter
<wordl6>

Hacrpoiika KOHTpOJIA JOCTyIIa IpU
perucTpaiyy rpymi MHOT0aIpecHOi
PaCCBUIKH

<word16> - npoduns IPMC B kauecTBe
ycIoBHS (GMIBTPALNHU JJISI KOHKPETHOTO
nopTa

3.2.35.LLDP

IMporoxon LLDP (LinkLayerDiscoveryProtocol) siBisieTcs TpPOTOKOIOM KaHAIbHOTO

YpOBHS, Ha KOTOPOM CETEBBbIE YCTpOHCTBa OOMEHMBarOTCs MH(popManuel o cedbe ¢ ApyruMu
YCTPOMCTBAMH, HAIPSIMYI COCAMHEHHBIMU 4depe3 ceTb. Mcnonb3ys LLDP, nBsa ycrpoiicTsa, Ha
KOTOPBIX (YHKIUMOHUPYIOT CETEBbIE MPOTOKOJIBI
uHpopmanuu apyr apyra. [ng oOHapykeHHMs COCEIHUX YCTPOMCTB HCHONb3yeTcs Habop
aTpulyToB, cchutatonuiics Ha TLV. VYcTpoiictBo MoxeT mnepenaBaTh W NPUHUMATh TaKyro

pa3HBIX ypOBHEW, MOTYT OOyd4aThCs
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JeTaIbHYI0 HHPOPMAIIHIO, KaK OMUCAHNE TIOPTA, OIMCAHUE CUCTEMBI M €€ BO3MOXKHOCTEH, azipec

yIIpaBJICHUS.

Komannma

| Onucanue

['moGasibHBIE HACTPOHKHU

11dp timer<5-32768>

Hacrpoiika nHTepBana Mex1y Kaapamu
LLDP, ornpaBisieMbIMH COCEISIM JAHHOTO
yCTpOHCTBA It OOHOBIICHUS HH(OPMAIHH O
JJAHHOM yCTpoWcTBe. JlOITyCTUMBIE 3HAUCHUS:
ot 5 10 32768 cexyna. [lo ymonuanuto
3agaHo 30 ceKyH.

11dp holdtime <2-10>

JlanHast HacTpoliKa onpeneser, Kak JoJIro
kaapel LLDP OyayT cuntaThest mpaBUILHBIMHU
1 ucnoJib3yercs s Beraucaenust TTL.
Jnana3zoH 1onyCcTUMbIX 3HaUYeHU#: 2~10 pas.
ITo ymomyanuio 3agaHo 4.

1ldp transmission-delay <1-
8192>

Hacrpoiika 3a1epxKku Mexay KajapaMu
LLDP, conepx)amumu U3MEHEHUS
KoH(urypanuu. JlomycTumblie 3Ha4eHUS: OT 1
10 8192 cekyH.

1ldp reinit <1-10>

Hacrpoiika 3aepkku MexXIy KaapoM
OTKJIIOUCHHUS ¥ HOBOM MHHUITHAJIN3aIIHCH
LLDP. lonnyctumsble 3Hauenus: ot 1 1o 10
CEKYH/I

Hacrpoiika nopra

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

lldp transmit

no lldp transmit

PexxuM paboThI: TOIBKO NEpeaya.
KommyTtarop Oyzaer noceiats nHGOpMAanuio
LLDP, Ho Oyzer orOpacsiBaTh HH(OPMALIHIO
LLDP, npuHATYI0 OT COCEHUX YCTPOUCTB.

Beixurogar pexum

11dp receive

no lldp receive

Pexxum paboTsl: Toabko nmpueM. KommyTtarop
Oyznet aHanu3uposath uHpopMmaruo LLDP,
MIPUHATYIO OT COCEHUX YCTPOUCTB.

Brikmouar PEIKUM

11ldp cdp-aware

Omneparnust CDP aware (PacnioznaBanne CDP)
WCIIOJIb3YETCS ISl IEKOJUPOBAHUS BXOJAIINX
kazapoB CDP (Cisco Discovery Protocol).
Ecmm sTa onms Brkimrouena, CDP TLVs,
KOTOpBIE MOTYT ObITh OTOOPa’KEHBI B
COOTBETCTBYIOIIIEE MT0JIE TAOIUIIBI COCEAHUX
ycrpoiicte LLDP 6ynyt nexonupoBassl, B
INPOTHBHOM cCiy4ae 3TH KaJpbl Oy IyT
otOpouensl. CDP TLVs oroOpaxaroTcs B
noJie TabJuIlBl coceHux yerpoicts LLDP

11dp tlv-select (management-
address vid| port-description
| system-capabilities |

Hacrpoiika atpuOyToB 111 0OHAPYKEHUS
COCEHUX YCTPOMCTB. DTH aTpHOyTHI

COACPIKAT OIMMCAHM THIIA, JJIMHBI U
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system-description | system- 3HAUYCHUM U cchlIaloTcesa Ha TLVs. JlanHoe
name) YCTPOMCTBO MOKET MEpeIaBaTh TaKyIO
JeTaIbHYI0 HHPOPMALINIO, KaK ONMCaHHE
nopra, uMs U OIMMCAaHUEC CUCTEMEBI U €€
BO3MOYKHOCTEH, aJipec yrpaBJICHHS.

no lldp tlv-select OTKIIIOUEHHE COOTBETCTBYIOLIETO aTpUOYTa.
(management-address vid| port- | Cocexnue ycrpoiicTBa He OymyT IONYYaTh
description | system- COOTBETCTBYIOILYIO HH(POPMALHIO 00
capabilities | system- yCTpOiicTBe.

description | system-name)

3.2.36.LLDP MED

[Tporokon LLDP s korneunbix meaua-yctporictsB LLDP-MED (LLDP for Media Endpoint
Devices) siBsercs pacmupenueM LLDP u paboTtaeT Mex 1y KOHEUYHBIMH YCTPOUCTBAMU, TAKUMH
kak IP-teneoHbI 1 ceTeBBIMH yCcTpoiicTBaMU (Hampumep, kommyTtaropamu). [Iporokon LLDP-
MED obecnieunBaeT Mmoep>KKy MpUIoKeHU repeaaun royioca mo I[P (VolP) u mononnutensHbie
TLVs nns oOHapyskeHusl, oOecrieueHus MoJUTUKH ceTh, pyHkiuu Power over Ethernet,
yIOpaBIeHUS peecTpOM U HHPOPMAIH O MECTOIIOIOKEHHUH.

Komanna ’ Onucanue
['moGasibHBIC HACTPOHKHU
11dp med fast <1-10> Hacrpoiika napamerpa Fast start repeat count

(Huco moBTOPOB OBICTPOrO CTapTa)
MO3BOJISIET 33]]aTh, CKOJIBKO pa3 OyaeT
IIOBTOPEH OBICTPBINA CTApT NEPEIAUH.
PexomenayeMoe 3HaueHue (4 paza) o3Hayvaer,
YTO C UHTEpBaIOM | cekyHaa OynyT
nepenansl 4 kaapa LLDP, ecnu npunAT kKaap
LLDP c noBoit unpopmanueii. Cnemyer
oTMeTuTh, 4T0 LLDP-MED u Mexanusm
LLDP-MED Fast Start 100 npenna3zHa4deHbI
TOJIBKO IS pabOThI HA IMHUAX MEXKITY
YCTPOKCTBAMH COEIMHEHHS 10 CETH,
nogaepxkusaroumMu LLDP-MED u
KOHEUYHBIMH YCTPONCTBAMU U HENTPUMEHUMBI
K JIMHUSM MEX]y 3JIEMEHTaMU
uHppactpyktypsl LAN, Bitouas u
YCTPOWCTBA COEMHEHUS 110 CETH WJIN JTUHUU
JIPYTOTO THUTIA.

1l1dp holdtime <2-10> JlaHHas HacTpOMKa OMIpPEEAET, Kak 0o
kaapsl LLDP OynyT cuutarbcest mpaBUIbHBIMU
U Ucnonb3yercs i Beraucinenus TTL.
Jnana3zoH 1onmyCcTUMBIX 3HaUeHUi: 2~10 pas.
ITo ymomyanuio 3agaHo 4.

11dp transmission-delay <I1- HacTtpoiika 3anepKku Mexay KaapaMu
8192> LLDP, conepxamumu U3MEHEHUS
KoHpuryparuu. JlonycTumbie 3Ha4eHHS: OT 1
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10 8192 cekyH.

1ldp reinit <1-10>

Hacrtpolika 3aaepxku Mex1y KaapoM
OTKJIFOUEHHS ¥ HOBOU MHUIIHAJIN3aluel
LLDP. Jlonmyctumebie 3Hadenust: ot 1 go 10
CEKYH/I

HacTtpolikyu MecTonosioxeHust

11dp med location-tlv latitude
(north south) <word8>

3ananue mupothl. lllupora qomkHa OBITH
npuBeaeHa B quana3zone 0-90 rpagycoB u
conepkath He Ooiee 4 udp. MoxHO 3a7aTh
HKBATOPUATILHOE IOJIOKEHUE JTU00 Ha ceBep
ot skBaropa (North) mu6o Ha ror (South) ot
HKBATOPA.

11dp med location-tlwv

longitude (east west) <word9>

3aganue 1oaroTel. Jloarora 10KHA OBITh
npuBeaeHa B nuana3zone 0-180 rpagycoB u
conepkath He Ooiee 4 nudp. MoxkHO yKka3aTh
HampaBlieHue — 100 Ha BOCTOK OT HYJIEBOTO
Mepuauana (East) nu0o Ha 3amaj ot
HysieBoro mepuauana (West).

11dp med location-tlv (floors

meters) <wordll>

3anmanue BBICOTHL. BhicoTa 0DKHA OBITH
NpYBEACHA B Uana3oHe ot - 32767 no 32767
U coziepkaTh He 6oinee 4 udp. MoxxHO
BBIOpATh €IMHUIIBI U3MEPEHUS BHICOTHI —
1100 B METpax, W00 B ITAXKAX.

11dp med datum
nad83-navd88

(nad83-mllw
wgs84)

Br10op cucrembl KOOpIUHAT:

* WGS84: (I'eorpaduueckne, TpeXMEpHBIE) —
Bcemupnas reonesnueckas cucrema 1984,
CRS Code 4327, nyneBoii MepuanaH:
TPUHBUYCKHUH.

* NAD83/NAVDS88: CeBepoamepuKaHCcKas
cuctema koopauHaT 1983, CRS Code 4269,
HYJIEBOW MEpUJINAH: TPUHBUYCKUN;
CBsI3aHHAas ¢ ATOM cUCTeMa KOOPAMHAT 10
BepTukanu - North American Vertical Datum
of 1988 (NAVDSS). Ota mapa cuctem
KOOpJMHAT HCIIOJIb3YEeTCs ISl yKa3aHus
MECTOIOJIOKEHHSI Ha 3€MJI€, Ha BOJHBIX
IIPOCTPAHCTBAX, MOABEPKEHHBIX MPUIUBAM U
OTJIMBaM (/17151 KOTOPBIX MOXKHO HCIOJIB30BATh
cuctemy koopauHat NADS3/MLLW).

* NAD83/MLLW: CeBepoamepHkaHcKast
cucrema koopaunat 1983, CRS Code 4269,
HYJICBOW MepHUAMaH: TPUHBUUCKHUIA;
CBsI3aHHAsI C ATOW CUCTEMa KOOPJMHAT 110
Beptukaiu - Mean Lower Low Water
(MLLW). Ota napa cBsi3aHHBIX CUCTEM
KOOP/IMHAT UCIOJIB3YETCs MPU YKa3aHUU
MECTOIOJIOKEHHSI B OK€aHe, Ha MOPSX U Ha
101 npyrux BoaHbIX pocTpaHcTBax. Onuus
BkitoueHa, CDP TLVs, koTopbie MOTYT OBITh
0TOOpa’keHbl B COOTBETCTBYIOLIEE MOJIe
Tabsuubl coceHux yerpoicts LLDP Oynyt
JICKOJTUPOBaHbI, B IPOTUBHOM CIIy4ae 3TH
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Kaapel OyayT otopomensl. CDP TLVs
OTOOpaXXArOTCS B MOJIE TAOIUIBI COCETHUX
ycrpoiicts LLDP

11ldp med location-tlv civic-
addr (additional-code |
additional-info | apartment |
block | building | city |
country | county | district |
floor | house-no | house-no-
suffix | landmark | leading-
street-direction | name | p-o-
box | place-type | postal-
community-name | room-number |
state | street | street-suffix
| trailing-street-suffix |
zip-code)

VYkazanue agpeca

additional-code - Jl00aBOYHBIH KOJ
additional-info - JlomomHUTEIbHAS
nH(pOpMaLIKA O MECTOIOJIOKEHUH.
Apartment - AnapTameHT, HOMEp.
Block - Kaaprain, 650kK.

Building - Ctpoenue.

City - Topon, mocenok.

Country - Kop crpansl o crangapty
ISO 3166, cocTosAuMil U3 ABYX NPOMUCHBIX
oykB ASCII.

County - Okpyr.

District - PalioH ropoga, OKpyr ropoja,
aJIMUHHUCTPATUBHBIN palioH ropojaa

Floor - Orax

house-no - Homep noma
house-no-suffix - Cyddukc HomMepa
Jioma.

Landmark - Anpec Kakoro-imbo

3aMETHOT0 00BEKTAa Ha MECTHOCTH.
leading-street-direction -

Hanpasiienue rnaBHOM yJIHLIBL.

Name - ®UO pe3uaeHTa uiM auna,
apeHaytouiero opuc.

p-o-box - Homep aOOHEHTCKOro sIuKa
place-type - Tun nnomaau
postal-community-name - ®UO
IIOYTOBOTO ajpecara

room-number - Homep koMHaTbisState
- EnnHnna aiMHHHACTPATUBHO-
TEPPUTOPUATBHOIO JeJIeHus (IITaT, KAHTOH,
PEruoH, MPOBUHLIMSA, TPe(EKTypa).
Street - VYiuna.

street-suffix - Cyddukc ynuibl
trailing-street-suffix -
HaBuranuonssliii cyddukc ynuibt
zip-code - Ilo4TOBBIN KON

Co3znanne nmpaBui

11dp med media-vlan-policy <0-
31> (guest-voice
guest-voice-signaling
softphone-voice

streaming-video video-
conferencing video-
signaling

voice voice-

Tumnsl npuiIokeHuit, B ToM uucie: “Voice”
(T"'onmocoBoii Be30B), “Voice Signalling”
(Curnanuszanust roJ0coBOro BbI30Ba), “Guest
Voice” (I'ocTeBoii roocoBoii BeI30B), “Guest
Voice Signalling” (Curnanau3sarusi rocTeBOro
rOJIOCOBOTO BBI30Ba), “Softphone Voice”
(T'omocoBoit Be30B 110 codTodony), “Video
Conferencing” (Bugeokondepeniusi),
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signaling) (tagged “Streaming” (IToroxoBas nepenaua), “Video
untagged) <vlan_id> (dscp Signalling” (Curnanu3anusi BUACOMOTOKA).
12-priority)
12-priority - BBIOOpP OJHOTO U3
BOCBMH YPOBHEU NPUOPUTETA

dscp - OJHO W3 3HAYCHHH 64-TOYECYHOIO
KoJ1a

3.2.37. Tabauua mac —aagpecos

Tabmuma MAC-anpecoB — 310 Tabnuia cooTBeTcTBU Mexay MAC-agpecamu
YCTPOMCTB Ha3HA4YCHHsI W MopTramMu KommyTtaTopa. MAC-aapeca MOTYT OBITH CTaTUYECKUE U
muHamuueckue. Cratuueckne MAC-aapeca HacTpauBalOTCS IMOJb30BATEIEM BPYUYHYIO, UMEIOT
HAUBBICIIUH IPUOPUTET, XPAHSITCS IIOCTOSTHHO ¥ HE MOTYT OBITh MEepe3aniCcanbl JTHHAMHYECKUMU
MAC-anpecamu. MAC-aapeca — 3TO 3alIUCH, TTOJTYYEHHbIE KOMMYTAaTOPOM B IIEPECHUIKE KaJpOB
JIAHHBIX, U XPAHATCA B TEYCHHE OIPaHUUEHHOTO Tieprojia BpemeHu. Korjna komMmyTaTop nojyqaer
KaJp JaHHBIX JJIs JalbHelIe nepeaayuu, on coxpanser MAC-aapec kajpa JaHHBIX BMECTE C
COOTBETCTBYIOIIUM eMy nopToM HazHaueHus. Korma MAC-tabnuna onpammBaercs i MOUCKa
MAC-aapeca Ha3HaueHUs, IPU HAXOXKJEHUU HYKHOTO ajjpeca KaJp JaHHBIX OTIPAaBISETCS Ha
COOTBETCTBYIOIIUI MOPT, MHAYE KOMMYTATOP OTIIPABIISET KaJip HA MIMPOKOBEIIATEIbHBIN JTOMEH.
Ecnmu nunamuueckuit MAC-aapec He BcTpeuaeTcsi B MPUHATHIX KaJapaxX NaHHBIX IMTEIbHOE
BpeMsl, 3aiCh 0 HeM OyneT ynanena u3 MAC-tabnuibl KOMMyTaTopa.

Komanna Onucanune
mac address-table aging-time Hacrpoiika cpoka ycrapeBanus 1t MAC -
<0,10-1000000> aJ]pecoB, OJIy4EHHBIX 00y4YeHHEM, KOTOpbIe

OyayT npucyTcTBoBaTh B Tabimue MAC -
aznpecoB. /luanazoH 10MyCTUMBIX 3HAUYEHUIL:
ot 10 10 1000000 cexyna

mac address-table learning Bxmtouenue nzyuenuss MAC-anpecoB B
vlan <vlan list> 3aJaHHoOM vlan
mac address-table static Hacrpoiika cratnueckux MAC-anpecos

<mac_addr> vlan <vlan id>
interface GigabitEthernet
<port type list>

3.2.38. Privatevlan

Yactupie VLAN ocHOBaHbI Ha MacKke MopTa UCTOYHUKA M HE COEIMHSAIOTCS C OOBIYHBIMU
VLAN. 310 o3nauaer, uro Homepa VLAN ID o6s1yabix VLAN u Homepa VLAN ID uactHbIX
VLAN MoryT ObITh OJIMHAKOBBIMH. UTOOBI OblJIa BO3MOKHA TIEepe/iaya MaKkeToB, MOPT JOJDKEH
npUHaAIexXaTh U 00bIyHON, U yacTHOW VLAN. Ilo yMom4aHuio, Bce MOPTHI HE MOJAECPKUBAIOT
VLAN u ssnstorcs wieHamu VLAN 1, u Private VLAN 1.

[Topt, He moaaepxuBatomuii VLAN, MoxkeT ObITh WwieHOM TodbKO ogHoW VLAN, HO

MOKET OBITh WIEHOM HECKOJIbKHX YacTHBIX VLAN.
Yactueie VLAN ucnons3yroTcst Ui TPYHNIIMPOBKH MOPTOB C IIEJIBIO NPEJOTBPAIICHUS CBS3U
BHyTpH PVLAN. M30msmusa nmopra UCOAb3yeTCs JUIsl MPEIOTBPAILIECHHS CBSI3M MEXKly MOpTaMU
KinueHToB B ofHoM M Toi ke VLAN wmmm wactHoit VLAN. IlopT, KOTOpBIM H30JUMPOBaH OT
OCTaJIbHBIX MOPTOB HE MOXKET IEpelaBaTh KaKOH-INOO OJHOAIPECHBIM, MHOTOAJPECHBIN WiIn
IIMPOKOBEIIATENbHBINA TpaduK B 1t00bIe Apyrue nmopTsl Toi ke camoit VLAN niu PVLAN.
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Komanna | Onucanne

Hactpoiika noptoB

interface GigabitEthernet Be160p nopToB 1 HACTPOWKU ITapaMeTpoB

<port type list>

pvlan <range list> Co3pnanue Private VLAN

no pvlan <range list> Vnanenue Private VLAN

pvlan isolation KomaHna BBINIOTHEHHE KOTOPOU NPUBEIET K
U30JISILIMU BHIOPAHHBIX IOPTOB OT OCTAJIbHBIX.

no pvlan isolation OTMeHa KOMaHIbl

ITpumep Hactpoiiku Port Isolation :

# configure terminal

(config)# interface GigabitEthernet 1/1
(config-if) # pvlan 1-2

(config-if)# pvlan isolation
(config-if)# interface GigabitEthernet %s
(config-if) # pvlan 3-4

(config-if)# pvlan isolation

[Ipumep nactpoiiku PVLAN nis rpynnsl KOMMYyTaTOpOB:

Router

munus
_— PVLAN| _ ¥
//:_.-'-"'_____““-hh Trunk 1 Trar;.gme//—\
~-

s P | N

/ e N
/. Host 1 2—| Switch 1 |3 Host 3
! Isolated Community
,’ Port Port
| Secondary . éﬂ Secondary
! Isolated ?:z::“rd | Community
| VLAN, Port | VLAN
WVID =10 i VID =20
",' Isolaled Community
Port . Paort
AN Host2 —2 Switch 2 |— Host 4
5 s
\\ - I
. . . - /
~ e S =
T PVLAN Domain T

Primary VID = 39/_/

Swith 1
Swith 1
swith 1
swith 1

config)# hostname Swith 1
config)# vlan 10

config-vlan)# name Isolated VLAN
config-vlan)# exit

—_— o~ o~ o~
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Swith 1(config)# vlan 20
swith 1 (config-vlan)# name Community VLAN
swith 1(config-vlan)# exit
Swith 1(config)# vlan 30
swith 1(config-vlan)# name Primary VLAN
swith 1(config-vlan)# exit
Swith 1(config)# svl fid 30 vlan 10,20,30
Swith 1(config)# switchport vlan mapping 1 egress 10 30
Swith 1(config)# switchport vlan mapping 1 egress 20 30
Swith 1(config)# interface GigabitEthernet 1/1
Swith 1(config-if)# description to Router
Swith 1(config-if)# switchport mode trunk
Swith 1 (config-if)# switchport trunk allowed vlan 10,20,30
Swith 1 (config-if)# exit
Swith 1(config)# interface GigabitEthernet 1/2
Swith 1 (config-if)# description Isolate port
Swith 1(config-if)# switchport mode hybrid
Swith 1 (config-if switchport hybrid native wvlan 10
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

Swith 1 (config-if no switchport hybrid ingress-filtering
Swith 1 (config-if)# switchport hybrid egress-tag none
Swith 1(config-if)# exit
Swith 1(config)# interface GigabitEthernet 1/3
Swith 1(config-if)# description Community port 1
Swith 1(config-if)# switchport mode hybrid
Swith 1(config-if)# switchport hybrid native vlan 20
Swith 1 (config-if)# switchport hybrid allowed vlan 20,30

) #

)

)
) #
Swith 1(config-if)# switchport hybrid allowed vlan 30
) #
)

Swith 1 (config-if no switchport hybrid ingress-filtering
Swith 1 (config-if)# switchport hybrid egress-tag none
Swith 1 (config-if)# exit

Swith 1(config)# interface GigabitEthernet 1/4

Swith 1(config-if)# description to Swith 2

Swith 1(config-if)# switchport mode trunk

Swith 1(config-if)# switchport trunk allowed vlan 10,20,30
Swith 1 (config-if)# end

B npumepe untepdeiic GigabitEthernet 1/1 cay>kuT as NoaKIIOYEHHS] MapILIPyTU3aTOPA,
OH MO>XeT 0OMEHHUBAThCs JaHHBIMU ¢ XocTamu 1-4 u Switch 1 u 2.

XocTtsel 1 1 2 MOryT 0OMEHMBATHCS TaHHBIMU C TOJIbKO MapipyTu3atopoM (Isolated VLAN
10).
Xoctel 3 1 4 MOry 0OMEHUBATLCS JAaHHBIMH C MapIIPyTU3aTOPOM B MEXIy coboit (Community
VLAN 20).

3.2.39. U30asiuus noptoB (Protected ports)

CDYHKI_[I/ISI, KOTOpasd no3BOJACT NpCA0TBpAlllaTh oOMeH JaHHBIMH MCKIY OHpe,Z[CJ'IéHHBIMI/I
nmopramu, IO3BOJISAA UM BSaI/IMO)IefICTBOBaTL TOJIBKO C HA3HAYCHHBIMH uplil’lk-HOpTaMI/I.

Komanma OnucaHme

KoMaHma B pexXxMMe HACTPOMKM MHTepdeMrca (TpyHnne MHTEPOENCOB)

switchport protected-port \HepeBeCTM nopT (rpynny IIOPTOR)
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B PEXVM M3OJIALUUNM.

no switchport protected-port BOCCTaHOBUTEL 3HAaUeHUE II0
YMOJIUAHNI .

KomaHma mnpocmoTpa MHbOpMAaLMM

show switchport protected-port |IlokazaTrs mHbOOPpMaAUMID O GYyHKUIMM
[ interface <port type list> ] MB0JIAUMM Ha MHTepdercax (IpyIns
MHTepbelCcoB) .

3.2.40.VCL

MAC-basedVLAN -naznauenue Homepa VLAN B COOTBETCTBUHU C MaK-aIPECOM XOCTa.

Komannma I(DHHcaHHe
Hacrpotiika mopros
interface GigabitEthernet Br160p mopToB A HACTPOIKK TapaMeTpoB

<port type list>

switchport vlan mac Hacrpoiika npuBsa3ku mac-aapeca k vlan
<mac_ucast> vlan <vlan id>

no switchport vlan mac VY naneHue mpuBsI3Ky.
<mac_ucast> vlan <vlan id>

Protocol-basedVLAN — nHa3znauenune Homepa VLAN B 3aBUCUMOCTH OT UCIIOIB3yEMOTO
HPOTOKOJIA

Komanna \ChuwaHne
['mobGanpHbIe HACTPOIKHU
vlan protocol eth2 <0x600- Bb160p COOTBETCTBYIOILIETO IPOTOKOJIA

Oxffff> group <wordl6>

vlan protocol snap 0x00EO0ZB 0x00E02B — OUL (0x000000 - OXFFFFFF)
0x0001 group <wordlé6> 0x0001 — PID(0x0 - OxFFFF)

vlan protocol 1llc Oxff Oxff 0xff — DSAP(0x00 - OxFF)

group <wordl6> Oxff - SSAP(0x00 - OxFF)

Hacrpotika rpynimsl

interface GigabitEthernet Br16op nopToB a5 00beAMHEHUS B TPYTITY
<port type list>

switchport vlan protocol group | KomaHza, BBITOJHEHHE KOTOPOH MPUBEIET K
<wordl6> vlan <vlan_id> 00BETMHEHNIO TTOPTOB B OJHY TPYIIY U
Ha3HaueHue el VLAN.

no switchport vlan protocol V naneHne COOTBETCTBYIONIEH IPYIIITBI
group <wordl6>
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IP Subnet-based VLAN - Haznauenune Homepa VLAN B 3aBHCHMOCTH OT ip-ajipeca

Komannma

\ Onucanne

Hacrpoiika mopros

interface GigabitEthernet
<port type list>

Br160p mopToB A HACTPOIKK apaMeTpoB

switchport vlan ip-subnet
<ipvé4 subnet><vlan id>

no switchport vlan ip-subnet
<ipvé4 subnet><vlan id>

HacTtpoiika npuBsizku ip-aipecoB K vlan

Y naneHue npuBs3KU.

3.2.41.Voice VLAN

Oynkuus roocoBoit VLAN mno3BossieT nepecbuiaTh rojocoBoi Tpadpuk B ronocoBoit VLAN,
10CJIe Yero KOMMYTAaTOp MOKET KJIaCCU(PULIMPOBATh U IUIAHUPOBATh CETEBOM
Tpaduk. Pekomenayercs, ytoOsl Ha opTy ObLI0 ABe cetu VLAN - onHa i rosoca, apyras ais

JaHHBIX.

Komannma

’ Onucanue

['moGasibHBIE HACTPOHKHU

voice vlan

no voice vlan

Bxrouenue ¢yHkium voice vlan
IIpumeuanue. [lepen akTuBanuen roaocoBOro
VLAN na kommyTtaropax: NTS-1080, NTS-
1024, NTS-15040, NTS-15080, NTS-1080P,
NTS-1024P, NTS-15040P, NTS-15080P,
NTS-4G2S-AT, NTS-8G2S-AT, NTS-4G2S-
BT, NTS-8G2S-BT. Otkitounte npoTOKOI
MSTP, uTro0bI NpeaOTBPaTUTh BO3MOXKHbBIE
KoHQuIMKTHL. Ha ocTanbHbIX ycTpoiicTBax
cepun MSTP coBmectum ¢ ¢pynkuueit Voice
VLAN.

Brikmouenue @pyHkuuu voice vlan

voice vlan wvid

Haznauenue Homepa vlan

voicevlanaging-time<10-
10000000>

Hacrpoiika BpemMeHu 6e30macHOro o0yueHus.
Jomnyctumblii Auana3on cocrasiseT oT 10 1o
10000000 cexyna. I1o ymonuanuto —
86400cek.

voice vlan class <0-7>

VYka3biBaeT kiacc Tpaduka. Becs Tpaduk B
Voice VLAN 6ynet umets 5T0T Kiacc. [To
YMOJIYAHUIO YCTAHOBJIEH 7 KJacc.

voice wvlan oul <oui>
description <line32>

Co3nanue 3anucu B Tabmuie OUI

Oui - 5TO rno0anbHBINA YHUKAIbHBIN
uaentudukarop, npucoenusii IEEE. On
JIOJI’KEH COCTOSATh U3 6 CUMBOJIOB, (hopMaT

BBOJA - «XX-XX-XX» (X - IICCTHAATATCPHUIHAA
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mudpa).
Description - Omnucanue aapeca OUI

no vlan oui <oui> VY najieHne COOTBETCTBYIOIICH 3aITHCH.
Hacrpotiika mopros

interface GigabitEthernet Br160op nopTos

<port type list>

switchport voice vlan mode Hactpoiika pexuma

{auto | disable | force} Auto — aBTOMATHYECKOE ONpEeIeHUE

Disable - OTKIIOYEH
Force - HOpUHYIUTEIHLHOE BKIIOYEH

switchport voice vlan security | Bxkmouenue pekuma 6ezomacuoctu. Korma
9Ta (QYHKIHsI BKIIOUEHA, BCEe HETEIE(OHHBIC
MAC-anpeca B VLAN Oyayt
3a0siokupoBaHbl Ha 10 cexyH.

no switchport voice vlan Briknrouenue pexunma 6ezonacnoct. Korna
security 3Ta (PyHKIMS BKJIIOUYEHA, BCe HeTelIeOHHBIE
MAC-anpeca B VLAN Oyayt
3a010KkMpoBanbl Ha 10 CeKyHI.

switchport voice vlan Hacrpoiixa npoTokosia oOHapyKeHHs MopTa.
discovery-protocol { both | PaboTaer TOIbKO IpU pexUMeE «Autoy.
1lldp | oui} Bo3MoskHBIE TIPOTOKOJIBI OOHAPYKEHUS:

Both- OUIlu LLDP

Lldp- ob6HapyxeHue TenedoHHOro
ycrpoiictea no LLDP

Oui- oOHapyxxeHue TeneoHHOro
ycrporictsa no agpecy OUI

ITpumep HacTpoliku voice vlan:

# configure terminal

(config)# vlan 184,220

(config-vlan)# exit

(config-vlan)# voice vlan

(config)# voice vlan vid 184

(config)# voice vlan oui 24-9A-D8 description YearLink
(config) # interface GigabitEthernet 1/1
(config-if)# switchport mode hybrid

(config-if)# switchport hybrid allowed wvlan 184,220
(config-if

(

(

(

)

)# switchport hybrid untagged vlan add 184,220
config-if)

)

)

switchport hybrid native vlan 220
switchport hybrid ingress-filtering
switchport voice vlan mode auto

config-if

#
#
#
config-if)#

3.2.42. QoS (KauecTBO 00C/Ty:KNBAHUS)
CeteBoii Tpaduk Bceraa HEMpeaCKa3yeM, IOATOMY OCHOBHBIM (PaKTOPOM OOECTICUCHHS KauecTBa
SBJISIETCS MPEOCTAaBIIEHHE HAMITYUIIEero crocoda JocTaBKU. J{iIst mpeogoneHus 3Toi mpooaembl
UCIIOJIb3YeTCs MOoHsATHE KauecTBa oOcmykuBanus (Quality of Service (QoS)) npumensiemoe ko
Bceil cetu. ['apantupyercs, 4To ceTeBoit Tpaguk OyneT NPHOPUTE3UPOBAH B COOTBETCTBUU C
3aJIaHHBIM KPUTEPHUEM, U TIpUEeM OyAET MPOU3BOIUTHCS C UCIIOIH30BaHUEM 00paOOTKHU 110
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npuoputeraM. 115 QoS mo3BosisieT Ha3HAYUTh PA3IUYHbBIE KJIACCHI CETEBBIX YCIYT Pa3InYHbIM
TUMaM Tpaduka, HampuMep, MyTbTHMEIUHHOMY, BUIEO, TpadhUKy KOHKPETHOTO POTOKOJIA,
KPUTHUYHOMY IO BpEMEHU TpapuKy, TpaduKy pe3epBHOro KonupoBanus ¢aiiios. YToOwI 3a1aTh
IPUOPUTETHI MAKETOB HA JaHHOM KOMMYTaTope, nepeiaure Ha ctpanuiyy “Port Classification”
(Knaccudukamus nopra FIFO,PQ).
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Komanma

‘ Onucanne

['1oGanpHBIC HACTPOMKHU

DSCP-Based QoS Ingress Classification

gos map dscp-cos <0-63> cos
<0-7> dpl <0-1>

HacTpoiika ocHOBHbIX Q0S DSCP Ha ocHOBe
napametpoB QoS Ingress knaccudukaum.
dscp-cos<0-63>- 3nauenue DSCP
BXO/ISIIIIETO MaKeTa.

<0-"7> - 3Ha4YEHHUE COS

dpl<0-1> - BsiOop npuopurera
otOpacsiBanust DPL s cooTBeTCTBY!IOLIETO
3HaueHust DSCP a1 06paboTKH BXOSIIHMX
kaapoB. [1o ymomuanutio 3agano 0. 3HaueHue
“1” maet 6oJiee BBICOKHUIA MPUOPHUTET
OTOpachIBaHUS.

DSCP Translation

gos map dscp-ingress-
translation <0-63><0-63>

IIpeobpazoBanre DSCP na Bxomsmei
cropoHe B Jt000e n3 <0-63>3nauenuit DSCP.

gos map dscp-classify <0-63>

Bxurouenue kinaccuuKanuy Ha BXOAAIIEH
CTOpOHE, KaK OTPEIEICHO B Ta0IUIe
HacTpoiiku DSCP QoS Ha nopty

gos map dscp-egress-
translation <0-63><0-1> to <0-
63>

Hactpoiiku 11 ucxozsiei CTOpoHbl. 3aHOBO
oroOpaskaet 3HaueHue DP B BeIOpaHHOE
3Hauenue DSCP.

<0-1>

0- Ympasisier nepepacnpeesieHieM KaJpoB
¢ ypoBHeM DP 0.

1- Vpasinser nepepacnpeaesieHieM KaJpoB
¢ DP yposns 1.

B mto60Mm ciryyae mociie Beibopa Tpedyercs
BBECTH 3HAYEHUE, HA KOTOPOE OyaAeT
nepeHasHaueH DSCP

DSCP Classification

gosmapcos-— Hacrpoiika conocrasnenus CoS u DPL co
dscp<0~7>dpl<0~1>dscp {<0-63> 3HaueHnem DSCP

| afll | afl2 | afl3 | af2l | <0~7> - Kimacc 00CITyKUBAHUSI

af2z | af23 | af3l | af3 | <0~1> - ypOBHHU IPHOPUTETA OTOPACHIBAHHS,
at33 | afdl | af42 | afd3 | be | juq koroporo HEOGXOMMMO BHIGPATH

| csl | cs2 | cs3 | cs4 | csb5 sHauenne dscp

| cs6 | cs7 | ef | va }

QoS Control List Configuration

gos gce <1-256> Coznanue 3anucu QCE

gos gce <1-256> interface Br160op mopToB, HACTPOCHHBIX C TTOMOIIBIO
GigabitEthernet storo QCE

<port type list>

gos gce <1-256> dmac Hactpoitka MAC-aapeca Ha3Ha4YeHHS.
{<mac addr> | any | broadcast B03MOKHBI ClleAyIOIIHME 3HAYCHUS:

| multicast | unicast} any(JIro0oii),

broadcast(lllupokoBeniaTenbHBIH),
multicast(MHoroaapecHsiii),
unicast(OgHoaapecHbIit).
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gos gce <1-256> smac Hacrpoiika MAC-anpeca ucTouHHKa.

{<mac_addr> | any} Bo3moxHO ykaszate koHKpeTHbIH MAC nim
BBIOpATH JIIO00I.

gos gce <1-256> tag type Vkazanune tum Tera. Bo3aMoskHbBIE 3HAYEHUS:

{any | c-tagged | s-tagged | any: ConocrasjieHue KaapoB ¢ TeraMmu u 0e3

tagged | untagged} TEroB.

untagged: CoOOTBETCTBHE
HEMapKUPOBAHHBIM KaJIpaM.

tagged: ComocraBiieHue KaApOB C TEraMH.
c-tagged: CootBerctBHE (hpeiimon ¢ C-
TEramu.

s-tagged: CoorBercTBHE (hpeitMOB ¢ S-
Teramu.

3HaYCHHE 110 YMOJYAHUIO - «JIF0001».

gosgce<l-256>tagvid {<vcap vr>
| any}

Vkaszauue nuanazona VLAN wiu ar000it
VLAN

gosqgce<l-256>tagpcp {<pcp> |
any}

Vkaszanue 3HaueHuss PCP, BO3MOXHO yKa3arb
KOHKPETHOE 3HAauY€HUE, MAIa30H WK
BBIOpATh BapuaHT “Mr000i1”. JlomycTrmble
3HaueHus 0-7.

gos gce <1-256> tag dei {<0- | Vkasauwue snaucuus DEI. Moxet 6bITh “0”,
1> | any} “1” unu “nrodoe”

gos gce <1-256> inner-tag type | YkasaHue THIIa BHyTPEHHETO TeEra.

{any | c-tagged | s-tagged |

tagged | untagged}

gos gce <1-256>
{<vcap vr> | any}

inner-tag wvid

gos gce <1-256> inner-tag pcp
{<pcp> | any}

gos gce <1-256> inner-tag dei
{<0-1> | any}

gos gce <1-256> frame-type
{any | etype |ipv4 | ipv6 |
1llc | snap}

VYkazaHue Tuma Kajapa, UCroiab3yeMoro npu
IIPOCMOTPE BXOIAIINX KaApoB. Bo3MOKHBI
CJIETyIOIINE TUIIBI KaJIPOB:

Any - QCE OyneT cooTBETCTBOBaTh BCEM
TUIIaM KaJpOB.

Etype - byayT pa3pemeHsl TOJIbKO Kaaphl
Ethernet (¢ Tunom EtherType 0x600-0xFFFF)
1lc - bynayt pa3pemeHsl TOIbKO KaJIphbl
LLC.

snap -byayr paspemeHns! TOJIbKO Kagpbl
SNAP.

ipv4-QCE OGyneTr cooTBETCTBOBATh TOJIBKO
kanpam [PV4.

ipv6-QCE OyneTr cooTBETCTBOBATh TOJIBKO
kaapam [PV6.

gos gce <1-256> action {cos |
dpl | dscp | pcp-dei | policy
| vid}

Hacrtpolika onepanyu, BHIIOIHIEMON Ha
BXOJISAIINX KaJIpax, KOTJa HACTPOUKHI
apaMeTPOB COTIIACYIOTCS C COACP)KUMBIM
Kajpa.

Cos—3unavenus (0-7) wiu «Ilo ymomaanuroy
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Dpl-—3nauenus (0- 1) umm «Ilo
YMOTYAHUION.

Dscp- (0-63, BE, CS1-CS7, EF nnu AF11-
AF43) nim «ITo ymomuaHuroy.
pcp-dei—3nauenus pep(0-7) win «llo
yMorganuoy, dei - (0-1) umm «Ilo
YMOTYaHUIO»

policy— Homep acl momutuku wim «Ilo
YMOTYaHUIO»

vid - 3HaueHue vlan

«Ilo ymMomuaHuIO» 03HAYAET, YTO
KJIAaCCU(UIIUPOBAHHOE 3HAYEHHE 110
yMoa4aHuio He u3mensiercs 3tum QCE.

Global Storm Policer Configuration

gos storm {broadcast |
multicast | unicast} <1-
1024000> {fps | kfps}

Hacrpoliika ynpasienus
MIAPOKOBENIATENbHBIM IITOPMOM
broadcast | multicast |
unicast - BHOOP THUIla [IAKETOB
<1-1024000> - OOpPOroBOE 3HAYECHUE B
MaKeTax B CeKyHAy. [[puHsATHIE TaKeThl, IPU
KOTOPBIX MPEBBIIIEHO BRIOPAaHHOE 3HAYCHUE,
OyIyT OTOPOIICHBI.

fps | kfps- enuHULBI U3MEPEHUS

Weighted Random Early Detection Configuration

gos wred queue <0~7> min-fl
<1-100> max <1-100> fill-level

Hacrpolika ynpaBieHus IEPENOTHEHUEM
oyepeneit

<0~7>- HOMEDp ouepenu
min-£1<1-100>- HUKHUNA TOPOrOBBIN
YpOBEHb 3aroyiHeHus. Eciu ypoBeHb
3aM0JIHEHUS OYepeld HUXKE ITOrO Mopora,
BEPOSTHOCTh OTOpachIBaHUS PaBHA

Hyio. 3Hauenue 0—100%.

max<1l-100>- Yopasiser BepxHen
BEPOSITHOCTBIO OTOpachIBaHUS WIIN
MIOPOTOBBIM 3HAUEHUEM YPOBHSI 3aII0JTHEHUS
JUIsl KaIpOB, IOMEYEHHBIX KaK YPOBEHb
npuopurera oropacbiBanus > 0. 3HaueHue 1—
100%.

fill-level- max yOpaBiI€T ypOBHEM
3aII0JIHEHHUS, IPU KOTOPOM BEPOSITHOCTh
BeIagenus nocturaet 100%. Ora
KOH(UTrypalus o3BOJISET 3ape3epPBUPOBAThH
4acTh O4YepeaH UCKIIIOUUTENBHO JJIs KaJIpOB,
OTMEUEHHBIX YPOBHEM IIPHOPUTETA
otOpacsiBanus 0 (3eneHbie

KaJpbl). 3ape3epBUPOBAHHAS YacTh
paccunTtsiBaetcs kak (100 - Maxkc) %.

ITo ymom4aHuIO - max ynpasisieT
BEPOSATHOCTHIO BBINAJIEHUS, KOTJa YPOBEHb
3anonHeHus 4yTh Huxke 100%.
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Hacrtpoiika nopta

interface GigabitEthernet
<port type list>

Bri6op noptoB

QoS Port DSCP Configuration

gos dscp-translate

BKJIIOUEHUE TpaHcisuuio 3HaueHuit DSCP Ha
OCHOBE YCTaHOBJIEHHOI'O METO/1a
KJ1acCUUKALIUN

gos dscp-classify {any |
selected | zero}

No gos dscp-classify

Br160op MeToaa kinaccudukanum

Zero - Krnaccudukarus BBITOITHICTCS,
eciu DSCP Bxoasnux kajipoB paseH 0.
Selected- knmaccuUUUPYIOTCS TOIBKO
DSCP, st KOTOpBIX BKJIIOUEHA
kiaccudukanus B TaOIUIE TPAHCIISALNH
DSCP.

any - Ki1accupUIUpyrOTCs BCE MOJIA
DSCP.

Knaccugukanus DSCP Bxoasmmx KaapoB He
BBINOJIHAETCS

gos dscp-remark {remap |
remap-dp | rewrite}

No gos dscp-remark

Hacrpoiika nepe3anucu 3Hauenuniit DSCP
HUCXOJISAIINX KaJIpOB.

rewrite - [lepezanuce 3Hauenuit DSCP
HCXOJIAIIMX KaJpOB BKIIOUEHA, HO
0TOOpakKeHHE TIOCIIe TIEPE3aIliCH HEe
BBIIIOJIHSACTCS.

remap - Kagp ¢ DSCP, noctynusmmii ot
aHaJIM3aTopa, CHOBA OTOOpakaeTcs u
rnmomMedaercss HoBbIM 3HauenneM DSCP. B
3aBUCUMOCTH OT ypoBHs DP kanpa, HOBoe
snaueHne DSCP Gepercst u3 TabmuIisI
tpaucisiiuu DSCP u3 nmonst Egress Remap
DPO nau DPI1.

remap-dp - Kaap ¢ DSCP, noctynummii
OT aHaJIM3aTOpa CHOBa OTOOpaxkaeTcs u
rnmomedaercs HoBeIM 3HaueHueM DSCP. HoBoe
snaueHne DSCP Bcerna 6epetcs u3 TaOIUIIBI
tpaucisiiuu DSCP u3 nmonst Egress Remap
DPO

[Tepezanucek 3nauennit DSCP ucxoadiiero
TpaduKa BBIKIIOYECHA

QoS Egress Port Tag Remarking

gos tag-remark {mapped |
<0-7> dei <0-1>}

pcp

Br16op pexxrima N3MEHEHHS TETOB Ha TOPTY
Mapped - MHcnonb3yercs oToOpaxeHue
3HaueHui kinaccoB QoS u yposHeit DP B
sHauenust PCP/DEI.
pcp<0-7>dei<0-1> - Hcnons3yroTcs
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3navyenusi PCP/DEIL Ilo ymomuanuto - PCP:0;
DETI0.

QoS Egress Port Shapers

gos wrr <1-100>

No gos wrr

YcTaHoBKa pexxuMa paboThI C OYepeIsiMU —
B3BEIICHHBIH, TOJKEH OBITH 3a/1aH BeC B
Ka)XXJ0M ouepeau.

[To ymomyanuio pexum paboThl ¢ oUepeIsiMU
- cTporuii. B 3TOM pexxume Kaapsl U3
BBIXOJIHBIX Ouepeieii ¢ 60s1ee BHICOKUMU
npuopuTeTaMu OyIyT NepeaaBaThCs
nepBbIMU (TI0 CPABHEHHUIO C KaJIpamH,
HaXOAIIMMHUCS B OUEPENIX C HU3KUMU
MIPUOPUTETAMH).

BrikiioueHme B3BEIIEHHOTO PeKIUMa pabOThI
C ouepes MU

Ingress Queue Policers

gos queue-policer queue
<0~7><1-3276700> {kbps | mbps}

Hacrpolika ckopoctu B ouepensx

<0~7> - HOMEp ouepeau

<1-3276700> - CKOpOCTb, 10 KOTOPOM
OyJzeT orpaHudeHa CKOpocTh B ouepenu. 1o
yMoT4aHuo 3a1ano 500 kour/c.
JlommycTuMbIi Arama3oH 3Ha4eHui uist kbps
(x6uTt/c): ot 100 10 1000000. JlomycTHMBIIA
nvana3oH 3HadeHui s Mbps (Mout/c): ot 1
10 3300 Mout/c.

{kbps | mbps} - EauHuus usmepeHus
OTPaHUYEHUSI CKOPOCTH OYEPEIA BXOASAIINX
KaJIpOB.

Ingress Port Policers

gos policer <1-3276700> {fps |
kbps | kfps | mbps}
flowcontrol

Hacrpoiika u BximoueHue GyHKIUN
OTpaHUYEHUS] CKOPOCTH Ha TIOPTY
<1-3276700>- CKOPOCTb, 10 KOTOPOU
OyzeT orpaHUYeHa CKOPOCTh Ha mopty. [1o
yMoTyaHuio 3aj1aHo 500 k6ur/c.
Jonyctumsiii auanason ans kbps (xo6ut/c) u
fps (kagpos/c): ot 100 1o 1000000.
Honyctumsliii quamnason st Mbps (Mo6ut/c)
u kfps (kagpos/c): ot 1 no 3300 Mbur/c.
{fps | kbps | kfps | mbps} -
Enunuis! u3sMepeHust orpaHudeHus: CKOPOCTH
Flowcontrol - BKIIOYEHHE QYHKIUU
yTpaBiieHust ToTokoM. Ecim ynipasiienue
MIOTOKOM BKJIFOYEHO U NOPT paboTaeT B
pPEeKUME YIPaABICHUS TIOTOKOM, TO OYIyT
OTIIPABIISATHCS KAJIPHI pause, BMECTO
0TOpachIBaHUs BXOASAIINX KaJpPOB.

Port Classification

goscos<0-7>

HacTtpoiika kinacca QoS, BeIOupaeMslii o
ymomuanu. Kinace QoS ¢ Homepom 0 umeer
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HavMEHbIINN npuopurer. [1o ymonuanuro
3agano 0.

gos dpl<0-1>

Hactpoiika npuopurera oTOpachIBaHUs:
0: IToaTBepX)aEeHHbBIEC KAIPhI.
1: Kagpbl, KOTOpbIE MOTYT OBITh OTOPOLICHBI

gos pcp<0-7>

Hacrpoiika 3HaueHHs 0Ib30BATEIHCKOTO
npuoputera (Priority Code Point) nist ne
TETUPOBAHHBIX KaJPOB.

gos dei<0-1>

Hacrpolika 3Ha4eHHs] MHIUKATOpA
otOpackiBanus 1o kpureputo (Drop Eligible
Indicator) st He TETUPOBAHHBIX KaIPOB.

gos trust tag

No gos trust tag

PEKUM KIIACCHU(PHUKAIMN IS TETHPOBAHHBIX
KaJ[pOB HA JAHHOM MOPTY:

* Enabled (Bxmtouen): [l TerupoBaHHBIX
Ka/ipoB ucnoiib3yercs 3naueHue PCP u DEI
u3 tabmuuel (PCP, DEI) to (QoS class, DP
level) Mapping.

* Disabled (Beixirouen): s TerupoBaHHBIX
KaJIpOB UCIIONb3yeTcst kiacc QoS u ypoBeHb
DP no ymomyanuto.

gos trust dscp

BiiroueHue QoS na ocuoe DSCP
(BXO 1M TIOPT).

gos qgce key {double-tag | ip-
addr | mac-ip-addr | normal}

Br10op Tuma onpenensionero Kiroyva,
Cr€HEpHUPOBAHHBIN JJI KaJAPOB, OJIYYEHHBIX
yepes3 nopt. JlomycTuMble 3HaUCHUS:
Normal - COOTBETCTBYET BHELIHEMY TEry,
SMAC/DMAC, IP-npotokoiy, DSCP,
SIP/DIP, SPORT u DPORT.

double-tag - 4eTBEPTH KIIKOUA,
COOTBETCTBYET BHYTPEHHEMY U BHEIIHEMY
TEry.

ip-addr - noJ0BUHA KJIHOYa, COBIAJICHUE
BHYTpEeHHero u BHemHero Tera, SIP u DIP.
Jns kagpos, He oTHOCsMXCS K [P,
HCIIOJIb3yITE TOJBKO BHEIIIHUH TET.
mac-ip-addr - IlomHBIN KITIFOY,
COBIAJAIOINI BHYTPEHHUN U BHELIHUH TET,
SMAC, DMAC, SIP u DIP.

gos gce addr {destination |
source}

Br16op pexuma IP/MAC-anpeca,
OTIpENIENSIONIET0, JOKHA JIN KITaCCU(pUKALHS
QCL ocHoBbIBaThCS Ha aJpecax UCTOYHUKA
(SMAC/SIP) unu naznauenus (DMAC/DIP)
Ha 3TOM MOPTY. DTOT MapaMeTp UCIONb3yeTCs
TOJIBKO B TOM CJIy4ae, €CJIM THUII KIro4ya
Normal. JlonmycTUMBIMU 3HAaYEHUSIMU
SABIISIOTCSL:

source - [lo3BoiseT CONOCTABIATH
SMAC/SIP.

Destination - Ilo3BossieT comocTaBiIsATh
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| DMAC/DIP.

Hactpoiika Storm Policer Configuration Ha nuaTEpdeiice

interface GigabitEthernet
<port type list>

Bri6op noptoB

gosstorm{broadcast| multicast

| unicast| unknown } <1-
13128147> { fps | kbps]
kfps| mbps | shutdown| <cr>

} { shutdown } <cr>

no gos storm {broadcast|
multicast | unicast| unknown }

Komanger QoS Storm Control
MpeAHa3HAYEHBI JIJIS 3a1UThI CETeH OT
IIMPOKOBEIIATEIILHOTO MTOpMa (storm
control) myTéM orpaHHYEHUSI CKOPOCTH
Tpaduka onpeaeéHHOro THIa Ha
uHTepdeiice ycTpoiicTBa. DTH KOMaH/IbI
MTO3BOJISIOT 3a7aTh TTOPOTOBYIO CKOPOCT,
MIPEBBIIIEHHE KOTOPOU BBI3BIBACT
onpenenEHHoe IeHCTBHE, TAKOE KaK
CHU)KCHHE TTPOITYCKHOM CITIOCOOHOCTH TN
OJIOKMpOBKA MOpPTAa.

THUI OTPAaHUYMBACMOTO TpaduKa:

- Broadcast — mmpokoBenareabHbIe
MIaKeThI.

- Multicast — MHOTOaIpeCHBIC TTAKETHI.

- Unicast — 0JJHOaJAPECHBIE MMAKETHI.

- Unknown — nem3BectHbie MAC-anpeca.
ModxeT 3a1aBaThbCs B €IMHUIIAX U3MEPEHHUS:

- fps — kazapseI B cexyHTy.

- kbps — xkunoOuTHI B CEKyHY.

- kfps — Thicauu KagpoOB B CEKyHY.

- mbps — MeraduT B CEKyH]TY.
{shutdown} — nomoyiHUTEIbHAS OMIIUS, TIPH
BBEIOOPE KOTOPOIt HHTEPdEiiC BpeMEHHO
OTKJIFOUUTCS TIPHU TOCTHKEHHUH
YCTaHOBJIEHHOTO TIOPOTA.

[Tpumeuanue. Komanna “errdisable storm-
control interval <int>" npenHazHadeHa Jyis
YCTaHOBKH MHTEPBaJa BpEMEHU
BOCCTaHOBJICHHS COCTOSTHUS HHTEpdeiica
1ocje aBTOMaTHYECKOro OTKIIOUeHHs (err-
disable) BciencTBue JOCTHXKEHUS TUMUTA
naKeTa ONpe/IeIeHHOro Tuna (IITOpMOBOTO
Tpaduka).

Jlst Bo3BpaTa K 3HAYEHHUIO TI0 YMOJTYaHUIO
(300 cexyHnna) IpUMEHUTH KOMaHAY:
noerrdisablestorm-controlinterval

Komanya oTMeHsieT paHee yCTaHOBICHHYTO
34Ty OT ITOpMa Ha YKa3aHHOM
uHTepdeiice.

3.2.43. Mirroring (3epkajimpoBaHue)

3epKanupoBaHUe MOPTOB— TEXHOJOTHs TyOIMPOBaHUS TaKETOB OJHOTO MOPTa CETEBOr0
komMmyTaropa (i otnenbHoi VLAN) Ha apyrom.
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3epkaTupoBaHue TIOPTOB UCIIOJIB3YETCS Ha CETEBOM KOMMYTATOPE JIJIsl OTIPABKU KOITUHU CETEBBIX
MAKeTOB, BUJUMBIX HA YKa3aHHBIX MOPTaX (MCXOMHBIN MOPT), HA APYTHUE YKa3aHHBIEC MOPTHI (ITOPT
HazHayeHwus ). [Ipr BKIIFOUEHHOM 3epKaJIMPOBAHHUU ITOPTOB IMAKETHI MOYKHO OTCIIC)KHBATh H
AHATM3UPOBATH. 3EPKATHPOBAHKE TOPTOB MPUMEHSIETCS IIIMPOKO, HATTPUMEP, CETEBbIC
HWHKCHEPBI MOTYT MCIIOJIb30BaTh 3epPKAJIMPOBAHKE TIOPTOB JIUISl AHATIN3a U OTJIAJIKH JAHHBIX MU
JUATHOCTHKY OITMOOK B CBOMX CETSIX, 0€3 BIMSHHS Ha BO3MOKHOCTH 00pa0OTKH MAaKETOB

CETEBBIX YCTPOUCTB.

Komanma

’ Onucanne

I'moGanpHBIC HACTPOMKHU

monitor session <1-5>

no monitor session <1-5>

BrxuroueHne (yHKITUH 3€pKaIbHOTO
oToOpaskeHus (BCEr0 BOBMOXKHO CO3/aTh J0
MATH CEaHCOB)

Brikmouenne QpyHKIMH 3epKagbHOTO
OTOOpaXeHUS WK TUCTAHIIMOHHOTO
3epKaJTUpOBaHUs

monitor session <1-5> source
interface <port type list> { both | rx |
tx}

Bb160p nopTa nCTOYHUKA U TUIIA TpapuKa
Both - Ha 3epkanbHbliit nopT Oy1yT nepeaanbl
KaJIpbl, IPUHATHIE U NIEPEJaHHbIC JAHHBIM
IIOPTOM

Rx - Ha 3epkanbHbiii nopt OyayT
HAIPAaBJICHBI TOJILKO KaJpbl, IPUHATHIE
JTAHHBIM TIOPTOM.

Tx - Ha 3epkanbHbIif mopt OyayT
HaIlpaBJICHbI TOJIBKO KaJIPBbl, IEPEAAHHBIC
JTAHHBIM IIOPTOM.

monitor session <1-5>
destination interface
<port_type list>

Br160p nopta Ha3HaueHUs!, KOTOPbII
MOJTy4yaeT KOMUIO Tpaduka U3 UCXOIHOTO
opTa.

monitor session <1-5>
remote vlan <vlan_ id>

source

Bxmtouenue pexxuma RMirrorSource u
Ha3zHaueHue vlan Kyna OyneT CKonupoBaH
IIaKeT. KommyTaTop ABNAETCA MCXOOHbIM Yy3110M And
OTCneXxnBaHuUA NOTOKa. HOpT

HCTOYHHKA pacnonoxeHbl Ha 3TOM KOMMYyTaTope.

monitor session <1-5>
destination remote vlan
<vlan id>

Bxutouenue pexuma RMirror Destination u
Ha3zHaueHHe vlan Kyna OyneT CKonupoBaH

IIaKeT. KommyTaTop ABNAETCA KOHEYHbIM y3510M OAnA
oTCnexuBaHuns notoka. MNMopT Ha3Ha4YeHUs pacrnonoXeH
Ha 3TOM KOMMYyTaTope.

monitor session <1-5> source
vlan <vlan list>

HacTpolika yHKLMM 3epKkannpoBaHng Ha OCHOBE
VLAN. Ecnu Bbl XOTUTE KOHTPONMPOBaTh
HekoTopble VLAN Ha kKoMMyTaTope, Bbl MOXETe
yCTaHoBUTb BblGpaHHble VLAN.

CeaHc 3epkanupoBaHus JOMKEH UMETb B
KayecTBe UCTOYHMKOB NMBO NopThl, NGO ceTu
VLAN, HO He TO 1 apyroe BMecTe.
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3.2.44.UPnP

Komanna ’ Onucanne

I'moGanpHBIC HACTPOMKHU

Upnp Bxutouenne ¢pynkuuun UPnP. Tlpu
BKJIFOUEHUU aBTOMAaTUYECKHU CO3/IaeTCs J1Ba
npaswia cnucka goctyna (ACE) ns
nepeHanpanieHus cooTBeTcTByommx UPnP
[IAKETOB K IIPOLIECCOPY.

No Upnp

Briximouaer pynkiuto UPnP. Tlpu
BBIKJIFOUEHHUH MPABUJIa aBTOMATHYECKU
YAATSIOTCS.

upnp advertising-duration<100-
86400>

Hacrpoiika napameTpa npoaomKUTEIbHOCTH.
DTOT napameTp onpenessier, HACKOIbKO
9acTO MOTYT MOCBHUIATHCS YBEIOMIICHHS
UPnP. InuTensHOCTh IEPEHOCUTCS ITAKETaMU
npotokona SSDP (Simple 129 Service
Discover Protocol), koTopsie uHbOpMUPYIOT
MIYHKT YIPaBJICHUS O TOM, HACKOJIBKO 4acTO
clelyeT MPUHUMATh COOOIICHHUS C
yBegomiienusimu SSDP ot kommyTtaropa. [1o
YMOJITYAHUIO YCTAHOBJIEHA JJIUTEIIHOCTh
yBeaomienus 100 cexyna. Onnako,
BCJIEJICTBUE HEHAJIE)KHOCTH npoTokoaa UDP
PEKOMEHTyeTCsl YMEHbBIIIATh ITTUTEIHHOCTD,
TaK KaK 4eM OHa MEHbIIIe, TeM ObICTpee
oOHoBusiercs coctosinue UPnP.

upnp ip-addressing-mode
{dynamic | static}

Pexxum ip-aapecanuu

dynamic - pexxuMm 1o ymoaganuro. Monyib
UPnP nomoraer nonb3oBarensM BeIOpaTh [P-
aapec kommyTtaTtopa. OH HaXOJUT MEPBHIN
JIOCTYIIHBIN cucTeMHbIN IP-anpec.

static -Ilonp3oBarens ykaspiBaer IP-
untepdeiic VLAN nns BeiOopa [P-anpeca
KOMMYTHPYIOIIETO YCTPOUCTBA.

upnp static interface vlan
<vlan_id>

HacTtpoiika Vlanid ayis pesxuma ctaTuueckoit
ip ajpecanuu.

3.2.45.GVRP

GVRP (GenecicVLANRegistrationProtocol) siBnsiercst oqaum u3 npunoxenuid GARP
(GenericAttributeRegistrationProtocol, [Ipotokon peructpanuu o0umx atpudyros). GARP
UCTIOJIb3YETCSI B CETEBBIX MOCTAaX, CETEBbIX KOMMYTATOpaX, WK APYTHX aHAJOTMYHBIX
YCTPOHCTBAX C BOBMOKHOCTBIO PETHCTPALINH M TIEPEPETHUCTPAIINN CTIEIHANTBHBIX aTprOyTOB,
TaKuX Kak uaeHTuukatopsl VLANH WIEHCTBO B MYJIbTHUKACTOBBIX IPYMIax B OOJIBIINX
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nokanbHbIX ceTsax. GVRP- npunoxkenne GARP, kotopoe oTBeuaeT 3a 00MeH nHpOpMaIiei o
VLANwu nossossieT kommyTaTopam peructpuposatb VLANIMHAMUUECKH.

Komannma | OnmucaHue
['moGasibHBIe HACTPOHKHU
gvrp Bxmouenue npotokona GVRP rinobanbHo

gvrp time join-time <1-20>

Hacrtpoiika Taitmepos. TaliMepsl Ha 000UX

KOHIIaX CETH JIOJDKHBI ObITh OJMHAKOBBI,
nnaue GVRPHe cmoxer paboTarh
HOPMAJIBHO.

gvrp time leave-time <60-300>

gvrp time leave-all-time
<1000-5000>

gvrp max-vlans<1-4094> Hacrtpolika MakCMMaJIbBHOTO KOJIMYECTBa

VLAN, koropsiMu GVRP MoxeT ynpaBisTh.

Hacrpoiika mopra

interface GigabitEthernet
<port type list>

Br160op nopTos

gvrp Bxotouenue pynkumnm gvrp

Pexomenayercst n3berats UCHOIB30BAHUS
¢yuxuit GVRPu RSTPognoBpemenHo Ha
KoMMmyTarope. Eciiu Heo0X0AuMO BKIIFOUUTh
GVRP, cnayana He0OXOIHUMO OTKIIOYUTH

dbyukiuio RSTPans noptos

3.2.46.sFlow

sFlow — 3T0 TexHOsIOTHs cHCTEMBI U3MEPEHHs ceTeBOoro Tpaguka odiero HazHaueHus. sFlow
IpeHa3HayeH JiJIsl BCTPAauBaHUs B JIF000€ CETEBOE YCTPOUCTBO U 00eCTIeUeHHs] HEIPEPHIBHOM
CTaTHCTUKH 110 JIo0omy mpotokony (L2, L3, L4 u BrutoTs 10 L7), Tak uTo Bech Tpaduk B ceTu
MOJKET OBITh TOYHO OXaPAKTEPU30BAH U OTCJIEKEH. DTH CTATUCTUYECKHUE TaHHbIEC BaXKHBI JJIs1
KOHTPOJIS IEPETPy3KH, YCTPAHEHHS HEMOJIa 10K, HaOIroieHus 3a 0€30MacHOCThIO, MNITAHUPOBAHUS
cetd u T. J{. OHM Takke MOTYT UCIIOJIb30BaThCs JUIs Lieneit yuera [P.

Komannma | Onucanue

['moGasibHBIE HACTPOHKHU

sflowagent-ip {ipv4 |
{<ipv4 addr> |

ipvoe}
<ipvb6_ addr>}

Hacrpoiika IP-anpeca, ucnosnb3yemoro B
kauectBe [P-angpeca arenra B sFlow. On
CIIYKUT YHUKAJIbHBIM KIIFOUOM, KOTOPBIN
OyZeT uaeHTU(PUINPOBATh areHTa B TEUCHHE
JUIMTEIBHBIX TIEPUO/IOB BPEMEHH.
ITonnepxxuarorcs aapeca IPv4 u IPv6

sflow collector—-address
{<domain name> | <ipv4 addr> |
<ipvb6 ucast>}

Hacrpoiika IP-agpeca nnu ums xocra
npuemHuka sFlow
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sflow collector-port <1-65535>

Hacrpoiika npocmarpusaemoro UDP nmopra

sflow max-datagram-size <200- Hacrpoiika MakCHMaIbHOTO KOJINYECTBO
1468> 0aliTOB JaHHBIX, KOTOPOE MOXKET OBITH

OTIIPABJICHO B OJTHOM TECTOBOH JlaTarpaMme
sflow timeout <0-2147483647> Hactpoiika TaiimayTa

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Bri6op noptoB

sflow Bxutouaer ¢pynkuuto sflow Ha mopry.

sflow sampling-rate <1-4096> HacTtpoiika cTaTHueckoil 4acToThl
JUCKPETU3ALUH.

sflow max-sampling-size <14- MakcumaiabHOE KOJIMYECTBO OATOB,

200> KOTOPO€ OJIKHO OBITh CKOMUPOBAHO U3
IaKeTa, BBIOPAHHOT'O AJis1 BEIOOPKH, B
neiirarpammy sFlow.

sflow counter-poll-interval<l- | Murepsan omnpoca. JomycTiuMblii quana3oH:

3600> ot 1 10 3600 cexynn

3.2.47.UDLD

OO6Hapy:xeHue onHoHarnpasieHHoro coenquHerus (UDLD) — 3To ypoBeHb KaHasla meperadu
JAHHBIX TPOTOKOJ JJIsi KOHTposs (u3ndeckod KoHpurypauuu kabened W OOHapyKEeHHUS
OJHOHampaBieHHbIX KaHaioB. UDLD pomonHseT MpOTOKON CBA3YIOLIETO JIEpeBa, KOTOPBIN
WCIIOJIB3YETCS JJIs YCTPAHEHUS NETIIN MEPEKIFOUCHHUS.

YroObl OOHAPYXUTh OJHOHANpaBIEHHbIE KaHalbl 10 CO3AaHus nemin nepecbliku, UDLD
paboTaeT myTeM oOMeHa IMakeTaMH MPOTOKOJIa MEX/y COCETHUMU YCTPOMCTBaAMH.

Jnsa paborst UDLD o06a KOMMYyTHPYIOUIMX YCTpOICTBa B KaHaje JOJDKHBI MOAJIEPKUBATh
UDLD u uMeTh €ro BKIIFOYEHHBIM Ha COOTBETCTBYIOIIMX MOPTaXx.

Komannma

‘ Onucanue

['moGasibHbIe HACTPONKHU

Udld enable

Bxirouenne UDLD Ha Bcex
ONTOBOJIOKOHHBIX NIOPTAX.

Udld aggressive

Bxmrouenne UDLD B arpeccuBHOM pexuMe
Ha BCEX ONTOBOJIOKOHHBIX IOpPTax.

udld message time-interval<7-
90>

Hacrpoiika untepBa cooOmieHuit <7-90>

udld unblocking

PyuHoe BKIII0YeHHE 3a0J0KUPOBAHHBIX
MIOPTOB.
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3.2.48. DDMI (uuTepdeiic undppoBoro TMarHoCTU4eCKOro MOHUTOPHUHIA)
YcoBepuieHCTBOBaHHBIN IU(POBOIT HHTEP(EIiC MO3BOSET YCTAHOBUTD CBSI3b B PEATBHOM
BPEMEHHU MEXIy KOMMYTATOpOM U TpaHcueepoM SFP. DTo no3Boiisier KoMMyTaTopy mojiy4yaTh
JOCTYTI K pabOYMM MapaMeTpaM B ONTOBOJIOKOHHOM KaHaJIe.

DDMI kouTponupyer:

* TEMIIEPATYPY

* HaNpsDKEHUE MUTaHUS

* IEPEAAaBAEMbII TOK CMEILICHUS.
* [IepenaBaemast MOIIHOCTh

* [TonmyuyeHHass MOITHOCTh

Komannma | OnucaHue
['moGasibHBIE HACTPOHKHU
ddmi Brutouenne ¢pyukin DDMI. OyHKiws

DDMI Bkiroy€Ha 1o yMOJT4aHUIO.

no ddmi Brixmouenne ¢pyakmuu DDMI

3.2.49.MRP u MVRP
Multiple Registration Protocol (MRP) — 310 00mmas ctpykrypa, pekomennoBanHas IEEE s
HCIIOJIb30BaHUs B CETEBBIX MOCTaX, CETEBBIX KOMMYTATOpaX, WIH JIPYTrUX aHAJIOTMYHBIX
YCTPOMCTBAaX C BO3MOKHOCTBIO PETMCTPALIUHU U IEPEePEruCcTpallii ClelUalbHbIX aTpHOyTOB,
TakuX Kak uaeHTuukaTopsl VLAN H 4IEHCTBO B MyJIBTUKACTOBBIX I'PyTIax B OOIBIINX
nokanbHbIX ceTsax LAN.
[TpoTtokon mHOXecTBeHHBIX peructpanmii VLAN Multiple VLAN Registration Protocol
(MVRP) sBnisieTcst ceTeBbIM IPOTOKOJIOM BTOPOTO YPOBHS U1l aBTOMaTHYECKOW KOH(PUTypanuu
uHpopmannu VLAN B kommyTtaropax. OH 0b11 onpenenés npuinoxenuem 802.1ak k
pexomenanusm IEEE 802.1Q-2005.
B npenenax Broporo yposHs cereBoit mogenu OSI MVRP obecnieunBaer nuHaMuyeckuii oOMeH
uHpopmanuu o VLAN u konurypanuto Heooxoaumeix VLAN. Hanpumep, nocrasnena 3agaya
n00aBUTh onpeaenéHHblii mopT kommyraTtopa B VLAN, unu cereBoe yCTpoICTBO,
nogaepxxuBatoniee VLAN u noaximou€HHoe B MOPT KOMMYyTaTopa TpedyeT nepekoHdurypanuu,
U BCE HEOOXOAMMBbIE TPAHKU JUHAMHUYECKU CO3JaHbl Ha IPYIMX KOMMYTaTopax,
noanepkuBatoux MVRP. [[ns BeimonHeHus 37oii 3agauu 6e3 Bo3moxkHocteit MVRP
notpedyercs pyuHas koHpurypaus VLAN ninn kakoil-mu6o nponpueTapHblii METO
npousBoauTels. Eciu ske BBIMOIHATE 3Ty 3aaaudy cpencrsaMmu MVRP, koTopslii nernoss3yer
nuHamuueckue 3HaueHus: VLAN B punbTpyemoii 6a3ze nanubix. Eciu kopotko — MVRP
MOMOTaeT JUHAMUYECKH MoJiiepkuBaTh KoHurypauun VLAN B cTaTHUECKUX KOHPUTYpALHIX
CeTeM.
802.1Q 1a€T BO3MOXKHOCTb:

e JluHaMUYeCKU KOH(PUTYPHPOBATH U pacrpeiesTh HHPOPMALKIO O MpUuHaAIekHOCTH VLAN
yepe3 mexanusmbl MVRP.

e (Crarnuecku KOH(QUTYpHUpOBaTh HHPOpMaIHIo o mpuHaieskHocTH VLAN nocpeacTsom
MEXAHU3MOB MEHEPKMEHTA, KOTOPBIE TIO3BOJISAIOT YIPABIATh PErMCTPALIMOHHBIMY JIaHHBIMU
0 CTaTHYECKHUX 3anucsax perucrpanuil VLAN.

e IloagnepxuBaTb KOMOMHUPOBAHHBIE CTATUUECKHUE U AUHAMUYECKHE KOHPUTYpaLUU, TPU
KoTophIX HeKOoTOpble VLAN KoH(pUrypupyroTCs MOCpecTBOM MEXaHU3MOB MEHEPKMEHTA, a
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U ApyTrux VLAN COXPaHACTCA BO3MOKHOCTDb )II/IHaMI/IIIGCKOﬁ KOH(bI/IpraHI/II/I cpeacrBaMmu

MVRP.

Komannma | OnmucaHue

['moGasibHBIE HACTPOUKHU

mvrp Bxutouenne ¢pynkunn MVPR.
no mvrp Brixmouenne pyaxmun MVRP

mvrp managed vlan {<vlan list>
| add | all | except | none |
remove}

Hacrpoiika ciucka VLAN, ynpaBisieMbIx
MVRP

<vlan list>-co3gaHue HOBOI'O CIIMCKa
Add— no6auth VLAN K CyIIeCTBYIOIIEMY
CITUCKY

All-Bce VLAN

Except— [lobaButs Bce VLAN, kpome
CJEYIOIINX

None—I1yCTOH CIIUCOK

Remove— yaamuth VLAN u3 tekyuiero
CIIMCKa

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br16op nopTos

Mvrp
No mvrp

Bxmouenue ¢pynxinun MVRP na nopry
Brixmouenne pyakuun MVRP Ha mopry.

mrp periodic

no mrp periodic

Bxutouenne ¢pynkunu PeriodicTransmission
1 Beex npuiioxxennit MRP Ha nopry

Brikmouenne ¢pynkiun PeriodicTransmission
Ha MOpTYy

mrp timers {default | join-
time | leave-all-time | leave-
time}

Hacrpotiika TaliMepoB

Default- YcranoBka Bcex TaitmepoB MRP
110 YMOJTYAaHHIO

join-time-TaliMep NPUCOECIUHEHHUS.
3nauenus ot 1-20cc. 1o ymonuanuro
3Ha4yeHue 20cc.

leave-all-time— TaliMep OTKIHOYCHUSA
OT BCEX MYJIbTHUKACTOBBIX IPYII. 3HAUEHHUS
1000-5000cc. ITo ymomuanuto — 1000cc
leave-time— TaliMep OTKIIFOUYEHHS.
3nauenus ot 60-300cc. ITo ymonuanuro
3HaueHue 60cc

3.2.50. Link OAM

Komannma

\ Onucanne

Hactpoiika mopros
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interface GigabitEthernet
<port type list>

Bri6op noptoB

link-oam

no link-oam

Bxutouenne Link OAM Ha mopty
koMmmyTaropa. Bximtouenue Link OAM naer
oIepaTopaM CeTH BO3MOKHOCTb OTCJICKUBATh
COCTOSIHUE CETH M OBICTPO ONPEACTIATh
MECTOTOJI0KEHNE HEUCIIPABHBIX KaHAJIOB WU
HEHCIIPABHBIX COCTOSTHUH.

Brixmouenne Link OAM Ha nopty

link-ocam mode {active |}
passive}

Hacrpoiika pexxuma OAM Kak akTUBHBIA WU
naccuBHbIN. [10 yMOI4aHHIO yCTaHOBIIEH
[TACCUBHBIN PEXKUM.

active- DTE, HacTpoeHHbIE B aKTUBHOM
pexuMe, THUIMUPYIOT 0OMEH
unpopmannonasiMu OAMPDU, kak
OIIPENIEIIEHO B IIpoLecce

obOHapyxenus. [locne 3aBepiienus npoiecca
oOHapyxeHnus aktuBHbIM DTE paspermiaercs
otnpasiaTh 100sie OAMPDU npu
MOJIKJIFOUEHUH K YJAIIEHHOMY
0JIHOpaHroBoMYy 00bekTY OAM B aKTUBHOM
pexxume. AxruBabsie DTE paboTarot B
OTPaHUYEHHOM OTHOUIEHUH, €CIIA YAAJIICHHbBIN
00bekT OAM paboTaeT B TaCCUBHOM
pexume. AKTUBHBIE YCTPOWCTBA HE JTOJIKHBI
OTBEYaTh Ha KOMAH/Ibl yAaJIEHHOW 00paTHOMI
cBs13u OAM 1 3anpockl IEPEMEHHBIX OT
ITACCUBHOT'0 OJHOPAHIOBOTO Y3JIa.
passive- DTE, HacTpO€HHBIE B TACCUBHOM
peXnuMe, He MHULIMUPYIOT MPOLecC
oOHapysxeHus. [laccususie DTE pearupyrot
Ha MTHUIIMMPOBAaHME IpoLiecca 00HapyKEeHUs
yaanenHsiM DTE. Oto uckmtouaer
BO3MOXKHOCTh M€pexoia OT MaCCUBHBIX K
naccuBHbIM ccblikaM. [laccuBubie DTE He
JTOJIKHBI OTTIPABJIATH 3aIPOCHl IEPEMEHHBIX
i OAMPDU ynpasnenust nuieiom.

link-oam remote-loopback
supported

no link-oam remote-loopback
supported

Bxutouenne pyHKIMN yJaneHHOHN METIH.
Mo2eT NCOoIb30BATHCS ISl JJOKATU3aHH
HEUCIPAaBHOCTEH U TECTUPOBAHUS
IIPOU3BOUTEIIBHOCTH CBSI3H.

Brikmouenme GyHKIMM y1aIeHHON TEeTIIH.

link-oam link-monitor
supported

no link-oam link-monitor
supported

Bxutouenne GyHKIIMM MOHUTOPHUHTA Ha
MOPTY.

Brikmouenue pyHKIMY MOHUTOPUHTA HA
OpTYy.
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link-ocam mib-retrieval
supported

no link-oam mib-retrieval
supported

Bxirouenue noanepxku MIB Ha opry
KOMMYTAaTopa

Brixmrouenue nogaepxxku MIB Ha mopTy
KOMMYTarTopa

Hacrpoiika coObITuit

link-oam link-monitor frame
{threshold | window}

CoOpiTre "OmmboYHbIi Kaap" MOACYNTHIBACT
KOJIMUYECTBO OIMIMOOYHBIX KaJIPOB,
0oOHapy>KEHHBIX B TCUCHHE YKa3aHHOTO
nepuopa. [lepros 3agaercsa BpeMeHHBIM
uHTEepBAIOM (window). DTo cobbITHE
reHEepUPYETCs, €CIH KOJUYECTBO OLIIMOOYHBIX
KaJIpOB PaBHO WJIM MPEBBIILIAET 3aaHHbII
mopor Jist 3Toro nepuoaa (threshold).
Window - OKHO OHMIMOKH JOJIKHO UMETh
nenoe 3uadeHue ot 1 1o 60, a ero 3HaUCHHE
10 YMOJI4aHHIo paBHO "1".

Threshold - mnopor omMOKH JTOJDKEH
HaxoauThcs B quana3one 0-4294967295, a
€ro 3Ha4eHHE 10 YMOJYaHUIO paBHO "1".

link-ocam link-monitor symbol-
period {threshold | window}

Co0bITHE MOJACYUTHIBAET KOJUYECTBO OLIUOOK
CHUMBOJIA, IPOU3OIIEIINX B TEUCHUE
yKazaHHoro nepuosja. Ilepuoa onpenensercs
KOJIMYECTBOM CHUMBOJIOB, KOTOPHIE MOTYT
OBITh MOTYUYEHBI 32 ONPECTICHHBIN
MIPOMEXKYTOK BpeMEHU Ha 6a30BOM
¢bu3nuecKoM ypoBHE. ITO COOBITHE
TEHEPUPYETCS, €CIIA KOJIMYECTBO OLITUOOK
CHUMBOJIa PABHO WJIM MPEBBILIACT 3a/1aHHBIH
MOPOT JIJIs1 TOTO TIEPUO/Ia.

window - OKHO OIIHMOKH JOIKHO UMETh
nenoe 3HadeHue ot 1 1o 60, a ero 3HaUCHHE
o yMoJ4aHuto pasHo "1".

threshold - mopor omMOKH JTOJIKEH
HaxoauThcs B auanasone 0-4294967295, a
€ro 3Ha4eHHE 10 YMOJYaHHIO paBHO "1".

link-oam link-monitor frame-
seconds {threshold | window}

CoObITHE MOACUNTHIBAET KOJIMUECTBO CEKYH]]
¢ omMOKaMu, MPOU3OIIEANINX B TEUCHHE
yKazaHHoro nepuosja. Ilepuoa onpenensercs
BPEMEHHBIM UHTEPBAJIOM. JTO COOBITHE
reHEepUpPyeTCsl, €CIM KOJUYECTBO CEKYHI C
OlIMOKaMHU B KaJipe paBHO WJIN MPEBBILIAET
3aJJaHHBIA OPOT AJIsL ATOr0 MEPUOAA.
Window — OKHO OLIMOKH JOJKHO UMETh
1ennoe 3HadeHue B guanazone ot 10 go 900, a
€ro 3HaYEHHE 10 YMOJTYaHHUIO paBHO "60".
threshold - mopor onMOKH JT0JKEH
HaxoauThcs B guana3one 0-65535, a ero
3HAYEHHE 110 YMOJIYAHUIO paBHO "1".
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3.2.51.CFM

CFM (Connectivity Fault Management), IEEE 802.1 ag — npenocrasinsier GyHKIHH
HaOJII0IeHNS, TOUCKA M YCTpaHEeHUs HencrpaBHocTel B ceTsix Ethernet, mo3Bossis
KOHTPOJIMPOBATh COCAMHEHUE, N30JIMPOBATH MPOOJIIEMHBIE YYACTKU CETH M UICHTU(UIIUPOBATD
KJIMEHTOB, K KOTOPHIM IIPUMEHSUINCH OTPAHUYCHHUS B CETH.

Komannma

| Onucanue

['moGasibHBIE HACTPOHKHU

cfm sender-id-tlv {chassis |
chassis-management | disable |
management}

Bri6op unentudukaropa tlv

Chassis— uaerrudukarop maccu (MAC-
azapec)

chassis-management- uaeHtudukarop
maccu (MAC-anpec) u aapec yrnpaBiaeHUs
(IPv4-anpec)

management- agpec ynpasiaeHus (IPv4-
azapec)

disable— uckiOUnuTh uAeHTU(GUKATOD tlV

cfm port-status-tlv {disable
enable}

Bxitouenne i BeIKIIOYCHUE tv miis
cTaryca rnopra

cfm interface-status-tlv
{disable enable}

BxitroueHue wiu BeIKitodeHue tlv s
craryca uHTepdeiica

enable oui <oui> subtype <0-
255> value <string63>

cfm organization-specific-tlv | Hckmounts TLV 11 KOHKpETHOM
disable Opra"usanuu
cfm organization-specific-tlv | Bkmouuts TLV 115 KOHKpETHOM

OpraHu3aluu
<oui>— 310 TpexbaiiroBsiit OUI,
nepenaBaemMbiii ¢ TLV, 3aBucsmmm ot
OpraHu3aLuy.

<0-255> — Dro noATHUIl, IEpeIaBaeMbIii C
TLV mig KOHKpeTHOM opranuzauuu. Moxer
OBITh JIFOOBIM 3HAUEHUEM B AMAIIa30HE

[0; 255]

<string63>— OT0 3HAUYCHHUE,
nepenaBaeMoe B TLV niisg KOHKpeTHOH
OopraHu3zalnuy. 3Ha4yeHue MpeacTaBiIsieT coooi
11€4aTaeMyl0 CTPOKY CUMBOJIOB JUIMHOM 0-63.

CFM Domain Configuration

cfm domain <kwordl-15>

Co3ganue UMEHH JOMEHa

Format {none | string}

Bri6op dopmara umenn MD. UtoOst
UMUTHPOBaTh UaeHTUukaropsl MEG
Y.1731, ucnons3zyiite Tun None.

Level <0-7>

Yposens MD / MEG sToro nomena.
Jonyctumble 3HaU€HHsI OrpaHryueHsl a0 0-7.

sender-id-tlv {chassis |
chassis-management | defer |
disable | management }

Br16op unentudukaropa tlv
Chassis—unenrudukarop maccu (MAC-

aapec)
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chassis-management- uaeHrudukarop
maccu (MAC-anpec) u aapec yrnpaBiaeHUs
(IPv4-anpec)

management- aapec ynpasienus (IPv4-
azapec)

disalble— UCKIOUNTh UaeHTUUKATOP tlv
defer — NPUMEHSIOTCS HACTPOUKHU
r100abHON KOH(PUTYpaiH

port-status-tlv {defer |
disable | enable}

BkitoueHue wiy BeIkitodeHue tlv s
craTyca nopra

Defer— NPHUMEHSIOTCS HACTPOHKHU
r1100aIbHOM KOHPUTYpaiH

interface-status-tlv {defer |
disable | enable}

Bxuroduenue wim BeIKITIOUeHHE tlv st
cTaryca uHTepdeiica

Defer — NPUMEHSIOTCS HACTPOUKH
rio0anbHOM KOH(UTyparn

organization-specific-tlv
{defer | disable}

disable - uckarouuts TLV mna
KOHKPETHOW OpraHu3aliu

Defer — NPUMEHSIOTCS HACTPOUKH
ro0anbHOM KOH(UTryparn

Service<kwordl-15>

[Tepexos B pexuM KOH(MUTYpaIuu
CFMService

CFM Service Configuration

Format {integer
vid string }

primary-

Bri6op ¢opmara umenu ciryx0bl. 910
pelraet, Kak OyJIeT HHTePIPETUPOBATHCS
3HaueHue mapamerpa Name.
Bo3MoxHbIE 3HAaUEHUS:

integer

primary-vid

string

type {port | vlan<1-4095>}

Bri6op MEP B cepBuce

Ocnogsnoit VID MA. VLAN, pas#siii 0,
o3Hauaet, uro Bce MEP, co3ganHnsie B 5TOM
MA, OynyT coznansl kak MEP nopra
(unrepdeiicasie MEP). Ha xaxxnom
uHTepdeiice MOKET ObITh TOIBKO OJHA
noprosast MEP. MEP nannoro nopra Moxer
OBITH co3maHa ¢ Teramu, eciau VLAN sToit
MEP He paBHa HYJIIO.

continuity-check interval
{100ms | 10ms | 1s | 3.3ms}

Hacrpoiika ckopoctu CCM Bcex MEP,
MIPUBS3aHHBIX K 3TOM yCIIyTe

sender-id-tlv {chassis |
chassis-management | defer |
disable | management}

Br16op nnentuduxartopa tlv
Chassis—unenrudukarop maccu (MAC-
azapec)

chassis-management- uaeHtudukarop
maccu (MAC-anpec) u aapec ynpaBleHHUs
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(IPv4-anpec)

management- aapec ynpasienus (IPv4-
azapec)

disalble— UCKIOUNTh UaeHTUUKATOP tlv
defer — NIPUMEHSIOTCS HACTPOMKHU
r100abHON KOH(PUTYpaiH

port-status-tlv {defer |
disable | enable}

Bxurouenue wim BeIKITIOUeHHE tlv st
cTaryca mopra

Defer— NPUMEHSIOTCS HACTPOUKH
I00aIbHOM KOH(PUTYpaIuu

interface-status-tlv {defer

disable | enable}

Bxitouenne i BeIKITIOYeHUE tv st
craryca uHTepdeiica

Defer - NPUMEHSIOTCS HACTPOUKH
ro0anbHOM KOH(UTryparn

organization-specific-tlv
{defer | disable}

disable - uckarouuts TLV mna
KOHKPETHOW OpraHu3anuu

Defer - NOPUMEHSIOTCS HACTPOUKH
ro0anbHOM KOH(UTrypan

Mep<1-8191>

[Tepexon B pexxuM koHburypaunu CFMMep

CFM Mep Configuration

interface GigabitEthernet
<port type id>

VYka3aHue 1mopra Ha KOTOPOM HaXxOIUTCS dTa
MEP

V1an{1-4095 | inherit}

VYkazanue unenrudukaropa VLAN.
inherit- ucnoap3yercs 1jisi 0003HAYEHUS
HE TErUPOBAHHOTO TpaduKa
(monpasymeBaercst MEP nopra).

Pcp <0-7>

Br160p 3nauenus PCP B rere VLAN
PDU. He ucnonb3yercs 6e3 TEros.

Smac <mac_ ucast>

Hactpoiika MAC-anpeca ucTo4yHMKa,
KOTOPBII OyJIeT CIOIB30BATHCS B OJI0KaX
PDU CCM, ucxomsmux ot atroit MEP. Anpec
JOJbKEH OBITh ojtHOapecHbIM. Popmar: XX:
XX: XX: XX: XX: XX. Ecnu Bce HyqH,
BMECTO Hero OyJeT ucnonb3oBarbest MAC-
aapec mopTa KOMMyTaTopa.

alarm-level <1-6>

VYcTaHoBKa ypOBHS CUTHAJIM3ALUU.

Ecnu oGHapyskeH nedeKT ¢ MpuopuTeTOM
BBIIIIE ATOTO YPOBHS, OyA€T CreHEPUPOBAHO
YBEJIOMJICHHE O HEMCITPAaBHOCTH.
Honyctumsiii quanason: [1; 6], roe 1
YKa3bIBaeT, YTO JI000H JePEKT BbI3bIBACT
aBapUIHBIN cUrHal, a 6 03HAYaEeT, YTO
HUKaKOM Ae(eKT He MOXKET BHI3BATH
aBapUIHBIN CUTHAIL.

alarm-time-present <2500-
10000>

YcranoBka BPEMCHH B MUJIJIMCECKYHOAAX, B
TCYCHHUC KOTOPOT'O JOJDKHBI ITPUCYTCTBOBATH
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nedeKThI, MPEexKIe YeM OyIeT BBIJaHO
YBEJAOMJICHHE O HeHCIpaBHOCTH. 1o
ymoaganuio 2500 mc.

alarm-time—-absent <2500-10000>

YcraHOBKa BpeMEHH B MIJUIMCEKYHAAX, B
TE4YEeHUE KOTOPOTrO Ae(EKThI TOIHKHBI
OTCYTCTBOBATH JI0 COpOCa yBEIOMIICHUS O
HeucnpasHocTH. [To ymomuanuto 10000 mc.

continuity-check
no continuity-check

BKJIIOYEHHE TeHepalii COOOLEHUH IPOBEPKU
uenoctHoctu (CCM)

OTKJIFOUEHHE TeHEePaluK COOOIICHHIA
MPOBEPKH IIEJIOCTHOCTH

admin-state {disable | enable}

BKJIFOUHTH WM OTKI0UNTh 3Ty MEP. Korna
sta MEP BKIitoueHa, oHa MpoBEpsET
nosrydeHHble / oTcyTcTByromue CCM u
MOJKET BBI3BIBATh J€(EKTHI.

remote mep<l1-8191>

VYceranoBka ynanenHoit MEP, ot koropoi ata
MEDP, kak oxxunaetcs, 6ynet noixydars PDU
CCM.

3.2.52.APS

APS ceteBoif MPOTOKOJ KAHATTLHOTO YPOBHS, IPEeIHA3HAYEH ISl TOIEPKKH TOMOJIOTHH,
UCKJIIOYAIOIIeH 3allMKJIMBaHue Tpaduka, U e€ nepecTpoeHHe B CIy4yae HApYyIIEHUH B KOJIbLIEBBIX
cetsx Ethernet Ha mepBoM-BTOpOM ypoBHe ceTeBoit moaenu OSI.

Komannma ’ Onucanue
['mobGanpHbIe HACTPOIKHU
Aps <1-10> Cosnanue sx3emmspa APS

working interface
GigabitEthernet <port type id>

Haznauenue nunrepgeiica B kauecTse
pabouero nopra

working sf-trigger link

Br160p Tpurrepa /i cursana ommoKu
B kauecTBe Tpurrepa Ucnonb3yercs
COCTOsIHUE 1OpTa

working sf-trigger mep domain
<kwordl-15> service <kwordl-
15> mep-id <1-8191>

B kauecTBe Tpurrepa ucnosb3yercs mep.
Tpebyercs BBox domainservicemep-id,
oTHOcsIHKeCA K dk3emiusipy MEP, koTopsrit
JIOJDKEH TIPEACTABIISITH pa00OUHii MMOTOK.
BriOpannslii sxzemiuisp MEP moxer He
CYyIIECTBOBATh MPH HACTpoiike 3Toro APS.

protect interface
GigabitEthernet <port type id>

Ha3znauenue nnrepgeiica B kauectse
3alIMIIEHHOr 0 opTa

protect sf-trigger link

Br16op Tpurrepa i curaaia omnoKu
B kauecTBe Tpurrepa ucnosib3yercs
COCTOSIHUE TOpTa

protect sf-trigger mep domain
<kwordl-15> service <kwordl-
15> mep-id <1-8191>

B kauecTBe Tpurrepa ucnosb3yercs mep.
Tpebyercsa BBog domainservicemep-id,
oTHOcsIHKeCs K dk3emiusipy MEP, koTopsrit
JIOJDKEH TIPEACTABIISITH pa00OYHiA MTOTOK.
BriOpannslii sxzemmuisip MEP moxer He
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CYILLIECTBOBATh IPU HacTpoiike aroro APS.

Mode {l1-for-1 | bidirectional-

l-plus-1
plus-1}

unidirectional-1-

1-for-1 - B nuHEHHON apXUTEKType
3alUTHONW KoMMyTauuu 1: 1 3amuTHbII
TPAHCIIOPTHBII OOBEKT BBIENIEH paboueMy
TpaHCIOPTHOMY 00beKTy. OJITHaKO
HOpPMAaJbHBIN TpaUK TPAaHCHOPTUPYETCS
60 Ha pabovyeM TPaHCTIOPTHOM OOBEKTE,
1160 Ha 3aIUTHOM TPAHCIIOPTHOM OOBEKTE,
HCIIOJIb3YSl MOCT CEJIEKTOPA B UCTOUHUKE
3alIUIIEHHOT0 JoMeHa. CeleKTop B
MPUEMHUKE 3aIUIIEHHOTO JOMEHA BEIOUpPAET
00BEKT, KOTOPBIN HECET HOPMAaJIbHBIN TpaPUK
bidirectional-1-plus-1 - B
JIMHEMHOMN apXUTEKTYypE 3aIlUTHON
kommyTanmu 1 + 1 i kaxmoro pabouero
TPAHCIIOPTHOTO OOBEKTA BBIJEIICH 3alUTHBIN
TPaHCHOPTHBIN 00beKT. OOBIYHBIN Tpaduk
KOMUPYETCS M HaIlpaBJIsieTcs Kak pabouum,
TaK U 3alUTHBIM TPAHCIOPTHBIM 00BEKTaM C
MIOCTOSIHHBIM MOCTOM B UCTOYHHKE
3aIUIIEHHOr 0 JoMeHa. Tpaduk Ha pabouux
Y 3alIUTHBIX TPAHCTIOPTHBIX 00BEKTaX
1epe1aeTcsi OJHOBPEMEHHO B IPUEMHUK
3aIUIIEHHOT0 JOMEHA, TJI€ BHIOOP MEXKIY
pabo4MM U 3aLUTHBIM TPAHCIIOPTHBIMU
00BEKTaMHU OCYIIECTBIISICTCS HA OCHOBE
HEKOTOPBIX 3apaHee ONpPeeIEHHBIX
KPUTEPUEB, TAKUX KaK MHIUKALIUS
HEUCIIPaBHOCTH CEpBepa.
unidirectional-1-plus-1 —
OJIHOHarpaBJieHHbI APS.

Komanna modeunidirectional-1-
plus-1 tx-apsBKIOYaAET EpPEaATyY
6moxoB APS PDUs. PS naxe B
oJHOHanpasiaeHHOM pexxuMme 1+1. [lpuem
APS

PDU B 3TOM pekuMe UCIIOIB3YHTCS TOJIBKO B
MH(OPMALIMOHHBIX LIETSIX.

Level<0-7>

Ycranoska yposus MD / MEG,
ucnonsizyemslii B L-APS PDU. Ilo
ymomuanuo 0.

Vlan<vlan id>

VYcranoska uaentugukaropa VLAN,
ucnoiaszyemoro B L-APS PDU.

Komanga vlanuntagged— He BCTaBIATH
ter VLAN B PDU LAPS

vlan <vlan id> pcp <0-7>

Hacrpoiika PCP (npuopurer) (1o
ymosruanuto 7). 3nauenue PCP,
ucnons3zyemoe B rere VLAN, ecu L-APS
PDU He sBnsieTcss HEMapKHUPOBAaHHBIM.
JloJokHO OBITH 3HaUCHHE B Tuana3one 0—7.

Smac <mac_ ucast>

YcranoBka MAC-anpeca NCTOYHMKA,
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ucnoaszyemslii B PDU L-APS. Anpec
JIOJDKeH OBITh oHOapecHbIM. Ecim Bce
HyJu, Oyzaer ucnoabszoBatscss MAC-anpec
OpTa KOMMYTATopa.

Revertive

no revertive

BxitroueHne peBepCUBHOTO PEXKHUMa, TO €CTh
TpaduK IepeKIroYacTcs oOpaTHO Ha pabounit
MOPT NOCJIE€ YCTPAHEHUS YCIOBUM,
BBI3BIBAIONINX NEepekitoueHue. B ciydae
cOpoca KoMaH bl (Hampumep,
MPUHYIUTEIbHOE MIEPEKII0UYEHUE) 3TO
MIPOUCXOUT HeMeJIeHHO. B ciyuae
ycTpaHeHus AeeKTa 3TO OOBIYHO
MPOUCXOAUT MO ucteueHuu taiimepa WTR
(0’)KuaHusT BOCCTAHOBJICHUS ).

Pe:xuM BocCTaHOBJIEHHUS IOPTA HE SIBIISAETCS
PEBEPCHBHBIM, U TpadUKy pa3penraercs
OCTaBaThCs Ha 3alUIIEHHOM IOPTE Moce
YCTpaHEHUs] IPUYMHBI EPEKIIIOUEHUSI.

walt-to-restore <1-720>

HacTtpoiika oxxugaHus nepej
BOCCTAHOBJICHHEM pabodero rmopra mocie
YCTpPaHEHUsI HEUCIIPABHOCTH. J{omycTUMBIiA
nuamnason 1-720

hold-off-time <0-10000>

YcranoBka TaiiMepa 3aaepxxku. Korma
BO3HUKAET HOBBIN (MK O0siee cepbe3HbIN)
nedekT, 3amycKaeTcs TaiMep 3aepKKHU, U O
coOBITHH OyIeT COOOIIEHO MOCTIE UCTCUCHUS
taiimepa. Bpems ynepkanus uzMepsiercs B
MWIIHCEKYH/IaX, a IOIyCTUMbIC 3HAYCHUS
HaxonsaTca B guamnasone ot 0 mo 10000. ITo
ymorganuio 0, 9To 03HaYaeT HEMEeJICHHOE
coobuieHue o aedexre.

admin-state {disable | enable}

N3menenune cocrosaus sx3emiuisapa APS
(BBIKIIFOUEHO/BKJIIOYEHO)

3.2.53.ERPS

ERPS -cereBoii mpoTOKOI, MCMIONB3YIOLIUICS A UCKITIOUEHHUsI 00pa30BaHus KOJIEI] B TOMOJIOTHH.
MoxeT ObITh 3aMeHOM ceMeicTBy npoTokosioB STP.

Komannma

| Onucanue

['moGasibHBIE HACTPOHKHU

Erps <1-64>

Coznanue sk3emmursipa ERPS

rpl {neighbor | owner} {portO Br100p pexrMa KoJIbLIeBOH 3alIUThI U
| portl} KOJIBIIEBOI0 1TOpTa
Version {vl | v2} Br160op Bepcun npotokona ERPS

ring-type {interconnected-sub-
ring | major | sub-ring}

Br16op Tuna konbia.

ring-type sub-ring

Br16op pexxrma moaKobIo

[Ipu BBOAE AOTMOJHUTENBHON KOMAHBI
virtual-channel — BKIIOYaET
BUpTYyaibHbIH KaHat R-APS, to ectb PDU R-
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APS He nepechlIaloTcs MKy KOJIbIIEBBIM
MTOPTOM, €CJTH OJIMH KOHEIT 3a0JJOKHPOBaH

ring-type interconnected-sub-
ring connected-ring <1-64>

Br16op pexxrma B3auMOCBSI3aHHOTO
MOJIKOJIbIIa, KOTOPOE UMEET

TOJIBKO OJIMH KOJbleBoM nopt (rmopt 0), HO
MOJKJIFOYAETCA K TJIABHOMY KOJIbILY.
<1-64> - Howmep sk3emmusipa ERPS
MOJKJIFOYEHHOT'O KOJIbIIA

JlonmonHuTenpHas KOMaHaa propagate—
topology-change - VYmpasiser Tem,
JIOJKHO JIM KOJIBI0, HA KOTOPOE CChLIIAETCS
sK3eMIuLap Interconnect, pacrpoctpanars R-
APS nna PDU Bcsikuit pa3, Korja u3MeHsIeTCs
TOIOJIOTHS ATOTO MOA-KOIbLA.

IIpu BBOAE KOMaHabl virtual-channel
- PDU R-APS nepenatorcs o
MOJKJIFOYEHHOMY KOJIbILY, K KOTOPOMY
MOJIKJIFOYAETCS ATO MOA-KOJIBIO

{port0 | portl} interface
GigabitEthernet <port type id>

Hasznauenue nnTepgeiica KonbLeBoMy OpTy
0

{port0 | portl} sf-trigger
link

YcTaHOBKa B KauecTBE TpUTTepa cO0st
CUTHAJIa COCTOSIHHE COCIMHEHUS

{port0 | portl} sf-trigger mep
domain <kwordl-15> service
<kwordl-15> mep-id <1-8191>

B kagecTBe TpUrrepa uUcnoab3yercs mep.
TpeGyercsa BBog domainservicemep-id,
oTHOcsmHuecs K dk3emiusipy MEP, kotopsrit
JIOJDKEH MPECTaBIATh pPabOUHii MOTOK.
Br16pannslii sx3emmsip MEP moxer He
CYILLIECTBOBATh IIpU HAcTpoke 3toro APS.

ring-id <1-239>

Hactpoiika uaentuduraropa KobIa.
WNnentudukaTop KoIblia UCTIOIB3YETCS -
BMecTe ¢ ynpasisitomiet VLAN - st
uneatudukaumn 6i1okoB PDU R-APS kak
MIPUHAUICKANTNX OTPECIICHHOMY KOJIBITY.

node-id <mac_ucast>

Hacrpoiika unentudukaropa ysia.
WNnentuduxaTop y3iia UCHOIb3YETCSI BHYTPU
koHKkpeTHOro PDU R-APS 11s yHukansHOM
UACHTU(PUKAIIIHN 3TOTO y3J1a (KOMMyTaTopa) B
KOJIBIIE.

Level <0-7>

VYcranoska yposus MD / MEG

control-vlan <vlan id>

Ycranoska VLAN, o kotopoit 61oku PDU
R-APS nepenatorcs 1 npuHUMarOTCS Ha
KOJIBIIEBBIX MMOPTAX.

control-vlan <vlan id> pcp <0-
7>

VYcranoBka 3nauenust PCP, ncnone3yemoe B
tere VLAN PDU R-APS.

revertive

Bxmrouenue pexxnuma Bo3Bpara.
BoccranoBneHnue 3HaueHUM 110
YMOJYaHUIO TIOCJIE UCTEYEHU Tailmepa
0XKMJAaHHUS BOCCTAaHOBIICHHUS.

guard-time<0-2000>

YcraHoBKa TaliMepa 3alliyThl.

walt-to-restore<1l-720>

YcraHOBKa BPEMEHU OKUJAHUS
BOCCTAaHOBJICHUS B CeKyHJax. /JlonycTumsii
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nuanaszon 1-720 cek. Mcnonb3yercst TOIbKO B
PEBEPCUBHOM PEKHME

hold-off-time<0-10000> VYcranoBka Taiimepa 3aaepxku. Koraga
BO3HHMKAET HOBBIH (MM OOJIee CEphE3HBIH)
nedeKT, 3aIyCcKaeTcs TaliMep 3aACPKKH, U O
coObITHH OyJIeT COOOIIEHO MOCIIE UCTEUCHUS
Taiimepa. Bpems yepanus usmepsiercs B
MUJUIMCEKYHAAX, a JOIMMYCTUMbIE 3HAYCHHUS
HaxozsTcs B nuanasone ot 0 go 10000. ITo
ymom4anuio 0, 4To 03HaYaeT HeMeJIEHHOE
coobuienue o aedexre.

admin-state {disable | enable} | H3menenue coctosiHus sx3emiisipa ERPS
(BBIKIIFOUEHO/BKJIIOYCHO)
protected-vlans<vlan list> Vkaszanne VLAN, 3aluieHHbIe STUM

aK3eMIUIIpoM Koubla. [1o kpaitHen mepe,
onHa VLAN pomkHa OBITH 3alldileHa.

rpl {neighbor | owner} {portO Hactpoiika pexxuma rpl

| portl} Neighbor - 3TOT KOMMYTATOp SBIISCTCS
coceqom RPL
Owner - 3TOT KOMMYTATOD SBJISETCS

BianenbsiieM RPL
B 06oux pexxumax Tpedyercs yka3zaTh
KOJIBIIEBOM IMOPT.

3.2.54. Hacrpoiika Spanning Tree

[Ipotokonbl cemeiictBa Spanning Tree Protocol (STP/RSTP/MSTP/PVST/Rapid-
PVST) npennasnauensl Juisi  oOecriedeHHs]  OTKazoycTtoiiumBoctu  L2-cereld  mytem
aBTOMATHUYECKOTO OJIOKMPOBAaHUS HU30BITOYHBIX (HETIEBBIX) (U3MUECKUX CBS3eM M HX
JTUHAMHYECKOT0 BKIIFOUEHUS B Cllydyae aBapvM Ha OCHOBHBIX MaplIpyTax.

Ha xommyratopax cepun NTS mportokon Spanning Tree BKJINYEH MO YMOJTYAHHIO
robansHO U Ha Bcex uHTepdericax B pexxume MSTP (Multiple Spanning Tree Protocol). I1o
YMOJYAaHHIO BCE HACTpOeHHble Ha KommyTarope VLAN aBTOMaTH4ecKu MPUBS3BIBAIOTCA K
6a3zoBomy nHcTaHCy Instance 0.

Komanna Omnucanue

['mobGanpHBIE HACTPONKHU

spanning-tree ['moGanpHOE BKIIIOYEHHE MPOTOKosa Spanning Tree Ha
kommyTtarope.(Ilo ymonuaHuio BKIIOUEHO)

no spanning-tree ['moGanpHOE OTKITIOUEHHE MPOTOKOJIa Spanning Tree Ha
KOMMYTaTOpE.
spanning-tree mode {mstp | Beibop onepariOHHOTO pexruMa paboThI IPOTOKOJIA:
| pvst | rapid-pvst | e mstp — Pexum Multiple Spanning Tree
rstp | stp} (crammapt IEEE  802.1s), BkIoueH 10
YMOJTYaHHIO.

e pvst — Pexum Per-Vlan Spanning Tree (mo-
VLAN-o0Bo€ cBsA3yIOLIEE IEPEBO).
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no spanning-tree mode

e rapid-pvst — Pexxum Rapid Per-Vlan Spanning
Tree (OpicTpoe mo-VLAN-0BOoe cBs3ytomiee
JIEPEBO).

e rstp — Pexum Rapid Spanning Tree (ctangapt
IEEE 802.1w).

e stp — Knaccuueckuit pexxum 802.1D Spanning
Tree.

COpoc pexxuMa paOOTBl MPOTOKOJIA HA 3HAYCHHE I10
yMOJTYaHUIO (mstp).

spanning-tree mst <0-64>
priority <0-61440>

Hacrpoiika npuoputera kommyraropa (Bridge Priority)
U1 ykazaHHoro mHcranca MSTP. 3nadueHue mOIKHO
OobiTh  kpatHo 4096. [lns  06a30BOM  TOMOJOTHU
ucnones3yercas  <instance id> passbeii 0. Ilo
yMoa4yaHuio: 32768.

spanning-tree mst <0-64>
vlan <vlan list>

[Ipsimast mpuBsizka cnucka win auanazoHa VLAN
BbIOpaHHOMY MHcTaHcy MSTP u3 riio0anbHOro pexxuma
KOH(HUTypaIHH.

no spanning-tree mst <0-
64>

CoOpoc HacTpoek KOHKpeTHOro uHcranca MSTP
(ynanenne mannuura VLAN u Bo3BpaT npuopurera
10 YMOJYaHHIO0).

spanning-tree mst name
<word32> revision <0-
65535>

OpnHoBpeMEHHOE 3a/laHue TEKCTOBOIo MMeHHu (1o 32
CHUMBOJIOB) M HoMmepa peBusuu s MST-pernona.
BaxHno: nuis koppekTHoii padorsl MSTP napamerpsi
HMEHHU U PeBM3HM J0/LKHBI MOJHOCTBIO COBNAAATH
HA BCeX KOMMYTaTopax B paMKaxX 0JJHOI'0 pernoHa.

spanning-tree edge bpdu-
guard

no spanning-tree edge
bpdu-guard

['moGanpHoe BKiItoueHHe ¢yHKuMM 3amuTsl BPDU
Guard ays Bcex rpaHuyHbIX TOpTOB. Ecim Ha mro6oi
Edge-nopr mnpuner maker BPDU, wuntepoeiic
aBTOMAaTUYECKHU 3a0JI0KUPYETCS.

['moGaneHoe oTkimoueHne QyHkuu 3amutel BPDU
Guard 151 Bcex rpaHUYHbBIX IOPTOB.

spanning-tree edge bpdu-
filter

no spanning-tree edge
bpdu-filter

['moGanpHas aktuBanus (unsTpanuu nakeros BPDU
JUIsL BCEX TpaHW4HbIX opToB. KomMyTaTop mepecraer
OTIpaBIATH U oOpabareiBaTh Bxoadumme BPDU nHa
Edge-unTtepdeiicax.

['moGaneHOE OTKIIOUEHHE QuibTpanuy naketoB BPDU
JUIsl TPAHUYHBIX ITOPTOB.

spanning-tree recovery
interval <30-86400>

no spanning-tree

HacTtpoiika UHTEpBaja aBTOMAaTUYECKOTO
BOCCTaHOBJEHMSI (B CEKyHAax) JUIsl  TOPTOB,
3a0JIOKUPOBAHHBIX 3alUTHBIMU MeXaHU3MaMHu
(manpumep, BPDU Guard).

OTKIIIOUEHNE aBTOMaTHYECKOI'O BOCCTAHOBJICHUSA

38.6J'IOKI/IpOBaHHBIX IMOPTOB.
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recovery interval

spanning-tree vlans
<vlan list>

no spanning-tree vlans
<vlan list>

Vkaszanue cnucka VLAN, BHyTpH KOTOpPBIX pa3pelieHa
pabota nporokosioB PVST/Rapid-PVST.

Uckmouenne ykazanueix VLAN  wu3
MIPOTOKOJIAMU PVST/Rapid-PVST
otkiroueHue STP mis nanaeix VLAN).

o0paboTku
(monHOE

spanning-tree vlan
<vlan list> priority <0-
61440>

Hacrpoiika npuopurera KOMMyTaTopa /Uit KOHKPETHBIX
sx3eMIsipoB VLAN (B pexumax pvst u rapid-pvst).
3HaueHue JI0JKHO ObITh KpaTHO 4096

spanning-tree vlan
<vlan list> hello-time
<1-10>

Hactpoiika naTepBana reaepanuu KOHPUTypaHoOHHBIX
nakeroB BPDU (B cexkyHaax) HMHIUBUAYaIbHO MJIs
yka3aHHbIX VLAN.

spanning-tree vlan
<vlan list> forward-time
<4-30>

Bpemsi HaxoxaeHHss TIOPTOB B  MHPOMEXYTOUHBIX
cocrosnusix Listening u Learning (B cekyHaax)
VHJIUBUIYATbHO 111 YKa3aHHbIX VLAN.

spanning-tree vlan
<vlan list> max-age <6-
40>

MakcumanbHOE BpeMsi 0KHIaHMs CITy>KEOHBIX MaKETOB
BPDU (B cekyHIax) MHAMBUAYAIbHO AJIS yKa3aHHBIX
VLAN.

no spanning-tree vlan
<vlan list>

COpoc  Bcex MHIMBHUIYaJbHBIX IapaMeTpOB H
npuopurera BbelOpaHHoro VLAN Ha 3HaueHus 1o
YMOJTYaHHIO

[oxpexnm KOH(PUTYPALIMHN arperupOBaHHBIX KAHAJIOB.

spanning-tree
aggregation

Ilepexonq B  MOApPEXKHUM  TIPYNIIOBOM  HACTPOMKHU
napameTpoB Spanning Tree aiis BceX arperupoBaHHBIX
kaHasoB (LAG/Port-Channel).

spanning-tree auto-edge
/ no spanning-tree auto-
edge

VYrpaBieHue aBTOMaTHYECKUM OIpE/IeIeHueM CTaTyca
TPaHUYHOTO MOPTA.

spanning-tree bpdu-guard
/ no spanning-tree bpdu-
guard

Bximrouenue,Beikinouenne 3anutel BPDU Guard.

spanning-tree link-type
{auto | point-to-point |
shared}

Onpenenenne THuna cBs3u (tunma L2-cpensl) s
arperupoBaHHbIX UHTEPPEICOB:

point-to-point (Touka-Touka) — ArperupoBaHHBIN

KaHaJl COEJUHEH HaNpsAMYyK C OJHUM COCEIHUM
KOMMYTaTopoM. Bkirogaer  MexaHM3M  OBICTpOi
cxonuMoctu Proposal/Agreement, mMo3BOJSASL TpPaHKY

nepexoauTy B cocrtosiHue nepenaun (Forwarding)
MI'HOBEHHO.

(Obmas
MOJYAYIJIEKC WM Xal MOJAKIIOYEHO HecKoJbko L2-
yCTpoiicTB. MrHOBEHHas CXOAMMOCTb HEBO3MOXHA,

shared cpemra) — K Tpamky depes

TpaHk nepexogur B Forwarding MeasjeHHO uepes

craauu Listening/Learning ¢ 3aaep>KKod Mo Taimepy
(mo 30 cex).
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no spanning-tree link-
type

auto (ABToompezelieHHE, IO YMOJYAHUIO) —
KommyTaTtop cam BbICTaBIsSIeT THI CBSI3UM Ha OCHOBE

nyruiekca nopta. [Ipu Full-Duplex Bxmrouaercst point-

to-point, mpu Half-Duplex — shared.

COpoc HAcCTpOeK THIA CBS3M HA 3HAYCHHS [0
YMOJTYaHHIO.

spanning-tree mst <0-64>
cost {<1-200000000> |
auto}

no spanning-tree mst <0-
64> cost

Hacrpoiika croumoctu mytu (STP Path Cost) nns Bcex
arperupoBaHHBIX KAHAIOB B pPaMKaxX BBIOPAHHOTO
uncranca MSTP. KiroueBoe cimoBo auto Bo3BpalaeT
ABTOMATUYECKUH pacdyeT CTOMMOCTH Ha OCHOBE
CKOPOCTH KaHaya

COpoc crommocTH yTH (Ccost) BRIOpaHHOTO HHCTAaHCA Ha
3aBOJICKOE  3HAYEHHUE 10  yMOJYAHHIO  JUIS
arperupoBaHHbIX KaHAJIOB.

spanning-tree mst <0-64>
port-priority <0-240>

no spanning-tree mst <0-
64> port-priority

Hactpoiika mnpuopurera MOPTOB arperupoBaHHBIX
KaHaJIoOB s BeIOpanHoro nHcTanca MSTP. 3nauenue
IpUOpUTEeTa JOJDKHO OBITh KpaTHO 16 (nocTymHble
3Hauenus: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240). ITo ymonuanuto: 128

COpoc npuopurera nopToB (port-priority) BEIOpaHHOTO
WHCTaHCa Ha 3aBOJICKOE 3HaUYCHHE 110 ymoidaHuto (128)
JUISL arPETUPOBAHHbBIX KaHAJIOB.

spanning-tree
restricted-role / no
spanning-tree
restricted-role

AxTuBanus, auakThBaiusg 3amutbl Root Guard mis
BCEX arperupOBAHHBIX CTHIKOB.

spanning-tree
restricted-tcn

no spanning-tree
restricted-tcn

['mobanbHas 0JIOKHpOBKa pacnpocTpaHeHus
yBeaoMieHuit 06 u3meHenuu Ttomojoruu (TCN) mns
BCEX arperupoBaHHbIX UHTEp(dericoB Bo Bcex VLAN.

Cusitue  rnoGanpHOM  OmokupoBkr  TCN  mns
arperupoBaHHbIX HHTEPPEICOB.

spanning-tree
restricted-tcn vlan
<vlan id>

no spanning-tree
restricted-tcn vlan
<vlan id>

Bribopounass OnokupoBka yBenomieHuid TCN Ha
arperupoBaHHBIX KaHajdaX TOJBKO BHYTPH YKa3aHHOTO
VLAN.

Cusatue  OnokupoBku  yBepomsienuii TCN  Ha
arperupoBaHHbIX KaHAIaxX Juisl ykazaHHoro VLAN.

spanning-tree vlan
<vlan id> cost {<1-
200000000> | auto}

Hacrpoiika croumoctn myTtu (Path Cost) mams Bcex
arperupoBaHHBIX KAHAJIOB B paMKax BBIOPAHHOTO
VLAN (mpumensiercst B pexumax pvst / rapid-pvst).
KitoueBoe ciioBo auto Bo3Bpariaer aedonTHbIN pacuer
CTOUMOCTH.

137




no spanning-tree vlan
<vlan id> cost

Copoc crommoctn myTH, YykazaHHoro VLAN s
arperupoBaHHbBIX UHTEPPEHCOB.

spanning-tree vlan
<vlan id> port-priority
<0-240>

no spanning-tree vlan
<vlan id> port-priority

Hacrpoiika npuopureTa arperupoOBaHHbBIX KaHAJIOB IS
BeiOpanHOr0o VLAN (B pexxumax pvst / rapid-pvst).
3HavyeHue J0JDKHO ObITh KpaTHO 16. Ilo ymomuanwuro:
128

VLAN g
nedoITHOMY

COpoc  mpuopuTera,  yKa3aHHOIO
arperupoBaHHBIX ~ MHTEpPPEHcoB K
3HaueHuo 128

PexumM koHurypamuu puzndeckoro uarepderica

interface
GigabitEthernet
<port type list>

[lepexo B pe’KUM HACTPOMKHU YKa3aHHBIX MOPTOB.

spanning-tree / no
spanning-tree

WuauBuyanbHOE BKJIKOYEHUE WIH TNPUHYAUTEIBHOE
neaktuBupoBanue paboret STP  Ha  BeIOpaHHOM
dbuzneckomM uHTEpdEiice.

spanning-tree portfast /
no spanning-tree
portfast

VYnpasnenue ObICTPBHIM IEPEXOIOM MOPTA B COCTOSIHUE
Forwarding.

spanning-tree edge / no
spanning-tree edge

Hasnauenme koHkpeTHOro mopra rpanndHbiM (Edge)
WK cOpOC TaHHOHU poJIu.

spanning-tree bpdu-guard
/ no spanning-tree bpdu-
guard

Bximrouenme wim BeIkiIrodeHue 3amutel BPDU Guard
WH/IMBUYaJIbHO Ha BEIOPAaHHOM TIOPTY.

panning-tree bpdu-filter
/ no spanning-tree bpdu-
filter

BriroueHrne wiaw BBIKIIIOUCHUE (UIIBTPAIMU TTAKETOB
BPDU unnuBuyansHO HA BBIOPAHHOM HOPTY.

spanning-tree

Bxmtouenne wim otkmrodeHue Root Guard (3amper

restricted-role / no NOJKIIIOYEHHOMY  YCTPOMCTBY  CTaHOBUThCA  Root
spanning-tree Bridge).

restricted-role

spanning-tree I'moGanbHas OJI0KHUpPOBKa pacnpocTpaHeHus

restricted-tcn

no spanning-tree
restricted-tcn

yBegomsieHuit 00 wum3Menenun Tomojorun (TCN) c
JaHHOTO (pusnueckoro uHTepdeiica Bo Bcex VLAN.

CHsTtue rinobansHOM 610kupoBkr yBeaomieHnuiit TCN ¢
JTAaHHOTO MHTEepderica.

spanning-tree
restricted-tcn vlan
<vlan id>

no spanning-tree
restricted-tcn vlan
<vlan id>

— Bribopounas 6mokupoBka yBenomieHuii TCN nHa
¢u3nueckoM uHTEp(eiice TOIbKO BHYTPH YKa3aHHOTO
VLAN.

Cusitue  OnokupoBku  yBemomsienudt TCN  Ha
¢usnueckom unrtepdeiice g ykazanaoro VLAN.

spanning-tree link-type
{auto | point-to-point |
shared}

Hactpoiika tTuna cBs3u (L2-cpenbl) mis ¢usmdeckoro
uHTepdeiica:

e point-to-point (Touka-touka) — WHTeEpdeiic

HaMpsIMyI0 COEMHEH POBHO C OJTHUM COCEIHUM
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no spanning-tree link-
type

KOMMYTaTOpPOM. Brutouaer MEXaHU3M
Proposal/Agreement, 103BOJIAA opTy
NEepCXOIUTh B COCTOSHHUC nepcaauun

(Forwarding) MraoBeHHO (3a 10511 ceKyHibl) 0e3
0KUJAHUs TAUMEPOB.

e shared (Ob6mas cpenma) — K moprty uepes
nonynymiekc (Half-Duplex) mmm craperii xab
MIOJKJIIOUEHO HECKOJIbKO L2-yctpoiicTs.
MrHoBeHHass CXOJUMOCTb HEBO3MOXHA, IOPT
nepexonut B Forwarding wmenneHHo uepes
craguu Listening/Learning ¢ 3aaep)KKoi 1o
taiiMepy (110 30 cex), 4ToObI N30€KaTh METEb.

e auto (ABTOOmpencNeHHE, N0 YMOJIYaHUIO) —
KomMmyTatop cam BBICTaBiIIeT THUI CBSI3M Ha
OCHOBE AyIuiekca nopta. Ecnu nmopt nmoaHsics B
Full-Duplex, Bxrouaercs point-to-point. Eciiu B
Half-Duplex,

shared.

MPUHYAUTCIIBHO BBICTABIACTCA

COpoc HacTpOWKH TUITIA CBSI3U UHTEpdeiica Ha 3HaUCHUE
10 YMOJYaHHUIO

spanning-tree auto-edge
/ no spanning-tree auto-
edge

BkillOUEeHVE MM OTKJIUEHMVEe OGyHKUIUU
aBTOMATUUECKOTO OINpelesIeHUS
TPAHUYHOTO IOopTa.

spanning-tree mst <0-64>
cost {<1-200000000> |
auto}

no spanning-tree mst <0-
64> cost

Hacrpoiika CTOMMOCTH IIyTU KOHKPETHOI'O
¢usnueckoro nHTepgeiica a1 BHIOPAaHHOIO MHCTaHCA

MSTP (151 6a30BOM TOMONIOTHH UCIIOJIB3YETCSI HHCTAHC
0).

COpoc cTOMMOCTM MYTH YKa3aHHOTO HWHCTaHCa Ha
(dbu3IecKoM MopTy (BO3BpaT K auto).

spanning-tree mst <0-64>
port-priority <0-240>

no spanning-tree mst <0-
64> port-priority

Hacrpoiika npuopureTta ¢pusuueckoro uHTepdeiica s
BbIOpaHHOro nHctanca MSTP (3HaueHue AOIKHO OBITh
KpaTHO 16, mo ymomuanuto 128)

COpoc  mpuopureTa BBIOPDAaHHOTO HHCTaHca Ha
bu3nYECKOM NMOPTYy K AePoATHOMY 3HaueHuto 128.

spanning-tree vlan
<vlan id> cost {<1-
200000000> | auto}

no spanning-tree wvlan
<vlan 1id> cost

HacTtpoiika croumocTu mytu ¢puznyeckoro uarepdeiica
115t BeiopanHoro VLAN (B pexxumax pvst / rapid-pvst)

C6poc crtoumoctu myTH YykazanHoro VLAN Ha
buznaeckoM uHTEpdeEiice.

spanning-tree vlan
<vlan id> port-priority
<0-240>

no spanning-tree wvlan

Hactpoiika npuoputeta dpuznueckoro nurepdeiica mmis
BeIOpanHOr0 VLAN (B pexxumax pvst / rapid-pvst)

Copoc npuoputeta BeiOpanHoro VLAN Ha dusndeckom
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<vlan id> port-priority

\ nHTepderice kK 3HaueHUIo 128.

[TpuBHUIErIpPOBaHHBINA PEKHUM (€XEC)

show spanning-tree OtoOpaxkeHne TIOOATBHOTO CTaTyca IPOTOKOJIA,
rapamMeTpoB KOPHEBOTO MOCTAa M TaOJIMI] COCTOSTHHM
MOPTOB  TOCJENOBATEIbBHO TI0O BCEM  aKTUBHBIM
nacrtancam MSTP.

show spanning-tree BriBog JeTalbHOM TaOJIUIIEL COCTOSIHUM

active HCKIIFOYHMTEINIBHO 10 aKTUBHBIM (HaXOISAIIMMCS B paboTe
up) uHTepdeiicam KOMMYTAaTopa, OTCeKas

BBIKJIFOYCHHBIC ITOPTHI.

show spanning-tree
summary

Kpatkas cBogka o timobampHOM coctostaun  STP,
UCII0JIb3yEeMOI BEPCHH IIPOTOKOJIA, TEKYIINX 3HAYCHHUSIX
I‘HOGaJIBHBIX TaﬁMepOB u craTryce 3alllUTHBIX
MEXaHHU3MOB.

show spanning-tree
interface
<port type list>

OtoOpaxxenue kparkoro craryca STP u merpuk ans
KOHKPETHO YKa3aHHOTO uWHTepdelica WINM TpyIIbl
MIOPTOB.

show spanning-tree mst BriBog mapamerpoB MST-pernona: Tekyuero MMeHHU

configuration koH(purypamuu (Configuration Name), Homepa peBU3HH
(Configuration  Revision), a  Takke  KapThbl
pacupenenenus VLAN nmo uncrancam (MSTI).

show spanning-tree mst BriBog TOmoONOrMuM, MapaMeTpoB COOCTBEHHOTO |

<0-64> KOPHEBOTO MOCTOB, a TaKXe TaOJIUIBl COCTOSHHUH
MIOPTOB CTPOTO JIsl BBIOpaHHOTO MHcTanca MSTP.

show spanning-tree mst IIpocMOTp  COCTOAHMS W METPUK  KOHKPETHOIO

<0-64> interface (U3UYECKOTO WM JIOTUYECKOTO TMOpTa CTPOro B

<port_type list> KOHTEKCTe BbIOpaHHOro uucranca MSTP.

show spanning-tree BriBog cBOJIHONM TaOIMIBI CUETUYMKOB IMOITYUYEHHBIX H

detailed oTnpaBieHHBIX BP-makeToB mo BceM uHTepdeiicam
KOMMYTAaTopa.

show spanning-tree BbIBoJ Ta0AMIIBI CUETYNKOB MAKETOB JJIs1 KOHKPETHOTO

detailed interface ¢duznyeckoro nopra (GigabitEthernet /

<interface_type> 10GigabitEthernet) miu J10ru4eckoro arperupoBaHHOTO

<port id> ka"aya (Port-channel).

show spanning-tree IIpocMOTp  nmeTanbHBIX CUYETYUKOB MAKETOB  JJIA

detailed vlan KoHKpeTHbIX VLAN. IIpuMeyanue: jaHHasi KOMaH/1a

<vlan_list> JAOCTYNHA TOJbKO B 10-VLAN-0BBIX pexuMax
padorsl (PVST/RPVST).

show spanning-tree vlan OtoOpakenue Tomonoruu 1js BeiOpanHoro VLAN

(IOCTYIHO TOJIBKO B pekUMax pvst u rapid-pvst).

KOMMYTAaTOpaMu

IIpumepsI HACTPOHMKH:

NTS1 u NTS2,

1.banancupoBka Tpaduka B pexxnme MSTP

3agaya: OOecneuyuTh OTKa30yCTOMUMBOCTH W pACHpEENICHHE CETEBOM HAarpy3KH Mexay
COEUHEHHBIMU IO TOIOJOTUU
untepodeiicel GigabitEthernet 1/24. Cetp comepxut VLAN 10, 20, 30, 40. Harpyska
pacmpenensiercs ciueayronmm obpazoM: kommyTtatop NTS1 HazHagaeTcss KOPHEBBIM MOCTOM
(Root Bridge) nnst VLAN 10 u 20 (MSTI 1), a kommytarop NTS2 — ans VLAN 30 u 40 (MSTI

«TOYKA-TOUKa» YCPE3
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Hactpoiika kommyTaTopa NTS1:

!'1. Co3nanue unentudukaropoB VLAN B JiokaibHON 0a3e JaHHBIX
vlan 10,20,30,40
exit

! 2. KondurypupoBanue napamerpos peruona MSTP oxHoli cTpokoit
spanning-tree mst name NTS REGION revision 1

! 3. Acconmanus (mannuir) VLAN c coorBercTByronmmu nucrancamu MSTP
spanning-tree mst 1 vlan 10,20
spanning-tree mst 2 vlan 30,40

! 4, HacTtpoiika mpropuTETOB KOMMYyTaTopa JUIsl pactpeaesienus posiei Root Bridge
spanning-tree mst 1 priority 4096
spanning-tree mst 2 priority 28672

!'5. I'moGanbHast akTUBAIMA 3aIIUTHBIX MEXAaHU3MOB Ha ADOHEHTCKOM TIEPUMETPe
spanning-tree edge bpdu-guard
spanning-tree recovery interval 300

! 6. Kondurypuponanue MaructpanbHoro uatepdeiica (Trunk) mmst cesizu ¢ NTS2
interface GigabitEthernet 1/24

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40
exit

! 7. Hactpoiika aboHeHTCKOTO mTopTa goctymna (uarepderic nmogkmoderus [IK 8 VLAN 10)
interface GigabitEthernet 1/1

switchport mode access

switchport access vlan 10

! IlepeBon mHTepdeiica B kKateroputo rpannvHbix noptoB (Edge) mis ontummsanuu BpeMeHH
CXOAMMOCTH

spanning-tree edge

! TlogaBnenue renepanuu ysegomieHuit 06 usmenennu rononoruu (TCN) nmpu HecTaOUIBHOCTH
JMHKA Ha a0OHEHTCKON CTOPOHE

spanning-tree restricted-tcn
exit

Hacrpoiika kommyTaTtopa NTS2:

!'1. Coznanne unentuduraropoB VLAN B jiokaibHON 0a3e JaHHBIX

vlan 10,20,30,40

exit

! 2. KondurypupoBanue napamerpoB peruona MSTP (3HaueHHs] NOMKHBI OBITH HACHTUYHBI
NTS1)

spanning-tree mst name NTS REGION revision 1

!'3. Acconmanuss VLAN c uncrancamu MSTP

spanning-tree mst 1 vlan 10,20

spanning-tree mst 2 vlan 30,40

! 4. HacTpoiika mpHOpUTETOB KOMMYTaTOpa (3epKajibHOE paclpeieleHue poeil)
spanning-tree mst 1 priority 28672

spanning-tree mst 2 priority 4096

!'5. 'moGasibHast akTUBAIKS 3alTUTHBIX MEXaHU3MOB Ha a00OHEHTCKOM TIEPUMETPE
spanning-tree edge bpdu-guard

spanning-tree recovery interval 300

! 6. Kondurypuposanne MaructpanbHoro uatepdetica (Trunk) ms cszu ¢ NTS1
interface GigabitEthernet 1/24
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switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

exit

! 7. Hactpoiika aboHeHTCKOTO mopTa Aoctymna (uarepdeiic nogkmoyenus [TIK 8 VLAN 30)

interface GigabitEthernet 1/1
switchport mode access
switchport access vlan 30
spanning-tree edge
spanning-tree restricted-tcn

exit

IIpumep BbIBOAA B pexume MSTP:

NTS1# show spanning-tree
MSTIO Bridge STP Status

Bridge ID
Root ID

Root Port I
Root PathCost: 0
Regional Root:

Int. PathCost: O

Max Hops : 20

TC Flag : Steady

TC Count : 25

TC Last : 0d 00:01:09
Port Port Role
Uptime

Gi 1/1 DesignatedPort
Gi 1/24 DesignatedPort
MSTI1 Bridge STP Status
Bridge ID

Root ID :

Root Port R

Root PathCost: O

TC Flag : Steady

TC Count : 16

TC Last : 0d 00:01:09
Port Port Role
Uptime

Gi 1/1 DesignatedPort
Gi 1/24 DesignatedPort
MSTI2 Bridge STP Status
Bridge ID

Root ID

Root Port

Root PathCost: 20000

TC Flag : Steady

TC Count : 16

TC Last : 0d 00:01:10
Port Port Role
Uptime

Gi 1/1 DesignatedPort
Gi 1/24 RootPort

32768.1C-A0-D3-42-71-FF
32768.1C-A0-D3-42-71-FF

32768.1C-A0-D3-42-71-FF

State

Forwarding
Forwarding

4097.1C-A0-D3-42-71-FF
4097.1C-A0-D3-42-71-FF

State

Forwarding
Forwarding

28674.1C-A0-D3-42-71-FF
4098.1C-A0-D3-43-AB-49
GigabitEthernet 1/24

State

Forwarding
Forwarding

Pri

128
128

Pri

128
128

Pri

128
128

PathCost

20000
20000

PathCost

20000
20000

PathCost

20000
20000

Edge

Yes

Edge

Yes

Edge

Yes
No

Yes
Yes

P2P

Yes
Yes

P2P

Yes
Yes

0d 00:01:16
0d 00:02:35

0d 00:01:17
0d 00:01:39

0d 00:01:17
0d 00:01:39
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NTS2# show spanning-tree
MSTIO Bridge STP Status

Bridge ID : 32768.1C-A0-D3-43-AB-49
Root ID : 32768.1C-A0-D3-42-71-FF
Root Port : GigabitEthernet 1/24

Root PathCost: 0
Regional Root: 32768.1C-A0-D3-42-71-FF
Int. PathCost: 20000

Max Hops : 20

TC Flag : Steady

TC Count 4

TC Last : 0d 00:01:47

Port Port Role State Pri PathCost Edge P2P

Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes 0d 00:01:50
Gi 1/24 RootPort Forwarding 128 20000 No Yes 0d 00:01:50
MSTI1 Bridge STP Status

Bridge ID : 28673.1C-A0-D3-43-AB-49

Root ID : 4097.1C-A0-D3-42-71-FF

Root Port : GigabitEthernet 1/24

Root PathCost: 20000

TC Flag : Steady

TC Count : 9

TC Last : 0d 00:01:17

Port Port Role State Pri PathCost Edge P2P

Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes 0d 00:01:20
Gi 1/24 RootPort Forwarding 128 20000 No Yes 0d 00:01:20
MSTI2 Bridge STP Status

Bridge ID : 4098.1C-A0-D3-43-AB-49

Root ID : 4098.1C-A0-D3-43-AB-49

Root Port I

Root PathCost: 0

TC Flag : Steady

TC Count : 8

TC Last : 0d 00:01:17

Port Port Role State Pri PathCost Edge P2P

Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes 0d 00:01:20
Gi 1/24 DesignatedPort Forwarding 128 20000 No Yes 0d 00:01:20

2 .Mlo-VLAN 6anancupoBka Tpadpmxa B pexmme Rapid-PVST

3agaua: IlepeBect kommyTartopbl B pexum 1no-VLAN-oBoro cssyromiero naepea (6e3
ucnonb3oBaHus pernoHoB). Kommyratop NTS1 nomken ¢yHKIMOHMpPOBaTH B KadecTBe Root
Bridge nist VLAN 100 (c yckopeHHbIMU TaliMepamu), a kommyTatop NTS2 — B kauectBe Root
Bridge ans VLAN 200. MaructpaibHOoe COEIMHEHHUE OpraHU30BaHO depe3 HUHTepderic
GigabitEthernet 1/20 na NTS1 u unaTepdeiic GigabitEthernet 1/4 na NTS2.

Hactpoiika kommyTaTopa NTS1:

' 1. Co3maHMe JIOKAJIbHEIX UIOeHTUOMKaTopoB VLAN
vlian 100,200
exit
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! 2. VI3MeHeHMe TJIO0AJIbHOTO pexmuMmMa OQyHKLUMOHMpOBaHMA Spanning Tree
Ha Rapid-PVST
spanning-tree mode rapid-pvst
! 3. AKTMBaALUMSA MNPOLIECCOB CBA3YHIETO IOepeBa IOJ8 ykKa3aHHHX VLAN
spanning-tree vlans 100,200
! 4. KoHOUTypMpOBaHME IPMOPUTETa M BPEMEHHEIX NapaMeTpoB nyia VLAN
100 (OCHOBHOV KOPEHB)
spanning-tree vlan 100 priority 4096
spanning-tree vlan 100 hello-time 2
! Tlopanok CTPOTO BHIBEPEH: CHauaJla CHWXaeM max-age, 3aTeMm
forward-time g NpPOXOXIEeHVS MNPOBEPKM AIOpa
spanning-tree vlan 100 max-age 15
spanning-tree vlan 100 forward-time 10
! 5. KoHOuUTypMpOBaHME NPMOPUTETa M BPEMEHHEIX NapaMeTpoB nyia VLAN
200 (Pe3epBHEI MOCT)
spanning-tree vlan 200 priority 28672
spanning-tree vlan 200 hello-time 2
spanning-tree vlan 200 max-age 20
spanning-tree vlan 200 forward-time 15
! 6. HacrTpovka HapaMeTpOoB 0es30nacHOCTM abOHeHTCKOI'O CeIMeHTa
spanning-tree edge bpdu-guard
spanning-tree recovery interval 300
! 7. KoHOuTypMpoBaHME MaIMUCTPAaJIbHOTO MHTepberca cBa3m c NTS2
interface GigabitEthernet 1/20
switchport mode trunk
switchport trunk allowed vlan 100,200
! AKTMBaLUMS BHOOPOUHOM OUIbLTpauum TCN-yBeIOMJIEHUM, [IOCTYIIAIMX
13 TpaHkKa, B paMkax VLAN 200
spanning-tree restricted-tcn vlan 200
! OnTuMmMsBauUsa MeTPUKM CTOMMOCTM OyTu mjsa Tpadmxa VLAN 100
spanning-tree vlan 100 cost 500
exit
! 8. HacTpolka abOHEHTCKOTO IopTa HocTylna (HanpmuMmep, [IK B VLAN
100)
interface GigabitEthernet 1/1
switchport mode access
switchport access vlan 100
spanning-tree edge
spanning-tree restricted-tcn
exit

Hacrpoiika kommyTaTtopa NTS2:

' 1. Co3maHmMe JIOKaANbHEIX MISHTUOMKATOPOB VLAN
vlan 100,200
exit
! 2. V3MeHeHMe TJIO0AJILHOTO pexmMa OQYHKUMOHMPOBaHMSA Spanning Tree
Ha Rapid-PVST
spanning-tree mode rapid-pvst
! 3. AKTMBaALUMSA MNPOLIECCOB CBA3YWIETO IOepeBa IOJg yKa3aHHHX VLAN
spanning-tree vlans 100,200
! 4. KoHOuUTypMpOBaHME IIPMOPUTETa UM BPEMEeHHEIX NapaMeTpoB Inysg VLAN
100 (Pe3epBHHMN MOCT)
144



spanning-tree vlan 100 priority 28672
spanning-tree vlan 100 hello-time 2
spanning-tree vlan 100 max-age 15
spanning-tree vlan 100 forward-time 10
' 5. KoHOuUIypMpoBaHME MNIPUMOPUTETA M BPEMEHHBIX [IapaMeTpoB njs VLAN
200 (OCHOBHOM KOpPEHDb)
spanning-tree vlan 200 priority 4096
spanning-tree vlan 200 hello-time 2
spanning-tree vlan 200 max-age 20
spanning-tree vlan 200 forward-time 15
! 6. HacrTpovka HapaMeTpoOBR 0e30IacHOCTM abOHEeHTCKOI'O CeIMeHTa
spanning-tree edge bpdu-guard
spanning-tree recovery interval 300
' 7. KoHpurypmupoBaHre QaKTUUIECKOTO MaATUCTPAaJIbLHOTO UHTepdemca
ceasu ¢ NTS1
interface GigabitEthernet 1/4
switchport mode trunk
switchport trunk allowed vlan 100,200
! AxTuBalUMsa BHOOPOUYHOM GuiabTpaumm TCN-yBeIOMJIeHUN B paMkax VLAN
100
spanning-tree restricted-tcn vlan 100
! OnTuMMBaUMsa METPUKM CTOMMOCTM NyTH nns Tpadmxa VLAN 200
spanning-tree vlan 200 cost 500
exit
! 8. HacTpolka abOHEHTCKOTO IOopTa HocTyna (HanpmMep, [IK B VLAN
200)
interface GigabitEthernet 1/1
switchport mode access
switchport access vlan 200
spanning-tree edge
spanning-tree restricted-tcn
exit

IIpumep BriBOAA B pe:xxknme Rapid-PVST:

NTS1# show spanning-tree
VLAN 1 bridge RPVST status

Bridge ID : 32769.1C-A0-D3-42-71-FF
Root ID : 32769.1C-A0-D3-42-71-FF
Root Port I

Root PathCost: O
Regional Root: 32769.1C-A0-D3-42-71-FF
Int. PathCost: 0

Max Hops : 20

TC Flag : Steady

TC Count : 6

TC Last : 0d 00:00:59

Port Port Role State Pri PathCost Edge P2P
Uptime

VLAN 100 bridge RPVST status

Bridge ID : 4196.1C-A0-D3-42-71-FF
Root ID : 4196.1C-A0-D3-42-71-FF
Root Port HE
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Root PathCost:
Regional Root:

0
4196.1C-A0-D3-42-71-FF

Int. PathCost: 0

Max Hops 20

TC Flag Steady

TC Count 4

TC Last : 0d 00:00:03

Port Port Role State Pri
Uptime

Gi 1/1 DesignatedPort Forwarding 128
Gi 1/20 DesignatedPort Forwarding 128

VLAN 200 bridge RPVST status

Bridge ID
Root ID
Root Port

28872.1C-A0-D3-42-71-FF
4296.1C-A0-D3-43-AB-49
GigabitEthernet 1/20

Root PathCost: 20000

Regional Root: 28872.1C-A0-D3-42-71-FF
Int. PathCost: 0

Max Hops 20

TC Flag Steady

TC Count 6

TC Last : 0d 00:00:05

Port Port Role State Pri
Uptime

Gi 1/20 RootPort Forwarding 128
NTS2# show spanning-tree

VLAN 1 bridge RPVST status

Bridge ID 32769.1C-A0-D3-43-AB-49
Root ID 32769.1C-A0-D3-42-71-FF
Root Port GigabitEthernet 1/4
Root PathCost: 20000

Regional Root: 32769.1C-A0-D3-43-AB-49
Int. PathCost: O

Max Hops 20

TC Flag Steady

TC Count 27

TC Last : 0d 00:01:41

Port Port Role State Pri
Uptime

VLAN 100 bridge RPVST status

Bridge ID 28772.1C-A0-D3-43-AB-49
Root ID 4196.1C-A0-D3-42-71-FF
Root Port GigabitEthernet 1/4
Root PathCost: 20000

Regional Root: 28772.1C-A0-D3-43-AB-49
Int. PathCost: O

Max Hops 20

TC Flag Steady

TC Count 5

TC Last : 0d 00:00:49

Port Port Role State Pri
Uptime

PathCost

20000
500

PathCost

PathCost

PathCost

Edge

Yes
No

Edge

No

Edge

Edge

0d 00:03:50
0d 00:00:07

0d 00:00:07



Gi 1/4 RootPort Forwarding

VLAN 200 bridge RPVST status

Bridge ID 4296.1C-A0-D3-43-AB-49
Root ID 4296.1C-A0-D3-43-AB-49
Root Port HER

Root PathCost: 0
Regional Root: 4296.1C-A0-D3-43-AB-49
Int. PathCost: 0

Max Hops : 20

TC Flag : Steady

TC Count HIG

TC Last : 0d 00:00:50

Port Port Role State

Uptime

Gi 1/1 DesignatedPort Forwarding

Gi 1/4 DesignatedPort Forwarding
3.2.55.POE

128 20000 No Yes 0d 00:00:52
Pri PathCost Edge P2P

128 200000 Yes Yes 0d 00:01:38
128 500 No Yes 0d 00:00:52

Power over Ethernet (PoE) — TexHo0THs, MO3BOJIAIONIAS TIepeaaBaTh YAAIEHHOMY YCTPOUCTBY
NEKTPUYECKYIO SHEPTUIO BMECTE C IaHHBIMHU 4Yepe3 CTaHIapTHYI0 BUTYIO napy B cetu Ethernet.
Hannas texHonorust npenHazHadaerca ans IP-resedonum, Touek mocTtymna OecHpOBOAHBIX
cerel, IP-kaMep, ceTeBBIX KOHIIEHTPATOPOB U IPYTUX YCTPONCTB, K KOTOPBIM HEXEJIATEIBHO WU
HEBO3MOKHO MPOBOJIUTH OTJENIbHBIN 3JIEKTPUUECKUN KaOelb.

Komannma

‘ Onucanne

['mobanpHbIe HACTPOIKHU

poe supply <0-460>

Hacrtpolika MakCMMaJIbHOM MOIIIHOCTH,
KOTOPYIO MOXET 00€CTIeYuTh UCTOYHHUK
MMUTAHUA.

poe capacitor-detect

no poe capacitor-detect

Bxmtouenne pyHKIMM capacitor-
detect

Brikimouenue pyHkuuu capacitor-
detect

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160op noptos

poe mode{plus | standard}

no poe mode

Br160p pexuma poe 11 nopra

Plus - Bkmouaer PoE PoE IEEE 802.3at c
noanepxkkoit IEEE 802.3af

Standard - BKIIOYAeT PEKUM
cootBercTBus POoE IEEE 802.3af

OTKJIKOYACT pOC HA MMOPTY

poe priority {critical |
| low}

high

¥YcranoBka npuopureta. CymecTByeT TpU
YPOBHS IIPUOPUTETA MOLHOCTHU: HU3KUH,
BBICOKHW W KPUTHYECKH.

[IpropuTeT UCIoNb3yeTcsl B TOM Cllydae,
KOTJIa YIaJIeHHBIM YCTPOHCTBAM TpeOyeTcst
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00JIbIIIe YPHEPTHH, YEM MOXKET 00ECIICUHUTh
WCTOYHHUK MTUTaHUA. B 3TOM citydae mopt ¢
CaMbIM HU3KUM TPUOPUTETOM OYyIET
OTKIIIOYCH, HAUUHAS C TIOPTa C CAMBIM
BBICOKHM HOMEPOM TOPTA.

poe lldp Bxutouenne o6pabotku mapamerpoB PoE,
nojay4eHHbix uepe3 LLDP.

no poe lldp Otkiar04eHne 00paboTKu

nporokon LLDP HacTpauBaeTcs OTIEIbHO, a
nepenauy uHpopmaruu PoE uepe3 LLDP
MO>KHO HaCTpOUTh KOMaHJoh 11dp med
transmit-tlv poe.

BxiroueHne poe Ha KOMMYTaTOpE 3a4a€TCsl HACTPOMKOW MaKCUMAaJIbHOM MOIIHOCTH, KOTOPYIO
MOET 00eCIeYUTh UCTOYHHUK MUTAHUSL:

# configure terminal
(config) # poe supply 180

3.2.56. Selective QinQ u Double QinQ

Selective QinQ - ¢hyHKIIUH, MTO3BOJSIONIAs TETUPOBATH MAKEThl Pa3HbIM BHEITHUM ToroM VLAN
B 3aBHCHMOCTH OT pa3HOro BHyTpeHHero Tara VLAN B cOOTBETCTBUU C TPEOOBAHUSIMH
M0JIb30BATENS.

Double QinQ - 310 TexHOIOTUS ABOWHOTO TETUPOBaHUs Tpaduka.

Komanpa HacTpoliku uarepdeiica Onucanue

evc ingress selective-ging Co3zpaHue 3amnucHu, Tie:

inner-vlan <vlan list> add inner-vlan <vlan list> - 3HadeHHA
outer-vlan <vlan_id> KJIMEHTCKUX vlan Bo ¢peiimMax mpuxojsiieM Ha

UNI nopt (mopT, K KOTOPOMY MOJKIIIOYAETCS
H0JIb30BATENbCKOE 000PYA0BAHHE).
outer-vlan <vlan id> - HOBOE
3HaueHue vlan mas gpelimMoB, KoTopoe OyaeT
n00aBiIeHO IpU

otchbuike yepe3 NNI mopt (mopt B
HalpaBJICHUH sJIpa CETH).

no evc ingress selective-ging

. ) Y nanenue COOTBETCTBYIOLIEHN 3alIUCH
inner-vlan <vlan list>

evc ingress double-ging 3amucey I n00aBjieHWsT BHEIIHEH METKH
untagged-vlan native add VLAN (outer-vlan <vlan id>) K
outer-vlan <vlan id> OOBLIYHOMY BXOJAINIEMY IAKETy 0O€3 METOK,

KOTOPBIN IPUXONT C KIMEHTCKOT'O YCTPOUCTBA
u gobasienue 2-ii MeTku (native).
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no evc ingress double-ging
untagged-vlan native

Y naneHune COOTBETCTBYIOIIEH 3aluCH

evc egress vlan <vlan id>
action inner-vlan <vlan id>

no evc egress vlan <vlan id>

3anuchk nns ucxopsmiero tpaduka (egress),
KOTOpasi yKa3bIBaeT KOMMYTATOpy A0OABIATH
BHYTpEHHUHU Ter inner-vlan <vlan id>
JUIL  TIAKeTOB,  YXOJAIIUX B vlan
<vlan_ id>.

Y 1aneHure COOTBETCTBYIONIEH 3aMUCH

evc egress vlan <vlan id>
action outer-vlan <vlan id>

no evc egress vlan <vlan id>

3anuck s WCXonAIero Tpaduka (egress),
KOTOpasi yKa3bIBaeT KOMMYTATOPY 3aMEHSTh TEr
vlan <vlan id> Ha 3HaYyeHMe outer-—
vlan <vlan id>.

VYnajeHue coOTBETCTBYIOIIEH 3allUCU

Komanga npocmotpa nndopmanuu

Omnucanue

show evc interface
GigabitEthernet
<port type list> |
10GigabitEthernet
<port type list>

[Mpocmotp uH(MOpMaUK IO CO3AaHHBIM Ha
uHTEepdeiicax KOMMYyTaropa 3anucein
ingress/egress

3.2.57. lnnamMuuyeckass MApIPyTH3ALUS
3.2.57.1. OSPF

OSPF (Open Shortest Path First) — npoTokos AHHaMHUYECKO MapIpyTH3allii, OCHOBAaHHBIN Ha
TEXHOJIOTHHM OTCJICKMBaHUS cocTosiHus kanana (link-state technology) m mcmonb3yromuit aiis
HaxoXJeHus Kparyaumero nytu ainroputMm Jlevkctpsl. IIporokon OSPF pacnpocrtpansier
MH(pOPMaLIMI0O O JOCTYINHBIX MapHIpyTax MEXIy MaplIpyTU3aTopaMH OJHON aBTOHOMHOM

CHUCTCMBI

Komanma

Omnucanue

I'moGasibHbIe HACTPONKHU

router ospf | router ospf6

Pexum xonpurypanuu nporokona OSPF

stub | virtual-link

area <id> authentication | nssa | range |

Wnentuduxatop odnactu OSPF moxer
ObIThb ykazaH aapec IPv4 dopmar
(A.B.C.D) unu necsiTuyHOE 3HAYCHHUE

ot 0 10 4294967295

authentication Bxtounts
ayTeHTU(UKALIUIO

nssa 3onaruna NSSA (Not so stubby
area)

- no-summary He  IPUHUMATH
uHpOpMALIUIO O  CYMMHPOBAHHBIX

BHEIIHUX MapmpyTax BHYTpb NSSA-

30HBI
- translate type7
<always/candidate/never>

(GYHKIIMOHUPOBAHHE pexuma
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tpancastopa (U3 Type7 B TypeS): B
NPUHYIUTEILHOM PEXKUM/B  pEXKUME
BEIOOPOB/HE y4acCTBYET

- range <ipv4 addr><ipv4 netmask>
CYMMHPOBATh MapIIpyThI,
COOTBETCTBYIOIIME JHAMNa30Hy a/PECOB
(TOJBKO ISl TPAaHUIBI 30HBI)

- advertise cost <0-16777215>
AHOHCHUPOBATH CO3/JAHHBIA CYMMAapHBIN
MapIUIpyT C BBIOPAHHBIM MOKa3aTelieM

- not-advertise He aHOHCHPOBATH
CYMMAapHBIA MapupyT

- stub Hacrtpotiika 30HbI B pesxxume stub
-no-summary HE OTIIPABJISTh
uHpOpMALIMIO O  CyMMHPOBaHHBIX
BHEITHUX MapIIpyTax

- virtual-link <ipv4 addr> nacrtpoiika

UACHTU(PUKATOPA BUPTYaJIHOTO
KaHaia 110 yIaJIEHHOTO
MapuIpyTHU3aTropa
- authentication Bxitounts
ayTEeHTU(UKALIHIO
- message-digest Hcnons3oBath

ayTeHTU(UKAUIO ¢ [MUPpPOBAaHHEM
MD5

- null Mcmonp30Batk mycToe 3HAYCHHE
ayTeHTH(DUKauu

- authentication-key
<encrypted/unencrypted>  HacTpoiika
IIPOCTONM ayTeHTU(UKALNUK TI0 TapOJIo

- dead-interval <1-65535> wunrepBan
BPEMEHH, IO MCTEYEHHU KOTOPOTO
cocell O0BABISETCS] HEPaOOTAIOLIUM

- hello-interval <1-65535> Bpewms
mexay nakeramu HELLO

- retransmit-interval <3-65535> Bpems
MEXKTY MMOBTOPHOU nepenayen
0OBSBIEHUI O COCTOSTHUM NOTEPSHHOTO
KaHaya

- message-digest-key <1-255> md5
<encrypted/unencrypted>  HacTpoiika
ayTeHTU(UKauu ¢ mudppoBanrueM md5

default-metric <0-16777214>

Y CTaHOBUTH METPUKY MapuIpyTa

distance <1-255>

AJMHUHUCTpPAaTUBHOE paccTOsiHUE (110
ymomuanuio 110)

max-metric router-Isa administrative | on-
shutdown <5-100> | on-startup <5-86400>

AmnoHc cobctBenHbIN Router-LSA ¢
MaKCUMaJIbHON METPUKOU

- administrative HaCTpauBaeT PeKUM
TynukoBoro Mapupyrtuszaropa OSPF,
pUMEHSIEMbIH aIMUHUCTPATUBHO, HA
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HEOIIPENEIICHHBIN TIEPUOL

- on-shutdown <5-100> HactpauBaet
OSPF st 00bsiBIICHUST MAaKCUMATBHON
METPUKH BO BpeMsl 3aBepIlieHUsI pabOThI B
TEYEHUE HACTPOCHHOTO MEePUoIa
BpEMEHHU. Y CTPOHUCTBO OOBSBIISIET
MaKCUMaJIbHYIO0 METPUKY, KOTJIa PEXKUM
Mapuipytuzaropa OSPF otkitouen

- on-startup <5-86400> HactpauBaet
OSPF w1 00bsIBIIEHNS MaKCUMAaJIbHOMI
METPUKH BO BpeMsl 3aITyCKa B TCUECHUE
HACTPOEHHOI'0 MEPHOa BpEeMEHHU

network <ipv4 addr><ipv4 wildcard-
mask> area <area id>

Hacrpoiika mapmipyTtuzanuu B cetu [Pv4

passive-interface

3anpeT OOHOBJIEHUS MapLIPyTU3aluU Ha
uHTepderice

redistribute connected metric <0-
16777214> metric-type <1-2> | rip metric
<0-16777214> metric-type <1-2> | static
metric <0-16777214> metric-type <1-2>

AHOHCHpPOBaHWE MapIIPyTOB

connected metric <0-16777214> metric-
type <l-2>pa3pemiuTb aHOHCUPOBAHHE
connected-mMapiipyToB, metric —
3HAYCHUE METPUKH ISl HMITOPTHPYEMBIX
MapuIpyToB, metric-type — MOMeTKa
OSPF external

rip metric <0-16777214> metric-type <1-
2>pa3pemuTh ~ AHOHCHPOBAaHWE  Tip-
MapuIipyToB, metric —  3HAYCHHE
METPHUKHU VTS UMIIOPTUPYEMBIX
MapuIpyToB, metric-type — MOMeTKa
OSPF external

- static metric <0-16777214> metric-type
<1-2>pa3pemnTh aHOHCUpOBaHUE static-

MapuipyToB, metric —  3Ha4YeHUe
METPHUKHU JUIst AMIIOPTHPYEMBIX
MapuipyToB, metric-type — TOMeTKa
OSPF external

router-id <ipv4_addr>

Wnentudukarop mapuipytuszaropa Ass
nporecca OSPF, anpec IPv4 ¢opmar
(A.B.C.D)

HacTtpoiika uatepdeiica

ip ospf authentication | authentication-key
| cost | dead-interval | hello-interval |
message-digest-key | priority | retransmit-
interval

- authentication BKIIFOUUTH
ayrertudukamuio B OSPF u onpenennts
€€ THUIl

- message-digest ayTeHTuduKanus ¢
ucnojib3oBanue mudpposanust MDS

- null He ucmoNBb30BaTh Ay TEHTU(UKAITIIO

- authentication-key
<encrypted/unencrypted> Ha3HAUUTH
MapoJjb IJs ayTeHTU(PUKAUU coceen

- cost <1-65535> ycTaHOBUTE METPUKY
coctosuud ka"aima OSPF mns
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unTepdeiica. OH UCTIONB3YETCS IS
pacuera KpaT4yauuiero myTa

- dead-interval <1-65535/minimal>
ycTaHoBuTe 3HaueHue dead-uHTepBana
- hello-interval <1-65535> ycranoBure
3HAaYCHUE MHTEPBaJia PUBETCTBUS JIJIS
KOHKPETHOTO UHTepdeiica

- message-digest-key <1-
255><encrypted/unencrypted>
Hacrpoiika ayTeHTrduKaIms ¢
mmdposannem MDS5

- priority <0-255> YcraHoBure
npuopuret Mapuipyruszaropa OSPF s
KOHKPETHOT'0 UHTepdeiica

- retransmit-interval <3-65535>
YcTaHOBHUTE 3HAYCHUE HHTEPBAJIa
MIOBTOPHOM Nepeadyn Uik KOHKPETHOTO
uHTEepdeiica. DTO MHTEPBAT BpEMEHH
niepes1 MOBTOPHOM nepeaaueii makera
omnucaHus 0a3bl JAHHBIX WIIM 3a1poca
COCTOSIHUS KaHaJla, €CJIM OH He ObLT

HOATBEPIKICH

Komaner mpocmotpa nadopmaimu o OSPF

show ip ospf OTto0pa3uth koHduryparuo OSPF.

show ip ospf database OT00pa3uTh COCTOSIHUE 0a3bI JAHHBIX
nporokoaa OSPF.

show ip ospf neighbor OTto6pazuts napopmarmo 06 OSPF-
coceJisiX.

show ip ospf interface OTto6pazuth KoHpuUryparuio Bcex OSPF-
UHTEpPEicoB.

show ip ospf route OTto6pa3uth Bce OSPF-mapuipyTsl

IIpumep HACTpOMKH.

(config) #vlan 1-10

(config) #ip routing

(config) #interface vlan 1

(config-if-vlan)#ip address 192.168.2.120 255.255.255.0
(config-if-vlan) #ipv6 address 2::6/32

(config) #interface vlan 2

(config-if-vlan)#ip address 100.101.105.1 255.255.255.0
(config-if-vlan) #ipv6 address 3:1::6/32

(config) #interface vlan 3

ip address 100.101.106.1 255.255.255.0

ipv6e address 4:1::6/32

config) #router ospf

config-router) #router-id 192.168.2.120

config-router) #fredistribute connected

config-router) #redistribute static

config-router) #network 192.168.0.0 0.0.255.255 area 0.0.0.0
config) #router ospf6

o~ o~ o~~~ o~
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3.2.57.2. RIP

config-router) #area 0.0.0.0 range 2::/32
config-router) #redistribute connected
config-router) #redistribute static

config-router)#interface vlan 1 area 0.0.0.0

RIP (Routing Information Protocol) — »3T0 mNpOTOKOJ IWHAMHYECKOW MapIIpyTH3AINH,
ucnonp3yronmii anroput™ Distance Vector (paccrosinue-sektop). IlpoTokon pacmpocTpaHsier
UHPOPMAIIUIO O CETAX CPeAM MapIIPYTU3aTOPOB, MO3BOJISISI aBTOMATUYECKH CTPOUTH TAOIUIIBI

MapIIpyTU3ALHH.

OcHoBHbIe 0cobeHHocTH RIP:

- Metpukoii MapiipyTa ity KT 4rciio mepexooB (hop count); MakCHMaibHOE 3HAYCHUE METPUKU
— 15 (cetr ¢ GOIBIIMM YUCIIOM MEPEXOTOB UTHOPUPYIOTCS).

- CymectByer ase Bepcuu RIP:

- RIPv1: kmaccossrii (classful), mmpokoBeniarebsHbie 0OHOBICHHS.
- RIPv2: nognepxxusaetr CIDR, multicast, ayTeHTH)UKAIHAIO.

Komannma

Omnucanue

I'moGanbHBIE HACTPOHKH

router rip
no router rip

Boiitu B pexum kondurypanuu RIP
VY nanser konpurypammio RIP

default-information originate

default-metric <1-16>

distance <1-255>

redistribute connected metric <1-16>

Coob1maer gpyruM ycTpoicTBaM 0 HAJIMYUHU
MapIuipyra 1o ymonuanuto. [I[pumeuanue: [1o
YMOJTYaHHIO BKIIFOYAETCSl OTIPAaBKa
CTaHJAPTHBIX MapIIPYTOB (€CJIM OHU
MIPUCYTCTBYIOT).

3amaBaeMasi BpyYHYIO METPUKA JJIs
CTaHJapPTHBIX MAPIIPYTOB.

®opmar: Yucno ot 1 g0 16 (dem Gonbiie
YHCII0, TEM XYK€ MapIIpyT).
[Ipumeuanue: CtangapTHas METPUKA IO
YMOJYaHHUIO paBHa 1.

AJMUHUCTpPAaTUBHOE PAacCTOSTHHE
(IpeanoYTUTENBHOCTD) JIsl OTPEAEIEHHOTO
THUIIAa MapLIPyTOB.

®opwmart: Yucno ot 1 10 255 (MeHbIIME YyuCia
O3HayaroT 0oJiee MPeANOYTUTENIbHBIE
MapIIpyThl).

[lepepacnpenensier J0KalbHbIE
MOAKIIFOYEHHBIE MapIpyThl B RIP.
®opmart: 3HaueHue MeTpuku ot 1 1o 16.
[Ipumeuanue: UCHOIB30BaTh OCTOPOKHO,
9T00bI N30€XKaTh MEeTeIb MAapUIPYTU3ALIKH.
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redistribute ospf metric <1-16>

redistribute static metric <1-16

neighbor <ipv4 addr>

network <ipv4 addr>

offset-list <word1-31> in | out <0-16> vlan
<vlan_id>

passive-interface default | vlan <vlan_list>

timers basic <5-2147483><5-2147483><5-
2147483>

version 1 | 2

[lepepacnpenensier MapmIpyThl U3 MPOTOKOIA
OSPF B RIP.

®opwmat: 3HaueHue MeTpuku ot 1 10 16.
[Ipumeuanue: BaXKHO IPABHIBLHO
HacTpauBaTh (GUIBTPBI, YTOOBI N30EKAThH
KOH(JIMKTOB MapILIPyTOB.

[TepepacnpenensieT cTaTUYECKU 3a/1aHHbBIC
MapuipyThsl B RIP.
®opmar: 3naueHue MeTpuku ot 1 g0 16.

Hcnonp3yercs s NpUHYAUTEIBLHOTO
00BsBIICHHS coceniell B paHHUX Bepcusax RIP.
®opwmar: IPv4 agpec

OOBsBIIET CETh, JOCTYIIHYIO YEPE3 IaHHBIH
UHTEpeEiic.
®opwmart: [IPv4 aapec cetu.

[Ipumensiercs 11 3aaHns CMELLCHUH
(METpHK) K OonpeeIeHHbIM MaplIpyTaM Ha
OCHOBAHHUU CIIMCKOB JIOCTYTIA.

®opmar: MM ciucka gocryna +
HarpaBjeHue (in/out) + HoBas MeTpHKa +
Homep VLAN.

[IpenorBpamaer pacnpocrpanenue RIP-
00BSBIICHUI Yepe3 yKa3aHHBI HHTepQeiic
VLAN.

®opmar: Tun uarepdeiica (Vlan) + Homepa
VLAN wunu kmroueBoe cimoBo default (st
BCEX UHTEPQEICoB).

MemnsieT UHTEpBaIbl OOHOBIICHUS, YIATCHUS
CTapbIX 3aMKUCEH U OYUCTKU MYCOPHBIX
MapIIpyTOB.

®opmar: Tpu BpeMEHHBIX ITapameTpa
cootBercTBeHHO: Update Time, Timeout,
Garbage Collection.

- [Ipumeuanue: [To ymonyanuto oOHOBIEHHE
MapupyToB UAET Kaxable 30 cek., OuncTka
YAQJIEHHBIX MapIIPYTOB HAYMHAETCSA CITyCTS
180 cek., moyiHOE yIaJ€Hue Mociie
JIOIIOJIHUTEILHOTO okuaanus B 120 cek.

Bribupaer Bepcuto RIP (Bepcust 1 kinaccoBas,
Bepcus 2 noaaepxxkusaeT CIDR u rpynmst
MYJIBTUKACTA).

®opwmart: Hudpst 1 wium 2.

Hactpoiika untepdeiica L3
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ip rip authentication key-chain <word1-31>

ip rip authentication mode md5 | text

ip rip authentication string encrypted
<word128>

ip rip authentication string unencrypted
<word1-15>

ip rip receive version 1 | 2 | none

ip rip send version 1 | 2

ip rip split-horizon poisoned-reverse

Yka3pIBaeT UENOYKY KIKYEH IS
ayTeHTHUKaIuu coodmennii RIP.
®dopwmar: <word1-31> — Ha3BaHUE [IETIOYKH.

Omnpenensier metox ayrenTuuKamu: MDS5-
XEIIMPOBAHUE WM MTPOCTOM TEKCT.

- md5: Mcnonk3oBaHue KpUNTOrpahuIecKoro
x31a MDS i1 3a1uTel ETOCTHOCTH
COOOIICHUH.

- text: [IpocToii TekcT 6e3 mudppoBaHus
(MeHee Oe30MacHbIN BapUaHT).

YcranaBiauBaeT 3amn(pOBaHHYIO CTPOKY
napoJs A1 ayTeHTH(DUKAIHN.

®opmar: <word128> — naponb JJIMHON 10
128 cumBOIOB.

VYcranaBnuBaeT He3aMPOBAHHYIO CTPOKY
napoJtst sl ay TeHTU(UKAIUH.

®opmar: <wordl-15>— cTpoka naposs
IUIAHOM 10 15 cuMBOJIOB.

VYupasnser npuémom Bepcuid RIP-nmakeros.
- 1: Tonpko nmaketsl RIPv] npunumarorcs.
- 2: Tonbko nakeTsl RIPv2 nmpunumarorcs.
- none: [Taketsl RIP BooO111E HE
NPUHUMAIOTCS.

VYupasnsier ornpaskoil Bepcuil RIP-naketos.
- 1: ornpassitores TobKo nmakeTsl RIPvI.
- 2: OTOPABISIOTCA TOJNBKO NakeTbl RIPV2.

Bxirodaer MexaHN3M pacIlenIeHHs
ropusoHnTta (split horizon) ¢ 06paTHbIM
oTpaBiieHHeM (poison reverse).

[Ipunnmn padboTel: MapupyTsl, IPUHATHIE C
uHTepdeiica, 0OpaTHO Ha ATOT ke UHTepdelic
HE OTIIPaBJISIFOTCS.

OcCo6eHHOCTH: 3TO TOMOTaeT MPEeI0TBPAIIATh
METJIM MapIIPYTHU3ALHH.

bazoBebiit npumep HacTpoiiku RIP mis 2 kommyTaTopos:

[ar 1: ba3oBas HacTpoiika KOMMYTaTOPOB

1.1 Kongurypamus yctpoiictea SW1

hostname SW1
vlian 1-4
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interface GigabitEthernet 1/4
switchport mode trunk

switchport trunk allowed vlan 1-4
interface vlan 1

ip address 192.168.1.10 255.255.255.0
interface vlan 2

ip address 192.168.2.1 255.255.255.0
interface vlan 3

ip address 192.168.3.1 255.255.255.0
interface vlan 4

ip address 192.168.4.1 255.255.255.0

1.2 Konduryparus ycrpoiictea SW2

hostname SW2
vlan 1,10-13

interface GigabitEthernet 1/4

switchport mode trunk

switchport trunk allowed vlan 1,10-13
interface vlan 1

ip address 192.168.1.16 255.255.255.0
interface vlan 10

ip address 192.168.10.1 255.255.255.0
interface vlan 11

ip address 192.168.11.1 255.255.255.0
interface vlan 12

ip address 192.168.12.1 255.255.255.0
interface vlan 13

ip address 192.168.13.1 255.255.255.0

[Har 2: Hactpoiika npotokosna RIP

2.1. Ha SWI:

router rip
version 2
network 192.168.
network 192.168.
network 192.168.
network 192.168.

DS N
O O O O

2.2.Ha SW2:
router rip
version 2
network 192.168.1.0
network 192.168.10.0
network 192.168.11.0
network 192.168.12.0
network 192.168.13.0

Kak npoBepuTh NpaBUILHOCTh HACTPOHKU?
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[Tocne 3aBepiIeHUs] HACTPOEK BBEIUTE HA 00OMX KOMMYTAaTOPax KOMaH/Y:
show ip route - oHa oToOpakaeT TabiaMIly MapLIpyTH3allM{, I1€ MOXHO YBUAETh MapIIPYTH,
IIOJIyYEHHBIE OT BTOPOI'0 YCTPOKCTBA.

Komaunnesr juia quarsoctuku RIP:

Komanpga show ip rip BEIBOOUT nogpoOHYI0 HH(POPMALIHIO O COCTOSIHUY U TapaMeTpax MpoTOKOJIa
RIP.

Komanga show ip rip database mpennaznauena ansi oroOpakeHHst 0a3bl JaHHBIX MapUIPyTOB
npotokoia RIP.

3.2.57.3. IS-IS

IS-IS (intermediate system to intermediate system) — mpoTOKOJI JMHAMHUYECKON MapIIpyTH3AIIHH,
OCHOBaHHBIN Ha cocTosiHuM KaHanoB (link-state). On pabotaet o anroputmy J{eHKCTPhI U CTPOUT
eAnHyto 0a3y JTaHHBIX TOMOJIOTUU CETH, YTOOBI BEIOMPATh ONTHUMAIbHBIE MAPIIPYTHI JJIs Iepeadn
nanubiX. IS-IS mpexacraBisier co6oit mporokon BHyTpeHnHero nuto3a (IGP). Iporokon IS-IS
pacnpocTpaHsieT MWH(GOPMALMIO O JIOCTYMHBIX MaplIpyTax MeEXIy MaplIpyTU3aTOpaMH OJHOU
ABTOHOMHOM CHUCTEMBI.

Komanpa nacrpoiiku ISIS Onucanue

router isis <word> Boiitu B pexuM KOHPHUTYpUPOBAHHS
MapiupyTtuzaropa ISIS.

area-password [clear|md5] <word> Hacrpoiika naposns ayreHTH(UKanuu 0b6IacTu
- clear — ayTeHTHU(HKAINSI OTKPHITHIM
TEKCTOM;

- md5 — ayrentudukanus MDS.

domain-password [clearjmd5] <word> Hacrpoiika naposns ayTeHTHU()UKALUN TOMEHa
- clear — ayTeHTH(UKALUSA OTKPBHITHIM
TEKCTOM;

- md5 — ayrentudukauus MDS.

is-type [level-1]| level-1-2| level-2-only] Hacrpolika Tuna mapmpyTtusaTopa B 1OMEHE:
- level-1 — Bce B3auMOACHCTBUS IPOUCXOIAT
Ha | ypoBHEe;

- level-2-only — Bce B3aumMoeiicTBus Ha 2
YPOBHE;

- level-1-2 — ycTpoiicTBO MOAAEPKUBAET
B3aUMOJICHCTBUS

000uX YpOBHEH.

log-adjacency-changes Bxutouenue B sxypHai uHGopManuu oo
W3MEHEHHSIX B OTHOIICHUSX CMEKHOCTH
MeXxay MapuipytusaTtopamu ISIS.

Isp-gen-interval [<1-120>|level-1|level-2] <1- | HacTpoiika MUHUMaJILHOTO HTEpBaja B

120> CEKyHJ1aX MEK]ly [IOBTOPHOM T'€Hepaluen
onHoro u toro xxe LSP

- level — ypoBeHb, 111 KOTOpPOTO
YKa3bIBAa€TCs] HHTEPBAL.

Ecnu He yka3piBaTh, HHTEPBAJ IPUMEHUTCS K
000MM YPOBHSIM.
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Isp-refresh-interval
[<1-65235>|level-1|level-2] <1-65235>

Hactpoiika MakcuManbHOTO UHTEPBAja B
CeKyHJaX, Mexay renepanueit LSP.

- level — ypoBeHs, 111 KOTOPOTO
YKa3bIBACTCSl HHTEPBAJ.

Ecnu He yka3piBaTh, UHTEpBaJI IPUMEHUTCS K
000UM YPOBHSIM.

max-Isp-lifetime [<350-65535>|level-1|level-
2] <350-65235>

Hacrpoiika Bpemenu xu3nu LSP.

3HaueHne T0HKHO OBITE XOTA 06l Ha 300
CeKyH/ O0blIIE,

yeMm Isp-refresh-interval.

level — ypoBeHb, AJ11 KOTOPOTO YKa3bIBAETCS
BpEMSI.

Ecnu He yka3biBaTh, BpeMsi IPUMEHUTCS K
0001M yYpOBHSIM.

metric-style [narrow|transition|wide]

Hacrpoiika cTuis METpUKHU.

- Narrow — MoAJAEPKHUBATh TOJIBKO
CTaHJApTHYIO (Y3KYIO)

METPHKY.

-wide — moAep>KUBaTh TOIBKO
PACHIMPEHHYIO METPHKY.

- transition — Mo Iep>KUBATh 00a CTHIISA
METPHKHU.

mpls-te [on|router-address]

Brrouenue ¢pynknuonana MPLS-TE u
HACTPOMKA CTaTUYECKOTO ip-ajpeca.

mpls-te [on|inter-as] [level-1|level-1-2|level-
2-only]

Brrouenne ¢pynkiuonana MPLS-TE u
HacTporika ypoBHs Juisi INTER-AS LSP.

net <word>

Hasnauenne NET agpec — yHHUKaNbHBIN
UIEHTU(PHUKATOp MapUIpyTHU3aTOpa B
npenenax IS-IS nomena. Ilpu 3anucu NET
UCTIONIb3YeTCs

LIeCTHAAaTepUYHAasi CUCTEMA CUUCIICHHUSL.

set-overload-bit

VYcranoBka Outa neperpy3ku, KOTOpbIi
yKa3bIBaeT JIPyTrUM MapUIpyTH3aTOpaM He
MCIIOJIb30BaTh JAHHBIN MapIIPyTU3aTOP KaK
TPaH3UTHBIN JJIs Iepejaur JaHHbIX.

spf-interval [<1-120>|level-1|level-2] <1-
120>

Hactpoiika MUHMMaIbHOTO HHTEPBaIa MEXTY
nocneaoBareabHbIMU pacuetamu SPF B
CeKyHJax.

- level — ypoBens, a1 KOTOPOTo
yKa3bIBA€TCsI UHTEPBa.

Ecim e YKa3bIBaTb, MHTCPBAJI IPUMCHHUTCS K
000HM YPOBHSIM.

Komana HacTpoiiku uHTEpdeiica vlan

Omucanue

ip router isis <word>

Bxmrouenne mapmpyTtuzannu [S-IS mis
uHTepdeiica

isis circuit-type [level-1|level-1-2|level-2-

Hacrpoiika ypoBHs cocencTBa Ais

only] uHTepdeiica
1sis csnp-interval <1-600> [level-1|level-2] Hactpoiika untepsana ormnpasku CSNP B
CeKyHJax

- level — ypoBeHb, 111 KOTOPOTO
YKa3bIBAETCsI UHTEPBAJL.
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Ecnu He yka3pIBaTh, MHTEPBAI NPUMEHHUTCS K
000UM YPOBHSIM.

isis hello padding

BxutoueHne najiiuHr BO BCEX COOOIICHUAX
HELLO

isis hello-interval <1-600> [level-1|level-2]

Hactpoiika untepsana aius HELLO B
CeKyHaxX

- level — ypoBeHb, 111 KOTOPOTO
YKa3bIBACTCSI HHTEPBAI.

Ecnu He yka3pIBaTh, HHTEPBAI IPUMEHUTCS K
0001M yYpOBHSIM.

isis hello-multiplier <2-100> [level-1|level-2]

Hactpoiika MHOXUTESI BpEeMEHU YIep>KaHUs
(hold-timemultiplier) qyst makeroB HELLO

isis metric <0-16777215> [level-1|level-2]

Hacrpoiika MeTpuKH U1 JAHHOTO
uHTepdeiica.

- level — yposens IS-IS, mis kotroporo Oyaet
IPUMEHSATHCS METPHKA.

isis network point-to-point

YcranoButh THI HHTEpdeiica point-to-point.

isis passive

IlepeBecTu nHTEp(EIC B TACCUBHBII PEKUM.
B stoM pexnme

uHTepdeiic He OTNpaBIIAeT U He IPUHUMAET
HELLOPDU.

isis password [clearmd5] <word>

Hacrpoiika naposst ayTeHTH(UKaIMY KaHana
- clear — ayTeHTH(UKALINSA OTKPHITHIM
TEKCTOM;

- md5 — ayrentudukanus MDS.

isis priority <0-127>
[level-1|level-2]

Hacrpoiika mpuopurera asist BBIOOpa
Ha3HAUYCHHOT'O MapIIpyTU3aTopa

- level — ypoBeHb, 111 KOTOPOTO
YKa3bIBaeTCsl IPUOPUTET.

Ecnu He yka3bIBaTh, IPUOPUTET TPUMEHUTCS
K 000MM YPOBHSIM.

isis psnp-interval <0-120> [level-1|level-2]

Hacrpoiika nHTEpBana OTIPAaBKU IAKETOB
PSNP

- level — ypoBens, a1 KOTOPOTo
YKa3bIBAa€TCs] HHTEPBAJL.

Ecnu He yka3bpiBaTh, HHTEpBAJl IPUMEHUTCS K
000UM YPOBHSIM.

isis three-way-handshake

BK110YHUTh TPEXCTOPOHHEE PYKOIOKATHE

Komanna npocmotpa unpopmanuu o ISIS

Omnucanue

show isis database
[<word>|detail ]

OT00pa3uTh 6a3y NaHHBIX TOMOJIOTHH
nportokoia IS-IS.

- detail — oroOpaxeHue noapoOHO
uHpopmanuu o TLV;

- <word> — oTtoOpakeHne nHpopMaIuu 10
BbIOpanHoi LSPID

show isis hostname

Otobpa3uts n3Bectasie ISIS Hostname

show isis interface
[<vlan-id>|detail]

- vlan-id — oToOpa3uTh HHPpOpPMAIIIO 00
unTepdeiice vlan, yuactsyromem B IS-IS

- detail — oroOpa3uth HHGOPMALIKIO O BCEX
untepdeiicax vlan, yuactyroumx B IS-IS.

show isis mpls-te interface [<vlan id>|router]

OT00pa3uTh MapamMeTpbl yIpaBJIeHUs
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tpadhukom MPLS mist Bcex uimm yka3aHHOTO

uHTepdeiica.
show isis neighbor OT1006pa3uTh HHHOPMAITHIO O BCEX MITH
[<word>|detail] yKa3aHHOM COCEISIX.

- detail — oToOpa3uTh AeTanbHYIO
MH(OPMALIHIO O COCEIsIX.

show isis spf-delay-ietf OTt006pa3uthk nHOpMAIHIO 0 3aaepKKe [S-
ISSPF

show isis summary OT00pa3uTh KpaTKyro HHHOPMAITHIO O
coctosgHuH IS-1IS

show isis topology OTto0pa3uth Tononoruto mytei IS-IS k

[level-1|level-2] MIPOMEKYTOYHBIM CUCTEMaM TJI00ATBHO WIIN

JUIsl YKa3aHHOTO YPOBHSI

IIpumep HACTPOUKH.

# configure terminal
(config)# vlan 20-21
(config)# ip routing
(config) # interface GigabitEthernet 1/2

(config-if) #s witchport mode trunk

(config-if)# switchport trunk allowed vlan all

(config) # interface vlan 1

(config-if-vlan)# ip address 192.168.1.240 255.255.255.0
(config)# interface vlan 20

(config-if-vlan)# ip address 192.168.20.240 255.255.255.0
(config-if-vlan)# ip router isis 1

(config)# interface vlan 21

(config-if-vlan)# ip address 192.168.21.240 255.255.255.0
(config) # router isis 1

(config-router)# net 49.0001.0000.0000.0240.00

3.2.57.4. BGP

BGP (Border Gateway Protocol — mnpoTOKOa TpaHMYHOIO LUII03a) SBISETCS MPOTOKOJIOM
MapLIpyTU3alUKd MeX1y aBTOHOMHbIMU cucteMamu (AS). Ilporoxon BGP npennasnauen ans
oOMeHa wuHpopManueil o0 JOCTHKUMOCTH Tojcerell Mexay AS, TO ecTh TIpynnamu
MapLIpyTU3aTOPOB MOJ €AMHBIM TEXHUYECKUM M  aJMUHUCTPATUBHBIM  YIIPaBIICHUEM,
VCIIOJIB3YIOIMMH MTPOTOKOJI BHYTPUIOMEHHON MapIIPYTHU3alUK Ui ONpPENEICHHs] MapIIpyTOB
BHYTpU c€0s U TPOTOKOJ MEXKIOMEHHOW MapUIpyTH3alUu Ui OIpeNeseHUs MaplIpyTOB
JIOCTAaBKH MAKETOB B Apyrue AS.

Komanma Omnucanue

I'moGasbHBIE HACTPOHKHU

router bgp <1-4294967295> BxirouuTh MapipyTH3aLHUIo 10 IPOTOKOIY
BGP.

3anath uACHTUPHUKATOP AS M BOHTH B PEXKUM
€ro KOH(QUTYpUPOBAHHSL.

Hactpoliku koHpurypupoBanus mapiipytuzaropa BGP

aggregate-address ‘ BI1I0UHTh arperamuo crenupuuHbIX
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[{<ipv4 subnet>|<ipv6 subnet>}] [{as-
setjsummary-only}]

MapIpyToB

bgp always-compare-med

Bxatounts cpaBuenue metpuku (MED) mpu
BBIOOpE MapuIpyTa.

bgp bestpath compare-routerid

as-path
confed

multipath-relax

Hcnonb3yercs aia ykazaHus
MapHIpyTU3aTOPy, YTO MPHU BIOOPE
HaWJIy4IIero MapupyTa, €CJi JiBa MapuipyTa
HMMEIOT OJMHAKOBBIE 3HAUEHUS IPYTHUX
aTpuOyTOB, TO MApIIPYT C MEHbITUM Router
ID momxeH ObITh MPEAMOYTUTEIHHEE.

- Ucnonb3yeres s yka3aHus
MaplIpyTU3aTOPy UTHOPUPOBATh aTpUOyT
AS PATH npu BbIOOpE Ty4IlIero MapuipyTa,
€CJIM 3TOT IIyTh IPOXOJIUT Yepe3
koHpurypamuto Confederations.

- HacrpauBaet npoTokoJ1 HOrpaHUYHOTO
nuto3a (BGP) nyst 06paboTku 1Byx
MmapupyToB BGP kak paBHOLIEHHBIX, Jaxe
€clM UX AS-IyTH pa3iandaroTcs, Ipu
YCIIOBUH, YTO JUIMHA UX AS-1IyTel u apyrue
COOTBETCTBYIOIIKE aTPUOYTHI OJMHAKOBHI .

bgp cluster-id <ipv4 addr>

3anmaTh WICHTU(HUKATOP KIIAcTepa

bgp dampening

<1-45> Half-life time

<1-20000> Reuse-limit

<1-20000> Value to start suppressing a route
<1-255> Maximum Suppress-time

Hactpolika MexaHn3ma 3aliuThl OT
HECTaOUJIbHOCTU MapIIPyTOB

bgp deterministic-med

N3mensiet mpouecc BpIOOpa JIydIIEero nyTH.
[Tocne BKIIOUEHHS KOMaH/Ibl, 3HAUECHUE
atpudyra MED Oyner mpoBepsTbCs cpasy
nocie npoBepku AS-path.

bgp ebgp-requires-policy

Ucnone3yercs ans TpeGoBaHUS IPUMEHEHUS
HOJUTUKUA MapUIpyTU3ALUH TIPH
ycTaHoByieHHH ceanca eBGP

bgp listen range
[{<ipv4 subnet>|<ipv4 subnet>
peer-group <word>}]

KoHndurypariys TMHAMUYECKOTO COCe/ICTBA
BGP (peerings) Ha 0OCHOBE 3aJJaHHOTO
nuana3ona [P-anpecos.

bgp route-reflector allow-outbound-policy

Hacrpoiika oTipaBku aHOHCOB MapuIpyTOB,
IIOJIYYEHHBIE OT KJIMEHTA, IPYTUM KIIMEHTaM,
JTa)Ke eCJIM 3TU MapUIpyThl He ObLIN
nonyuyeHsl oT camoro Route Reflector
HaIpsIMYIO.

bgp router-id [ {<ipv4 addr>

Y cTaHOBUTH UACHTUPUKATOD
Mapupyrtuzaropa BGP

distance [ {<1-255>|bgp

Y cTaHOBUTH 3HAYCHHS aIMUHUCTPATUBHOTO
paccTostHuUs

neighbor
[{<ipv4 addr><ipv6 addr>|<word>}]

3anate [Pv4- unu [Pv6-anpec nns BGP-
coceia ¥ BKIIOUeHHe nojep kku address
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activate

family.

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}]
addpath-tx-all-paths

Bxitiouenne oTnpaBKu BceX JOCTYITHBIX
nytei (path)

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}]
addpath-tx-bestpath-per-AS

Bxirouenue oTnpaBKy TOJIBKO JIYYILIETO
MapIIpyTa, paCCUUTaHHOTO Ha ypoBHE AS

neighbor
[{<ipv4_addr>|<ipv6 addr>|<word>}]
advertisement-interval <0-600>

Hactpolika natepBaia, ¢ KOTOPbIM COCETHUI
MapHIpyTU3aTop OyJeT OTIPaBIATh
co00I11IeHUs 00 OOHOBIEHUSIX
MapHIpyTU3aIuu

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] [{<1-
10>|origin} ]

Hactpoiika npuHUMaTh BXOJSIINE MapIIPYThI
¢ AS-niytem, coaepskamum Homep AS ¢ Tem
K€ 3HAUEHUEM, UTO U y TeKYIIEHl CUCTEeMHOM
AS.

[Tapamertp (1-10) yka3piBaeT KOJUYECTBO
JIOTTYCTUMBIX BXOXKJIECHUN HOMEpa AS
cucTtemsl B AS-mmyTu.

[TapameTp origin yka3pIBaeT Ha MPHEM TOJIBKO
MapIIpyTOB, CO3JaHHBIX C TEM K€ HOMEPOM
AS, 4TO U Y CUCTEMBEI.

neighbor
[{<ipv4_addr>|<ipv6 addr>|<word>}] as-
override

Hactpoiika nepeonpenenenus Homepa AS
IIPY aHOHCE MapILIPYTOB 3TOMY COCEJlY.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
attribute-unchanged [ {as-pathjmed|next-hop}]

Bruttouaet aTpuOyThl, KOTOPBIE CIIEAYET
OCTaBUTH O€3 U3MEHEHUI! JIJIs1 aHOHCOB,
OTIIPaBJISIEMBIX OJHOPAHTOBOMY Y3J1y.

neighbor

[{<ipv4_addr>|<ipv6 addr>|<word>}] bfd
[{<2-255>|check-control-plane-
failure/multihop|singlehop} ]

Hacrpoiika nporokona BFD na BGP-
COCEJICTBE.

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}]
capability dynamic

Brrowaer AHHAMHYECKYIO COTJIACOBAHHOCTh
Bo3MoxHocTeit BGP.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
extended-nexthop

Bxirouaer moepkka pacuIimpeHHbIX next-
hop agpecos.

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}]
capability orf [ {both|receive|send} ]

Hacrpoiika punbrparius ucXoasmmx
MapIIpyTOB.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
default-originate

AHOHCUPOBATh MapLIPyTa MO YMOITYAHUIO.

neighbor
[{<ipv4_addr><ipv6_addr>|<word>}]
description <line8§0>

Onucanue cocencTna.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}]
disable-connected-check

OTxroueHne MpoBepKH (PU3NIECKOTrO
MOJIKIIFOYEHUS Cocea.

neighbor
[{<ipv4 addr><ipv6 addr>|<word>}]

Hactpoiika ¢punbTpanum aHOHCOB
MapIIpyTOB.
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distribute-list <word> [ {in|out} ]

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] dont-
capability-negotiate

OTKITIOYEHHE TIEPETOBOPOB O BO3MOKHOCTSIX
(capabilities) BGP ¢ cocenom.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}] ebgp-
multihop

BxiroueHne yCTaHOBKH CECCHM C COCEZIOM,
ucnoap3ys nporokos EBGP

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}]
enforce-first-as

Bxutouaet npoBepKy COOTBETCTBHSI UTO
nepBblii AS-HOMep B yTu AS, IOJy4YE€HHOM
OT cOce/la, COOTBETCTBYET OxHaeMomMy AS-
HOMEpY 3TOr0 cOocea.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}]
enforce-multihop

Bkmouaer oxumanue, uyro makersl BGP,
OTMPABIIIEMBIC ’TOMY COCEIY, MOTYT IIPOUTH
4yepe3 HECKOJIbKO MPOMEKYTOUHBIX
MapHIpyTHU3aTOPOB, & HE TOJIBKO HAMPIMYIO.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] filter-
list <word> [ {in|out} ]

Hacrpoiika npumeHenus GuibTpa
MapIIpyTOB, KOTOPBI ONPEENIEH CIIUCKOM
(GUIBTPOB.

neighbor

[{<ipv4 addr>[<ipv6_addr>|<word>}] local-
as <1-4294967295>

no-prepend

replace-as

Hacrpoiika anbrepHaTuBHON AS 111 3TOTO
npoiiecca BGP

- Ecnim yxazan atpubyT no-prepend, To
npeaocTaBiieHHbIN local-as He mo0aBiseTcs K
nonyueHHoMmy AS PATH.

- Ecnu ykazan atpudyt replace-as, To npu
nepeaade 0OHOBIICHUN JTOKATbHBIX
MapIIpyTOB 3TOMY OJIHOPAHTOBOMY Y31y K
AS PATH nobasinsiercst TOJIBKO
npeaocTaBiieHHbIN local-as.

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}]
maximum-prefix <uint>

Hactpolika orpannyeHus Ha KOJIMYECTBO
npeHUKCOB, KOTOPbIE MAPIIPYTU3ATOP
IIPUMET OT COCENa.

neighbor

[{<ipv4 addr>|<ipv6 addr>|<word>}] next-
hop-self

all

Bxuttouaet nuamenenue arpudyta next-hop s
MapIIpyTOB, MOITYYEHHBIX OT YKa3aHHOIO
cocella Ha CBOM.

- atpuOyT all yka3siBaer, 4To KOMaHa next-
hop-self npumensercst ko BceM MapupyTam,
MIOJIYYEHHBIM OT YKa3aHHOI'O COCEe/a.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
override-capability

OTkiar049aeT MpoBepKy HATUYHS
ompeneneHHo capability y cocena.

neighbor
[{<ipv4_addr><ipv6_addr>|<word>}]
passive

Otkirrouaer HMHUIUAIHUI0 COCINHCHHUA C
COCCAOM.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
password

YcTaHoBUTH mapoJib.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] peer-
group <word>

Bkirouenue cocencrTna B rpymrie.

neighbor

Hactpoiika nprMeHeHHs CriucKa IpeUKCOB.
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[{<ipv4 addr>|<ipv6 addr>|<word>}] prefix-
list <word> [ {injout}]

neighbor

[{<ipv4 addr>|<ipv6 addr>|<word>}]
remote-as [{<I-
4294967295>|external|internal } |

Hacrpoiika Homepa AS miis cocena wiu
ONpeeIeHUE K Kakoil AS OH NMPUHAJICKHUT.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}]
remove-private-AS [allreplace-AS]

Y nanenue 4acTHBIX HOMEPOB aBTOHOMHBIX
cucteM (ASN) B ucxoasmux 0OHOBIICHUSAX

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] route-
map <word> [export[import|in|out]

VYkazanue MapupyTHOM KapThl,
MPEACTABISIONEH OJUTUKY UMIIOPTA UK
9KCIIOPTa OJIHOPAHTOBOTO y3IIa,
HacTPOCHHOTro Kak RS-kimueHt

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] route-
reflector-client

YcraHoBuTh 3TOT y3ei kak RR

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] route-
server-client

VYcTaHOBUTH 3TOT y3ei Kak RS

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] send-
community

Brutouenue otnpasku BGP Community

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
shutdown

OTtkirouenue cocea 0e3 yaaneHus
KOH(HTYpaIHy ISl HETO

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] soft-
reconfiguration inbound

Bxroyaet mpuMeHEeHHE HOBBIX MTOJIUTHK U
MapiIpyTHoi nHpopmanuu 6e3
HepeyCTaHOBKH CeaHca

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] solo

DTa KOMaH/1a UCIIOJIb3yeTCs sl yKa3aHus
TOT'0, YTO MapLIPYThl, 0OBSBICHHBIE
OJTHOPAHTOBBIM Y3JI0M, HE JIOJIKHbI
OTpakaTtbcs 00paTHO

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}] strict-
capability-match

Hactpoiika cTpororo cpaBHeHuUs yAAIEHHBIX
1 JIOKaJIBHBIX BO3MOXKHOCTEN. Ecin
BO3MOYKHOCTH Pa3JIM4arOTCs, OTIPABIAETCS
ommnbOka «Henoanep:xuBaemas BO3MOKHOCTbY
U COe/IMHEHHE cOpachIBaeTcs.

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] timers
[<0-65535>|connect] <1-65535>

VYcranoButh Taiimepsl connect, keepalive u
hold nns cocena.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] ttl-
security hops <uint>

OmnpeneneHre KOJIMUECTBA MEPEXO0B, IPH
KOTOPOM OyJIeT pa3pelieHo cTaTh COCEIIMHU.
DTa KOMaH/1a SBISETCS B3aUMOUCKIIIOYArOIIeH
¢ ebgp-multihop.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
unsuppress-map <word>

[onmuTuka punbTpanu, KOTOpasi OTMEHSIET
paHee YCTaHOBJIEHHOE OTPAHUYEHUE Ha aHOHC
OIPEAEIEHHBIX MapUIPyTOB.

neighbor
[{<ipv4_addr><ipv6_addr>|<word>}]
update-source

[{<ipv4 addr><ipv6 addr>|<word>}]

Ykazanue ucxogHoro aapeca s ceanca BGP
C OTHUM COCEIOM.
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neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] weight
<0-65535>

VYcranoButh atpuOyT weight aiist 3Toro
cocena

network
[<ipv4 addr>|<ipv4 subnet>|<ipv6 subnet>]
[backdoor|label-index|/mask|route-map]

VYkazanue ceteil 11 aHOHCA U HaCTpoiKa
aTpuOyTOB U MOJUTHK JJIsI HUX

redistribute
[connected|kernel|ospf]rip|static|vpn]

Bxirouaet uMIopT 1 3KCOPT MapLIpyTOB,
COOTBETCTBYIOIIUX BHIOPAHHOMY MApPaMETPy

table-map <word>

Hactpoiika kapTbl MapLIpyTOB

update-delay <uint><uint>

BxitiodaeT pexuM «TOJIBKO YTEHHE» Ha
yKa3aHHOE BpeMs IIPH Iepe3alrycKe mporecca
BGP

Hactpoiika oiHoaipecHON M MHOroapecHoi Mapuipytusanuu B MBGP

address-family [ipv4|ipv6] multicast

Bxon B HaacTpoiiky MBGP st Hactpoiiku
MHOT0aJpPECHON MapLIPyTU3ALU Y.

address-family [ipv4|ipv6] unicast

Bxon B Haactpoiiky MBGP niis Hactpoiiku
OJIHOQ/IPECHON MapIIPyTU3ALIUH.

Komanel npocmoTtpa uapopmaru o BGP

show bgp

[<ipv4 addr>|<ipv6 addr>|<ipv4 subnet>|<i
pv6_subnet>] [bestpathjmultipath|longer-
prefixes]

BeiBoa nHpOpMAaIuy 00 OnTUMATEHBIX
MapupyTax u oObsBIEHUSIX OoJiee
cnenGUIHBIX MpePUKCOB I BHIOPAaHHOM
HOZICETH

show bgp attribute-info

Hcnone3yercs 11 mpocMOTpa mopoOHoH
uHpopmanuu 06 arpudyrax nytu BGP

show bgp cidr-only

Hcnonb3yercs Ans mpocMoTpa MapHIpyTHON
tabnuubl BGP u otoOpaxkenus tonpko CIDR-
0JI0KOB (ceTeil) B TabJsnIIe

show bgp community

[TokasbiBaeT nHpOpMaIuio 00 aTpudyTax
BGPCommunity, mpuMeHEeHHBIX K
MapuIpyTaMm.

show bgp community-info

Hcnonb3yercs U1t IpocMOTpa HHPOPMALIUU
0 BGP-coobuiectBax (BGP communities)

show bgp community-list

IToka3pIBaeT CIIMCOK HACTPOECHHBIX Ha
Mapupyrtuszarope BGP-cooOmiecTs u mpasui
(GuIbTpaLnu, KOTOPBIE UCIIONB3YIOTCS IS
yIpaBJICHUS] MAPIIPYTaMH U TPAQUKOM B
BGP-cetsix

show bgp dampening [dampened-paths|flap-
statistics|parameters]

IIpocmoTp MapuIpyTOB, KOTOpBIE OBLTH
BPEMEHHO I0/1aBJICHBI (3a0JI0KUPOBAHBI),
CTaTUCTHKE 110 HECTAOMIBHOCTH MapIIPYTOB
Y HaCTPOEHHBbIE NTapameTpsl Mexanuzma BGP
Route Dampening

show bgp detail

OTtoOpakeHue noapoOoHON HHPOPMAIUH O
cocTostHuM nporokona BGP

show bgp filter-list <word>

[TokasbiBaeT HHpOpPMAIHIO IO QUIBTPY

show bgp import-check-table detail

[Toxa3zpiBaeT MoApoOHYI0 HHPOPMALIUIO O
KOH(JIMKTaX MPU UMITIOPTE MAPIIPYTOB B
BGP-tabnuiry u3 JoKagbHBIX TaHHBIX
(manpumep, n3 OSPF unmu ctaTnyeckux
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MapIIPyTOB).

show bgp [2vpn evpn
[allineighbors|rd|statistics|update-groups]

Hcnone3yercst 11 0TOOpaskeHUs
unpopmanuu o BGP B xonrekcre Ethernet
VPN (EVPN).

show bgp large-community [<0-
65535>|exact-match]

BriBoaut criucok Bcex BGP large-community
aTpu0yTOB, KOTOPBIE OBUIN HACTPOCHHI, C
yKa3aHHEM UX THIA U HJICHTU(UKATOpa CEeTH.

show bgp large-community-info

OtobpaxkaeT HH(MOPMAITUIO O TOM, KaK
oOpabarbiBaroTcs u nepenatorcss BGP large
communities MEeXTy TUPaMH.

show bgp large-community-list [<1-
500>|<word>] exact-match

Hcnonp3yercs 1i1st 0TOOpakeHus!, yKa3aHHOTO
BGP large community, KOTOpbI# OBLIO
HACTPOEHO U MIPUMEHSETCS B CETH

show bgp memory

Hcnone3yercs 11 mpocMOTpa 1moipoOHoN
uHpopManuy 00 UCIOIB30BAHUN
JMHAMUYECKOH nmamMsTu npotokosioM BGP

show bgp multicast paths

Hcnonp3yercs ans orodpaxeHus
UH(POPMALIUU O MYJIbTUKACTOBBIX MaplUIpyTax,
KOTOpbIe ObUIH Tiepeaansl yepe3 Multicast
BGP (MBGP)

show bgp neighbors

[<ipv4 addr><ipv6 addr>|<word>]
[advertised-routes|dampened-routes|filtered-
routes|flap-statistics|prefix-
counts|received|received-routes|routes]

Hcnonb3yercs ans oTodpakeHHs: MapIIpyTOB,
KOTOpbIE ObLIIM AaHOHCUPOBAHBbI, [10/1aBJICHHBIX
MapIIpyTOB U3-3a UX HECTAOUIILHOCTH,
OT(UIBTPOBAHHBIX MAPLIPYTOB COITIACHO
3aJlaHHBIM [TPaBUJIaM, CTATUCTUKH
HECTaOMJIHOI'O CO€AMHEHUS], KOJIMYECTBO
AQHOHCHPYEMBIX IPEPUKCOB U MPUHITHIX
MapHIpyTOB

show bgp nexthop detail Hcnonb3yercs anst oToOpakeHus
nHpopmanuu o caeayrouiem ysie aias BGP-
MapHIpyTOB

show bgp paths Hcnonp3yercs ans npocMoTpa UHPOpMaLK

o mapumpyrax BGP

show bgp peer-group <word>

Ucnonw3yercs myist oToOpakeHus
uHpopmanuu o rpynne BGP-coceneii

show bgp prefix-list <word>

OTobOpaxkeHne coIepKUMOTO CITUCKA
npeduKCcoB, KOTOPBII UCIIOIB3YETCS TS
(GUIBTpallMK B yIIPABICHUS MapIIPYTHOK
uHpopmaLue

show bgp regexp <word>

Ucnonwzyercs myist oToOpakeHus
uHpopmainu o BGP-cocensx u mapipyrax,
KOTOPBIE COOTBETCTBYIOT PETYJISIPHOMY
BBIPAKEHUIO

show bgp route-leak

Hcnonw3yercs 1y1st 0ToOpakeHus
nH(pOpMaIIUY O TepeHanpaBiIeHUH Tpauka
yepe3 cTopoHHHue AS

show bgp route-map <word>

Hcnonb3yercs 11t 0TOOpaskeHUs
KOH(UTYpaIy U MpaBuJI MapLIPyTHOTO
CIIMCKaA

show bgp statistics [-all]

OTtoOpakaeT cTaTUCTUYECKHE TAHHBIC O
pabote npotokosia BGP
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show bgp summary OtobpaxkeHne KpaTkoi nH(popMaIuu o
cocrossuuu ceccuit BGP ¢ coceqnumu
MaplIpyTu3aropamu, Bkitoyas [P-agpeca,
COCTOSIHUSI TUPOB M CYETUYUK COOOIICHHIA

show bgp summary failed OTtoOpaskaeT CBOJKY O OIHUOKaM WITH
HEYJIaYHBIM TTONBITKAM YCTAHOBUTH
coenunenne ¢ BGP-cocegom

show bgp Hcnonw3yercs 11st 0TOOpayKeHUsT TaOTUITbI
BGP, nokasbiBaroliieit Bce n3pectuoie BGP
MapLIpyThl 6€3 KaKUX-1100 METOK MU
JIOTIOTHUTEIHHBIX JIAHHBIX, HCIIOJIb3YEMbIX B
JIPYTUX TEXHOJOTHX, TaKuX Kak MPLS

show bgp [<word>|advertise- OTtoOpaskaeT oueper OOHOBICHUH O

queueladvertised-routes|packet- npeduKcax sl OTIPABKH/TIOTYICHHUS U

queuelstatistics] MPOCMOTPA CTATUCTHUKH IO TPyTIIaM
obOHoBnenut BGP

show bgp view [<word>|all|default] Hcnonb3yercs At mpocMoTpa BCe

uHpopmanuu o nporokose BGP, Bkitoyast
TaOJIUIIBI MAPIIPYTU3AMH, HHPOPMAIIUIO O
cocelsiX ¥ TabJIMIBI C MApUIPyTaMH TI0
YMOJTYaHHIO, KOTOPAst COJEPKUT MapUIPYTHI,
UCIIONIb3yEMbIe, KOT/Ia JIJIsl [TaKeTa He HalJIeH
0oJiee KOHKPETHBIN MapIIpyT B TaOIHUIIE

MapIIpyTU3aLUU
show bgp vpn paths Hcnonb3yercs st 0ToOpakeHUS
UH(POPMALIUU O MapIIPyTaX, MOJTYYCHHBIX 10
nportokoay BGP nns VPN
show bgp vrfs [Toka3zbeiBaeT nH(MOpPMAIHIO O TAOIUIIAX

mapmpyTtuzauuu BGP nist kaxnoii VRF

IIpumep HaCTpOHKH.

# configure terminal

(config)# vlan 2-3,100

(config) # ip routing

(config) # interface GigabitEthernet 1/24

(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 100

(config) # interface vlan 2

(config-if-vlan)# ip address 192.168.102.1 255.255.255.0
(config)# interface vlan 3

(config-if-vlan)# ip address 192.168.103.1 255.255.255.0
(config)# interface vlan 100

(config-if-vlan)# ip address 192.168.101.1 255.255.255.252
(config) # router bgp 100

(config-router)# bgp router-id 192.168.101.1
(config-router)# neighbor 192.168.101.2 remote-as 200
(config-router)# network 192.168.102.0/24

(config-router)# network 192.168.103.0/24
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3.2.57.5. BFD

IIporokon BFD (Bidirectional Forwarding Detection) mo3BojiieT OBICTPO OOHAPYKUTH
HEHCIIPaBHOCTH JUHKOB. BFD MokeT paboTarth Kak CO CTaTUYECKMMH MapIIpyTaMH, TaKk H C
MpOTOKOJIaMU JuHamudeckoil mapupytuszanuu RIP, OSPF, BGP.

Komannma OnucaHme

KomaHza B IJIODAJIBHOM pPEXMME

bfd BxuiioueHme BED

peer <A.B.C.D|X:X::X:X> CozmaeT M HacTpamMBaeT HOBOI'O
[{multihop|local-address napTtHepa BFD Ojisg ODpoCiymMBaHUA
<A.B.C.D|X:X::X:X>|1interface u oOMeHa IOaHHBIMMU.

IFNAME |vrf NAME} ]

- multihop coofmaeT, UYTO
cryegyeT oxmmaThk rnakeTel ¢ TTL
MeHee 254 (IIOCKOJIBKY
norpedbyerca Oojee OOHOTO
nepexona), ¥ NPOCJYyWMBATH [IOPT
MHOT'OAIpPeCHOTO pexuMa (4784) .
[IToy MCHIoJIb30BaHUM
MHOTOAIPEeCHOTO PeXuMa PexXuMm sXa
He OyznmetT paboTarTshb.

- local-address npemocTarBJgeT
JIOKAJBHEIM alpec, K KOTOPOMY MEI
JOJIXHEL IIPMBA34ATb Hall
NpoCJIyllMBaTENbL, M alpec,
KOTOpHﬁ MBI IOOJIXKHBEI MCIIOJIB30OBATb
IJI4 OTIIPAaBKM IIaKeTOB. oToT
napameTp obsazaTejeH nyjsa IPve6.

- interface BrHOuUpaeT, KaKOM
uHTepbelCc HaM cluenyerT
VICIIOJIL30BATE .

- vrf BeHOMpaeT, KaKOVM IOMEH Mbl
XOTVM MCIIOJIb30BAaTh.

KomaHzma B pexmMme OnmcaHue
KOHOuTypuporaHusa BFD napTHepa
detect-multiplier <2-255> HacrpamBaeT MHOXMUTEJb

O@HapyerMH IIoTepm IIaKeTOB.
[lpuMep: ecam JIOKaJIbHas CuCTeMa
VMeeT MHOXMUTEJIb OOHapyXeHusa 3,
a yInajleHHas CucTeMa MMEET
uHTepsasy nepenaum 300,
JlokaJibHasg cucTeMa OOHapPYyXUT
cbou Tombko uepes 900
MWJIIMCEKYHD 0e3 MOoJIyueHUs
[1aKEeTOB.

echo-interval <10-60000> 3amaéT MMHMMAJILHEIM MHTEPBaJl IJid
nepenauy CUCTEMOM BX0-TaKeTOB
BFD B MMJIIMCEKYHIax (C yUy&ToM
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OKUTTEepa) . 3HAaUeHue [0
yMoJstuaHuio — 50 mMcC.

echo-mode

BriiouaeT pexmuM IIepemauy 3xXa.

receive-interval <10-60000>

3amaéT MMHMMAJILHEM MHTEepBaJl IJig
[IOJIyUYEeHMS CUCTEeMOM YIIPaBJISOIMX
IaKeTOB B MUJIJIMCEKYHIIAX .

3xnauvenme 1o ymojuaHuio — 300 mMc.

transmit-interval <10-60000>

3amaéT MMHMMAJIBHBIM MHTEPBAJI IOJI9
nepenady CUCTEMON yNpaBJISOIMX
[IakeToB B MMUJIJIMCEeKyHIax (cC
YUETOM IOXUTTEPA) . 3HAUEeHMEe IO
ymosuaHuio — 300 mc.

shutdown

OTKJIOUaeT ONHOPAHT'OBHI y3eJl.

KoMaHmer mpocMoTpa MHbOOpMAaLUM O CTEKE

show bfd [vrf NAME] peer
[<WORD>|<A.B.C.D|X:X::X:X>

[ {counters|multihop]|local-
address
<A.B.C.D|X:X::X:X>|interface
IFNAME } ]

[IokazaTe CTATyC OINPENEJIEHHOIO
y3Jga BFD.

show bfd peers

[TokazaTe CcTarTyc BCcex y3yi0B BFD.

show bfd [vrf NAME]
brief|counters

peers

OToBpa3muTh KPAaTKyln MHOOPMALMIO
000 BCEeX HACTPOEHHEX y3Jjilax BFD

n MX TerylueM cCcTaTyce.

[Tpumep HACTPOMKH.

configure terminal
config)# vlan 11
config-vlan) # exit

config-if-vlan)#
config-if-vlan)# exit
config)# bfd

ip address 192.168.1.1 255.255.255.0

config)# peer 192.168.1.1 local-address 192.168.1.2 interface
config)# peer 192.168.1.1 local-address 192.168.1.2 interface

#
(
(
(config)# interface vlan 11
(
(
(
(
(

11
(config-bfd-peer)# no shutdown

3.2.57.6. PIM

PIM (Protocol Independent Multicast)

9TO IIPOTOKOJI MHOFO&,I(pCCHOfI rnepeaadu,

oOecneunBaromuii 3 (HEKTUBHYIO JOCTaBKY MYJIBTUMEIUMHBIX IOTOKOB TIpPYyMIeE KIMEHTOB
oJHOBpeMeHHO. [IpoTokos mo3BossieT ycrpoiicTBaM 0OMeHHUBAThCS MH(OpMAIHel o Tpynnax u
MCTOYHUKAX Mepeaay U CTpoUTh 3 (HEeKTUBHBIE ITYTH JOCTAaBKU JaHHbBIX.

1. OcHOBHBIE HACTPOUKHU

conf t
vlan 2-3
exit
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- 3neck co3natorcst 1Ba VLAN'a ¢ Homepamu 2 u 3. Ot VLAN'BI OyayT UCIIONB30BATHCS IS
pa32[eJIGHI/I$I CECI'MCHTOB CC€THU U OpFaHI/ISaL[I/II/I MHOFO&,Z[pGCHOﬁ nepe,uaqn.

2. AxktuBanus IP-mapupytuzanun
ip routing

Komanaa akTuBUpyET BO3MOKHOCTH TIOCTPOCHUS TaOJIMIIBI MapIIpyTH3aIlluu Ha ycTpolicTBe. bes
Hee HEeBO3MOXKHA Mepeaaya Tpaduka MeXAy pa3IMuHbIMU CETMEHTaMU CETH.

3. Unrepdeiice Loopback

interface loopback 1

ip address 2.2.2.2 255.255.255.255
ip pim

ip igmp

exit

Coznaetcs BuptyansHbIid uHTEpdeiic loopback ¢ anpecom 2.2.2.2. DtoT unrepdeiic Heodxoaum
JUTSL CTAa0WIIBHOCTH M WICHTH(HUKAIIMU YCTPOKMCTBA B Mapmipytusanuu. [lapameTpsl ip pim u ip
igmp paspermratoT ucnonb3oanre PIM u IGMP Ha nannom unrepdeiice.

4. Cratuueckoe HazHauenue RP (Rendezvous Point)

ip pim rp 2.2.2.2 224.0.0.0/4

Ha3nauaercs y3en ¢ aapecom 2.2.2.2 B xauectBe RP mna Bcex rpynn IPv4 MynbTuKacTuHra.
['pynnsl oxBaTeiBatoT quana3oH ot 224.0.0.0 o 239.255.255.255.

5. ®uznyeckue uurepdeiics! Ethernet

interface GigabitEthernet 1/1
switchport access vlan 3

exit

interface GigabitEthernet 1/2
switchport access vlan 2

exit

O6a pusnueckux naTepgeiica padboTaroT B pexkUMe CBUTY-TIOPTA, MPHUBsI3aHbl K pa3HbIM VLAN'am
(VLAN 2 u VLAN 3 coOTBETCTBEHHO).

6. Hacrpoiika L3 unrtepdeiicos (vlan)

interface vlan 2

ip address 10.0.12.1 255.255.255.0
ip igmp snooping

ip pim

ip igmp

exit

interface vlan 3

ip address 10.0.13.1 255.255.255.0
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ip igmp snooping
ip pim

ip igmp

exit

Coszparorcs norndeckue uHTEpdeiicsl s kaxaoro VLAN ¢ mpucBoenmem IP-ampecoB u
paspemenueM padotrsl PIM u IGMP. Komanaa ip igmp snooping obecrieunBaeT (GprIbTpanuo u
IPeOTBPALICHNE IUPOKOBEIATEIbHBIX IITOPMOB.

Hacrtpoiika OSPF

router ospf

router-id 2.2.2.2

redistribute connected

network 2.2.2.2 0.0.0.0 area 0.0.0.0
network 10.0.12.0 0.0.0.255 area 0.0.
network 10.0.13.0 0.0.0.255 area 0.0.
exit

0.0
0.0

OSPF 3amyckaercsi ¢ YHUKQJIbHBIM UACHTU(DHUKATOPOM pOyTepa, COOTBETCTBYrOmUM loopback-
unrepdericy. ITlonkimouaembie cetu aHoHcupyiorcs B obOmacte 0.0.0.0, mo3Bojsis apyrum
YCTPOICTBAM HaXOUTh MAPUIPYTHl K HUM.

JlanHast KOHHUTrypanus co3aaeT 0a30Byl0 MHPPACTPYKTYpYy A B3aMMOJCHCTBUS YCTPOUCTB B
cpene ¢ nmoanepxkoii PIM u IGMP. Ona none3na B curyanusx, korja TpeOyercsl nepeiaBaTh
BU/ICOCTPUMBI, ayIUOIepeiaydl WM APYrHe MYJIbTUMEIHa-IaHHBIC UYepe3 CETEBYIO Cpedy C
BO3MO>KHOCTBIO MacIITa0MPYEeMOro pacipeaeIeHusl.

Ecnun mortpebyercsi JAOMOMHUTENBHOE YIpaBieHWE WM MOHHTOpUHT pabotrel PIM u IGMP,
MI0JIE3HO MPUMEHSATDH TAKUE KOMAH]Ibl TUAarHOCTHKH, KaK:

show ip route - Komanna wucnonb3yercss i NPOCMOTPAa AKTHBHBIX MapLIPyTOB
MHOTroaapecHoi pacceuiku (multicast). [Toka3eiBaeT nHopMmarmio o morokax multicast-rpaduxa,
MCTOYHUK TPYTIIBI, COCTOSIHUE MapIIpyTa U UHTEPQEChl, MPUHUMAOIINE TPa(HK.

show 1ip mroute - Orobpaxkaer cnucok coceneir mporokosa PIM (Protocol Independent
Multicast). DOta komaHma moje3Ha [UIsl TMPOBEPKU COCTUHEHHUS MEXAY YCTpOHCTBaMH,
Y4aCTBYIOUIMMHU B IPOIIECCE PACTIPOCTPAHEHMSI TPYIIIIOBOTO Tpaduka

show ip pim neighbor - [loka3piBaeT aKTUBHOE WIEHCTBO YCTPOWCTB B rpymnmnax PIM.
WNudopmanus BkItovyaeT uuTepdeiic, rpyniy, yaai€HHOro coceaa u TaiMepbl IPUCOEANHEHHS.

show ip pim join - Orta koMaHzaa BeIBOAUT HH(popMaruio o rpynnax IGMP (Internet Group
Management Protocol), BKIIOYEHHBIX ycTpoHcTBax M uxX HHTepdeiicax. Mcnomw3yercs s
MIPOBEPKU MPUHAJIEKHOCTH y3JI0B CETH K OIpeeleHHbIM multicast-rpymnmnam.

show ip igmp groups - Wuadopmamus o wuctouHukax multicast-tpaduxka,

3aperucTpupoBaHHbIX nporokoioM IGMP. OrobpaxaroTcst ajpeca MUCTOYHHKOB M TPYIIBI, K
KOTOPBIM OHU IIPUHAJIEKAT.
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show 1ip 1gmp sources - DTa KOMaHJa TOKa3biBaeT WHGOPMAIMIO O HA3HAYCHHBIX
MapuipyTax perukatopoB (RP — rendezvous point). Ponu u cratyc ycrpoiictBa RP kxputudns!
Ui ipaBWiIbHOM paboTel PIM Sparse Mode (pexuma pa3pexEHHOM MHOTOTOYEYHOM PACCHIIKH).

show 1ip pim rp-info - ucnoap3yercs A 0TOOpakeHUs HHPOPMALUU O Ha3HAYCHHBIX
MapuipyTax MpoToKoJIoB MHOroaapecHoi nepenaun PIM (Protocol Independent Multicast)

9TO MO3BOJIUT 6I)ICTpO BBISIBUTH HpO6J'IeMbI N JUarioCTUpPOBaTh BO3MOKHBIC HCUCIIPABHOCTH.

3.2.57.7. PBR

Honutuka-Based Routing (PBR) — 5310 TexHosoruss mapuipyTH3aluy, MO3BOJSIONIAS
Ha3HayaThb MapuIpyThl U oOpabarbiBaTh TpaduK HAa OCHOBAHWHU 3apaHee 3a/JaHHbIX MPaBUI
MOJIMTUKYU, UTHOPUPYS CTaHAAPTHBIE TaOIHIIBI MapuIpyTu3anuu. OHa MIUPOKO MTPUMEHSETCS IS
MPUOPUTE3AINH ONIPEACIEHHBIX TOTOKOB JaHHBIX, pa3JelIeHUus Harpy3Ku MexXIy MpoBaiiiepaMu
WJIM HapaBJICHHs crielupuyeckoro Tpaduka mo oTAeIbHBIM MapIIpyTaMm.

[Ipouecc HACTPOWKHM BKJIFOYAET TPU OCHOBHBIX ATarla:
Oran 1. Onpenenenue rpynmsl next-hop (ciaemyromux maros)

I'pynna next-hop — 310 Habop [P-apecoB npomMeKyTOUHBIX y3J10B, Ha KOTOPbIE OTIIPABIISIFOTCS
IIAKEThl COIVIACHO IOJIMTUKE MapUIpyTH3auuu. [[isi mpumMepa paccCMOTpPHUM JiBa CLIEHApHs: OJUH
JUIS TIIABHOT'O 1ITI03a, BTOPOX — JJIsl PE3€PBHOTO LIIII03A.

Kondurypannonasie KOMaH/IbI:

configure terminal

pbr nexthop-group main-gateway
nexthop 10.0.0.1

exit

pbr nexthop-group backup-gateway
nexthop 10.0.0.2

exit

OTH KOMaHJIbl CO3/IAl0T JBE T'PYIIBI CISAYIONIMM y3JiaM: TepByro rpymmy ("main-gateway") ¢
oHUM ocHOBHBIM [P-anpecom (10.0.0.1) u Bropyto rpynmy ("backup-gateway") ¢ pesepBubiM IP-
aapecom (10.0.0.2).

Oran 2. Hactpoiika PBR-kapThI (mpaBuiia MoJMTUKYA MapIIpyTHU3ALIAN)

Cnenyromuii 3Tan — co3JaHUE caMUX MpaBuia Mapupytuzauuu (kaptel PBR), xotopsie
OTpeNeNAIOT YCJIOBUS COMOCTaBieHHs Tpaduka | JajdbHEWIIMe JAeHCTBHS (Ha3HAYeHHE

MapIIpyTa).
PaccMmoTpum npumep IBYyX MPOCTHIX MTPaBUIL:

1. ITpaBuiio Nel: TTakeTsl ¢ MCTOYHMKOB BHYTPEHHErO CErMEHTa CeTH OyAyT HampaBjeHbl Ha
TJIABHBIN ILIJTIO3.
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pbr-map traffic-routing seq 100
match src-ip 192.168.1.0/24

set nexthop-group main-gateway
exit

2. IlpaBuno Ne2: Beck mpoumii Tpaduk, uaymuil Ha yJalI€HHYIO CETh, NEpEHANpPaBIIsETCS Ha
pPE3EpBHBIN LITIO3.

pbr-map traffic-routing seqgq 200
match dst-ip 10.10.10.0/24

set nexthop-group backup-gateway
exit

ITepBas kaprta (traffic-routing) ompenenser, 4Yro Bech TpaduK C BHYTPEHHUX CeTeH
(192.168.1.0/24) ormipaBiisieTcst Ha OCHOBHOM IUTIO3. BTOpast kapTa oTmpaBiisieT BeCh OCTaIbHON
Tpaduk, HanmpaBieHHbIH Ha mojceTh (10.10.10.0/24), Ha pe3epBHBIN MITIO3.

mapamMeTp S€q — 9TO MOPAAOK HCIIOJHCHHUS ITPaBHII. Menbliee 3HAUYCHHUE S€(J O3Ha4acT, 4TO
COOTBCTCTBYIOIICC ITPAaBUJIO ITPOBEPACTCA U UCIIOJIHACTCA paHbIIC OCTAJIbHBIX.

Oran 3. [Ipumenenne PBR Ha unrepgeiicax

Uro0bl NPUMEHUTH CO3JAHHBIC MpaBWJa MapIIPyTH3alMM Ha KOHKPETHOM HHTepdetice,
BBIIIOJIHUTE CIEAYIOIIYIO KOMaHY:

interface VLAN 2
pbr-policy traffic-routing
exit

OTOT KOJ1 Ha3HauaeT NOJUTHKY MapipyTu3anuu traffic-routing /i Bcero Tpaduka, mpoxoasiero
yepe3 unrepdeiic VLAN 2.

Komanas! npocMmoTpa koHpurypauuu u ctaryca PBR

show pbr map - Iloka3piBaeT cnucoKk Bcex co3maHHbIX Kaprt PBR ¢ ykazanmem
MOCNe0BaTeNbHOCTH (sequence number), kpuTepueB BbiOOpa (match criteria) u nmelcTBuit
(actions).

show pbr map detail -IlpenocraBuser noapoOHyto nHpopmanmio 060 Bcex kaptax PBR,
BKJIIOYass KPUTEPUHM COMOCTABJIEHHs, BbIOpaHHBIE MapUIpyThl M KOJIMYECTBO COBMAJAOLINX
ITAKETOB.

show pbr map traffic-routing - Orobpaxaer KoHKpeTHbIE KapThl PBR ¢ nmenem
traffic-routing. Ilome3Ho, ecnu BaM HYKHO YBHMJIETh HUMEHHO ONPEICIIEHHYI KapTy
MapILIpyTU3aLNN.

show pbr interface 2 - Iloka3siBaeT cocTosiHUE U IpUMEHEHHBIE TONUTUKA PBR Ha

ykazanHoM uHTep(deiice (Hampumep, VLAN 2). 3nech MOXHO yBUIeTh akTUBHBIE TTpaBuia PBR u
CTaTUCTUKY MO HUM
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show pbr nexthop-groups - COHUCOK BCEX CYIIECTBYIOIMUX TPYIIN CICAYIOMIETrO 1ara
(next-hop groups), BKJIIOUAIOMIMX MMEHaA TPYIIN W COOTBeTcTBYromue I[P-aapeca ciemyrommx
TOYCK HAa3HAYCHUS.

show pbr nexthop-groups main-gateway - [logpoOHas nadopmammst 0 KOHKPETHOU
TpYIIE CIeYIONIETo I1ara, yka3aHHO! B KoMaH e (Hampumep, main-gateway). BkitouaeT crimcok
YJICHOB TPYIIIBI U CTATUCTUYECKUE JTaHHBIE O TpaduKe.

3.2.58. VRF

VRF (Virtual Routing and Forwarding) — 3T0 TeXHOJOTHs, MO3BOJIAIONIAS CO37aTh HA OJHOM
(U3MUIEeCKOM yCTPOHCTBE HECKOIBKO HE3aBUCUMBIX BUPTYAJIbHBIX MAaPIIPYyTH3aTOPOB, KaX/IbIi U3
KOTOpBIX 00JanaeT cOOCTBEHHOM Tabnuileld MaplIpyTHU3aluh. DTO OOECHEeYMBAET H3OJSAIUIO
TpaduKa pa3HbIX KJIMEHTOB W MOAPa3/IeIeHNH, I03BOJISSA UCII0NIb30BaTh 0JluHaKoBbIe [P-anpeca
U pa3IHyalolIyecss CXeMbl MapUIpyTH3alUH, a TakXKe MpeAOoTBpallaeT CMeNIMBaHHe Tpaduka
Mexnay VRFE-rpynnamu.

Komannma Omnucanue

I'noGasibHbIe HACTPOHKU

vrf <word> | default Co312€T HOBY10 BUPTYaJIbHYIO JOMEHHYIO
tabnuny mapupytuzanuu (VRF) ¢ umenem
<word>.

default — yka3piBaeT Ha HCIIOH30BAHKE
OCHOBHOI1 00J1aCTHA TaOIUI[BI
MapIIpyTHU3aLUH, He TIPUHAICKAIIEH K
kakoMy-u6o VRF.

VY nanser co31aHHYyI0 paHee BUPTYyaJIbHYIO

no vrf <word> | default JOMEHHY10 Tabnuiy Mapuipytuzauuu (VRF)
¢ uMeHeM <word> | default
ip route <ipv4 addr>/ <ipv4 subnet> | KOMaH/1a TipeAHa3HaueHa JJis 100aBICHHS

<ipv4 netmask> | <ipv4 ucast> vrf <word> | craTMueckoro mMapupyra B TabJIuIE
MapuIpyTH3alHN YCTPOMCTBA C MOIICPKKON
BUpTyalbHOro Mapupytuzatopa (VRF).

- <ipv4 addr>/<ipv4 subnet> unu

<ipv4 netmask> — o6o3Hauatot 11eneBoii [Pv4
aJIpec CETH U €€ MaCKy.

- <ipv4_ucast> —3T0 ajjpec CIeayIIIero
TPAH3UTHOTO y371a (XOCTa WX MUTI03), KyJa
OyAyT OTHPABIATHCS MAKEThI,
npeaHa3HauYCHHBIE [T YKa3aHHOHN CeTH.

- vif <word> — yka3pIBaeT, 4T0 MapuIpyT
CO3MIaeTCs B PaMKax KOHKPETHOTO
BUpTYyasibHOro Mapuipytusaropa (VRF),
0003HauYEHHOT0 UMeHeM <word>.

no ip route <ipv4_addr>/<ipv4 subnet> | VYaanser ctTaTH4ecKuil MapuipyT, CO3TaHHBIN
<ipv4 netmask> | <ipv4 ucast> vrf <word> | panee ¢ ucnonab3oBanueM KoHKpeTHOro VRF
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Hactpoiika untepdeiica L3

ip vrf forwarding <word64>

no vrf forwarding

Komanna ucnons3yercst Ha uHTEpdeiicax
yposus 3 (L3-untepdeiicax) ycTpoiicTB s
CBsI3bIBaHUS MHTEp(eiica ¢ onpeneIeHHbIM
BUpTYyaiabHbIM MapuipyToMm (VRF).
[IpuMeHeHne 3TO KOMaHbI T03BOJISET
pa3eNUTh JOTHYECKH Pa3HbIC TaOJIUIIBI
MapIIpyTU3alKU Ha OJJHOM yCTPOUCTBE,
co3/1aBasi OT/ICJIbHbIE TPOCTPAHCTBA UMEH U
rapaHTUpys U30JSLHI0 TpaduKa pa3HbIX
KJINEHTOB UJIM CEPBUCOB JAPYT OT ApyTa.
<umsa_VRF> — yHukajibHOE Ha3BaHUE
BUPTYaJIbHOW MapIIPyTU3aIUOHHON 00JIaCTH
(0OBIYHO CJTOBO JUTHHOM 10 64 CUMBOJIOB).

VYnanser konpurypanuro VRF (Virtual
Routing and Forwarding) ¢ onpeneineHHOTrO
uHrepderica L3.

[Tpumep:

Jlonmyctum, y Hac ecTh JIB€ aBTOHOMHBIE CETH (J1Ba KJIMEHTA), KaX/1asi U3 KOTOPBIX HY)KJaeTcs B
CBOEH COOCTBEHHOW MapUIpyTHU3aLUU U IOJHOM OTAEICHUHU APYT OT Apyra. DTy npoliemy

nneansHo pemaet VRE.

ITopsinok Hactporiku VRF

1. OcHOBHBIE HACTPOIKH (11 000MX KOMMYTaTOPOB)

Brimonnsiem 6a30Bbie HACTPOUKH YCTPOMCTBA!

hostname PE1
|

vlian 2-4

AmnanornyasiM oOpazom ais PE2:

hostname PE2
|

vlian 2-4

I'ne:

VLAN 2 u VLAN 3 — cetu kiiueHTOB (pa3AenbHBIE),
VLAN 4 — ciyxe0nbiii VLAN s cBsa3u mexny PE1 u PE2.

2. Hacrpoiika IP-agpecoB u craTuyeckux MapipyToB

ITpumep nns PE1:
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interface loopback 1

ip address 1.1.1.1 255.255.255.255
|

interface GigabitEthernet 1/47
switchport access vlan 2
description Interface to Client A
|

interface GigabitEthernet 1/48
switchport access vlan 4
description Interface to PE2

|

vrf VRF A
|

vrf VRF B

|

interface vlan 2

ip vrf forwarding VRF A

ip address 192.168.1.2 255.255.255.0

|

interface vlan 3

ip vrf forwarding VRF B

ip address 192.168.2.1 255.255.255.0

!

interface vlan 4

ip address 10.0.0.1 255.255.255.0

!

ip route 192.168.1.0 255.255.255.0 192.168.1.3 vrf VRF A
ip route 192.168.2.0 255.255.255.0 192.168.2.2 vrf VRF B

[Ipumep nua PE2:

interface loopback 1

ip address 2.2.2.2 255.255.255.255
|

interface GigabitEthernet 1/23
switchport access vlan 3
description Interface to Client B
|

interface GigabitEthernet 1/24
switchport access vlan 4
description Interface to PEl

|

vrf VRF A

|

vrf VRF B

|

interface vlan 2

ip vrf forwarding VRF A

ip address 192.168.1.3 255.255.255.0
|

interface vlan 3

ip vrf forwarding VRFE B

ip address 192.168.2.2 255.255.255.0
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interface vlan 4

ip address 10.0.0.2 255.255.255.0

l

ip route 192.168.1.0 255.255.255.0 192.168.1.2 vrf VRF A
ip route 192.168.2.0 255.255.255.0 192.168.2.1 vrf VRF B

3. Hacrpoiika nmporokona OSPF (onmuonanbsHO)

Eciu xoTnTe 00MEHUBATHCS MapIIPyTaMU MEXKIY YCTPOMCTBAMH, HCIIOIB3YHTE IPOTOKOJ
OSPF:

[Tpumep nns PE1L:

router ospf

router-id 1.1.1.1

redistribute connected

network 10.0.0.0 0.0.0.255 area 0.0.0.0

network 192.168.1.0 0.0.0.255 area 0.0.0.0
network 192.168.2.0 0.0.0.255 area 0.0.0.0
[Tpumep nnsa PE2:

router ospf

router-id 2.2.2.2

redistribute connected

network 10.0.0.0 0.0.0.255 area 0.0.0.0
network 192.168.1.0 0.0.0.255 area 0.0.0.0
network 192.168.2.0 0.0.0.255 area 0.0.0.0

JnarHocTtrka v KOHTPOJIb

Uto0s! yOeauThCs, YTO Hallla KOH(UTypalus padoTaeT KOPPEKTHO, BOCIOIb3YHTECh S TUMU
KOMaHJaMH:

ITocMOTpUTE AKTUBHBIE MAPLIPYTHI:
show ip route vrf all

show ip route vrf VRF A
show ip route vrf VRF B

[TocmoTtpeTs TabnwuIly arp:
show ip arp
3.2.59. Hacrpoiika nporokoia VRRP
VRRP (Virtual Router Redundancy Protocol) — 310 ceTeBoit mpoTOKO, KOTOPBIA 00BEAUHSIET
HECKOJIbKO (PM3UUECKUX YCTPOUCTB B OJIHY JIOTHUECKYIO IPYIIITY JJIsl CO3/IaHHsI Pe3€PBHOTO IITI032a

M0 YMOJYaHHWIO. DTO TO3BOJsIET M30ekaTh cOOEB B CETHU: €CIM OCHOBHOHM poytep (Master)
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CTAHOBUTCS HEAOCTYNHBIM, pe3epBHBIN (Backup) Oeper ero dbynkumm Ha cebs, obecrieunBas

Oecriepeboiinyo padoTy.

Komanna nacrpoiiku VRRP

Komana Hactpoliku uaTepdeiica vlan

Omnucanue

vrrp <1-255>

Bri6op VRID (uaentuukaTtop BUPTyalIbHOTO
MapIIpyTH3aTopa)

vrrp <1-255> advertisement-
interval <10-40950>

Hactpoiika uHTepBana (B MMJUIMCEKYHJaX)
MEXIYy OTIpaBKaMHd AHOHCOB, KOTOpBIE
MapIIpyTU3aTOP-MacTeP PaCChLIAET JAPYTUM
YCTPOMCTBaM B TIpymIe Al MOATBEPKIACHUS
CBOE€H paboTOCOCOOHOCTH

vrrp <1-255> ip <ipv4 addr>

Hactpoiika BuptyansHoro [P-agpeca
IMpumeuanue: IP He go/KkeH coBmaaarb ¢
HacTpoeHnbiMu IP-agpecamm Ha interface
vlan B rpynmne

vrrp <1-255> preempt

Bkitouenne QyHKOMM, KOTOpas pasperiact
pe3epBHOMY YCTPOICTBY (Backup)
HiepexBaTUTh cTraryc miaBHoro (Master), eciu
OH CTaJl HEJIOCTYIEH.

vrrp <1-255> priority <1-254>

Hacrtpolika npuoputera - omnpeaesnser polb
ycrpoiicta (ot 1 1o 254). Mapuipyrtusarop ¢
HauOOJBIIUM  NPUOPUTETOM  CTAHOBMTCSA
Master-oM (OCHOBHBIM aKTHBHBIM IILJTIO30M)

vrrp <1-255> shutdown

Brixnmrouenne VRID 6e3 ynaieHust HacTpoek

vrrp <1-255> version <2-3>

Bo16op Bepcuu npotokona VRRP

Komanna nmpocMotpa nHdopMaiu

Omnucanue

show vrrp

[IpocmoTp MH(DOPMaIUU O BCEX HACTPOEHHBIX
sk3emiusipax VRRP Ha koMMmyTarope

show vrrp <1-255> interface
vlan <vlan list>

[IpocmoTp mH(DOPMaIIUU O BCEX HACTPOEHHBIX
sx3emiusipax VRRP Ha onHoM unTepdetice

show vrrp <1-255> summary

IIpocmoTp cBoaHONl uHpOpPMaluM O Bcex
HacTpoeHHBIX K3emsipax VRRP

IIpumep HaCTpONKH:

configure terminal
config)# interface vlan 10

config-if-vlan)# ip address 192.168.10.1 255.255.255.0
config-if-vlan)# vrrp 10 ip 192.168.10.10

config-if-vlan)# no vrrp 10 preempt

config-if-vlan)# exit
config)# interface vlan 20

config-if-vlan)# ip address 192.168.20.1 255.255.255.0
config-if-vlan)# vrrp 20 ip 192.168.20.10
config-if-vlan)# vrrp 20 priority 254

#
(
(
(
(config-if-vlan)# vrrp 1 advertisement-interval 10000
(
(
(
(
(
(

178




3.2.60. CreknpoBanue.

Crek paboTaer KaK eUHOE YCTPONCTBO M MOXKET OOBEAWHSITH 0 8§ KOMMYTAaTOPOB OJAHON U TOM
ke moxenu. CTEeKHMpOBAaHUE JOCTHTACTCs Yepe3 CICHUANIbHBIA CTEKOBBIA MPOTOKOJ, KOTOPBIH
o0ecrieynBaeT B3auMOJICHCTBHE MEXKIY KOMMYTaTopamMu, (GOpMUpYS LETTOYKY HITH KOJIBIIO.

Komannma

OnmcaHue

switch stack enable

BxirounTs CTCKHUPOBAHHUEC HA KOMMYTATOPE;

switch stack disable

BrIKITIOYNTE CTCKUPOBAHNEC HA KOMMYTATOPE;

switch stack interface
GigabitEthernet|10GigabitEther
net <port type list>

Br16op mopToB U1 cTeKa, MOKHO YKa3aTh
nBa unTepdeiica g ctekupoBanus (JIu6o
GigabitEthernet, 6o 10GigabitEthernet);

switch stack priority <1-
8>]local <1-4>

Br16op npuopuTera A CTEKUpyeMoro
KOMMYTaTopa :

- <1-8> - ID xoMMyTaTOpa B CTEKE;

- local — xommyTaTOp, KOTOPBIH ABISETCS
MacTepOM B JIAaHHBII MOMEHT;

- <1-4> - 3HaYeHWe TPUOPUTETA IS
BBIOPAHHOT'O KOMMYTATOPAa;

switch stack swap <1-8>|local H3meHneHnrne HoMepa FOHUTA B CTEKE :

- <1-8> - ID kommyTaTopa B CTEKE;
- local — xoMMyTaTOp, KOTOPBIN SBISIETCS
MacTepoM B JIAHHBI MOMEHT;

switch stack set <1-8> mac
<mac_ addr>

Hacrpoiika Homepa roHuTa 115
HOJKJIF0YaEMOr0 KOMMYTATOpa B CTEKE 110
MAC aapecy;

no switch stack <1-8> Uckmouenun nHGopmaiuu o KoMMyTaTope,

BBIOBIBILIEM U3 CTEKA.

Komanipl npocMoTpa HH(POpMAIIK O CTEKE

show switch stack Kparkas nH(popmarys no KOMMyTaTopaM B

CTCKC

show switch stack details Pacmmpennas nadopmanus no

KOMMYTATOpaM B CTCKC

[Tpumeuanue 1. Ilpu ctekupoBanun kommyTatopoB uepe3 nopthl GigabitEthernet Henb3s
ucnonb3oBathk nopt GigabitEthernet 1/1

HpI/IMe‘{aHI/IC 2. HpI/I HCO6XOJII/IMOCTI/I nepe3arpy3ku onpeaACJICHHOTO KOMMYTAaTOpa B CTCKE
MO>KHO BOCIOJIL30BaThECSI KOMaHI0H

reload cold switch <1-8>
rae <1-8> - ID kommyTaTopa B CTEKE.
IIpumep HaCTpOHKH.

HactpouTh KOMMyTaTOp JIJIsl CTEKHPOBAHMUSI, BEIOPATH B KAUECTBE CTEKUPYIOIINX HHTEP(ErcoB
noptsl 10GigabitEthernet 1 u 2, BBIOpaTh 1 3TOro KOMMyTaTopa roHUT Ne5 B cTeke.

# configure terminal
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(config)# switch stack enable

Change will take effect upon next reboot

(config)# switch stack interface 10GigabitEthernet 1/1-2
Change will take effect upon next reboot

(config)# switch stack swap 15

Change will take effect upon next reboot

# exit

# reload cold

3.2.61. O6noBJenne [10 u aBToMaTH4YecKasi KOHUrypauusi.

KomMMmyTatop umeer BO3MOKHOCTh aBTOMaTHueckoil koHpurypanuu u oonosiueHus [10
yepe3 DHCP (66,67 omiun)

Kommyrtarop 3arpy3ut koHdurypauuto uian oopas I[10 Toiapko B ToM ciyyae ecinu startup u
running config Oynyrt paBubl default config.

Baxno, B 67 onmun nepenaetcs ums Qaiina koHpurypauuu uiam uMs Qaiina npoumBKH.
HNmena (aitinoB KOHGUTypalu U MPOMIMBKH B 0053aTEILHOM MOPSAKE TOJKHBI HAYMHATHCS C
config u image coorBercTBeHHO. MMms aiina npommBkM HEOOXOJMMO YKa3bIBaTh C
pacIIMpeHHEM, HalpUMEp «image istax.itby»

[Tpumep nacrpoiitku DHCP-cepBepa:

ip dhcp server

ip dhcp excluded-address 192.168.102.1 192.168.102.20
ip dhcp pool name-pool

network 192.168.102.0 255.255.255.0
default-router 192.168.102.1

lease 0 0 5

tftp-server 192.168.102.5 (option 66)
bootfile-name config nts.cfg (option 67)
interface vlan 1

ip dhcp server

R T T e

3.2.62. Konpurypauus PPPoE Intermediate Agent.

Komannma | Onucanue

['moGasibHBIE HACTPOHKHU

pppoe intermediate-agent BxitounTts ¢pynknuto PPPoE Intermediate
Agent

no pppoe intermediate-agent OTKITFOYNTH (DYHKIIAIO

PPPoEIntermediate Agent

pppoe intermediate-agent 3a1aTh pa3aeanTeh
delimiter <wordb5>

pppoe intermediate-agent type | 3apare cobeTBeHHBIH popMaT circuit-id
self-defined circuit-id

<line64>

pproe intermediate-agent type

3anath coOcTBEeHHBIN (hopMat remote-id wiu
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self-defined remote-id repeaasarsb mac
<line64> / raw-mac

pppoe intermediate-agent type Hactpouts nobasisiembie modist circuit-id

tr-101 circuit-id identifier- | ¢opmara tr-101. pv - nopr u vlan, sp - cnor u

string <word32> option (pv sp TIOPT, SPV - CJIOT MOPT U vlan, sv - clIoT 1

spv sv) delimiter <wordb5> vlan. 3anats pazgenuTens

Hactpoiika noptoB

pppoe intermediate-agent Bxmtounts ¢pynkmuio PPPoE Intermediate
Agent

no pppoe intermediate-agent Otxmrounth pynknuto PPPoE Intermediate
Agent,

pppoe intermediate-agent trust | Ha3HauuTh MOPT B KAYECTBE JOBEPCHHOTO

HaszHauuth nopt B Ka4uecTBE HEJOBEPEHHOTO
no pppoe intermediate-agent

trust
ppproe intermediate-agent Bxmrounts GyHKIUIO CHATHUS Tera BEHAO0pa Ha
vendor-tag strip opTy

OTKII0YUTH (PYHKLMIO CHATUS TETa BEHAO0pa
no pppoe intermediate-agent Ha [OPTY
vendor-tag strip
pppoe intermediate-agent 3anate CTPOKYy circuit-id, ans gob6aBieHus Ha
circuit-id <line64> HOpPTY
pppoe intermediate-agent 3anath CTPOKY WK mac remote-id, ans
remote-id <line64> raw-mac J00aBJICHUS HA TIOPTY

3.2.63. Hacrpoiika bpdu-tunnel-protocol (12pt/BPDU Tunneling)

@ynkuus Layer 2 Protocol Tunneling (L2PT / BPDU Tunneling) npeanasHadena Juist
IPO3payHON Mepesaun CiaykeOHoro ympasistomero L2-Tpaduka KIMEHTCKHUX ceTedl udepes
TPaH3UTHYIO MH(PACTPYKTYypy omeparopa cBs3H. J[aHHBI MeXaHU3M MO3BOJSET OOBEIUHSATH
pa3pO3HEHHbIE CEIMEHThI CETe KIMEHTOB, OOecreunBas KOPPEKTHOE (PYHKIMOHUPOBAHUE HUX
BHYTPEHHUX MTPOTOKOJIOB YIIPaBIeHUs O€3 U3MEHEHUs CETEeBON TOMOJIOTHH OIlepaTopa.

Cucrema 1o3BOJISIET NIEpEXBAThIBATh KaJIpbl YIIPaBJICHUS Ha BXOSIEM NTOPT-UHTEpPeiice,
U OCYLIECTBJIATH oJAMeHY opuruHaisHoro Destination MAC-anpeca mpoTokoJia Ha TYHHEJIbHbINA
MYJIbTHKACT-aJIpec.

Ilo ymon4aHuIO AJI1 MHKANCYJISLUU KaJpoB BCEX MOAJIEPKUBAEMBIX IIPOTOKOJIOB 3aJaHO
3HaueHue DMAC 01:00:0C:CD:00:02. [Ipn HeoOX0oIMMOCTH JaHHbIE 3HAUYEHUS MOTYT OBITh
VU3MEHEHBI.

Orpanunuenve: Ha unHTepdeiicax, yyacTByromux B mporecce TyHHenupoBaHus L2PT,
BKJIIOYEHHBIE MPOTOKOJbI Spanning Tree u LLDP npensTcTByIOT KOppeKTHOM padoTe QyHKIHH.
JlokanpHbI# polieccop KoOMMyTaTopa OyAeT nNepexBaThIBaTh 3TH KaJAphl Il COOCTBEHHBIX HYX,
YTO MOXKET OTPULIATENILHO CKa3aThCs Ha ero padore.

Ilepen axTuBanued (QyHKIMM Ha KOHKPETHOM HHTepdeiice B 00s3aTeIbHOM MOPSIKE
TpeOyeTcs JeakTUBUpOBaTh Spanning Tree, a Takke OTKIIOUUTH IPUEM U Tiepeady CoOOIeHUH
LLDP

Komanna Ornmcanue
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['moGasibHBIE HACTPOHKHU

bpdu-tunnel-protocol <protocol>

default-group-mac [vid <vlan_list>]

BxiroueHre TyHHENIMpOBaHMS JUIsl yKa3aHHOTO
MPOTOKOJIA C Ha3HaueHueM rpynmnoBoro MAC-anpeca
o ymoganuio (01:00:0C:CD:00:02) B 3agaHHBIX
VLAN. Ecnu mapamertp vid onyien, 3amgaercs VLAN
1.

bpdu-tunnel-protocol <protocol>
group-mac <mac addr> [vid
<vlan_list>]

BxiroueHre TyHHEIMPOBaHUS 111 YKa3aHHOTO
IIPOTOKOJIAa C HA3HAYEHUEM HECTaHJapTHOI'O
rpynnoBoro MAC-anpeca TYHHEIUPOBAaHUS B
3agagHoM crucke VLAN.

no bpdu-tunnel-protocol <protocol>

OTKITI0OueHNe TYHHEIUPOBAHUS IS BHIOPAHHOTO
IIPOTOKOJIA.

vIrp, vtp.

AprymeHT <protocol> Bo Bcex THIax KOMaHJ MPUHUMAET OJIHO U3 17 PUKCUPOBAHHBIX
3HaueHwuit: cdp, dotlx, dtp, gvrp, isis-11, isis-12, lacp, lldp, oam, ospf, pagp, pvst, rip, stp, udld,

Pexxum koHburypauuu ¢usnueckoro uHrepdeiica

no spanning-tree

JeaxTuBanus npotokona Spanning Tree Ha
untepdeiice. O6s13aTeNIbHOE YCIOBUE ISl aKTUBALIUN
TYHHEJIUPOBAHHUS.

no lldp receive

Otximouenne npuema rnaketoB LLDP nokanbHbIM
IPOLIECCOPOM Ha uHTepdeiice.

no lldp transmit

Ortxirouenue renepanuu nakeroB LLDP nokanbHbIM
IIPOLIECCOPOM Ha uHTepdeiice.

bpdu-tunnel-protocol <protocol>

no bpdu-tunnel-protocol <protocol>

AKTHBaIM anmnapaTHoN 00pabOTKHU (MHKAICYIISILIUY U
JIEKaTCyJIALMI) KaJIpOB YKa3aHHOTO ITPOTOKOJIA Ha
JTaHHOM UHTEpeiice.

OtxroueHne 00pabOTKH TYHHEIUPOBAHUS
BBIOpAaHHOTO MPOTOKOJIA HAa IAHHOM HHTepdeiice

[IpuBuIErNpOBaHHBIN pEKUM (eXec)

show bpdu-tunnel-protocol

OtobpakeHrne cyMMapHOM TaOIUIbI CYUETIYMKOB
MHKAICYJIMPOBAaHHBIX, J€KaNCyINPOBaHHbIX,
NIepeHaIIpaBICHHbIX U OTOpOIIeHHbIX MakeToB (Rx/Tx
Encap/Decap, Redirect, Drops) o Bcem unrtepgeticam
CHCTEMBI.

<port type list>

show bpdu-tunnel-protocol interface

OtoOpakeHue aAeTaabHOU Tabnuiel craTucTiuku BPDU
Tunneling 1151 ykazaHHBIX PU3NYECKOTO HHTEPPEICOB.

IIpuMepsl HaCTPOMKH:

1) Hacrpoiika TyHHesmpoBaHusi nporokoja STP ¢ ucnosab3zoBannem rpynnosoro MAC-

agpeca nmo ymoruyanuo B VLAN 100:

# configure terminal
(config)# vlan 100
(config-vlan)# exit
(config)#

(config)# bpdu-tunnel-protocol stp default-group-mac vid 100

(config)# interface GigabitEthernet 1/1

(config-if)# switchport mode hybrid

(config-if)# switchport hybrid native vlan 100
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(config-if)# switchport hybrid allowed vlan all
(config-if)# switchport hybrid untagged vlan add 1,100
(config-if)# no spanning-tree

(config-if)# bpdu-tunnel-protocol stp

2) Hacrpoiika TyHHe1upoBaHus npoToko0B CDP u LLDP ¢ ucnosb3oBanneM KaCTOMHOIO
rpynnosoro MAC-aapeca B VLAN 100:

(config)# bpdu-tunnel-protocol cdp group-mac 01:00:0c:cd:cd:04 vid 100
(config)# bpdu-tunnel-protocol lldp group-mac 01:00:0c:cd:cd:04 vid 100
(config)# interface GigabitEthernet 1/1

(config-if)# switchport mode hybrid

(config-if)# switchport hybrid native vlan 100

(config-if)# switchport hybrid allowed vlan all

(config-if)# switchport hybrid untagged vlan add 1,100

(config-if)# no spanning-tree

(config-if)# no lldp receive

(config-if)# no Ildp transmit

(config-if)# bpdu-tunnel-protocol cdp

(config-if)# bpdu-tunnel-protocol 1ldp

Komanabl npoBepku patoTocnoco0HOCTH

Jlist BBIBOJIAa CTATHCTUYECKUX JAHHBIX 10 pabO0Te TYHHEIUPOBAHUS IMPOTOKOJIOB HCIIOJIB3YyETCs
koMansia show bpdu-tunnel-protocol.

IIpumep BbIBOAA 0011€l TAOJIUIIBI CTATUCTUKH:
# show bpdu-tunnel-protocol

Port Protocol Rx Encap Rx Decap Tx Encap Tx Decap Rx redir Tx redir Drops

IIpumep BBIBOJA A€TAJIBHOM CTATUCTHKH JJI KOHKPETHOr0 HHTepdelca:
# show bpdu-tunnel-protocol interface GigabitEthernet 1/1

Port Protocol Rx Encap Rx Decap Tx Encap Tx Decap Rx redir Tx redir Drops

Gi 1/1 stp 142 0 0 139 0 0 0

Gi 1/1 cdp 45 0 0 42 0 0 0

Gi 1/1 lldp 78 0 0 75 0 0 0

Huxe npuBenena padbovast KoHQUrypauus i OpraHu3alii CKBO3HOTO MPOXO0KACHUS TpaduKa.
Wutepdeiic mepBoro ycrpoicTBa HacTpaWBaeTCsl Kak a0OHEHTCKMM CTBIK C aKTHBaluen
HEOOXOUMBIX MPOTOKOJOB. MHTEpdeiic BTOporo ycrpoicTBa BHICTYNAET B POJIM TPAH3UTHOM
MarucTpajii B CTOPOHY CETH OIIEpaTopa CBA3H.

vlan 1,100

exit

!

bpdu-tunnel-protocol stp default-group-mac vid 100

bpdu-tunnel-protocol cdp default-group-mac vid 100

bpdu-tunnel-protocol udld default-group-mac vid 100

bpdu-tunnel-protocol oam default-group-mac vid 100
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bpdu-tunnel-protocol lacp default-group-mac vid 100
bpdu-tunnel-protocol lldp default-group-mac vid 100
bpdu-tunnel-protocol gvrp default-group-mac vid 100
bpdu-tunnel-protocol dotlx default-group-mac vid 100
bpdu-tunnel-protocol isis-11 default-group-mac vid 100
bpdu-tunnel-protocol isis-12 default-group-mac vid 100
bpdu-tunnel-protocol pvst default-group-mac vid 100
bpdu-tunnel-protocol dtp default-group-mac vid 100
bpdu-tunnel-protocol vtp default-group-mac vid 100
bpdu-tunnel-protocol pagp default-group-mac vid 100
bpdu-tunnel-protocol rip default-group-mac vid 100
bpdu-tunnel-protocol ospf default-group-mac vid 100
bpdu-tunnel-protocol vrrp default-group-mac vid 100
!

interface GigabitEthernet 1/1

description CLIENT PORT INTERFACE
switchport mode hybrid

switchport hybrid native vlan 100

switchport hybrid allowed vlan all

switchport hybrid untagged vlan add 1,100

no Ildp receive

no lldp transmit

no spanning-tree

bpdu-tunnel-protocol stp

bpdu-tunnel-protocol cdp

bpdu-tunnel-protocol lacp

bpdu-tunnel-protocol 11dp

bpdu-tunnel-protocol dotlx

bpdu-tunnel-protocol gvrp

bpdu-tunnel-protocol dtp

bpdu-tunnel-protocol isis-11

bpdu-tunnel-protocol isis-12

bpdu-tunnel-protocol oam

bpdu-tunnel-protocol ospf

bpdu-tunnel-protocol pagp

bpdu-tunnel-protocol pvst

bpdu-tunnel-protocol rip

bpdu-tunnel-protocol udld

bpdu-tunnel-protocol vrrp

bpdu-tunnel-protocol vtp

exit

!

interface GigabitEthernet 1/2

description MAGISTRAL PORT INTERFACE
switchport mode trunk

switchport trunk allowed vlan 1,100

no lldp receive

no lldp transmit

no spanning-tree

exit

Jloruka u ycjaoBusl CpabaThIBAHUS MEXaHH3MOB WHKATICYJISIIAN U JICKATICYJISAIUN
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. Pexum wunkancynasunu (3amena DMAC nporokoaa nHa DMAC rpynnbi):
AnmapaTHBI MeXaHH3M MOAMEHBI aJJpecOB HAa JaHHOH KOH(UTrypauuu cpadaTbIBacT MpH
BBINOJIHEHUH CIEIYIOLIUX YCIOBUIL:

1. Kagp ympaBisitoliero mpoTokoia OT KIMEHTCKOro oOOpyNOBaHUS IOCTYNAeT Ha IOPT
GigabitEthernet 1/1.

2. B 3arosioBke BXOJSIIETO Kajapa COAEpXHUTCA opuruHaimbHbI Destination MAC-ampec
(manpumep, 01:80:C2:00:00:21 ms nporokoa GVRP).

3. JlaHHBII TPOTOKOI SIBHO aKTUBUPOBaH B KoH(purypauuu uatepdeiica (bpdu-tunnel-protocol

gvrp), a caM HHTepdelc MpeaBapUTEIbHO HW30JUPOBaH OT JIOKAJIbHBIX IPOLIECCOB
00paboOTKM YMPaBJISIONIET0 IMPOTPaMMHOTO olecrniedeHus (no spanning-tree, no lldp
receive/transmit).
Pesynomam: Kommyrtatop otnpasiasier naker B VLAN 100 u npuHyaMTEIbHO
nepe3anucbiBaeT ero DMAC Ha rpynmoBoit aapec qno ymondanuro (01:00:0C:CD:00:02).
B takom Buze kaip 6ecpensaTCTBEHHO MepelacTCs M1y YCTPOICTBAMU U BEIXOJIUT B CETh
orieparopa CBsI3M uepe3 MaructpaibHbiid mopT GigabitEthernet 1/2.

4. BHUMAHHE: ecim xagp ¢ DMAC npoTokosia npuaeT Ha MopT ¢ BKIKOYEHHbIM bpdu-
tunnel-protocol ranHOrO MpoTOK0JIa — OH BhIieT ¢ VLAN Apyrux nopros ¢ BKIFOYEHHBIM
bpdu-tunnel-protocol 3toro nportokona 6e3 uzmenenuss DMAC. DMAC Oyner n3MeHeH Ha
DMAC rpynmsl TOJIBKO IPH BBIXOJIE € TIOPTa € BBIKIIOYEHHBIM bpdu-tunnel-protocol.

. Pexum pgexancyasiumu  (3amena DMAC rpynnet Ha DMAC mnportokosa):
OOpatHbIi anmapaTHeId MEXaHU3M BOCCTAHOBIICHHSI CTPYKTYPBI Kajipa cpadaThIBaeT MpH
BBINOJIHEHUH CIEIYIOLINX YCIOBUIL:

1. UnkancynmupoBanubiii TerupoBanHbii VLAN 100 kaap co CTOpOHBI MarucTpalid orneparopa
cBsi3u noctymnaet Ha nopt GigabitEthernet 1/2.

2. DMAC kanpa - rpynnosoi TyHHenbHbIH azgpec (01:00:0C:CD:00:02).

3. MerananHble Kajpa, 3a uckimoueHneM DMAC, cOOTBETCBYIOT BKJIIOUEHHOMY MPOTOKOIY
(etype, subtype, PID, LLC SSAP, ipproto, u T.11.)

4. Kagp kommyTupyercs BHYTpH cucTeMbl Ha aOoHeHTckuil mopt GigabitEthernet 1/1, na
KOTOPOM [UIs JaHHOTO THMA TpaduKa aKTHBHpPOBaHAa KomaHnaa bpdu-tunnel-protocol
IPOTOKOJIA c 00OHapy>KEHHBIMU MeTaJaHHbIMH.
Pesynomam: Tlpu mnpoxoxnenuu kaapa uepe3 mopt GigabitEthernet 1/1 wa BbIXOA
anrmaparHas JIOTHKa uHTepdeiica CUnThIBaeT MpaBuiia NPUBS3KU NPoTOKo0B. KommyTaTop
BO3BpAIlla€T OpUTrMHANBHBIN  KiaueHTCkuit MAC-aapec  mpoTokona  (Hampumep,
01:80:C2:00:00:21). KnueHT 3a mopToM noixy4aeT UCXOaHbIN L2-makeT

5. BHUMAHHE: ecnu kanp c rpynnosbiM DMAC npuzer Ha nopT, rie BKIOYeH IPOTOKOI
¢ TakuM DMAC rpynnsl — kaap orOpocutcs. Jlekancymisiuus NpoucxoauT TOIBKO €Clu
KaJIp IPUXOANT Ha MOPT C BHIKIIFOYEHHBIM MTPOTOKOJIOM.

3.2.64. Control Plane Policing (CoPP)

CoPP — 53710 mexaHu3M ceTeBoil 0e30macHOCTH, KOTophld 3ampumiaer mnporeccop (CPU) or
neperpy3ku. OH QUIBTPYET U OTPAHUYMBAET CKOPOCTh Tpaduka, npeaoTBpaias coon us-3a DoS-
aTaK WM OIMOOK B TONOJIOTHUHU CETH.

Komanga nacrpoiiku CoPP

Komanpa HacTpoiiku U3 pexumma Omnucanue

r100aIpHON KOH(GUTYpaIuu

Control-plane-policing ['ARP' BxiroueHue wMexaHu3mMa OTrpaHUYEHUS IS
'Everything' 'HTTP' 'HTTPS' BBIOpAaHHOTO THIA JaHHBIX. [lo ymouaHuio
'ICMP' '"IGMP' 'IPv4' 'IPv4- BKJIFOUEHO

Link-Local' 'IPv6' 'IPvo-Link-

Local' 'L2CP-Cisco' 'L2CP-
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Ethernet' 'L2CP-LLC' 'PVST'
'SNMP' 'SSH' 'STP' 'Slow-
protocols' 'TCP' 'Telnet'

'UDP']
no control-plane-policing BBIKIIOYEHHE MEXaHM3Ma OrPAHUYEHMs JUIS
['ARP' 'Everything' 'HTTP' BBIOPAHHOI'O THIIA JaHHBIX.

'HTTPS' 'ICMP' 'IGMP' 'IPv4'
'IPv4-Link-Local' 'IPvo'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet"' 'UDP']

control-plane-policing rate VYkazanue 3HaueHus fps u burst-size ans Bcex

['ARP' 'Everything' 'HTTP' WY BEIOPAHHOIO TUIIA JAHHBIX.
'"HTTPS' 'ICMP' '"IGMP' 'IPv4'

'IPv4-Link-Local' 'IPvo'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet' 'UDP'] fps <10-
100000> burst-size <16-4096>

Komana mpocMotpa nHGOpMAIHH Onucanue
show control-plane-policing ITpocmotp 3Hauyenuil fps u burst-size i Beex
['ARP' 'Everything' 'HTTP' WM BEIOPAHHOTO THITA JaHHBIX.

'"HTTPS' 'ICMP' 'IGMP' 'IPv4'
'IPv4-Link-Local' 'IPvo'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet' 'UDP']

4. Web-unrepdeiic

» Configuration N _
*oator Port State Overview Autorefresh O [Refesh
» System
» Green Ethemet
» Thermal Protection

Front panel

» CFM
*APS
*ERPS

» Link OAM
» DHCPv4
» DHCPvE

+ Laop Protection
» Spanning Tree
»MVR
» IPMC
PLLDP
»PTP
*PoE
* MAC Table
» VLANs
*MVRP
»sFlow
» DDMI
+UDLD

» Diagnostics

» Maintenance

186



Puc. 3.1 — Web-unrepdeiic

st ynoOCcTBa HaBUTAIIUU BCe KOMaH bl Pa3JIeICHbI HA YETHIPE OCHOBHBIC IPYIIITHL:
configuration — koHpurypauus;

monitor — MOHUTOPHHT,

diagnostics — IMarHOCTHKa,

maintenance — o0CIyKUBaHUE.

4.1.0cHOBHBIE KOMAH/bI YIIPABJIEHUSI HACTPOMKAMM

Auto-refresh [
- BKIIFOUHNTH/BBIKTIOUYNUTH aBTOMATHYECKOE OOHOBJICHUE TTAPaMETPOB;

| Refresh |
— - OGHOBHTD ITAPaAMETPHI;

| Save |
—— - CoXpaHHTh BBEICHHbIC 3HAUCHUS;

| Reset |

- COpocuThb BBEJICHHBIC 3HAYCHMUS;
- Update — OGHOBIIEHHE TPOIIMBKYA KOMMYTATOPa;

- Home — Oto0Opaxaer cTapToBYIO CTPaHUILy MOHUTOPHUHTA;

()
- Logout — CmeHna noyib30BaTes;

Show Help — [Toka3aTs cripaBky.

4.2.Kondurypanmus.

Bknaaka konguryparuu (Configuration) crpynnupoBaHa 1o Ha3BaHUSM IPOTOKOJIOB
U UCNOJb3yeMbIM HacTpoiikam (Puc. 3.2).
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i JAKFRITOE AKNADAEFHOE DBRVECTED
o

HIO “TENEROM™

——— O

~ Configuration

» System

» Green Ethemnet
= Thermal Protecfion
» Ports

» CFM

" APS

* ERFS

» DHCPv4

» DHCPvE

» Security

» Aggregation

b Link OAM

= Loop Protection
» Spanning Tree
k IPMC Profile

* MVR

» IPMC

» LLDP

= PoE

= SyncE

= MAC Table

» VLANS

» VLAN Translation
» Private VLANS
» VCL

» Voice VLAN

b QoS

= Mirroring

= UPnP

«PTP

» MRP

» GVRP

= sFlow

= DDMI

= UDLD

Puc. 3.2 — Bknazaka Configuration

4.2.1. System. CucteMHble HACTPOHKHU
Kondurypauus cucremnoi uapopmanuu (System Information Configuration) (Puc. 3.3) (Ta6u.

3.1). ITo3BossieT 3a7aTh MHPOPMALIMIO O KOMMYTAaTOPE B COOTBETCTBUH C MTPEANOYTEHUSIMU

IIOJI30BAaTCIIA.

System Information Configuration

System Contact

System Name

System Location

| Save || Reset |

Puc. 3.3 — Brnagka System Information Configuration
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Tabmuya 3.1 - Brknagka System Information Configuration

System Contact KonTaktHas uapopmarus. B 3Tom mosne MOKHO yKka3aTh
KOHTaKTHY10 HH(popmarmio. ms, pamunud nuua,
OTBETCTBEHHOIO 33 CUCTEMY, a/IpEC MIEKTPOHHON MOYTHI UIIH
Jpyrue CBEICHU.

System Name Nwms cucremsl. IMa xocTa i1 JaHHOTO yCTpoiicTBa. MOKHO

HCIonb30Bath (A-Z), (a-z), (0-9), (-). [lpumenenue cumBona
«tpobem» Heponmyctumo. [lepBblit CUMBOII JOKEH OBITH OYKBOIA
(nporucHOM wiK cTpodHoi ). [IepBbIii U TOCIETHUI CUMBOJIBI HE
JIOJDKHBI OBITh 3HAKOM MHHYC. Jlomyctumast jyiHa ctpoku 0~255.

System Location

Pacrnionoxxenue cuctembl, GU3NYECKOE PACTIOIOKEHUE ITOTO
ycrpoiictBa (Hanpumep: garderob, etazh3 u T.1m.). Jlomyctumas
JuuHa ctpoku ot 0 1o 255.

Kongurypauus IP (IP Configuration) (Puc. 3.4) (Ta0.1. 3.2).

IP Configuration
Domain Name | | No Domain Name V|| |
Mode
DNS Server 0 | | No DNS server V|| |
DNS Server 1 | | No DNS server V|| |
DNS Server 2 | | No DNS server V|| |
DNS Server3 || v/
DNS Proxy O

Puc. 3.4 — IP Configuration

Tabnmya 3.2 - IP Configuration

Domain Name

Ctpoka UMEHH JIOKAJIBHOTO JIOMEHA, B KOTOPOM HaXOJUTCSI
YCTPOMCTBO.
BonpmmHCTBO 3aMpoOCOB [ UMEH B 3TOM JIOMEHE MOTYT
WCII0JIb30BAaTh KOPOTKHE UMEHA OTHOCHUTENIBHO JIOKAJIBHOTO
JOMeHa. 3aTeM crucTteMa J00aBIIIeT TOMEHHOE UMS B KaUeCTBE
cyhdukca Kk HeKBaNU(DUIIMPOBAHHBIM UMEHAM.
Hamnpumep, ecniu qoMmeHHOE UMsI 337]aHO KaK «example.com» U BbI
yKaxete MyHKT HazHaueHus PING no HekBauuIIMpOBaHHOMY
HMEHH Kak «testy, Torga CHcTeEMa OIpeaeNIUT UM KaK
«test.example.comy.
[TognepXKUBarOTCS CIETYIONINE PEKUMBI:
No Domain Name- JIoMeHHOE UMsI HCIIOJIb30BaThCS HE
Oyner.

Configured Domain Name -5BHO yKa)XHT€ UM
JIOKaJIbHOTO JOMEHA.
VYbenurech, UTO HACTPOESHHOE IOMEHHOE UM
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COOTBETCTBYET JOMEHY Balllel OpraHU3aluu.

From any DHCPv6 interfaces -byner
HCIIOIB30BATHCA IEPBOE IOMEHHOE UMSI, TPEJIOKEHHOE
npu apenae DHCPv6 unrepdeiicy ¢ moanepxkoit
DHCPv6.

From this DHCPv6 interface -YKaxure, ns
Kakoro uaTepdeiica ¢ nogaepxxkkoit DHCPv6 cienyer
OT/aBaTh MPEANOYTEHUE MTPEJOCTABICHHOMY JOMEHHOMY
UMEHH.

Mode

B cnincke MoxxHO BBIOpaTh, Kak OyaeT (hyHKIIMOHUPOBATH CTEK
IPOTOKOJIOB [P — Kak XOCT niu Kak MapupyTtusarop. B pexume
Host (Xoct) IP—Ttpadux mexay nntepdeiicaMmu He MOKET ObITH
MapuipytusupoBat. B pexume Router (MapuipyTtuzarop), Tpaduk
MOJKET MapIIpPyTU3UPOBATHCS MKy BceMu uHTepdericamu. [Ipu
HAaCTpoOKe JaHHOTO ycTpoiicTBa ayig MHOXkecTBa VLAN, cnenyer
BbIOpaTh pexxuM Router. Pexxum 21 Host BbIOpaH 10 yMOJIYaHUIO.

DNS Server 0..3

JlaHHas HacTpOMKa IO3BOJISET 3a1aTh CEPBEP JTOMEHHBIX UMEH
(DNS). Pexum paboThI:

* From any DHCP interfaces (13 mo0s1x uaTepdeiicos DHCP):
Oynet ucnonb3oBan [P-anpec nepsoro DNScepsepa, nonydeHHbIi
ot DHCP, npu Bxmtouennon nogaepxku DHCP na untepdeiice.

* No DNS server (bes DNS-cepsepa): DNS-cepsep
UCIIOJIb30BAThHCS HE OY/ICT.

* Configured (3anannsiit [P-anpec): 6yzaer ucnons3oBan [P-anpec
DNS-cepBepa, BBeZIeHHbIN B A€CATUYHOM (hopMaTe ¢ TOUKOM.

* From this DHCP interface (U3 nannoro untepgeiica DHCP):
MO>KHO YKa3aTh U3 Kakoro uHTepgeiica ¢ akTHUBUPOBAaHHBIM
DHCP-npoTokoJsioM IpeanodTuTesibHo BeiOpate DNS-cepsep.

DNS Proxy

[Ipokcu-cepBep goMeHHbIX UMEH. Korma akTuBUpOBaH
npokcucepBep DNS, cuctema 6yzaer otnpasisaTh 3anpockl DNS Ha
TekyImuii HacTpoeHHbIH DNS-cepBep, npu 3ToM 0TBETHI Oy 1y T
OTHpaBiAThCs, Kak DNS-pa3pernienns KINeHTCKUM yCTpOHCTBaM
CETH.

IP UnTepdeiicol (IP Interfaces) (Puc. 3.5) (Ta6.. 3.3).

IP Interfaces

DHCPv4

Delete IF Client ID

[
= e iiMac Ascil__ |

HEX

T Pva T
Current ‘ Address ‘ Mask

DI
N R
| Fallback ‘ Lo Length PrilSec ‘ Enable ‘ Commit

O VLAN
— 1

HCPVE T Pv6 T
apid Current Mask | CoS
Lease CHAEES Length
0 iy O [—

| Add Interface |

Puc. 3.5 — IP Interfaces

Tabrmuya 3.3 - IP Configuration
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Delete

Bribepure, uToOb! yaanuTh Tekymuit IP-unrepdeiic.

VLAN

B arom none ykazan Homep VLAN, accounnpoBanuslii ¢ IP-
unrepdeiicom. Jloctyn k IP-unTepdeiicy OyayT UMeTh TOIBKO
opThl ¢ JaHHBIM HoMepoM VLAN. DT0 nosie A0CTyNHO AJs
BBOJ1a TOJIBKO IIPU CO3/IaHMM HOBOT'O MHTEpderica

DHCPv4

Enable

Bxmrounts kiiment DHCP. Eciii 3TOT mapameTp BKIIIOYEH,
cucteMa HacTpout aapec IPv4 u macky unTepdeiica c
ucnonbs3oBanueM npotokona DHCP. Knuear DHCP o0bsiBUT
CKOH(UTYPUPOBAHHOE UMS CUCTEMBI KaK UMS XOCTa
(hostname), yToObI 06ecieunTh MOUcK DNS.

Hostname

Nmsa xocra DHCP-xknuenTa. Ecan kimmear DHCPv4 BriTrodeH,
HACTPOEHHOE UMs XOocTa OyeT ucnoib3oBathes B mojae DHCP
option 12. Eciii 3T0 3HaYeHUE PEICTABIISIECT COOOM IMyCTYIO
CTPOKY, B I10JI€ UCTIOJB3YETCSI HACTPOCHHOE UMS CUCTEMBbI
TLTIOC TTOCHIeIHKE TpH OaiiTa cucteMHbIix MAC-anpecoB B
Ka4eCTBE MMEHHU XOCTa.

Fallback

Omnuus [Pv4 DHCP Fallback onpenensier kak qoaro (B 22
CEKyHJIaXx) KOMMYTaTop OyJIeT O)KUAATh OTBETA OT
DHCPcepsepa, npex/ie 4eM OH HaYHET UCII0JIb30BATh
HACTPOEHHBIN cratnyeckuil IP-agpec. JlomycTumeble 3HaUEHUA:
ot 0 10 4294967295 cexyna. HyneBoe 3HaueHue OTKIIOYAET
MEXaHHM3M Pe3epPBHBIX ACHCTBUIA, TAKUM 00pa3oM, 4TO
KOMMYTATop OyJIeT OKUAATh OTBETA JI0 TEX IOP, ITOKa HE
MOJTYYUT

Current Lease

[Toka3bIBaeT Tekyluil afpec nHTEepPeiica, Mpe1oCTaBIECHHBIH
cepsepom DHCP.

Client
ID

Type

Tun unentugukaropa kauenra DHCP IPv4. Boibepure,
KaKoH U3 TpeX TUIOB HIXKe, To ecTh [fMac, ASCII wm HEX,
JIOJKEH MCIOJIb30BaThCA JUIsl MACHTH(UKATOPA KIMEHTA

I[fMac

Wnentudukarop kimenra DHCP IPv4 IfMac. Korna kineHT
DHCPv4 BxitoueH u Tun uaeHTudukaropa kiueHra - ifmac,
anmnapatsblii MAC-anpec HacTpoeHHOTo HHTepdeiica Oynet
ucrnonb3oBarbes B moje DHCP option 61.

ASCII

Wnentudukarop kimenra DHCP IPv4 ASCII. Korga knueHt
DHCPv4 BxitoueH 1 Tul UAEHTU(UKATOpA KIMEHTA - ascil,
crpoka ASCII 6ynet ucnons3oBarbes B mosie DHCP option
61.

HEX

WNnentudukarop kmuenra DHCP IPv4 HEX. Korna knuent
DHCPv4 Bxitouen u tun uaentugukaropa kauenta « HEX»,
IIecTHaaIaTepUIHOE 3HaYeHHE OYyIeT HCIOIb30BAThCS B MOJIE
DHCP option 61.

IPv4

Address

IP v4-anpec untepdeiica. Eciu DHCP BkitoueH, To 310 mosne
He ucnoab3yercs. I[1oyie MoKeT 0cTaBaThCs Iy CThIM, €CIIA HE
tpebyetcs IP v4.

Mask Length

Macka cetu IP v4. Eciu npotokon DHCP aktusupoBan, 310
II0JIE HE UCTIONb3yeTcA. [1os1e MOXKHO OCTaBUTH ITyCTBIM.

Pri/Sec

OcHoBHO#/Jl0TIOTHUTENBHBIH 1p aapec

IPv6

Address

[Pv6-anpec unrepdeiica. [lose MOXKHO OCTaBUTh IIyCTHIM
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Mask Length

Macka cetu [P v6. Iloae MOXKHO OCTaBUTb ITyCTHIM.

DHCP v6 | Enable

Bxurounts kimmenT DHCP. Ecnu 3TOT mapameTp BKITIOYEH,
cuctema HacTpouT anpec I[P v6 u macky nntepdeiica ¢
rcnoJib3oBanueM nportokona DHCP.

Rapid Commit

[To3BomsieT cepBepy ObICTPO HUKCHPOBATH KOHTEHHED WK
rio0anbHyto rpynimy. [1o ymoauanuto 3Ta onmus He 3a/1aHa U
CUMTACTCS] OTKJIIFOYECHHOM.

Current Lease

[Toka3eiBaeT TeKymuil aapec uaTepdeiica, mpeaocTaBIeHHbIN
cepsepom DHCP.

CoS

[To3Bonser 3agath MapkupoBky 802.1p ucxoasmero Tpapuka
¢ unrepdeiica ynpapieHus.

IP-mapumpytsl (IP Routers) (Puc. 3.6) (Ta6.a. 3.4).

IP Routes

| Delete | Network | Mask Length | Gateway | Next Hop VLAN (IPv6) | Distance |

| Add Route |
Puc. 3.6 — IP Route

Tabrmya 3.4 - IP Route

Delete

Y nanenue TEKYyLICTO MapuIpyTa

Network

Anpec cetn Ha3HaueHus. J1o [P-anpec cetn Ha3HAYEHMS U
IP-anpec xocTa 3TOr0 MapupyTa.

Mask Length

Macka cetu. 910 Macka [P-anpeca cetu Ha3HaUCHUS WU
MackKa XOcCTa.

Gateway

[P-agpec nutro3a. 111103 1 ceTh JOMKHBI OBITH OJTHOTO THUTIA.

Next Hop VLAN

WNnentuduxatop VLAN (VID) konkpeTHOTro nHTEpdeiica
IPv6, cBszanHOTO co mutro3oM. Jdannaeiii VID Haxoaurcs B
nuanasone ot 1 10 4094 u 6ynet paboTaTh TOJIBKO TOT/IA,
KOTI'JIa COOTBETCTBYIOIIMI uHTEepdeiic IPv6 neiictBurenen.
Ecnu [P-anpec nutto3a [Pv6 okanbHBIN, OH JOKEH yKa3aTh
VLAN cnenyromiero nepexoaa s nuito3a. Ecim IP-agpec
uuto3a [Pv6 He nokaneHbIi, cuctema urHopupyetr VLAN
CJIEIYIOLLEro Nepexoa Iis LII03a.

Distance

3HaueHue pacCTOSHUS B 3alIMCH MapIIpyTa UCHIOIb3YETCS JUIs
MIPEOCTaBIEHUS MapIIPYTU3aTOpaM HHPOPMALIUHU O
MIPUOPHUTETE MTPOTOKOJIOB Mapupytusanuu. Korma
3aJ1eicTBOBaHbI JIBa WK O0Jiee pa3HbIX MPOTOKOJA
MapIIpyTU3alUK U UMEIOT OJMH U TOT K€ MMyHKT Ha3HAYeHMUs,
3Ha4YeHUE PACCTOSHUS MOXKET MCII0JIb30BaThCs Ul BEIOOpa
HaWJTYYIIEro NyTH.

Kromxa | Add Route |

npeaHa3HaveHa JJisg J0OABICHHS HOBBIX MapIIPyTOB.
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Kondurypauus NTP (NTP Configuration) (Puc. 3.7) (Tao.. 3.5)

NTP Configuration

Mode | |Disabled

v]

Server 1

Server 2

Server 4

|
|
Server 3 |
|
|

Server

Puc. 3.7 — NTP

Tabrmya 3.5 - NTP

Mode

Pexum pabotel NTP: BKiIFOUEH/BBIKIIIOUCH

Server 1..5

[Pv4 unu [Pv6-anpec NTP-cepsepa

Kondurypauus yacoBoro nosica (Time Zone Configuration) (Puc. 3.8) (Ta6.. 3.6).

Time Zone Configuration

Time Zone

Hours

Minutes

| (UTC) Coordinated Universal Time v |

Acronym

| (0 -16 characters )

Puc. 3.8 — KoH@urypayms 4acoBoro nosica

Tabrmuya 4.6 - KoHgurypayms 4acoBoro rosica

Time Zone Bri6epuTe COOTBETCTBYIONINI 4aCOBOM MOSIC U3
PaCKpBIBAIOMIETOCS CITUCKA

Acronym HacTpanBaemslii mosabp30oBaTenieM akpOHUM I OTIpeieIeHuUs
yacoBoro nosca (10 16 cuMBOJIOB).

Kongurypanus nepexona na jgernee Bpems (Daylight Saving Time Configuration) (Puc.

3.9) (Tao6a. 3.7).
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Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time | | Disabled

Start Time settings

Month

Date

Year

Hours

Minutes

End Time settings

Month

Date

Year

Hours

Minutes

Offset settings

Offset

1

(1 -1439) Minutes

Puc. 3.9 — KoHgurypaums nepexoqa Ha 1eTHEE BPEMS

Tabrmya 4.7 - KoH@uUrypaums 4acosoro rosica

Daylight Saving Time Disabled (OTkitoueHo) — nepexo/1 Ha JIeTHEe BpeMs
otkiodeH; Recurring (IToBTopsitomiuiicst) — HOBTOPSATH
Mepexo/1 Ha JIeTHEee BpeMs Kaxk/blii roj; Non-Recurring
(EnmHOBpEMEHHBIH) - Mepexo1 Ha JIETHEE BPeMsl OJIMH pa3

Start Time Month Mecsr Hauana

settings Date Jlara Havana

(Bpemst Year ['ox Havasna

HaJana Hours Yac nauvana

JICHCTBHS) Minutes MuHyTBI Hagana

End Time Month Mecsi KoHIIa

settings Date Jlara koH112

(Bpems Year I'ox xoHIIa

OKOHYaHMA Hours Yac xoH1a

JiehicTBHS) Minutes MuHyTBI KOHLIA

Offset settings BBenute Konu4yecTBO MUHYT AJIs 100aBICHUS B JIETHEE BPEMSI.
(Iunamazon: 1-1440)

Kondurypauus ;xypHaja cucreMHbIX cooduiennii (System Log) (Puc. 3.10) (Tao.. 3.8).
Syslog (cucTemHBI )KypHal) — CTaHAapT OTHPABKU U PErUCTPALIUN COOOIIEHHH 0
MIPOUCXOSAIINX B CUCTEME COOBITUSIX (TO €CTh CO3JJaHUsl JIOTOB), UCIIOJIb3YIOLIUICS B
KOMITBIOTEPHBIX CEeTAX, paboTarouux no nporokomny IP.
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System Log Configuration

Server Mode | Disabled v |
Server Address |
Syslog Level | Informational v |

Puc. 3.10 — System Log

Tabrmuya 3.8 - System Log

Server Mode Pexxum pabotel cepepa: Britouen (Enabled)/Broikitouen (Disabled);
Server Address IP v4 — anpec syslog-cepBepa, Tak:ke MOKHO yKa3aTh host name;
Syslog Level VYKakuTe THIT OTIPABIISAEMBIX COOOLICHUN. BO3MOXKHBIE PEKUMBIL:

* Error (Omm0ka) —0TrnpaBiisiTh TOJIBKO OUIHOKH;

* Warning (IIpexynpexieHue) — OTIpaBIIsATh MPEAyPEKICHHIS U
OIIIMOKHU;

* Notice (YBenomieHne) — OTIPABIATH YBEIOMIICHHS,
NpeAyNPEKIACHUS U OLINOKH;

* Informational (Madopmanusi) — oTpaBisaTh HHPOPMAITHOHHBIE
COOOIIEeHUsI, YBEIOMIICHUSI, TIPEAYNPEKICHUS U OIMIHOKH,

4.2.2. Green Ethernet. HacTpoiika 3Heprocoepe:xeHus.
HacTtpoiika yHeprocoepe:xeHmsi.

Port Power Savings Configuration

Optimize EEE for |[ Latency V]|

Puc. 3.11 — Port Power Savings Configuration

Tabrmya 3.9 - Port Power Savings Configuration

OptimizeEEEfor KommyTaTop MoxeT ObITb HAacTpoeH Ha ontumusaumio EEE ang Havnydwero
aHeprocbepexeHns (Power) nnv MmH1MmanbHOW 3agepXku Tpaduka (Latency).

Kondurypanus nopros.
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Port Configuration

EEE Urgent Queues

Port | ActiPHY | PerfectReach |EEE |1[2[3]4]5]6]7]8

E S

(&1

[ TR W R R B

Puc. 3.12 — Port Configuration

Tabnmya 3.10 - Port Configuration

ActiPHY

Brutouenne/Boikimouenue ¢pyakmun ActiPHY. ActiPHY camxaer
MOIIHOCTB ITOPTa MPU OTCYTCTBUH CBs3U. [lopT BKiIrOUaercs Ha
KOPOTKOE BpeMsi, UTOOBI ONPEJICNIUTh, BCTABJICH JIM Ka0elb.

PerfectReach

Bxmouenue/Boikmouenne Gpynkiuu PerfectReach. PerfectReach
pabotaer, onpeaensis [UIMHY KaOess U CHUXKast MOIITHOCT TSI IOPTOB C
KOPOTKUMH KaOeJIsSIMH.

EEE

Brrouenue/Boikimouearne EEE st mopra kommyTtaropa.

JIns MakCUMaJIbHOM YKOHOMHHM HEPTUH CXEMa HE 3aIlyCKAETCs Cpa3y
IOCJIe TOTO, KaK JTaHHbIE JJIS [Iepejayd TOTOBBI IS II0PTa, & BMECTO

9TOr'0 CTaBUTCA B OUCPCAb A0 TCX IIOP, ITOKA MAKET JaHHBIX HE 6YI[€T
TOTOB K Iiepeaade. ITo MPUBEAET K HEKOTOPOil 3aiepKKe TpaduKa.

EEE Urgent
Queues

Hactpolika odepeneil. Y CTaHOBIEHHBIE OUEPEAN AaKTUBUPYIOT MEpeaady
Ka/IpOB, KaK TOJBKO JaHHBIE CTAHYT AOCTYIHBI. B mpOoTHBHOM ciyuae
ouepe]lb OTIIOKUT Iepeady /10 TeX Mop, oKka He OyAeT nepeiaHa navka
KaJIpOB.

4.2.3. Thermal Protection Configuration. Hacrpoiika 3amuThbl 0T nneperpesa.

Ora cTpaHula MO3BOJISAET
neperpesa.

IMMOJIB30BATCIIO IIPOBEPUTH W HACTPOUTH TCKYIIYIO HaCTpOﬁKy 3alluTbl OT

Korma temnepatypa mpeBblaeT HACTPOSHHYIO TEMIIEPATypy TEIJIOBOM 3aIlUThI, MTOPTHI OTKIIOYAIOTCA,
4yTOOBl CHH3UTH O3HEpromorpediieHre. MOXKHO paclpelenuTh MOpPTHl 1O pa3HbM rpynmam  (Puc
3.14). Kaxxno#t rpynmne moxet ObITh 3amana temneparypa (Puc 3.13), npu KOTOpoil COOTBETCTBYIOIIUE
MOPTHI JOJDKHBI OBITH BBIKJIIOUEHBI.
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Temperature settings for groups

Group | Temperature
0 (255 C
2 255 C
3 (255 °C

Puc. 3.13 — Hactpovika Temneparypsi

Port groups
Port | Group
== W

—
s i = s [ = & B LT o )

Disabled »

Puc. 3.14 — [pyrinel nopToB

4.2.4. Kondurypauus nopros. Ports

Port Configuration

i L ‘ Current Sj(e:i::ﬁured

-
: ® oo
2 1610
3 ® oo
: ® oo
5 ® oo
s ® oo
7 ® oo
s ® oo
5 ® oo
10 @ Down  [Auonegotation <]

Excessive Frame
Collision Mode | Length Check

[ Adv Duplex Adv speed [ Flow Control | PFC [ Maximum
ol Priority | Frame Size
o o o m] ] 0-7 10240| [<> ~
[m] X X [m] 0-7 10240 [Discard ~]
(] X X 0 0-7 10240| |Discard v|
[m] X X [m] 0-7 10240| |Discard ~|
O X X ] 0-7 10240 [Discard ~]
[m] X X [m] 0-7 10240| |Discard v|
m] X X m] 0-7 10240| |Discard ~|
[m] X X [m] 0-7 10240 [Discard ~]
(] X X 0 0-7 10240| |Discard v|
[m] X X O 0-7 10240
[m] pd pd ] 07 10240

Puc. 3.15 - Port

Configuration

Tabrmuya 3.11 - Port Configuration

Port Howmep nopra
Description
Link Texymee cocrostaue (Link):
- HAJIMYHE;
. OTCYTCTBHE;
Speed | Current OT00paxkaeT TEKYIIYyI0 CKOPOCTh COEIMHEHMSI,
Configured | YcranoBka ckopocTH coenuHeHus. OToOpakaloTcsi TOJIBKO
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MOJIJIEP>KUBAEMbIE CKOPOCTH. BO3MOKHEIE BAPUAHTHI:
* Disabled - OTKITIIOUNTB TOPT KOMMYTATOPA;

¢ Auto — aBTOMaTHYCCKHI PEXUM, BBI6I/IpaeTC5I MaKCHUMaAJIbHas
CKOPOCTh, KOTOPAsA BO3MOKHA IMTPHU TCKYIIEM COCIUHCHHU,

* SFP_Auto AMS — aBTOMaTH4€eCKHIl peXXUM ONPEEIEHUS CKOPOCTU
SFP;

* Cxopoctu: 10Mbps HDX/10Mbps FDX/100Mbps HDX/100Mbps
FDX/1Gbps FDX/ 2.5Gbps FDX/10Gbps FDX/100-FX/100-
FX_ AMS/1000- X/1000-X AMS;

Adv Fdx IIpu ycranoBiIeHHOM pekuMe aBTomarrndeckoro Hdx onpenenenus
Duplex | Hdx FDX/HDX, nopt Oyzaer npeiarats ykazanuble pexumsl (FDX
nymineke) 1 (HDX nmonmynymuiekc) B kauecTBe NpeAnOYTHUTENbHBIX s
IIOpTa, CBSI3aHHOIO 110 3TOMY KaHaJly yCTpOMCTBa (€C/ii Ha HEM TaKKe
YCTaHOBJICH aBTOMATHYECKHI PEXKHIM);
Adv 10M IIpy yCcTaHOBIIEHHOM PEXUME aBTOMATUYECKOTO ONIPEACICHUS
speed 100M CKOPOCTH, MOPT OyAET NMpeyiaraTh yKa3aHHbIE CKOPOCTH B KaU€CTBE
1G MPEIMOYTUTENBHBIX ISl TOPTa, CBI3aHHOTO 110 ATOMY KaHaIy
2.5G YCTpOICTBa (€C/IM Ha HEM TaK)K€ YCTAHOBJICH aBTOMATHYECKHIA
5G pexum);
10G
Flow Enable Ynpasnenue norokom. B cronbie Current Rx ykazano,
Control | Curr Rx MO/IIEPKUBACT JIM TIOPT May3bl MPU IpremMe Kaapos. B cTonbie
Curr Tx Current Tx yka3aHo, MoAIep>KUBAET JIM MOPT Hay3bl IpU Meperade
kanpoB. Hactpoliku Rx u Tx onpenensrorces pesyiapraraMu
MOCIIEIHETO aBTOCOTIacOBaHus mapameTpos. [lepen Tem, kak
MCIIOJIb30BaTh YNpaBJI€HUE MOTOKOM IPOBEPHTE HACTPOMKHU B ATUX
cTonbuax. JlanHas HacTpoiika cBsi3aHa TaKXkKe ¢ BHIOpAHHOM
ckopoctbio Configured Speed.
PFC Enable VYcranosuts npuoputet (0-7) moToka ynpaBieHus;
Priority

Maximum Frame

Size

MaxkcuMmanbHbIi pa3mep (peiima st mopTa KOMMYTaTopa, BKIItOYas
FCS;

Excessive Collision

PexxumM paboThI U CIUIIIKOM OOJIBIIIOM YHCIIE CTOTKHOBEHHI

Mode nakeToB: J[aHHas HacTpoiika KOH(QUTYpUPYET MOPT HAa YCTAaHOBKY
peXUMa nepesadyu Mpu CTONKHOBeHMsIX nakeToB "Discard”
(oTOpackiBaHMe Kajapa nociie 16 CTOIKHOBEHUH — BBIOPAHO 10
YMOJTYAHHUIO),

Frame BxittoueHne/BbIKIIIOUEHHE IPOBEPKU AITUHBI Kajipa. Eciu BKiroueHa

Length Check «TIpOBEpKa JUIMHBI KaJpay, KaJIpbl C pa3MEPOM IOJIE3HON Harpy3Ku

meHee 1536 GaiitoB orOpacsiBatotcs, ecnu noje EtherType / Length
HE COOTBETCTBYET (paKTUUECKON JUIMHE MoJIe3HOH Harpy3ku. Eciu
«TIpOBEpKa JUTMHBI KaJIpa» OTKJIIOUEHA, KaJphl HEe OTOpachIBAIOTCS U3-
3a HECOOTBETCTBHUS JUTMHBI Kaapa. [[pumedanune. CueTunku
0TOpachIBaHUS HE MOJCUUTHIBAIOT KOJUYECTBO MOTEPSIHHBIX KaJPOB
13-3a2 HECOOTBETCTBUS JUIMHBI KaJIpa.
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4.2.5. CFM Global Configuration

CFM Global Configuration

Sender Id TLV

Port Status TLV

Interface Status TLY

Organisation Specific TLV

| None v |
| Enable v |
| Disable v |
| Disable v |

Organisation Specific TLV OUI | 000000 |

Organisation Specific TLV Subtype |D |

Organisation Specific TLV Value | |

Puc. 3.16 — CFM Global Configuration

Tabnnya 3.12 - Port Configuration

Sender Id TLV

Br160op naentudukaropa tlv:

Chassis — unenatudukartop maccu (MAC-aapec)
chassis-management - unentudukatop maccu (MAC-aapec) u agpec
ympasienus (IPv4-anpec)

management - aapec ynpasienus (IPv4-anpec)

disable — uckmounTh ACHTUDUKATOP tlV

Port Status TLV

BxiroueHue WM BBIKIIOUEHUE tlv IJIg ¢TaTyca nopra

Interface Status TLV

Bxurouenue wiu BeIkiIroueHue tlv nis craryca unrepdeiica

TLV

Organisation Specific

Bxutouenue vy BoikiatoueHue TLV 1ist KOHKpeTHON opraHu3aiuu

TLV OUI

Organisation Specific

tpex0OaiitoBeiit OUI, nepenaBaemsiii ¢ TLV, 3aBucsmum ot
OpraHu3aIiH.

TLV Subtype

Organisation Specific

MoATHIL, TiepenaBaemblii ¢ TLV 11 KOHKpeTHON
opranu3zaiui. MoxkeT ObITh JIFOOBIM 3HaUeHHEM B auamnasone [0; 255]

TLV Value

Organisation Specific

3Ha4eHue, nepeaasaemoe B TLV 11 KOHKpeTHOU
opraHu3zaiuy. 3Ha4yeHHue MpeACTaBIsIeT COO0M meyaTaeMyro CTpOKy
CUMBOJIOB JsiuHOM 0-63.

HacTpoiika nomena CFM

CFM Domain Configuration

Delete | Domain

Format

TLV option select
Sender Id | Port Status | Interface Status | Org. Specific

Name | Level

*

Nao entry exists

| Add New Entry |

Puc. 3.17 — Hactpovika gomeHa CFM

Tabnuuya 3.13 - Hactpovika gomeHa CFM

Delete

Knomnka ynanenus 3anucu. 3anuch OyAeT yJaleHa Mpyu CleayomeM
COXPaHEHHUHU.
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Domain

Hmsa noMmena. 3HaYeHnEe — DTO OTAEIBHOE CJIOBO, HAUMHAIOIIEESCS C
OykBeHHOH OYKBbI AZ iy az ayimHoun ot 1 o 15.

Format

Bri6op dopmara umeHu:
None
String

Name

Cogepxumoe 3TOro napaMmerpa 3aBUCUT OT 3HAYCHHsI TapamMeTpa
dbopmara.

Ecnu ¢popmar None: ms He ucnonb3yercs, HO 3a KaipoM OyJeT
YCTaHOBJICHBI BCE HYJHU. DTOT (popMaT OOBIYHO UCIIOTIB3YETCS
6moxamu PDU tuna Y.1731.

Ecmu dhopmar String: Ums momkHO copepxkarh CTpoky ot 1 1o 43
CHMBOJIOB.

Level

YpoBeHb 3TOro gomeHa. Jlonmyctumele 3HaueHus: orpaHudeHsr 0—7.

TLV
option
select

Sender Id

Br16op nnentuduxaropa tlv

Chassis — uneatudukarop maccu (MAC-amapec)
chassismanage - unentudukarop maccu (MAC-anpec) u aapec
ynpasnenus (IPv4-aagpec)

management - agpec ynpasienus (IPv4-anpec)

none — UCKIIOYUTH UACHTHPUKATOP tlv

defer — mpuMeHSAIOTCSI HACTPOUKH II0OATEHOM KOH(UTYparun

Port
Status

Bxurouenue wnu BeikitoueHue tlv s craryca nopta
Defer— npuMeHst0TCS HACTPONKHU TII00aTFHON KOH(PUTYpaIHH

Interface
Status

Bxurouenue wim BeIKITIOUeHHE tlv 1715 cTaryca uHTEpdeiica
Defer — npuMeHsIFOTCS HACTPOWKH TJI00JIbHOM KOH(HUTYpaIuu

Org.
Specific

disable - uckmounts TLV 11 KOHKpETHOW OpraHU3aINN
Defer — mpuMeHsOTCSl HACTPOWKH III00ATLHON KOH(PUTYpaLIUH

CFM Service Configuration

CFM Service Configuration

Delete | Domain

Service | Format | Name | VLAN | CCM Interval

TLV option select
Sender Id | Port Status [ Interface Status | Org. Specific

=

Mo entry exists

| Add Mew Entry |

Puc. 3.18 — CFM Service Configuration

Tabnmya 3.14 - CFM Service Configuration

Delete KHomnka ynanenus 3anucu. 3anuch OyJ1eT yAajaeHa Ipu cleayomeM
COXpaHEHHH.

Domain Wms nomeHa, o KOTopbIM HaxoauTcs 3ta Coryxoa.

Service HasBanue city:x0bl. 3Hau€HUE — 3TO OTAEIBHOE CIIOBO,
HauyMHaoIeecs: ¢ OykBeHHOM OykBbl AZ uiu az JuinHoi ot 1 jo 15.

Format Bri6op dopmara uMeHu ciry:k0bl. DTO periaeT, Kak OyneT

WHTEPIPETHPOBATHCS 3HAUYCHUE TapaMeTpa Name.
Bo3MoyKHBIE 3HAUCHUS

String

Two Octets

Y1731 ICC
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Y1731 1CC CC

Name

ConepxuMoe 3TOro napaMeTpa 3aBUCUT OT 3HAUEHUs 2JIEMEHTA
Format. [loMmuMo orpannyeHuit 0ObSICHUTD AJIs1 KXKAOTO U3 HUX,
IIPUMEHSIETCS CIIEYIOIIEE B LIEIOM:

Ecnu popmar nomeHna none, pasmep He MOKET MPEBBIIATEL 45 OalT.
Ecnu ¢popmar nomena He none, pa3Mep He MOXKET IpeBbIaTh 44
Oaiira.

Ecnmu ¢popmar String, npuMeHsieTcs clienyromee: JyInHa J0KHa ObITh
B nuanasone [ 1; 44].Coxepxanue A0HKHO ObITh B Auana3oHe [32;
126]

Ecimu popmar Two Octets, mpumensiercs cnenyroriee: Ums [0] u Ums
[1] OyayT HHTEpIPETHPOBATLCA KakK 8-pa3psiIHbIC IeIbIe Yucia 0e3
3HaKa (nomyctum nuana3oH [0; 255]). Ums [0] Oyaer momerieHo B
PDU nepen umenem [1].

OcraBmmecs JOCTyITHbIC OATH B IMCHH HCITOJIb30BAThCS HE OYyT.

Ecnu ¢popmar Y1731 ICC, npumensiercs cienyrouiee:

JuHA JobkHa ObITh 13. ConepikuMoe TOKHO OBITh B JMana3oHe
[az, AZ, 0-9]. Y.1731 yka3biBaer, uro 310 koHkateHanusa [CC (koxa
onepatopa cBs3u [TU) u UMC (yHukanpHOTO KoJa uIeHTU(UKATOpa
MEG): ICC: 1-6 6aittoB UMC: 7-12 6aiiToB

B npunmune UMC MokeT NpUHUMATh JI000€ 3HaYeHHE B JUaNa30He
[1; 127], Ho aTOoT API He mo3BOMseT yKa3biBaTh NuHy ICC, moaTomy
0a30BbIl K01 He 3HaeT, rae 3akanuuBaeTcd ICC n Haunnaetcs UMC.
dopmMar JoMeHa JI0JKEeH ObITh none.

Ecnu ¢popmar Y1731 ICC CC, npumensiercs cieayrouiee:

JUTMHA JTOJKHA OBITH 15.

[Tepsrie 2 cumBona (CC): nomkHbI OBITH cpean [AZ]

Crnenytouue 1-6 cumBoinoB (ICC): nomkHs! ObITh cpenu [az, AZ, 0-9]
Crnenyromue 7-12 cumosnioB (UMC): nomxkHo ObITh cpenu [az, AZ, 0-
9]. B umenu [3-7] moxet npucyrctBoBath OJINH (xocas yepra).
dopmMar JoMeHa JI0JKEH ObITh hone.

VLAN

Bri6op MEP B cepBuce

OcuoBHo#t VID MA. VLAN, pagusiii 0, o3nagaet, uto Bce MEP,
co3zanHble B 3ToM MA, 6yayT coznansl kak MEP nopra
(uarepdeiicapie MEP). Ha kaxnom untepgelice MoXKeT ObITh TOJIBKO
onna noptoast MEP. MEP nannoro mopta MokeT ObITh CO3/1aHa C
teram, eciii VLAN stoit MEP He paBHa Hy10.

CCM Interval

Hactpoiika ckopoctt CCM Bcex MEP, npuBsizaHHBIX K 3TOH yciayre

TLV Sender Id
option
select

Bri6op nnentuduxaropa tlv

Chassis — unentuduxartop maccu (MAC-aapec)
chassismanage - unentudukarop maccu (MAC-anpec) u aapec
ympasienus (IPv4-anpec)

management - aapec ynpasienus (IPv4-anpec)

none — UCKJIIOYUTh UAeHTHPHUKATOp tlv

defer — mpuMeHsIOTCS HACTPOMKH I1100aTBHOM KOHPUTYpALTH

Port

Bxorouenune wim BeIKITIOYeHHE tlv 17151 cTaTyca mopra
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Status

Defer— npuMeHSIOTCSI HACTPOUKH II100aTbHOM KOHPUTYpaIIH

Interface
Status

Bxurouenue i BeIkTroueHHe tlv 1ms craryca uarepdeiica
Defer — npuMeHsII0TCS HACTPOUKH TI100aTbHON KOHPUTYpaLIUU

Org.
Specific

disable - uckmounts TLV 11 KOHKpEeTHOW OpraHU3aIiN
Defer — mpuMeHsOTCSl HACTPOWKH III00ATBHON KOH(HUTYpaLIuH

CFM Mep Configuration
CFM Mep Configuration

Alarm Control [ State Control |

| Level [ Present | Absent | CCM | Admin | Seos 2o

Delete ‘ Domain ‘ Service ‘ MEPID ‘ Direction ‘ Port ‘ VLAN ‘ PCP ‘ SMAC |

No entry exists

| Add New Entry |

Puc. 3.19 — CFM Mep Configuration

Tabnmya 3.15 - CFM Mep Configuration

Delete

Knomnka ynanenus 3anucu. 3anuch OyAeT yJajeHa Mnpu CieayoimeM
COXpaHCHHH.

Domain

Nwmsa nomena, B koTopoM Haxonures ata MEP.

Service

Nwms cepBuca, moa KOTOpeIM HaxoauTcs AaHHbelii MEP.

MEPID

Wnentudukarop storo MEP. Jlomxuao ObITh 1enbiM ynciom [1..8091]

Direction

Ycranosure, sapasgercs a4 3Ta MEP Bocxoasmeii M HUCXOISIICH.

Port

[TopT, Ha koTOpOM HaxoauTcs 3ta MEP.

VLAN

Nnentuduxarop VLAN. Ucnons3yiite 3nauenue 0 nist 0003Ha4CHUS
He TerupoBaHHOTO Tpaduka (moapazymenaercs MEP noprta).

PCP

Bri6epute 3nauenue PCP B rere VLAN PDU. He ucnons3yercs 6e3
TEroB.

SMAC

VYcranosure MAC-anpec uCTOUYHUKA, KOTOPBIN OyAeT
ncnoib3oBatbes B 010kax PDU CCM, ucxoasamux ot 3toii MEP.
Anpec nomkeH 0bITh onHOapecHbIM. Dopmar: XX: XX: XX: XX:
XX: XX. Ecnu Bce HyM, BMECTO Hero OyzeT ucrnonb3oBarscsi MAC-
azpec nopra KOMMyTaTopa.

Alarm Level
Control

YcTaHOBKa YpOBHS CUTHAJIM3ALINN.

Ecnu oOHapyxeH eeKT ¢ IpUOPUTETOM BBILIE 3TOTO YPOBHS, OyJeT
CT€HEPUPOBAHO YBEIOMIIEHUE O HEUCIIPABHOCTH.

Homyctumsiii quanasoH: [1; 6], rae 1 yka3eiBaeT, 94To 1000 1edexT
BBI3BIBACT aBAPUIMHBIN CUTHAI, a 6 03HAYAET, YTO HUKAKOU Je(eKT He
MO>KET BbI3BATh AaBAPUKHBIN CUTHAIL.

Present

YcTaHoBKa BpeMEHH B MIJUTUCEKYHAX, B TE€YEHUE KOTOPOTO JOJKHBI
MPUCYTCTBOBATH A€(PEKTHI, pexk e 4eM OyIeT BBIJAaHO YBEIOMIICHUE
o HeucnpasHocTu. Ilo ymonuanuto 2500 mc.

Absent

VYcTaHoBKa BpeMEHU B MIJIIMCEKYHAAX, B TEYEHHE KOTOPOTO
neeKTH T0JKHBI OTCYTCTBOBATh /10 cOpoca YBEIOMIICHHUS O
HeuncnpaBHocTH. [To ymonuanuro 10000 mc
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State

Control

CCM

BxuttoueHne mim OTKII0UEHHE TeHEepaluu COOOIIEHUH TPOBEPKU
nenoctaoctu (CCM)

Admin

BKJIFOYUTH WK OTKIII0UnTh 3Ty MEP. Korna sta MEP BkitoueHa, ona

npoBepsieT nonydeHusie / orcyrcrByromme CCM 1 MOKET BBI3HIBAThH
JIe(hEeKTHI.

Remote MEPID VYkaxure yaanennyto MEP, ot kotopoii 3ta MEP, kak oxugaercs,
oyzner noydare PDU CCM. [lomxHO ObITh 11enbIM uuciiom [0..8091],
rae 0 o3navyaet HeonpeaeneHHoe. 3HayeHue Remote MEPID nomxuo

oTiimyatbes oT 3HaueHus MEPID.

4.2.6. aBTOMaTH4YecKoOe 3allIUTHOe nepexadenue (APS)
APS - ceTeBoii MPOTOKOJI KAHAJIBHOTO YPOBHS, MPEIHA3HAUEH ISl TTOJIICPKKHU TOIOJIOTHH,
UCKIIIOYAIOIIeH 3allMKIMBaHue Tpaduka, U e€ IepecTpOoeHUe B CIy4yae HapylIEHUH B KOJIBLIEBBIX
cetsx Ethernet Ha nepBom-BTOpOM ypoBHE cereBoii moaenu OSI.

APS Configuration

APS # [ Working [ Protecting
[ Port | SF Trigger [ SF MEP | Port [ SF Trigger | SF MEP

Mode | Level | VLAN | PCP | SMAC | Rev | TxAps | WTR| HoldOff| Enable ‘ Oper | Warning | |

APS Configuration

APS# | Mode | SMAC [Level | VLAN [PCP[Rev [ TxAps [ WTR [ HoldOff | Enable
| 0| [1:1 v]] 00:00:00:00:00:00 | | 0] [ O | 300 | 0| O
APS Signal Fail Trigger
Working [ Protecting
Port | SF Type | Domain [ Service | MEPID | Port [ SF Type | Domain [ Service [ MEPID
[1 v] [Link v] | | | | | o] [t v] [Link v] | | | | | 0]

Puc. 3.20 — Hac Tpoﬁ/(a aBTOMAaTn4eCKoro 3alynTHOro rnepPeKItoYeHns

Tab/muya 3.16 - HAaCTpovika aBTOMaTHYECKOrO 3aLUYNTHOIO MIEPEKTIOYEHNS

APS WaeHtndmkatop APS. MakcumanbHoe KONMYeCcTBO Cco3daBaeMblX 9K3eMMNIISipOB
APS - 10. WenkHnTe ccbinky, YToObl NepenTn Ha cTpaHuly ak3emnnspa APS, Bbl
MoXeTe cbpacbiBaTb CYETYNKM U BblAaBaTb KOMaHAbI.

Mode 1: 1 - B TMHENWHON apXUTEKType 3allUTHOM KOMMyTanuu 1: 1

3alUTHBINA TPAHCIOPTHBIA OOBEKT BbI/IETIEH paboyemy
TPaHCHOPTHOMY 00beKTy. OHaKO HOPMaJIbHbIN Tpaduk
TpaHCIOPTUpYETCA 100 Ha pabodyeM TPaHCIIOPTHOM OOBEKTE, TMO0
Ha 3allUTHOM TPaHCIIOPTHOM OOBEKTE, UCIIOJIB3YsI MOCT CEeJIeKTOpa B
MCTOYHUKE 3alIUIIEHHOT0 IoMeHa. CeneKkTop B MPUEMHHKE
3alIMIIEHHOT 0 IOMEHA BBIOMpPAeT 00BEKT, KOTOPBIN HECeT
HOpMaJIbHBIN Tpaduk

1+1Bi— B nuHeiiHON apXUTEKType 3alUTHON KoMmyTanuu 1 + 1
JUTSL K&KJI0T0 pabovyero TpaHCIOPTHOI'O 00BEKTa BbIJIEIEH
3alIUTHBIA TPAHCIOPTHBIA 00bEKT. OOBIYHBIN TpaUK KOMUPYETCS U
HaIpaBJIseTcs Kak pabo4yuM, Tak U 3alUTHBIM TPaHCIOPTHBIM
00BEKTaM C MOCTOSSHHBIM MOCTOM B HCTOYHMKE 3alUIIIEHHOTO
nomeHa. Tpaduk Ha pabOYHX M 3aMUTHBIX TPAHCIIOPTHBIX O0BEKTAX
NepeaeTCsl OJHOBPEMEHHO B IPUEMHHUK 3alIUILIEHHOIO IOMEHA, I1ie
BBIOOP MeX 1y pabounM U 3aIIMTHBIM TPAHCIIOPTHBIMU O0BEKTAMU
OCYILIECTBJISIETCS] HA OCHOBE HEKOTOPBIX 3apaHee ONPEIEIEHHBIX
KPUTEPUEB, TAKUX KaK MHAMKAIIMS HEUCIIPABHOCTHU CepBepa.
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1 + 1 Uni— ogHOHamnpaBiieHHbIH APS.

SMAC

MAC-anpec ucrounuka, ucnoiaszyemsiii B PDU L-APS. Anpec
JOJKeH ObITh otHOaapecHbIM. Eciin Bce Hynu, OyneT
rcnojib3oBarbess MAC-aapec mopra KOMMYTaTopa.

Level

VYcranoska yposast MD / MEG, ucnons3yemsrii B L-APS PDU. Tlo
yMoa4aHuo 0.

VLAN

YcranoBka unentuduxaropa VLAN, ucnonszyemoro B L-APS
PDU.
ITpu VLAN 0 — e BcraBusath Ter VLAN B PDU LAPS

PCP

Br16op 3nauennst PCP B rere VLAN PDU. He ucnonb3yercs 6e3
TErOB.

Rev

BxitoueHne/BbIKIIIOUCHHE PEBEPCUBHOTO PEKUMA, TO €CTh Tpaduk
nepeKIIoyaeTcss 00paTHo Ha paboumii MOPT MOCTe YCTpaHEeHUs
YCIIOBHIA, BBI3BIBAIOIIMX MEpeKIItoUeHne. B ciryuae cOpoca KoMaH b1
(Hampumep, TPUHYAUTEIHHOE MEPEKIIOUYEHNE) 3TO POUCXOIUT
HeMeyIeHHO. B ciydae ycrpanenus nedexkra 370 0ObIYHO
MIPOMCXOAMT 1O ucTedeHuu Taitmepa WTR (oxxumanus
BOCCTAHOBJICHMUS).

TxAps

Bri6epuTe, Oynet jin 3TOT KOoHell nepeaasars 6soku PDU
APS. Ucnonb3yercs Toapko 1uist pexuma 1 + 1 Uni—
OJIHOHanpaBJieHHbI APS

WTR

HacTtpoiika oxxuganus nepea BOCCTaHOBICHHEM pabodero nopra
MOCJIC YCTPAHEHUs] HeucnpaBHOCTH. Jlonyctumbiid quanazon 1-720

HoldOff

YcTanoBka TaiiMepa 3aaepxkku. Korja Bo3HUKAeT HOBBIH (miiu Oolee
CephE3HBIN) AePEKT, 3aImycKaeTcs TaitMep 3aep>KKH, U O COOBITUI
Oyzet cooOIIeHo nocje ucredeHus Taimepa. Bpems ynepkanus
M3MEpPSETCS B MIJUTMCEKYH/IaX, a JIOIYyCTUMBIC 3HAUCHHUS HaXOISTCS
B nuanasone ot 0 1o 10000. ITo ymomuyanuto 0, 4To 03HAYaeT
HEMEJJICHHOE COO0IIIEeHUE O Te(eKTe.

Enable

N3menenune cocrostHus 3k3eMIuisipa APS (BKIIFOU€HO /BBIKITIOUEHO)

Working

Port

Br16op uHTepdeiica B kauecTBe pabouero nopra

SF Type

Domain

Service

MEPID

Br16op Tpurrepa i curaasia ommnoKu

LINK - B kxauecTBe TpUITepa UCIOJIb3y€ETCs COCTOSIHUE NTOPTa
MEP - B kauectBe Tpurrepa ucrnonb3yercs mep. TpeOyercs BBOI
domain, service, mep-id, oTHOCsIIMECS K K3eMIusipy MEP,
KOTOPBII TOJKEH MpeACTaBIATh pabounii moTok. BeiOpaHHbIi
sk3eMIuip MEP mMokeT He CymecTBoBaTh IpU HACTPOMKE ITOTO
APS.

Protecting

Port

Haznauenue nnTepdeiica B KauecTBe 3alIUILEHHOr0 MOpTa

SF Type

Domain

Service

MEPID

Br16op Tpurrepa asis curaasia ommnoKu

LINK - B kxauecTBe TpUrrepa UCHOJIb3y€ETCsl COCTOSIHUE TTOPTa
MEP - B kauectBe Tpurrepa ucrnonb3yercs mep. TpeOyercs BBOI
domain, service, mep-id, oTHOCsIIHECS K dK3eMIusipy MEP,
KOTOPBII TOJDKEH MpeACTaBIATh pabounii moToK. BeiOpaHHbIi
sk3eMIuip MEP mMokeT He cymecTBoBaTh IpU HACTPOMKE ITOTO
APS.
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4.2.7. ERPS

ERPS -ceTeBoii mpoTOKOI, HCHIOIB3YIOIMUICS I UCKITIOUEHHs 00pa30BaHuUs KOJIEI] B

TomoJIOTMH. MOXeT ObITh 3aMEHOM ceMelcTBY NpoTokoioB STP.

ERPS Configuration

RPL [ Interconnect | Port0 | Portl | _. Control E

ERPS # }WW{ Ver | Type | VC [Instance | Prop | Port | SF| Port | SF | RingId | Node Id | Level VLAN | PCP Rev | Guard | WTR | Hold Off | Enable Warning
]

ERPS Configuration
Configuration

E | Interconnect | Portlf | . Control
ERPS # | Version Type | vC [Tnstance [ Prop | Portd | Portd | Ringld Nodeld Level VLAN PCP Rev | Guard WTR HoldOff | Enable
[ o [Major v | [ o O [~ 1 [ 000000000000 [7+] | 1] [ soof [ 300] | o] O
Signal Fail Trigger

Port0 | Porti

Type | Domain | Service | MEPID | Type | Domain | Service [ MEPID
[Link ] | | [ | 0] [Link ~] | [ [ ] ol

Protected VLANs

[vLan D] 1]

Ring Protection Link

RPL Mode | RPL Port

Puc. 3.21 — koH@urypauyms ERPS

Tabnmya 3.17 - koH@urypauyms ERPS

ERPS

Wnentuduxarop ERPS. Jlomyctumoe 3nagenne ot 1 10 64 .

Version

Bepcus npotokona ERPS. Tlognepxxusatotcs Bepcuun v1 u v2 .

Type

Tun xoxb1ia. Bo3MOXHBIEC 3HAUCHHU

Major: ocHoBHOE KOJb110 ERPS

Sub: IToakoasio ERPS

InterSub: noakosbiio ERPS Ha coenuauTeIbHOM y3i1€

VC

BxitoueHne/BbIKIIIOUCHIE BUPTYalbHOTO KaHana R-APS, To ectp
PDU R-APS He nepecbuiatoTcs Mexay KOJIBLIEBBIM IIOPTOM, €CIIN
OJINH KOHEI] 3a0JIOKUPOBaH

t

Interconnec

Instance

I/II[eHTI/I(i)I/IKaTOp OK3CMILIAAPA KOJIbIIa, K KOTOPOMY 3TO
ITOAKOJIBIO IMOJKIHYCHO.

Prop

Ornpenensier, JOJKHO JIU KOJIbLIO, HA KOTOPOE CChLIAeTCs
Interconnect Instance, pacnipoctpanste PDU ounctku R-APS
BCSIKUU pa3, KOI/1a U3MEHSETCA TONOJIOTHS 3TOr0 MOAKOJIbIIA.

Port If

Port0

VYkazanue uarepdeiica ucnosib3yeMoro B kauectse nopra 0

Portl

VYkazanue unTepgeiica HCOIb3yeMoro B KayecTse nopra 1

Ringld

Wnentudukartop konbua. Mcnonbs3yercs - BMecTe ¢
ynpasisomeit VLAN - nns unentudukanumn 6i1oxkos PDU R-
APS kak npuHaAJIeKAIIMX OMPEIETICHHOMY KOJIBITY.

Nodeld

ID y3na. Ucnonb3yercsa BHyTpu kKoHKpeTHOro PDU R-APS s
YHHMKaJIbHON MIEHTH(UKALIUU 3TOTO y371a (KOMMyTaTopa) B
KOJIBLIE.

Level

VYcranoBka yposus MD / MEG

Control

VLAN

VLAN, no kotopoii 6;10ku PDU R-APS nepenatorcs u
PUHUMAIOTCSI Ha KOJIBIIEBBIX MOPTAX.

PCP

3unauenue PCP, ucnonszyemoe B tere VLAN PDU R-APS

Rev

Bxurouenune/BhIKIIIOUEHHE pekrMa Bo3BpaTa. BocctaHoBieHue
3HAYEHUH 110 YMOJIYAHUIO TI0CIIE UCTEUEHMSI TalilMepa 0>KUIaHUs
BOCCTaHOBJICHUSI.
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Guard

Bpewms 3amutsl B Mc. [JJonmyctumsiii quanason: 10 - 2000 mc.

WTR

Bpems oxuaHus BOCCTAaHOBJICHUS B CEKyHIax. JlomycTumblii
nuamna3ol 1 - 720 cek.

HoldOff

Bpewms 3anepxku B Mc. 3HaueHHe OKpyIJsieTcs 1o TouHoct 100
Mc. Jonyctumbiii tuana3on 0 - 10000 mc.

Enable

N3menenue cocrosiuus sx3emiuiipa ERPS
(BBIKJTFOYEHO/BKIIFOYEHO)

Port0

Type

Domain

Service

MEPID

Hacrpoiika Tpurrepa curnanuzanuu s nopral. Tur:

LINK - B xauectBe Tpurrepa ucrnoJib3yercsi COCTOSIHUE TTopTa
MEP - B kadecTBe Tpurrepa ucrosb3yercs mep. Tpedyercs: BBOA
domain, service, mep-id, oTHOCsIMECs K dK3emIusipy MEP.

Portl

Type

Domain

Service

MEPID

Hacrpoiika Tpurrepa curnanm3sanuu st nopral. Tur:

LINK - B kxauecTBe TpUIrepa UCIOJIb3y€eTCsl COCTOSIHUE IIOPTa
MEP - B kadecTBe Tpurrepa ucrnosib3yercs mep. Tpedyercs BBOI
domain, service, mep-id, otHOcsHECs K dk3emIusipy MEP.

VLAN ID

Cetu VLAN, 3amuiieHHbIe 3TUM SK3eMIUIIpoM Kostbla. [1o
KpaiiHeil mepe, ogHa VLAN nosmkHa ObITh 3alIUIlieHa. YKaKUTe
B BUJIE CIIMCKa HOMEPOB Vlan uinu n1uana3oHos vlan,
pazneneHHbIx 3anateivu. Hampumep: 1,4,7,30-70

RPL Mode

PexxuMm coeqrHeHHS ¢ KOJIBIIEBOM 3aIIUTOH.

None: y atoro kommyraropa Het nopra RPL B kombLie.

Owner: 3TOT KOMMYTaTOp sBJsAeTCS BiaaaeiabiieM RPL st
KOJbIIa

Neighbor: aToT KoOMMyTaTop sBIsieTcss cocenoM RPL miis kombiia

RPL Port

VYka3zbIBaer, siBisieTcs U 3To moptoM 0 wim 1 KaHajaoM 3aIuThl
konbIia. He ucnons3yercs, eciu s napamerpa RPL Mode
YCTaHOBJICHO 3Ha4YeHHe None.

4.2.8. Kondurypuposanue DHCPv4 cepBepa

DHCP (mpotokon AMHAMUYECKON HACTPOWKH y3j1a) — CETEBOM MPOTOKOJ, IO3BOJISIOIIHIA
KOMIIbIOTEpaM aBTOMaTH4eckHu mnoinydats [P-anpec u npyrue mapameTpbl, HEOOXOJUMBIE IS
pabotel B cetu TCP/IP. JlanHblii mpoTokon paboTaeT Mo MOAENH «KJIHEHT-cepepy». [l
ABTOMATUYECKON KOHPUTYypaluy, KIUEHT Ha dTane KOH(PUTYpallud CETEeBOTO YCTPOHCTBA
oOparaercsi kK Tak Ha3zbiBaeMoMmy cepBepy DHCP u mosnyudaer oT Hero Hy’>KHbIE MapaMeTphl.
MoskHO 3amaTh AMaIa3oH aapecoB, 28 pacHpeleNsieMblX CEPBEPOM CPEAN KOMIIBIOTEPOB. JTO
MO3BOJISIET N30€XKATh PYYHON HACTPONKHU KOMITBIOTEPOB CETH M YMEHBIIAET KOJIMYECTBO OIMHUOOK.
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DHCP Server Mode Configuration
Global Mode

| Mode | [Disabled v |

VLAN Mode
VLAN | Enabled
1

Puc. 3.22 — DHCP Cepsep

Tabmmya 3.19 - DHCP Cepsep

Mode Bxurounts/Beikimounts DHCPv4

VLAN Homep VLAN

Enabled BkntoueHus / otkntoueHne DHCP-cepBepa Anst COOTBETCTBYHOLLENO
VLAN.

HUcknrwyenne rpynn IP agpecos (Puc. 2.23) (Tao6.1. 3.20).

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
| Delete | | |r
| Add IP Range |

Puc. 3.23 — Uckmoqerune rpyrnn IP aapecos

Tabrmuya 3.20 - Vickrodenue rpynn IP a4pecos

Delete VY nanute Tekymmii nuanasoH IP agpecos

IP Range 3anarh quana3oH-rpynmy uckiodaeMsix [P agpecoB. OObyHO
azapeca 1u1030B, Tak kak DHCP cepBep He noikeH pa3aaBaTh
ajzipeca IUTK30B KIMEHTaM

Add IP Range Ho6asuth auanazon I[P agpecos

Co3nanme aapecHbix myjioB DHCP (Puc. 3.24) (Ta6a. 3.21). [Ipu atom metone, DHCP cepsep
Oyzet BLaenATh [P agpec u3 nmyna agpecos (MHOTJa Ha3bIBAEMBIM IMATIA30HOM HJIH 00J1aCThIO) Ha

NepUoj BpeMeHU (B apeH/1y), KOTOPbIM HacTpauBaeTcs.
Pool Setting

Lease Time

Mask only

Delete‘ Name ‘ Type ‘ P ‘ Subnet ‘ Reserved

| Delete | | | - 1 days 0 hours 0 minutes

| Add New Pool |
Puc. 3.24 — AgpecHsie rysisl DHCP
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Tabnmuya 3.21 - AgpecHbie rysibl DHCP

Delete

YV 1anuTe TEKyLIUN aIpeCcHbIN Iyl

Name WM myna

Type Tun y3na ans kmuenta NetBIOS Node Type. 3aech MOryT OBITh
cienyromue 3Ha4eHus: b — broadcast, p - peer-to-peer, m —
mixed, h — hybrid ot 3TOr0 3aBUCHT MOPAAOK TPe0Opa30BaHUSL
nMend B IP mig ximmenToB cetu Microsoft.

1P IP anpec, auanas3on

Subnet Mask Macka nojacetu

Reserved only

Tonbko 3ape3epBrUpoBaHHbIE aapeca. Eciu 3ToT mapamerp
BKJItOUeH, [P-aapeca, KoTopble MOXKHO BBHIOpATh U3 MyJIa,
OTPaHUYMBAIOTCS TEMHU, KOTOPBIC BBEACHBI B TAOIHILY
3ape3epBUPOBAHHBIX 3aIUCEH.

Lease Time

Bpewmst apenst agpeca. [lo ymoiuanuio BpeMst apeHibl paBHo 24
gacaMm. MOKHO BBICTABUTh CBOE BPEMSI apEH/Ib.

DHCEP snooping (Puc. 3.25) (Ta6.1. 3.22). DHCP snooping (OrcnexxuBanne DHCP) — 3amuraas
GyHKIUS, TO3BOJIAIONIAS MPEAOTBPATUTh HECAHKIMOHUPOBAHHOE TMOAKIIOYEHHE K CETH
croponnero DHCP cepgepa ¢ niensio nepexsara kineHTckux DHCP 3anpocos. Cymuocts DHCP
snooping 3aKIIYaeTcs B TOM, YTOOBI 3aKpHITh BO3MOXXHOCTH 00paboTku DHCP 3ampocoB Ha
HEJI0BEPEHHBIX NMOPTax. AIMUHUCTPATOP CETH JOJDKEH BPYUHYIO HACTPOUTD JJOBEPEHHBIE IOPTHI,
- IOPTHI 32 KOTOpbIMU HaxoauTcs HacTosaumii DHCP cepsep.
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DHCP Snooping Configuration

Snooping Mode Disabled »

Max Count Client | 2048 |
Vian 1 |
Option 82

Circuit ID | | circuit_id

Remote ID | remote_id

Format | HEX w |

Port Mode Configuration

Port | Mode | Max Count

Tabrmuya 3.22 - DHCP snooping

10 |Trusten:| V|

* <> v| |2048
1 [Trusted v| |[2048
2 [Trusted v| |[2048
3 [Trusted v| |[2048
4 [Trusted v| |2048
5 [Trusted v| |2048
6 [Trusted ~| |[2048
7 [Trusted ~| |2048
8 [Trusted ~| |[2048
9 [Trusted v| |[2048

2048

|
|
|
|
| Puc. 3.25 — DHCP snooping
|
|
|
|
|

Snooping mode

Brutouenue/Boikmouenue ¢pynkimuu DHCP snooping

Max Count Client

MakcuManbHOE KOJINYECTBO KIMEHTOB

Vlan

Howmep vlan

Option 82 BxiroueHne/BBIKIIIOUEHHE OMIIUA 82
Circuit ID Wnentudukatop nopra KoMMyTaTopa
Remote ID Nnentuduxarop kommyTtaTropa
Format ®opmar onmun 82 HEX/ascii

Port Howmep nopra

Mode Pexxum nns nopra:

» Henanéxnpiit (Untrusted) — nmopT, Kk KOTOpOMY MOJKIIOUYEH
kieHT. DHCP-oTBeThI, mpuxoasiuye ¢ 3Toro nopra,
0TOPacBIBAIOTCSI KOMMYTaTOPOM. J[i1st HeHaIEKHBIX TOPTOB
BBINIOJIHSIETCS psAn poBepok coobmennit DHCP u co3naéres
6a3a nansbix npusszku DHCP (DHCP snooping binding
database).

* JloBepennsiii (Trusted) — mopt koMMyTaTopa, K KOTOPOMY
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noaxiItoueH Apyroit kommyrartop uiau DHCPcepsep. DHCP-
MIAKEeThI, IOJIyYE€HHBbIE C JOBEPEHHOTI'0 MTOPTA, HE OTOPACHIBAOTCS.

Max Count

MakcuManbHOE KOJIUYECTBO KIMCHTOB

DHCP Relay (Puc. 3.26) (Ta6a. 3.23). Hactpoiika DHCP Relay mo3Bonsier kommyTtatopy
nepeaapecoBbiBaTh 3arpockl o DHCP-knuenta x qpyromy DHCPcepBepy (Hanpumep, crapiiemy

B HE€papXUU CETH).

DHCP Relay Configuration

Relay Mode

Relay Server

Relay Information Mode

Relay Information Policy

| Disabled v |
[0.0.0.0

| Disabled v |
[Keep v]

Puc. 3.26 — DHCP Relay

Tabrmuya 3.23 - DHCP Relay

Relay Mode

Bxutouenue/Boikimouenue pynkuun DHCP Relay

Relay Server

Anpec DHCP cepsepa

Relay Information Mode

BxuroueHune/BhIKITIOUEHHE PeKMMa BIOOpa JeCTBHS, KOTOPOE
HE0OXO0JMMO BBIIIOJHUTb, €CIIH IIEPECHLIIAEMOE COOOIIEHUE YKE
COJICP’KUT MHGOPMAIIUIO O Mepeaipecalu

Relay Information Policy

HeiictBue: Keep — nundopmanms ve mensercs; Replace —
uHpopmanus nepezanucbiBaercsi. Drop — oTOpOCUTh MAKeT.
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4.2.9. DHCPv6

Switch Configuration

Snooping Mode

|Disabled b

Unknown IPvE Mext-Headers

|Drﬂp b

Port Configuration

Port | Trust Mode

Gi 111 | Untrusted
Gi 1/2 | Untrusted
i1 1/3 | Untrusted «
Gi 1/4 | Untrusted
Gi 1/5 | Untrusted
Gi 1/6 | Untrusted «
Gi 17 |Untrusted
Gi 1/8 | Untrusted
Gi 119 |Untrusted
Gi 110 | Untrusted «

M
W

Puc. 3.27 — DHCPv6

Ta6nmya 3.24 - DHCP/6

Snooping Mode

Bxutouenue/Boikmouenue pynkuun DHCPv6 snooping

Unknown IPv6 Next-
Headers

Br160p 00paboTKH HEN3BECTHBIX 3HAYEHU 3ar0JI0BKa

[Pv6. KoMmmyTaTop 10JKEH aHaTu3upoOBaTh Bee makeTwl [Pv6 mis
knueHTa DHCPv6, uto0b1 onpeenuTb, JeHCTBUTEIBHO JIH 3TO
coobmenue DHCPv6

BosmoxHbBIE BapUAHTHI:

drop- OtOpacsiBaTh AaKEeThl C HEU3BECTHBIMH 3aT0JIOBKAMHU
pacmupenus [Pv6. Ito Haubonee 6e30macHbIif BApHaHT, HO OH
MOJKET IPUBECTHU K Iepe0osiM B Tpaduke.

allow-Pa3pemuTh makeTsl ¢ HEM3BECTHBIMU 3aTr0JIOBKAMHU
pacmmpenus [IPv6. 3to meHee Oe30macHbIi BApUAHT, HO OH
peoTBpaliaet nepedou B Tpaduke.

Port

Howmep nopra

Trust Mode

Pexxum i1 mopra:

* Henanéxuoiii (Untrusted) — nmopT, K KOTOPOMY MOJKITIOYEH
kient. DHCP-oTBeThI, Ipuxo/isiiue ¢ 3Toro nopra,
0TOPACBIBAIOTCS KOMMYTATOPOM. {7151 HEHaIEKHBIX TOPTOB
BbINOJHSETCS psf npoBepok coodmenuit DHCP u co3naéres
6a3a ganneix npusszku DHCP (DHCP snooping binding
database).

* JloBepennsiii (Trusted) — mopt koMMyTaTopa, K KOTOPOMY
noAktoueH Apyroi kommyratop ninu DHCPcepsep. DHCP-
MaKeThl, IOJIyYeHHBbIE C JOBEPEHHOT0 MOPTa, HE OTOPACKIBAIOTCS.
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DHCPv6 Relay (Puc. 3.28) (Ta6.. 3.25). Hactpoitka DHCPv6 Relay ans vlan

DHCPv6 Relay Configuration

Delete | Interface

|  Relay Interface | Relay Destination

| Delete | | VLAN 1

| | VLAN 1| | ff05::1:3

| Add New Entry |
Puc. 3.28 — DHCPv6 Relay

Tabnmya 3.25 — DHCPv6 Relay

Delete

VY aanuTh TEKyIIyo 3aMuch

Interface

Howmep untepdeiica

Relay Interface

Howmep unaTEepdeiica, NCTIONB3yEeMbIH I PETPAHCIISIINH.

Relay Destination

Anpec [Pv6, npencraBiieHHbIN B BUIE€ y10004MTaeMOro TECTA,
kak ykazaHo B RFC5952. [Pv6-anpec cepsepa DHCPv6, Ha
KOTOPBIN JTOJIKHBI OBITh PETPAHCIMPOBAHBI 3aIIPOCHI. 3HAUEHHE
no ymonmyanuio «ff05 :: 1: 3» oznauaer «wiro6oit DHCP-cepBep».

4.2.10. Kondurypanus nosn3osaresiei. Users Configuration.
Jnst ynpaBlieHHs] YYETHBIMHU 3alUCSIMU T0Jb30BaTECi HEOOXOAMMO MEPEeUTH MO BKIIAIKE
Configuration—Security—Switch—Users. Ha 3Toii cTpanune mnpencraBieH 0030p TEKYIIUX
nosb3oBareneit (Puc. 4.17) (Ta6x. 4.15).

Users Configuration

User Name | Privilege Level

admin 15

| Add New User |

Puc. 3.29 — KoHgurypaums riosib308atenem

Tabnmua 3.26 — KoHgurypauyms nosib308arenes

User Name

WM nionbp3oBaTess

Privilege Level

YpoBeHb NPUBUIIETUH M1OJIB30BaTENSA. JlONyCTUMBIN JUaIa3oH: OT
0 mo 15. Kak npaBuiio, ypoBeHb MPUBUIIETHI 15 ucTonb3yeTcs
JUIsl YYETHOM 3alicy aIMUHUACTPATOPa, ypOBEHb NpuBuieruii 10
JUISL CTAaHJAAPTHOM YYETHOM 3aIlMCH MOJIb30BATEIA U YPOBEHD
MPUBWIETHH 5 171 yUeTHOW 3amucy HaOII01aTes.

Kronka | Add New User |
(Ta6m. 3.27).

mpenHa3HayeHa Juis 100aBIeHusl HOBBIX Mmosb3oBareneit (Puc. 3.20)
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Add User

User Settings

User Name

Password

|
|

Password [again) | |
|

Privilege Level 0 hd |

Puc. 3.30 — [lobasrieHue rio/ib30BaTe/ien

Tabmuya 3.27 — [lobasrierme ro/ib30BaTe/ien

User Name Nwms nonws3oBarens

Password [Taposb

Password (again) [ToBTOp Maposis

Privilege Level VYpoBeHs npuBuieruii nonb3zosarens ot 0 go 15.

4.2.11. YpoBuu npusuiiernii. Privilege Levels
Jus jmoctyma K HAcTpOMKaM YPOBHEH NPHUBWICTHH HEOOXOAMMO TeEpeiTH 1O BKJIAIKE
Configuration—Security—Switch— Privilege Levels. Ha 3To#i cTpanune mnpencraBieH 0630p
Tekymux ypoBHeil npuBmieruit (Puc. 3.31) (Ta6m. 3.28).

213



Privilege Level Configuration

Read/write

Status/Statistics | Status/Statistics

Read-only

Privilege Levels

Configuration/Execute

Read/write

Configuration

Read-only

Group Name

elelelelelelelelelelielelelelie e elaleielelelie e eleiclelelelle e eleleielele
SI2ERIEIIERIEIEIFIIEI2IEIEIEIZIZIRIEIEIEILIEERIEIERIEIEIIEEEIEIRIERIEEIREIRERIRIEE

FUB(3| (3] 2[ 2] 23] 3 ([ 2| 2]] 2 [3]] 22| (]2 22| 2]] 23] 2)[ 2] 2] 22 2] 2] 3] 2)[3] 2|2 2> 2] 2][>]2)>]>

elelelelelelclelelellelelelelele e elelelelelelele e elelclelelelele e e eielelele
212 1=12 1212 =R 12 IR I 212 IR =R IR IR 1212 12 IE 2 IR =R 2 IR 2 RI=RIR 12 R 2R 2R R R 2 (2]

P (]33] ([ ] [ )3 ([ BB [ ] B > >
— =
- o =] w e =
& w E & w9 z §2 8 5
= 0w I a4 =1 a =T 3 = = = b= =
= C_m .8 £ mmm g 8 e o T O = m
2 w0 Z2W & T | . == £ ! =
=] IQ_PDU.IGSLM_H_ | _u_l_T_” a .._.m._ﬂ .mmD._.H.nn __..._..___u_l
SEpz2s00RE ER SbBgdBecpugtags 23580555588
MNACDDDDWEEHGWFHumMMMMNPPHPQRSS%S_“WU_._U._._U.UVWMWWM

Puc. 3.30 — YpoBHu ripusunermi

Nwmst, maeHTRGUIIpYIOIee TPYINTy MpuBHiIeTuid. B
OOJIBIIMHCTBE CIIYYaeB IPYIINa COCTOUT U3 OAHOTO

v

i

Group Name

Tabrmuya 3.28 — YposHu ripususe
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monyist (Hanpumep, LACP, RSTP unn QoS), Ho
HEKOTOpBIE cofiepxar 6osee ogHoro. [ pynimsl B
neransx: -System: Contact, Name, Location, Timezone,
Daylight Saving Time, Log; -Security: Authentication,
System Access Management, Port (contains Dot1x port,
MAC based and the MAC Address Limit), ACL,
HTTPS, SSH, ARP Inspection, IP source guard; -I1P:
Bce, KpoMme ping; -Ports: Bce, kpome VeriPHY;; -
Diagnostics: ping u VeriPHY; - Maintenance: CLI -
System Reboot, System Restore Default, System
Password, Configuration Save, Configuration Load and
Firmware Load. Web - Users, Privilege Levels u Bce B
Maintenance; -Debug: npucyrctyeT Tosibko B CLIL

Privilege Configuration Read- Kondurypanus: Toiasko YpoBeHb IPUBUIIETHI

Levels only YTEHUE rpymisl ot 0 g0 15.
Configuration/Execut | Kondwurypanus: urenne u | IlpuBunerus
e Read/write 3aIUCh HIOJIH30BATENS JOIDKHA
Status/Statistics Read- | Craryc/craticTuka: ToIbKO | OBITH TAKOH K€ WM
only YTEHUE OosbliIe, Y4eM ypOBEHb
Status/Statistics Craryc/craTucTuka: 3TOH IpyMNIBL, YTOOBI
Read/write YTEHHE U 3aIUCh MMETD JIOCTYII K 3TOH

rpyIIe.

4.2.12. Kondurypanus ayreHTupuKanumn, apropusanuu u yuera. Authentication,

Authorization, Accounting

Jlis noctyna K HacTpoWkaM ayTeHTH(MKALMU, aBTOPU3ALMK U ydeTa HEOOXOIUMO IepeiTu no
Bkiagke Configuration— Security— Switch— Auth Method. Authentication (ayTeHTHhUKAIINST) —
COIIOCTABJICHUE 3alpoca CYyIIECTBYIOLIEH yu€THOM 3amucu B cUCTeMe Oe30MacHOCTH.
Authorization (aBTopu3aIus, TpoBepKa YpOBHS JOCTyIa) — COINOCTaBJIEHNE YUETHOMN 3aIlliCH B
cucreMe (mpouienmeld ayTeHTU(PHUKAINIO) U ONpe/IeIEHHBIX MOJTHOMOYMH. Accounting (y4ér) —
CJIe)KEHHUE 3a TOTpeOJIeHNeM pecypcoB Mmoiib3oBaTeneM. Ha 3Toif ctpanuie npencraBieH 0030p
TEKyIUX NapaMeTpoB ayTeHTUHUKAIMU, aBTopu3anuu 1 yueta (Puc. 3.31) (Tab:x. 3.29).
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Authentication Method Configuration

Client | Methods
console  |local s

telnet

zsh

htip local W

Command Authorization Method Configuration

Client | Method | Cmd Lvl | Cfg Cmd
console [no ~| |0 | C

felnet no w o |‘
ssh -

Accounting Method Configuration
Client | Method | Cmd Lvl | Exec

console | no w r

felnet no w r
ssh no w C

Puc. 3.31 — KoHgurypaums ayTeHTUGUKaLIMK, aBTOPU3ELIMA 1 yHETa

Tabrmya 3.29 — KoH@urypaumns ayTeHTu@uKkaLmm, asTopusannm u y4era

Authentication
Method
Configuration

Client

Kmuent: console, telnet, SSH, http

Methods

- NO: ayTEeHTU(PUKAIUS OTKIIIOYEHA, U BXOJ B CUCTEMY
HeBO3MOXkeH; 35 - local: ucrnonb30BaTh JIOKaJIbHYIO 0a3y
JAaHHBIX HA KOMMYTATOpE Ui IPOBEPKU MTOAJTUHHOCTH; -
radius: ucnonp30BaTh ynaneHHsle cepBepbl RADIUS nns
ayTeHTH(UKaLUY; - tacacs: UCHOIb30BATh yJAICHHBIE
cepBepbl TACACS s ayreHTHGUKanuu; JlocTymHOCTb
METO/1a IPOBEPSIETCS CIEBA HANPABO.

Command
Authorization
Method
Configuration

Client

Kauent: console, telnet, ssh

Method

- NO: aBTOpU3aLMs KOMaH 1 OTKIr0oueHa. [lonp30BaTeins
IoJIy4aeT 10cTyn kK komanaam CLI B cOOTBETCTBUHU CO CBOMM
YPOBHEM IPUBUIIETHH. - tacacs: Il aBTOPHU3ALUN KOMaH/
HCIIOB3YETCS OJMH UIIM HECKOJIBKO YIAJIEHHBIX CEPBEPOB
TACACS+. Ecnu Bce yaaiieHHbIE cepBepbl HAXOATCS B
ABTOHOMHOM PEXHUME, TI0JIb30BATEII0 IIPEIOCTaBIAETCS
noctyt k komaugam CLI B cooTBeTCTBUU C €r0 YpOBHEM
IIPUBUJICTUH.

Cmd Lvl

ABTOpHU30BaTh BCE KOMaH/bl C YPOBHEM IIPUBUWJIETUH BBIIIIE
WJIU PaBHBIM 3TOMY YPOBHIO. JlomycTUMbIe 3HaUeHUs
HaxoxaTcsd B nuamnazoHe ot 0 go 15.

Cfg Cmd

ABTOpH30BaTh KOMaH/Ibl KOH(PUTYpaALIUU

Accounting
Method
Configuration

Client

Knuent: console, telnet, ssh

Methods

- NO: y4eT OTKJIIOYEH; - tacacs: 71 y4eTa UCII0JIb3YETCsl OJIUH
WM HECKOJIBbKO yaaneHHbIX cepBepoB TACACS+

Cmd Lvl

BxuroyaeT yder Bcex KOMaHJ C YPOBHEM IPUBUIIETHIA BBIIIIE
WJIA PABHBIM 3TOMY YPOBHIO. J[OIyCTHUMBIE 3HAUYCHUS
HaxonaTcs B auana3oHe ot () 1o 15. OcTaBbTe 10JI€ MyCThIM,
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4TOOBI OTKIIOYUTE YUCT KOMaH/I.

Exec Pexxum yuera EXEC

4.2.13. Kondurypanus SSH
Jost JIoCTyna K HaCcTpOMKaM SSH HE00X0UMO nepenTu o BKJIQJIKE
Configuration—Security—Switch— SSH. Ha »3T0#i cTpanuue mnpeacraBieH 0030p TEKYLIMX
napameTpoB SSH. ITapamerp Mode yka3biBaeT pexxum padotsl SSH.

4.2.14. Konurypanuss HTTPS
Hns  moctyma  k  Hactpoilkam  HTTPS Heo0X0aUMO MepeuT 1O BKJIQJIKE
Configuration— Security—Switch—HTTPS. Ha »T0#i ctpanuue npeacraBieH 0030p TEKYIIUX
napameTpoB HTTPS (Puc. 3.32) (Ta6x. 3.30).

HTTPS Configuration

Mode | Disabled v |
Automatic Redirect

Certificate Maintain | [None v |
Certificate Status Switch secure HTTP cerfificate is presented

HTTPS Configuration

Mode | Disabled w |
Automatic Redirect

Certificate Maintain [Upload w |
Certificate Pass Phrase | |
Certificate Upload |'Web Browser ~ |
File Upload | BeifepuTe dain | ain e BLIGpaH

Certificate Status Switch secure HTTF certificate is presentad

Puc. 3.32 — Korgurypauyns HTTPS

Tabmmya 3.30 — KoHgurypauns HTTPS

Mode Pexum padotet HTTPS. Korna texymiee coequnenre HTTPS,
Ho HTTPS Brikmouen, web-6paysep OyieT aBToOMaTH4ecKu
nepeHanpanisiTbes Ha coeaquHenne HTTP.

Automatic Redirect Pexum paboTel aBTOMaTHueckoro nepenanpanienus HTTPS.
[Ipumensiercs Tonbko, ecnu A pexkuma pabotrst HTTPS
BbIOpaHo "Enabled" (BxitoueH). ABTOMaTH4eCKH HAMpaBIIsieT
HTTP web-06paysepa Ha coequnennie HTTPS, korna
BKJIFOYEHBI 00a pexuma padotsl — HTTPS u Automatic
Redirect

Certificate Maintain 3T0 1oJIe MOKET OBITh HACTPOEHO TOJBKO MPU OTKIFOYEHHOM
HTTPS. Ono ucnoms3yercst 1ist 00CITyKUBaHUS
ceptudukanmu. Bo3moxHble neiicTBus: - None: HUKaKuX
neiictBuii ceptudukanuy; - Delete: ynanuts ceptudukar; -
Upload: 3arpyska ceptuduxara, MO>XHO BBIOpaTh JiBa METOa
3arpy3k#; - Generate: cozmanue cepTudukara.
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Certificate Algorithm Anroputm ceprudukanu. Bozmoxusie Tunel: DSA, RSA.

Certificate Status Craryc ceprudukanmu. Bo3amoxnsrii cratyc: 37 - Beigaercs
sanumeHHbii ceprudukat HTTP. Ceptuduxar xpanurcs B
6a3e nanubix HTTPS; - Ceptudukar 6e3omacHoro
nepekitoyeHuss SSL He mpecTaBieH: cepTH(UKAT He
xpanuTcs B 6a3e qanaeix HTTPS. - Beigada 3amuiieHHoro
ceprudukara HTTP. I'enepupyercs ceptudukat

Pass Phrase [1Ta60H 1151 MGPOBKU cepTHdHUKATA

Certificate Upload 3arpyska ceprudukara. Boamoxxusie pexxumsl: - Web
Browserr: 3arpy3ka ceprudukara depes BeoO - Opaysep; - URL:
Juis 3arpy3ku ceptudukara uepe3 URL

File Upload @aiin 11 3arpy3Ku

4.2.15. Kondurypauus ynpasjienus gocrtynom. Access Management Configuration
Jns noctyma K KOH(Urypaluu yOpaBlIeHHUS IOCTYNIOM HEOOXOIMMO MEeperTH 1Mo BKIIAJKE
Configuration—Security—Switch— Access Management. Ha 3T0ii cTpaHuIiie MOXKHO HaCTPOUTH
tabnuny ynpasiaenust aoctynom (Puc. 3.33) (Ta6m. 3.31). MakcumanbHOE YKCIO 3JIEMEHTOB
crucka 16. Ecnu THUN TPUIIOKEHHUS COBIATACT ¢ OAHHM M3 THIIOB, UMCIONIMMCS B CITHCKE
yOpaBlIeHUs JOCTYIIOM, TO IOCTYIl K KOMMYTaTopy OyAeT pa3pelicH.

Access Management Configuration

[ 7]

Delete [ VLANID ] Start IP Address [ End IP Address [ HTTP/HTTPS | SNMP | TELNET/SSH
[ Delete | | 1] 0.0.0.0] | 0.0.00

| Add New Entry |
Puc. 3.33 — KoH@urypayms yripasierns 4OCTyrnioM

Tabrmmuya 3.31 — KoHgurypauns yrnpas/ieHns 4OCTYIIOM

Mode BruitoueHne/BbIKIIOUEHHE

Delete Y 1aIuTh TEKYIIYIO 3aIUCh

VLAN ID Homep VLAN nns ssieMeHTa ynpaBlIeHUs JOCTYIIOM

Start IP Address Havansnelii [P-agpec 1 snemMenTa yrpasieHus JOCTYIIOM
End IP Address Koneunsriit [P-aipec s saemMeHTa ynpaBlieHUsI TIOCTYTIOM
SNMP Ecnu B 3TOM noJ1e ycTaHOBIIEH (Jiar, 3TO yKa3bIBaeT, UTO

xocty ¢ [P-anpecom u3 yka3zaHHOTO AHana3oHa MOXKET OBITh
IIPEIOCTABIIEH AOCTYII K KOMMyTaTtopy no SNMP.

TELNET/SSH Ecau B aTOM mosie yctanoBieH ¢uiar, 3TO YKa3bIBaeT, YTO
xocTy ¢ [P-anpecom 13 ykazaHHOIO AMana3zoHa MOXeET ObITh
npenoctasiieH goctyn no TELNET/SSH

. | Add New Entry |

Kuomk CITYKUT JUTsl TOOAaBJICHUST HOBOM 3aIHCH.

4.2.16.SNMP
Hdns  nocryma k  koHpurypauun SNMP  HeoOxoaummo  mepeitu 1Mo BKJIAJKe
Configuration— Security—Switch— SNMP.
SNMPSystemConfiguration (Cucremasie HacTpoitku SNMP) (Puc. 3.34) (Ta6x. 3.32).
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SNMP System Configuration

Mode |Enabled

Engine ID | |200019cb03001232541243 |

Puc. 3.34 — CucremHsie HacTpoviku SNMP

Tabmmya 3.32 — CucremMHbie HacTporiku SNMP

Mode

Pexxum paboter SNMP

Engine ID

Nnentuduxarop engine ID gyt SNMPv3. Ctpoka noimkHa
cojiepkath yeTHoe uncio (B 16-Hom popmare), uncio 39
uudp ot 10 10 64; komOUHAIMK TGP, COCTOSIINE U3 OJTHUX
HYJIEW U U3 OJHUX «F» HEOIyCTUMBL.

Trap Configuration (Hactpoiiku curnaiausanuu) (Puc. 3.35) (Ta6um. 3.33).

Trap Configuration

Trap Destination Configurations

| Delete | Name | Enable | Version | Destination Address | Destination Port |

| Add New Entry |

SNMP Trap Configuration

Trap Config Name

Trap Mode | Disabled v |
Trap Version [ SNMP v2¢ w |
Trap Community | public |
Trap Destination Address | |
Trap Destination Port | 182 |
Trap Inform Mode | Disabled v |

Trap Inform Timeout (seconds)

2 |

Trap Inform Retry Times

Trap Security Engine D

Trap Security Name

5
800013¢cb03001232541243

Puc. 3.35 — Hactpoviku curHansaLmm

Tabmua 3.33 — Hactpoviku curHamsaymm

Mode

BximrounTs/BeIKIIIOUHTH OTIIpaBKy SNMP trap

Trap Config Name

Wwms koHurypauuu

Trap Version

[onnepxuBaemas Bepcust SNMP trap. (SNMP 1/ SNMP
v2¢/SNMP 3)

Trap Community

Crpoxka goctyna community Juist oTipaBku nmakera SNMP
trap.

Trap Destination Address

IP-anpec cepepa st otnpasku SNMP trap. KoppexThsiii 1P-
aZpec B ecATUYHOM dopmarte ¢ TOUKoi. JlomycTrumo Takxke
yKa3aTb KOPPEKTHOE UMl XOCTa.

Trap Destination port

[Topt Haznauenuss SNMP trap. SNMP-arenT Oyner mocsuiaTh
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coobuiennss SNMP Ha 3TOT mopT; 1uana3oH HOMEPOB MOPTOB
1~65535. Tlo ymomuanuto nopt 1t coodmennit SNMP trap
nmMeet Homep 162.

Trap Inform Mode

BxiT109nTE/BBIKITIOUUTE peskuM padoThl SNMP trap inform

Trap Inform Timeout

Taiimep coobmennit SNMP trap inform. [lnanazon
JIONYCTUMBIX 3HaUeHuM: oT 0 1o 2147.

Trap Inform Retry Times

Taiimep nonbITOK oBTOpeHMst coodmeHnit SNMP trap
inform. /lnanazon monyctumsix 3HaueHui: ot 0 10 255

Trap Security Engine ID

Pexxum paboter SNMP trap security engine ID. I[Iporokomn
SNMP v3 nocbutaer coobmenus trap u inform,
ucnons3ytone USM 11t ayTeHTHPUKAITIT 1 00eCTIeYCHHUST
KoHuaeHaabHOCTH. COOOIIEHHSIM Ha3HAYASTCS
YHUKaJIbHBIN uaeHTudukarop engine ID u HeoOxoanmas
nndopmanus. Ecou Brimtouen pexkum "Trap Probe Security
Engine ID", unentudukarop (ID) Oyner reHepupoBaThCs
aBTOMAaTHYECKH. B MpoTHBHOM citydae, Oy/IeT HCII0JIb30BaH
ID, ykazannsiii B 3T0M nojie. CTpoka A0KHA COAEPKATh
yeTHOE uncio (B 16-HoM opmate), yncio nuudp ot 10 go 64;
KOMOMHAIMH (P, COCTOSAIINE U3 OJHUX HYJICH U U3 OHUX
«F» HenomycTuMBI

Trap Security Name

Nms SNMP trap security name. Coo6menuss SNMP trap u
inform SNMP v3 ucnonssytor USM ans ayreHTudUKaIUU U
obecnieueHns KoH(MUIEHITMATEHOCTH. Koria BKITIOYeH pekuM
OTIIPaBKH trap u inform, HEOOXOMMO 3a/1aTh YHUKAIBHOE UM
Ui o0ecriedeHrs: 0e30MacHOCTH.

Trap Source Configurations

Delete | Name | Type

| Subset OID

| Delete ||coldStart v |[included w| |

| Add Mew Entry |

Puc. 3.36 — Trap Source Configurations

Tabrmuya 3.34 — Trap Source Configurations

Delete Y naneHue TeKyIIen 3amucu.

Name Vka3pIBaeT UM 3aIIHCH.

Type Tun dbuneTpa nms 3anuck (BKIOYUTh WIH UCKITIOYHUTH)

Subset OID Ioamuoxkecto OID gy1s 3amucu. 3Ha4eHNE TOJDKHO 3aBHCETh

OT TOT0, KaKkoe UMs yKazaHo B nose Name. Hanpumep, ifldex
— 910 OID noamuosxectBa i linkUp u linkDown.
Jomyctumpiit OID moMHOXKeCTBa — 3TO OJTHO WIH
HecKobko udpoBwix uncen (0-4294967295) unu 3Be3109ka
(*), pazneneHHbIX Toukamu (.). IlepBblit cUMBOJ HE TOJIKEH
HAYMHATBCS CO 3BE3/10YKH (*), a MAKCUMaIbHOE KOJIMUYECTBO
OID He nomKHO npeBbluarh 128.

SNMPv3 Community Configuration (Hacrpoiika SNMPv3Community) (Puc. 3.37) (Tao.1.

3.35).
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SNMPv3 Community Configuration

Delete | Community name | Community secret

| Source IP | Source Prefix

| Delste | | | |

| Add New Entry | | Save || Reset |

Puc. 3.37 — Hacrpovika SNMP v3 Community

Tabmuya 3.35 — Hactpovika SNMP v3 Community

Delete

Y 1aneHue TeKylen 3anucH.

Community name

Vka3pIiBaeT UMs 0€30IIaCHOCTH JJIS COIIOCTABICHUS
coobmiecTBa ¢ KoHpurypanuen rpymmn SNMP. Jlomyctumas
JUTMHA CTPOKHU cocTaBisieT ot 1 10 32, a gomnycTumMoe
coaepxkumoe - cuMBoJibl ASCII ot 33 no 126.

Community secret

[Tapoiib cooO1ecTBa (CTPOKY JIOCTYIIA) JUIsl pa3peleHus
noctyna ¢ ucnoiab3zoBanueM SNMPv1 u SNMPv2c k areHty
SNMP. JlonycTtumas ajauHa CTPOKHU cocTaBiisieT oT 1 10 32, a
nonyctumoe coaepskumoe - cuMBodibl ASCII ot 33 o 126.

Source IP [P-anpec ucrouHuka

pu gocryne no SNMP

Source Prefix npeduKc aapeca UCT

OYHHMKA.

Add New Ent
Kuomxa LAdd New Entry |

CILYKUT JU1s1 100aBJI€HUS! HOBOM 3aIlUCH.

SNMP v3 User Configuration (Iloais3oBatenbckas HacTpoiika SNMP v3) (Puc. 3.38)

(Ta6u. 3.36).
SNMPv3 User Configuration
. User Security Authentication | Authentication | Privacy Privacy
Lzzie g =l | Name ‘ Level Protocol Password Protocol | Password
[ Delete ||  B00012ch03001232541243 | | [Auth, Priv v MDS~] | | [DESw] | |

| Add New Entry | | Save || Reset |
Puc. 3.38 — lNonb3oBareibckas HacTpovika SNMP v3

Tabnumua 3.36 — o/ib30BaTebckas HactTpovika SNMP v3

Delete

Y aneHue TeKynen 3anmcu.

Engine ID

Crpoka, unenrupuimpyromas engine ID, koTopomy
MPUHAJIEKUT ITOT 3JIEMEHT criucka. CTpoka J10JKHA
coJiepKaTh yeTHoe uucio (B 16-unoM opmare), yucio uugp
ot 10 no 64; komOuHaMy nUQpP, COCTOALINE U3 OTHUX HYJIEH
n u3 onHux «F» Hepomyctumsl. B apxutexktype SNMPv3
HCIIOJIb3YETCSl MOJIENIb 0€30IaCHOCTH Ha OCHOBE MOJIb30BATENS
USM (User based Security Model) ans obecnieuenus
0€30MacHOCTH COOOIICHUI U MOJIENb YIIPABIEHUS 10CTYIIOM
Ha ocHOBe Buaa VACM (View-based Access Control Model)
pu ynpasiieHuH goctynoM. g Bxoga USM kimrouamu
Bx0J10B sABisttoTcst usmUserEnginelD u usmUserName. B
npoctoM areHTe usmUserEnginelD Bcerma coBmamaer ¢
cobcTBeHHBIM 3HaueHueM snmpEnginelD arenTa. B kauectse
3HAYEHUS TaKKe MOKET UCIOJIb30BaThCsl 3HAYCHHE
snmpEnginelD ynanennoro ycrpoiictsa (SNMP engine), ¢
KOTOPBIM MOKET CBA3BIBATHCS JAHHBIN MOJIb30BATENb.
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Hpyrumu cioBami, eciu engine ID monb3oBatens paBeH
engine ID cucTeMbI, TO OH ABJISICTCS JIOKAJILHBIM
I10JIb30BATEJIEM, B IPOTUBHOM CIIy4dae M0JIb30BaTENb SBIJIAETCS
YAAJICHHBIM.

User Name

Crpoxka, uaeHTU(HUIUPYIOIIAs UM MTOJIB30BATENsI, KOTOPOMY
IIPUHAICKUT IaHHBIN napaMeTp. JlomycTumas AuHa CTPOKU
1~32 cumBosnos ASCII ¢ 43 Homepamu B fuana3one ot 0x21
no 0x7E

Security Level

Monenb 0e3011acHOCTH, KOTOPOM IIPUHAJUIEKUT aHHBIN
napametp. Bo3aMoxHbI cienyromue Moienn 0e30macHOCTH:

* NoAuth, NoPriv: AyrenTudukanus u KOHQUACHIUAIEHOCTh
OTCYTCTBYIOT.

* Auth, NoPriv: Beimonusiercs ayreHTH(PHUKAINA,
KOH(UICHIINATBHOCTh OTCYTCTBYET.

* Auth, Priv: Bemmomnnsiercs ayTeHTuUKaIus, odecreuynBaeTcs
KoH(puaeHmatpHOCTh. Ecin mapametp yxe CymiecTByer,
3Ha4YeHHE YPOBHS 0€30MaCHOCTH U3MEHHUTH HEBO3MOXKHO. JTO
O3HAYaeT, 4TO CHayaja Ha/l0 yIOCTOBEPUTHCS, YTO 3HAUCHHE
YCTaHOBJICHO NPABUIIBHO.

Authentication Protocol

[IpoTokon ayTeHTH()UKALNN, KOTOPOMY ITPUHAIJICKUT
JAHHBIN nlapaMeTp. BO3MOXKHBI clleyronue IpOoTOKOIIbI
ayTeHTH(UKaLUu:

* MDS5: nonosHuTENbHBIN (uiar, yKa3blBaloLUi, YTO
[10JIb30BaTENb UCIOJb3YET IPOTOKOJ ayTeHTUuKauu MDS.
* SHA: nonoiHUTENBHBIH (h1ar, yKa3bIBAOIIUH, YTO
[10JIb30BaTENb UCIOJIB3YET NPOTOKOI ayTeHTUuKaun SHA.
Ecnu mapamerp yxe CyleCTBY€ET, 3HAUEHUE YPOBHS
0€30I1aCHOCTH U3MEHUTh HEBO3MOXKHO. DTO 03HAYAET, YTO
CHayaja HaJ0 yJAOCTOBEPUTHCS, YTO 3HAYEHUE YCTAaHOBIICHO
IIPaBUJIBHO.

Authentication Password

Crpoxa, unentudunupyromias ¢ppasy naposs
ayreHTH(UKanuu. [lomycTumas JyIMHa CTPOKHU JJIs1 MPOTOKOJIA
ayrerTudukaruu MDS: ot 8 1o 32 cumBosoB. [Jomyctumas
JUTMHA CTPOKH I MpoTokona ayreHTudukanuu SHA: ot 8 1o
40 cumBouioB. Ilpu 3anucu cTpoku ayTeHTU(UKALUA MOTYT
ucnoib3oBarbest cuMBoiibl ASCII ¢ koamu B 1uanas3oHe ot
0x21 no Ox7E.

Privacy Protocol

IIpoToKOI KOHPHUAEHIINATBHOCTH, KOTOPOMY IPUHAIIECKUT
JAHHBIN BXO/J. BO3MOXHBI CleAyIOIMMe MPOTOKOJIBI
KOH(HIEHINATbHOCTH:

* AES: nononHuTenpHBIN (iar, yKa3blBaroIIMii, 4To
M0JIb30BaTENb UCHOJB3YET NPOTOKON ayTeHTuuKkarun AES.
* DES: nononuutensHbIN (ar, yKa3plBaroIIHii, 4To
M10JIb30BaTEIb UCIOJIB3YET NPOTOKOI ayTeHTudukarmu DES.

Privacy Password

Crpoxa, uaentudunupyromias ¢ppasy naposs
KoH(puaeHIMansHOCTH. JlomycTuMas AyiMHa CTPOKU 8~32
cuMBoJioB ASCII ¢ Homepamu B nnana3zone ot 0x21 go 0x7E.

Add New Entry
Kuomnka l—’l

CILy>KHT JUIsl T0OaBIEHUSI HOBOM 3alUCH.

SNMP v3 Group Configuration (Hacrpoiiku rpynnst SNMP v3) (Puc. 3.39) (Ta6.a. 3.37).
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SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
C Wi public | default_ro_group|
[ vl private | default_re_group |
[ v2c public | default_ro_group |
= v2e private | default_rw_group|

| Add Mew Entry | | Save || Reset |
Puc. 3.39 — Hacrpoviku rpyrirsl SNMP v3

Tabnmua 3.37 — Hactpovikn rpyrinbi SNMP v3

Delete Y aneHue TeKyuien 3anmcu.

Security Model Monens 6€30MacHOCTH, KOTOPOU MPUHAIICKUT TaHHBIN
napamerp. Bo3aMoHBI cienytomiie Moaenu 6e30MacHOCTH:

* v1: 3ape3epBupoBano gt SNMPvI.

* v2c: 3ape3epBupoBaHo a1 SNMPv2c.

* usm: Mojiesib 0€30I1aCHOCTH Ha OCHOBE Mouib3oBarenss USM
(User-based Security Model) nns SNMPv3.

Security Name Crpoxka, uneHtudumpyromas 6e30nacHoe uMsi, KOTOpOMy
NPUHAUICKUT TAaHHBINA apamerp. JlomycTumast JuimHa CTPOKH
1~32 cumBosnoB ASCII ¢ Homepamu B nuamnazone ot 0x21 no

0x7E.

Group Name Crpoxa, uaeHTHuGUIUpYoImas UMl TPYTIIbL, KOTOPOMY
NPUHAUICKUT TAaHHBINA apamerp. JlomycTumast JuimHa CTPOKH
1~32 cumBosnoB ASCII ¢ Homepamu B nuamnazone ot 0x21 no

0x7E.

| Add New Entry |

Kuomnka CIIYKUT IS ,[[O63.BJ'ICHI/I$[ HOBOM 3aIlHCH.

SNMPv3 View Configuration (Hactpoiika Buga SNMP v3) (Puc. 3.40) (Tao.. 3.38).
SNMPv32 View Configuration

Delete | View Name | View Type | 0ID Subtree
| Delete || | [included w| | |
| Add New Entry | | Save || Reset |
Puc. 3.40 — Hactpovika Buna SNMP v3
Tabnnya 3.38 — Hactpovika Buga SNMP v3
Delete VY ianeHue TeKyLen 3anucH.
View Name Crpoxka, uaeHTUGUIUPYOIIas UM BUIa, KOTOPOMY
MPUHAJICKUT TaHHBIN napametp. JlomycTumas JjauHa CTpOKU
1~32 cumBonoB ASCII ¢ HoMepamu B quarnazone ot 0x21 1o
0x7E.
View Type Tun Bua, KOTOPOMY NPUHAJUIEKHAT JAHHBIN TapaMeTp.
Bo03MOXKHBI CeQyIOIIKE TUIIBI BUIOB:
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* included (moepeBO BKIIIOUEHO): JOMIOJHUTEIBHBIN ¢uIar,
YKa3bIBAIOILIUH, YTO B BUJI IOJKHO OBITH BKIIOYEHO
MOJIJIEPEBO.

* excluded (moxepeBo UCKITIOUEHO): TOMOJIHATEIBHBIN (ar,
YKa3bIBAIOIIUH, YTO U3 BUJIA JIOJDKHO OBITH HCKITIOYEHO
noayepeBo. B nienom, ecnu u1st Trma Buaa 3aaado ' excluded '
(moaepeBO UCKIIIOUEHO), JOJKEH CYLIECTBOBATH IPYrOi BUJ
¢ TunoMm ' included ' (moxepeBo BKIIFOUEHO) M €T0 TIOIIEPEBO
OID nomxHO nepekpbIBaTh MOAAEPEBO BUIA C TUIIOM '
excluded ' (mogiepeBo NCKIIFOYEHO).

OID Subtree

OID onpenensier KOpeHb MOAACPEBa, T0OABISAEMBINA K
MMEHOBaHHOMY BUAY. J{nana3zon nonyctumMbix 3HaueHuit OID:
ot 1 1o 128. B cTpoke MOXKHO yKa3aTh J100 YHCIIO,
cocrosee u3 nudp, 100 3Be3104KY (*).

| Add New Entry |
Knonka ——————

CITyKHT JUTsl TOOABICHUS HOBOH 3aIUCH.

SNMPv3 AccessConfiguration (Hactpoiika nocryna SNMPv3) (Puc. 3.41) (Ta6.. 3.39).

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name

| Delete | [defauli_ro_group w |

any v | [NoAuth, NoPriv + | None v y—

| Add Mew Entry | | Save || Reset |

Puc. 3.41 — Hactpovika gocryrna SNMP v3

Tabnmya 3.39 — Hactpovika gocryrnia SNMP v3

Delete

Y naneHue TeKynen 3anucu.

Group Name

Crpoxka, uaeHTU(HUIUPYOIIAs UM IPYIIIbI, KOTOPOil
MPUHAJICKUT JaHHBIN mapameTp. JlomycTtumas AJinHa CTPOKU
1~32 cumBonoB ASCII ¢ Homepamu B quanazone ot 0x21 1o
0x7E.

Security Model

Monens 6€30nacHOCTH, KOTOPO MPUHAAISKUT TaHHBIN
napameTp. Bo3MoxHBI cienytomniie Moaeau 0e30MacHOCTH:

* any (r06as1): OyneT npuHsTa J1r00ast MOzeIb 0€30MaCHOCTH
(v1|v2clusm).

* v1: 3ape3epBupoBano ainst SNMPvl.

* v2c: 3ape3epBupoBano st SNMPv2c.

* usm: MoJieNb 6e30MacHOCTH Ha OCHOBE Nojb3oBarens USM
(User-based Security Model) st SNMPv3.

Security Level

VYpoBeHb 6€30MacHOCTH, KOTOPOMY MPUHAISKUT TaHHBIN
napametp. Bo3MokHbI cienyromue Moienu 0e30MacHOCTH:

* NoAuth, NoPriv: AyrenTuduxanus u KOHQUICHIHAIEHOCTh
OTCYTCTBYIOT.

* Auth, NoPriv: BeimonHsieTcs ayTeHTHPUKAINs,
KOH(HIECHIINATBHOCTh OTCYTCTBYET.

* Auth, Priv: Beinosnnsiercs ayTeHTuuKaus, odecreynBaeTcs
KOH(UIEHIIMATbHOCTbD.

Read View Name

Nwms Buna npu urenuu, umsa suga MIB, onpenenstomiero
00bexThl MIB, 17151 KOTOPBIX TaHHBIN 3apOC MOXKET OBITH
3aIIpOCOM TEKYLIMX 3HaYeHUM. JlonycTumas IJIMHa CTPOKHU
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1~32 cumBosnos ASCII ¢ Homepamu B nuanasone ot 0x21 no
Ox7E.

Write View Name Wwms Buna npu 3anucu, M Buaa MIB, onpenensromero
00bekTsl MIB, 111 KOTOPBIX JaHHBIN 3aMIPOC MOTEHITUATBHO
MOXET YCTaHOBUTH HOBbIE 3HaueHud. JlomycTumast ninuHa
ctpoku 1~32 cumBosioB ASCII ¢ Homepamu B 1Uamna3oHe OT
0x21 o Ox7E.

| Add New Entry |

Knomnka CITY’KUT JUIsl TOOaBJICHUS] HOBOW 3aITUCH.

4.2.17.RMON
Hns  pgocryma k  koHburypaumu RMON  HeoOXoauMo  TEpedTH 1O  BKJIAAKE
Configuration— Security—Switch— RMON.
RMON Statistics Configuration (Hactpoiika cratuctuk RMON) (Puc. 3.42) (Ta6.. 3.40).

RMOMN Statistics Configuration

Delete | ID | Data Source
[ Delete | | | 1361212211 0

Puc. 3.42 — Hacrtpovika cratnctiuk RMON

Tabnmya 3.40 — Hactpovika cratvctik RMON

Delete Y nanenue TeKyuei 3anucH.
ID WNunekc Bxona. Jlonyctumeie 3HaueHus — OT 1 10 65535.
Data Source ID mopTa, MOHUTOPUHT KOTOPOTO TpeOyeTCs OCYIIECTBIIATD.
| Add New Entry | .
Knonka ————— cuyxut 11t 1o0aBIeHUs] HOBOM 3aMUCH.

RMON History Configuration (Hactpoiika :xypuaia RMON) (Puc. 3.43) (Ta6.. 3.41).

Ha ctpanunie RMON History Configuration MOHO HacTpOUTb COOp CTAaTUCTUKH Ha (PU3HUECKOM
uHTEepdeiice st MOHUTOPHUHTA MCIIOJIb30BAaHMSI CETH, TUIIOB ITAaKETOB M OIMHOOK. 3aICH )KypHaa
RMON MO0>XHO UCIIOSIb30BATh IPU MOHUTOPHUHIE€ CIOPAINYECKH BO3HUKAIOIIUX MTPOOIIEM.

RMON History Configuration

Delete ID Data Source Interval Buckets Buckets
Granted
| Delete | | | 1381212211 0| | 1800| | 50
| Add New Entry | | Save || Reset |
Puc. 3.43 — Hactpovika xypHana RMON
Tabnmua 3.41 — Hactpovika »xypHana RMON
Delete VY naneHue TeKymen 3amnmcu.
1D Nupekce Bxoaa. Jlonyctumele 3HaueHuss — ot 1 10 655335.
Data Source ID mopTa, MOHUTOPHHT KOTOPOT'O TPEOYeTCs OCYIIECTBIIATS.
Interval Hutepsan onpoca. [To ymonyanuro 1800 cexyna. /lnanazon
JIONYCTUMBIX 3HaueHui: ot 1 1o 3600 cexyH.

225



Buckets Yuciao cerMeHToB, TpeOyeMBbIX It 3Toro napamerpa. [1o
yMmomdanuto 50. Jlnana3oH AOMyCTUMBIX 3HaYEHU: OT 1 10
3600.

Buckets Granted [IpennonaraeMoe Yuciao CErMeHTOB.

| Add New Entry |
a _—

Knonk CIIYXHUT AJIA ,Z[O6aBJ'IeHI/I5[ HOBOM 3aITHCH.

RMONAIlarmConfiguration (Hactpoiika curnaauzauniit RMON) (Puc.3.44) (Taoa. 3.42).
Ha »T0li cTpanuie MOXHO 3a1aThb KOHKPETHBIH KPUTEPHH, COTJIacHO KOTOpoMmy OynayT
reHepUpOBATHCS COOBITUSA. OH MOKET ObITh YCTAHOBJIEH /7S JAHHBIX TECTa, COOPAHHBIX 3a JIFOOOH
YKa3aHHbII MHTEpBaJl BPEMEHU. MOXXHO KOHTPOJIUPOBATh KaK aOCOJIIOTHBIE 3HAUYEHUS, TaK U UX
U3MEHEHHs. MOXKHO TaKoKe 3a/1aTh CUTHAIM3ALUU, KOTOPbIe OyAyT BbI1aBaThCsl IPU MPEBBILICHUN
MOPOTOBBIX 3HAUYEHU JTMOO0 MPH CHIKEHUH HUYKE TOPOTOBBIX 3HAUYCHUI.

RMON Alarm Configuration

Delete Value

- Sample Startup Rising Rising Falling Falling
- ‘ itz | TR | Type Alarm Threshold Index Threshold Index

[ Delete | [ | | 20| 1381.21224] 00] [Delte 0 [RisingOrFalingv| | 0| | 0| | 0| | 0|

| Add New Entry | | Save || Reset |

Puc. 3.44 — Hactpovika curHammzaymi RMON

Tabmua 3.42 — Hactpovika curramszaymi RMON

Delete Y nanenue Tekyuei 3anucH.

ID Wunekc Bxona. Jlonyctumeie 3HaueHus — OT 1 10 65535.

Interval WuTepan onpoca mpu BHIOOPKE U CPAaBHEHUU C HIXKHUM HIIN
BEPXHUM MTOPOTOBBIM 3HaueHueM. Jlnanazon ot 1 go 231
CEKYH/I.

Variable Howmep o6nekTa nepemennoit MIB, u3 koTopoii 6epyTcs

BBIOOPKHU. BBIOOpKH MOTYT OpaThCsl TOJIBKO U3 IEPEMEHHOMN
ifEntry.n.n . Bo3amoxHsbI cneayromume nepeMennsie: InOctets,
InUcastPkts, InNUcastPkts, InDiscards, InErrors,
InUnknownProtos, OutOctets, OutUcastPkts, OutNUcastPkts,
OutDiscards, OutErrors u OutQLen.

Sample type Tun BeIOOpKH. [[1s1 yka3zaHHOH epeMeHHON TeCT MOXKET ObITh
BBITIOJTHEH /17151 a0COJIFOTHBIX 3HAUEHUI WIIN UX
OTHOCHUTEIIBHOTO U3MEHEHUS.

Value CraTucTudeckoe 3HaYeHNUE B TEUCHUE TIOCIICIHETO Ieproia
BBIOODKH.
Startup Alarm Bri6upaeTr MeToa, KOTOphIi Oy1eT UCTIOIB30BATHCS [T

BBI60pKI/I BLI6paHHOfI nepeMeHHoﬁ 1 BBIYMCJICHUS 3HAYCHHUA,
KOTOPOC CpaBHHUBACTCA C MOPOrOBbIMH 3HAYCHUSAMMU.

Rising Threshold Bxarouaer curnanusanuio, Korja 3HadeHUE NEpBbIN pa3
MIPEBBICUT TIOPOTOBOE 3HAYCHHE IMOAbEeMa JIMOO CTaHEeT
MEHBIIIE, YeM MOPOrOBOE 3HAYCHHE CIaa.

Rising Index HNunexc moapeMa st coobrTus. Jlnamazon 1~65535.

Falling Threshold IToporoBoe 3HaueHue cnajna. Eciau Tekylee 3HaueHUe CTaHET
MEHBIIE TIOPOTOBOTO 3HAYEHUSI CIaja 1, IPH 3TOM, TTOCIIeTHEe
3Ha4YeHHE BBIOOPKH OOJIbIIIE 3TOTO MOPOTrOBOTr0 3HAUEHHUSI, TO
BbIaeTcs curHanmm3anys. [locie reHepariu coOBITHS CIiaja,
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JPyroe Takoe COOBITHE He OyIeT CreHepUPOBAHO /10 TEX IOpP,
MOKa 3HAYCHHUE BRIOOPKH HE CTAaHET OOJIBIIIE ITOPOTOBOTO
3HA4YCHHUA Criaaa, JOCTUTHET MMOPOroBOro 3Ha4CHUA oabeMa u
CHOBA BEPHETCS K IIOPOTrOBOMY 3HAa4YeHUIO craja. ([{namaszon:
ot -2147483647 no 2147483647).

Falling Index Wupnexc cmaga mis coobitud. J{manazon 1~65535.

| Add New Entry |

Knomnka CIIYXXHUT OJIA ,Z[O6aBJ'IeHI/I5[ HOBOM 3aITHCH.

RMON Event Configuration (Hactpoiika coobiTuiit RMON) (Puc. 4.45) (Tao.. 3.43).
Ha »toit CTpaHUIIC MOJKHO 3a1aThb OIICpalrto, KOTOpasd BBIIIOJIHACTCA MPH BbIJAa4UC CUTHAJIU3ALUU.
RMON Event Configuration

Delete | ID | Desc | Type | Event Last Time
| Delete | | || | [none v | 0

| Add New Entry | | Save || Reset |

Puc. 3.45 — Hactpovika cobbitmi RMON

Tabnumuya 3.43 — Hacrpovika cobbitui RMON

Delete Y naneHue TeKyIei 3anmcH.

1D Wnpgekc ID. Inanazon 1~65535.

Desc Beenure B 3TO MoJIe ONKUCAHUE ISl AJAHHOTO BXOJIA.

Type Bri6epute Tvn coObITHS, KOTOpOE OyeT BbIOUpaThCs pu

cpabaThIBAHUW CUTHAITU3AIIH:

* None (Her): CoObITHEe creHepupoBaHO He Oy/eT.

* Log (OKypnau): korja reHepupyeTcsi COObITHE,
reHepupyercs 1 3anuch xxypHaia RMON.

* snmptrap: MOCbUIaeT COOOIIEHHUE trap BCEM YCTaHOBJIEHHBIM
MEHEeKepaM COOOIIECHHII trap.

* logandtrap: 0 coOBITHM CO3/1a€TCsl 3alUCh B JKypHAJIE,
MOCBIIAETCS COOOIeHHME trap.

Event Last Time Bpewmst nocnennero coositus. 3nauenue sysUpTime, korna
COOBITHE JI ATOTO BX0/1a OBbLIO CTE€HEPUPOBAHO MOCIEAHUIMI
pas.

| Add New Entry |

Kuomnka CIIYKUT IJIA ,Z[O68.BJ'I€HI/I$I HOBOM 3aIlHCH.

4.2.18. Network. Cern
Port Security Limit Control Configuration. YnpasJienue 6e30nacHOCTH IopTa
OyHKIMS ynpaBieHneM 6e3onacHoctbio nopTa (Port Security Limit Control) MokeT orpaHuuuTh
YHCIIO MOJIb30BaTENIEH, KOTOPBIM pa3pellieH JOCTyl K KOMMyTaTtopy Ha ocHoBe MAC- anpecoB u
VLAN ID (BemosnHsieTcst 11 Kax1oro moprta). Kak TOIpKO YHCIIO TOJ30BaTENIeH, KETAFOIINX
HOJYYHUTh JOCTYN K KOMMYTATOpY, IPEBBICUT 33JaHHOE YHCIO0, OyJIeT HEMEAJICHHO BBIIIOJIHEHA
BBIOpaHHAsI OTlepaIusi.
Jna Joctyna K HacTpoiKaM HE00X0AUMO nepenTu o BKJIaJIKE
Configuration—Security—Switch—Network— Port Security—Configuration (Puc. 3.46) (Ta6um.
3.44).
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Port Security Configuration

Global Configuration

Aging Enabled | I

Aning Period 3500 seconds

Hold Time |3-:|E- | seconds

Port Configuration

Port| Mode | Limit [ Violation Mode | Violation Limit | Sticky | State
* = L 4 == L 4 _
1 4 4 C Disabled
2 4 4 [  Disabled
3 4 4 [  Disabled
4 4 4 [  Disabled
5 4 4 ) Disabled
6 4 4[]  Disabled
7 4 4 [0  Disabled
2 4 4 C Disabled
g 4 4 (] Disabled
10 4 4 ] Disabled

Puc. 3.46 — YripasieHnne 6e30racHocTv rnopra

Tabnmya 3.44 — YrpasrieHne 6e30rnacHocTv ropra

System Configuration (HacTpoiika cuctemsl)

Aging Enabled

Bruttounts ycrapeanue. Eciiu B 3ToM nojie ycraHoBlieH ¢uar,
TO OLIEHUBAETCs «Bo3pacT» Oe3onacHbix MAC-anpecoB B ToM
CMBICJIE, B KOTOPOM OH YYUTHIBAeTCs NapaMeTpoM Aging
Period (Cpoxk ycrapeBanusi). Korna ycrapeBanue BKIOYEHO, C
TOTO MOMEHTA, KaK KOHEUHBIH XOCT CTaHEeT 0€30IacHbIM,
3amyckaercs Taiimep. Ilo ucreuenuu Taiimepa, KOMMyTaTop
HAYMHAET UCKATh KaJIphl KOHEYHOTO XOCTA M, €CIIH TaKUX
KaJIpOB HE NOSIBJIIETCS B TEYEHUE CIIEIYIOIIETO CpOKa
yctapeBanus (Aging Period), To npeanonaraercs, 4to
KOHEUHBIH XOCT OTKIIIOYMJIICS U HA KOMMYTaTope
0CBO0O0XKJIAKOTCSI COOTBETCTBYIOIINE PECYPCHI.

Aging Period

Ecam B monte Aging Enabled (Y cTapeBanue BKIIIOUEHO)
YCTaHOBJIEH (h1ar, TO CTAaHOBUTCSI BO3MOXHO 33/1aTh
JKeJlaeMoe 3HaueHue cpoka ycrapeBanus. [lo ymonuanuto
YCTaHOBJIEH cpok ycrapeBanus 3600 cekyHn. [JomycTrumslii
nuanasoH 3HaueHuit ot 10 7o 10 000 000 cexyn.

Hold Time

Bpewms ynepxxanus, uaMepsieMoe B CEKYH/1aX, UCTIOIb3YyETCA
JUISL onpeAesieHus Toro, kak noiaro MAC-anpec xpaHurcs B
tabnue MAC-aapecos, eciu ObLI0 0OHAPYKEHO, YTO OH
HapyliaeT orpanndeHue. JlomyCcTuMbIi quamna3oH COCTaBIseT
ot 10 1o 10 000 000 cexyna, no ymonyanuto - 300 cexyHa.
[Tpuunna coxpanenus Hapymatomero MAC-aapeca B
tabnuie MAC-aapecoB 3aKiIr04aeTcs B IEPBYIO O4epeb B
TOM, YTOOBI TapaHTHUPOBATh, UTO OAMH U TOT ke MAC-aapec
HE BbI3bIBAET HENIPEPHIBHBIX YBEJAOMJICHUH (€CJIHM BKIIOUYEHBI
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‘ YBEAOMJIEHHSI O KOJIMYECTBE HAPYILLIEHUI ).

Port Configuration (Hactpoiika mopra)

Port OTtobpakaeTcst HOMep nopra. “*”” 03HauaIT MPUMEHEHUE KO
BCEM I1OpPTaM.
Mode Bxirouaer uiM BBIKIIOYAET YIIPABICHUE OTPAaHUYCHUEM

KOJIMYECTBA XOCTOB MOPTA (110 K&XKIOMY HMOPTY OTICIBHO).
Urto0sl crenaTh TaHHYI0 (QYHKIINIO pab0TOCTIOCOOHOM,
HEOOX0IMMO BKIIIOUUTh €€ KaK IJ100aIbHO, TaK M JJIsI TOPTA.

Limit Bxirouaer iy BBIKIIIOYAET yIIPABICHUE OIPaHUYEHUEM
KOJIMYECTBA XOCTOB MOPTA (110 KaXKIOMY HOPTY OTIEIIBHO).
Urto0sl cienaTh TaHHYIO (QYHKIIIO pab0TOCTIOCOOHOM,
HEOOXOMMO BKIIIOUUTh €€ KaK ITI00aIbHO, TaK M JJIsl TOPTA.

Violation Mode Br16op pexuma npu npesbiieany npeaena MAC-aapecoB Ha
opTy

Protect — HUYero He MpeaNpPUHIMATH

Restrict - Eciiu npeaen nocturnyT, nocneayromme MAC-
azpeca opTa OyAyT IMOACYUTAHBI U OTMEUEHBI KaK
Hapyuaromue. Takue anpeca MAC yaanstoTcs U3 TaOIHIIbI
MAC-aapecoB o UCTEUEHUU BPpEMEHH yaepkaHus. B
Jy4IlleM ciiy4ae HapylleHus npeenbHbix 3Hadennit MAC -
aJzipec MOXKET OBITh TIOMEUYEH KaK HapyIIeHHUE B JIF0O0MH
MOMEHT BpEMEHH.

Shutdown- Eciu ipeaen 1OCTUTHYT, TO 3TO PUBEAET K
OTKJIFOUEHUIO MOpTa. ITO 03HAYAET, UTO BCE 3AIIUIICHHBIC
MAC-anpeca OyyT yaajaeHbl U3 IOpTa U HOBBIE aJpeca He
OyJlyT M3y4CHBI.

Violation Limit Hactpoiika makcumanbHoro koiauuectsa MAC-aapecos,
KOTOpPbIE MOTYT OBITh IOMEUYEHBI KaK HapyIIaroIye 3TOT
nopT. ITO Ynciio He MoxkeT npesbiarh 1023. [To ymonuanuio
- 4. OH Hcnonb3yeTcs TOIAbKO TOTAA, KOTJa yCTaHOBIIEH
pexuM restrict

Sticky Bxmrouenune npukperiennst MAC-aapecos k nopty. Korna
IopT HaxoAuTcA B pexxnMe sticky, Bce MAC-anpeca,
KOTOpBIE B IPOTUBHOM ClTydae ObUIM Obl M3YYEHBI KaK
JMHAMUYECKHE, Y3HAIOTCs KaK 3aKperJIeHHBbIE.
[Ipukpennennsie MAC-aapeca sBISIFOTCS YacThio paboueit
KOH(UTypaIyy 1 Mo3TOMY MOTYT ObITh COXpaHEHBI B startup-
config. [lpukpennenusie MAC-anpeca coxpaHsOTCs IpU
U3MEHEHHMHU CCBUIOK (B OTJIMYME OT AUHAMHUYECKUX, KOTOpPbIE
MPHUIETCS 3alIOMUHATh 3aHOBO). OHU TaKXXe BbLAEPKUBAIOT
nepe3arpysKy, eciiv pabodast KOHGUTypalus COXpaHeHa B
startup-config.

State OTtobOpakaeTcst TEKyIllee COCTOSTHUE MOpPTa ¢ TOUKH 3PEHUS
YIpaBJIEHUS] OTPAHUYEHUEM KOJIMYECTBA XOCTOB MOPTA.

Port Security Static and Sticky MAC Addresses. Hactpoiika craTu4eckux u
¢puxcuposannbix MAC-agpecos.

Jlost JIOCTyTa K HACTpOWKaM HE00XO0INMO MepEeUTH o BKJIQJIKE
Configuration— Security—Switch—Network— Port Security—>MAC Addresses (Puc. 3.47)
(Tabun. 3.45).
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FPort Security Static and Sticky MAC Addresses

Delete | Port [ VLANID | MAC Address | Type
| Delete | [Select...v| | 1| | 00:00:00:00:00:00 | [Static v

| Add Mew MAC Entry |

Puc. 3.47 — HacTporika cTaTndeckux u ukcrpoBaHHbsix MAC-agpecos

Tabmua 3.45 — Hactpovika cratmqeckux m @ukcnpoBarHbix MAC-agpecos

Delete Y 1anuTh TEKYIIYIO 3alUCh

Port Howmep nopta, k kotopomy npussizan MAC-aapec.

VLAN ID WaeHtndpumkatop VLAN

MAC Address | MAC-aapec

Type Yka3bIBaeT THUI 3aHCH U MOKET ObITh CTATUYECKUM MM (DUKCHUPOBAHHBIM

q | Add New MAC Entry |

Knomnk CITy’KUT ISl TOOABIICHUS] HOBOW 3aITUCH.

4.2.19.NAS (Network Access Server)

Kondurypuposanue cepsepa nocrymna B ceTh (Network Access Server) mosie3Ho B ceTeBoii cpeae,
B KOTOPOM JK€IaTeIbHO ayTeHTU(PULUPOBATh KIMEHTOB (supplicants) 10 TOro, Kak OHM HOJIyd4ar
JOCTYIl K pecypcaMm 3amuiieHHod cetu. st sddexTuBHOTO yrpaBieHHs JOCTYIOM JUIs
HeusBecTHbIX KiueHTOB, IEEE paspaboran cranmapt 802.1X, obecneuuBaromuii mporenypy
ayTeHTH(HUKAUU Ha TMOPTY, MPEJOTBPAIIAIOIIYI0 HECAHKIIMOHUPOBAHHBIA OCTYN K CETH IIO
3ampocaM IOJb30BaTelel, BIEPBbIE MPEJOCTABISIIOIMX YYETHbIE JaHHble Ul Lesei
ayreHTudukanuu. Kommyrarop, coeqMHAIONNI KIHeHTOB U radius-cepBep, 00bIYHO paboTaeT Kak
ayreHTH(]uKaTop. s oOMeHa COOOIIEHUAMY ay TEHTU(DUKALMU MEXY KIIMEHTaMU U y1alleHHbIM
RADIUS-cepBepom, NpoBEpSAIONIMM ayTEeHTUYHOCTh IIOJB30BATENII W €ro ImpaBa JAOCTYIA,
ucnonb3yercss EAPOL (pacimpeHHBI TPOTOKOJ ayTeHTU(HUKAIMU 0 JIOKAJIbHBIM ceTsaM). Ha
JAHHOW CTpaHUIE MO’KHO HACTPOUTh KOHPUTypaluio ayTeHTuuKaropa J1nbo riaodaibHO, Tu60
JUISL KaKJIOTO TOPTa OTAEIBHO.

s JIOCTyna K HACTPOUKaM HE0OXOAMMO MePEUTH o BKJIQJIKE
Configuration—Security—Network—NAS (Puc. 3.48) (Tab6mn. 3.46).
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Network Access Server Configuration

System Configuration

Mode

Digabled [

Reauthentication Enabled

Reauthentication Period

3600 seconds

EAPOL Timeout

30 | secands

Aging Period

[300 | seconds

Hold Time

[10 | seconds

RADIUS-Assigned QoS Enabled

RADIUS-Assigned VLAN Enabled

Guest VLAN Enabled

Guest VLAN ID

1

Max. Reauth. Count

2

Allow Guest VLAN if EAPOL Seen

Port Configuration

. RADIUS-Assigned | RADIUS-Assigned Guest
i R QoS Enabled VLAN Enabled | VLAN Enabled | POt State Restart
= | " B C —
1 |Force Authorized w Globally Disabled
2 |Force Authorized W Globally Disabled
3 |Forcs Authorized Glabally Disabled
4 |Force Authorized W Globally Disabled
5 |Force Authorized  w Globally Disabled
6 |Force Authorized W Globally Disabled
7 |Force Authorized  w Globally Disabled
& |Force Authorized w Globally Disabled
9 |Force Authorized w Globally Disabled
10 |Force Authorized  w Globally Disabled

Puc. 3.48 — KoH@urypmposaHue cepsepa AOCTyrna B CETh

Tabrmya 3.46 — KoHgurypuposaHne cepsepa A0CTyra B CETb

System Configuration (Hactpoiika cucteMsl)

Mode

Bxirouaer Ha kommyTaTope riaobanbHo 802.1X u ayTeHTHUKaIIIO Ha
ocHoBe MAC- anpecos. Eciu ri106ambHO 3T IPOTOKOJIBI BBIKJIIOUEHBI,
nepeiada KaJpoB OyJeT pa3zpelieHa Ha BceX mopTax.

n Enabled

Reauthenticatio

YcranoBure (aar B 3TOM MoJie, 4TOObI pa3pelnuTh KIUEHTaM MOBTOPHYO
ayTeHTU(UKAIHIO 110 MCTCUYCHUHN HHTEPBAJIa BPEMEHH, 3a/IaHHOTO B ITOJIC
"Reauthentication Period" (MuTepBan noBTOpHON ayTeHTU(DUKALINN).
[ToBTOpHYO ayTEHTU(PHUKAITNIO MOKHO HCIIOIB30BATH JUISI ONIPEICIICHUS
TOT0, MOAKIIYEHO JIM K MOPTY KOMMYTaTopa HOBOE YCTPOMCTBO.

n Period

Reauthenticatio

WNHTepBan BpeMeHH, 110 UCTEYEHUH KOTOPOTO MOJKIOYEHHOE YCTPOHCTBO
MOXET OBITh ayTEeHTU(UIIMPOBAHO MOBTOPHO. [10 yMOIuaHHIO yCTaHOBIIEH
MHTEpBaJl NOBTOpHOM ayTeHTHUuKauuu 3600 cexyna. JlomycTumsblit
JauanasoH 3HaueHui ot 1 1o 3600 cexkyH.

EAPOL
Timeout

WuTepBan BpeMeHU, B TEUEHHE KOTOPOTO KOMMYTAaTop OyIeT OKUAaTh
OTBET OT MOAABILETO 3aIIPOC Ha JOCTYII K CETH YCTPONCTBA B TEUEHUE
ceccHM ayTeHTH(UKAIMK Mepes TeM, Kak nepenath nakeT Request Identify
(3anpoc unentudukanun) EAPOL. [To ymomuanuro 3anano 30 cexyH.
HonycTtumplid tnana3oH 3HadeHui oT 1 10 65535 cexkyHa.

Aging Period

WuTepBan BpeMeHHU, ONpeAeIoNui J0MyCTUMOE BpeMs JOCTYIa KINEHTa
K KoMMyTaTopy Juist ayrentudukarmu no 802.1X u MAC- aapecy. [1o
yMom4anuto coctanisier 300 cexkyHa. JlomycTUMBIN quana3oH 3HAYeHUH OT
10 no 1 000 000 cexyna
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Hold Time

Bpewmst, o ucreyeHnn KOToporo HHaUIupyercs otkasz EAP, nmu6o
npeBbillieHre nHTepBasia oxuaanns RADIUS, u3-3a yero KIMeHT He
MOJTy4YrJI TIOCTYI. ITa HACTPOHKA MPUMEHSIETCS K MOpPTaM, paboTar0IuM
npu ayreHTudukanuu Single 802.1X, Multi 802.1X unu Ha ocHoBe MAC -
anpecos. [1o ymomyanutio BpeMs yaepkuBanus coctasisier 10 cexyH.
Honyctumbiid tuana3on 3HadeHu ot 10 1o 1 000 000 cexkyHa.

Radius -
Assigned QoS
Enabled

YcranoBure (aar B 3TOM 1oJie, YT00bI r100anbHO BKIIOUUTE QOS,
HazHauyaembli RADIUS.

Radius-
Assigned VLAN
Enabled

Homep VLAN, na3znauennsiiit RADIUS, obecnieunBaeT cpencrpa s
LEeHTpaan30BaHHOro ynpasieHuss VLAN, KoTopoMy IpUHAIEKUT
YCHEUIHO ayTeHTU(PHUIIMPOBAHHOE YCTPOUCTBO, MOAKIIOYEHHOE K
kommyTtaropy. s VLAN, npucBoenHomy mpotokosnom RADIUS, Gyner
KJIaCCU(DUITMPOBATHCS 1 KOMMYTHPOBAThCs BXo i Tpaguk. RADIUS-
CEpBeEp JOJKEH OBITh HACTPOEH Ha Nepeady CHelMaIbHbIX aTpuOyTOB
RADIUS m1s moaydeHus MpeuMyIIecTB OT 3TON (GyHKIUU. Y CTAaHOBKA
¢nara B mone "RADIUSAssigned VLAN Enabled" mo3Bosisier 6p1CTpO
(r106asIbHO) BKIIFOUUTE/BBIKIIOUUTH pucBoenre RADIUS-cepBepom
meTok VLAN. Korna ¢uar ycraHoBIIeH, 1yOJIUKaThl HACTPOEK
WHAUBUAYAIBHOTO TIOPTa ONPEIEIISIIOT, BKIFOUEHO JIM Ha TAHHOM MOPTY
npucBauBanne VLAN npotokonom RADIUS. Korna ¢uar B nose cHsT,
npucBauBanne VLAN nporokonom RADIUS oTkitoueHo Ha Bcex mopTax.

Guest VLAN
Enabled

I'octeBas VLAN sBnsercs cnennanbao VLAN, TUINYHBIM Ha3HAYCHHEM
KOTOPOM SABJIAETCS IPEJOCTABIEHUE OIPAHUYEHHOIO JOCTYIIA K CETH.
Korna ¢nar ycranoBneH, 1y0inMKaTbl HACTPOEK MHIUBUYaJIbHOTO IIOPTa
OIIpeNIeNAI0T, MOXET JIM NOPT ObITh nepemMenieH B rocreByto VLAN. Korna
¢uar B nojie CHST, BO3MOXXKHOCTh IlepeMelleHus rnopra B rocteByro VLAN
OTKJIFOUYEHA Ha BCEX NOpTaXx.

Guest VLAN ID

Homep VLAN ID paGotaet TosibkO B TOM ciyyae, korga rocreBas VLAN
BkitoyeHa. VLAN ID npencrasnser coboit 3HaueHHe, IpucBauBaeMoe
NOpTy, eciu nopt nepemeniaercs B rocreByto VLAN. /luana3zon 3HaueHui:
ot 1 1o 4095.

Max. Reauth.
Count

MakcuManabHOE YHCIIO MOBTOPHBIX ayTeHTU(UKauii. MakcumanbHoe
YHCII0 Tepeiad KOMMYTaTOpOM Kajipa 3anpoca ujaeHtuduxanuu EAPOL,
ocraroiuxcs 0e3 oTBeTa rnepej TeM, Kak nopT OyAeT 700aBjIeH B TOCTEBYIO
VLAN. 3HayeHne MOXeT ObITh H3MEHEHO TOJIBKO B TOM CIIy4ae, €Clii
rocteBasi VLAN BximroueHa rinobdanpHo. J{manazon 1~255.

Allow Guest
VLAN if
EAPOL Seen

Paspemarts rocreByto VLAN, ecniu Bunen EAPOL. KoMMyTatop nomHur,
6b11 iu ipuHAT Kagp EAPOL B Teuenue Bpemenu xu3nu nopta. Kornaa
KOMMYTAaTOp IPUHUMAET pelIeHue 0 BxoJe B rocreByto VLAN, oH cHavana
IIPOBEPSIET, BKJIIIOUEHA WJIM BBIKJIIIOUEHA 3Ta onuus. Eciau oHa BeIKIIOUYEHA
((pnar B mose cHAT — 3HaUCHHE MO YMOJIYAHHIO), KOMMYTATOp BOMIET B
rocreByto VLAN Ttonbko B ToM ciyyae, ecinu kaap EAPOL He 611 npuHAT
Ha MOPTY B TEUEHHE BPEMEHH >KU3HU nopTta. Ecnu onuus BriroveHa (¢iar
B I10JI€ YCTAHOBJIEH ), KOMMYTaTOp BoWaeT B rocteByto VLAN, naxe eciu
kazp EAPOL Obu1 npuHAT Ha MOPTY B TEYEHUE BPEMEHHU KU3HH MOPTA.
3HaueHUe MOXKET ObITh H3MEHEHO TOJIBKO B TOM Cllydae, €Clid ToCTeBast
VLAN BKJIt0YeHa I7100aJIbHO.

Port Configuration (Hactpoiika mopra)

Port

Howmep nopta. “*” o3HayaeT npuMeHeHHEe KO BCEM IOPTaM.

Admin State

Bribupaer pexum ayTeHTHQHUKaIMU nopTta. JlaHHas HacTpoiika paboTaer
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TOJILKO B TOM CIIydae, Korja riobanbHo BkitoueH NAS. Pexxumbl paOoTh:
Force Authorized (IlpunyaurensHas apTopusanusi): B aTom pexume
paboThl 56 KOMMYTaTOp OTIPABUT OJUH KaJp yCIEHIIHON
(ayrentudukanun) EAPOL, eciu ocymiecTBiIseTCsl MOAKIIOYEHUE K TTOPTY,
IIPYU 3TOM JI00OMY KJIMEHTY Ha IOPTy OyAET pa3pelieH J0CTyl K ceTH 0e3
ayTeHTU(UKAIUH.

* Force Unauthorized (IlpunynuTenpHast He aBTopu3anus): B aToM pexxnme
paboThl KOMMYTATOpP OTIPABUT OJUH KaJp OTKa3a (ayTeHTH(UKALIUN)
EAPOL, ecu Oyet oCcyIIecTBISICTCS MOIKIIOYCHHE K TIOPTY, IPU 3TOM
1r000MYy KIMEHTY Ha MOpTy OyJeT 3alpeleH JOCTYII K CETH.

* Port-Based 802.1X (802.1X nHa ocHoBe nopTta): B 3TOM pexxnme paboTbl
Tpedyercs, 4ToObI cepBepoM ayTeHTUUKAIIMK ObLT aBTOpr30oBaH dotlx-
coBMeCTUMBIN KiueHT. Kimenrtam, He odmanaronum dotlx-
COBMECTHMOCTBIO, JOCTYII OyAET 3alpeLIeH.

* Single 802.1X (AyTtenTuuKkanus NpeuMyIIeCTBEHHO OJHOTO YCTPOWCTBA
o 802.1X): B pexume padotsr Single 802.1X, ayrennudumupoBarbcst Ha
nopTy OyeT MPEUMYIIECTBEHHO OHO KIMEHTCKOE YCTPOMCTBO,
OTITPaBHBIILEE 3aMPOC HA JOCTYII K pecypcam ceTH. J{Jis CBSI3M MeX Ty
KJIMEHTCKUM YCTPOMCTBOM U KOMMYTAaTOPOM UCHOJb3YIOTCS HOPMAJIbHbIE
kaapsl EAPOL. Eciu k nopty nogxito4eHo 0osee 0lHOT0 KJIMEHTCKOIO
YCTPOMCTBA, NEPBBIM U3 HUX OYyIET CUUTAThCS TO, KOTOPOE MOSIBUIIOCH
paHbIlie BCEX OCTAJIBHBIX B TOT MEPUO/], KOT/Ia MOPT ObLT BKI0OUeH. Eciun
TaKO€ KIIMEHTCKOE YCTPOUCTBO HE OTIPABUIIO PABHIILHON YUETHOM
UH(POpPMALIUU B TE€UCHUE 33/1aHHOTO BPEMEHH, IAHC TOJIYYHT APYToe
KJIMEHTCKOE yCTPOHCTBO. Kak TONBKO KIMEHTCKOE yCTpoilcTBO Oy et
YCIICUIHO ayTeHTU(UIIPOBAHO, TOIBKO eMy OyJeT pa3pelieH J0CTyI. DTOT
peKuM paboThlI siBIIsieTCsl Hanbosiee 6e30acHbIM U3 BCeX
MOJIEP’KUBAEMBIX PEKUMOB. B 3TOM pesxknme [utst odecrieueHust
6e3onacHoct MAC - aapeca KIMEHTCKOTO YCTPOMCTBA HCIIOJIb3YeTCs
moayis “Port Security” (bezonacHocTh mopTta) (1ocie Toro, Kaxk
YCTPOMCTBO OYJET YCHEIIHO ayTeHTU(DUIIUPOBAHO).

* Multi Single 802.1X (AyrenTudukanus MHOTUX 57 yCTPOMCTB 1O
802.1X): B pexxume pabots Multi 802.1X, ogHo uinu 6ojee KIMEHTCKUX
YCTPOHCTB MOTYT OBITh ayTEHTU(UIIPOBAHBI HA OJHOM M TOM K€ MOPTY B
OJIHO U TO k€ BpeMs. Kaxxoe kimneHTckoe ycTpoiicTBO
ayTeHTU(UIUPYETCS UHANBUIYABHO; ero 6e3omnacHocTh B Tabimie MAC
- afpecoB obecnieunBaeT Moayib “Port Security” (bezomacHocTs mopra).

* MAC-based Auth. (ABropusanus Ha ocHoBe MAC - anpecoB): B oTanune
ot ayreHTH(ukanuu 802.1X, npu ayrenTudukanuu Ha ocHoBe MAC -
aJipecoB He MPUHUMAIOTCs U He nepenatorcs kaapsl EAPOL. ITpu
ayreHTH(uKanuu Ha ocHoBe MAC - afpecoB, AJ1s OJIOBUHBI KJIMEHTOB
KOMMYTATOp padoTaeT, Kak KIMEHTCKOe YCTPOUCTBO, TIOCIIABIIEE 3a1poC
Ha JIOCTYTI K pecypcam cetd. HauanbHbll kajap (;1ro0oro tuna),
OTITPABIICHHBIN KIIMEHTOM, aHAITM3UPYETCSI KOMMYTaTOPOM, KOTOPBIH, B
CBOIO ouepelb, ucnoiab3zyeT MAC - ajipec KJIMEHTa B KaueCTBE HUMEHH
MOJIK30BATENS ¥ MApoJIs B ociieaytonieM ooMene nanapiMu ¢ RADIUS-
cepBepoM 1o EAP. 6-6aiitabiit MAC - anpec npeoOpas3yeTcs B CTPOKY
BUJA "XX-XX-XX-XX-XX-XX", [JIe TUpE (-) UCIIOJIb3YETCS B KaUeCTBE
CHUMBOJIa-Pa3/IeIUTEN MEX/Ty [IeCTHAAATEPUUIHBIMU IIU(PpaMU
(3amMcaHHBIMU CHMBOJIAMH HWKHETO peructpa). KommyraTtop
NOJIEP>KUBAET TOJIbKO MeTo1 ayTeHTuukarmn MD5-Challenge, mostomy
RADIUScepBep foikeH ObITh COOTBETCTBYIOIIMM 00pa3oM
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CKOH(UTYpHPOBaH.

Radius-
Assigned QoS
Enabled

VYcranoBure iar B 3ToM mose, uToos! BKirounTh RADIUS-Assigned QoS
Ha MOPTY.

Radius-
Assigned VLAN
Enabled

YcranoBure ¢uaar B 3ToM noje, 4yroosl Bkiount RADIUS-Assigned
VLAN Ha nopty.

Guest VLAN
Enabled

YcranoBute (iar B 3TOM 1oJie, YTOObI BKIIFOUNUTh TocTeByr0 VLAN Ha
opTYy.

Port State

OTtoOpaskaeTcs TeKylllee COCTOSIHUE MOpTa (B CMbICIIE ayTeHTU(DUKAIIIT
802.1X). Bo3MOHBI ClIEeAYIOIINE COCTOSIHUS:

* Globally Disabled (I'mo6anbno BeIKITIOUeH): AyTeHTruKarms mo 802.1X
u ayreHTudukanus mo MAC-aapecam ri100aabHO BHIKITIOUYCHBI.

* Link Down (ITopt BeikitO4eH): AyreHTudukanus mo 802.1X u
ayrenTudukanms mo MAC-anpecam BKIFOYEHBI, HO K IOPTY HUYETO HE
MOJIKJIFOUEHO.

* Authorized (ABTopu3oBan): [lopT npuHYIUTEIHHO MIEPEKITIOUECH B
ABTOPU30BAHHBIN peXUM pabOThl U KJIMEHTCKOE YCTPOMCTBO YCIIEITHO
ABTOPH30BAHO.

* Unauthorized (He aBropusoBan): [lopT npuHyauTenbHO NEpeKItOueH B
HE aBTOPU30BAHHBII PEKUM pabOTHI, aBTOPU3AIUS KIMEHTCKOTO
ycrpoiictBa RADIUS-cepBepoM ObLi1a HEYCIEIHOM.

* X Auth/Y Unauth (X aBropmu3oBano/Y He aBTOopr3oBaHo0): [lopT paboraeT
B PEKMME C MHOXKECTBOM KIIMEHTCKUX YCTPOUCTB. X KIMEHTCKUX
YCTPOWCTB aBTOPU30BaHO, a Y — HE aBTOPU30BAHO.

Restart

[Tpu nepe3anycke ayTeHTU()UKALNMU KIUEHTA UCIOIb3YETCsl OAMH U3
METO/IOB, ONMCAHHBIX HIDKE. IMelTe B BHly, YTO KHOIIKH TIepe3anycKa
paboTOCIIOCOOHBI TOJIBKO B TOM ciIydae, KOrJa Ha KOMMYTaTope ri1o0aibHO
BKJTIOYEH PeXHUM ayTeHTHuKanuu (Ha ctpanune System Configuration
(Hactpoiika cucremsr), a Admin State (AAMHUHHCTPATUBHOE COCTOSTHHE)
nopta umeet 3HaueHue EAPOL-based (Ha ocnoBe EAPOL) miiu MAC-
Based (Ha ocHoBe MAC-anpecoB). [Ipu Ha)xaTUM KHOIIOK HAaCTPOMKH Ha
cTpanulle u3MeHeHnsl He OynyT. Reauthenticate (IToBropHas
ayreHTH(uKanus): [loBTopHas ayTeHTH(PHUKALKS B TOM clly4yae, Korjaa
MCTEKAeT MepUO/] TUIIIMHBI HA TIOPTY (ayTeHTH(HUKALNS HA OCHOBE
EAPOL). [Ipu ayrentuduxannu Ha ocHoBe MAC-aipecoB, MONbITKA
MIOBTOPHOM ayTeHTH(UKaUU OyIeT MpennpuHsaTa HeMeaaeHHo. KHonku
OyayT paboTOCIOCOOHBI, €CIHM KIMEHTHI YCIEIHO ayTeHTU(UIIMPOBaHBI HA
HOPTY, U HE Oy1yT pabOTOCTIOCOOHBI, €CIIN KIIMEHThl BpEMEHHO HE
aBTopu3oBaHbl. Reinitialize (IloBTopHast HHUIIMATHU3AIIHS ) BBITIOJIHIETCS
NPUHYIUTEITbHAS TOBTOPHAS HHALIMAIN3AIUS KIMEHTOB Ha MOPTY, a 3aTeM
— HeMeJIeHHas OBTOpHas ayTeHTuukaus. Korga uaer nopropHas
ayTeHTH(HKALWs, KIUEHTHI OyIyT epeBeACHBI B HEABTOPU30BaHHOE
COCTOSIHHE.

4.2.20. ACL. Cniuckm gocryna
ACL sBnsieTcss MOCIEIOBAaTENbHBIM CIIUCKOM, HCIIOJIb3YEMBIM [UIS pa3pelieHHsl WIN 3arpeTa
JOCTyTIa TIOJNB30BaTeNiel K WH(OpPMAlM WM K BBHIOJHEHUIO 3a/7a4 MO CeTH. B JgaHHOM
KOMMYTATOpe IO0JIb30BaTeld MOTYT 33JaTh IpaBHJia, MPUMEHseMble K HOMEpaM IOpPTOB s
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pa3pelieHus Wik 3ampeTa onepanyid Wikl OTpaHUYeHUs NMpeebHOM ckopocTH. I moctyna K

HaCTpOMKaM

HE00X0IUMMO nepenTu o BKJIQJIKE

Configuration— Security— Switch—Network—ACL.
ACL Ports Configuration (Konpurypupoanue ACL nns mopros) (Puc. 3.49) (Ta6mn. 3.47).

ACL Ports Configuration

Port | Policy ID | Action [ Rate Limiter ID | Port Redirect [ Mirror | Logging | Shutdown | State [ Counter

Disabled

* 0 |c>

vl =~ ol [~ [E_ v[E v [= v .

A

Port 2
Disabled

-

0| [Permit | [Digabled v | Fort 1 |Disabled v | [Disabled v | [Disabled | |Enabled » | 0

Pot2 -
Disabled

2 0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled v | [Disabledw | |[Enabled | 616455

Pot2 ~
Disabled

(58]

| o [Pemitv] [Disabled v|  |Pert 1 [Disabled v | [Disabled w| [Disabled | [Enabied | 0

Pot2 -
Disabled

N

[ o [Permitv] [Disabled~|  |Port 1 |Disabled v | [Disabled v | |Disabled | [Enabled v | 0

Pot2 ~
Disabled

(5]

0| [Permitw | [Digabled v | Port 1 |Disabled v | [Disabled v | [Disabled | |Enabled » | 0

Port2 -
Disabled

o

0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled »| [Disabled v | [Enabled + | 0

Pot2z
Disabled

-

0| [Permitw| [Disabled v | Port 1 [Disabled v | [Disabled »| [Disabled~| [Enabled +| 0

Pot2z ~
Disabled

L] 0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled | |Disabledw | |Enabled w | 1]

Pot2 ~
Disabled

[f=]

[ o [Pemitv] [Disabled~|  |Port 1 [Disabled v | [Disabled v| |Disabled~| [Enabled | 0

Pot2z ~
Disabled

10 [ o] [Pemitv] [Disabledw|  |Port 1 [Disabled v | [Disabled v| [Disabled v | [Enabied v | 0

Fort 2

L]

Puc. 3.49 — KoHgurypuposarHne ACL 47151 nopToB

Tabnmya 3.47 — KoHgurypuposarnmne ACL 47159 nopToB

Port

Howmep nopra

Policy ID

[TpucBanBaeT naeHTU(HUKATOP MPABUII CIIHCKA JOCTYTIA ONPEICTICHHOMY
nopty. [TopT MOXeT UCTIONb30BaTh TOJIBKO OJJMH UACHTU(DUKATODP MPABUI
CIHCKa JIOCTYIIA, OTHAKO, UACHTU(PUKATOP MPABHJI CIIUCKA JTOCTYTIa MOKET
OBbITh MPUMEHEH KO MHOIMM nopTaM. [1o yMom4aHuio uaeHTUPHKATOD
umeet 3HaueHue 0. JlomycTuMbli auana3oH 3HaueHui 0~255.

Action

Paspemaer nnu 3anpemaer Kagp Ha OCHOBE TOT'0, COINIACYETCs JIU OH €
IIPaBUJIOM M3 IPUCBOCHHOW IPYIIIBI IPABUII

Rate Limiter ID

Bribupaet nieHTH(GUKATOp OTpaHUUUTENSE CKOPOCTH, TPUMEHSAEMOT0 K
nopty. [IpaBuiio orpaHUYIHTENSI CKOPOCTH MOXKET OBITh 3a/IaHO Ha
cTpanuue HacTpoiku ‘“Rate Limiters” (OrpaHHUUTENIN CKOPOCTH).

Port Redirect

Br16op nopTa, Ha KOTOPBIN EPEeHANPABJISAIOTCS COTTIACYIONINECS Kaphl.

Mirror

Bxirowaer wnm BoIkITIOYaeT QyHKLMIO 3epkanupoBanus. Korga GpyHkius
3epKaIMPOBAaHUS BKIIOUEHA, KOIIMU COTJIACOBAHHBIX KaJpOB OyAyT
3epKaJIMpPOBaTHCS B OPT Ha3HAUEHUS, 3aJJaHHbIN HAa CTPAHUIIE HACTPOIKU
“Mirror” (3epkano). ITUM MapaMeTpoM 3a/1aeTcs 3epKaTMpPOBaHUE ITOPTa
Ha ocHoBe ACL, a mopT 3epkanMpoBaHus 3a/1aeTCA Ha O0IIIEH CTpaHUIIe
HACTPOMKH 3epKaja, peaJn30BaHHON He3aBUCUMO. J{J1s1 MCTIOIb30BaHUS
3epkanupoBanus Ha ocHoBe ACL Bkirounte napamerp Mirror (3epkano) Ha

235




crpanune ACL Ports Configuration (Hactpoiika moptoB ACL). 3atem
oTkpoiite crpanuity Mirror Configuration (HacTpoiika 3epkana), B moje
“Port to mirror on” (ITopT, B KOTOPBIN MPOU3BOIUTCS 3€PKATMPOBAHHE)
3a/aiTe TpeOyeMbli TOpT Ha3Ha4YeHHMs, rmoje “Mode” (Pexxum paboThr)
ocrabTe Disabled (Boikiioden).

Logging

Bxittoyaer perucrpanuio corjacyoumxcs KaJpoB B CUCTEMHOM JKypHaJIe.
Jis mpocMOoTpa CriMcKa CUCTEMHBIX COOBITUH, BOMANUTE B MEHIO System
(Cucrema), 3aTeM HaOXMHUTE MBIIIBIO oo “System Log Information”
(Mudopmariyst CHCTEMHOTO KYypHAJIa).

Shutdown

ITO MoJIe MO3BOIIET 3aaaTh, CJICAYCT JIM OTKIIIOYATh IIOPT, KOrjga
COTIACYOIIMECCA KaApPhbl MMOABJIAIOTCA HA IMOPTY.

State

Bri6op cocTosiHus mopra:
* Enabled (BxirounTs): m03BOJIIET IEPEOTKPHITH TOPT.
* Disabled (BbIk1109NTB): T03BOJISIET 3aKPHITH MOPT.

Counters

UYucno kaapoB, KOTOPBIE COTIACYIOTCS € IPABUIIAMH, OIIPEIEICHHBIMU B
BbIOpaHHOM IpynIe npaBuil.

Rate Limiters (Orpanuuurtesnu ckopoctu) (Puc. 3.50) (Ta6.1. 3.48).

ACL Rate Limiter Configuration

Rate Limiter ID |

=
G

= i
E W
L4 IR

Rate | U

1

2 | 1| pps W
3 | 1| pps W
4 | 1| pps W
5 1 pps W
6 I 1I
7 | 1| ppS W
8 | 1| pps W
=] | 1| pps W
10 | 1| pps W
1| 1| [pps w
12 | 1| pps W
13 | 1| pps W
14 | 1| LS W
15 | 1| pps W
16 | 1| [pps w

Puc. 3.50 — OrpaHnantesm ckopoctm

Tabnmya 3.48 — OrpaHnyntenn ckopoctm

Rate Limiter ID | Otobpaxxaercst naeHTH(HUKATOP KAXKIOTO OTPAHUIUTENSI CKOPOCTH

Rate Yka3aHO MOPOTroBOE 3HAUEHUE, MIPHU MPEBHIIICHUH KOTOPOTO MAKEThl OyayT
otOpacbeiBaThes. Jlnana3zon nonycrumeix 3Hadenuit 0~3276700 pps
(makeros/cek.) uau 1, 100, 200, 300...1000000 xk6uT/c.

Unit Br100p ennHUIl H3MEPEHHS] CKOPOCTH
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Access Control List (Cniucok gocryna) (Puc. 3.51) (Tao.a. 3.49).
CHI/ICOK A0CTyIIa 3a4acT IIpaBUJIa (bHHBTpaHHH AJId TTOJIMTUKKU AOCTYyIIa — IJIA ONPCACICHHOTO
nmopra WM Ui Bcex MOpToB. [IpaBwiia, mpuMeHEHHbIE K TIOPTY, HAUYWHAIOT JCHCTBOBATH

HEMCOJICHHO.
Access Control List

Configuration

ACE [ Ingress Port |

Policy / Bitmask | Frame Type [ Action | Rate Limiter | Port Redirect | Mirror | Counter |

Puc. 3.51 — Crincok gocryna

Tabmya 3.49 — Crimcok gocTyna

Ingress Port Bxopsiimuii nopT 3JieMeHTa CIUCKA JOCTYNa.

Policy Bitmask | Homep nmonutuku u macka 6utoB ACE.

Frame Type Tun kazgpa, CONIACYIOIIErocs C 3TUM IPABUIOM.

Action OToOpakaeTcst TUIT OTIEpaIMH - permit (paspenuTs) b0 deny

(3anpeTuTs).

Rate Limiter

OT06pa>I<aeTc;1, BKJIFOUCH MJIM BBIKJIFOYCH OT'PAHHUYHTCIIb CKOPOCTHU, KOT'1a
HalJICHEI COTJIaCYIOIUCCA KaapPbl

Port Redirect B sTom mosne otobpaxaercs, BKIIOUEHO UM BBIKIIFOUYEHO
IIepeHaIpaBIeHUE OPTa.

Mirror B sTOM nose orobpakaeTcs, BKIOUYCHA MM BHIKIIOUYECHA (QYHKIHUS 3epKaja.

Counter B sToM mosie oToOpaxaercs 4icio KaJpoB, COTTACYIOIIUXCS C KAKUMU-

h105(e]0) IMpaBujiaMu, OMMPCACICHHBIMU IJId 3TOr'0 CIIMCKA JOCTYIIA.

UTo0BI 7OOABUTH HOBBIM 3JIEMEHT CITMCKA JOCTYTa HAKMUTE MBIIIBIO Ha 3HAK TuTtoc (Puc. 3.52)

(Tabm. 3.50).
ACE Configuration
Second Lookup | | Disabled 4 Action Permit  »
All Rate Limiter
Fort 1 : Meanln
Ingress Port Fort 2 Mirror
Port 3 Logging
Port 4 - Shutdown
Policy Filter Any w Counter 0
Frame Type Any w

VLAN Parameters

802.1Q Tagged | | Any -
VLAN ID Filter | | Any w
Tag Priority Ay w

Puc. 3.52 — HoBbIV 371EMEHT CrivcKa

Ta6nmua 3.50 — HoBbIvi 3/1EMEHT CrIMCKA

ACE Configuration (Hactpoiika ACE)

Ingress Port

Bribepurte BXOASIINI MOPT IS SIeMEHTa CIKcKa JocTyna. Beidepute
“All” (Bce), 4ToObI IPUMEHUTH IPABUIIO CIIUCOK AOCTYIAa KO BCEM MOPTaM
1100 BBIOpATh ONpeieNeHHbIN MOPT.
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Policy Filter

Br16op Tuna ¢punsrpa nonutuku. “Any” (JIro6oit) o3HadaeT, 4To 3TOMY
MpaBUJIy HE MMPUCBOEHO GUIIbTpa MOMUTHKU. 63 Brioepute “Specific”
(CneunanbHelif), 4TOOBI OTHMIBTPOBATH KOHKPETHYIO MOJIMTHKY O
nanHomy ACE.

Frame Type Bri0epuTte cornacyrommiics Tun kaapa. J{ocTynHbI CieTyomue TUTIbI
kanpoB: Any (JIro6oii), Ethernet, ARP, IPv4. [To ymon4anuio MOXHO
MCIIOJIb30BaTh JIFOOOH THIT KaJpa.

Action Bri0epuTe THI oneparuu - permit (pa3pemuts) aubo deny (3apeTHTH).

Rate Limiter

[To3BoJIsIeT BKIIIOYUTH WJIA BBIKJIIFOUUTH OTPAHUYUTENh CKOPOCTH, KOTa
HalJIeHbI COTIACYIOIIHUECS KapBhl.

Mirror [To3BoJIsIeT BKIIOYUTD WJIM BBIKIIOYUTH (DYHKIHMIO 3€pKaJIa.

Logging [To3BosIsieT BKIIFOUUTD WIIM BBIKIIIOYUTH PETUCTPALIUIO B CHCTEMHOM
KYpHAJIe JUIs COTJIACYIOIUXCS KaJpPOB.

Shutdown [To3BOJIsIeT BKIIOYUTD WIIM BBIKJIIOYUTH OTKIIOYEHUE TTOPTa JIJIs
COTJIACYIOIIMXCS KaIPOB.

Counter B arom none oto6pakaeTcst YUCIIO KaJpOB, COMVIACYIOIIMXCS C KAKUMHU-
1100 TpaBHIIAMH, OTIPENICIICHHBIMU JIJISl TOTO CIHCKA JIOCTYTIA.

VLAN Parameters (ITapamerpst VLAN)

802.1Q Tagged

[To3BossieT BBIOpATh, TOJKHBI JIU KaJIpbl COAEP)KATh TETH (TO €CTh ObITH
TErMPOBAaHHBIMU).

VLAN ID Filter

[To3Bonser BoiOpaTh GpuibTp VLAN ID nns nannoro ACE.
* Any (JIro60i1): punstp VLAN ID He 3anaH.
* Specific (CneunanpHslii): mo3BouseT 3a1ath Homep VLAN ID. Kanp ¢

3ananHbIM HoMepoM VLAN ID, cornacyromuiicsi ¢ JaHHBIM NIPaBUIOM
ACE.

Tag Priority

[To3Bomsier BeIOpath 3nauenue User Priority (IIpropureT mons3oBatens),
HaaeHHoro B tere VLAN u1st corsacoBanusi ¢ JaHHBIM IIPABHIIOM.

4.2.21.1P Source Guard. 3amura IP-agpeca ucrounuka

JLtst Jocryna

K HaCTpOﬁKaM HeO6XOI[I/IMO HepeﬁTH 1o BKJIaaKC

Configuration—Security—Switch—Network— [P Source Guard. Configuration (Hactpoiika)
(Puc. 3.53) (Ta6m. 3.51).
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IP Source Guard Configuration

| Mode | [Disabled v | |

| Translate dynamic to static |

Port Mode Configuration

Port | Mode | Max Dynamic Clients
= V= v
1 | Disabled w | Unlimited ~ |
2 | Disabled v || Unlimited ~ |
3 | Disablad + || Unlimited v |
4 [Disabled v || Unlimited |
5 | Disabled w || Unlimited ~ |
& | Disabled + || Unlimited w |
7 | Disabled v || Unlimited |
& | Disabled + || Unlimited v |
9 | Disabled v |[ Unlimited ~ |

10 | Disabled + || Unlimited w |

Puc. 3.53 — Hactpovika

Tabnmya 3.51 — Hactpovika

IP Source Guard Configuration (Hactpoiika 3ammtsl [P-agpeca ncrounmka)

Mode BruroueHre wim BeIKIIOYCHHE 3aUThl [P-anpeca ncrounmka
(rnobasibHOE)

Translate Haxxmute Ha 3Ty KHOIIKY, 4TOOBI TPE0OPa30BaTh JUHAMHYCCKHE 3aIHCH B

dynamic to CTaTUYECKUE.

static

Port Mode Configuration (Hactpoiika pexxrMa paboThl HOpTa)

Port

32 32)

Howmep nopra. 03Ha4yaeT NPUMEHEHUE KO BCEM MOPTaM.

Mode

Bxirouenne nnu BoIkItoueHMe 3amuTel [P-afnpeca ncrouHuka Ha mopry.
[Toxanyiicra, umeiite B BUy, Juist TOro 4toOb! 3amura [P-anpecos
UCTOYHHKA paboTaia, J0JKHbI ObITh BKIIOUEHBI U INI00aTbHBIN peXuM
paboThL, U peXUM pabOThl HA OPTY.

Max Dynamic
Clients

Bribepute MakcUMaIbHOE YUCIIO JUHAMUYECKUX KIMEHTOB, KOTOpPbIE
MOTyT OBITh 00y4€HbI Ha TOPTy. Bo3mMoxkHEI cinenytomnue BapuanTsl: 0, 1,
2, unlimited (HeorpaHMueHHOE KOJIMUECTBO). Eciiu BKIIIOUEH pexxum
paboTHI MOpTa M MAaKCUMAIILHOE YHCIIO KJIMEHTOB paBHO (), KOMMYTaTOp
Oyzaet ToibKo nepeaanars IP-nakeTsl, KOTOpbIE COINIACYIOTCS CO
CTaTHYECKMMHU dJieMeHTaMHU criucka (IP-ampecamu) it JaHHOTO TOPTA.

Static Table (Ta6auna cratudyecknx 3anuceii) (Puc. 3.54) (Tab.a. 3.52).
Static IP Source Guard Table

Delete | Port | VLANID | IP Address | MAC address
| Delete | [T v] | | | | | |

| Add New Entry |

Puc. 3.54 — Tabmiya cratmdeckux 3armcen
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Ta6nma 3.52 — Tabsivia CTaTmyeckux 3ancem

Delete Y 1anuTh TEKYIIyIO 3alUCh

Port [Topr, A1t KOTOPOTO CO3AAETCs CTaTHUECKAsl 3alKCh.
VLAN ID Beenute panee ckongurypupoBanusiii Homep VLAN ID.
IP Address Breaute xoppektHsiii [IP-agpec.

MAC Address Baeaute xoppektHbiii MAC-aapec.

Kuomnka

| Add New Entry |

CIIYXXHUT AJIA I[O6aB.]'IeHI/I5[ HOBOM 3aITHCH.

4.2.22.1Pv6 Source Guard. 3amura IPv6-agpeca ucrounuka

s

Joctyna

K HACTpOMKaM HE00X0IUMO HepenuTn 1o BKJIJ(KE

Configuration— Security— Switch—Network— [Pv6 Source Guard. Configuration (Hactpoiika)
(Puc. 3.55) (Tabmn. 3.53).

IPv6E Source Guard

Configuration

Please note:

Enabling this function requires you to change the Key Type to "MAC and IP Address™ for all
parts that will receive DHCPvE packets.
You can do this in the QoS Port Classification page.

| Mode | [Disabled v | |

| Translate dynamic to static |

Puc. 3.55 — Hacrpovika

Port | Mode | Max Dynamic Clients

® == L 4 == gt
Gi 111
Gi 172
Gi 113

Tabmuya 3.53 — Hactpovika

IPv6 Source Guard Configuration (Hactpoiika 3ammthl [IPv6-anpeca uctounuka)

Mode Bximrouenue uiu BeIKIIOYeHUE 3auThl [Pvo-anpeca ncrounmnka
(rnobasibHOE)

Translate Haxxmute Ha 3Ty KHOIIKY, 4TOOBI TPpeoOpa3oBaTh AMHAMHYECKUE 3aMUCH B

dynamic to CTaTUYECKHE.

static

Port Mode Configuration (Hactpoiika pexxuMa paboThl IOPTa)

Port

32 32)

Howmep nopra. 03Ha4aeT IPUMEHEHHUE KO BCEM MOPTaM.

Mode

IPv6 Source Guard MoeT OBITH BKIIOUYEH / OTKIIIOUEH HA OTHAEIBHBIX
noptax. [Pv6 Source Guard BkJIOUEH TOJNBKO B TOM Ciy4yae, €CiIu Ha
JTAHHOM TOpTE BKIIOUYEHBI U TT100ATBHBIN PEKUM, U PEKUM MOPTa.

Max Dynamic
Clients

VYkaxuTe MaKCUMaJIbHOE KOJMYECTBO JUHAMUYECKUX KITMEHTOB, KOTOPHIE
MOTYT OBbITh N3y4€HBI Ha JAHHOM MOPTY. JTO 3Ha4eHue MoxeT ObITh 0, 1, 2
WM HeorpaHumdeHHO. Ecii pexxuM mopTa BKITIOYCH U 3HAUYSHHE max
dynamic client paBno 0, mepecbuiatoTcst TojibKo [Pv6-nakeTsl, KoTopbie

COBITAAIOT B CTATHYCCKHUX 3allMCAX HAa KOHKPETHOM ITOPTY.

IPv6 SourceGuardStaticTable(Tadauua crarudeckux 3anuceii ipv6) (Puc. 3.56) (Tao.1.

3.54).
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IPvé Source Guard Static Table

Port[Gi1/T_w|VLANID|  |IP Address| MAC Address |[Add Entry |

[ Port | VLANID | IPv6 Address | MAC Address | |

Puc. 3.56 — Tabnmia cratmyeckux 3armcen

Tabrmmua 3.54 — Tabrimia cTaTm4eckux 3armcen

Port IIOPT, K KOTOPOMY NPUBS3aHA 3alKCh

VLAN ID Nnentudukarop VLAN s 3anucu. Eciu ¢ 3anuckro He CBs3aH
unentudukarop VLAN, B aTom nosie otodpaxaercs 0.

IPv6 Address Paspemennsiii [Pv6-aapec.

MAC Address Paszpemennsiiit MAC-anpec.

| Add Entry |
Uto0bI 100aBUTH 3aMTUCh HAKMHUTE KHOIIKY —

4.2.23. ARP inspection. Uncnexkuusi ARP
s JIOCTyna K HacTpOMKam HE00X0TUMO MIEPEUTH o BKJIQJIKE
Configuration—Security—Switch—Network— ARP inspection.
Port Configuration (Hacrpotika mopra) (Puc. 3.57) (Ta6m. 3.55).

ARP Inspection Configuration
|Mm:le| Disabled w |

| Translate dynamic to static |

Port Mode Configuration
Port | Mode | Check VLAN | Log Type

= vl v = v
1 |Disablad « | |Disabled | |Nong w |
2 |Disabledw | |Disabled~| [Nonz w|
3 |Disabled v | |Disabled v | |Nong w |
4 |Disabledw | [Disabled~| |[Nong w |
5 |Disablad « | |Disabled | |Nong w |

& |Disabled w | |Disabled ~| [Nonz «|
7 |Disabled v | |Disabled v | [Nonz « |
5 |Disabled w | |Disabled | |Nong w |
O |Disablad w | |Disabledw| |Nong w |
10 | Disabled | |Disabled | |None w |

Puc. 3.57 — Hactpovika riopra

Tabnmya 3.55 — Hactpovika nopra

ARP Inspection Configuration (Hactpoiika nacnekiiuu ARP)

Mode ‘ Bxirouaer mwim Boikitoyaet GpyHkuuio uacnekuud ARP rimo6ansHo.
Port Mode Configuration (HacTtpoiika pexxuMa paboThl IOpPTa)

Port Howmep nopra. “*” o3HauaeT npuMeHEeHHE KO BCEM MTOpTaM

Mode Bxurouaer nnu Beikimtoyaet ¢pyHkimio nHenekuun ARP Ha mopty.

[Toxkanyiicta, uMeliTe B BUIy, AJi TOro yToObl pyHKIMs nHcnekunn ARP
paboTana, JOKHBI ObITh BKIIOYEHBI M TI00AIBHBIA pEXXUM paboThl, U
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pEKUM paboTHI Ha TIOPTY.

Check VLAN BxmouaeT wim BeikiogaeT npoBepky VLAN.

Log Type JIOCTYIIHO YeThIpe THIIA )KYPHAJIOB:

* None (Her): XXypnana =Her.

* Deny (3amnpeniennsie): B sxypHai nmoMemarTcs 3anpelieHHble 2JIEeMEHTbI
CIIHCKa.

* Permit (Pa3pemennsie): B xypHall MOMEMAIOTCs pa3pelicHHbIE
3JIEMEHTHI CIIHCKA.

* All (Bce): B sxypHa mOMENIAl0TCsl BCE 3JIEMEHTHI CIHCKA.

VLAN Configuration (Hacrpoiika VLAN) (Puc. 3.58) (Ta0.. 3.56).
VLAN Mode Configuration

Start from WLAM | 1 | with |2III | entries per page.

Delete [ VLANID | Log Type
| Delete | | |

| Add Mew Entry |
Puc. 3.58 — Hacrpovika VLAN

Tabnmya 3.56 — Hactpovika VLAN

Delete Y 1anuTh TEKYIIyIO 3aIUCh

VLAN ID [To3BonsieT 3aath, Ha KakuX ceTssx VLAN BkiItoueHa (yHKIUS HHCIECKIIUH
ARP. Bo-1niepBbix, HEOOX0IMMO BKJIFOYHTH HACTPOHKH TTOpTa HA Web-
crpanuie Port mode configuration (HacTtpoiika pesxuma paboThI IopTa).
Tonpko TOT/Ia, KOTIA IS JaHHOTO TIopTa BKJIFO4eHb! 1 Global Mode
(I'moGanbHBIi pexxuMm padboThl) u Port Mode (Pexxum paboTel mopTa),
¢yuxus ARP Inspection BkiitoueHa Ha JaHHOM MopTy. Bo-BTOphIX, Ha
web-ctpanune VLAN mode configuration (Hactpoiika pexxuma VLAN)
MOJKHO 33/1aTh, kKakre VLAN OyayT nponHCHeKTUpOoBaHbl. THI )KypHaia
TaK)K€ MOYKHO HACTPOUTh OTAENbHO A Kaxaod VLAN.

Log Type JIOCTYITHO 4eThIpe TUIA )KYPHAJIOB.

* None (Her): XKXypnana Her.

* Deny (3amnpeniennsie): B sxypHai moMenaroTcs 3anpeiieHHbIe YJJIEMEHTHI.
* Permit (Pa3pemiennsie): B sxypHas noMemaroTcs pa3penieHHble
DIIEMEHTHI.

* All (Bce): B :)xypHai momeniaroTcs BCe 3JI€MEHTHI.

| Add Mew Entry |

Knomnka CILy>KMT JUIsl T0OaBJIE€HUSI HOBOM 3aIUCH.

Static Table (Ta6auna cratuyecknx agpecon) (Puc. 3.59) (Ta6.a. 3.57).

Static ARP Inspection Table

Delete | Port | VLANID | MAC Address | IP Address
[ Delete | [T ] | | | | |

| Add New Entry |
Puc. 3.59 — Tabnumuya cratn4eckux agpecos
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Tabmmya 3.57 — Tabnnya cratnyeckux agpecos

Delete Y 1anuTh TEKYIIyO 3aMUCh
Port [TopT, AJ1st KOTOPOTO CO3/IAETCSI CTATHYESCKAsl 3aIHCh.
VLAN ID [TozBonsier 3anate HoMep VLAN ID.
MAC Address Ykaxute nonyctuMbiiit MAC - aapec UCTOYHHKA.
IP Address Ykaxure nonyctumbiid [P-aapec
e i
Knonka '———————' ciyuT U1 10OaBJICHUS] HOBOM 3aITUCH.

Dynamic Table Status (Cocrossnne nnnamudeckoii Tadaunsbi) (Puc. 3.60) (Taod.a. 3.58).
Dynamic ARP Inspection Table

Start from |Port 1 s | WVLAN |1 , MAC address

00-00-00-00-00-00  |and IP address [0.0.0.0

Port [ VLAN ID | MAC Address [ IP Address | Translate to static

No more entries

Puc. 3.60 — CocTosHne UHaMUYECKOH TabsInLbl

Tabmma 3.58 — CoOCTOAHME ANHAMUYECKOH TabJIuLIbl

with | 20 | enfries par page.

Port Howmep nopra Jij1st JAHHOTO 3JIEMEHTA TAOJIHIIBL.

VLAN ID Howmep cetu VLAN ID, B koTopoii paszpemiex tpadpux ARP.

MAC Address [Tosnp3oBarensckuidt MAC - aipec JTaHHOTO JIEMEHTA TaOJIHUIIBL.

IP Address ITonp3oBarenbckuii [P-anpec maHHOTO A7IeMEHTa TaOJIHIIBL.
4.2.24. RADIUS

Jnis moctyna K HacTpoMKaM HEOOXOAUMO MEPEHTH 0 BKIIAIKE
Configuration— Security—Switch—Network—A A A—Radius.

Configuration (Hactpoiika) (Puc. 3.61) (Ta6ma. 3.59).
RADIUS Server Configuration

Global Configuration

Timeout

|secands

Retransmit

| fimes

Deadtime

3 |f Lad ||

3

| minutes

Change Secret Key

=
[=]

W

NAS-IP-Address

MNAS-IPvG-Address

NAS-Identifier

Server Configuration

Delete |

Hostname | Auth Port | Acct Port | Timeout | Retransmit | Change Secret Key

| Delete ||

1812 | [1a12 | | | | |

Puc. 3.61 — Hactpovika Radius

Tabnmuya 3.59 — Hactpovika Radius

Global Configuration (I"100ansHbIE HACTPOWKH)

Timeout Bpemsi, koTopoe KoMMyTaTop OKUIAET OTBETA OT cepBepa
ayTeHTU(UKALUY NIepe]l TeM, KaK IOBTOPUTH 3aIpoC.

Retrasmit YKaKUTE YMCIIO pa3 MOBTOPHOM MepeIayu 3apPOCHBIX MaKETOB Ha
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cepBep ayTeHTH(HKAIUY, KOTOPBIA He oTBeuyaeT. Eciu cepBep He
OTBETHJI TOCJIE MOCJIEIHEN IOBTOPHOM Nepeaauu, KOMMYTaTOp CUUTACT,
4TO cepBep ayTeHTU(UKALUU OTCYTCTBYET.

Deadtime

Deadtime (Bpemst oTCyTCTBUS cepBepa) — 3TO BpeMsl, B TCUCHHUE
KOTOPOTO KOMMYTATOp He OyeT NOChIIaTh HOBBIE 3aIPOCHI HA CEPBEp,
KOTOPBIN HE OTBETWII Ha NMPEABLTYIIHiA 3anpoc. B pesynbrare,
KOMMYTATOp He OyJIeT MOCTOSHHO MBITAThCS YCTAHOBUTH KOHTAKT C
CepBepOM, KOTOPBIH yke KBaTHU()UIIMPOBaH, KaKk OTCYTCTBYIOIMA. Ecin
npucBonth Deadtime 3nadyenue, 6omnbiee Hyns (0), To 3Ta QyHKIHS
OyZieT BKIIIOYEHa, HO TOJILKO B TOM CJIy4ae, €ClIi CKOH(PUTYPHUPOBAHO
6osee ogHOroO ceprepa. Jomycrumerii auanazon Deadtime: ot 0 mo 1440
MHHYT.

Change Secret Key

Bp160p cexpeTHoro Kiroua

Key

YKaXuTe CeKPETHBIN KIIIOY JUTMHOU He Ooiiee 64 cumBoiioB. OH OyneT
nocryned RADIUS-cepBepy U KOMMYTaToOpy.

NAS-IP- Address

Anpec IPv4, ucnonb30BaHHBIN B KauecTBE aTprOyTa 4 B makerax
3anpoca gocryna RADIUS. Ecnu 310 1osie octaBUTh MycCThIM, OyA€T
ncrnonb3oBaH [P-aapec ucxomsiiero nHTEpdeiica.

NAS-IPv6-Address

Anpec IPv6, ncnionb30BaHHBIN B KauecTBe aTpulyTa 95 B makerax
3anpoca goctyna RADIUS. Ecnu 3To mosie octaBUTh mMycThiM, OyaeT
ucnonb3oBaH [P-aapec ucxoasiero naTepdeiica.

NAS Identifer

Wnentudukatop anuHoi He 6omee 256 CUMBOJIOB, UCTIONB3yEMBIH B
KayecTBe arpubyTa 32 B makerax 3ampoca noctyna RADIUS. Eciou aTo
10JI€ OCTABUTh MYCTHIM, uaeHTUuKaTOp NAS He OyJeT BKIIIOYEH B
TaKeT.

Server Configuration

(Hactpotika cepBepa)

Hostname

Nwms xocta RADIUS-cepBepa nnu ero IP-anpec.

Auth Port [Topt UDP, ucnons3yemsiii Ha RADIUS-cepBepe [uisi ayTeHTU(PUKALIMY.
Acct Port [Topt UDP, ucnosb3yemsiii Ha RADIUS-cepBepe a1t akKkayHTHHTA.
Timeout Ecnu B 3TOM 1moJie yka3zaHo BpeMs OKHUJaHUsl, OHO OyJIeT HCIOIb30BaHO
BMECTO IJ100aJIbHOTO BpeMeHH oxxuanus. Eciu sxenatensHo
HCII0JIb30BaTh IN100aJIbHOE 3HAYEHHE, OCTABHTE ITO IMOJIE MYCThHIM.
Retransmit Ecnu B 5TOM 1n0JIE€ yKa3aHO 3HAYE€HUE BPEMEHHU [TOBTOPHOM NIEpEayH,

OHO OyJIeT UCIIOIH30BAHO BMECTO II100aTbHOTO 3HAYCHHS] BPEMEHHU
MOBTOPHOM nepenaun. Eciu xenaTenbHO UCHOIB30BaTh II100aIbHOE
3HAYEHUE, OCTABBHTE ITO IOJIC ITyCTHIM.

Change Secret Key

Ecnu B 3TOM 1noJie yKa3aHO 3HaY€HHE CEKPETHOr 0 KJItoua, OHO OyaeT
UCIOJIb30BAHO BMECTO ITI00AJIBHOIO 3HaYEHUsl CEKPETHOrO Kitoda. Ecnu
JKeJaTeJIbHO UCII0JIb30BaTh I1100aabHOE 3HAUEeHHE, OCTaBbTE ATO MOJIE
ITYCTBIM.

Knonka
ITpumeuanue. CepBep, yKa3aHHBIN IIEPBBIM B CIIMCKE, CYUTAETCSI OCHOBHBIM.

| Add New Server

CIIYKUT IJId I[O6aBJ'IeHI/I}I CCpBCpa.

4.2.25. TACACS+

st moctyna K HacTpoKaM HE0OXOMMO TIEPENTH TI0 BKIIAIKE
Configuration— Security—Switch—Network—AAA—-TACACS+.
Configuration (Hactpoiika) (Puc. 3.62) (Ta6m. 3.60)
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TACACS+ Server Configuration

Global Configuration

Timeout | 5 | seconds

Deadtime | 0 | minutes

Change Secret Key | |No v |
Server Configuration

Delete | Hostname | Port | Timeout | Change Secret Key
| Delete || 49 || | |

Puc. 3.62 — Hacrpovika TACACS+

Tabnmya 3.60 — Hactpovika TACACS+

Global Configuration (I'1o6anbHbIE HACTPOUKH)

Timeout Bpewmsi, kotopoe kommyTatop oxunaet orsera ot cepepa TACACS+
nepe] TeM, KaK MOBTOPHO MepeiaTh 3ampoc.
Deadtime Deadtime (Bpemst oTcyTCcTBUS CepBepa) — 3TO BpeMsi, B TCUCHHUE

KOTOPOT0 KOMMYTATOp HE OyIeT MOChLIaTh HOBBIE 3aIIPOCHI HA CEpPBED,
KOTOpBIM HE OTBETHJI HA MPEAbIAYIINH 3anpoc. B pesynbTare,
KOMMYTAToOp He OYyJeT MOCTOSIHHO MbITAaThCsl YCTAHOBUTH KOHTAKT C
cepBepOM, KOTOPBIH yxkKe KBATU(HUIIMPOBAH, KaK OTCYTCTBYommi. Eciu
npucBouTh Deadtime 3Hauenue, 6ombinee Hys (0), To 3Ta QyHKIUSA
OyZIeT BKJIFOYEHA, HO TOJILKO B TOM CIIydae, €CJIH CKOH(UTYPUPOBAHO
Oosiee omHOTO cepBepa. Jlonyctumsrii nuana3on Deadtime: ot 0 qo 1440
MHHYT.

Change Secret Key

Br160p cekpecHOoro Kiroua

Key

VYkaxure CeKpeTHbIH KIItoY JUTMHOM He Oosiee 63 cumBoioB. OH Oyner
nocryned cepBepy TACACS+ u komMmyTaTopy

Server Configuration

(Hactpoiika cepsepa)

Hostname Nwmst xocta ceppepa TACACS+ unu ero [P-aapec.

Port Howmep nopra TCP, ucnons3yemoro Ha cepepe TACACS+ i
ayTEeHTU(UKALINH.

Timeout Ecnu B 3TOM noJ1e yKa3aHO BpeMs O’KUAAHUs, OHO OyA€eT HCIOJIb30BaHO

BMECTO TJIOOQJIBHOTO BPEMEHH OXKuJaHus. Eciu sxenaTenbHO
HCIOJIb30BaTh TN100aIbHOE 3HAYEHHUE, OCTABHTE ITO MOJIC MYCTHIM.

Change Secret Key

Ecnu B 3TOM 1oJIe yka3aHO 3HAYE€HHE CEKPETHOTO KJIt04a, OHO OyJeT
HCIOJIb30BaHO BMECTO TT100aIbHOTO 3HAUEHUS CEKPEeTHOTO Kitova. Eciu
YKeJlaTeIbHO UCIOIb30BaTh TJ100albHOE 3HAYEHHUE, OCTaBbTE ATO I0JIe
MYCTBIM.

| Add Mew Server |

Kuomnka

CITYKUT JUTsl TOOaBJICHUS CEpBEpA.

HpI/IMeanI/IC. CepBep, yKa3aHHBII71 IEPBLIM B CITUCKE, CHUTACTCA OCHOBHBIM.

4.2.26. Aggregation. Arpernpopanue
[Ipu arperupoBaHMM JMHUM HCIONB3YETCA MapajuiesibHas paboTa MHOXECTBa IOPTOB, B
pe3yJbTaTe Yero CKOpocTh 0OMeHa JaHHBIMU 110 IMHUM yBenuuuBaeTcs. Vcnomiap3yercs 1Ba TUIa
arperupoBanus: cratuyeckuii u LACP.
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Jns moctyma K HacTpoiikam HeoOxoammo mepeiitu mo Bkianke Configuration— Aggregation.
Common Aggregation Configuration (Puc. 3.63) (Ta0.. 3.61).

Common Aggregation Configuration

Hash Code Contributors

Source MAC Addrass

|P Address

Destination MAC Address [

TCP/UDP Port Mumber

Puc. 3.63 — Hactporika arperipoBaHmus

Tabmmuya 3.61 — Hactpovika arpervpoBarms

HACTpOIiKa pekuMa paboThl arperupoBaHus

Source MAC MAC-aapec UCTOYHHMKA UCIIOIB3YETCS U1l pacueTa JMHEWHOTO MopTa,

Address yepe3 KOTOPBIN OyJeT mepeiaBaThCs Kajp.

Destination MAC | MAC-aapec Ha3HA4YEHUS HCIIONIB3YETCS JIsl pacdeTa JIMHEHHOTOo 1MopTa,

Address 4yepe3 KOTOphIi OyIeT nepeaaBaThCsi Kaap.

IP Address [P-anpec ucnonp3yercs 15 pacyeTa JMHEWHOTO OPTa, Yepe3 KOTOPI
OyJIeT nepenaBarbes Kajp.

TCP/UDP Port [Mopte TCP/UDP Ha3zHa4yeHHs 1 MCTOYHUKA UCTIONB3YIOTCS IS pacueTa

Number JUHEIHOr0 MopTa, Yepe3 KOTOPbIi OyIeT nepenaBarbes Kap.

Hacrpoiika rpynnsl arperuposanus (Puc. 3.64) (Tao.. 3.62).
Aggregation Group Configuration

Port Members Group Configuration
GroupID [1]2]3J4]s[6[7]8]a]1w0 Mode | Revertive | Max Bundle
Nomal @ @ @ @ @ @ ® ® ® @
1 Digabled w | 10
2 | Disabled v | 10
3 Digabled w | 10
4 Disabled w | 10
R | Disabled w | 10

Puc. 3.64 — Hactpovika rpyrinbl arperypoBaqins

Tabnumua 3.62 — Hactpovika rpyrirsl arperupoBaHis

Hactpotlika rpynisl arperupoBaHust

Group ID

Howmep, naentudunmpyronmii Maructpaib. “Normal” (OObIYHBIIH
peXuM paboThl) O3HAYAET, YTO arperupOBaHUE HE UCIIOJIb3YETCS.
Kaxnas rpymnna coaepxut He MeHee 2 u He 6osee 10 nuHMii (MOpPTOB).
IToxamyiicra, MMeHTE B BUAY, UTO B Ka)KJIOM T'PYIINE KaKIBIH TOPT

y ) Y, y
MO’KET UCIOJIb30BaThCS TOJIBKO OJMH pas3.

Port Members

BribepuTe nopThl, NpuHaAIEKAIME MAaruCTPaIn

Mode

Bo16op pexuma Ju1s TpyIIbI arperauu

e Disabled: rpynma oTktoueHa.

e Static: rpynma paboTaeTt B peKHUMe CTAaTHIECKOMN arperaimm.

e LACP (Active): rpynna paboTaeT B peKuMe aKTUBHOM
arperarun

e LACP (Passive): rpynna paboTaeT B peXKHMe TaCCUBHOM
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arperamnuu

Revertive DTOT nmapameTp NPUMEHSIETCS TOJIBKO K TpyIiam ¢ BkirodyeHHbIM LACP.
OH onpexensier, OyAeT JIM TPyIINA BHIIOIHATH aBTOMAaTHYECKHI
(TIOBTOPHBII) pacueT CChUIOK, KOT/Ia CTAHOBSITCS JOCTYIHBIMU CCBHUIKU C
0oJiee BBICOKHM ITPUOPUTETOM.

Max Bundle OTOT napameTp NPUMEHSETCS TOJIbKO K TpyniaM ¢ BKItodeHHbIM LACP.

On onpeacisIET MAKCHMMAJIbHOC KOJIMYECTBO aKTUBHBIX O6’B€I[I/IH€HHI>IX

noptoB LACP, pa3pelieHHbIX B arperaiui.

KommyTtarop nognepkuaet npotokoia LACP (Link Aggregation Control Protocol — nmpoTtoko:n
YIIpaBJICHUS arperupoBaHueM JTUHUH ), KoTopbii cienudunmporad B IEEE 802.3ad. Cratuueckue
MarucTpalid JOJKHBI ObITh CKOH(UTYPHUPOBAHBI BPYUHYIO HA 000MX KOHIAX JTUHUH. J[pyrumu
CJIOBaMH, MOPTHI, HA KOTOPBIX cKoH(purypupoan LACP, MoryT aBTOMaTu4ecku COrjiacoBbIBaTh
MarucTpaJbHYIO JIMHUIO C IOPTAMU JPYTUX YCTPOMCTB, HA KOTOPBIX TaKXKe CKOH(UTYpPHUPOBaH
LACP. Ha xoMmMyTaTope MOXeET ObITh CKOHPUTYpHupoBaHo Jt06o0e yucio noptoB LACP, onnako
OHM HE JIOJDKHBI TPH 3TOM OBITh YaCThIO CTATHUECKOW Maructpaiu. Ecim mopTel Ha Apyrux

YCTpOﬁCTBaX TaKKEC CKO

HourypupoBansl, kak LACP, koMmyTaTop U JIpyrue ycrpoiicrsa OyayT

COTJIaCOBBIBATb CBOHW IMapaMETPhI JIA pa6OTI>I 10 MaFHCTpaHbHOﬁ JIMHUX MCKY HUMMU.
LACP Configuration (Hactpoiika LACP) (Puc. 3.65) (Ta6.. 3.63).
LACP System Configuration

| System Priority | 32765

LACP Port Configuration
Port | LACP | Timeout |  Prio
(= ~]| | 32763
1 No |[Fast~| [ 32768
2 No [Fastw]| | 32768
3 No |[Fastv| | 32768
4 Mo |Fast » 32768
a] MO Fast « 32768
6 Mo |Fast » 32758
7 No 32768
8 No ([Fastv]| | 32768
9 No |[Fastw]| | 22768
10 No [Fastw]| | 22768
Puc. 3.65 — Hacrpovika LACP
Tabnmua 3.63 — Hactpovika LACP
LACP System Configuration
System Priority [IpuopuTtet cucremsl
LACP Port Configuration
Port Howmep mopra. “*” o3HayaeT npuMeHEeHHE KO BCEM MOPTaM.
LACP [TokasbiBaeT, BkitoueH a1 LACP B 1aHHBII MOMEHT Ha 3TOM MOPTY
KOMMYTaTopa.
Timeout [Tapametp Timeout (Bpems oxunanus) onpeaenser nepuoi BpeMeHH

Mexay nepegadamMu BPDU. Korna napamerp nmeer 3Hauenue Fast
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(beicTpo), makersl LACP OynyT mepenaBaThesi KXY CEKYHAY; KOra
napameTp uMmeeT 3HadeHue Slow (MeasieHHo), mepes OTIPaBKOi makeTa
LACP Oyner Bpliepkal uHTepBai 30 cekyH/I.

Prio UeM MeHbIIE 3TO LIETI0€ YUCIIO, TeM OO0JIbIle TPUOPUTET. ITO 3HAUCHUE
MIPUOPUTETA OTIPENIENIAET, KaKoi MOPT OyJeT aKTUBEH, a KaKoil — OyeT
UTPaTh POJIb PE3EPBHOIO.

4.2.27.Link OAM.

Link OAM paer omeparopamM CETH BO3MOXHOCTb OTCIEKHBAaTh COCTOSHHE CETH M OBICTPO
OIpeNieNATh MECTONOJIOKEHNE HEUCIIPABHBIX KaHAJIOB MIIM HEMCIIPABHBIX COCTOSHUM.

s moctyna Kk HacTpolikam HeoOxoaumo rnepeitu no Briaake Configuration— Link OAM.
Link OAM Port Configuration (Hacrpoiika noptos) (Puc. 3.66) (Tao.. 3.64).

Link OAM Port Configuration

Active W
Active W
Aclive w
Aclive W
Arlive W
Aclive W
Active  w
Active W
Passive w
Passive »

Ao OB
M
v

s
|lj (=g [ = EV R s VT R S TR T | 6 I B

Port | OAM Enabled | OAM Mode [ Loopback Support [ Link Monitor Support [ MIB Retrieval Support | Loopback Operation

a0 OB@
A0 OB@

(<MW N J< NN Q<N

Puc. 3.66 — Hactpovika rnopros

Tabnmya 3.64 — Hactpovika nopros

System Priority

[IpuopuTtet cuctemsl

Port

Howmep nmopra. “*” o3HauaeT npUMeHEHHE KO BCEM MOPTaM.

OAM Enabled

Bxrouenue/Boixmouenne LinkOAM Ha nmopTy KoMMyTaTopa.

OAM Mode

Br16op pexnuma OAM kak akTUBHBINA WM naccuBHBIN. [1o
YMOJYaHHUIO YCTAaHOBJIEH MTACCUBHBIN PEXKUM.

active - DTE, HacTpoeHHbIE B aKTUBHOM PEXXUME, UHUITUHPYIOT
obmeH nHpopmaronasiMu OAMPDU, kak onpeseneHo B mporecce
oOHapy>xenus. [locne 3aBepieHus npoiecca 0OHaAPYKEHUS
aktuBHBIM DTE pa3zpemaercs ornpasisats mo6sie OAMPDU npu
MOJIKJIFOUYEHUH K YJTAJICHHOMY OJIHOpaHroBoMy 00bekTy OAM B
akTUBHOM pexume. AktuBHble DTE pa0oTtatoT B orpaHHuYeHHOM
OTHOIIEHUH, €ClIU y/ianeHHbI 00beKT OAM paboTaer B macCUBHOM
pexxuMe. AKTHBHBIE YCTPOMCTBA HE JOJDKHBI OTBEUATh HA KOMaH /bl
yaaneHHoi obpaTHol cBs3u OAM u 3anpockl IEPEMEHHBIX OT
MIACCUBHOT'O OJHOPAHIOBOIO y3J1a.

passive - DTE, HacTpoeHHbI€ B TACCUBHOM PEXHUME, HE HHULIUUPYIOT
nporecc ooHapysxenus. [Taccusubie DTE pearupyrot Ha
WHULMUPOBaHuE nporecca ooHapykeHus ynaneHusiM DTE. Oto
HCKJIIOYAET BO3MOXKHOCTb NIEPEX0/1A OT NACCUBHBIX K ACCUBHBIM
ccputkaMm. [TaccuBHbie DTE He TOMKHBI OTHPABIIATH 3aIIPOCHI
nepeMeHHbIX Wi OAMPDU ynpasnenust nuieiigom.

Loopback Support

BrxroueHne/BbIKIIIOYeHHE QYHKINU TETIN

248




Link Monitor Support

Bruttouenne/BoIkimoueHre (yHKIIMA MOHUTOPHUHTA HA TTOPTY.

MIB Retrieval Brrouenue/BoikiTioueHue moanep:xxku MIB Ha mopTy koMMyTaropa
Support
Loopback Operation | Eciu mogiep:kka oOpaTHOM CBSI3U BKITIOYCHA, BKIIFOUEHUE 3TOTO

I10JIA 3aITyCTUT OIICpalnio O6p3THOI>i CBsA3U JJIA I10OPTA.

Link Event Configuration for Port (HacTpoiika co0biTHii 145 nopta) (Puc. 3.67) (Tao..

3.65).
Link Event Configuration for Port 1
Event Name | Error Window | Error Threshold
Error Frame Event 1 | |1 |
Symbaol Period Error Event |1 | |1 |
Seconds Summary Event |E-:| | |1 |

Puc. 3.67 — HACTporika cobbITvi

Tabnmua 3.65 — Hactpovika cobbITui

System Priority [TpuopuTeT CUCTEMBI

Port

Howmep noprta kommyTaTopa.

Event Name

YKa3aHHOI'O II€pruoaa.

Mepuoa.

Error Frame Event - CoOpITHE OIIMO0YHOTO KaJpa MOJACUUTHIBACT
KOJIMYECTBO ONIMOOYHBIX KaJIpOB, OOHAPYKCHHBIX B TCUCHHE

Symbol Period Error Event - Co0ObiTre neproa ommud0o4HOro
CHMBOJIA MTOJICYMTHIBACT KOJIUYECTBO OUIMOOK CHUMBOIIA,
MIPOU3OLIEAIINX 33 YKA3aHHBIA IIEPUOLI.

Seconds Summary Event - CoObITHE ITOICUUTHIBAET KOJIUIECTBO
CCKYH/ C OHII/I6KaMl/I, MpOU30MICAIHNX B TCUCHUEC YKA3aHHOI'O

Error Window

[IpencraBiser nepuo okHa nopsiaika 1 ceKyH bl JUisl HaOMI0ACHUS 3a
pa3NUYHBIMHU COOBITHUSIMU CBSI3H.

Error Threshold

[Ipencrapnser moporoBoe 3HaUCHHE ISl IEPHUOJIa OKHA TSI
COOTBETCTBYIOIIETO COOBITHS CBSI3U, YTOOBI YBEJOMHUTD
OJIHOPAHTOBBIN y3eJ 00 ATO ONIMOKE.

4.2.28. Loop protection. 3amura ot nerejib

Bcnencrsue HenpaBMIIbHOTO BBIITOJHEHUS COEAMHEHUH, Tpo0eM ¢ anmnaparypoil, HenpaBUJIbHON
HACTPOMKH MPOTOKOJIOB, B CETAX HMHOTJA BO3HMKAIOT METIM. B KOMMYTHpYEMBIX CETSX METIU
NOTpeONIAIOT pecypchl KOMMYTAaTopa, B pe3ysbTaTe 4Yero MajaeT €ro MpOU3BOAMTENIbHOCTb.
®yuknus Loop Protection (3amuTa ot nerenb), peajin30BaHHas B JaHHOM KOMMYTaToOpe, MOKET
OBITH BKJIIOUEHA TTI00AIbHO TMOO0 MHAMBUAYAIBHO HA KaXKJ0M nopTy. Mcrnonb3oBanue GyHKINU
3alIUTHl OT METeNb JaeT BO3MOKHOCTh KOMMYTAaTOPY aBTOMAaTHYECKH OOHApYy>KMBaTh METIU B
cetu. [Ipu oOHapyKEeHUU METEIb, TOPTHI, IPUHSIBIINE OT KOMMYTATOpa MAKET 3aIIUTHI OT METeNb,
74 MOTYT OBITH OTKJIIOYEHBI JINOO COOTBETCTBYIOIINE COOBITHS MOTYT OBITh 3apEerMCTPUPOBAHEI B

KypHae.

st moctyna K HacTpoiikaM HeoOxoaumo nepeitu o Bkiaaake Configuration— Loop protection.

(Puc. 3.68) (Tabx. 3.66).

249




Loop Protection Configuration

General Settings

Global Configuration

Enable Loop Protection | | Disable w
Transmission Time 5 |seccnds
Shutdown Time | 130 | seconds
Port | Enable | Action | Tx Mode

* = Vi ]

1 | Shutdown Port ~ || Enable + |

2 | Shutdown Port w |[Enable v |

3 | Shutdown Port w || Enable w |

Puc. 3.68 — 3awymta or neresib

Tabmmya 3.66 — 3awmra ot neresisb

General Settings (OcHOBHbBIE HACTPOMKH)

Enable Loop
protection

ITo3BOIET BKIFOYUTE MIIN BBIKIIIOYUTH (1)YHKIII/IIO 3alIUThI OT IICTCIIb.

Transmission Time

HNHTtepBan mexay OTHpaBKOM NAKETOB 3aluThI OT nerens PDU Ha
KaKJoM nopty. Jlonyctumsle 3HaueHus: oT 1 no 10 cexyHn.

Shutdown Time

[Tepron BpeMeHu, Ha KOTOPBIH MOPT OyIeT BRIKJIIOUEH. J{omycTuMBbIe
3HaveHus: ot 0 10 604800 cexyn. 0 o3HAaYaeT, YTO MOPT OyAET
0CTaBaThCs BBEIKIIOYCHHBIM JIO TEX TIOP, MIOKA YCTPOMCTBO He Oyaer
repe3arpyskKeHo.

Port Configuration (Hactpoiika mopra)

Port

33 321

Crnucok HOMEpOB MOPTOB.
MIOpTaM.

O3Ha4YaCT IPUMCHCHHUC KO BCEM

Enable

ITo3BoJIseT BKIIOYUTD MIIM BBIKJIFOYUTD (DYHKIIMIO 3aLIUTHI OT METEIb
Ha BbIOpaHHBIX MOPTAX.

Action

Korna Ha nopty o6HapyxeHa netis, QyHKIUs 3alUThl OT eTeNb
HEMEJICHHO BBITIOJIHAT COOTBETCTBYIONIHE orepanuu. Onepanun
MOTYT OBITh CIETYIOIUMHU:

* Shutdown Port (Otkitounts nopt): [lopt, Ha KOTOpOM
oOHapy>KeHbI MEeTIH, OTKIIOYAETCS Ha IEpUO]] BpPEMEHH, 3aJJaHHbIH B
nosie “Shutdown Time” (Ilepuon BpeMeHH OTKIIOYEHMUS).

* Shutdown Port and Log (BbIkt0unTh OPT, HO BECTH PETHCTPALIUIO
B KypHaue): [lopT, Ha KOTOpOM OOHAPY’KEHBI NETIH, OTKIIOYAETCS
Ha MepHoJ BpeMeHH, 3a1anHbli B nosie “Shutdown Time” (Ileproa
BPEMEHU OTKJIFOUEHUS ), HO COOBITHS PETUCTPUPYIOTCS B KYypHAJIE.

* Log Only (Tosnbko peructpupoats B xypHaiie): COOBITHS
PETUCTPUPYIOTCS B XKYPHAJIE, HO IOPT OCTAETCS BKIIFOUSHHBIM.

Tx Mode

BxirouaeTr wiM BRIKIIIOYAET TEHEPAIUIO MAKETOB 3aIIUThI OT METEIb
PDU mu6o ocymecTsisieTcst naccuBHbIN mouck PDU, mepenanubix
0 IETIIE.

4.2.29. Spanning Tree
[Tpr HEKOTOPBIX yCIyrax, MpPeloCTaBIsIEMbIX 110 CETH HEOOXOAMMO, 4TOOBI COeAMHEHHs ObUIN
BCEr/la BKIFOUEHBI — 3TO TapaHTUPYET KOHEUHBIM I10JIb30BATENSIM BBIIOJIHEHNE TPEOYIOIUXCSI UM
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ornepanuil B peKUME «OHJIAH», KOTOPBIE HE TOJDKHBI IPEPHIBATHCS HEOKUAAHHBIMU Pa3pbIBaMU
coeauHeHuil. B Takux oOcroATenbcTBax, IS IMPENOTBPAILECHUS PAa3phIBOB COCIMHEHUIN
YCTaHABJIMBAETCS MHOKECTBO aKTUBHBIX MapIIPYyTOB MeXAy y3inamu ceth. OQHako, Haaudue
MHOYECTBa COCTUHSIIOMUXCS IPYT C APYTOM MapUIPyTOB YBEITUUHUBACT BEPOSITHOCTh O0OpAa30BaHUS
nerenab (MOCTOB), KOTOpbIE J€Jal0T CeTh HEeCTaOWIbHOM, a B HAauWXyJIeM ciydae —
HepaboTocnocoOHoi. Hampumep, tabmuma MAC-anpecoB, ucHoiab3yeMasi KOMMYTaTOPOM HIIH
MOCTOM, MOXET OTKa3aThb BCIEACTBUE TOT0, yTO 0HU U Te )xe MAC-anpeca (4 cie10BaTeNbHO —
OJIHM M T€ K€ XOCThl CETH) BHUJHBI HAa MHOXXECTBE NOPTOB. BO-BTOpPBIX, MOXET NPOU3OUTHU
HIMPOKOBEIATeNIbHBINA ITOpM. OH 00YyCII0BJIEH Nepeayueii INPOKOBEIATENbHBIX TAKETOB MEXTY
KOMMYyTaTopaMu 1o OeckoHeuHoi metie. lIupokoBemaTenbHblii IITOPM MOXKET 3aXBaTHTh BCE
nocrynssle pecypebl CPU 1 BCIO II0J10CY IIPOITY CKaHHUS.

Jnist perienust mpoOiieM, CBA3aHHBIX ¢ MocTamH, poTtokosl STP nomyckaeT ceTu, BKIIOYAIOIIHE
pe3epBHbIE JIMHMU, KOTOpblE 00ECIeYMBalOT AaBTOMATHYECKHUE DPE3EpBHBbIE MapUIpyThl B TOM
cllydae, €Clii OTKa3blBacT aKTHUBHAs JIMHUS, IIPU 3TOM HE BO3HUKAET ONACHOCTU 00pa3oBaHUS
neTeab U He TpeOyeTcst BpyUHYIO BKJIIOUATh WM OTKJIIOYATh PE3EPBHBIC JIMHUM.

[Tpotokon STP (Spanning Tree Protocol) onpenenen B crangapre IEEE Standard 802.1s. On
HO3BOJISIET CO3/1aTh TOMOJOIHIO B CMELIAHHOM CETH C MOAKIIOUYEHHBIMU MOCTaMH 2-I0 YpOBHS (B
TUNUYHOM ciy4ae - Ethernet-komMMmyTaTopamu) M OTKIIIOYATh JIMHHUU, HE SBISIONIMECS YaCTHIO
JiepeBa, OCTaBJIsAs OAMH aKTUBHBINA MapIIPYT MEXKAY IABYMs JIIOOBIMH y3JaMU CETH.

st obecriedeHust OBICTPOI CXOIMMOCTH TIOCIIE M3MEHEHUS TOTIOJIOTUU CETH, BBEIEH MPOTOKOJI,
apisromuiicss passutueM IEEE Standard 802.1s - RSTP (Rapid Spanning Tree Protocol (IEEE
802.1w)). IIporokon RSTP — 3to ynyumenusiit STP, mosToMy 3TH NPOTOKOJIBI UMEIOT CXOJIHBIE
OCHOBHBIE XapaKTePUCTUKU. BaxHO, 4TO co3naercs 3pPeKT KaCKaaHOTO COeAMHEHUS — HauuHasl
C KOPHEBOI'O0 MOCTA, OT KOTOPOI'0 KaXk/Iblii HAa3HAYEHHBII (HEKOPHEBOIT) MOCT IIpeIaraeT CBOUM
coce/isIM OIPENeNITh — BO3MOKEH JIM OBICTPBIN Mepexofl. JTO SABJISETCS OJHUM U3 OCHOBHBIX
AJIEMEHTOB, KOTOPBIE 00ECTICUNBAIOT YCKOPeHHYIO cxoauMocTh RSTP no cpaBuenuro ¢ STP.
Hpyrum pacuiupennem RSTP asnsercs IEEE 802.1s — MSTP (Multiple Spanning Tree protocol),
KOTOPBIN ITO3BOJISIET pa3inu4HbIM ceTsM VLAN mucnosb30BaTh OTAEIBHBIE KOIIMU IIPOTOKONA. B
otnuune oT STP u RSTP, MSTP ycrpansier Heo6xonuMocTh uMeTh paznuyunbie STP ans kaxaoi
VLAN. IlosToMy B GOJBIINX CETEBBIX CpelaxX, B KOTOPBIX IKCILIyaTupyercss MHOKecTBO VLAN,
MSTP moskeT oka3aThCs MOJE3HEE, YEM TPAAULIMOHHO Hcoyib3yeMblid STP.

Jns noctyna k HacTpoiikam HeoOxoaumo rnepeitu no Briaake Configuration— Spanning Tree.
Bridge Settings (Hactpoiiku mocta) (Puc. 3.69) (Tab6in. 3.67).

STP Bridge Configuration

Bazic Settings

Protocol Version MSTP w
Bridge Priority 32768 w
Hello Time |2 |
Forward Delay | 15 |
Max Age | 20 |
Maximum Hop Count | 20 |
Transmit Hold Count | |5 |

Advanced Seffings

Edge Port BPDU Filtering [
Edge Port EPDU Guard [
Port Error Recovery [
Port Error Recovery Timeout

Puc. 3.69 — Hactpovikn mocta
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Tabnnya 3.67 — Hactpoviku mocta

Basic Settings (OcHOBHbBIE HACTPOUKH)

Protocol Version

BriOepure cOOTBETCTBYIOIIHI TPOTOKOII. Bepcuu nmporokomna
cinenyromue: “STP”, “RSTP” u “MSTP”.

Bridge Priority

Kaxxpiii KoMMyTaTop UMEET OTHOCUTEIbHBIN MPUOPUTET U
CTOMMOCTD ITYTH, KOTOPBIE UCTIOJIB3YIOTCS JAJISI PUHATUS PELICHUS O
KpaT4aiillieM MapuipyTe JUisl iepeiayu makeTos. MapupyT ¢
HaUMEHbIIIEH CTOMMOCTHIO (C HAMMEHBIIIUM YUCICHHBIM 3HAYCHUEM )
MMeeT HaUBBICHINM MPUOPUTET U UCIIOIB3YETCS BCEraa, oKa He
Oyzer BIKIIIOYeH. Eciii nMeeTcss MHOYKECTBO MOCTOB U
uHTEpPEcoB, TO AJig MOTyUYEHUS! ONITUMATbHOU
MIPOU3BOIUTEIILHOCTH HEOOXO0IMMO HACTPOUTH UX MPUOPHUTETHI. [Ipu
MSTP — sto npuopurer CIST. B octajibHBIX clty4asix — 3TO
npuoputet Mmocta STP/RSTP.

Hello Time

NurepBan mexnay ornpaskoi nakeroB STP BPDU. /lonyctumsie
3HAUEHUs HaXoAsiTcs B quana3one oT 1 10 10 cekyH[, 10 yMOIYaHUIO
- 2 CEeKyH/IBI.

[TIpumevanue. 3MeHeHNE 3HAUEHUS 3TOTO IMapameTpa 1o
YMOJYaHHUIO HE PEKOMEHIyeTCS U MOKET UMETh HeOJIaronpusiTHIE
IIOCJIE/ICTBYS JIJIS BAIlICH CETH.

Forward Delay

Jns moctoB STP, Forward Delay — 3To Bpemsi, mpoBeieHHOE B
KaxaoM u3 cocrostanid — Listening (ITpocinymmBanue) u Learning
(Obyuenue) no nepexoxaa B cocrosinue Forwarding (Ilepenaya
nakeToB). /lanHas 3a7ep)kka BOZHUKAET, KOTJa B CETh BKJIIOYAETCS
HOBBIN MocT. JlonmycTumble 3HaueHus: oT 4 10 30 cekyH/I.

Max Age

Ecaun npyroit koMMyTaTop He MONUIET KOHPUTYPAIIMOHHBIN TTAKET B
TEUYEHHE 33JJaHHOTO MePHOJia BPEMEHHU, OH CUMTACTCS OTKIIFOUCHHBIM.
JlonmycTuMbli uana3oH 3HaUYeHui: oT 6 10 40 cexyHI, 3HaUCHHE
Max Age n1omxHO ObITh MeHbIle M paBHO (Forward Delay-1) *2.

Maximum Hop Count

MakcumanbHOE YUCII0 YYaCTKOB MEXAY KOMMYTaTOpamu, Mocie
MIPOXOXKJIEHHSI KOTOpbIX, TakeT BPDU 6yzaer oropomen. [Tpu
MPOXOKICHUH Kaxkaoro mocra naketom BPDU, 3HaueHue cuerunka
yMEHbIIAaeTCs Ha equHuLy. Korjna cueTunk yyacTKOB MapuipyTa
CTaHeT paBHBIM HyJt0, nakeT BPDU 6ynet oropomen. 1o
YMOJIYaHHUIO YUCJIO Y4acTKOB paBHO 20. /lnana3oH q0myCcTUMBIX
3HaueHui 6 —40.

Transmit Hold Count

Yucno nakeroB BPDU, noceutaeMbIx MOPTOM MOCTa B CEKYH]Y.
Korga 3710 3HaueHue NpeBBIICHO, IEpeiaya CIEeIYIOIIEro MaKeTa
BPDU Oyner 3anepana. [lo ymonuanuto 3ajaHo 6 ceKyH/I.
Jonyctumblii auana3oH 3HaueHuid: ot 1 go 10. Iloxanylicra, umelite
B BUJY, UTO MPY YBEJIIMYECHUH ITOTO 3HAYEHUS MOKET 3HAYUTEIBHO
Bo3pactu 3arpy3ka CPU; npu yMeHbIIIEHUN 3HaYEHUs 3aMeIIAETCA
CXOJMMOCTH anroputma. Pexomenayercst octaButh st Transmit
Hold Count 3nauenue, 3alaHHOE 110 YMOJTYAHHIO.

Advanced Settings (JlonmoaHUTEIFHBIE HACTPONKHN)

Edge Port BPDU Ounprpanust BPDU Ha rpannunom nopty. Lensio ¢punsTpanuu

Filtering naketoB BPDU na nopty sBisieTcst npe10TBpalleHue OTIPABKU C
koMmmyTaropa kaapoB BPDU Ha mopTsl, KOTOpbIE MOIKIFOUYEHBI K
KOHEUYHBIM YCTPOMCTBAM.

Edge Port BPDU 3amuta BPDU Ha rpannunom nopty. I'pannyHble TOPTHI OOBIYHO
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Guard

Hanpsmyto nojakitodensl k [1K, daiin-cepBepam umu npuHTEpaM.
[ToaTomy rpaHuyHbIE TOPTHI CKOH(UTYPUPOBAHBI TAKUM 00pa3oM,
9TO0BI 00ECIIeUNBATIOCH OBICTPOE U3MEHEHHE COCTOSTHUS. B
HOPMAaJIBHBIX CUTYaLMSIX, TPAHUYHBIE IOPThI HE TOJKHBI IPUHUMATh
koHwuryparronusie BPDU. Oxnako, ecinu OHM IPUHUMAIOT UX, TO
BEPOSITHO, BCJIEJICTBUE aTAK 3JI0YMBIIUICHHUKOB WIH HETIPABUIIBHBIX
Hactpoek. Koryia rpaniudHbie TOPTH IPUHUMAIOT
koHpuryparmonasie BPDU, onn OyayT aBTOMaTH4ecKu
MEPEKIIFOUEHBI B COCTOSIHUE HETPAaHUYHBIX TTOPTOB U 3aITyCTUTCS
Mpolecc BeIUUCICHUST HOBOM Toroorur STP. B cBa3u ¢ atum, 1
3allUTHl YCTPOIMCTBA OT aTaK 37I0YMBIIINICHHUKOB IPUMEHSIETCS
BPDU guard. Ecniu rpanrdHbIe TOPTHI NPUHSUIA KOHPUTYpaITHOHHBIC
BPDU, koraa sta ¢pyHKIus BKIrOYeHa, TO STP OTKIIIOUNT TE U3 HHUX,
KoTopbie puHsIM KoHpurypanuonusie BPDU. [1o ucreuennn
Mepro/ia BPEMEHHU BOCCTAHOBJICHHUS 3TH BBIKJIFOUCHHbBIE TTOPTHI BHOBb
OyJIyT BKIIFOUCHBI.

Port Error Recovery Boccranosnenue nopta mociue omuOku. [1opT, BEIKITIOUEHHBIH U3-3a
OLIMOKH, MOXET ObITh aBTOMAaTUYECKU BKJIFOUEH IO IPOLIECTBUU
OIIPEACIEHHOIO0 BPEMEHHU.

Port Error Recovery Bpemsi, KoTOpoe AOKHO MPOMTH O TOTO MOMEHTA, KOI'/ia IOpT,

Timeout BBIKJIFOUEHHBIN M3-32 OIIUOKH, OyAeT BKIIOYEH BHOBb. J{OMyCTHMBIii

nuana3oH 3HadeHui ot 30 1o 86400 cexyH.

MSTI Mapping (Otoopa:kenne MSTI) (Puc. 3.70) (Ta6.1. 3.68)

MSTI Configuration

Add WVLAMNS separated by spaces or comma.

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration ldentification

Configuration Name

|00-12-32-54-12-43 |

Configuration Revision

o |

MSTI Mapping

MSTI |

VLANs Mapped

MSTI1

MSTI2

MSTI3

Puc. 3.70 — Oro6paxerme MSTI

Tabruya 3.68 — OrobpaxerHmne MSTI

Configuration Identification (aenTudukamonasie JaHHBIE KOHPUTYPAITUHN)

Configuration Name

Nms MSTI. [To ymonuanuto ucnons3yercs MAC-anpec
KoMMyTaTropa. MakcumanibHas JuyinHa 32 cumBosta. st Toro, 9To0bl
coBMecTHO ucnonb3oBaTte STP gt MSTI, MOCTBI TOIKHBI UMETh
OJIMHAKOBbIe UMEHAa KOHPUTYypaluii 1 HoMepa Bepcuit
KOH(UTyparui.

Configuration

Howmep Bepcun mnss MSTI. JlomycTumblil tuama3on 3HadeHuit: ot 1
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Revision ‘ 1o 65535.

MSTI Mapping (Otobpaxenue MSTI)

MSTI Howmep xonuu MSTIL

VLAN Mapped 3anaiite Homepa ceteit VLAN, koTopsie OyayT mpussizanbl K MSTI.

MosxHo BBecTH Kak onHy VLAN, Tak u nuanazoH HomepoB VLAN.
Homepa VLAN MOXHO OTAEIATH 3aMSATHIMU M UCIIOJI30BaTh TUPE
it ykazanus nuanaszona VLAN. (Ilpumep: 2,5,20-40). s
HencnosbdyeMblx MSTI octaBpTe 10JI€ yCTHIM.

MSTI Priorities (Ilpuoputerst MSTI) (Puc. 3.71) (Taéa. 3.69).

MSTI Configuration

MSTI | Priority
* <F v|
cIsT
MSTI
MSTIZ

Puc. 3.71 — lNpmopurersl MSTT

Tabrmuya 3.69 — lNpuopurersr MSTI

MSTI Otob6paxkaercs Homep kormmu MSTI. “*” — mpaBuio npuoputera
IIPUMEHSIETCS KO BCEM IOPTAM.
Priority Br16epuTe cOOTBETCTBYIOIUI IPpUOPUTET 115 Kax a0l ko MSTIL.

[IpuopuTeT MocTa HCIIOJIB3YETCS IPU BEIOOPE KOPHEBOTO
YCTPOMCTBA, KOPHEBOI'O ITOPTA U HA3HAYEHHOT'O MOPTa. Y CTPOMCTBO C
HaUBBICIIMM IPUOPUTETOM CTAHOBUTCS KOPHEBBIM yCTPOHCTBOM.
Opnako, eciii Bce yCTpOWCTBa UMEIOT OJIMHAKOBBIN IPUOPUTET,
KOPHEBBIM YCTPOMCTBOM CTaHET yCTPOUCTBO ¢ HanMeHbIMM MAC-
anpecoM. MimeiiTe B BUy, UTO YEM MEHbILIE YUCIICHHOE 3HaUCHHE,
TEM BblIIlIe TpuopHuTeT. Mnentudukarop mocta popmupyercs
KOHKaTEHAILUEH CIeqyIOMEro: MIPUOPUTET MOCTA IUIFOC HOMEP KOIUHU
MSTI, xoHKaTeHUpOBaHHBIH ¢ 6- GaiitTHbIM MAC-anpecom
KOMMYTAaTopa.

CIST Ports (IToptei CIST) (Puc. 3.72) (Tab.a. 3.70).

STP CIST Port Configuration

5TP 4 - Restricted Point-to-
Port Enabled Path Cost Priority | Admin Edge | Auto Edge Role | TCN BPDU Guard point
[22v] [Noncdgew) 0O C C
STP Gr D . Restricted Point-to-
Port el Path Cost Priority | Admin Edge | Auto Edge Role | TCN BPDU Guard point
= [== | | | [=7 w| [== w | [ C C == s
1 (v [NorEogev] 0 C C
2 [128w] [Mon-Edgev] O C C
3 [128 w| [Mon-Edgew | O C C
Puc. 3.72 — loptsl CIST
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Tabnmya 3.70 — lMoprer CIST

Port

Howmep nopra

STP Enabled

Bxrouaer dynkuuro STP.

Path Cost

CronMocTh MapIIpyTa UCIONb3YeTCs I ONPEe/ICHUs] HAaWTyqIlero
MapIipyTa Mexy ycrpoictBamu. Eciu BeIOpaH pexuM paboThI
“Auto” (ABTOMAaTHYECKH ), TIPU OTPEICICHUN CTOUMOCTH MapIipyTa
CHUCTEMA aBTOMAaTHUYECKU ONPEIEIIAET CKOPOCTh U PEKUM AYILIEKCa.
Ecnu TpeOyercs BBecTH 3HaU€HUE, BHIOPAHHOE M10JIb30BATEIIEM,
BbIOepute “Specific” (Cneunanphsiii). Jlomycrumbie 3HaueHus: oT 1
10 200000000. TToxanyiicta, UMENTE B BUY, UTO CTOUMOCTD
MapuIpyTa uMeeT 0oJiee BBICOKUN IPUOPUTET, YEM IPUOPUTET NOPTA.

Priority

Bri6epuTe npuoputeT nopra

Admin Edge

I'panuna anmMunuctpupoBanus. Eciu natepdeiic moakioueH K
OKOHEYHBIM y3JIaM, B 9TOM 1oJjie MokHO 3a1ath “Edge” (I'panuna).

Auto Edge

ABTOMAaTUYECKOE OMpPEICTICHNE TPAHUIIBI CETH. Y CTAHOBUTE (iar B
3TOM I10JIe, YTOOBI BKIIOUYHTH 3Ty PpyHkuuto. Korna ¢pyHkuus
BKJIFOUYEHA, OPT aBTOMATUYECKHU ONPEAEIISIET TPAHUILY CETH MPU
npueme BPDU.

Restricted Role

OrpanuuenHas poib. Eciau BKiItoueHo, opT He OyAeT BHIOpaH B
kadectBe KopHeBoro mist CIST unu mo6oro MSTI naxe Torna, korma
OH nMeeT Hawyuunii npuoputet STP.

Restricted TCN

Orpannuennbiii TCN. Eciou BKIIFOUEHO, TIOPT HE OyIeT
pacpoCTpaHsATh MPUHATHIE YBEIOMJICHUSI 00 U3MEHEHUU TOTIOJIOTUH
Y CaMHU W3MEHEHUs TONOJOTUH HA APYTUe NOPTHI.

BPDU Guard

HNannast pynkuus 3amumiaer noptsl ot npuema BPDU. Tlo3Bonsier
IIPEIOTBPATUTD NETIIN IIyTEM BBIKJIFOUEHUS [IOPTa IPU IIPUEME
BPDU Bmecto nomenienus ero B cocrosinue discarding. Eciu
BKJIFOUEHO, ITOPT BBIKIKOUUTCS A0 TEX MOP, IIOKa HE IPUMET
npaBuibHbIE BPDU.

Point-to-Point

Touka-Touka. Beibepure Tumm TuHUN, TOAKITIOYCHHON K HHTEpdeicy:
* Auto (ABromatnuecku): KommyTaTop aBTOMAaTUYECKH ONPEAEITUT,
Kakoii naTepdeiic moaAKItoUeH - TM00 JIMHUS TOYKa-TOUYKa, JTHO0
paszenseMas cpeza.

* Forced True (IlpunynuTtenbHast yCTaHOBKAa COETMHEHUS TOUKA-
TOYKA): Y CTAaHOBKA COCAMHEHUS TOUKA-TOUYKA.

* Forced False (IlpunyaurensHas yCTaHOBKA COSIMHEHHUS
paszensieMou cpenbl): Y CTaHOBKA COSAMHEHUS Pa3IeIsIeMOM CpeIbl.

MSTIPorts (IToptet MSTI) (Puc. 3.73) (Taba. 3.71).
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MSTI Port Configuration

MST1 v || Get |

MSTI Aggregated Ports Configuration

Port | Path Cost | Priority
- bV
Port | Path Cost | Priority
:
>

Puc. 3.73 — lToptsl MSTT

Bri6epure xonkpetHbiii MSTI, koTopblil TpeOyeTcss HaCTPOUTD, 3aTEM HAXKMUTE
KHOIIKY “Get”.

Tabnmuya 3.71 — lMopter MSTI

Port Howmep nopra

Path Cost CroumocTh MaplIpyTa UCIONb3YETCA Ul ONPEACIICHUS HAWTyIlero
MapuipyTa Mex1y ycrpoiictBamu. Eciu BeIOpaH pexxum paboThbl
“Auto” (ABTOMaTU4ECKH ), IPU ONPEIEICHUN CTOUMOCTH MapIIpyTa
cucTeMa aBTOMATUYECKU OINPENIeNsieT CKOPOCTh U PEKUM JIyTIIeKca.
Ecmu TpeGyercst BBeCTH 3HaYeHHE, BHIOPAHHOE TTOJIb30BATEIIEM,
BbIOEpuTE “Specific” (CneunanbHslii). JJomycTumsie 3HaueHus: ot |
10 200000000. IToxanyiicta, UMeNHTE B BUAY, YTO CTOUMOCTh
MapuipyTa umMeer 6oJiee BBICOKHI MPUOPUTET, YEM IPUOPHUTET HOPTA.

Priority BriGepute npuopuTeT nopra.

4.2.30. IPMC Profile (Ilpopuas IPMC)
IPMC npodunu ucnonb3yroTcs A odecriedeHust KOHTpois Joctyna K [P MynbTUKacT moTokam.
Cy1ecTByeT BO3BMOXKHOCTb co3/1aTh 64 mpoduis ¢ 128 npaBuiiaMu B KaXKA0M.
st noctyna k HacTpoiikam HeoOxoaumo mniepeiitu no Bkiaake Configuration—IPMC Profile.
Profile Table (Ta6.1una npoduias) (Puc. 3.74) (Tadua. 3.72).
IPMC Profile Configurations

| Global Profile Mode | Disabled v |

IPMC Profile Table Setting

Delete |  Profile Name | Profile Description | Rule
| Delete || [ - ®

| Add New IPMC Profile |

Puc. 3.74 — Tabnmya npoguis

256



Tabmya 3.72 — Tabsmya npogusis

IPMC Profile Configuration (Hactpoiikanpoduis IPMC)

Global Profile Mode | [To3BonsieT BKIIIOUMTDH MK BRIKIIIOUNTD (yHKmio [IPMC Profile
rJ100aJIbHO.

IPMC Profile Table Setting (Hactpoiikarabmuubsmpoduist [PMC)

Profile Name Beenure umst 1iist JAHHOTO PO,

Profile Description BreauTe kpaTkoe onucanue s JaHHOTO Ipodus

[ Add Mew IPMC Profile |
a

Knomk MO3BOJISIET JOOABUTH HOBBIN MPOUIIb.

Address entry (Imana3zonsi agpecos) (Puc. 3.75) (Ta6ua. 3.73).
IPMC Profile Address Configuration

Mavigate Address Entry Setting in IPMC Profile by | 20 entries per page.
Delete |  Entry Name | Start Address | End Address
| Delete | [ [

| Add New Address (Range) Entry |

Puc. 3.75 — [lnarnazoHel agpecos

Tabmmya 3.73 — [Anana3oHsl 34pecoB

Delete VY nanenue TeKymen 3anmcu

Entry Name Benute umsi, KoTopoe OyIeT HCIIOJIb30BAThCS Il MHICKCAIH
JMana3oHa aJpecoB.

Start Address BBemuTe B 3TOM 10JIe HAUAIBHBIH apEC qUarna3oHa MHOT0AIPECHBIX
aapecoB (IPv4 unu [Pv6).

End Add BBemute B 3TOM 10JIe KOHEYHBIH apec Tuana3oHa MHOT0AIPECHBIX
aapecoB (IPv4 unu IPv6).

K | Add New Address (Range) Entry | o
HOIIKA MO3BOJISIET JOOABUTH HOBBIH MPOQWIIB.

4.2.31.MVR
[Tpotokon MVR - peructpauus muoroaapecHbix VLAN (Multicast VLAN Registration)
MO3BOJISIET MEAMACEPBEPY NEpPeIaBaTh MHOT0QIPECHBIN TTOTOK 0 0JIHON MHOTOoaapecHor VLAN,
IIPU 3TOM KIMEHTHI, NPUHUMAIOIIKAE INOTOK MHoroaapecHod VLAN, MoryT ocraBatbcs B
pazmuusbix cersix VLAN. Kumentsr paznumunbix VLAN, HamepeBaroliuecss BCTYHNUTh B
MHOT'03IpECHYIO IPYIITy WIN BBIMTH U3 Hee, OTHPABIAIOT B MOPT NpueMHUKa coodimenue IGMP
Join (Berynute B rpynmy) nubo IGMP Leave (Iloxunyts rpynmy). IlopT npuemnuka,
IIPUHAUIEKANIMN OJHON U3 MHOTOAJPECHBIX I'PYyMIl, MOKET IPUHUMATh MHOTOAIPECHBIN TTOTOK
OT MeJacepBepa.
Hanee, MVR wusonupyer mnoJsb3oBaTelieli, HE HAaMEPEBAIOIIUXCSA IIPUHUMATh MHOIOAIPECHBIN
TpaduK H, CIEAOBATEIbHO, 00eCIeuynBaTh 0€30MaCHOCTh JAHHBIX 3a cueT cerperanmun VLAN,
JIOITyCKaroIeil ToIbKO MHOToajpecHbIi Tpaduk B apyrue cetu VLAN, K OAHOH M3 KOTOpPBIX
pPUHAIEKUT a00oHEeHT. HecMoTpst Ha TO, YTO 001Kt MHOTOaApecHbIN Tpaduk npoxoaut oT MVR
VLAN B VLAN paznuunsix rpyn, nosus3osarenu pasinuibsix VLAN IEEE 802.1Q nnu yacTHEIX
VLAN He wMoryr oOMeHHBaTbci KakoW-muOo wuHpopManuend (3a HUCKIIOYEHHEM YCIyT
MapUIpyTU3aLUN BEPXHET0 YPOBHS).
Jlns noctyna k HacTpoiikam Heobxoaumo nepeitu no Bkiaaake Configuration— MVR.
Configuration (Hactpoiika) (Puc. 3.76) (Tabmn. 3.74).

257



MVR Configurations

VLAN Interface Setting (Role [l:Inactive / 5:Source / R:Receiver])

Delete [ MVR VID | MVR Name

[ Querier Election |

IGMP Address [ Mode | Interface Channel Profile

Tagging

[ Delete | | | |
Pot 1 2 3 4567 8 910

Role  FRNRNINRNRNTNENENRER

[ Priority [ LLQI |

Tagged w 5| &

[ 0000| [Dynamic v |

[(Add New MVR VLAN |

Immediate Leave Setting

:

1
2
Puc. 3.76 — Hactpovika MVR

Tabnuua 3.74 — Hactpovika MVR

MVR Mode |

Bxirouenue /Boikimouenne gynkima MVR.

VLAN Interface Setting

(Hactpoiika uarepgeiica VLAN)

MVR VID

3anaiite HoMmep VLAN ID muoroanpecnoit VLAN. Iloxanyiicta,
HUMENTE B BUAY, 4TO NOPThI ucTouHnka MVR He pekomeHnayercs
HCIIONIB30BaTh Kak NOpThl yrpasieHus VLAN. [IopTel ncrounuka
MVR nomxHbI ObITh CKOHGUTYpUpOBaHbI, Kak WwieHbsl MVR VLAN,
OJIHAKO MOPTHI TpueMHUKOB M VR He cienyer BpydHyro
KOH(UTYpUPOBaTh, KaK WieHbl faHHOW VLAN.

MVR Name

JIOnOTHUTENBLHO MOXKHO 33/1aTh UMs, OIIPEJAEIEHHOE MTOJIb30BaTEIEM
111 naHHou MHoroaapecHol VLAN. MakcuManbHas JyiiHa CTPOKU
umenn MVR pasna 32. Pa3zpemaercst uCrosib30BaTh U OYKBHI, U

nudpe1.

Querier Election

Brutounre, uto0bI prcoeTMHATHCS K BBIOOPY IGMP Querier B
VLAN.

IGMP Address

3anmaiite oqHoanpecHslil [IPv4-aapec B kauecTBe ajjpeca MCTOUHHKA,
ucnoJib3yemMoro B 3arosioBke IP xagpos ynpasnenus IGMP.

Mode

IMonnep>xuBarorcs 1Ba pexuma paborst MVR:

* Dynamic ([Iunamuueckuii): MVR paszpemaer auHaMuuecku
OTIIPABJIATH COOOIIEHMSI O YIEHCTBE HAa OPThl HCTOYHUKA. DTOT
PEeXUM paboTHI 33/1aH IO YMOJIYAHHUIO.

* Compatible (CoBmecTumsblit): OTrpaBka Ha HOPTHl UCTOYHUKA
coobuieHuit MVR o uieHcTBe 3anpenieHa.

Tagging

3ajgaiTe, caenyeT Ju Ipu oTnpaske nomedars TeraMu MVR VID
kazipsl ynpasiaenuss IGMP/MLD nu6o ux cneayer oTipaBisith 6e3
TErOB.

Priority

3anaiiTe mpuoputeT nepenaun kaapos ynpasienus IGMP/MLD. Ilo
YMOJIYaHHUIO, TpUOpUTET paBeH 0. JfomycTumele 3HaUeHUS
npuopurera: 0 -7.

LLQI

LLQI —ato cokpamenue ans Last Listener Query Interval (MuatepBan
3ampoca nocnensero ciaymanus); LLQI mpumensieTcs 1y1st HaCTpOHKu
MaKCUMAaJIbHOTO BPEMEHU OXKHJIaHHsI COOOILIEHHSI O YICHCTBE
IGMP/MLD Ha nopTy npreMHHKA 10 YJaJIeHUs TopTa U3
MHoroazapecHoi rpynmnsl. [Io ymomuanuto LLQI paBHo 0,5 cexyHbI.
Jwnana3zon nonyctuMbix 3HaueHuit: 0-31744 necateix nonen
CEKYH/BL.

Interface Channel
Profile

Bri6epute npoduins IPMC u3 packpbiBaromerocs MeHIo.
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Port Role HaxxmMuTe Ha 3Ha4OK POJIM IOPTA, YTOOBI U3MEHHUTH COCTOSIHUE POJIH.
* Inactive (I) (HeaktuBnsIif): [To ymom4aHuto, Bce MOPTHl HEAKTHBHBI.
HeaxTuBHbIE TOpTHI HE 86 yyacTBYIOT B padore MVR.

* Source (S) (Mcrounuk): [Topt (Bxoasmiero tpaduka) sBiaseTcs
MOPTOM MCTOYHUKA. [IOpTHI HCTOYHUKOB OyAyT IPUHUMATH U
MOCHUIATh MHOT03/IpeCHbIC JaHHbIE. AOOHEHTHI HE MOTYT OBITh
HaNpsMYIO MMOJAKIIOYEHBI K TOPTaM UCTOYHMKA. MIMeliTe B BUY, UTO
MOPTHI UCTOYHHKA HE MOTYT OBITH B TO K€ BpeMsl IOPTaMu
yTpaBJICHUS.

* Receiver (R) (Ilpuemuuk): ITopT ycTaHOBJICH Kak MOPT MPUEMHHUKA.
KnuenTckue mim aOOHEHTCKHE TTOPTHI CKOH(PUTYPHPOBAHBI, KaK
MOPTHI MPUEMHHUKOB, TaK YTO OHH MOTYT HCIIOJIb30BaTh COOOIICHHUS
IGMP/MLD pyis npueMa MHOT0aIpECHBIX TAaHHBIX.

Immediate Leave Setting (HacTpoiika HemeaeHHOro Bbixoja (M3 rpymisl))

Port Howmep nopra

Immediate Leave Br10paB cCOOTBETCTBYOIIHIA pa3/ies CIIUCKA, MOYKHO BKJITFOUYHUTH
(Enable) v BeikirounTh (disable) hyHKIHIO HEMEUICHHOTO BBIXO/1a
n3 rpynnsl. Korna GyHKINS BKIIOYCHA, YCTPOUCTBO HEMEJICHHO
yIauseT MopT U3 MHOTOQIPECHOTO MOTOKA, KaK TOJIBKO OHO
npuHuMaeT coodbmienue leave (IIokuHYTH TpyIIMy) A1 3TOM TPYIIIHL.
JlarHast onius MpUMEHUMA TOJIBKO K HHTep(EHCy,
CKOH(HUTYypHpOBaHHOMY, KaK MpueMHUKH MVR.

[Add New MVR VLAN |

Kuomnka O3BOJISAET 100aBUTh HOBBIK MVR.

4.2.32.1PMC

4.2.32.1. IGMP Snooping

[TpoTokoun ynpasnenus rpynmnamu uatepaera IGMP (Internet Group Management Protocol)
obecrnieunBaeT yrnpapieHHe yyacTueM B MHoroapecHbix [P-rpynmax. IGMP ucnonssyercs IP-
XOCTaMU M COCETHUMH MHOT0a/IpECHBIMU MapIIPyTU3aTOPaMH JJisl yCTAHOBJICHUS
NPUHAIIKHOCTH K MHOT0a/ipecHoi rpymnme. OH MOKeT UCIOb30BaThes Hanbosee 3¢ (HeKTUBHO
IIPU MOJJIEPIKKE TAKUX YCIYT, KaK TOTOKOBOE OHJIAWH-BUJIEO U UTPHI.
IGMP Snooping — 310 nporuecc ciymanus Tpapuka IGMP. Kak cienyer u3 na3sanus, IGMP
snooping npeacTapiseT coool (yHKINIO, TO3BOJISIONLYI0 KOMMYTAaTOPY «IPOCITYILIMBATh)
00OMEH JaHHBIMU MEX/Jy XOCTaMHU M MapLIpyTH3aTOpamMH, 00padbaThIBasi HakeThl 3-T0 YPOBHS
(maxetsl IGMP, mocelnaemblie MO MHOTOQIPECHOM CETH).
Korna na kommyratope BriatodeH IGMP snooping, oH aHanu3upyeT BCe MaKeThl, IepeiaBacMble
MEXJly XOCTaMH, OJKJIIOUEHHBIMA K KOMMYTAaTOPY ¥ MHOI'0aJPECHBIMH MapIIpyTU3aTOPaMH B
cetu. Korna kommyTtarop npunumaet otuet IGMP st naHHOM MHOTOaipecHON IpyHIbl OT
X0CTa, KOMMYTaTop A00aBIIsieT HOMEp MOpTa XOCTa K MHOT0a/IpECHOMY CITMCKY JJIsl 3TOH
rpynnsl. Korna kommyrtatop oOHapyxuBaeT coobmenne IGMP Leave (IlokunyTs rpynmy
IGMP), oH yznanser nopT XocTa U3 S4YeUKH TaOIHIIbI.
IGMP snooping no3BossieT 3¢p(HEeKTUBHO CHUKATh MHOTOAIPECHBIN TpaduK MPH CTPUMHUHTE U
JPYTUX SKCTEHCUBHO PacxXoayroLMX nojocy npomnyckanus [P npunoxxennsax. Kommyrarop,
ucnonp3ytomuit IGMP snooping, B 3Tom Tpaduke OyeT nepeaaBaTh XOCTaM TOJIBKO
MHOToaapecHbIi Tpaduk. CHHKEHHE MHOT0aIpECHOr0 Tpauka yMEHbIIAET YUCIIO ITaKETOB,
o0pabaTbIBaeMbIX KOMMYTAaTOPOM (OJITHAKO MPHU ITOM TpedyeTcsl yBeTnYeHHEe ONepaTUBHOM
namsITH 711 00paOOTKU MHOTOAIPECHBIX TaOJIUI]) U CHUXKAeT Harpy3Ky Ha OKOHEYHbIE XOCTHI,
TaK KaK UX CeTeBbIe KapThl (MJI ONEpaI[MOHHbIE CHUCTEMBI) HE Oy1yT MPUHUMATh U (PUIBTPOBATH
BECh MHOT'0aJIpeCHBIN TpauK, FeHEpUPYEMBIil CEThIO.
s noctyna k HacTpoiikam HeobxonuMo nepeittu no Bkiaake Configuration— [IPMC—IGMP
Snooping.
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Basic Configuration (OcnoBHbIe HacTpoiiku) (Puc. 3.77) (Taba. 3.75).

IGMP Snooping Configuration

Globa

| Configuration

Snooping Enabled

|GMP 55M Range
Leave Proxy Enabled
Praxy Enabled

Unregistered IPMCv4 Flooding Enabled

|232.0.0.0 HE
=

Port Related Configuratio

n

Port | Router Port | Fast Leave | Throttling

* | |
1 B N
z B B

a | |
Puc. 3.77 — OCHOBHbIE HACTPOVKMN

= W

[uniimited v |

[

Tabnmya 3.75 — OCHOBHbIE HACTPOMKM

Global Configuration (I'106anbHble HACTPONKH)

Snooping Enabled

Ycranoure ¢rar, 4To0bl rI00aNbHO BKIOYUTH QyHKIHIO [GMP
Snooping. Korna ¢pyHKIMs BKIIOYSHA, TAHHOE YCTPOUCTBO OyaeT
OCYIIECTBISITh MOHUTOPUHT CETEBOTO Tpaduka U OMpeeNaTh, KaKue
XOCTBI OyIyT MPHUHUMATh MHOTOApecHbIN Tpaduk. KommyTraTop
MO>KET TAaCCUBHO KOHTPOJIMPOBATH HIIM aHAIU3UPOBATH MMaKEThI
IGMP Query (3anpocst IGMP) u IGMP Report (Otuerst IGMP),
nepenaBaeMble MEeXAy MHOToaipecHbIMu [P-mMapiipyTuzaTopamu u
MOANMUCYMKAMHU MHOT0aIpecHbIX [P-ycnyr st uaeHTudukanmm
Y4aCTHUKOB MHOT0aJIpecHOM Tpymmbl. KomMmyTaTop aHamu3upyer
npoxoxsmue yepe3 Hero IGMP-makeTsl, U3BIEKaeT U3 HUX
PErucTpaoHHy0 HHPOPMALIUIO TPYIIIBI U COOTBETCTBYIOIINM
00pa3oM KOH(PpUTypUpYyeT MHOT0aJpECHbIE (PUIBTPBHI.

Unregistered IPMCv4
Flooding Enabled

Ecnu ¢uar B 3TOM 1osie ycTaHOBJIEH, BKIIOUEH PEXXUM Nepeaayun
HE3aperuCcTPUPOBAHHOTO (HE MPUHAAJIEKAILETO TPYTIIaMm)
MHoroazpecHoro IP-tpaduka. YcranoBure ¢uiar B 3ToM 1oiie, 4ToObI
BKJIIOUHTH PACCHUIKY AKETOB BCEM y3JIaM.

IGMP SSM Range

Jlnana3oH MHOT0aIpECHBIX aPECOB AJIs1 KOHKPETHOIO HCTOYHUKA
SSM (Source-Specific Multicast), mo3BosisieT moaIepKUBAIOIIUM
SSM xocTam ¥ MapuIpyTHU3aTOPaM BBIIOJIHATE MOJEND yCiIyr SSM
JUIsl TPy B 33JJaHHOM JIMalia30He aJIpecoB.

Leave Proxy Enabled

[TonaBnsieT cooOIIEHUS O BBIXO/E U3 TPYIIIbI, OTINYAIOIINECS OT
MIPUHATBIX, OT ITOCJIEJHETO MOPTA y4acTHUKA rpynisl. [Ipokcn-
cepBep COOOIIEHUI O BBIXO/I€ U3 IPYIIIbI IOJIaBISET BCE HE
ABJISIOIIMECS HeoOXoauMbIMU coobeHust IGMP o Beixoze u3
IPYMIIBI TAKAM 00pa3oM, YTO KOMMYTATOp, HE SIBIISIOLIUIICS querier,
nepeiaeT MakeT BbIX0Ja U3 TPYIIIBI TOJIBKO TOT1a, KOTAa MOCIIETHUI
JUHAMHYECKUH MOPT-YYaCTHUK MOKHMJIAET MHOTOAJJPECHYIO TPYIIY.

Proxy Enabled

[Ipokcu-cepBep BKIIOUEH

Port Related Configuration (HacTpoiiku, cBS3aHHBIE C IOPTOM)

Port

Howmep nopra

Router Port

YcranoBute (iar B moJie JaAHHOTO MOPTA, YTOOBI HA3HAYHUTH €T0
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noptoM Mapupytuzatopa. Eciu IGMP snooping He MoxxeT
onpenenuTh MecToHaxoxaeHrue IGMP querier, Ber MoXxeTe BpyuHYIO
HA3HAYUTh MOPT, KOTOPBIKA MOKIIOUEH K n3BectHoMy IGMP querier
(HarmpuMep, K MHOI'0aIpECHOMY MapIIpyTU3aTOpy WIH
KOMMYTATOpy). TOT UHTEp(]Ec 3aTeM BCTYNUT BO BCE TEKYIINE
MHOT'0aIpECHBIE TPYIIIBI, IOAAEPKUBAEMBIE ITOAKIOYEHHBIM
MapuIpyTU3aTOPOM/KOMMYTAaTOPOM, YTOOBI TapaHTUPOBATh, YTO
MHOT0aJIpeCHbII TpadUK MpoLIes Ha BCE COOTBETCTBYIOLIHE
uHTEepeiichl KOMMYTaTOpa.

Fast Leave Ecnu ¢uar ycranoineH, BKiItoUeHa (QyHKIHS OBICTPOrO BBIXOA U3
rpynnsl. Korja npuHAT nakeT BbIX0Ja U3 TPYIIIbI, KOMMYTaTop
HEMEJUIEHHO yJalsieT OPT U3 MHOT0AJAPECHOH YCIIyTH, He IOChLIast
cneunduyHblii Juig rpynmsl 3amnpoc IGMP GS Ha 3ToT uHTEpdeEiic.

Throttling OT0 3HaYeHUE OIPAaHMYMBACT MAaKCUMAJIbHOE YHCIIO MHOT0a/IPECHBIX
IpyIII, B KOTOPBIE TOPT MOXKET BCTYNUTH OJJHOBpeMeHHo. Korma s
nopTa 0yJeT JOCTUTHYTO MaKCUMaJIbHOE YHCIIO TPy, HOBbIE
coobmenus ¢ orueramu IGMP o Berymiienuu B rpynmy OyayT
orOpacsiBaThCs. [1o ymonmuanuio BIOpaHO HEOTPAaHUYEHHOE YK CIIO
rpymi (unlimited). lomyctumeiid auana3on 3Hadenuit ot 1 go 10.

VLAN Configuration (Hacrpoiika VLAN) (Puc. 3.78) (Ta6.1. 3.76).

IGMP Snooping VLAN Configuration

Start fram WLAN with entries per page

[ VLANID | Snooping Enabled | Querier Election [ Querier Address | Compatibility [ PRI] RV | Ql(sec) [ QRI(0.1 sec) [ LLQI (0.1 sec) | URI {sec) |
1 | 0.0.0.0] [IGMP-Auto_ ~] | 2| | 1285 | 100 | 10] | 1]

Puc. 3.78 — Hacrpovika VLAN

Tabnmya 3.76 — Hactpovika VLAN

VLAN ID 3anaiite Homep VLAN, ucnons3yemoit aiist IGMP snooping.

Snooping Enabled YcranoBure ¢uiar, YTOObI BKIIOUUTH (PYHKIUIO «IIPOCTYIIUBAHUSDY
Ha uHTepdeiice. Koraa ata pyHKIMS BKIIOYEHA, KOMMYTaTOp OyJeT
KOHTPOJIMPOBATh CETEBOI Tpaduk Ha ykazaHHOM HHTep(eiice, YTOObI
OTIpEeENNTh, KAKUE XOCTHI XKEJAI0T MOJy4aTh MHOT0aIpECHbBIE
ycayru. Ecniu IGMP snooping BkmtoueH rinodansao u IGMP
snooping BKJIIOYEH Ha UHTepelice, TO MPUOPUTETOM OyIeT
nonbs3oBatbess IGMP snooping Ha unTepdeiice. Korna ¢uar B aTom
T10JIE CHST, IIPOCITYIIMBAHUE» MOYKET OCTaBaThCs
CKOH(UTYypHpOBaHHBIM Ha HHTep(eiice. OQHAKO HACTPOIKHU OyIyT
NeicTBOBAThH TOJIBLKO B TOM citydae, eciii IGMP snooping BkitoueH
r7100aJIbHO.

Querier Election YcranoBure (ar B 3TOM 1oJie, 4ToObI BBIOPATh MOPT 3alIPOCOB B
VLAN. Koraa ¢nar B mose cHAT, HOPT OyJeT UCHOIb30BATHCS KaK
nopt IGMP, He noceuIarOmMA 3aPOCOB.

Querier Address 3ananTe ogHoanpecHsli [Pv4-anpec, ucnons3yemsiii B 90 3aronoske
IP nns BeIOOpa nopta-ucrounuka 3anpoco IGMP. Koraa ato none
HE 3a/1aH0, KOMMYTaTOp OyeT MCIOJIb30BaTh MEPBBIH TOCTYIHBIHI
[Pv4-anpec ynpasnenus [P-untepdeiica, acCOIMUPOBAHHOTO € ATOM
VLAN.

Compatibility B sTom none 3aaHo, Kakue XOCTbl U MapIIPyTHU3aTOPbl MOTYT
BBINOJIHATH OINEPAIlUH B CETH (B 3aBUCUMOCTH OT BBIOPaHHON Bepcun
IGMP). loctynHsl cneayrouue Bapuantel: “IGMP-Auto”
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(ABTromarnyeckuii BeiOop Bepcun IGMP), “Forced IGMPv1”
(ITpunynurensHoe ucnons3oBanue IGMPv1), “Forced IGMPv2”
(ITpunyaurensHoe ucnois3zoBanue IGMPv2), “Forced IGMPv3”
(ITpunynurensHoe ucnoiab3oBanue IGMPv3). Tlo ymomuanuto
npumensiercs “IGMP-Auto” (ABToMaTHYECKHiA BEIOOP BEpCUU
IGMP).

PRI

Bribepure npuopurer uarepdeiica. B 3ToM nose ykazaHo ypoBeHb
npuoputera kaapa ynpasieHus IGMP, crenepupoBaHHbI CHCTEMOMH,
KOTOpasi UCIIOJIb30BaHa /Il HA3HAYEHUS IPUOPUTETOB Pa3InIHbIM
ksaccam Tpaduka. Jluamna3oH AOMyCTUMbIX 3HaUeHui: ot ()
(HaumeHbIUi TpuopuTeT) 10 7 (HauBbicuIui mpuoputet). 1o
YMOJIYaHHUI0, IPUOPUTET uHTepdeiica paseH 0.

RV

[lepemennas nagexunocta RV (robustness variable) mo3Bossier
HACTPOUTH OXKHJAAaeMble MOTEPU MAaKeTOB B nojceT. Ecnu ecth
MOJIO3PEHHE, UTO B MOJICETH TEPSAIOTCS MAKETHI, 3TO 3HAUEHHE MOKHO
yBeIU4HTh. 3HaueHue RV He moimkHO ObITh HyJieM uiun 1. 3HaueHue
JOJDKHO OBbITh 2 uiu Oosiee. [1o ymonuanuio 3aaaHo 2.

QI

B none Query Interval (MuaTepBan mexay 3arnpocaMu) yka3zaH
WHTEPBA BPEMECHH MEXTy OTIIPABKOH 3aITPOCYMKOM COOOIICHHI C
obumu 3anpocamu IGMP (IGMP General Query). [1o ymonyanuto
3a1ad uHTEepBaJ 125 cexyH/I.

QRI

Query Response Interval — MakcumalibHOE BpeMsl O’KUAAHUSA
Mapupytuzaropom IGMP npuema otBeTa Ha coo0IIEHKE C 3aLIPOCOM
IGMP General Query. QRI npumensiercsi, korjaa KOMMyTaTop
(YHKIIMOHHUPYET, KaK 3alPOCYHK M UCTIOIB3YETCS IS
MHGOPMHUPOBAHUS APYTUX YCTPOMCTB O MAaKCUMaJIbHOM BPEMEHU,
KOTOpO€ JJaHHAsl CUCTEMa OKUJAeT OTBETa Ha oO1rue 3anpocsl. [1o
YMOJIYaHUIO 3a]1aHo 3HaueHue 10 cexyHn. JluanazoH JOMyCTUMBIX
3HaueHuil: 0-31744 necsAThIX 10JIeH CEKYHBI.

LLQI

Last Listener Query Interval — Bpems o’kuaHusi OTBeTa Ha
3aIpocHOe coOOIIeHNEe, CleU(pUUHOE s TPyl MU Ha
3arpocHoe coolIIeHue, cnenu(uyHoe JUIsi TPYNIbl U UICTOYHUKA.

URI

Unsolicited Report Interval — Bpemst oxxuganus repeaadn BXOASIINM
uHTepdeiicom HemperycMoTpeHHbIX otyeToB IGMP, korna
BKJIFOUEHO X TOJIAaBJICHHE WK (GUIbTpaIus Ha mpokcu-cepsepe. [1o
ymomdanunto uist URI 3anano 3Hauenue 1 cexynaa. Jlnanason
JOMYCTUMBIX 3HaueHu#: ot 0 10 - 31744 cexyH.

Port Filtering Profile (IIpo¢punas puabTpannu nopra) (Puc. 3.79) (Tadu. 3.77).

Ha ctpanure HacTpoiiku pUIbTpaIiy MopTa MOKHO OT(UIBTPOBATH OIPEIETCHHbBIN

MHOT'0aIpECHBIH TpaduK 1Mo KakIoMy MOpTY oTAenbHO. [lepen TeM, kak BEIOUpaTh Npoduib

¢unbTpanumn, HeobxoauMo 3aaathk npodunu Ha crpanuue [IPMC Profile (ITpoguns IPMC).
IGMP Snooping Port Filtering Profile Configuration

Port | Filtering Profile
e v
2 -
3 - [~

Puc. 3.79 — lpogusib pusibTpaymm rnopra

Tabnmuya 3.77 — lpogusib ubtpaumm nopra

‘ Port

\ Howmep nmopra.
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Bribepure ckoH(DUTYpUpOBaHHBIE MHOT0A/IPECHBIE TPYIIIBI, KOTOPHIE
3ampereHs! Ha mopty. Korna onpenenennas MHOToaapecHas rpymmna
BbIOpaHa Ha nmopTty, coobmenust IGMP join reports (0T4eThI 0
BCTYIUICHHH B TPYIITY) Ha TIOPTY OTOPAchIBAIOTCSL.

Filtering Profile

4.2.32.2. MLD Snooping

ITporokon MLD (Multicast Listener Discovery snooping) nono6en npotokosry IGMP snooping
s IPv4 u ucnonw3yercss ans MHoroaapecHoro tpaduka IPv6. pyrumm crmoBamu, MLD
snooping KOH(MUTYpPUPYET MOPTHI IS OrpaHHYEHUs MHOroaapecHoro Tpaduka IPv6 wnm
yIOpaBJIeHUS UM TaKUM 0Opa3oM, yTOOBl OH MEpeAaBalicsi Ha MOPTHI (MM IOJIb30BATEISM),
KOTOPBIM OH JIWCTBHUTENIBHO TpeOyercs. B  pesyaprate, MLD snooping cHuKaer
JaBUHOOOPA3HYIO Mepenady MHOroaapecHbix naketoB IPV6 no 3amanaeim VLAN. TToxanyiicra,
uMmelite B Buay, uro IGMP Snooping 1 MLD Snooping paGoTaroT HE3aBUCUMO JIPYT OT JIpyra.
OHU MOTYT OBITH BKJIIOYEHBI OJTHOBPEMEHHO.
s noctyna K HacTpoiikam HeoOxoaumo mnepeiitu no Bkiaaake Configuration— IPMC— MLD
Snooping.
Basic Configuration (OcHoBHble HacTpoiiku) (Puc. 3.80) (Tao.. 3.78).

MLD Snooping Configuration

Global Configuration
Snooping Enabled
Unregistered IPMCvE Flooding Enabled
MLD SSM Range |ffae:
Leave Proxy Enabled [
Froxy Enabled [

Port Related Configuration

Port | Router Port | Fast Leave | Throttling

= [ N == w
C C
- C

Puc. 3.80 — OCHOBHbIE HACTPOVIKU

[T I O

Tabmya 3.78 — OCHOBHbIE HACTDOVKH

Global Configuration (I'106anpHBIE HACTPOIKH)

Snooping Enabled YcranoBure ¢urar, 4To0bI r100aTBHO BKIIOUNTH QyHKINIO MLD
Snooping. Korna ¢yHKIus BkiItoueHa, JaHHOE yCTPOHCTBO OyAeT
OCYIIECTBIISATH MOHUTOPUHT CETEBOT0 TpaduKa U ONPEeaTh, KaK1e
XOCTBI Oy1yT IPUHUMATh MHOTOapecHbI Tpadpuk. KommyTtaTop
MOXET MaCCUBHO KOHTPOJIUPOBATh WIN aHAJIU3UPOBaTh IakeTsl MLD
Listener Query (3anpocs! npociymuBanust MLD) u MLD Report
(Otuetst MLD), nepenaBaeMblie Mexay MHOroaipecHbiMu [P
MapIIpyTU3aTOPaMHU U NOJNMCYUKaMHU MHOTroaapecHsIx IP ycmyr mis
UICHTU(PUKAIUN YIaCTHUKOB MHOT0a/ipecHoi rpynmnbsl. KommyTtaTop
aHaJIM3UpyeT npoxosuie uepe3 Hero IGMP-nakeTsl, n3BneKaeT u3
HUX PEruCTPaOHHYI0 HH(POPMAIIUIO TPYIIIBI K COOTBETCTBYIOIINM
00pa3oM KOH(UTYpUPYET MHOT0aJIpeCHbIe (PHIIBTPBI.

Unregistered IPMCv6
Flooding Enabled

Ecnu ¢nar ycraHoBieH, BKIIIOUEH PEeXUM Mepeaadn
HE3apEeruCTPUPOBAHHOTO (HE MPUHAIIISKAIIIETO IPYIIaM)
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MHoroazapecHoro IP-tpaduka. Ycranosure ¢uar, 4ToObl BKIIOYUTH
PacCBUIKY ITaKETOB BCEM Y3JIaM.

MLD SSM Range

Jlnana3zoH MHOTOAPECHBIX aAPECOB JJIsi KOHKPETHOT'O HCTOUYHUKA
SSM (Source-Specific Multicast), mo3BoJisieT moaIep>KUBaIOIINM
SSM xocTam ¥ MapLIpyTHU3aTOPaM BBIIOJIHATH MOJENb yciIyr SSM
JUIs TPYI B 33JaHHOM JIMaria3oHe aJIpecoB.

Leave Proxy Enabled

YroObl PEeIOTBPATUTD TIEPETPY3KY MHOT0AIPECHOTO
MapuIpyTU3aTopa COOOIIEHUSIMH O BbIXOJI€ U3 TpyIsl, MLD
snooping MojaBisieT ux, MOKa He MPUMET TaKOe COOOIEHHE OT
MOCJIeTHETO MMOpTa-y4acTHHUKA rpynibl. Korma koMmyTtaTop
paboTaeT, Kak 3arpoCUHK, PYHKIIHSI POKCUCEpBEpa ISl COOOIIEHUI
0 BBIXOJIE M3 IPYIIIBI paboTaTh HEe OYyJIeT.

Proxy Enabled

Korna npokcu-cepep MLD BkITt0YeH, KOMMYTaTOp OOMEHHBAETCS
coobuieHnssmMu MLD ¢ mapuipyTu3aropoM CBOEro BOCXOSILIETO
uHTepdeiica u BeImoIHACT 3a7aun xocta MLD Ha BocxosiieM
uHTepdeiice: * Koraa npuxoaur 3anpoc, OH HOChUIAeT OTYET
MHOI'03JIpECHOr0 NPOCIyIIMBanus rpymme. * Korga XxocT BcTynaer B
MHOT'0a/IpECHYIO I'PYIILy, B KOTOPOU HET APYTUX XOCTOB, OH
IIOCBUIAET ITOU I'PYIIIIE HENIPELYCMOTPEHHBIE OTYETHI. * Korna
OIIPEACIEHHYI0 MHOI0JPECHYIO TPYIITY MOKUIAET IOCIEIHUI XOCT,
KOMMYTAaTOP IOCBUIAET HENIPEAYCMOTPEHHBIN OTYET IO aJpecy,
ncronb3yeMomy Bcemu mapmpytuzaropamu (FF02::2) npu MLDv1.

Port Related Configurat

ion (HacTpoiiku, CBsi3aHHBIE C TOPTOM)

Port

Howmep nopra

Router Port

YcranoBure ¢iar, 4To0b HA3HAYUTH TOPTOM MapIIPYTU3ATOPA.
Ecmu MLD snooping He MOXKET OIPEIeIUTh MECTOHAX 0K ICHHE
MLD querier, Bel Mo>keTe BpyuHYIO Ha3HAUYUTh OPT, KOTOPBIi
noJkio4eH K n3Bectiomy IGMP querier (Hanpumep, K
MHOT02/IpECHOMY MapIIPyTH3aTOPY UIM KOMMYTaToOpy). ITOT
uHTEpdeiic 3aTeM BCTYHT BO BCE TEKYIIIUE MHOT'0AJJPECHBIE FPYIIIIBL,
MO ICPKUBAEMBIE TIOAKIOYEHHBIM MAPILIPYTU3aTOPOM
/KOMMYTaTOPOM, YTOOBI TapaHTUPOBATh, YTO MHOT'0AIPECHBII
TpaduK MpoIIes Ha BCE COOTBETCTBYIOIINE HHTEP(ENCH
KOMMYTAaTOopa.

Fast Leave

Ecnu ¢uar B nose ycraHoBleH, BKJIIOUeHA (DyHKIHS OBICTPOTO
BbIXOJa U3 rpymisl. Korna npuHAT naker BbIXo/Aa U3 rpymisbl,
KOMMYTAaTOp HEMEUJIEHHO YAAJIET IOPT U3 MHOT0AJPECHOM YCIIyTH,
He nochuias cnenuuuHbIi 1718 rpynmnsl 3anpoc MLD GS Ha 3ToT
uHTepdeiic.

Throttling

3T0 Mose orpaHNYMBAET MAaKCUMAIbHOE YHCIIO MHOT0/IPECHBIX
TPy, B KOTOPBIE MIOPT MOKET BCTYIIUTh OHOBpeMeHHO. Koraa s
nopra OyZeT JOCTUTHYTO MaKCUMAaJIbHOE YMCIIO TPYIII, HOBbIE
cooOuieHus ¢ oruetamu MLD o BeTyrieHnu B rpynimy OyayT
otOpaceiBaThes. [10o yMonuaHuio BHIOpaHO HEOTPAHUUYEHHOE YUCIIO
rpynn (unlimited). lomyctumsblii auana3on 3Hadenuit ot 1 o 10.

VLAN Configuration (Hactpoiika VLAN) (Puc. 3.81) (Ta6.. 3.79).
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MLD Snooping VLAN Configuration

Start from VLAMN with entries per page.

VLAN ID [ Snooping Enabled | Querier Election | Compatibility [ PRI] RV | Ql{sec) [ QRI(0.1sec) [ LLQI (0.1 sec) [ URI (sec)
1 [MLD-Aue  +| | 2| | 125) | 100 | 10] | 1]

Puc. 3.81 — Hacrpovika VLAN

Tabnmua 3.79 — Hactpovika VLAN

VLAN ID 3anaiite Homep VLAN, ucnonb3yemoii it MLD snooping.

Snooping Enabled | YcranoBure ¢uiar B 3ToM 1oJie, YTOOBI BKJIFOUUTH (QYHKITUIO
«IpoCIylIMBaHus» Ha uHTepdeiice. Korma sta GpyHKIMS BKIIOUCHA,
KOMMYTATOp OYyJIeT KOHTPOJHPOBATh CETEBOI TpaduK Ha YKa3aHHOM
uHTepdeiice, 4TOOBI ONPEIEIUTh, KAKUE XOCThI KEJAl0T MOTydaTh
MHOT'0QAPECHBIE YCIIYTH.

Querier Election YcranoBute (iar B 3TOM 110J1€, 4ToObI BEIOpATh MOPT 3alPOCOB B
VLAN. Korza ¢nar B 3ToM 1oJie yCTaHOBJIEH, KOMMYTaTOP MOKET
HCIOJIb30BaThCs, Kak 3anpocunk MLDV2, KOHKYpupys ¢ IpyrumMu
MHOT03JPECHBIMHI MapIIPyTH3aTOPaMH MM KOMMyTaTopamu. Kak
TOJILKO KOMMYTAaTOp CTaHET 3alPOCUYUKOM, OH OyJeT OTBEYaTh 3a
OTIIPABKY Ha XOCTHI HEPUOJUUECKUX 3aIIPOCOB O TOM, JKEJIAIOT JIH OHH
MPUHUMATh MHOTOa/ipecHbIl Tpaduk. Koraa dmar B mone cHAT, mopt
OyneT ucnosibzoBaThes Kak nopt IGMP, He mochlnaronuii 3anpocos.

Compatibility B aTom nosne 3a1aHo, KAKME XOCTBI U MapIIPYTU3aTOPbl MOTYT
BBITIOJIHATH ONEPAIlUH B CETH (B 3aBUCHMOCTH OT BRIOPAHHOW BEPCUHU
MLD). HoctynHsl cnefyoomue Bapuantsl: “MLD-Auto”
(ABTromarnyeckuii BeiOop Bepcun MLD), “Forced MLDv1”
(ITpunynurensHas yctanoBka Bepcuu MLDv1) u “Forced MLDv2”
(ITlpunynurensHas yctaHoBka Bepcun MLDv2). ITo ymonuanuio
npumensercs “MLD-Auto” (ABromaTudeckuii BIOOp Bepcun MLD).

PRI Bri6epute npuoputet uHTEpdeiica. B 3ToM moe ykazaHo ypoBeHb
IpuopureTa Kaapa ynpasiieHus MLD, creneprupoBaHHBIN CUCTEMOI,
KOTOpasi UCIOJIb30BaHa /Ui Ha3HAYECHMS IPUOPUTETOB PA3INYHBIM
KJaccaM Tpaduka. /[ranazoH 10mMyCcTUMBIX 3HaueHHi: o1 0
(HauMeHbLIUH npuopuTeT) 10 7 (HauBbicnii npuopurer). 1o
YMOJIYaHHIO, IPUOPUTET UHTEpdeiica paseH 0.

RV [lepemennas HagexxHoctu RV (robustness variable) mo3possier
HACTPOUTH OXMJIaeMble ITOTEPH MAKETOB B MoJiceTH. Eciu ecTh
MOJIO3PEHHE, YTO B MOJCETH TEPSIOTCS MTAKETHI, TO 3HAUEHHE MOKHO
yBeNU4NTh. 3HaueHue RV He nomkHO ObITh HyseM uiu 1. 3HaueHue
JOJDKHO OBITH 2 unu 6osee. [1o ymomuanuio 3anano 2. Jlnanazon
JOMYCTUMBIX 3HaueHui: 1~255.

QI B none Query Interval (MuTepBan Mmex 1y 3ampocamu) ykazaH HHTEpPBaJ
BPEMEHHU MEXIy OTHPABKOH 3alPOCYMKOM COOOLIEHUN C OOLIMMHU
3anpocamu IGMP (IGMP General Query). ITo ymonuanuto 3anan
unTepBan 125 cekynn. [lonyctumslii Auana3oH 3HadeHui ot 1 no 31744
CEKYH/I.

QRI Query Response Interval — makcumanbHOE BpeMsl OKUAAHUS
Mapupytuzaropom IGMP npuema oTBeTa Ha cooOIIEHKE C 3aTIPOCOM
IGMP General Query. QRI npumensercs, Korjga KOMMyTaTop
(YHKIIMOHUPYET, KaK 3alpOCUUK U UCIOIB3YETCs ISl HHPOPMHUPOBAHUS
JAPYTUX YCTPOMCTB O MaKCUMaJIbHOM BPEMEHH, KOTOPOE JNaHHAs
CHCTEeMa 0’KHMJAeT OTBeTa Ha obuue 3ampockl. [1o ymomgyanuro mist RQI
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3aiano 3HaueHue 10 cexyna. /luanazoH qomycTuMbIx 3HaueHuit: 0-
31744 necsThIX 10J€H CEKYHIbI.

LLQI Last Listener Query Interval — BpeMst o’xuaHusl OTBETa Ha 3aIPOCHOE
coo01eHue, crenuGuIHoe IS IPYIIbI WK Ha 3alIPOCHOE COOOIICHHE,
cnerupUIHOE IS TPYIITBI U HICTOYHUKA.

URI Unsolicited Report Interval — Bpemst oxxuganus repeaadu BXOASAIIIAM

uHTepdeiicom HerperycMoTpeHHbIX oT4eToB IGMP, Korna BKiIroueHO
MX TI0JIaBJICHUE WU QUIBTPALMS Ha MPOKCH - cepBepe. [1o ymomuanuto
st URI 3anano 3nauenue 1 cekynnaa. JluanazoH JOIMyCTUMBIX
3HayeHuii: ot 0 1o 31744 cexynz.

Port Filtering Profile (Ilpo¢puab punbTpannu nopra) (Puc. 3.82) (Taod.. 3.80)
MLD Snooping Port Filtering Profile Configuration

Port | Filtering Profile
T ]
2 -
3 -

Puc. 3.82 — [lpogpusib uibTpalmm nopra

Tabnmya 3.80 — lNpogurib guribTpaymm nopra

Port Howmep nopra.
Filtering Profile Br16epure cKOHQUTypHpPOBaHHBIE MHOTOAPECHBIE IPYIIIbI, KOTOPBIE
3arpeleHsl Ha nopty. Korna onpenenennas MHOroapecHas rpymnmna
BbIOpaHa Ha mopTy, coobmmenuss MLD join reports (0T4eThI O
BCTYIUICHUU B IPYIILY) HA OPTY OTOPachIBAIOTCS.
4.2.33. LLDP

ITpotokon LLDP (Link Layer Discovery Protocol) siBisieTcst poTOKOJIOM KaHaJIBHOTO YPOBHS,
Ha KOTOPOM CETEBBIE YCTPOHcTBa 0OMEHNBaIOTCs HH(popManuel o cede ¢ JpyrumMu
YCTPOWCTBaMH, HAPSIMYIO COEIMHEHHBIMU 4epe3 ceTh. Mcnonbs3ys LLDP, nBa yctpolicTsa, Ha
KOTOPBIX ()YHKIIMOHUPYIOT CETEBbIE MPOTOKOJIBI PAa3HBIX YPOBHEH, MOTYT 00y4aTbcs
uH(popManuu Apyr Apyra. i1 oOHapyKeHHs COCETHUX YCTPONCTB UCIOIb3yeTCs Habop
aTpuOyTOB, ccbutatonuiics Ha TLV. YcTpolcTBO MOXeT nepeaaBarh U IPUHUMATh TaKylo
JeTalbHY0 HH(POPMAIUIO, KaK OIMCAHHE MTOPTa, ONMCAHUE CUCTEMBI U €€ BO3MOKHOCTEMH, aapec

yIpaBJIeHUs.

Jng noctyna k HacTpoiikam HeobxonuMo nepeiTH no Bkiaake Configuration— LLDP.
Configuration (Hacrpoiika) (Puc. 3.83) (Ta0.. 3.81).
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LLDP Configuration

LLDP Parameters

Tx Interval

20

|seconds

Tx Hold

[4

| times

Tx Delay

[2

|seconds

Tx Reinit

[2

|seconds

LLDP Interface Configuration

Optional TLVs

Interface

[ Mode

| cDP aware | Trap | Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr | VID Mgmt Addr

Puc. 3.83 — Hacrpovika LLDP

GigabitEthernet /1
GigabitEthernet 1/2
GigabitEthernet 1/3

<>

*

<M< N4
<M< W<
<M< W<
cooeQ
oooQ
1]l

Tabmuya 3.81 — Hactpovika LLDP

LLDP Parameters (ITapametpst LLDP)

Tx Interval

3anaiite uHTepBai Mexay kaapamu LLDP, otnpasisieMbIMu cocensimM
JAHHOT'O YCTPOUCTBA [l OOHOBJIEHHS HH(POPMALUU O JAHHOM
ycrpoiictse. JlomycTumble 3HaueHus: oT 5 10 32768 cexkyna. [lo
yMo4aHuo 3a71aHo 30 CeKyH]I.

Tx Hold

JlanHast HacTpolKa onpezenser, kKak 1oaro kaapsl LLDP 6yayt
CUMTATHCS MPABUILHBIMH U UCIIONIBL3YyeTCs 1S Beiuucienus TTL.
Junana3on nomyctumbix 3HadeHuit: 2~10 pa3. Ilo ymonuanuto 3agaHo 4.

Tx Delay

3anaiite 3aaepxKy Mexay kaapamu LLDP, conepxamumu nsmeHeHus
koHpurypammu. Tx Delay ne moxer npeBbimarts 1/4 ot uarepsana Tx.
Jonyctumble 3Hadenus: ot 1 go 8192 cexyn.

Tx Reinit

3anaiiTe 3a1epKKy MEXKAY KaIpOM OTKJIFOUEHHUS U HOBOM
nannmnanusaimeit LLDP. J[lonyctumbie 3Hauenus: ot 1 1o 10 cekyH/.

LLDP Interface Configuration (Hactpoiika untepgeiica LLDP)

Interface

WnTepoeiic

Mode

Bri6epute cooTBeTcTBYIONINHI pexuM padotsl LLDP:

* Disabled (Bsikmtouen): Mudopmanus LLDP noceuiatees He Oyaer,
nnpopmanus LLDP, npunsiTas oT coceJHUX yCTPOUCTB OyieT
oTOpoIeHa.

* Enabled (BxmounTts): Unpopmanus LLDP 6yzaer nocsunarscs,
nnpopmanus LLDP, npunsiTas oT coOceHUX yCTPOUCTB OyieT
IIPOaHAIN3UPOBAHA.

* Rx Only (Toabko npuem): KommyTtaTop Oyzaer aHanu3upoBaTh
uHpopmanuto LLDP, npuHATYI0 OT COCEHUX YCTPOUCTB.

* Tx Only (Tonbko nepenaua): Kommyrarop 6yaeT noceuiaTh
uHpopmanuto LLDP, Ho O6yzaer orbpacsiBaTh nHpopmaruio LLDP,
MIPUHATYIO OT COCEIHUX YCTPOUCTB.

CDP Aware

Onepanusa CDP aware (PacnioznaBanue CDP) ncnonbs3yercs ans
nexoauposanus Bxoasmux kaapos CDP (Cisco Discovery Protocol).
Ecnu sta onus Bkimouena, CDP TLVs, koTopeie MOTyT OBbITH
0TOOpaXeHBI B COOTBETCTBYIOIIIEE TIOJIE TAOIHIIBI COCEAHUX YCTPOUCTB
LLDP GyayT aexoaupoBaHbl, B TPOTUBHOM CITydae 3TH KaJIpbl OyayT
oropomersl. CDP TLVs oroOpakaroTcs B 1oJie TabIUIbI COCETHUX
ycrporicts LLDP.

Optional TLVs

Jnst oOHapykeHHs coceqHUX ycTpoiicTB, LLDP ncnonp3yeTr HeCKoIbKO
aTpuOyTOB. OTH aTpUOYTHI COJIEPKaT ONUCAHUS TUIA, [UIMHBI U
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3HaYeHu U ccputaroTcsa Ha TLVs. JlaHHOe yCTpOMCTBO MOXKET
nepeaBaTh TaKylo JAeTalbHYI0 HH(POpPMAINIO, KaK OMKMCAaHUE TOPTa, UMS
U OIUCAHUE CUCTEMBI U €€ BO3MOKHOCTEM, apec yrpapieHus. Eciau
HeXeJaTeJIbHO, UTOOBI COCEIHUE YCTPOICTBA 001aAaIu 3TON
uHpopmanme, CHUMHUTE (ar B 3TOM MOJIE.

LLDP-MED (Puc. 3.84) (Ta6.. 3.82).

[Iporokon LLDP nns koneunsix menuayctpoiictB LLDP-MED (LLDP for Media Endpoint
Devices) sBisiercs pacmupenueMm LLDP u paGoTtaeT Mex1y KOHEUHBIMH yCTPONCTBAMHU, TAKUMHU
kak [P-tenedoHsl 1 ceTeBbIMU yCTpolicTBaMH (Hampumep, kommyrtaTopamu). [Iporokon LLDP-
MED o6ecneunBaeT noaepKKy npuitoskeHui nepenayuu royioca o IP (VolP) u nonoaauTenpHbIC
TLVs nns oOHapyskeHHs, oOecriedeHusi MOMUTHKH cetd, ¢(yHkuumu Power over Ethernet,
YIOpaBIEHUS PeecTPOM U HHPOPMAIIUH O MECTOMOIOKEHUH.

LLDP-MED Configuration

Fast Start Repeat Count

| Fast start repeat count |4

LLDP-MED Interface Configuration

Transmit TLVs

Interface | Capabilities [ Policies [ Location [ PoE | Device Type

*

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
GigabitEthernet 1/9
GigabitEthernet 1/10

000D O0

Connectivity w
Connectivity w
Connectivity w
Connectivity w
Connectivity s
Connectivity s
Connectivity w
Connectivity w
Connectivity w
Connectivity w

000D O0
oo El
LN NN N N
i
W
<

Coordinates Location

[atitude [0 [ [ Congitude | § [ Atitudge [0 | [ Map Datum | |

Civic Address Location

Country code State County

City City district Block (Neighborhood)
Street Leading street direction Trailing street suffix
Street suffix House no. House no. suffix
Landmark Additional location info Name

Zip code Building Apartment

Floor Room no. Place type

Postal community name P.O. Box Additional code

Emergency Call Service

| Emergency Call Service |

Policies

[ Delete [ Policy ID | Application Type | Tag [ VLAN ID [ L2 Priority | DSCP |

No entries present

| Add New Policy |

Puc. 3.84 — Hacrpovika LLDP-MED
Tabmuya 3.82 — Hactpovika LLDP-MED

Fast Start Repeat
Count

BrICTpBIif cTapT U uAeHTHPUKAIUS MECTOMOIOKEHHUS IIPH aBapUITHOM
Bb130Be (Emergency Call Service Location Identification Discovery) s
KOHEYHBIX YCTPOMCTB SIBISAETCS BaXXHBIM acniekToM VolP-cucrem.
Kpome Toro, nmydiie Bcero npenocTaBisiTh TOJIBKO T€ YaCTH
nH(pOpMaILIUY, KOTOPBIE ACHCTBUTEIHHO BaXKHBI /I KOHEYHOTO
YCTPOWCTBA IAaHHOTO TUTIA (HAITPUMED, OMIOBEMIATH O MpaBUIaX padOThHI
B I'0JIOCOBOM CETH CIIEAYET TOIbKO T€ YCTPOMCTBA, KOTOPHIE MOTYT
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paboTaTk C roJ0COBBIM TpapuKOM). DTO HEOOXOAUMO TAKKE U JJIS
coxpaHeHus orpannyeHHoro npocrpanctsa LLDPU u ymeHbiieHus
npo6eM ¢ 6€30MaCHOCTHIO U IEIOCTHOCTBIO CHCTEMBI, KOTOPBIE MOTYT
BO3HMKATh U33a TOrO, 4TO HH(OpMALM O IPABUIAX paOOTHI B CETU
OyzeT momnajaTh Ha HE MpeIHa3HaYeHHBIE 715 9TOW HHPOpMaLUu
ycrpoiictBa. B cBs3u ¢ atum, B LLDPMED 1151 noctuxenust
COOTBETCTBYIOIIMX CBOMCTB OIIpEEIICH dTan B3aumonencreus LLDP-
MED Fast Start (beicTpsiii crapt LLDP-MED) Mex 1y mpoTOKOJIOM 1
YPOBHEM NPUIIOKEHUM Ha BepiunHe nporokoia. [Tapamerp Fast start
repeat count (Yuciio moBTOPOB OBICTPOrO CTapTa) NO3BOJISET 3a/aTh,
CKOJIBKO pa3 Oy/IeT MOBTOPEH OBICTPBIN CTAPT Mepeaayu.
Pexomenayemoe 3HaueHue (4 pasa) 03HayaeT, 4To ¢ HUHTEPBAJIOM |
cexyHza Oyayt nepenansl 4 kaapa LLDP, ecnu npunst kaap LLDP ¢
HOBo# uHpopmarmeit. Cnemxyer otMeTuTh, uTo LLDP-MED u Mmexanusm
LLDP-MED Fast Start mpeiHa3HaueHbI TOJIBKO AJIsi PA0OTHI HA TUHUSIX
MEXJly YCTPOMCTBAMU COCIUHEHMS 110 CETH, TOAACPKUBAIOIUMU
LLDP-MED 1 KOHEYHBIMH YCTPOMCTBAMHU U HEIPUMEHUMBI K JIUHUSAM
Mex1y d51eMeHTaMu UHPpacTpykTypbl LAN, BKIItoUas 1 ycTpoicTBa
COEMHEHMS 110 CETH WJIH JIMHUU IPYToro TUIIA.

LLDP-MED Interfac

¢ Configuration

Interface uHTepdeiic, K KOTOPOMY IPUMEHsIETCs KOHPUTypaLus.

Transmit TLVs [Ipu ycTaHOBIEHHOM (pI1askKe, COOTBETCTBYIOIIHE MTAPAMETPHI
KOMMYTAaToOpa BKIIIOUAIOTCA B NepenaBaeMyro nHpopmaruio LLDP-
MED .

Device Type Tun yctpoiictsa

Coordination Locations (KoopanHaTel MeCTOMONTOKEHHST)

Latitude

upora nomxkHa ObITh NpuBeaeHa B quana3zone 0-90 rpanycos u
cozepxarh He 6osee 4 nupp. MoxKHO 3a1aTh SKBATOPUATBHOE
nosioxkeHue anbo Ha ceBep ot skBaTopa (North) mbo Ha ror (South) ot
9KBaTOpA.

Longitude

JHonrota nomkHa ObITh puBeeHa B quana3zone 0-180 rpagycoB u
coziepkath He 6osee 4 nuudp. MoxkHO yka3aTh HarpaBlieHHe — TM00 Ha
BOCTOK OT HyJieBoro Mmepuanasa (East) 1100 Ha 3amaz oT HyJI€BOTO
Mepuauana (West).

Altitude

BricoTa nomkHa ObITh IpHUBEIEHA B AUara3oHe ot - 32767 no 32767 u
coziepkath He 6osee 4 uugpp. MoxkHO BBIOpaTh €IUHUIIBI U3MEPEHUS
BBICOTHI — JIN0O B METpax, JINOO B ATAXKAX.

Meters

MeTpsl BBICOTBI, OTCUMTHIBAIOTCS OT 3aJJaHHOT'O 1aTyMa (HYJEBOTO
YpPOBHS1) 110 BEPTUKAJIH.

Map Datum

[TapameTrp Map Datum ucnonbs3yercst 11 BbIOOpa CUCTEMbI KOOPIUHAT:
* WGS84: (I'eorpaduueckue, TpexmepHsle) — BcemupHas
reozne3nueckas cuctema 1984, CRS Code 4327, HyneBoil MepuauaH:
TPUHBUYCKHM.

* NAD83/NAVDS88: CeBepoamepukaHckas cuctema koopauHat 1983,
CRS Code 4269, nyneBoit MepuMaH: TPUHBUUCKUN; CBSI3aHHASI C dTOM
crcTteMa KoopAuHaT 1o BepTukanu - North American Vertical Datum of
1988 (NAVDS88). Ota mapa cucTemM KOOpJUHAT UCTIOJIB3YETCS IS
yKa3aHHUsI MECTOIOJIOKEHHS Ha 3eMJIe, HAa BOJHBIX IPOCTPAHCTBAX,
MOJIBEP)KEHHBIX TPUIIMBAM U OTJIMBaM (TSI KOTOPBIX MOYKHO
UCIOJIb30BaTh cucTeMy KoopauHar NAD83/MLLW).
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* NAD83/MLLW: CeBepoamepukaHckas cuctemMa koopauHat 1983,
CRS Code 4269, HyneBoit MepuMaH: TPUHBUUCKUIN; CBSI3aHHAS C ATOM
CUCTEMa KOOpAuHaT 1o Beptukanu - Mean Lower Low Water (MLLW).
Ota napa CBA3aHHBIX CUCTEM KOOPAMHAT UCIIOJB3YETCs MPU YKa3aHUU
MECTOTOJIOKEHHUS B OKeaHe, Ha MOPSIX M Ha IPYTHX BOJHBIX
IIPOCTPAHCTBAX.

Civic Address Location (Yka3zanue rpaxmaanckoro aapeca) Crannaptaas Gpopma
rpaxnaanckoro aapeca (IETF Geopriv Civic Address) 6a3upyercst Ha KOH(GUTYpaIOHHOM
uHpopmanuu mecrononoxenus (Location Configuration Information) u o603Ha4aeTcs Kak

Civic Address LCI.

Country Cod Kog crpansl o crangapty ISO 3166, cocrosiiuuii U3 AByX IPOIUCHBIX
o0ykB ASCII. ITpumep: DK, DE wm US.

State Envnuna aqMUHUCTPAaTHBHO-TEPPUTOPHATIBHOTO JIeIEeHUS (1ITaT,
KAHTOH, PETHOH, IPOBUHIIUS, TPEPEeKTypa).

Country Okpyr.

City ["opon, mocenoxk.

City District PaitoH ropozaa, OKpyr ropoaa, aAMUHUCTPATUBHBIA PaliOH rOpoJa.

Block KBapran, 6110k.

Street Yauua. [Tpumep: yiu. Jlenuna

Leading street Hanpasiienue rnasuoi yiunsl. [Ipumep: N.

direction

Trailing street Hauranmonnsrtii cyddukc ymumsl. [Tpumep: SW

suffix

Street suffix Cyddukc ynuusl. [Tpumep: [Ipoesn.

House no. Howmep noma

House no. suffix Cyddukc Homepa noma: [Ipumep: B, 1/2.

Landmark AJlpec kakoro-nmu0o 3aMeTHOTO 00beKTa Ha MecTHOCTHU. [Ipumep:
Kpemis.

Additional JononuuTenbHas uHdopmalus o Mectornonoxenuu. [Ipumep:

Location Info CeBepHOE KpBLIO.

Name OUO pe3uaeHTa WM JIMIA, apeHAyomero oduc.

Zip Code [TouTOBBIH KOA

Building Crpoenue. Ilpumep: AxBanapk.

Apartement Anaprament, HoMep. [Ipumep: Apt 34.

Floor Otax

Room no. Homep xomHaThI

Place type Tun nnomaau

Postal community
name

®UO noyroBoro anpecara

P.O. Box Homep aGOHEHTCKOr O sIIuKa

Additional Code J100aBOYHBIH KOJI

Emergency Call Cmy»x0a criaceHust

Service

Policies (IlpaBmia)

Policy Id 3anaiite unenTudukarop ID asis 3To# rpynmbl npaBui

Application Type Tune! npunoxxenuii, B Tom umcie: “Voice” (I'omocoBoii BeI30B), “Voice

Signalling” (Curnanuzanus roJocoBoro Bbi3oBa), “Guest Voice”
(I"'octeBoii rosocoBoii BbI30B), “Guest Voice Signalling”
(Curnanm3zanusi TOCTEBOTO TOJI0COBOTO BBI30Ba), “Softphone Voice”
(FomocoBoit Be30B 10 codrodony), “Video Conferencing”
(Buneokondepennus), “Streaming” (IToTokoBast mepenada), “Video
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Signalling” (Curnanusanuusi BUACONOTOKA).

Tag Ter, yka3pIBarolui, UCIIOJIb3YET JIU 3aJaHHBII TUII IPUTIOKECHUS
«rerupoBanHy0» VLAN unu «He terupoBanuyro» VLAN.

VLAN ID 3amaiite VLAN ID nnst nopra.

L2 Priority 3anmaiite oguH U3 BOCbMHU ypoBHEH nmpuoputeta (0-7), Kak onpeaesieHo B
802.1D-2004.

DSCP 3anmaiite ogHO M3 3HaYeHUH 64-Toueunoro kojaa (0-63)

[ Add New Policy |
Knonka '——————— npexnasHavena ajs 100aBJICHUSI HOBOTO MTPAaBHJIA.
4.2.34. POE.

Power over Ethernet (PoE) — TexHosorus, mo3Bosstonias nepeaBarh yaaaéHHOMY YCTPOHUCTBY
ANEKTPUUECKYIO SHEPTUIO BMECTE C IAHHBIMU Y€Pe3 CTAaHAAPTHYIO BUTYIO APy B

cetu Ethernet. Jlannas rexnonorus npegnazHavaercs s [P-resedonnu, Touek gocryna
OecripoBoHBIX ceTeld, IP-kamep, ceTeBbIX KOHLIEHTPATOPOB U APYTUX YCTPONCTB, K KOTOPBIM
HEKeNaTeJIbHO WIIM HEBO3MOKHO MPOBOUTH OTACIbHBIN 3JIEKTPUUECKUN KaOelb.

s noctyna k HacTpoiikam HeobxoaumMo nepeiitu no Bkiaake Configuration— PoE.
Power over Ethernet Configuration (Hactpoiika PoE) (Puc. 3.85) (Ta6.. 3.83).

Power over Ethernet Configuration

System Configuration

Power Supply | 100 |'-f'.‘

Capacitor Detection | | Disabled »

Port Configuration

Port| Mode | Priority | LLDP
"=~ [=_v] [= v
1 |plus v | |low w/| |enable w |
2 |plus v | |low /| |enable w|
3 |plus v | |low w/| |enable w|

Puc. 3.85 — Hacrpovika PoE

Tabmuya 3.83 — Hactpovika PoE

['moGasibHBIE HACTPOUKHU

Power Supply Hactpoiika MakciMaabHONW MOIIIHOCTH, KOTOPYIO MOXKET 00€CIIeYHUTh
VCTOYHUK ITUTAHMU.

Capacitor Brxrouenue/BoikioueHne GyHKIMM capacitor—-detect

Detection

Hacroiika moptoB

Port

Howmep nopra

Mode

Bri6op pexxuma poe aiis nopta

Plus - Bkmouaer PoE IEEE 802.3bt ¢ moanep:xkoii ycrapesieit
MOJIICPIKKH

Standard - Bxmouaet pexxum cootBetcTBUs PoE IEEE 802.3bt
Disable- PoE oTkmroueno miis mopra

Priority

VYcranoBka npuoputeta. CylecTByeT TpU YPOBHS IPUOPUTETA
MOIIHOCTH: HU3KUM, BBICOKUN U KPUTHUYECKHIA.

[IpuoputeT UCMoNB3yeTCcsl B TOM Cllydae, KOrJaa y1aJeHHbIM
ycTpoiicTBaM TpeOyeTcsi 00JIbIle SJHEPTUH, YeM MOKET 00eCIeYnTh
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HCTOYHHK NUTaHUA. B 3TOM CJIy4dac nopt ¢ CaMbIM HU3KUM
MIPUOPUTETOM OYIET

LLDP

Brutouenne/BoikimoueHre o0padotku napamerpos PoE, momydeHHbIX
yepe3 LLDP.

4.2.35. MAC Table. Tadiuna MAC-anpecoB
Jlns moctyna K HacTpoiikaM HeoOxoaumo nepeitu no Briaaake Configuration—MAC Table.
MACAddressTableConfiguration (Hactpoiika Tadnumst MAC-anpecoB) (Puc. 3.87) (Tabm. 3.85).

MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging

Aging Time

| 300 saconds

MAC Table Learning

Port Members

1[2[3[afs]

B[7]8 ][9]0

Autc @ @ @ @ @
Disable Oy
Secure ¢

VLAN Learning Configuration

[ Learning_disabled VLANS || ]

Static MAC Table Configuration

Port Members

Delete | VLAN ID | MAC Address [1]2[3]4]5[s[7]s]2]10

| Add Mew Static Enfry |

Puc. 3.87 — Hactpovika tabrmusl MAC — agpecos

Tabmuya 3.85 — Hactpovika tabnmusl MAC - agpecos

Disable Automatic

OTKIIOYNTh aBTOMAaTHIECKOE YCTapcBaHUC. MAC - aapeca,

Aging MI0JIy4eHHbIE 00yUYeHHeM, OyIyT MPUCYTCTBOBATh B TAOJINIIE TOCTOSHHO.

Aging Time 3anante cpok ycrapeanus [uist MAC - agpecoB, OITy4YEHHbIX
oOydeHueM, KoTopble OyayT npucyTcTBoBath B Tabmune MAC -
aapecoB. Jlnana3zon gomyctuMbix 3HadeHui: ot 10 1o 1000000 cekyH.

MAC Learning Ha kaxx1oM nopTy MOKHO BKJIFOUUTh OJIHY U3 TPEX OILMMN:

Table * Auto (ABTOMaTHYECKH): HA IaHHOM MOPTY o0yueHue Oyaer

BBITTOJIHEHO aBTOMATHYECKH, KaK TOJILKO Oy/IeT MPUHST HEM3BECTHBIN
MACanpec.

* Disable (Beixntounts): @ynkuus ooyuenuss MAC-anpecam
BBIKJIIOUEHA.

* Secure (Tonpko 6e3omacupie MAC-anpeca): OOyueHue OyaeT
BBINOJIHEHO TOJIBKO JUIs cTatnueckux MAC-aipecoB, nepeyrcieHHbIX B
cnucke “Static MAC Table Configuration”. [Ipyrue MAC-anpeca OynyT
OTOPOIICHBI.

Y 1ocToBepbTECh B TOM, UTO JIMHHS, UCIIOIb3yeMast TS yIIPaBICHUS
KOMMYTAaTOpoM Jio0aBieHa B Tabuuiy ctatndeckux MAC-aapecoB 10
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BKJIIOUCHHUS PeKUMa 00yUeHHs CTaTHYECKUM ajipecaM. B mpoTuBHOM
cllydae JJMHMSI yIpaBlieHUs: OyJeT MoTepsHa U €€ MOXKHO OyJeT
BOCCTAHOBUTH TOJIBKO IIyTEM HUCIOJIB30BaHUS APYTroro HeOEe30macHOTo
nopra JIM0o MpH MOAKIIOYEHUH KOMMYTATOpa MO MOCJIEJ0BATEILHOMY

uHTEepdeEiicy.
Learning-disabled | B a3tom mone oto6paxatorcs VLAN ¢ OTKIIFOUEHHBIM 00y4YEHHUEM.
VLANSs Korna HOBBIM MAC-aapec noctynaer B BUPTYalbHYIO JIOKAJIbHYIO

CEeTh C OTKJIFOYEHHBIM 00yueHrneM, MAC-anpec He Oyaet uzydeH. [lo
YMOJTYaHHUIO 10JIe mycToe. MoXHO co3naTh Oombine cereit VLAN,
WCIOJIb3Ysl CHHTAKCHUC CIIHCKA, B KOTOPOM OTJEJIbHBIE 3JIEMEHThI
pa3aeseHbl 3anAThIMU. J{Mana3oHbl yKa3blBalOTCS C IIOMOILBIO THPE,
pazfensoield HUKHIOK U BEPXHIOI MPaHUIIbL.

Static MAC Table Configuration (Hactpoiika Tabnuibl cratndeckux MAC - aapecoB): Ota
Tabynia ucnoib3yeTcs s yctaHoBkU cratndeckux MAC - aapecoB BpyuHyto. O01iiee 4ucio
9JIEMEHTOB TAaOJIHUIIBI, KOTOPbIE MOKHO BBECTH, PaBHO 64.

Delete VYnanser MAC - aapec U3 SYSHKN TaOJIHIIBI
VLAN ID 3anaiite unentudukarop VLAN ID mist atoro MAC - anpeca.
Port Members YcranoBute (MM CHUMHTE) (pilard y COOTBETCTBYIOIIUX MOPTOB. Ecin

BXOJALIMI MakeT uMeeT ToT ke MAC-agpec Ha3HaYEeHMs], YTO U
ykazanHbii B VID, o OyZeT nepeaan HemoCpeACTBEHHO B TIOPT,
OTMEUYEHHBIH ¢uiarom.

| Add New Static Enfry |

Kuomka npeaHaszHauyeHa 1 qooasnennss MAC — aapeca.

4.2.36. VLANs
Hcnonk3oBanue BUpTyanbHbIX JoKanbHbIX ceTelt VLAN (Virtual Local Area Network) siBisiercs
HOIYJIIPHBIM M HEIOPOTHUM CIIOCOOOM CEIrMEHTHPOBAHHS Pa3BEPHYTOH CETH IO JIOTHYECKH
CTPYIIIIUPOBAaHHBIM YyCTpOIiCTBaM O€30THOCUTENbHO K HUX (HU3MUECKUM coequHeHusM. Ceru
VLAN Takxe cCerMEHTHPYIOT CETh Ha pa3IMn4YHbIe HIMPOKOBEIIATEIbHbIE IOMEHBI TAKMM 00pa3oM,
YTO MAKEThI EPENAIOTCs Ha MOPThl BHYTpH VLAN, KOTOpOM OHM NIpUHAAJIEXKAT.
Cern VLAN moBBIIIaIOT 0€30MaCHOCTH. Y CTPOMCTBA, KOTOPBIE YACTO CBS3BIBAIOTCSA JIPYT C
apyroM rpynnupytorcs B onHy U Ty ke VLAN. Ecim ycrpoiictBa nanHo VLAN »xenaror
cBsA3aThbcsl ¢ ycTpoiictBamMu B Apyrod VLAN, Tpaduk JOMKEH HPOHTH Yepe3 yCTPOMCTBO
MapILIPyTU3aLNN WIA KOMMYTATOp 3-T0 YPOBHS.
Cetun VLAN ympomaroT ynpasieHue Tpapuxom. B 0ObIUHBIX CETAX, HE CETMEHTHPOBAHHBIX Ha
VLAN, nerko BO3HUKaeT Neperpys3ka, OOYCIOBJIEHHAs LIMPOKOBEIIATEIbHBIM TpaduKoM,
aJpECOBAHHOTO  BCEM  YCTPOMCTBaM. CBogs K MHMHUMYMY  pacipoCTpaHEHHue
HIMPOKOBEIaTeIbHOro Tpaguka mo Bceil cet, ceth VLAN obGuseryaror paboTy ycTpoiicTBam
TPYIIIBL, YaCTO CBA3BIBAIOIINMCS C IpYTUMH ycTpoiicTBamu B ToM ke VLAN 3a cuet nenenus Bceit
CETU Ha HECKOJIbKO JOMEHOB BEILIAHMS.
Ceru VLAN ynpomuiaror 3aMeHy YCTPONCTB MJTU UX YCTaHOBKY B Jpyroe MecTo. B TpaauioHHbIX
CeTsAX, KOrJa yCTpOUCTBO TpedyeTcs NepeMecTuTh B JAPyroe Mecto (Hampumep, NepeHecTu co 2
Taka Ha 4 3Tax), A/AIMUHUCTPATOPY CETH MoTpedyeTcs m3MeHuTh [P-anpec mnm gaxke mojceTh
ceTu JuO0 3aHOBO MPOTAHYTH Kabenu. OnHaKo, MpH Hcnoab3oBaHuu cetet VLAN, ucxoaHble
HACTPOIKH MOKHO COXPaHUTb, a MPOKIAAKY KaOesaeil — CBECTH K MUHUMYMY.
Jnis noctyna kK HacTpoiikaMm HeoOxonumo nepeiTH mo Bkiaake Configuration— VLANSs.
VLAN Configuration (Hactpoiika VLAN) (Puc. 3.88) (Ta6.1. 3.86).
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Global VLAN Configuration

Allowed Access VLANs

Ethertype for Custom S-ports | [B5A2

Port VLAN Configuration

Port Description ‘ Mode

Port ‘ Ingress Ingress Egress ‘ Allowed ‘ Forbidden

Filtering Acceptance Tagging VLANs VLANs

* <=

VLAN Port Type

v [== v [== v||1 |

E

1

2

1

=
A=
EHEE
w||m| (o
A
<ll€]|€][¢

5
5
5

ﬁ

Puc. 3.88 — Hactpovika VLAN

1

Tabnmua 3.86 — Hactpovika VLAN

Global VLAN Confi

uration (I'mo6anpHas konpurypauus VLAN)

Custom Sports

Allowed Access DT0 1moJie mokassiBaeT paspemennbie Access VLAN, Takum oO6pazom,

VLANSs 3Ta HACTPOMKA BIIASIET TOJBKO NOPTHI, HACTPOECHHBIE B PEKUME aCCESS.
[TopTel B 1pyrux pexumax apistorcs wieHaMmu Bcex VLAN, ykazaHHBIX
B noie Allowed Access VLANSs. [1o ymomuanuto, Tonsko VLAN 1
BKJIFOUEHO.

Ethertype for 3amaiire Tin ethertype/TPID, ncnons3yemsrii 1uis

CIICHUAIIN3UPOBAHHBIX S-IIOPTOB.

Port VLAN Configuration (Hactpoiika VLAN Ha nopty)

Port

Homep nopra. “*” o3HauaeT npuMeHeHne KO BCEM IOPTaM.

Mode

Pexum paboTel mopTa (110 yMOJIIYaHUIO access) ONpeaeseT
(byHIaMeHTanbHOE MoBeAeHHE opTa. [lopT MOKET HaXOAUTHCS B
OJTHOM M3 TPEX PEXHUMOB, KaK OIUCAHO HUXKE:

*» Access ([octyn): [TopTel focTyna, Kak MpaBUIIO, HCTIOIB3YETCS IS
MOJIKJIIOYEHHUS K KOHEUHBIM CTaHIMAM. J{uHamMuueckue QyHKIMH, TaK1e
kak Voice VLAN MoryT 106aBUTh NOPT K OOJIbLIEMY KOJIUYECTBY
VLAN. [TopTsl focTyIIa UMEIOT CIIEAYIOLIUE XaPAKTEPUCTUKHU:

- [Ipunaanexur posHo k ogHoit VLAN (port VLAN).

- [IpyHKMMaeT He TErMpOBaHHbIE U CTETMPOBAHHBIEC KAJIPHI.

- Ynanser Bce KaJpbl, KOTOPbIE HE KJIACCUPUIUPYIOTCS KaK access
VLAN.

- Ha BbIxoze Bce kanipsl, knaccuduipoBanibie kak Access VLAN,
nepenatorcs 6e3 Teros. [pyrue (quHamuuecku gobasienHsie VLAN)
MepeslatoTCs C TEraMu.

* Trunk (MaructpanbHbie): MaructpaibHble IOPTHl MOTYT IIepeaBaTh
TpaUK Ha HECKOJIBKO BUPTYaJIbHBIX JOKAJIBHBIX CETEH OJTHOBPEMEHHO
U, KaK [IPaBUJIO, UCIIONIBb3YETCS AJIs MOJKIIFOUEHUS K APYTUM
KOMMyTaTtopaM. MarucrpaibHble OPThl UMEIOT CIEYIOIINE
XapaKTEPUCTHUKHU:

- [To ymomuanwuto, trunk-nopt siBisiercst unenom Bcex VLAN (1-4095).
- VLAN, 41€HOM KOTOPBIX SIBJISIETCS MATUCTPAIBHBIA MTOPT, MOXKET
ObITh OrpaHnyeHo ImyTeM ucnoiyb3oBanusa Allowed VLAN.

- Kanpsl, knaccupunupoBannabsie ¢ VLAN, u1eHOM KOTOPBIX MOPT HE
SIBJISIETCSI, OTOPACHIBAIOTCSI.

- 1o ymomnuanuio, Bce Kaapbl, KpoMe KaJIpoB, KIACCU(PHUIIMPOBAHHBIX
kak port VLAN, nepenarorcs terupoBaHHsIMA. Kanpel,
knaccudunmpoBannslie B port VLAN, He nonyydatot C-Teramu Ha
BBIXOJIE

- M0>XHO HaCTpOUTH YCTPOMCTBO TETMPOBATH HA BBIXOJIE€ BCE KAJPHhI, B
3TOM CiIy4ae TOJIbKO TerMpOBaHHbIE KaJpbl OyAyT MPUHUMATHCS Ha
BXOJIE.
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* Hybrid (I'nGpunusie): ['uOpuiHbie MOPTHI CX0XKH C TOPTaMU TUTIA
Trunk Bo MHOTHX OTHOIIEHUSX, HO UIMEIOT JONOJHUTENbHbIE (DYHKIIUH.
B nononHenne K XapakTepucTUKaM, OIMCAaHHBIM /IS trunk-1mopToB,
rUOpUIHBIE TOPTHI UMEIOT CIEYIOINE BO3MOXKHOCTH!

- MoryT 6bI1Tb ckoHuUrypupoBan kak VLAN unaware, C-tag, S-tag nim
Scustom tag.

- C BO3MOKHOCTBIO (DMIIBTPALIMU HA BXOJIE.

- O6paboTKa BXOAALIMX KaJAPOB U KOH(PUTYPALIUIO BBIXOJHOIO
TETUPOBAHMS MO>KHO HAaCTPOUTH HE3aBUCHMO.

Port VLAN 3apaiite VLAN ID s nopra. JlonycTumsiil auana3oH 3HayeHuil: ot 1
10 4095. Tlo ymonuanuio 3a1aHo 1.
Port Type Br16op Tuma nmopra. Oneparus sl BXOIAIIETO U UCXOAIIET0 Tpaduka

MOpTa KKAOT0 THIA OnucaHa B Taduuie 3.86a.

Ingress Filtering

Ecnu ¢unpTpanus BXOAAIIMX KaJpoB BKIOYEHA U BXOJAIINN Kaap He
npuHauiexkut VLAN, ykazaHHOMY Ha JaHHOM TOPTY, TaKOU Kaap
orOpacsiBaeTcs. Ecnu GpuibTpanus BXoAAIIMX KaJpOB BBIKIIOYEHA U
BXOJALMI kaap He npuHaanexxut VLAN takoi kaap npuHUMaeTcs u
nepeznaercs B kommytartop. [1o ymonuanuio GpuiabTpamust BXOIAMNX
KaJJpOB BKJIFOUEHA JUIS TOPTOB B PEXKHMMAX access U trunk.

Ingress Acceptance

I'uGpuaHbIe OPTHI HO3BOJISIFOT U3MEHATh PEXXUM 00paObOTKU BXOAALINX
KaJpOB.

* Tagged and Untagged: TerupoBaHHbI€ 1 HE TETUPOBAHHBIE KaPbI
MPUHUMAIOTCS.

* Tagged Only: TonpKO TernpoBaHHble Kaapbl NpuHUMaroTcs. He
TETUPOBAaHHBIE - OTOPACHIBAIOTCSI.

* Untagged Only: ToibKO HE TErMpOBaHHBIE KAJAPbl IPUHUMAIOTCH.
TerupoBaHHbI€ - 0TOpPACHIBAIOTCS.

Egress Tagging

[Toptsl B peskxumax Trunk u Hybrid MoryT koHTponupoBathb
TErMpOBaHKE KaJIpOB HA BBIXOJIE.

» Untag Port VLAN: Kazpsl ¢ metkoit VLAN coBmanaromieii ¢ port
VLAN nepenatorcst He TerupoBaHHBIMU. OCTalIbHbIE Ka/Ipbl
MIEPEIAtOTCS CO CBOMMU METKAMHU.

* Tag All: Bce kaapsel nepenaroTcst ¢ METKaMHU.

* Untag All: Bce kaapel nepenarotrcs 6€3 METOK. DTa OIS TOCTyIHA
ToJIbKO B pexxume Hybrid.

Allowed VLANs

ITopTts! B pexxumax Trunk u Hybrid MoryT KoHTposInpoBaTh YieHaMH
kakux VLAN onu MoryT craHoBUTHCS. [1opThI B pexrme Access MOKET
ObITh wIeHOM ToJbKO omHOM VLAN, access VLAN. IToae MoxeT ObITh
OCTaBJICHO MyCThIM. B TakoMm ciyuae, mopt He OyA€T 4WIEHOM HU OJHOI
VLAN.

Forbidden VLANSs

[TopTt MOkeT ObITH CKOHPUTYPUPOBAH TaK, YTOOBI HUKOTIa HE
CTaHOBUTbCA WieHOM onpezeneHHbIX VLAN. DTo MOXeT ObITh M0JIE3HO
P UCIIOJIB30BAHUM JUHAMMUYECKUX MPOTOKOJIOB, PA0OTAIOIINX C
VLAN, nannpumep GVRP. Ilo ymonuanuto, oje oCTaBI€HO MyCThIM U
OTpaHMYECHUN HE HAKJIAJbIBACTCS.

Tabnmya 3.86a — Onepayns 4719 BXOGALYErO U UCXOGSLLErO TPagpmka

Tun nopra Onepanus
Onepanus HaJ BXOASIINUM Onepanys HaJ UCXOIALIIIM
TpaduKomM Tpadukom

Unaware Bce Bxoasnme Kajapsl, BHE Paspemiennsie VLAN He
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3aBUCUMOCTH OT TOT'O €CTh JIA
y HHUX TET WIH HET,
TErUpyIOTCsl METKOH port
VLAN (PVID).

YAAISIOTCS HA BBIXOJE

C-port

1. Eciu Bo BXOsIIIEM
TETUPOBAHHOM KaJIpe
TPID=0x8100, on
nepeaaeTcs.

2. Ecnu kanp ue
TETrUPOBAHHBIN, WU
MPUOPUTETHO TETMPOBAHHBIN
B HETo J1I00aBIsIETCS TET port
VLAN.

Hcxonsmue kaapsl
Terupyrorcs Mmetkoit C-tag.

S-port

Ecnu Bo Bxosmem
TErMPOBaHHOM KaJpe
TIPID=0x8100 unu 0x88AS,
OH nepenaercs. Ecim kaap
Ucxonsamue kaapsl
TErupyrTCsl METKOU S-tag.
108 He TerupoBaHHBIN WK
MIPUOPUTETHO TETUPOBAHHBIN
B HEro Jo0asisieTcs Ter port
VLAN.

Hcxopnsmme Kaapsl
TErMpyrTCsl METKOU S-tag.

S-Custom-port

1. Ecniu Bo BXopsiieM
TETUPOBAHHOM KaJpe
TIPID=0x8100 unu Ethertype
for Custom Sports on
nepenaetcs. 2. Ecnu xaap He
TErMPOBAHHBIN, WU
MPUOPUTETHO TETMPOBAHHBIN
B HETO J100aBJIsIeTCs TET port
VLAN.

Hcxopnsmue Kaapsl
Terupyrorcst Mmetkoi Custom
S-tag.

SVL (Puc. 3.89) (Ta6u1. 3.87).

B SVL onna nnu neckonbko cereid VLAN conocTasisitores ¢ unentugukaropom puistpa (FID).
[To yMomuaHuio cyniecTByeT B3auMHO-0/IHO3HauHoe cornoctaBieHue or VLAN k FID, u B atom
ciyyae KoMMmyTaTop aeictByeT kak moct IVL, Ho ¢ SVL "eckonpko VLAN MoryT coBMECTHO
UCIIOJIb30BaTh OJIHU U Te ke 3anucH B Tadbauue MAC-aapecos.

Shared VLAN Learning Configuration

Delete | FID |

VLANs

| Delete | |1 |

| Add FID |
Puc. 3.89 — Hactpovika SVL

Tabnma 3.87 — Hactporika SVL

Delete VY nanenue Texymien 3anucu

FID WpeHtudpukatop cunetpa (FID) — 310 naeHtndukartop, kotopein VLAN nonyyaet B
Tabnuue MAC-agpecos, koraa gencreyet SVL.
Hukakve gBe cTpoku B Tabnuue He MoryT MMeTb oauHakoBbin FID, n FID gomkeH 6biTb
yucnom ot 1 Ao 63.

VLANSs Cnucok ceteit VLAN, otobpaxaembix B FID.
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CwuHTakcuc criegytownin: otaenbHble cet VLAN pasgenstoTcsa 3anateiMy. [ManasoHbl
YKasbIBaKTCHA C MOMOLLLIO TUPE, Pa3AEnAtOLLIEN HXKHIOK 1 BEPXHIOW rPpaHnLb.
OpHa v 1a e VLAN moxeT ObITb YnieHoMm Tornbko ofaHoro FID.

Knonka | AddFID | npenHasHadeHa sl qoO0aBieHusl HOBoW cTpoku B Tabmuiyy SVL. FID Oyner

Ipe/IBapUTENIbHO 3aM0JHEH MEPBLIM HEeUcnob30BaHHbIM FID
4.2.37.VLAN Translation
Jns nmoctyma K HacTpodikam HeoOxomumo mnepeitu 1o Bkiaagke Configuration— VLAN

Translation.

VLAN Translation Port Configuration

Group Configuration

Port 5 e bt | Gg:ﬂup D
& [ BT

1 C

2 C

Puc. 3.90 — Hactpovika roptos

Tabnmuya 3.88 — Hactpovika nopToB

Port VY nanenue Tekyuen 3anucu

Default yCTaHOBUTE uiar, 4ToObl HACTPOUTH MOPT KOMMYTaTOpa Ha
ucnoJib3oBanue rpynmnsl TpaHcssuud VLAN no ymonuanuio.

Group ID Howmep rpynmbl. [TopT MOKHO HACTPOUTH JI UCHIOJIB30BaHUS JTFOOOM
W3 TPy, HO TOJBKO OJHOM.

VLAN Translation Mapping Table
Group ID | Direction | VID [ TVID |

Puc. 3.91 — Hactpovika rpyrin

Tabnmuya 3.89 — Hactpovika rpynn

Group ID Homep rpynmnst.

DIR VYkassiBaeT Hanpasnenue Tpascianuu VLAN u oTHOCHTCS K
KoMMyTatopy. HanpaBieHue MoxeT ObITh

'Ingress', koraa TpaHCIALUSA TPOUCXOAUT Ha uaeHTuukatope VLAN
(bpeiiMoB, NocTynarIMX B HOPT KOMMYTaTopa,

'Egress', rj1e TpaHCIALUSA NPOUCXOANT Ha uaeHtupukatope VLAN
($peiiMoB, TOKUAAIOIMINX TOPT KOMMYTAaTOpa, WIH

'Both', rie mepeBoa ocyiecTBIIsIeTCs 0 000UM YKa3aHHBIM BBIIIIE

HaIpaBJICHUSIM.
VID uaentupukarop VLAN
TVID npeoOpazoBanHblil uaeHTHGHKaTop VLAN, B KOTOpHIii Oyaer

npeobpazoBan uaeHtudukarop VLAN kaapa.

4.2.38. Private VLANs (Uactubie VLAN)
s noctyna kK HacTpoiikaMm HeoOxoauMo nepeiTH o Bkiaake Configuration— Private VLANS.
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DTa CTpaHHIla UCTIONB3YeTCs Il KoHpurypupoBaHust yacTHbIX VLAN. 31eck MOKHO 100aBUTh
HoBble yacTHble VLAN u n3menuts cymectByrone VLAN. Hactasie VLAN ocHOBaHBI Ha Macke
MOpTa UCTOYHHUKA U HE COeTUHSIOTCS ¢ 0Obr9HbIMA VLAN. D10 03HauaeT, uro Homepa VLAN ID
00bryHbIX VLAN 1 HOMepa VLAN ID yactaeix VLAN MoryT ObITh 0OlMHaKOBBIMH. YTOOBI ObLIa
BO3MOJKHA TIepe/iaua MakeToB, MOPT JOHKCH MPUHAJIeKaTh U 00bryHOM, M yacTHOM VLAN. Ilo
yMOT4aHu10, Bce TOopThl VLAN SBIISIIOTCS HENMOIEP)KUBAEMBIMU U TIPHHAIICKAT KaK 0ObIYHON
VLAN 1, tak n gactHoit VLAN 1.

Henonnepxxusaemsiit nopt VLAN mMoxeT npuHauiexkaTs TOJIbKO 01HOM 00b1uHON VL AN, oHako
OH MOXET NPUHAJIEKATh MHOXKECTBY YacTHbIX VLAN.

PVLAN Membership (Ilpunaanexnocts k Private VLAN) (Puc. 3.92) (Ta6.a. 3.90).

Private VLAN Membership Configuration

Port Members

Delete [ PVLANID [1[2]3[a[s[s[7[8 ]9 [0
L T ddNdEOENENEOEE O

| Delete || I:I| DOoO000o0Q0OoO0O0OCc

| Add Mew Private WVLAN |
Puc. 3.92 — lpuHaanexHocts Kk Private VLAN

Tabnmya 3.90 — lNpuHagnexHocts K Private VLAN

Delete VY nanser TeKyILyro 3aluch
PVLAN ID 3anaiite Homep PVLAN ID.
Port Members YcranoBure ¢uiar B mosie, eciu TpedyeTcs, YTo0bI MOPT MPHHAIICHKAT

onpezaeneHHoi yactTHoi VLAN. UToObI yJanuTh TOPT U3 YaCTHOM
VLAN, cuumute ¢aar B COOTBETCTBYIOIEM TIOJIE.

| Add New Private VLAN |

Kuomka
VLAN.

InpeaHasHa4dyCHa JId I[O68.BJ'ICHI/I$I HOBOM MNPpUHAJJIC)KHOCTH K

Port Isolation (M30asiusi nopta) (Puc. 3.93) (Ta6a. 3.91).

Yactueie VLAN ucnons3yroTcst Ui TPYHNIIMPOBKH MOPTOB C IIEJIBIO NPENOTBPAIICHUS CBS3U
BHYyTpu PVLAN. M3onsuus nopra ncnosb3yercs A NpeJoTBPAICHUs CBA3H MEXKIY NMOpTaMu
KiueHToB B ofHoM M Tod ke VLAN wmnm gactHoit VLAN. IlopT, KOTOpBIM H30JUMPOBaH OT
OCTaJIbHBIX MOPTOB HE MOXKET IEpelaBaTh KaKOH-INOO OJHOAIPECHBIM, MHOTOAJPECHBIN WiIn
HIMPOKOBEIIATENIbHBINA TpaduK B t00bIe Apyrue nopTsl Toi ke camoit VLAN niau PVLAN.

Port Isolation Configuration

Port Number
1]2]al4]s5]el7]8]9]10
o nnr

Puc. 3.93 — Uzonauyns riopra

Tabrmmuya 3.91 — Uzonsaums nopra

Port Number YcranoBure ¢uiar, eciiv KelaaTeabHo, YTOObI MOPT WK MOPThI ObLIH
M30JIMPOBAHBI OT OCTAIBHBIX IIOPTOB.
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4.2.39. VCL

Jnis noctyna K HacTpoiikaMm HeoOxonumo nepeiitu o Bkiaake Configuration— VCL.

MAC-based (Ha ocHoB
MAC-based VLAN Me

e MAC-aapecoB) (Puc. 3.94) (Tao.. 3.92).
mbership Configuration

Port Members

Delete | MAC Add

ress | VLANID [1]2]3[4]s][s[7[8]9]w0

| Delete | | 00-00-00-00-00-00| | | 0O00000000 |

| Add New Entry |
Puc. 3.94 — MAC-based

Tabrmya 3.92 — MAC-based

Delete Y nanser TeKyIryro 3amnuch

MAC Address VYkazan MAC - agpec ucrtounuka. Mmerite B Buay, uto MAC - agpec
MCTOYHHMKA MOKET 0TOOpaXkaThesi ToNbKO B oguH VLAN ID.

VLAN ID Orobpaxaet nanabpii MAC-anpec B cBsi3anHbii ¢ HUM VLAN ID.

Port Members [TopTsl, KOTOpBIE TprHaAIekaT faHHOU VLAN.

Add New Ent
Kromka LA9dNew Eniry |

npeaHazHadcHa IJisd I{O6aBJI€HI/I$I HOBOM 3aIKCH.

Protocol to Group (Puc. 3.95) (Tao.a. 3.93).
Protocol to Group Mapping Table

Delete | Frame Type |

Value | Group Name

| Delete | [Ethernetw| Etype- 00800 | | |

Add New Entry |
Puc. 3.95 — Protocol to Group

Tabrmuya 3.93 — Protocol to Group

Delete Y nanser TeKyIryro 3arich

Frame Type MosxHO BBIOpaTh OJIMH U3 TpeX TUMOB KajpoB.. [lone 3Hauenus (value)
U3MEHUTCS COOTBETCTBYIOIIUM 00pa30M aBTOMAaTHYECKH.

Value * Ethernet: 3nauenue tuna Ether (Etype). [lo ymomyanuto 3amano

0x0800. Inanazon gomyctumMbix 3HaueHui: o 0x0600 mo Oxffff.

* SNAP: nns tuna kagpa SNAP otobpaxkaroTcst 3HaUCHUS
uaentudukaropa OUI (Organizationally Unique Identifier —
YHUKaJIbHBIA UACHTU(UKATOP OpraHu3alun) U HACHTUPHUKATOpa
npotokona PID (Protocol ID).

* OUI: 3nauenue B popmaTe XX-XX-XX, [JIe Kaxaas rnapa (Xx) B CTpoke
SIBJIIETCS IIECTHAAIATEpPUYHBIM 3HaueHneM B quana3zone 0x00-0x{f.

* PID: eciu s OUI 3agano mectHanuarepuadoe 3Hadenre 000000, To
mist protocol ID B mone 3nauenus tuna Ethernet ykasan nmpoTtokout,
pabotatouii Ha BepminHe SNAP. Ecnu OUI aBnsercs
UACHTU(PUKATOPOM ONpeeNIEHHON oprauusanuu, To protocol ID —3to
3HaYCHHE, HA3HAYCHHOE ATOM OpraHu3aluel MpoTOKOIy, paboTaroIemMy
Ha BepmnHe SNAP. JIpyrumu cioBamu, eciu B nosne OUI 3agano 00-
00- 00, To 3Hauenue PID Oyner etherType (0x0600-0xffff). Ecnu
3Hauenue OUI ornuuaercs ot 00-00-00, To npaBunsHOe 3Hauenue PID
Oynet 1ro0bsIM 3HaYeHHeM B auana3zoHe ot 0x0000 go Oxffff.
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* LLC (Jlornueckoe yrpaBieHHE JIMHUEH): BKIIIOYAET B ce0s 3HAUCHUS
DSAP (Destination Service Access Point — Touka 1ocTyma Ha3HAYCHUS
yciyr) 1 SSAP (Source Service Access Point - Touka qoctymna
ucrounuka ycnyr). [To ymonmuanuto 3nauenue pasuo 0xff. J{uanazon
nornyctuMbIX 3HaueHui: ot 0x00 no Oxff.

Group Name Nwms rpynmnsl. [lone moxet coaepxkatb He 6osee 16 andaBuTHO-
(G POBBIX CUMBOJIOB (a-z; AZ) miu nensix uucen (0-9).

a | Add New Entry |

Knonk npeaHasHaueHa JJisl 100aBIeHUs HOBOH 3aIuCH.

Group to VLAN (Ortobpa:kenue rpynnsl B VLAN) (Puc. 3.96) (Ta6.a. 3.94).
Group Name to VLAN mapping Table

Port Members
Delete |  Group Name [VLANID [1]2]3]4]s]s[7[a]9 10
| Delete | | | | | DODOoO0000o0Do0OoOo0oC
| Add New Entry |
Puc. 3.96 — Group to VLAN
Tabrnmuya 3.94 — Group to VLAN
Delete Y nanser TeKyIryo 3amuch
Group Name uMs Tpynmbl. [lone Moxer comepkars He 6osee 16 andaBuTHO-
uGpoBEIX CMMBOJIOB (a-z; A-Z) niu nenbix uncen (0-9).
VLAN ID Homep VLAN ID
Port Members Ha3nauenHsble nopThl
| Add New Entry | .
Knonka '——————— mpeana3HaueHa aJsi J0OaBICHUS HOBOU 3aIlHCH.

IP Subnet-based VLAN (VLAN na ocnose IP-noacern) (Puc. 3.97) (Ta6a. 3.95).

Ha crpanure IP Subnet-based VLAN configuration MmoxxHO 3a/1aTh 0TOOpakeHHE HE
TErMpPOBaHHBIX BXOJAIINX KaJpoB B KOHKpeTHYI0 VLAN, eciu B Tabnuie oroOpaxenus IP-
noacetu B VLAN naiinen [P-anpec ucrtounuka. Korna Bimrouena knaccudukaruss VLAN Ha
ocHoBe [P-noaceTn, anpec UCTOUHKMKA HE TETMPOBAHHBIX BXOIALINX KaJAPOB IIPOBEPSETCS 110
tabnuue oroopaxenus IP- moacetn B VLAN. Ecnu afpec uctouHuka Jiisi JaHHOM MojiceTn
HalizieH, To kajgpam Ha3HauaeTcss VL AN, yka3zaHHBIH B 9ToM sueiike Tabmuisl. Ecnu
cornacytouieiics IP-nonceru He 0OHapyKEHO, HE TETMPOBAHHbBIE KAAPhI KJIacCU(PULIUPYIOTCS,
Kak npuHaanexamue VLAN, KoTopoil MpUHAAISKUT NPUHSBILUIN UX opT (¢ Homepom PVID).

IP Subnet-based VLAN Membership Configuration

Port Members
Delete | IP Address | Mask Length [ VLANID [1]2]3]4[5]6][7[8]9]10
| Delete | [0.0.0.0 | [24 | | 1| 000000000 C

| Add New Entry |
Puc. 3.97 — VLAN Ha ocHoBe nojgcerest

Ta6nmya 3.95 — VIAN Ha ocHose rogcerest

| Delete | Viansier Tekyuyro 3ammich
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IP Address IP-anpec 1t TaHHOTO MpaBUiIa
Mask Length JlnuHa Macku cetu
VLAN ID Homep VLAN ID
Port Members [TopTel, Ha3HAYEHHBIE JAHHOMY MTPABIITY
| Add New Entry | .
Knonka '——————— npeana3HaueHa ajsi J00aBJICHUS HOBOM 3aMUCH.

4.2.40. QoS (KauecTBO 00C/Ty:KNBAHUS)
CereBoli Tpauk Bcerzia HempeacKa3yem, Mo3ToMy OCHOBHBIM (PaKTOPOM O0eCIieYeHHUsT KayecTBa
SBIISICTCS TPEAOCTABICHHE HAMIYUIIEro crocoda A0cTaBKu. i mpeooaeHus 3TOH npodsieMbl
HCIIONIB3YETCs MoHATHE KadecTBa oOciykuBanus (Quality of Service (QoS)) nmpumensiemoe Ko
Bceil cetu. ['apanTupyercs, yTo ceTeBoil Tpaduk OyaeT MpUOPUTU3UPOBAH B COOTBETCTBUU C
3aJJaHHBIM KPUTEPHEM, W TIpUeM OYIeT NPOM3BOIAMTHCS C HCIOIB30BaHUEM OOpPaOOTKH TI0
NPUOPUTETAM.
QoS mo3BOJISIET HA3HAYUThH PA3JIMYHBIC KJIACCHI CETEBBIX YCIYI Pa3JIMYHBIM THUIIaM Tpaduka,
HarpuMep, MYJIbTHMEIHHHOMY, BUAEO, TPapUKy KOHKPETHOTO MPOTOKOJIA, KPUTHUYHOMY II0
BpeMeHu Tpaduky, Tpaduky pe3epBHOro KomupoBaHusi (aiioB. UToObl 3a1aTh MPHUOPHUTETHI
MAaKeTOB HAa JaHHOM KomMMmyTarope, mnepedaure Ha crpanuny “Port Classification”
(Knaccudukanus mopra).
Jlist moctyna K HacTpoiikam Heooxoaumo nepeiiTu mo Bkiaake Configuration— QoS.
Port Classification (Kimaccupukanus na noprax) (Puc. 3.100) (Taod.a. 3.98).

QoS Port Classification

Port Ingress
CoS | DPL | PCP | DEI | Taq Class. [ DSCP Based | Key Type | Address Mode
*lqbvllibv”-:::—v”{}vl |_ |-::::- vl |~=c:=~ vl
1 [Ow]| [Ow]| [Ow]| [0w]| Disabled C [ Mormal ~| [Source W
2 [Ow]| [O0w]| [0w]| [0w]| Disabled C | Normal v | [Source W
3 [Ow]| [Ow]| [Ow]| [0w]| Disabled C [Normal ~| [Source W

Puc. 3.100 — Knaccngpukauyms QoS Ha roprax

Tabmmuya 3.98 — Knaccugmrkayms QoS Ha noptax

Port Howmep nmopra. “*” o3HauaeT npUuMeHEeHHE KO BCEM MOPTaM.

Cos Kiace CoS, BeiOupaemsiii mo ymomuanuto. Kitace CoS ¢ Homepom 0
nMeeT HauMeHblui npuoputeT. 1o ymonmuanuto 3agaHo 0.

DP Level Bri6epute npruoputeT oTOpackIBaHUS:

0: ITogTBEpXACHHBIE KaAPHI.
1: Kagpsel, KOTOpbIE MOTYT OBITh OTOPOILIEHBI.

PCP Bribepurte coOTBETCTBYIOIIEE 3HAUEHUE TT0JIb30BATEIBCKOTO
npuopurera (Priority Code Point) ni1si He TerMpoBaHHBIX KaJpOB.

DEI Bribepute cooTBETCTBYIOLIEE 3HAYCHUE NHIMKATOPa OTOpAChIBaHUs 1O
kputepuio (Drop Eligible Indicator) /uist He TErUpOBaHHBIX KaJIPOB.

Tag Class B »TOM none oToOpaskeH pekuM KiIacCU(pUKAIMU AT TETUPOBAHHBIX

KaJIpOB Ha JJAHHOM TIOPTY:

* Disabled (BsikitoueH): 17151 TETUPOBAHHBIX KaJPOB UCTIOIB3YETCS
kinacc QoS u ypoenb DP 1o ymonmuanuto.

* Enabled (BxirodeH): At TESTUPOBaHHBIX KaJPOB MCIIONIB3YETCs
3Hauenre PCP u DEI u3 ta6nuier (PCP, DEI) to (QoS class, DP level)
Mapping.
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DSCP Based

YcranoBure ¢uiar B rnosue, yToos! BKII0UUTH QoS Ha ocHoBe DSCP
(BXOISAITHHN TIOPT).

Key Type

Tun onpenensronero Kioya, CreHepUPOBAHHBIN TS KAJPOB,
MOJIyYE€HHBIX Yepe3 MopT. JlomycTuMble 3HaUCHUS:

Normal: cootBercTByeT BHemHeMy Tery, SMAC/DMAC, IP-
npotokoiy, DSCP, SIP/DIP, SPORT u DPORT.

Double Tag: ueTBepTh KiIt0Ya, COOTBETCTBYET BHYTPECHHEMY U
BHEILIHEMY TeTy.

IP Address: momoBuHa KJTF04Ya, COBMACHIE BHYTPSCHHETO U BHEIITHETO
tera, SIP u DIP. Jlns kanpoB, He oTHOcAmuxcs K [P, ucnosnb3yiite
TOJBKO BHELIHUU TET.

MAC and IP Address: IToiHbI# KITt04, COBIAAAIONTNN BHYTPCHHHUHN U
puemnui rer, SMAC, DMAC, SIP u DIP.

Address Mode

pexum IP/MAC-anpeca, onpenestomuii, JoJKHA JIH Ki1acCH(pUKaIII
QCL ocHoBbIBaThcs Ha anpecax ucrounuka (SMAC/SIP) wnm
HazHaueHus (DMAC/DIP) Ha a3Tom nopty. DTOT rapameTp
HCIIOJIL3YETCS TOJIBKO B TOM ClTydae, €clii THI Kiroda Normal.
JlomyCTUMBIMU 3HAYCHUSIMU SIBIISFOTCS:

Source: no3BoiseT conocrasiasite SMAC/SIP.

Destination: mo3Bosser conoctasiaith DMAC/DIP.

Port Policing (Orpannvenne ckopoctu Ha noprax) (Puc. 3.101) (Ta6.a. 3.99).
Qo8 Ingress Port Policers

Port | Enable | Rate |  Unit | Flow Control
* |_ | "|:|.:|| T g ,—
1 0O | 500| [kbps w] C
2 0O | 500| C
3 C 500| |kbps C

Puc. 3.101 — OrpaHnyeHne cKkopocTu Ha rnoprax

Tabrnmya 3.99 — OrpaHndeHne ckopoct Ha noprax

Port Howmep nmopra. “*” o3HauaeT npUMeHEeHHE KO BCEM MOPTaM.

Enabled YcTta"oBute (hiar B 3TOM MoJie, 4TOObI BKIIOYUTh (DYHKIIHIO
OTpaHUYEHUs] CKOPOCTH Ha MOPTY.

Rate 3ajaiiTe CKOPOCTh, 10 KOTOPO# OyeT orpaHHMYeHa CKOPOCTh Ha MOPTY.
[To ymomuanwuto 3anano 500 k6ut/c. JlomycTumslil nuamna3oH ais kbps
(x6ut/c) u fps (kagpos/c): ot 100 mo 1000000. JomycTuMsIif Tuana3zoH
st Mbps (M6wut/c) u kfps (kagpos/c): ot 1 1o 3300 M6wut/c.

Unit EnuHuis n3mMepeHust orpaHuYeHus: CKOPOCTH

Flow Control Ecnu ynpasneHue noTokoM BKIIFOUEHO U MOPT pabOTaeT B pexuMe
yIpaBJIeHUs IOTOKOM, TO OYJyT OTHPABIATHCA Kaphl pause, BMECTO
0TOpachIBaHUS BXOISIINX KaIPOB.

Queue Policing (Orpanuvenne ckopoctu B ouepensix) (Puc. 3.102) (Tao.. 3.100).
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QoS Ingress Queue Policers

Port Queue 0 | Queue 1 | Queue 2 | Queue 3 | Queue 4 | Queue 5 | Queue 6 | Queue 7
Enable Enable Enable Enable Enable Enable Enable Enable

S| | | | | | | |

1
21 | | | | | | |

3 | | | | | | | |

Puc. 3.102 — — OrpaHu4eHne CKOpoCcTy B O4EPEASX

Tabrmya 3.100 — — OrpaHn4eHne CKOPOCTU B OHEDEASX

Port Homep nopra. “*” o3HauaeT npuMeHeHHe KO BCEM IOPTaM.

Queue 0~7 Enable | YcranoBute (hiar B COOTBETCTBYIOIIEM I10JI€, YTOOBI BKIIFOYHTH
(YHKITMIO OTpaHUYEHUSI CKOPOCTH B OUEPE/IIX Ha MOPTaxX KOMMYTaTopa

Rate CKopoCTh, 10 KOTOpOH OyJIeT orpaHuYeHa CKOpPOCTh B odepeu. 1o
ymorganuio 3a1aHo 500 k6ut/c. JlomycTuMBblii [uana3oH 3HAYCHUN 151
kbps (x6ut/c): ot 100 1o 1000000. HomycTuMblii AUana3oH 3HaYSHUH
st Mbps (M6ut/c): ot 1 1o 3300 M6wurt/c.

Unit Enunuiel nsmMepenust OrpaHuyYeHusl CKOPOCTH OYEPEIN BXOISIINX
KaJIpoB.

Port Scheduler (Puc. 3.103) (Tao6.. 3.101).
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QoS Egress Port Schedulers

Weight

Port Mode

1 Strict Priority -
2 Strict Priority -
3 Strict Priority -

LS

Q0 [Q1/Q2[Q3[Q4[Q5[Q6 Q7

QoS Egress Port Scheduler and Shapers Port 2

| Scheduler Mode | Strict Priority v |
Queue Shaper Port Shaper
Enable | Rate | Unit | Rate-type | Excess | Credit Enable | Rate | Unit | Rate-type

o

—| 200

S

—1(500

S

) (500

S

—1(500

S

) |500

= O =3 =W

S

500

Qi 5
—(500

Qo

S .

500

Puc. 3.103 — Port Scheduler

Tabrmya 3.101 — Port Scheduler

Port HaxxwmuTe MbIIbio Ha OPT, YTOOBI 3374aTh J€TalIbHbIE HACTPOHKH
JHCIeTYepa nopra.

Mode OTtoOpaskaeTcsi BBIOPaHHBIN pPEeXUM padbOThI

Weight OTtobpakaeTcst BeC B MPOLIEHTaX, MPUCBOEHHBIN ouepensim Q0~Q7.

Scheduler Mode YcrpoiicTBo 00ecrieunBaeT JjBa pexumMa paboTsl C 04epeIsiMH.

* Strict mode (Ctporuii pexxuM paboThl): B 3TOM pexume kaapsl u3
BBIXOJIHBIX ouepesieil ¢ 6osiee BBICOKUMH TPUOPUTETAMU OyayT
nepeiaBaThCsl NEPBBIMU (110 CPAaBHEHUIO € KaJpaMU, HaXOASIIUMUCS B
ouepessiX C HU3KUMU IIPUOPUTETAMHU).

» Weight mode (Pexxum paGoTsl ¢ BecaMmm): JIJIst ouepeeii ¢
B3BemmBanneM DWRR (Deficit Weighted Round-Robin — nmuxinyeckoe
B3BEIIMBAHKE C y4eTOM JehuIuTa) JOHKEH OBITh 33J1aH BEC B KaXKI0M
ouepenu. O6cnyxuBanue odepezeit mpu DWRR Bo MHOTOM M0100HO
WRR, oxnako cieayromas odepeib 00CITy>KHBAETCs TOJIBKO TOT/Ia,
korna ee cuetuuk aeduuuta (Deficit Counter) craHOBUTCSI MEHbLIIE
pa3Mepa NepeilaHHoro MaKeTa.
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Queue Shaper (PopmupoBatenb Tpaduka ouepen)

Enable

Ha)xMuTe MBIIIBIO 3TO 1OJIE, YTOOBI BKIIOYUTH ()OPMHUPOBATEND IS
HEKOTOpOM ouepeay Ha BEIOPAHHOM MOPTY.

Rate

3anaiite CKOpOCTh, 10 KOTOPOH (hOPMHUpOBATENb OUepean OyaeT
OTpaHUYMBATh CKOpPOCTh. [1o ymomuanuto 3agano 500 kout/c.
Jomyctumblii iuana3oH 3Hadenuii i kbps (k6ut/c): ot 100 no

1000000. HomycTtumblii auana3oH 3HaueHui 1yt Mbps (Mowut/c): ot 1
10 3300 M6ur/c.

Unit

BribepuTe enuHuUIBI U3MEPEHUSI CKOPOCTH, KOTOPBIE OYIeT
WCIOJIb30BATh (POPMHUPOBATENb OUEPEAH MTPH OTPAHUYCHUU CKOPOCTH.

Port Shaper (®opmupoBatens Tpaduka nopra): 3aiaiTe CKOPOCTb, C KOTOPOH Tpaduk MOKET
MOKUJATh JTAHHYIO O4Yepe/ib.

Enable

Ycra"oBute (iar B 3TOM 1oJie, 9TOOBI BKIIOYUTH (DOPMHPOBATEIH
TpaduKa nopra.

Rate

3anmaiiTe CKOPOCTh, 10 KOTOPOH OyIeT orpaHrYeHa CKOPOCTh Ha BHIXOJIE
dbopmupoBarens Tpaduka nopra. [lo ymonuanuto 3anano 500 k6ut/c.
JormycTuMblii uarna3oH 3HadeHuii i kbps (k6ut/c): ot 100 mo
1000000. JomycTumblii Auana3on 3HadeHui st Mbps (Mo6ut/c): ot 1
10 3300 Mo6wut/c.

Unit

BBI6epI/ITe CAMHUIBI UBMCPCHUS CKOPOCTH.

Port Shaping (®opmupoBanue Tpaduxka nopros) (Puc. 3.104).
Haxxmute Ha HOMEp 1OpTa, YTOOBI N3MEHHUTH MJIM IIEPEYCTaHOBUTH HACTPOMKH (hOPMHUPOBATEILS
Tpaduka mopTa, B 4aCTHOCTH, OTPaHUYEHUE CKOPOCTH.

QoS Egress Port Shapers

Port

Shapers

Q0[Q1][Q2[Q3[Q4[Q5]@6[Q7 ] Port

il [Pt |

Puc. 3.104 - PortShaping

Port Tag Remarking (U3menenne tero Ha nopry) (Puc. 3.105) (Ta6.a. 3.102).
QoS Egress Port Tag Remarking

Port | Mode

e [Pt | =

Classified
Classified
Classified

QoS Egress Port Tag Remarking Port 1

Tag Remarking Mode || Classified v||

QoS Egress Port Tag Remarking Fort 1

| Tag Remarking Mode || Default v||

PCPIDEI Configuration

Default PCP

Default DEI
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QoS Egress Port Tag Remarking Port 1
| Tag Remarking Mode || Mapped v||
(CoS, DPL) to (PCP, DEI) Mapping

CoS | DPL [ PCP | DEI

== W || = gt

=] =] N NN N e e LD L R R DD
= 0 =k O =k O =k O o= O o= O = O = 3

Puc. 3.105 — VismeHeHrne Teros Ha rnopry

Tabrmuya 3.102 — V3mMeHeHne Teros Ha rnopry

Port HaxmuTte MbIIIbIO HAa OPT, YTOOBI 331aTh JETAJIbHBIE HACTPOMKH.
Tag Remarking Bri6epuTe cOOTBETCTBYIOIIUI PEKUM pabOThl U3MEHEHUSI TETOB Ha
Mode 3TOM MOPTY.

* Classified (KiraccuuimpoBaHHBIH ): UCIIOIB3YIOTCS
knaccupunuponanuslie 3HadeHus PCP/DEL

* Default (3HaueHust mo yMOI4aHHUIO): UCIIOJIB3YIOTCS 3HAUEHUS
PCP/DE]I, 3ananssie no ymonuanuto - PCP:0; DEI:0).

* Mapped (OtobpakeHue): UCroab3yeTcs 0ToOOpakKeHNE 3HaYCHU N
ksaccoB QoS u yposHeii DP B 3nauenust PCP/DEL

PCP/DEI Hacrpoiika 3nauennit PCP/DEI nns pexxuma Default.

Configuration

QoS Class/DP IToxa3zaHbl onuK 0TOOpaskeHus It 3HaueHni kinaccoB QoS u ypoBHeH
level DP (npuopurteroB oTOpachIBaHMsl).

PCP V3MeHeHMe TeroB cornacyromuxcs HCXOAAIIMX KaJpOB B COOTBETCTBUU

¢ yka3zaHHbIM nipuoputeroM Priority Code Point 1100 B COOTBETCTBHH C
MOJIb30BaTeIbCKUM IpuoputeroM. ([unanazon: 0~7; Ilo ymondanuto
3a1aHo: 0)

DEI H3MeHeHne TeroB Coracyonxcs UCXOASIINX KaApOB B COOTBETCTBHH
C 3aJIaHHBIM MHIUKATOPOM COOTBETCTBHSI KPHTEPHIO OTOPACKIBAHHS
(Drop Eligible Indicator). (Inanazon: 0~1; ITo ymomuanuto 3agano: 0)

Port DSCP (Hactpoiika Tpanciasimun DSCP na nopry) (Puc. 3.106) (Ta6.1. 3.103).
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QoS Port DSCP Configuration

Port Ingress Egress
Translate | Classify Rewrite

* [ [ <= w| == |

1 C Disable | |Disable v |

2 C Disable + | |Disable w |

3 C | Disable w | |Disable v |

Puc. 3.106 — Hactpovika TpaHcasaym DSCP Ha rnopty

Tabnmuya 3.103 — Hactpovika TpaHcasumm DSCP Ha rnopty

Port

Howmep mopra. “*” o3HauaeT npuMeHEHHE KO BCEM IOPTaM.

Ingress Translate

YcranoBure ¢uiar B 1osie, 4T0Obl BKIIOUUThH TPAHCISAIHMIO 3HAYCHUN
DSCP Ha ocHOBE BEIOpaHHOTO METO/Aa KIacCH(UKAIINHI

Ingress Classify

Bribepure COOTBETCTBYIONINI METO/] KIIACCH(PUKALINH:

* Disable (Boeikmrounts): Knaccudukanus DSCP Bxoasmmx kaapoB He
BoeimonHsercs. * DSCP=0: Knaccudukanus Bemomnusercs, ecaun DSCP
BXOJSAIINX KaJpoB paBeH 0.

* Selected (Bwiopano): knaccudunupyrotest Tombko DSCP, mi1st KoTophIx
BKJIIOUEHA Ki1accudukanus B Tadnuie tpancasiuuua DSCP.

* All (Bce): knaccudunmpyrores Bee nosist DSCP.

Egress Rewrite

3nayenuss DSCP ucxonsmux kajgpoB OyAyT NepenucaHbl Ha HOPTY.

* Disable (Boixiitounts): Ilepe3anucs 3aauennit DSCP ucxopsimero
TpadrKa BBIKJIIOUYCHA.

* Enable (Bximtounts): I[lepesanuce 3nauenuit DSCP ncxoasmmx kaapos
BKJIFOYEHA, HO OTOOpaKeHHE TOCIIE IIepe3aniCH He BBIOIHSIETCS.

* Remap DP aware (OtoOpaxenue nmoanepxxuaembix DP 3anoB0): Kaap
¢ DSCP, noctynuBiImii 0T aHaIM3aTOpa, CHOBAa 0OTOOpaXKaeTcs 1
nomeuaeTcsi HoBbIM 3HaueHueM DSCP. B 3aBucumoctu ot ypoBHs DP
Kajqpa, HoBoe 3HaueHue DSCP Oepercst u3 Tabnuis! Tpancasanun DSCP
u3 nons Egress Remap DPO unu DP1.

* Remap DP aware (Oto6paxenue Henoaep:xuaeMbix DP 3aH0BO):
Kanp ¢ DSCP, noctynuBiuii OT aHaJIM3aTOpa CHOBA OTOOPAXKAETCS U
noMeuaetTcs HOBEIM 3HaueHneM DSCP. Hosoe 3nauenne DSCP Bcerma
6epetcst u3 Tabauis! Tpancsiu DSCP u3 nons Egress Remap DPO.

DSCP-Based QoS (Hactpoiika kadyectBa o0cay:;kuBanus no DSCP) (Puc. 3.107) (Ta6a.

3.104).

DSCP-Based QoS Ingress Classification

DSCP_| Trust [ CoS | DPL
0 (BE) C
1 C
2 C
3 C

Puc. 3.107 — Hactpovika kayectBa o6c/1yxmuBaHns no DSCP

Tabnmua 3.104 — Hactporika ka4ecTBa obcyxuBanms o DSCP
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DSCP

3nauenue DSCP Bxopduero nakera. /luanasoH JoMyCTUMBIX 3HAYEHUN
DSCP: ot 0 no 63.

Trust

Ycra"oBure (ar B 3TOM 1oJie, 4ToObI yKka3arh, 4to 3Hadenne DSCP
SIBIISIETCS HAAESKHBIM. TOJIEKO HanexHble 3HaueHusa DSCP
0TOOpaXaroTCs B COOTBETCTBYIOMIUH Kiace QoS u mpuoputeT
otOpaceiBanust DPL (drop precedence level). Kanpsr ¢ HeHamexKHBIMEI
3HauenusiMu DSCP cuntatorcs He-IP kanpamu.

CoS

Bri6epuTe knacc QoS mist coorBercTByroiero 3nauenus DSCP ms 123
00paboTku Bxoasamux Kaapos. [lo ymomganuto 3anano 0. J[nanazon
JIONYCTUMBIX 3HaYeHui: oT 0 110 7

DPL

Bribepure npuopurer oropacsiBanust DPL 1st cooTBeTCTBY!IOIIETO
3HaueHuss DSCP niis 06paboTku BXxoasimumx kajapos. [lo ymomuanuto
3agano 0. 3nauenue “1” naer 6osee BBICOKUI MPHOPUTET OTOpACHIBAHUS

DSCPTranslation (Tpancasiuua DSCP) (Puc. 3.108) (Tao6.1. 3.105).
DSCP Translation

&

0

O TU R L e

5

DSCP Ingress : Egress
Translate | Classify | Remap DP0 | Remap DP1
== |_ |~=:*;~ v| |~=:*;~ v|

(BE) C [0(BE) ~| [0(BE) ~]|

o 0 v] [3 |
o [ v] [2 v]
S ERT )
o [ v] [4 |
SN vl v]

Puc. 3.108 — TpaHcsayns DSCP

Tabrmmya 3.105 — TpaHcrasyms DSCP

DSCP

3nauenne DSCP Bxonsmero kaapa. JlnanazoH A0MyCTUMBIX 3HAYCHHI
DSCP: ot 0 1o 63.

Ingress Translate

Bxrouaet Tpancnsanuio 3nauennii DSCP Bxoasmmx kapoB Ha OCHOBE
3aJIaHHOTO METO/1a KJIacCU(UKALIUH.

Ingress Classify Bxuttouaer kinaccu(ukaluio Ha BXOJIIEH CTOPOHE, KaK OIMPeesIeHO B
tabsmie Hactpoiiku DSCP QoS Ha mopry.
Egress Remap 3anoBo oroOpaxkaet 3HaueHue DP B BeiOpanHoe 3Hauenue DSCP.

DSCPClassification (Knaccupukauus DSCP) (Puc. 3.109) (Taod.a. 3.106).

DSCP Classification

CoS | DSCPDP0 | DSCP DP1
= |~=c:=~ v| |-::=— v|
0 [0(BE} w| [D(BE) |
1 [0(BE} w| [D(BE) |
2 [0(BE} w| [D(BE) |

Puc. 3.109 — Knaccngpukayms DSCP

Tabmuya 3.106 — Knaccngpmkayms DSCP

CoS

‘ Crniucok akTyalbHBIX 3Ha4eHHH KitaccoB QoS
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‘ DSCP: ‘ Bribepure 3nauenne DSCP s oroOpaskenus B kiaacc QoS ‘

QoS Control List Configuration (Cniucoxk ynpasienus QoS) (Puc. 3.110) (Ta6.. 3.107).
Crucoxk yrnpaBiIeHHs KAYeCTBOM OOCITY >KHMBAHHSI HCIIOJIB3YETCS I YCTAHOBKH MTPABUIT
00paboTKH BXOASIINUX MAKETOB 10 Ty Kaapa, MAC-anpecy, 3Hauenusm VID, PCP, DEI. Kak
tosbko QCE mpuBs3aH K OPTY, TpaUK COTIIACYyeTCs ¢ IEPBBIM DJIEMEHTOM CITUCKA YIPaBICHUS
QoS, xoTopomy HazHaueH kiacc QoS, ypoBeHs mpuopurTera oropaceiBanus u 3Hauenue DSCP.
Tpaduky, He cornacyromemycs v ¢ kakumu QCE, HazHauaeTcs kimace QoS, UCIONb3yeMblit s

mopTa 1o yMOJI4aHHUIO.
QoS Control List Configuration

Frame | Action

Tag
Type | CoS [ DPL [ DSCP [ PCP | DEI | Policy [ Ingress Map [ Vid |

Type

QCE ‘ Port ‘ DMAC ‘ SMAC | VvViD ‘ PCP ‘ DEI

Puc. 3.110 — Crmcok yripasrieHnss QoS

Tabrnmya 3.107 — Crivcok yripassieHnsi QoS

QCE OTtoOpaskaeTrcst HoMep semenTta crnucka QCL
Port OTobOpaxkaeTcsi HOMEp NMopTa, ucnoiabp3yromero 31oT QCL
DMAC MAC-anpec nHazHaueHnus. Bo3MoxHBI cieayromume 3HaueHus: Any

(JTIro6o0ii), Broadcast (Illupokosemiarenbublii), Multicast
(MuoroaapecHsrii), Unicast (OqHOaIpeCHBIH).

SMAC MAC - agpec uCToyHuKa

VID Orobpaxaercs VLAN ID (1-4095)

PCP Orobpaxaercst 3Hauenue PCP.

DEI OTtoOpaskaercs 3nauenue DEI

Frame type OTtoOpaskaeTcs TUII Kajipa, MOUCK KOTOPOro OyIeT MPOU3BOAUTHCS BO

BXOJISIIUX Kaapax. Bo3MoXXHBI clieayIomye THITBI KapoB: Any
(JIro6oii), Ethernet, LLC SNAP, IPv4, IPv6.

Action OTtoOpaskaeTcs onepauus KinaccuuKalyy, BbIIOIHsIEMAast Ha BXOIALINX
KaJpax, KorJa HaCTPOMKH MapaMeTpOB COTIACyIOTCs ¢ COAEPKUMBIM
Kajpa.

Storm Control (YnpasJ/jieHue mupoxoBemaTeabHbiM mropmom) (Puc. 3.111) (Taoda. 3.108).
VYpasieHne MUPOKOBEUIATEIbHBIM IITOPMOM HCIIOJIB3YETCS ISl TPENOTBPALEHUS YXYALLICHUS
MIPOU3BOJUTENILHOCTH CETH UITU MTOJIHOTO IIPEKpaIeHHsI €€ paboThl. YIpaBIe€HUE OCYIIECTBISAETCS
IyTE€M YCTAaHOBKHM IOPOTOBBIX 3HA4YE€HUH JUid Tpaduka, MoJ0OHOr0 IHMPOKOBENATEIbHOMY,
OJIHOQ/IPECHOMY WJIM MHOT0aJIpECHOMY. YXYAILIEHUE MPOU3BOIUTEIBHOCTH CETH WIJIH IOJHOE
npeKkpaileHue ee paboTsl MOTyT ObITh OOYCIIOBJIEHBI HEMOJaIKaMU B paboTe CETEBBIX YCTPOICTB,
IJIOXOM OTJIaIKON M HENPaBWIbHBIMU HacTpoiikaMu npukiagdoro [10. 3amura cetr oT ITOpMOB
MOXET OBITh OCYLIECTBJIEHA IMyTEM YCTAHOBKH IOPOTOBBIX 3HAYCHMH MJIsi OIpPENEIIEHHOTO
Tpapuka Ha ycrpoicTBe. JIfoOble yKa3zaHHBIE MAaKETbl, MPU MpPHUEME KOTOPBIX MPEBBILIEHO
3aJJaHHOE ITOPOTrOBOE 3HAUEHHUE, OYAyT OTOPOIICHBI.
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Global Storm Policer Configuration

Frame Type | Enable | Rate | Unit
Unicast C 1| [fos
Multicast O | 1| [fos v
Broadcast _ | 1| fos W

Puc. 3.111 — YrpasrieHne LnpOKOBELLATETbHBIM LLITOPMOM

Tabnmya 3.108 — Yripasierne LvpoKoBELYATE IbHbIM LLUTOPMOM

Enable Bxuttouaer nogasiieHue mropma st nakero Tunos Unicast
(OnnoanpecHsrit), Multicast (MHoroanpecHsiii), Broadcast
(IupoxoBeniaTesIbHbIN).

Rate BriGepute moporoBoe 3HaueHNE B MaKeTax B CeKyHAy. [IpuHsaTHIC
MAKeTHI, IPH KOTOPBIX MPEBHIIIEHO BEIOpaHHOE 3HAYCHUE, Oy IyT
OTOPOIIICHBI.

Unit Eaunuib! nsmepenust

Weighted Random Early Detection (WRED) (Puc. 3.112) (Ta0.. 3.109).
OTciiexXuBaeT JUIMHY OYeped M OTOPAChIBACT HEKOTOPBIM MPOICHT MAKETOB B OYEPEAH IS
YIIYUIICHUS TTPOU3BOAUTEIILHOCTH CETH.

Weighted Random Early Detection Configuration

Queue [Enable | Min | Max |  Max Unit
0 o 0] | 50| [Drop Probability v |
1 O | 0] | 50| [Drop Probability v |
2 o | 0| | 50| [Drop Probability v |
3 o | 0| | 50| [Drop Probability w |
Puc. 3.112 — WRED
Tabnmya 3.109 — WRED
Queue Howmep ouepenu (CoS)
Enable Omnpenensier, BkitodeH Jin WRED u1s 910t 3anmcu
Min HwxHuii mopor ypoBHs 3al10JHEHHS.
Max BepxHuii mopor ypoBHs 3aI10JIHEHUS.
Max Unit VYrpainsieT BEpOSTHOCTBIO MaICHHS JJIsl KaJPOB

4.2.41. Mirroring (3epkajmnpoBaHue)
Jlnst oTnagKy ceTeBbIX MpoOIeM, UCXOIAIIMMN TpapuK MOKET ObITh CKOIMPOBAH Ha 3€pKajIbHOM
HOPTY, II€ MOXKET OBITh MOAKIIIOYEH aHAIN3aTOP.
s noctyna k HacTpoiikam HeooxonuMo nepeiTH no Bkiaaake Configuration— Mirroring
Mirroring (3epkanupoBanue) (Puc. 3.113) (Ta6.a. 3.110).
Mirror & RMirror Configuration Table

Session ID | Mode | Type | VLAN ID | Reflector Port
1 Disabled Mirror - -

5%}

2 Disabled Mirror - -
2 Disabled Mirror - -
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Mirror & RMirror Configuration

Global Settings

Session ID [2

Mode [Disablad
Type [Mirror
VLAN ID 200
ReflectorPort

Source VLAN(s) Configuration

[vianiD ||

Port Configuration

& <= g
Port
Port2
Fort2

Puc. 3.113 — 3epkanvpoBaHmne

Port | Source [ Destination

Tabrmuya 3.110 — 3epkanpoBarHmne

Session ID Wnentudukarop ceccus. Beibepure nnentudukarop ceanca Juist
HACTPOWKHU

Mode BrutoueHne/BBIKITIOUEHHE 3€PKATBHOTO OTOOPAKEHUS HITH
JMCTAHIIMOHHOTO 3epKAMPOBaHUSL.

Type * Mirror — 3epkaio;
* Source — MlcTOYHUK;
* Intermediate — [IpomexxyTOUHBI;
* Destination — Ha3snauenue;

VLAN ID Nnentuduxarop VLAN ykazbiBaet, Kyaa OyJeT CKOMUPOBaH
MoHuTOpHBIN nakeT. Unentudukarop VLAN no ymomuanuto - 200.

Reflector Port [TopT, ¢ KOTOpOTrO OTIpaBgeTcs Tpahuk

Source VLANSs 3epkanupoBanue Ha ocHoBe VLAN

Port Configuration (Hactpoiiku nopra)

Port

Howmep nopra

Source

Nwmeetcs deTsipe pexuma, KOTOPbIE MOXKHO MCIIOJIb30BAaTh HA KaXJ10M
MOPTY UHIMBUIYAJIBHO.

* Disabled (Bsikitouen): @yHKIuUS 3epKaIMpOBaHUI Ha JAHHOM MOPTY
BBIKJIIOYCHA.

* Rx only (Tonbko nmpruHMMaeMblil TpapuK): Ha 3epKalbHbINA NOPT OyaAyT
HaIIPaBJIEHBI TOJIBKO KaJpbl, IPUHATHIE JaHHBIM ITOPTOM.

* Tx only (Tonbko nepenaya): Ha 3epKajabHBIA OPT OyAYT HapaBiICHBI
TOJIBKO KaJpbl, IEPETAHHBIE JaHHBIM ITOPTOM.

* Enable (BxitounTs): Ha 3epKaibHbIA TOPT OyAYT Mepeaanbl Kaaphl,
IIPUHATHIE U IEPENAHHBIE TAHHBIM ITOPTOM.

Destination

[TopTt Ha3HaYeHMsI, KOTOPBIN MOJTy4aeT KON TpaduKa U3 HCXOTHOTO
1opTa.

UPnP

4.2.42. Voice VLAN. I'osiocoBoii VLAN
s moctyna K HacTpoiikam HeoOxoaumo nepeitu no Briaake Configuration— Voice VLAN.
Configuration (Hactpoiika) (Puc. 3.98) (Ta6m. 3.96).
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Voice VLAN Configuration

Mode | Disabled v |
VLAN ID | 1000 |
Aging Time |:354E-EI | seconds
Traffic Class | |7 (High) |

Port Configuration

Port | Mode [ Security | Discovery Protocol
= V= vl[= v
1 | Disabled + || Disabled ~ | [QUI W |
2 | Disabled + || Disabled + | [QUI v |
3 |Disabled v || Disabled » | | QUI v |

Puc. 3.98 — Hactpovika

Tabnma 3.96 — Hactpovika

Voice VLAN Configuration (Hactpoiika romocosoii VLAN)

Mode Brutounts/BeIkir0unTh TostocoBoid VLAN. TIpex/ie uemM BKIIOUUTD
rosiocoBoit VLAN, otkimounte MSTP, uroOs! n30exaTh KOH(IIMKTA.

VLAN ID Wnentuduxarop VLAN

Aging Time VYka3bIBaeT BpeMsi 6e30macHOro ooyuenus. JJonyctuMelii Auana3zon
cocrasysieT oT 10 1o 10000000 cexyHz.

Traffic Class VYkasbiBaeT kiacc Tpaduka. Becs Tpaduk B Voice VLAN Oyner umetsb
9TOT KJIAcC.

Port Configuration (HacTtpoiika nopra)

Port Howmep nopra

Mode * Disabled — oTkiroueH;
* Auto - BKJIIOYEHHE pPeKMMa aBTOMATUYECKOTO OIpeIeIIEHUS;
* Forced - mpuHyauTeIpHOE MOIKIIOYCHHUE.

Security BxutounTh/BBIKIIOUNTE pexuM O6e3onacHocTu nopta VLAN. Korga sta

¢dbyukus BritoueHa, Bce Herenedonnbie MACanpeca B VLAN OynyT
3absokupoBaHbl Ha 10 cekyHI.

Discovery Protocol

VYka3bIBaeT mpOTOKOJ OOHApY>KeHus nmopta. Paboraer Tonbko npu
pexxume «Auto». Bo3mMoxkKHbBIE TPOTOKOIBI OOHAPYKEHUS:

* OUI: o6napy»kenue tenedoHHOTO ycTpoiicTBa o aapecy OUIL

* LLDP: oOnapy>xenue tenedonnoro ycrpoiicrsa LLDP.

* Both: OUI u LLDP. M#1 nomkusl Bknounth ¢pyHkuuio LLDP nepen
aKTUBalMen nporokona ooHapyxenus Ha «LLDP» unu «Bothy.
N3menenune mporokomna ooHapysxkenus Ha «OUD» wim « LLDP» npusenet
K [Iepe3aIycKy npoliecca aBTOMaTHYECKOT0 OOHAPYKEHHUS.

OUI Table (Tadauua OUI) (Puc. 3.99) (Taoda. 3.97).

Voice VLAN QU Table

Delete | Telephony OUI |

Description

| Delete | |

| Add New Entry |
Puc. 3.99 — Tabmya OUI
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Tabrmya 3.97 — Tabrya OUI

Delete Y nanser TeKyIyo 3amnuch

Telephony OUI Anpec OUI — 5370 r100anpHbIii YHUKAIBHBIA HACHTHPHKATOD,
npucBoennbiit IEEE. On nomken coctosTs u3 6 CHMBOJIOB, popMar
BBOJIA - «XX-XX-XX» (X - mIecTHaAuaTepuydHas mudpa).

Description Omnucanwne agpeca OUIL. Jomyctumast mwHa ctpoku ot 0 10 32.

a | Add New Entry |

Knonk npegHa3HaueHa il 100aBIeHUs HOBOH 3aIKCH.

4.2.43.UPnP
Jns moctyna K HacTpolikam HeoOxoaumo repeiitu no Bkiaake Configuration—UPnP.
Hacrtpoiika UPnP (Puc. 3.114) (Ta6.. 3.111)

UPNP Configuration

Mode Disabled »
TTL 4
Advertising Duration | |100

IP Addressing Mode

Static VLAN Interface 1D |1

Puc. 3.114 — Hacrpovika UPnP

Tabnmya 3.111 — Hactpovika UPnP

Mode Bxrouaer wnu Beikimtovaet ¢pynkuuto UPnP. Tlpu BkimtoueHun
ABTOMATUYECKU CO3/IaeTcs Ba mpaBuia cinucka goctyna (ACE) mis
nepeHamnpanieHus: coorsercTByronmx UPnP nakeroB k nporeccopy.
[Tpu BHIKITIOUEHUHU TTPABUJIA ABTOMATHYECKHU yIAISIOTCS.

TTL [Tapametp TTL (Time to live — Bpemst >KU3HU) UCHOIB3YETCS JUIS
YKa3aHUs TOTrO, CKOJIBKO IIAr0OB MOKET clenaTth yeaomienne UPnP
(SSDP) 1o cBoero ncue3HOBEHUS.

Advertising DTOT MapameTp OINpeesieT, HACKOIbKO YaCTO MOTYT ITOCHIIATHCS
Duration yBenomierus UPnP. JInuTensHOCTh IEPEHOCUTCS MTAKeTaMU POTOKOJIa
SSDP (Simple Service Discover Protocol), koTopsie H”HGOpMUpPYIOT
MyHKT YIIPaBJICHUS O TOM, HACKOJIBKO YacCTO CJeyeT MPUHUMATD
coobmienus ¢ ysegomsenussmMu SSDP ot kommyTatopa. [1o ymonyanuto
YCTaHOBJIEHA TUTENbHOCTh yBenomineHus 100 cexyna. OnHako,
BCJIEJICTBUE HEHaJexKHOCTH NpoTokosia UDP pekomennyercs
YMEHbIIIATh JUTEIbHOCTD, TAK KaK 4YeM OHA MEHBIIIE, TeM ObICTpee
oOHoBisiercs coctosinue UPnP.

IP Addressing Pexum [P-anpecannu nmpegocTaBisieT 1Ba crocoda onpeaeaeHus
Mode HazHaueHwus [P-anpeca:

IOuuraMmueckmit: Beioop no ymoruanuto st UPnP. Monyns UPnP
MIOMOTaeT I0JIb30BaTeNsiM BbIOpath [P-anpec kommyTaropa. Ox
HAaxOJIUT MEePBBIN JOCTYIHBIN cucTeMHbIl [P-agpec.

Crarnueckwmit: [lonb3oBarens ykasbiBaeT [P-unrepdeiic VLAN mns
BbIOOpa [P-apeca KOMMYTHPYIONIETO YCTPOKUCTBA.

Static VLAN Wnpnekc konkperHoro unrepdeiica IP VLAN. On OyaeT npuMeHsThCs
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Interface ID TOJIBKO B CTaTU4eCKOM pexxuMe [P-anpecanuu. Jlonycrumeie
HacTpanBaeMbl€ 3HAYCHHS HAXOAATCA B nuanazone ot 1 go 4095.
3HaueHue Mo yMOJIYaHUIO - 1.

4.2.44. MRP u MVRP
Multiple Registration Protocol (MRP) — 310 o0mas ctpykrypa, pekomennoBannas IEEE ms
UCIIOJIb30BAaHUS B CETEBBIX MOCTaX, CETEBBIX KOMMYTATOPaX, WU APYIUX aHAJOTUYHBIX
YCTpPOMCTBaX ¢ BO3MOYKHOCTBIO PErMCTPALMK U IIEPEPETUCTPALIMM CIIEUAIbHBIX aTpUOyTOB,
Takux Kak uaeHTugukaTopsl VLAN U 4IeHCTBO B MyJIbTUKACTOBBIX IPYIINaX B OOJIBIINX
nokanbHbIX ceTsax LAN.
[Tporokon muokecTBeHHBIX peructpanuii VLAN Multiple VLAN Registration Protocol
(MVRP) siBisieTcst ceTeBbIM IPOTOKOJIOM BTOPOTO YPOBHS Il aBTOMAaTHUECKOW KOH(PHUTYparuu
nndopmarnuu VLAN B kommyTaTopax. OH 0611 onpenenén npuinoxxkennem 802.1ak x
pexomennauusm IEEE 802.1Q-2005.
B npenenax Broporo yposust cereBoit mogenu OSI MVRP obecrieunBaeT tuHaMU4ecKuii 0OMeH
uHpopmanuu o VLAN u konpurypanuto Heooxoaumbix VLAN. Hanpumep, nocrasiena 3aiaya
n00aBUTH onpeAenéHHbI mopT kKommyTaTtopa B VLAN, uiu ceTeBoe yCTpOICTBO,
nouepxkuBatoniee VLAN u moaximou€HHOE B TOPT KOMMYTaTopa TpedyeT nepexonpurypanumu,
U BCE HEOOXOAMMBIE TPAHKU JUHAMHYECKU CO3JaHbI Ha IPYTHX KOMMYTaTopax,
noanepxuBatomux MVRP. Jlns BeimonHenus 3Toi 3a1auu 6e3 Bo3moxxknocteit MVRP
notpedyercs pyuHas koHpuryparus VLAN unn kakoil-nubo nmponpueTapHblii METO/]
npousBoauTelts. Eciau jke BBIONHATE 3Ty 3a1a4dy cpeactBaMu MVRP, KoTopslil uCrionb3yeT
nuHamuueckue 3HadeHuss VLAN B puiibTpyemoit 6a3e nannabix. Eciu koporko — MVRP
MIOMOTAET JTUHAMUYECKH MoAepkuBaTh KoHurypannu VLAN B cTaTHUECKUX KOHPHUTYPAIHIX
CeTeM.
802.1Q naét BO3MOKHOCTb:

e JluHaMUYeCKU KOH(PUTYPHPOBATh U paclpeiessTh HHPOpMAaLKIO 0 MpUuHaAIexxHocTd VLAN
yepe3 mexanusmbl MVRP.

e (Crarnuecku KOH(QUTYpHUpOBaTh HHPOpMaIHio o npuHaieskHocTh VLAN nocpeacTsom
MEXAHU3MOB MEHEPKMEHTA, KOTOPBIE TIO3BOJISAIOT YIPABIATh PErMCTPALMOHHBIMY TaHHBIMU
0 CTaTMYECKUX 3anucsax perucrpanuil VLAN.

e TloagnepxuBaTb KOMOMHUPOBAHHBIE CTATUUECKHUE U AUHAMUYECKUE KOHPUTYpALUU, IPU
KOTOpbIX HeKoTOpble VLAN KOHQUTypHpYyIOTCS OCPEICTBOM MEXaHU3MOB MEHE)KMEHTA, a

st ipyrux VLAN coxpaHsieTcst BO3MOKHOCTh TMHAMUYECKOW KOH(PUTYpAIUU CPEeICTBAMHU
MVRP.

Jnis noctyna Kk HacTpoiikaMm HeoOxoauMo nepeitH o Bkiagke Configuration— MRP.

Hacrpoiika MRP (Puc. 3.115) (Ta6a. 3.112)
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MVRP Global Configuration

Global State
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Puc. 3.115 — Hactpovika MVRP

Tabnmya 3.112 — Hacrpovika MVRP

Global State

Brutouenne/Boikimouenne Gpyaxmun MVPR

Managed VLANs

Hactpoiika cnucka VLAN, ynpasnsempix MVRP

Hactpoiika nopros

Port

Howmep nopra

Enabled

Bxrouenue ¢pyakiun MVRP Ha nopty

Join Timeout

Taiimep npucoeauHenust. 3HaueHus ot 1-20cc. Ilo ymonuanuio
3HaueHue 20cc

Leave Timeout

Taiimep oTkitoueHus. 3HaueHus ot 60-300cc. Ilo ymonuanuto 3HaueHuE
60cc

LeaveAll Timeout

TaliMEp OTKJIFOYEHHUS OT BCEX MYJIbTHUKACTOBBIX rpymil. 3Hadenus 1000-
5000cc. ITo ymomuanuto — 1000cc

Periodic Bxutouenne ¢pynkuuu PeriodicTransmission Juist
Transmission Bcex npuinoxeHuit MRP na nopry
4.2.45.GVRP

Jlns noctyna K HacTpoiikaMm HeoOxoauMo nepeiTH no Bkiajake Configuration—GVRP.
Global Configuration (I'1o6anbubie HacTpoiikn) (Puc. 3.116) (Taoda. 3.113).

295



http://192.168.0.186/help/glossary.htm#mrp

GVRP Configuration

|| Enable GVRP

Parameter Value
Join-time: 20
Leave-time: &0

Leavehll-time: | [1000
Max VLANs: 20

Puc. 3.116 — [7106a/1bHbIE HACTPOVIKM

Tabnmua 3.113 — [7106a/1bHbIE HACTPOVIKU

Enable GVRP Bxrouenue nporokosia GVRP rinobanbsHo.

Join-time 3navyenue B nuana3one 1-20, ykazpiBaeMoe B CEHTHCEKYH/1aX (COTBIX
cexkyHnl). [1o ymonganuro, 3Hauenue pasHo 20.

Leave-time 3Hauenue B auanaszone 60-300, ykazpiBaeMO€ B CEHTUCEKYH1aX (COTBIX
cexyHbl). [1o ymonmyanuio, 3HaueHue pasHo 60.

Leave All-time 3nayenne B nuanazone 1000-5000, yka3piBaeMoe B CEHTHCEKYHAAX
(cotbix cekynpl). [To ymomuanuto, 3HaueHune pasao 1000.

Max VLANs MakcumansHoe 3Hauenne VLAN, nonnepxxkuBaemoe GVRP.

Port Configuration (Hacrpoiiku nopra) (Puc. 3.117) (Ta6.a. 3.114)
GVRP Port Configuration

Port | Mode
== |
1 |Disabled v |
2 |Disablad v |
3 |Disabled v |

Puc. 3.116 — Hactpoviku riopra

Tabnumuya 3.113 — Hactpoviku riopra

Port Howmep nopra
Mode [To3Bossier HacTpouTh pexkuM padotel GVRP Ha nopty
4.2.46.sFlow

st noctyna x HacTpoiikaMm HeoOxoaumo rnepeitu no Bkiagake Configuration—sFlow
sFlow Configuration (Hactpoiiku sFlow) (Puc. 3.117) (Ta6x. 3.114).
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sFlow Configuration

Agent Configuration

IP Address | [127.0.0.1

Receiver Configuration

Owner <none:=

IP Address/Hostname | [0.0.0.0 |

UDP Port 6242 |
Timeout [0 | seconds
Max. Datagram Size || 1400 | bytes

Port Configuration

Flow Sampler

Counter Poller

Puc. 3.117 — Hactpoviku riopra

Port I E  bled | Sampling Rate | Max.Header | Enabled | Interval
* C | o] | 128] C | 0|
1 I_ 0 123 I_ 0
2 [ 0 123 [ 0
3 C 0 28 C 0

Tabnmya 3.114 — Hactpovikv nopra

Agent Configuration (HacTtpoiiku arenra)

IP Address

[P-anpec, ucnonwsizyemsiii B kauectBe [P-agpeca arenrta B sFlow. On
CIIY)KUT YHUKATHHBIM KITFOYOM, KOTOPBIA OYJIeT HACHTU(DUITUPOBATH
areHTa B TCUCHHE JJIUTEIIbHBIX MEPUOIOB BPEMEHU.
[onnepxxupatores aapeca [Pv4 u IPvé.

Receiver Configuration

(Kondwurypanus npueMHHKa)

Owner

* None - He CKOH(pUTYpPUPOBaH / HE BOCTpEOOBaH.

* Configured through local management — ckoHdurypupoBan yepes
Web mm CLI;

* Eciiu sFlow B HacTosiuit MOMEHT ckoH(pUTryprpoBaH yepe3 SNMP,
COJIEP’KUT CTPOKY, HASHTUPHUIMPYIOUTYI0 prueMHUK sFlow.

IP Address/Hostname | IP-anpec mnu ums xocra npueMHuka sFlow.
UDP Port [Ipocmatpusaemsiii nopt UDP
Timeout TaiimayT

Max. Datagram Size

MaxkcrManabHOE KOJIMUYECTBO OaTOB JaHHBIX, KOTOPOE MOXKET OBIThH
OTIIPABJICHO B OJIHOM TECTOBOM JaTarpaMme

Port Configuration (Hactpoiiku nopra)

Port Howmep nopra

Flow Sampler Bxuttouaet mim OTKIII04aeT BHIOOPKY IOTOKA Ha MOPTY.

Enabled

Flow Sampler CratucTuyeckasi 4acToTa AUCKPETU3ALNHU AJI BBIOOPKHU MaKeTOB.
Sampling Rate

Flow Sampler Max.
Header

MaxkcrManbHOE KOJIMYECTBO 0alTOB, KOTOPOE JOJIKHO OBITh
CKOIHMPOBAHO U3 MaKeTa, BEIOPAHHOTO JIsi BBIOOPKH, B JielTarpaMmy
sFlow.

Counter Poller Bxuttouaet wim OTKIIIOYAeT ONpOC CYETYMKA HA 3TOM IOPTY.
Enabled
Counter Poller WuTepBan onpoca. Jlonyctumslil ntuanasos: ot 1 go 3600 cexyHza.
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\ Interval ‘

4.2.47. DDMI (mnTepeiic uugpoBoro 1MarH0oCTH4ECKOro MOHUTOPHUHIA)
VYcoBeplIeHCTBOBaHHbIN 1M(PpPOBON HHTEepdeiic MO3BONSIET YCTAaHOBUTh CBSA3b B PEAbHOM
BPEMEHM MEXKIY KOMMYTaTOpoM U TpaHcuBepoMm SFP. DTo mo3BosisieT KoMMyTaTopy HOJay4yaTh
JOCTYII K pabOYMM ITapaMeTpaM B ONTOBOJOKOHHOM KaHale.

DDMI kouTponupyer:
* TeMIIEpaTypy
* HaNpsKEHUE MUTaHUS
* [IepEe1aBaCMbIi TOK CMELCHUS.
* [IepenaBaemasi MOLIHOCTD
* [Tony4yenHast MOIIHOCTH
Jnis moctyna K HacTpoikaM HeoOXxoauMo nepeiTH o Bkiaake Configuration—DDMIL
Hacrtpoiika DDMI (Puc. 3.118) (Tao0.. 3.115)
DDMI Configuration

| Mode | Enabled w |

| Save || Reset |

Puc. 3.118 — Hactpovikm nopra

Tabnmya 3.115 — Hactpoviku riopta

Mode Bxrouenue/Boikimouenne Gpynkuuu DDMI. @ynkius DDMI
BKJIFOYEHA TI0 YMOJTYAHHUIO.

4.2.48. UDLD
s noctyna K HacTpoiikaMm HeoOxonumo niepeiiTu o Bkiaake Configuration—UDLD.
[TpoTokosn BTOPOrOo YpOBHS, CO3JaHHBIM JUIsI aBTOMAaTUYECKOro OOHApy>KEHUs TMOTepu
JIBYXCTOPOHHEW KOMMYHHKAIIMY Ha JIMHUSX CBS3H
Port Configuration (Hactpoiiku mopra) (Puc. 3.119) (Ta6xa. 3.116)

UDLD Port Configuration
Port | UDLD mode | Message Interval

e 7 |
7 |
2 [Disable  ~| |7 |
3 [Disable  ~| |7 |

Puc. 3.119 — Hactpoviku riopra

—

Tab/mua 3.116 — Hactpoviku nopra

Port Howmep nopra

UDLD mode Bxmrounts/Boikimounts UDLD Ha nopty
Message Interval WHTtepBan coobmenmit

Komanna Onucanune

I'moGanbHbIE HACTPOHKHU

ipve verify source Bxurouenue 3ammthl [P-aapeca nctounnka
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no ipv6 verify source

Brixnrouenue 3ammrsl [P-anpeca ncrounnka

ipv6 verify source translate

no ipv6 verify source
translate

npeoOpa3oBaHre JMHAMHYECKUX 3aIHCEH B
CTaTHYECKHUE.

OTMeHa KOMaH bl

ipv6 source binding interface
GigabitEthernet <port type id>
{<ipv6 ucast> | vlan}

Hacrtpolika ctaTuueckux mpaBuil. Y CTAaHOBKA
cootBeTcTBUM Mexnay [P-angpecoM, Homepom
nopra, MAC-anpecom u VLAN ID.

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Br160p MOpTOB A1 HACTPOIKY TapaMeTPOB

ipve verify source

No ipv6 verify source

Bxirouenue 3amuthl [P-aapeca uctounuka Ha
nopry. s Toro, uroOsl 3amura IP-agpecos

UCTOYHUKA paboTana, QyHKIHS TOJIKHA ObITh
BKJIIOUEHA B TJI00ATIBHOM PEKUME U Ha TOPTY.

Brixkimrouenue 3amursl [P-agpeca nctounnka
Ha MOPTY.

ipv6o verify source 1limit<0-2>

Bb160p MakcuMalibHOTO Yncia
JUHAMUYECKHUX KJIMEHTOB Ha MOPTY.
Bosmosknsl cnenyromue Bapuantsl: 0, 1, 2
Ecnu BKitOueH pexxuM paboTsl IOpTa U
MaKCHMaJIbHOE YHMCIIO KJIINEHTOB paBHO 0,
KOMMYTaTop OyzAeT ToibKo nepeaasats [P-
IIAKEThl, KOTOPBIE COTIACYIOTCS CO
CTaTUYECKUMU 3JieMeHTaMu criucka (IP-
azpecamu) Juis JaHHoro nopra. 1o
yMOJTYaHHIo 3HaueHue unlimited
(HEeOTrpaHMYEHHOE KOJUYECTBO)

Komannma

Onucanue

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160op noptos

link-oam

no link-oam

Bxmouenne Link OAM Ha nopty
koMMmyTaropa. Bkmouenue Link OAM naer
oriepaTopaM CeTH BO3MOKHOCTh OTCJIC)KUBATH
COCTOSTHUE CETU U OBICTPO OMPENEISITh
MECTOITOJIOKCHHE HEUCIIPABHBIX KAaHAJIOB WITH
HEUCTIPABHBIX COCTOSHUH.

Brikmouenne Link OAM Ha nopty

link-oam mode {active
passive}

|}

Hacrpoiika pexxuma OAM Kak aKTUBHBIN UIH
naccUBHbIN. 10 yMOI4aHUIO yCTaHOBIIEH
ITACCUBHBIN PEXUM.

active- DTE, HacTpOEHHBIE B aKTUBHOM
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pekuMe, THUIMUPYIOT OOMEH
uHpopmanmonasimu OAMPDU, kak
OIIPEZIENIEHO B IIpoLIEcce

oOHapyxenwus. [locne 3aBepuienus npoiecca
oOHapysxenus aktuBHbIM DTE paspemaercs
oTpaBysITh JI0Oosie OAMPDU nipu
MOAKJIIOYEHUH K YAAICHHOMY
oJHOpaHroBoMy 00bekTY OAM B aKTUBHOM
pexxume. AxtuBabsie DTE pabotarot B
OTPaHUYEHHOM OTHOUIEHUH, €CIIA YAAICHHbBIN
00bexkT OAM paboTaeT B MacCCUBHOM
pexume. AKTUBHBIE YCTPONCTBA HE JTOJIKHBI
OTBeYaTh HAa KOMAH/IbI YAAJIEHHOW 00paTHON
cBsi3u OAM u 3anpockl NEPEMEHHBIX OT
[IJACCUBHOT'O OJHOPAHIOBOIO y3Ja.
passive- DTE, HacTpoeHHBIE B TaCCUBHOM
pexuMe, He HHUITUUPYIOT MPOIECC
obnapyxenwus. [laccuBapie DTE pearupyrooT
Ha MHULUUPOBAHUE TIpoliecca OOHapyKEHUs
ynanenubiM DTE. D10 uckirouaer
BO3MOKHOCTh TIEpeXo/ia OT MACCUBHBIX K
naccuBHbIM ccblikaM. [laccuBubie DTE He
JIOJKHBI OTIIPABIISAT 3alPOCKHI IEPEMEHHBIX
wi OAMPDU ynpasnenus nuieiiom.

link-ocam remote-loopback
supported

no link-oam remote-loopback
supported

Bxtouenne GyHKIUM yJalleHHOM METIH.
MoskeT UCTI0Ib30BaThCs I JIOKAIU3aUuu
HEHCIIPAaBHOCTEN U TECTUPOBAHUS
IIPOU3BOUTEIIBHOCTH CBSI3H.

Brikmrouenune GyHKIMM y1aleHHON NEeTIIH.

link-oam link-monitor
supported

no link-oam link-monitor
supported

Bxrouenne GyHKIIMM MOHUTOPUHTA Ha
opTy.

Brixmrouenue GpyHKIIMM MOHUTOPUHTA HA
MOPTY.

link-ocam mib-retrieval
supported

no link-oam mib-retrieval
supported

Bxmrouenne nonnepxku MIB Ha nopty
KOMMYTaropa

Beixmmrouenue nognep:xku MIB Ha noprty
KOMMYTaropa

HacTtpoiika coObiThii

link-oam link-monitor frame
{threshold | window}

Cob6bITe "OmuOouHbIi Kaap" MOACYNTHIBAET
KOJINYECTBO OIMOOYHBIX KaIPOB,
0OHapy»KEHHBIX B TEUECHUE YKa3aHHOTO
nepuoza. Ilepron 3agaercs BpeMEHHBIM
uHTEepBajIoM (window). 9To coObITHE
TeHEePUPYETCsl, €CIIU KOJMYECTBO OIIMOOYHBIX
KaJIpOB PaBHO WJIM MPEBBIIIAET 3aJaHHbII
nopor Juist 3Toro nepuoaa (threshold).
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Window - OKHO OIIMOKHU JOJDKHO UMETh
nenoe 3HadeHnue ot 1 mo 60, a ero 3HaUYeHHUE
10 yMoJ4aHuto paBHo "1".

Threshold - mnopor omuOKH TOJDKEH
HaxoauThcs B quanasone 0-4294967295, a
€ro 3HaY€HHE MO YMOJTYaHUIO paBHO "1".

link-ocam link-monitor symbol-
period {threshold | window}

CoObITHE MOACUNTHIBACT KOJIMYECTBO OIIMOOK
CUMBOJIA, IPOU3OLIEAIINX B TEUEHUE
yKazaHHoro nepuoaa. Ilepuoa onpenensercs
KOJIMYECTBOM CHMBOJIOB, KOTOPbIE MOTYT
OBITh MOJTYUYEHBI 32 ONPEeTICHHBIH
IPOMEXYTOK BpeMeHH Ha 6a30BOM
(bU3UYIECKOM YPOBHE. ITO COOBITHE
TeHEePUPYETCs, €CIN KOJIMYECTBO OIINOO0K
CHUMBOJIa PABHO WJIM IIPEBBILIAET 3a/1aHHBIN
MOPOT IJI 3TOTO MEePUOa.

window - OKHO OUIMOKH JOJIKHO UMETh
nenoe 3uadeHue ot 1 1o 60, a ero 3HaUCHHE
10 YMOJI4aHHIo paBHO "1".

threshold - mopor omuOKH J0JKEH
HaxoauThcs B quanas3one 0-4294967295, a
€ro 3Ha4eHHE 10 YMOJYaHUIO paBHO "1".

link-oam link-monitor frame-
seconds {threshold | window}

CoObITHE MOACUNTHIBAECT KOJTHUECTBO CEKYH]T
¢ omuOKamMu, MPOU3OUIEANINX B TCUCHUE
yKazaHHoro nepuoja. [lepuoa onpenensercs
BPEMCHHBIM MHTEPBAJIOM. JTO COOBITHE
TeHEePUPYETCs, €CIH KOTUYECTBO CEKYH]I C
omuOKaMH B KaJIpe PaBHO WJIU MIPEBBIIIACT
3aJJaHHBIN TOPOT AJIs ATOTO MEPUOAA.
Window — OKHO OMMOKH JIOJDKHO UMETh
mnenoe 3Hadyenue B auamnasone ot 10 mo 900, a
€ro 3Ha4eHHE 110 YMOJIYaHHIO paBHO "60".
threshold - mopor omuOKH J0JKEH
HaxoauThcs B quana3one 0-65535, a ero
3HaYEHHE M0 YMOJIYaHUIo paBHo "1".
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