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1. Onucanue u3geaus

1.1. Ha3zHauenue

KommyTtartopsr Ethernet cepun NTS-3508F, NTS-3516F, NTS-3524F, NTS-3532F, NTS-
3548F, NTS-5508F, NTS-5516F, NTS-5520F — 3TO BBICOKOIIPOM3BOAUTEIbHBIE KOMMYTATOPbI
KOHIIeHTpanuu (arperanuu) ypoBHs L3, pazpaboranusie 3A0 HIIO «Tenekom». KommyTtatopsl
IIpeIHAa3HAYEHBb! JUIsl UCIIOJIb30BAaHUS B ONIEPATOPCKUX CETAX B KAUECTBE YCTPOWCTB arperauu u
B IIEHTpax 00paboTku NaHHBIX. [IopThI KOMMYTAaTOPOB MOJAECPKHUBAIOT pabOTy HAa CKOPOCTAX 1
['6ut/c (SFP), 10 I'6ut/c (SFP+), 25 I'6ut/c (SFP28).

KommyTtartopsr Ethernet cepun NTS-25080, NTS-25160, NTS-25240, NTS-25480, NTS-
25080 (AC_R), NTS-25160 (AC_R), NTS-25240 (AC_R), NTS-25480 (AC R), NTS-25080P,
NTS-25160P, NTS-25240P, NTS-25480P, NTS-25080P (AC_R), NTS-25160P (AC R), NTS-
25240P (AC R), NTS-25480P (AC R) - ympaBiasemble KOMMYyTaropsl ypoBHsS L3,
paspadorannabie 3A0 HITO «Tenekom». KoMmMyTaTOphl OCYIIECTBIISIOT MOIKIFOYCHHE KOHECUHBIX
MOJI30BATENCH U CeTel MPEeINpUATHI MaJIoro U CPEeIHEro OM3HEeca K CETSM OIepaTopoB CBSI3U C
MOMOIIIBIO BBICOKOCKOPOCTHBIX HHTepdeiicoB. Mogenu ¢ wunaekcom «P» B Ha3BaHuu
noguepxxuBatoT  QyHkuuio PoE\PoE+ jans  snekrponuTaHMs TOJKITIOYEHHBIX YCTPOMCTB,
Hanpumep, [P kamep, OecnpoBOJHBIX TOYEK [OCTyHa, M JPYIHX YCTPOMCTB, K KOTOPBIM
HEBO3MOKHO WJIM HEXKEJIATEJIbHO MPOBOJUTH CUJIOBON JIEKTPUUYECKUI KaOeb.

1.2. OcHOBHBIE TEXHHYECKHE XAPAKTEPUCTHUKH

OcHOBHBIE TEXHUYECKUE XapaKTEPUCTUKU ITpHUBeIeHbI B Tabuuie 1.2.1.
Tabmuna 1.2.1 - OCHOBHBIE TEXHUYECKHE XAPAKTEPUCTHKH
Wntepdeiicot

8 moptos 10/100/1000Base-T (RJ-45,8P8C)

4 — 1000BASE-X/10GBASE-R (SFP/SFP+, 10G)
1 xoHconbHbI mopt RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 — mopt USB (ztocTymneH He BO BCEX PEBUBUAX)

16 moptoB 10/100/1000Base-T (RJ-45,8P8C)

4 — 1000BASE-X/10GBASE-R (SFP/SFP+, 10G)
1 xorconpHbIi TOpT RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 —nopt USB (ztocTyneH He BO BCEX PEBU3USAX)

24 nopra 10/100/1000Base-T (RJ-45,8P8C)

4 — 1000BASE-X/10GBASE-R (SFP/SFP+, 10G)
1 xorconpHbIi TOpT RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 —nopt USB (ztocTyneH He BO BCEX PEBU3USAX)

48 —10/100/1000Base-T (RJ-45,8P8C)

4 — 1000BASE-X/10GBASE-R (SFP/SFP+, 10G)
1 xorconmbHbIH TOpT RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 —nmopt USB (z1octyneH He BO BCEX PEBUBUSAX)

8 moptos 10/100/1000Base-T (RJ-45,8P8C POE/POE+)
4 — 1000BASE-X/10GBASE-R (SFP/SFP+, 10G)

1 xonconbHeI mopt RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 — mopt USB (ztocTymneH He BO BCEX PEBUBUSAX)

NTS-25080,
NTS-25080 (AC_R)

NTS-25160,
NTS-25160 (AC_R)

NTS-25240,
NTS-25240 (AC_R)

NTS-25480,
NTS-25480 (AC_R)

NTS-25080P,
NTS-25080P (AC_R)




NTS-25160P,
NTS-25160P (AC_R)

16 mopros 10/100/1000Base-T (RJ-45,8P8C) PoE/PoE+
4 — 1000BASE-X/10GBASE-R (SFP/SFP+, 10G)

1 xonconpHbIi opT RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 —nopt USB (ztoctyneH He BO BCEX PEBU3USAX)

NTS-25240P,
NTS-25240P (AC_R)

24 —10/100/1000Base-T (RJ-45,8P8C) PoE/PoE+
4 — 1000BASE-X/10GBASE-R (SFP/SFP+, 10G)
1 xonconbHbIi opT RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 —nopt USB (znoctyneH He BO BCEX PEBU3USAX)

NTS-25480P,
NTS-25480P (AC_R)

48 mopros 10/100/1000Base-T (RJ-45, POE/POE+)
4 — 1000BASE-X/10GBASE-R (SFP/SFP+, 10G)

1 xoHconbHbIi opT RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 —nopt USB (zioctyneH He BO BCEX PEBU3USAX)

NTS-3508F

4 — Combo10/100/1000Base-T (RJ-45,8P8C)

8— 100BASE-FX/1000BASE-X

4 — 1000BASE-X/100BASE-FX/10GBASE-R (SFP/SFP+, 10G)
1 koHconbHbIM opt RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 —nopt USB (ztoctyneH He BO BCEX PEBU3USAX)

NTS-3516F

4 — Combo10/100/1000Base-T (RJ-45,8P8C)

16 — 100BASE-FX/1000BASE-X

4 — 1000BASE-X/100BASE-FX/10GBASE-R (SFP/SFP+, 10G)
1 konconbHbI mopt RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 — mopt USB (ztoctymneH He BO BCEX PEBUBUSAX)

NTS-3524F

4 — Combo10/100/1000Base-T (RJ-45,8P8C)

24 — 100BASE-FX/1000BASE-X

4 — 1000BASE-X/100BASE-FX/10GBASE-R (SFP/SFP+, 10G)
1 xorconpHbIi TOpT RS-232 (RJ-45)

1 —10/100/1000Base-TNPI (RJ-45)

1 —nopt USB (ztocTyneH He BO BCEX PEBU3USAX)

NTS-3532F

8 —10/100/1000Base-T (RJ-45,8P8C)

12 — Combo 100BASE-FX/1000BASE-X (SFP)

12 — 1000BASE-X/10G BASE-R (SFP+, 10G)

1 — nopt Console (0TA€IbHBIA KOHCOJIBHBIN MOPT JAJIS1 YIIPABICHHUS)
1 —10/100/1000Base-T NPI (RJ-45)

1 mopt USB (mocTyren He BO BCeX peBU3USIX)

NTS-3548F

48 nmoptoB 100Base-FX/1000Base-X

4 nopra 1000/10000 Base-X (SFP/SFP+)
1 xorconpHbIi TOpT RS-232 (RJ-45)

1 mopt 10/100/1000 BASE-T (NPI)

1 mopt USB (ocTyrnen He BO BCeX peBU3USIX)

NTS-5508F

8 — 100BASE-FX/1000BASE-X/10GBASE-R (SFP/SFP+)
1 — mopt Console, RS-232 (RJ-45)

1 —10/100/1000Base-T NPI (RJ-45)

1 — nmopt USB (ztocTyneH He BO BCEX PEBUBHSAX)

NTS-5516F

16 — 100BASE-FX/1000BASE X/10GBASE-R (SFP/SFP+)
1 — mopt Console, RS-232 (RJ-45)




1 —10/100/1000Base-T NPI (RJ-45)
1 —mopt USB (mocTyneH He BO BCEX PEBU3USX)

[TopnepxuBaeT 3arpyxaeMyro MPOrpaMMHYI0 KOH(PHUTYPAIHIO OC-
HOBHBIX TIOPTOB:

Konduryparmus 1

20 -100BASE-FX/1000BASE-X/10GBASE-R (SFP/SFP+)
Konduryparus 2

8 —100BASE-FX/1000BASE-X/10GBASE-R (SFP/SFP+)

NTS-5520F 4 25GBASE-xR
Konduryparws 3
8 —25GBASE-xR
1 — mopt Console, RS-232 (RJ-45)
1 —10/100/1000Base-T NPI (RJ-45)
1 —nopt USB (zioctyneH He BO BCEX PEBU3USAX)
[Ipon3BoaUTENBLHOCTH
NTS-25080, [TponyckHas cnoco6HOCTh — 96 I'Mradbur B cekyHay
NTS-25080P, [Tpon3BOIUTEIIEHOCTD HA TIAKeTaX JUTHHON 64 Oaiita — 71,43 MPPS

NTS-25080 (AC_R),
NTS-25080P (AC R)

NTS-25160,
NTS-25160P,
NTS-25160 (AC_R),
NTS-25160P (AC_R)

[TpomyckHas cnocobHocTh — 112 I'urabur B cekyHay
[Tpon3BOIUTENHHOCTD HA MMaKeTaxX JIUHON 64 Oaiita — 88,33 MPPS

NTS-25240,
NTS-25240P,
NTS-25240 (AC_R),
NTS-25240P (AC_R)

[IpomyckHast cnocoOHOCTh — 128 I'urabut B cekyHIy (OMIMo-
HanbHO 400 ['urabut B cekyHmy)

[Tpon3BOIUTEIIEHOCTD HA TTAKeTaX JUTHHOHN 64 Oailita — 95,23 MPPS
(onuonansHO 297,6 MPPS)

NTS-25480,
NTS-25480P,
NTS-25480 (AC_R),
NTS-25480P (AC_R)

[IpomyckHast cnocoOHOCTh — 176 I'urabut B cekyHay (OMIuo-
HasbHO 400 ['uradbut B cekyHay)

[Tpon3BoaUTENBHOCT HA TAKeTaxX JUIMHOM 64 Oaiita — 130,95
MPPS (ommmonansno 297,6 MPPS)

[IpomyckHast cnocoOHOCTh — 96 ['uradut B cekyHay (OMIUOHATBHO
400 I'mrabur B cexyHy)

NTS-3508F [Ipou3BoauTENHHOCTH HA MaKeTaxX JIUHON 64 Oaitta — 71,42 MPPS
(ormmmonansHO 297,6 MPPS)
[IpomyckHast cmocoOHOCTh — 112 I'urabut B cexkyHay (OmIuo-
HanbHO 400 ['Hradut B cCeKyH/

NTS-3516F [Tpou3BoUTENHLHOCTH HA n};Keze)lx mHou 64 Oarita — 83,33 MPPS
(ormmonansHO 297,6 MPPS)
[IpomyckHast cnocoOHOCTh — 128 I'urabuT B cekyHIy (OMIMO-
HanbHO 400 'Hradut B cCeKyH/

NTS-3524F [Tpon3BOANTENBLHOCTH HA n};Keze)lx mMHou 64 Oarita — 95,23 MPPS
(ommonansHo 297,6 MPPS)

NTS-3532F [Tponycknas ciocooHocTs — 400 Fnra61:1T B CEKYHILY
[Ipon3BoauTENHPHOCTH HA MaKeTaX IIUHON 64 Oaiita — 297,6 MPPS
[TpomyckHas cnocoOHOoCTh — 176 I'urabur B cekyHay

NTS-3548F [Tpou3BOIUTENLHOCTH HA TTAKeTaX JUITHHON 64 6aiita — 130,95
MPPS (omumonansno 297,6 MPPS)

NTS-5508F [TpomyckHast cnocoOHOCTh — 176 I'urabut B cekyHay (OmImo-

HabHO 400 I'MrabuT B CEKYH 1Y)

10



[Tpou3BOIUTENEHOCTH HA TIAKeTaX JUITHHON 64 6aiita — 130,95
MPPS (onunonansuo 297,6 MPPS)

NTS-5516F, [Iponycknas ciocoOHOCTs — 400 ['Mrabur B cekyHy
NTS-5520F [Tpon3BoAUTENHHOCTD HA MMaKeTaxX IIMHON 64 Oaiita — 297,6 MPPS
[ToTpebisiemast MOITHOCTh

NTS-25080,
NTS-25080 (AC R) He Gonee 13 Br

NTS-25160,
NTS-25160 (AC R) He Gonee 17 Bt

NTS-25240,
NTS-25240 (AC_R) He 6onee 30 Bt

NTS-25080P, [ToTpebasiemas MOIITHOCTB, O€3 yueTa Harpy3ku PoE — 30 Bt

NTS-25080P (AC_R)

bromxer PoE — 240 BT (onuuoHanbHO MOKET OBITh yBEITHYEH HITH
CHIDKEH)

NTS-25480,
NTS-25480 (AC_R) | 11¢ Oonee 45 Br
NTS-25160P,
NTS-25240P, [Torpebnsemas MOIIHOCTB, O€3 ydeTta Harpy3ku POE — 30 Bt

NTS-25160P (AC_R),
NTS-25240P (AC_R)

bromxer PoE — 350 Bt (onuuoHanbHO MOXKET OBITh YBEIUYEH WU
CHMIKEH)

NTS-25480P, [Torpebnsemast MOIIHOCTD, O6€3 yueTta Harpy3ku POE — 45 Bt
NTS-25480P (AC R) | brogxer PoE — 720 BTt (onuuonansio 760, 800, 1440 Br)

NTS-3508F He Gonee 29 Bt

NTS-3516F He 6oxnee 33 Br

NTS-3524F He Gonee 35 Bt

NTS-5508F,

§$3:228£: He Gosnee 45 Bt

NTS-3532F

NTS-3548F He 6onee 90 Bt

Pu3nuecKue XapakTepruCTUKH

NTs-25080, Pasmeprr (BxIIxI"), mm: 44x440x315

NTS-25160, Macca: 3,9 xr

NTS-25240 n

NTS-25080 (AC_R),
NTS-25160 (AC_R),

Pasmepsr (BxIxI"), mm: 44x440x372

NTS-25240 (AC_R) | Macea: 4.3 kr
NTS-25080P, Pasmepsr (BxILXI), mm: 44x440x309
NTS-25160P, | 2r P (0
NTS-25240P -
Pazmepsr (BxIIXI'), mm:
44x440x380
NTS-25480 44x440x260
Macca: 4,6 xr

NTS-25480 (AC_R)

Pasmepsr (BxIIxI"), mm: 44x440x384
Macca: 4,9 kr
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NTS-25080P (AC_R),
NTS-25160P (AC_R),
NTS-25240P (AC_R)

Pazmepsr (BXIXI'), mm: 44x440x390
Macca: 6,5 kr

NTS-25480P

Pazmepsr (BXILXI), mm: 44x440x371
Macca: 4,5 kr

NTS-25480P (AC_R)

Pazmepsr (BXILXI'), mm: 44x440x373
Macca: 6,75 kr

NTS-3508F, Pazmepsr (BXIXI'), mm: 44x440x310
NTS-3516F, Macca: 4 kr
NTS-3524F,
NTS-5508F,
NTS-5516F,
NTS-5520F
NTS-3532F i’/z{iSMe[.)H (BxIIxI"), mm: 44x440x310
acca: 4 xr
NTS-3548F Pazmepsr (BxIxI'), mm: 44x440x310
Macca: 4,3 kr
Oxunaxaenue
NTS-25080, AKTHBHOE, C IOMOIIBI0 BEHTUJISTOPOB (OMIIMOHAIBHO TACCUBHOER)
NTS-25160,
NTS-25240,

NTS-25080 (AC_R),
NTS-25160 (AC_R),
NTS-25240 (AC R)

NTS-25480, AKTHBHOE, C IOMOIIBI0 BEHTUJISTOPOB (OMIIMOHAIBHO TTACCUBHOER)
NTS-25480 (AC R)

NTS-25080P, AKTHBHOE, C IOMOIIbI0 BEHTUJISTOPOB (OMIIMOHAIBHO TTACCUBHOER)

NTS-25160P,

NTS-25240P,

NTS-25080P (AC_R),
NTS-25160P (AC_R),
NTS-25240P (AC_R)

NTS-25480P,
NTS-25480P (AC_R)

AKTI/IBHOC, C ITIOMOIIBIO BEHTUJIATOPOB

NTS-3508F,
NTS-3516F,
NTS-3524F,
NTS-5508F,
NTS-5516F,
NTS-5520F

AKTI/IBHOC, C ITIOMOLIBIO BEHTUJIATOPOB

NTS-3532F

2 BEHTUJISITOpA

NTS-3548F

2 BEHTUJISITOpA

ITntanue

NTS-25080,
NTS-25160,
NTS-25240,
NTS-25480P,

220 B AC (BctpoenHbl# 1 6510k TUTaHMS)
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NTS-3508F, - OnuH MCTOYHUK TMHUTAHMS TOCTOSHHOTO WJIM TEPEMEHHOTO

NTS-3516F, TOKA.

NTS-3524F, - JI0 ZABYX MCTOYHHKOB IMUTAHUS MOCTOSIHHOTO MM IIEPEMEH-

NTS-5508F, HOI'O TOKA C BO3MOKHOCTBLIO TOPSY€Eil 3aMEHEL.

NTS-5516F,

NTS-5520F,

NTS-3532F,

NTS-3548F
NTS-25080 (AC_R),
NTS-25160 (AC_R),
NTS-25240 (AC_R),
NTS-25480 (AC_R),
NTS-25080P (AC_R),
NTS-25160P (AC_R),
NTS-25240P (AC_R),
NTS-25480P (AC_R)

ITpou3BOANTENBHOCTD:
—  Pasmep Oydepa xanpoB — 4 Merabaiita

— OOvbem onepatuBHOM nmamsatu — 2 ['urabaiira

— OO0beM MOCTOSHHOTO 3amoMHUHaroIIero ycrpoicrea — 384 Merabaiita (OnuuoHansHo 512
Mera0aiit win 1024 MeraGaiir)

—  Tabmumna MAC-anpecoB — 32,768

— Tabmuma VLAN — 4096

—  Komuuectso npaBun MAC ACL (ingress/egress) — 2998 1.

—  Komuuectso npasuin [Pv4/IPv6 ACL — 2998/1499 mr./mr.

—  KommuectBo L2 Multicast rpynn — mapaMeTp SIBJISI€TCS HACTpAaUBaeMbIM, BO3MOYKHBIE 3HA-
yenust: 4,096; 2,200; 2,048; 1,200; 1,024

—  KomuuectBo ARP-3anuceii — 2048 (onmuonansHo 10 10000)

— Link Aggregation Groups (LAG) — 10 128 rpynn

—  KomnuuectBo nopros B ontHoM LAG — 10 8

—  KomnuectBo ECMP-rpynn — no 1024 .

—  KauectBo o6cnykuBanus QoS — 32K

—  KomuuectBo ACL (cniuckoB/3anuceit) — 1024

—  KomuuectBo mapmipytos L3 [Pv4 Unicast — go 15 000 .

—  KomuuectBo mapmipytoB L3 [Pv6 Unicast — o 7 500 mT.

—  KommnuectBo mapmipyros L3 IPv4 Multicast (IGMP Proxy, PIM) — 1028 mir.

—  Kommnuectso mapmipyrtos L3 IPv6 Multicast (IGMP Proxy, PIM) — 1656 mir.

—  KomuuectBo OSPF-instance (ceccuit) — 20 miT.

— KomunuectBo VRRP-mapuipyTuzaTopoB — 10 255
—  KomuuectBo sx3emmuspoB MSTP — no 64
—  Makcumanbaoe konnuectBo GRE Tynneneir —16 mr.

—  Makcumanesnsiii MTU ans mxam6o-¢ppeiiMos, 6aiit — 1o 14000
—  Kommnuectso 802.1ad npaBun — ot 8 10 4 096 it

— 0O0pem TCAM, mt — ua Bxox 10 4096 — na Beixon 10 8192

—  Pasmep Jumbo Frame — mo 14000 6aiit
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duznyeckne XapaKkTepHUCTHKHU:
— PaGouas remnepatypa okpyxaromieit cpeast — ot -20 g0 +60°C AC

Temnepatypa xpanenust — ot -40 go +70°C
— Pabouas BnaxxHocth — He Oosee 80%
— Hcnomnenne — 19", 1U

DYHKIUHA IOPTOB:

—  Port Speed/Duplex Mode/Flow Ctrl

— Tlognepxka Auto MDI/MDIX

— 802.1Qbb Per Priority Flow Control

—  Port Frame Size (Jumbo frames)

—  Port State (administrative status)

—  Port Status (link monitoring)

—  Port Statistics (MIB counters)

— Port VeriPHY (BuptyanbHoe TectupoBanue kades)
— NPI port

—  On-the-fly SFP detection

- DDMI

- UDLD

— 1EEE 802.3ap 10G-KR

— IEEE 802.3ap 25G-KR (Ha kommyTatopax ¢ nmoanepxkoi 25G)
— POE/POE+ ¢ mognepxkkoit LLDP

— PoE IEEES802.3bt 6e3 monnepxku LLDP

— 3amwura ot 61okupoBku ouepeau (HOL)

— IMonnepka cBepXUIMHHBIX KapoB (Jumbo frames)
—  VYnpasnenue notokom (IEEE 802.3X)

®ynkuuu npu padore c MAC-anpecamu:

— He3zaBucumslii pexum o0yuenus B kaxaoii VLAN

— Tlognepskka maoroaapecHoi pacceuiku (MAC Multicast Support)
—  Perymupyemoe Bpemst xpanenust MAC-anpecoB

—  Craruyeckue 3anucu MAC (Static MAC Entries)

—  Ortcnexuanue coositTuit MAC change Ha mopTax

— Jloruposanue co6situit MAC Flapping

Hoanep:xkka IPv6:
—  ®ynkuuoHanbHOCTH [IPV6 Host

— CoBmecrtHOe ucnonb3oBanue IPv4, IPv6

QoS:

- IIpo3paunslii pexxum

- Knaccudukanus tpaduxa (8 akTUBHBIX IPUOPUTETOB)
—  Default Priority ans nopra

- ITlonp30BarenbCcKuil IPUOPUTET



Dy

MannuHr BXOJHBIX IPUOPUTETOB

RR (Round Robin)

SP (Strict Priority)

WRR (Weighted Round Robin)

WFQ

FIFO

PQ

WEFQ (weighted fair queuing)

DWRR (deficit weighted round robin)

DRR (deficit round robin)

CBQ (Class-Based Queueing)

Tpu uBera MapKUpOBKH Tpaduka

[Monnepxkka QoS Control List (QCL Mode)
Haznauenne metok CoS/DSCP nHa ocHoBanun QCL
[lepemapkuposka DSCP to COS, COS to DSCP
Hacrpoiika npuopurera 802.1p aiis VLAN ynpaBnenus
Global Storm Control g UniCast, MultiCast u BroadCast
VYipasieHue 1os0coi IpoITyCKaH!s

[Monnepsxka anropurma ynpasieHus ouepensimu RED (Random Early Discard)
Port policers

Haznauenne VLAN na ocnoBannu QCL

Queue policers ouepeneit

Global/VCAP (ACL) policers

QoS knaccudpuxanus tpaduka Ha ocHoBaHu ACL

Port egress shaper

Queue egress shapers

[Tepemapkuposka DiffServ (RFC2474)

Tag remarking

PexxuM mmaHupoBIIMKA

Hxuuu L2:
Auto MAC addr. Learning/Ageing

Crarunueckue MAC anpeca

Virtual LAN (VLAN)
JByxcroponnuit VLAN translation
Opnnocroponnnit VLAN translation (BX0aHO#/BBIXOTHOM)
0O6veM TCAM — o 4096
CrexnpoBanue

Private VLAN Static

Port Isolation Static

MAC-based VLAN

Protocol-based VLAN

IP subnet-based VLAN

VLAN Trunking

1PVLAN Trunking
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[Tognepxka GARP VLAN registration (GVRP)

[Tonnepxka Multiple Registration Protocol (MRP)

[Monnepxxka Multiple VLAN Registration Protocol (MVRP)

GMRP (GARP Multicast Registration Protocol)

[Tognepxka IEEE-802.1ad Provider Bridge (Native or Translated VLAN)
PVSTP+ (3x3eMIuIsip CBA3YIOIIETO JIepeBa, Mpu KOTopoM B KaxkioM VLAN pabortaer oTaens-
HbIH 3K3emuisap STP)

RPVSTP+

[Monnepsxka mpotokona STP (Spanning Tree Protocol, IEEE 802.1d)
[Toanepxka npotokosa RSTP (Rapid Spanning Tree Protocol, IEEE 802.1w)
[Topnepsxka nmpotokona MSTP (Multiple Spanning Tree Protocol, IEEE 802.1s)
[Tonneprkka mporokosa Rapid-PVST+

MAC Flapping

Loop Guard

Link Aggregation craTiueckuii (6e3 mpoToKoa)

Link Aggregation mporoxon LACP

AGGR/LACEP user interface alignment with Industry standard

UNI LAG (LACP) 1:1 Active/Standby

LACP Revertive/Non-revertive

LACP loop free operation

BPDU Guard & Restricted Role

IGMPv2 snooping

IGMPv3 snooping

MLDv1 snooping

MLDV2 snooping

[Tpodunu punprpaunu IGMP

IPMC throttling, filtering, leave proxy

MVR

[Tonnep>xxka MVR profile

Voice VLAN

[Tonnepxkka Q-in-Q

[Tognepxka Selective Q-in-Q

DHCP snooping

ARP inspection

Port Mirroring

Flow mirroring

Rmirror (Y nanennoe 3epkainpoBaHue)

PIM-Snooping, Flex-link

Multi-Switch Link Aggregation Group (MLAG)

IP SLA

[Tonneprkka CTEKMPOBAaHUS, KOJMUECTBO YCTPOMCTB B CTEKE /10 § MTYK (ONIIMOHAIBHO 10 12)
KonudecTBo 0TAeMpHO pabOTAIOINX YK3EMIUIIPOB MPOTOKOJIA CBA3YIOIIETO AepeBa — 64
Loopback Detection
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STP Root Guard

Spanning Tree Fast Link option
STP BPDU Guard

G.8032v2 ERPS

BPDU Filtering

DOYyHKIUM:

STP Loop Guard

W3omsiius mopToB

[Monnepsxka Layer 2 Protocol Tunneling (L2PT)

IGMP proxy fast-leave

[Tonnepxka nporokosa VRRP

[Tognepxka LAG Balancing Algorithm

JlmarHocTHKa ONTUYECKOTO TPAHCHBEPA

[Tonnepxxka IGMP Snooping fast-leave

[Tonnepxkka pynkuuii IGMP Proxy-report

[Tonnepxka aBropuszaunu IGMP uepe3 RADIUS

[Moxnepxka IGMP Querier

ABTtomatuueckoe pesepBupoBanue (backup) daiina konpurypauuu no TFTP/SFTP
SNTP (Simple Network Time Protocol)

Traceroute

BosmoxHocTs 00paboTku Tpaduka ynpasneHus ¢ nsyms 3arojoskamu [EEE 802.1Q
VYmpaieHue J0CTYNOM K KOMMYTaTOpy — YPOBHHU MPUBHIIETHI [T MOJIb30BaTeNeit
brokupoBka nunTepdeiica ynpasieHus

JlokanbHas ayTeHTH(PUKALNS

Ounbtpanus [P-anpecos angs SNMP

Kmuent Telnet, ximuent SSH

Cepgep Telnet, cepsep SSH

[Tonneprkka MaKpOKOMAaHT

KypnanupoBanue BBOAUMBIX KoMaH/ 1o mpoTokoiny TACACS+

Atomaruueckas HacTpoiika DHCP

Ho6asnenne rera PPPoE Circuit-ID

Flash File System

Komanae! otinanku

Mexanusm orpanndenus Tpapuka B cropony CPU

[udposanue napomus

Ping (mognepxka IPv4/IPv6)

[Tonneprkka HECKONBKUX BepcHil PailyioB KOHPUTYypauu

[Tonnepsxkka IP Sourse Goard

Hannune mexannsmoB ynpasnenus: UniCast, MultiCast u BroadCast-tpadukom nmis npeaor-
Bpaienus: UniCast, MultiCast u BroadCast-mmropmoB

Oyukus GunbTpanuu Tpaduka, mpeaHasHauCHHAS I MOy yIpaBICHUS
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Hannune mexanm3moB ¢unbTparuu Tpaduka 0e3 coxpaHeHHUs HHPOPMAIUU O CECCHH
(stateless)

ITpoBepka noanmmuHOCTH Ha ocHOBe MAC-anpeca Port Security

[Tognepxka anroputma ynpasienus ouepensmu WRR (weighted round robin)

[Monnepkka nocryna k Bed-untepdeiicy mo SSL

Hanuuue mexanuzma oOHapy»KeHHUS OTKa3a CUCTEMbI OXJIaKICHUSI.

Hanuuue mexanuszma oOHapy»eHHs OTKa3a 0J0KOB MUTaHUS

Hanuuue cBsizu [IP-MAC-Port

Bepcun nognepxxusaemsix MLD Snooping 1,2

MLD Snooping fast-leave

[Tonneprkka aBTocoriiacoBanus (autonegotiation)

Hamnune ¢pynkmmuu Proxy ARP

Oynkuun L2 Multicast: MLD Snooping Querier, IGMP Snooping v1,2,3, IGMP Snooping
Fast Leave, MLD Snooping v1,2, IGMP u MLD Snooping Querier, MVR, GMRP

Hanmuuue ¢pynknmii 3amutet ot noamensl [P-agpeca (IP-spoofing)

Bo3MoskHOCTB 3arpy3Ku (paiiioB Ha yCTPOKUCTBO MO HEMU(POBAHHOMY MPOTOKOITY Mepeaadn
daiinoB

[Monnepxka Mmexanu3Mma nonucuHra Tpaduka (traffic policing)

Hanuuue 3amuThl 0T cMeHbI KOpHEBOTO KOMMyTatopa B foMeHne STP (Root Guard/Protection)
[Tonnepxkka cranaapta Selective Double (VLAN)

[Tognepikka BUPTyasIbHBIX TAaOMUI] KOMMyTauuu u Mapmpytuzauuu (Virtual Routing and
Forwarding)

[Monnepxka cranmapra STP Loopback Detection

Hanuuue mOmoJIHUTENbHON 3aluThl OT BO3HUKHOBEHHs netenb B jgomeHe STP (Loop
Guard/Protection

[Tonnepxka ctangapra Multicast VLAN registration

[Tognepxka Mmexanuzma mapkupoBku Tpaduka Type of Service (ToS)

Bo3MoxkHOCTH 3arpy3ku (ailyioB Ha YCTPOMCTBO MO MM(PPOBAHHOMY MPOTOKONY TEpenadu
daiinos

Hanmuune csizu [IP-MAC-Port

[Tonnepxka crannapra 802.3az

Hanmnuue anmapaTHoro YCKOPHUTEIIS MapIIpyTH3AIUH/ TIEPECHUTKA (hardware
routing/forwarding accelerator)

[Tognepxka rpaHyasipHOTO KOHTPOJIS JOCTyIa K yCTPOHCTBY (granular access control)

@OyHKIMYA MOHUTOPHHTA:

Craructuka untepdericon

[Tonnepxka mouuTopunra 3arpy3ku CPU no 3aauam u ouepeasm
MOHUTOPHHT 3arpy3kH oneparuBHoil mamsati (RAM)
MOHUTOPHHT TEMIIEPATYPhI

Monutopuar TCAM

PesepBupoBanmue:

G.8031 — 1:1 Port protection (pe3epBupOBaHKE TOPTOB)
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G.8032 — Ring protection (KombiteBoe pe3epBupoBaHue)
G.8032 — Ring protection v2 (KomnblieBoe pe3epBupoBaHue)

®ynkuuu L3 n mapmipyruzanus:

Oynakuus DHCP relay Option 82

[Tonnepxka nporokona BFD

KomnyectBo L3 muTepdeiicos, mMTyKk — mapaMeTp SBISETCS HACTPAaHMBAEMbIM, BO3MOXKHBIC
3”HaueHus: 1o 2050

KomngectBo L3 unrepdeiicos -20 vlan, 5 IPv4-anpecoB B kaxkaom vlan, 512 IPv6 GUA cym-
MapHO JJis Bcex vlan

VRRP v2, v3

KomuuectBo VRRP mapmpyruzaropon 255

KomngectBo Loopback-untepdeiico, mryk — mnapaMeTp sIBISETCS HACTPAHMBAEMBIM, BO3-
MO>XHbI€ 3HaueHus: ot 1 1o 1024

[Tognepxka nmporokona BGP

UPNP

IPv4 L3 Static Routing (Cratuueckas MapuipyTH3aius)

RFC2992 (ECMP) nognepxka HW based L3 static routing

Junamuueckas mapupytuszanus RIPv2 (RFC 2453)

Junamuueckas mapupytuszanus OSPFv2 (RFC 2328)

Hunamuueckast mapmpytuzanus OSPEv3 (IPv6) (RFC 5340)

RFC 3101 The OSPF Not-So-Stubby Area (NSSA) Option

RFC 3137 OSPF Stub Router Advertisement

IPv6 L3 Static Routing

RFC-1812 L3 checking (version, IHL, checksum, etc)

KonuuectBo mognepxxkuBaembix VRF 10 1023 mir.

[Tonnepkka MyJIbTHIPOTOKOJIBHOIO PACHIMPEHHS MTPOTOKOJIA JTUHAMUYECKON MapIIpyTH3a-
nuu BGP (Multiprotocol Extensions for BGP; MBGP)

MSDP, IP Unnumbered

[Tonneprkka Mapuipytuszanuu Ha ocHoBe noiuTuk (Policy-Based Routing; PBR)

®yHkuuu odecrevyeHnst 0e30MaCHOCTH:

Port-Based 802.1X

Kpurepun ¢punsrpanuu ACL Port, Vlan ID, Ethertype, CoS, MAC source address, MAC des-
tination address, IPv4 source address, IPv4 destination address, IPv4 DSCP, IPv4 Preference,
IPv4 ToS, IPv4 security option, IPv4 protocol numbers, [IPv4 custom field, IPv6 source ad-
dress, [Pv6 destination address, TCP/UDP source port, TCP/UDP destination port, TCP/UDP
flags, Time-base

Tun opranuszanuu cnuckoB KoHTpois goctyna (ACL): DSCP, IP-nporokon, MAC/IP/IPv6-
aapecoB uctoyHuka/HazHauenusi, Homep nmopra TCP/UDP, [lopt kommyTaropa, [Ipuopurter
IEEE 802.1p, VLAN ID, EtherType, TOS, Preference, Conmepxumoro nakera, onpezesse-
moro nosib3oBateseM (User Defined Bytes), Tuma IP-mporokona

Anmaparnas 06padotka ACL: ®unpTpanus u knaccuduxamus tpadguka L2-1L4 ocymectsis-
I0TCA amnmapatHo Ha 0a3e BcTpoeHHOM accouuatuBHOM mamstu TCAM (ASIC) 6e3
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BOBJICUCHHS LeHTpanpHOro mpoieccopa (CPU) ycrpoiicTBa, 4To obecneunBaeT 00paboOTKy

JTAHHBIX Ha MOJHOW CKOPOCTH (PU3HUECKUX MOPTOB (0€3 MOTepr MPOU3BOIUTEIHLHOCTH)

OcHoBHbIe (pyHKIIMHN KauecTBa oOciyxuBanus (QoS) u orpanndenus: ckopoctu: Orpanuye-
HUE CKOpocTH Ha mopTax (shaping), Orpanudenne ckopoctu (policing) cornacHo sr-TCM u
tr-TCM, Ionnepxka knacca oocmyxkuanus IEEE 802.1p, O6paboTka ouepeseit mo anropur-

mawm Strict Priority/Weighted

Single 802.1X

Multiple 802.1X

MAC-Based Authentication

VLAN Assignment

QoS Assignment

Guest VLAN (I'octeBoit VLAN)
RADIUS Authentication and Authorization
RADIUS Accounting

MAC Address Limit

Persistent MAC learning

IP MAC binding

IP/MAC binding dynamic to static
TACACS+ Authentication and Authorization
TACACS+ Command Authorization
TACACS+ Accounting

Web & CLI Authentication
Aptopuzanus (15 ypoBHeit noctymna)
ACLs for filtering/policing/port copy
3amura ot DoS-arax

IP source guard

Secure FTP Client

[Mognepxka Radius EAP

[Tonnepxkka mporokonoB AAA: Local, Radius, 802.1x Tacacs+

ITpoBepka nomHHOCTH Ha ocHOBe MAC-anpeca, orpannyenue konudectsa MAC-anpecos,

cratuyeckue MAC-anpeca

[TpoBepka noanmuuHOCTH O TopTam Ha ocHoBe IEEE 802.1x

CermenTanus Tpadpuka
IIpenorBpamenue arak BPDU

PPPoE Intermediate agent

Dynamic ARP Inspection

DHCPv6 Snooping

DHCP Option 43

Ounbsrpanms DHCP-knenTos

IPv6 Source Guard

[Monnepxka ¢pynkuu [Pv6 ND Inspection
[Monnepxka pynxuu [IPv6 RA Guard
L2-L3-L4 ACL (Access Control List)
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IPv6 ACL

CuHXpOHU3AIUA:

NTPv4 Client
BosmosxknocThs paboThl B kauecTtBe NTP-cepBepa (NTP server)

OAM & TectupoBanmue:

802.3ah: Variable, request, response

802.3ah: Discovery process, information. Event notification, loopback
802.3ah: Dying Gasp Enhanced

802.3ah: Dying Gasp SNMP Trap

802.3ah Ethernet Link OAM

802.3ah Unidirectional Link Detection (mpoTokon oOHapyXeHusI O JHOHAPABICHHBIX JTUH-
koB) UDLD

Continuity Check (ETH-CCM) npoBepka 11e10CTHOCTH

IS-, OS-, PS-, SID-TLV

ERPS c ucnonszoBanuem ETH-CCM u ETH-RAPS

AnmnapatHoe yckopenue OAM

BcTpoeHHBIH JaTuuK OTKa3a 0J0Ka MUTaHUS

BceTpoeHHbIN JaTUMK OTKa3a CUCTEMbI OXJIAXKICHUS

YnpasJiienue:

[Tonnepxkka 3epkanupoBanus Tpaduka RSPAN; sFlow; SPAN
Dual CPU (Application variant with JSON)
DHCP Client (RFC 2131)

DHCP Server (RFC 2131)

DHCP Server support for DHCP relay packets
Per port DHCP

DHCPv6 Client (RFC 3315)

DHCPv6 Relay Agent (RFC 3315)
DHCPv6-ShieldProtecting against Rogue DHCPv6 Servers (RFC 7610)
DNS client, relay (RFC 1035)

Cepsep DNS (Resolver)

[Pv4/IPv6 Ping

IPv4/IPv6 Traceroute

HTTP cepsep

CLI — Console Port

CLI — Telnet

CootBetcTBHE poMbIIITIeHHOMY cTanaapTy CLI
Cnucku koHTpons pocryna (Management ACL)
Industrial Standard Configuration

Industrial Standard CLI debug commands

Port Description CLI

OUIBTPHI JOCTYTIA K YITPABICHHUIO
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ITonnepxxxka HTTPS

ITonnepxka SSHv2

VYupasnenue no [IPvo

IPv6 Ready Logo PHASE2 (Tonbko host)

ICMPv6 (RFC4884)

Cuctemusriii Syslog

Boccranosiienue napoiist

ZTP (Zero-touch provisioning)

3arpy3ka ooHoBieHus [10 yepe3 web unrepdeiic

SNMP arent v1/v2c/v3

RMON (I'pynnst 1, 2,3 1 9)

RMON aBapuu u coosrtus (CLI, web)

IEEE 802.1AB-2005 Link Layer Discovery LLDP

TIA 1057 LLDP-MED

sFlow

FTP Client

[Toxneprkka 3arpy3Ku ¥ BBITPY3KH KOH(DUTYpaIUH 110 TIPOMBIIUICHHOMY CTaHIAPTY
Bo03MOXHOCTB 3arpy3Kku ¥ BBITPY3KH KOH(pHUTYpanuu u mporpamMmmHoro obecrieuenust TFTP:
SCP, SFTP, SSH, TFTP, nokansHO Ha BHEIIHUM HOCUTEIIb

[Tonnepskka mporokonoB u cpeacts ynpasnenuss DHCP client, LACP, BFD, BGP, BGPv6,
IS-IS, OSPFv2, OSPFv3, RIPvl, RIPv2, AAA, TSN, Static, DHCP server, DHCP relay,
DHCPv6 client, BootP client, Active Directory, IGMP Proxy(RFC 4605), PIM SM, Local,
NTP client, Crangapr ERPS(G.8032v2), Cranmapr MSTP IEE 802.1s, SSHv1, Telnet,
SSHv2, PIM, MRP, IGMP , sFlow , Diameter, LDAP , LLDP , PPP PPPoE, RADIUS,
SNMPv1, SNMPv2¢c, SNMPv3, HTTP, HTTPS, SFTP, NTP, DHCP, DNS, ICMP, 802.1X,
TCP, SNMP, FTP, SSH, RMON, SMON, SCP, IPv4

Honnepxka cranaapTabix MIBos:

RFC 2674 VLAN MIB

IEEE 802.1Q Bridge MIB 2008

RFC 2819 RMON (Group 1,2.3nu9)

RFC 1215 TRAPS MIB

RFC 4188 Bridge MIB

RFC 4292 IP Forwarding Table MIB

RFC 4293 Management Information Base for the Internet Protocol (IP)
RFC 5519 Multicast Group Membership Discovery MIB
RFC 4668 RADIUS auth. Client MIB

RFC 4670 RADIUS Accounting MIB

RFC 3635 Ethernet-like MIB

RFC 2863 Interface Group MIB using SMI v2

RFC 3636 802.3 MAU MIB

RFC 4133 Entity MIB version 3

RFC 4878 Link OAM MIB

RFC 3411 SNMP Management Frameworks
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— RFC 3414 User-based Security Model for SNMPv3

— RFC 3415 View-based access Control Model for SNMP

— RFC 2613 SMON — PortCopy

— IEEE 802.1 MSTP MIB

—  Private MIB

— IEEE 802.1AB LLDP-MIB (LLDP MIB included in a clause of the STD)
— IEEE 802.3ad (LACP MIB included in a clause of the STD)

— IEEE 802.1X (PAE MIB included in a clause of the STD)

— TIA 1057 LLDP-MED (MIB is part of the STD)

BoccTaHoBjenue:
—  XOJIOIHBINA cTapT

—  Tenuwlii cTapT
1.3. KoHCTPpYKTHBHOE HCIIOJIHEHHE

KommyTtatops! Ethernet cepunt NTS moneneir NTS-25080, NTS-25160, NTS-25240, NTS-
25480, NTS-25080 (AC_R), NTS-25160 (AC_R), NTS-25240 (AC_R), NTS-25480 (AC_R),
NTS-25080P, NTS-25080P (AC_R), NTS-25160P, NTS-25160P (AC_R), NTS-25240P, NTS-
25240P (AC_R), NTS-25480P, NTS-25480P (AC_R), NTS-3508F, NTS-3516F, NTS-3524F,
NTS-3532F, NTS-3548F, NTS-5508F, NTS-5516F, NTS-5520F BBIIOIHEHBI B METAIUINYECKOM
kopnyce 1U u mnpenHasHaueHbl i1 yCTAaHOBKM B CTOMKY 19”. BHemHuil Buj wusgenui
npeactaBieH Ha pucyHkax 1.3.1-1.3.16. Boemnwuii Bua wu3aeIvii MOXET OTJIMYATHCS OT
(bakTUYECKOro B 3aBUCUMOCTH OT MOAU(DUKAIINK U TUIA SJICKTPOITUTAHHUS.

NTS-25080 /

NTS-25480  /

Pucynoxk 1.3.4 — Baemmnwuii Bug NTS-25480/NTS-25480 (AC _R)
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NTS-25480P /'

NTS-5516F




Pucynok 1.3.13 — Buemnuii Buxg NTS-3516F

NTS-3524F ()

Pucynok 1.3.14 — Buemnuii Bung NTS-3524F

Pucynok 1.3.15 — Buemnnii Bug NTS-3532F

Pucynoxk 1.3.16 — Buemnuii Bug NTS-3548F

Ornucanmne (QyHKIMOHANBHBIX 3J€MEHTOB JsuiieBod manenu st NTS-25080/NTS-25080
(AC_R)/NTS-25080P/NTS-25080P (AC R), NTS-25160/NTS-25160 (AC_R)/NTS-
25160P/NTS-25160P (AC_R), NTS-25240/NTS-25240 (AC_R)/NTS-25240P/NTS-25240P
(AC_R) npusezneno B Tabaune 1.3.3, pucynok 1.3.17-1.3.19.

Pucynok 1.3.17 — Onmcanune siieMenToB nuteBoit manean NTS-25080/NTS-25080
(AC_R)/NTS-25080P/NTS-25080P (AC_R)

Pucynoxk 1.3.18 — Onmcanune aiieMenToB nuieBoit manemn NTS-25160/NTS-25160
(AC_R)/NTS-25160P/NTS-25160P (AC_R)

Pucynok 1.3.19 — Onucanue snemenToB juneBoit manenu NTS-25240/NTS-25240
(AC_R)/NTS-25240P/NTS-25240P (AC_R)

Tabmuna 1.3.3 — Onucanue snementoB nuneBoit manenu NTS-25080/NTS-25080 (AC_R)/NTS-
25080P/NTS-25080P (AC _R), NTS-25160/NTS-25160 (AC_R)/NTS-25160P/NTS-25160P
(AC_R), NTS-25240/NTS-25240 (AC_R)/NTS-25240P/NTS-25240P (AC_R)
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No HaumenoBanue Onucanue
1 1-24 Jia NTS-25080, NTS-25080 (AC_R), NTS-25160, NTS-25240 —
noptsl 10/100/1000BASE-T (RJ-45)
Hua NTS-25080P, NTS-25160P, NTS-25240P, NTS-25080P
(AC_R), NTS-25160P (AC_R), NTS-25240P (AC_R) — noptsl
10/100/1000BASE-T (RJ-45), ¢ mognepxkoit POE mo cranmap-
Tam IEEE 802.3af-2003, IEEE
802.3at-2009
2 XG1-XG4 Crotel ans ycranoBku tpancuepoB 1000BASE-X/10GBASE-R
(SFP/SFP+, 10G)
3 NPI NPI nopt 10/100/1000Base-T (RJ-45)
4 Console KoHconbHBIN TOPT 17151 NOAKIFOYEHHUS 110 MPOTOKOIy RS-232
5 Power Nuaukatop 31eKTponuTaHus
6 Reset Factory @OyHKIIMOHAIBHAS KHOIIKA cOpoca
7 USB USB nopt, 10CTylIeH HE BO BCEX PEBU3UAX
8 220V AC PazpeM moOAKIIOUEHUS IIEKTPOIUTAHUS OT CETU IEPEMEHHOIO

TOKa
220 B

Onwucanne pyHKIMOHATBHBIX 3JIEMEHTOB JHIeBOi manenu st NTS-25480/NTS-

25480P/NTS-25480P (AC_R) mpuBeneno B Tabmnuue 1.3.4, pucynok 1.3.20.

Pucynoxk 1.3.20 — Onucanue snemenToB nuiieBoit manenu NTS-25480/NTS-25480
(AC_R)/NTS-25480P/NTS-25480P (AC_R)

Tabnuna 1.3.4 — Onucanue s1nemMenToB nureBoit manenu NTS-25480/NTS-25480 (AC_R)/NTS-

25480P/NTS-25480P (AC R)

Ne HaumenoBanue Onucanune

1 1-48 Hdns  NTS-25480/NTS-25480 (AC R) —  mopthl
10/100/T000BASE-T (RJ-45)
Jns  NTS-25480P/NTS-25480P (AC_R) — moprthsl
10/100/1000BASE-T (RJ-45), ¢ moanepsxkoit POE 1o cran-
JlapTam IEEE 802.3af-2003, 1IEEE
802.3at-2009

2 XG1-XG4 Cnorel  nmns ycraHoBku  TpaHcuBepoB  1000BASE-
X/10GBASE-R (SFP/SFP+, 10G)

3 Console KoHconpHbINH MOPT 1715 MOAKIIOYEHUS MO MPOTOKoIy RS-
232

4 NPI NPI nopt 10/100/1000Base-T (RJ-45)

5 Status WNHpukaTop coCTOSHUA

6 Reset Factory @OyHKIMOHANIbHAs KHOIIKA copoca
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L7 |

USB

USB nopt, 10CTYIIEH HE BO BCEX PEBU3USIX

Onucanne PyHKIIMOHAIBHBIX 3JIEMEHTOB JulleBor nanenu aist NTS-3524F, NTS-3532F
npuBeneHo B Tadmuie 1.3.5, pucyHok 1.3.21.

Pucynoxk 1.3.21 — Onucanune 351eMEHTOB JIMLEBOM MTaHENIH

Tabmuua 1.3.5 — Onncanue >JIEMEHTOB JULEBON TAHEIN

No HaumenoBanue Onucanue

2 USB USB nopt (nocTyneH He BO BCEX PEBU3USX)

3 Console KoHconbHBINM MOPT 17151 NOAKIIOYEHUS 110 MPOTOKOoIy RS-232

4 NPI NPI mopt 10/100/1000Base-T (RJ-45) nns ynpaBnenus

5 Power WMHaukaTop 3JIEKTpONUTaHUSA

6 Status WuaukaTop cOCTOSIHUSL yCTpOiicTBa

7 Combo noptsl [Toptet Combo 10/100/1000Base-T (RJ-45,8P8C) - 100BASE-
FX/1000BASE-X/10GBASE-R (SFP/SFP+)

8 OcHosuble opThl | [TopThl ycTpoiicTBa ¢ COOTBETCTBYIOIIUMHU WHANKATOPAMH MO/~
KIIFOUEHUSI:
1-8 — 10/100/1000Base-T
21-24 — 100BASE-FX/1000BASE-X/10GBASE-R (SFP/SFP+)
25-32 — 1000BASE-X/10GBASE-R (SFP/SFP+)

9 Reset KHnomnka copoca

Onucanne GyHKIMOHATBHBIX 7eMeHTOB JuiieBor manenu st NTS-3508F, NTS-3516F,
NTS-5508F, NTS-5516F, NTS-5520F npueneno B tabnute 1.3.6, pucynok 1.3.22.

Pucynok 1.3.22 — Onucanue 31€MEHTOB JUIEBOM MaHENH

Taomuua 1.3.6— Onucanue JIEMEHTOB JIUIEBON TaHEIU

Ne HaumenoBanue Onucanue
1 220V AC PasbeM MOAKIIOUEHUS DIEKTPOIUTAHUSA OT CETU NEPEMEH-
HOTO TOKa
220 B, npu BapuanTax nutanus DC, DC-DC pa3beMm otcyT-
CTBYET
2 USB USB nopt (nocTyneH He BO BCEX PEBU3USX)
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3 Console

KoHCOnbHBIN MOPT 1151 MOAKIIIOUEHUS O MPOTOKONy RS-
232

NPI

NPI mopt 10/100/1000Base-T (RJ-45) muis ynpasienus

Power

I/IH,Z[I/IKaTOp OJICKTPOIIUTAHUSA

Status

WNuaukaTop cocTosiHUS YCTPOICTBA

0| N Dn| B~

OcHOBHBIE TIOPTHI

ITopTsl yCTPOMCTBA C COOTBETCTBYIOIIMMH HMHIUKATOPAaMU
MOJIKJIFOUEHUS:

NTS-3516F:

1-16 — 100BASE-FX/1000BASE-X

17-20 —1000BASE-X/10GBASE-R (SFP/SFP+)
NTS-3508F:

1-8 — 100BASE-FX/1000BASE-X

9-12 -1000BASE-X/10GBASE-R (SFP/SFP+)
NTS-5508F:

1-8 -1000BASE-X/10GBASE-R (SFP/SFP+)

NTS-5516F:

1-16 —1000BASE-X/10GBASE-R (SFP/SFP+)

NTS-5520F:

[lonnep>xuBaeT 3arpykaeMyro MporpaMMHYI0 KOH(puUrypa-
LIUI0 OCHOBHBIX MIOPTOB:

Konduryparnus 1

1-20 — 100BASE-FX/1000BASE-X/10GBASE-R
(SFP/SFP+)

Konduryparnms 2

1-8 — 100BASE-FX/1000BASE-X/10GBASE-R
(SFP/SFP+)

9-16 - oTKIIIOUEHBI

17-20 - 25GBASE-xR

Konduryparus 3

1-12 - oTkIIrOUEHBI

13-20 —25GBASE-xR

9 Reset

Knomka copoca

10 F

(DYHKI_[I/IOHB.IIBHEUI KHOIIKa

Onucanne GyHKIUOHATIBHBIX 7eMEHTOB JuieBo manenu st NTS-3548F npuBeneno B

tabmuue 1.3.7, pucyHok 1.3.23.

- o o el Bl ol el Bl Bl o=l sl ol ol @l ool Bl ol ol B el ool oBefl ol of o) ofol ol of) ol oMol ot

g

Pucynok 1.3.23 — Onucanue 371€MEHTOB JIMIEBOI MaHeIn

Taobmuua 1.3.7 — Onrcanue dIEMEHTOB JULEBON TAHEINU
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No HaumenoBanue Onucanue

1 Console KoHconbHBIM NOPT AU NOAKIYEHHS IO MPOTOKOIy RS-
232

2 NPI NPI mopt 10/100/1000Base-T (RJ-45) nnsa ynpasneHus

3 USB USB mnopt (1ocTymeH He BO BCEX PEBU3USX)

4 Reset Knormka copoca

7 Status/System status | MIHIUKaTOp COCTOSIHHUS yCTPOHCTBA

9 OcHOBHBIE TTOPTHI 1-52 — 100BASE-FX/1000BASE-X
49-52 -1000BASE-X/10GBASE-R (SFP/SFP+)

1.4. KoMmmiekranus

KOMHHGKTaHI/ISI MOKET OBITh U3MEHEHA B 3aBUCUMOCTHU OT YCJIOBI/Iﬁ MOCTaBKHU M MOXKEIIaHUI

3aKa34duKa.

bazoBast KOMILIEKTaIUS U3IEITHS:

—Ilacnopr;

—KoMIuiekt kpenesxa il yCTaHOBKH B CTOMKY;
—Kabenp nuranus;

—IIpenoxpanuTtens (Mpu HEOOXOIUMOCTH );
—PyKoOBOJCTBO MO 3KCIUTyaTaluu — * mT;

*JlocTynmHO Juisi ckauMBaHus MO ccblike https://npotelecom.ru/download/, mocrasnsercs

onuuoHaiasHo Ha CD nucke.

2.

IHoaki04yeHne K KOMMYTATOPY

Hactpolika napameTpoB M YIpaBICHHE KOMMYTATOPOM OCYILECTBISETCS: 4epe3 MOopT

Console mpu MOAKIIOYEHWH K HEMY BHELIHETO TEpMHUHAlla, B KayecTBE KOTOPOTO MOXKET
HCTIOJIB30BAThCS MEPCOHANBHBIN KOMITBIOTED; Yepe3 moptT Ethernet, ynmpasienue ocymiectsisiercs
nocpenctBoM SNMP, Telnet, SSH nnu Web-untepoeiica.

2.1. IMoakarwuenue yepe3 Console (RS-232)

Jns ycTraHOBIEHUS COEIMHEHHs MEXKIy KOHCOJBHBIM mnoptoM kKommyraropa u IIK,

HCO6XOI[I/IMO BBIIIOJIHUTH ACHCTBUS:

coeauHuth Serial-nopt I1K ¢ nmoprom ConsolekoMMyTaTopa KOHCOJIBHBIM KaOeIeM.
3anyctuth Ha [1K nporpammy (Putty, HyperTerminal), yctraHOBUTB HacTpoiiku:

BBIOpATh COOTBETCTBYIOLIHNH Serialnopt kommbroTepa.

YCTaHOBUTb CKOPOCTb Nepenauu nanubix 115200.

3a1aTh (popMaT JaHHBIX: 8 OMT JaHHBIX, | CTOMOBBINA OUT, 0€3 KOHTPOJISI YETHOCTH.
BKJIFOYUTH TUTAHUE KOMMYTaTOpPA.

Ecny BBl BBINOJHWIM JEMCTBHS NPaBUIIBHO, B OKHE TEPMHUHAIA MOSIBUTCS JIOT 3arpy3KH

KOMMYTaTOpa:

DDR3 initializing, ECC mode=4, clk div=06, 2T=on init by pub=0
<>DDR3 up
Clict
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U-Boot 2019.10 (Apr 06 2020 - 11:30:43 +0200) fireant

CPU: ARM AS53
Model: FireAnt PCB135/eMMC Reference Board
DRAM: 2 GiB

MMC : sdhci@600800000: O

Loading Environment from SPI Flash... SF: Detected mx6611g45g
with page size 256 Bytes, erase size 4 KiB, total 128 MiB

OK

In: serial@600100000

Out: serial@600100000

Err: serial@600100000

Net: eth0: switch@O

Hit any key to stop autoboot: 0

SF: Detected mx6611g45g with page size 256 Bytes, erase size
4 KiB, total 128 MiB

Reading 20971520 byte(s) at offset 0x00000000

[Tocne oxoHuaHus 3arpy3ku HEOOXOAUMO BBeCTH UM monb3oBatelst (Username) U maposib
(Password) (mo ymomuanuio Username — “admin” Password — oTcyTcTByeT (I10Jie OCTaBUTh
MyCTHIM, HAKaB KiaBuiny «Enter»). B okHe TepMuHaIa MOSBUTCS MPUTIIANIICHHE K BBOY KOMAH]
B BUJIC CUMBOJIA «#»:

Username: admin
Password:

#

[To ymonmuanuto yderHas 3anuch admin HajgeneHa 15 ypoBHeM (HaWBBICIINI) TPUBUIICTHIHA
CHUCTEMHOI'0 a/IMUHUCTPATOPA.

2.2. Ioakarwuenue yepe3 Telnet, SSH

Jlns moAkIIoueHus K KOMMYTaTopy, ucnonb3ys nportokon Telnet unmu SSH. Heo6xoaumo
4TOOBI HA KOMMYTaTope OBl CKOHPUTypUpoBaH ipv4 mim ipv6 aapec u xocT ¢ TelnetkaneHnTom
OBUT JTOCTYNIEH ¢ KOMMYyTaTopa (HaXOAWJICS B OJHOW CETH C HUM WMJIHM ObUI JOCTYIIEH dYepe3
MapIIpyTU3aTop).

B rekymem npumepe kommyTtaTop umeet ip-aapec 192.168.0.186, macka 255.255.255.0.
CHavana HeoOxoaumo HacTpoutTh IP-agpec nHa IIK, ¢ koToporo OyneT OCYIIECTBIATHCA
ynpaenenune. Hactpoum agpec 192.168.0.176, macka 255.255.255.0. Coemmnmm [IK u
KomMmyTarop mnatdy kopaom Ethernet. Brmmonnum komanny: telnet192.168.0.186 B
komaHgHoH cTpoke OC miu noaxmounmcs yepes3 Putty. 3arem BBenem Usernameu Password (1o
ymomuanuto Username — “admin” Password - oTcyTcTByeT).

Username: admin
Password:

#

2.3. Moakuarwyenue yepe3 Web-unrepdeiic

s nocryna k kommyTaropy uepe3 WEB-unrepdeiic otkpoiite WEB-6paysep u BBenute
B ajJjpecHOi cTpoke http://ip-komMmmyTaTopa. [lo ymonuaHuio Ha KOMMyTaTope MHOJy4YeHHe ip-
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aapeca HactpoeHo yepe3 DHCP, ecnu momyduTs ip-aipec He yIanoch, yCTaHABIUBACTCS ip-aapec
192.168.1.1 u mackoi noacetu 255.255.255.0.

B nmannom mpumepe ip-ampec kommyTaropa 192.168.0.186. B orkpeiBHICiics cTpaHulle
BBEIMTE MM TOJI30BATENS M Mapoiib (1Mo ymomyanuio Mims monb3oBatens — “admin” IMapons -
OTCYTCTBYET).

Bxon

http://192.168.0.186

MoggnodeHHe K CaATY HE SalMLLEHD

A nonezosatena

Mapone

Bxopg, Crrmena

Pucynok 2.3.1 Crpanuua aBropuzauuu

[Ipu BepHOM BBO/IE IMEHHU IOJIL30BATENS U AP0t OTKpoeTcst ocHoBHOM WEB-unTEpdeiic.
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AREPRITOE AKIADHEPHDE OERIECTEO

HNO “TENEKOM™

» Configuration
~ Monitor
» System
» Green Ethernet
= Thermal Protection
« Ports
= State
» Traffic Overview
= QoS Statistics
= QCL Status
= Detailed Statistics
= Name Map
» CFM
= APS
= ERPS
» Link OAM

» DHCPv4

» DHCPvG

» Security

» Aggregation

= Loop Protection
» Spanning Tree

= MAC Table
» VLANS
= MVRP
= sFlow
» DDMI
=UDLD
» Diagnostics
» Maintenance

Port State Overview

Front panel

G e 2

Auto-refresh [ | Refresh |

Pucynok 2.3.2 OcaoBHoe meHt0o WEB-unTEpdeiica
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3. 3arpyska 1O, u3meHeHue mapoJisg 10CTyna, cOpoc KOH(PUrypauuu yepes
MEHI0 3arpy34HuKa.

3.1. 3arpyska IO 4epe3 meHI0 3arpy3uuka uboot

st mponentypsl 3arpy3ku I10 uepes 3arpy3uuk uboot morpeGyercsi KOHCONbHBIN Kabemb 1
tftp-cepBep ¢ (aiistom IPOITUBKH.

— [ToakmrounTh KOHCOJNIBHBIA Kabenb B mopT "Console" Ha kommyrtarope, tftp-cepsep
noAKI0YUTE B IopT "MGMT". BrimtounTs/miepe3arpy3uTb KOMMYTATOD.

- [Tocne coobmienus B TepmuHasie Autobooting in 10 seconds, enter password to stop:
BBECTH Mapoyib nts. B TepMuHaie mosBUTCS CUMBOJ JIJIsl BBOJA KOMaH =>.

- 3anarth ip-apec KOMMyTaTopa KomMaHaoi setenv ipaddr 192.168.102.2

- 3anate ip-aapec tftp-cepBepa komangon setenv serverip 192.168.102.1

- 3arpy3uTh MPOMIMBKY KOMaHIoM tftpboot wMs ¢aiima NpPOMMBKU  HANPUMEP
tftpboot istax nts25.itb.

- ITo 3aBepuieHnu nepenaun ¢aiaa BBECTH KOMAaHIY 3arpy3Kd B OTIEPATHBHOM MaMATH run
ramboot

- [Ipu ycnemHo# 3arpy3ke KOMMyTaToOpa BBIMOJHUTH MOBTOPHYIO 3arpy3ky I1O mraTtHbIM
cnocoboM uyepe3 web-untepgeiic mim CLI komangoir firmware  upgrade
tftp://192.168.102.1/istax nts25.itb
[Ipumeuanuel: nias U3MEHEHHS MAPOJIsl JOCTYIa B MEHIO 3arpy34HKa, BBEIUTE KOMaHIY

password, Iocjie COOTBETCTBYIOLIEIO Npuriamenusa "Enter new password:" BBeOuTe

HOBBIW NIApOJIb, AHAIOTUYHO TOCIE NpUJIalieHus "Retype new password:" MNOBTOPUTE

BBEICHHBIM Mapoib. [lpym ycnemHoM HW3MEHEHUM Maposisi B TEPMHHAJI BBIBEAECTCS 3alUCh
"Password successfully changed"

[Ipumeuanue2: nns BbIXOAA W3 MEHIO 3arpy3ddka M pecrapra KOMMyTaTopa, BBEAWUTE
KOMaHy reset

3.2. COpoc HACTpPOEK B 3aBOJICKHE Yepe3 MEeHI0 3arpy3uuka uboot.

[Tepezarpy3uTh KOMMyTaTOp, Mocie coodmenus Autobootingin 10 seconds,

Enter password to stop:BBECTH HapOJib nts

Bapuant 1. Copoc Hactpoek s panaux Bepcuii [10 (uepe3 3atupanue Flash-namsitn)

1 Bsectu komanny sf probe

2 Beectn komManny mtd erase rootfs data
3.  Ilepesarpy3uth reset
4

ITocne nepesarpysku B c1i BBecTH KOMaHy platform debug allow, nanee debug
firmware bootstrap nor

5. TIlepesarpysurts reload cold

BapuanTt 2. COopoc HacTpoeK ¥ BOCCTaHOBIIEHHE JOCTYIA JUIsl akTyalbHbIX Bepcuit [10
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B HOBBIX BepCHSIX HMPOTPAMMHOTO OOECIICYCHHUS PeaTn30BaH MEXaHU3M CEJIEKTUBHOTO
copoca mapameTpoB 0e3 HEOOXOIUMOCTH TIOJHOTO 3aThpaHus cektopoB Flash-mamsatu. B
3aBHCUMOCTH OT TEKYIIEH 33/1a4H UCTIOIb3YIOTCS CIEAYIOMINE KOMAaHIbI:

- BpemenHnblii 00X0/1 mapoJisi aAIMUHUCTPATOpA:

=>setenv ignore config password 1

KoManga akTuBHpyeT pPEKMM WTHOPUPOBAHMS TMApOJs JIOKATHHOW KOHQPUTYpALUU
MCKITFOUMTEIIBHO JIJISl BCTPOEHHOM yueTHO! 3anucy admin. JleificTBHe KOMaH/IbI He 3aTparuBaeT
OCTaJbHBIX CO3JAHHBIX B CHUCTEME TIOJb30BaTeled M HMX YypoBHU mnpuBuieruit. I[locne
MOCHEAYIONEH 3arpy3Kyd OIEpallMOHHOM CHUCTEMBbl OYyJEeT OCYLIECTBIEH BXOJ TMOJ YYETHOH
3amuchlo admin 6e3 mapons (MO yMOJYAHHWIO), YTO IIO3BOJIIET BOCCTAHOBHUTH JIOCTYN K
untepdeiicy CLI 6e3 motepu Tekyieil paboyeit KoHPUTypaluu KOMMyTaTOpa.

=> sa — COXpaHUTh NEPEMCHHYIO

— OuuncTKa 0236l JAHHBIX MOJL30BATEJICH

=>restore password

KoMaH1a IOTHOCTBIO yIajsieT BCEX CO3JaHHBIX B CHCTEME I0JIb30BATENICH U3 JIOKAIBHOU
0a3pl JaHHBIX YUYETHbIX 3anucel. [locie npumMeHeHnst KOMaH/bl B CUCTEME OCTAETCSl TOJIBKO OJIHA
BCTPOCHHAsI y4YeTHas 3aluch MO yMomdaHuto — admin Ge3 mapons. Tekymas cereBas
KoHpurypauus uatepgeiicon (IP-anxpeca, VLAN, MapuipyTsl) Ipu 3TOM COXpaHseTCs.

- ITosiHbIii cOpoc KOHUTypanuu yCTPOHCTBA:

=>restore config

Komanna wHuNManu3upyeT mpoueaypy NOJHOTO ynaaneHus (aitna koHuUrypammu
KoMMyTaTopa. Bce HacTpoiiku cOpachiBaloTCs K 3aBOJICKMM 3HAUEHUSM IO YMOTYAHUIO.
[Tocne BBOga TpeOyembIX KOMaHJ U3 CIHCKAa BBIINIE BBIMOJHUTH KOMAaHIYy Iepe3arpy3Ku:
=>reset

3.3. 3arpyska I10 uepe3 CLI

[Tpumeps! 3arpy3ku [10 uepes nporokods tftp, ftp, scp, sftp, http:

firmware upgrade tftp://192.168.102.1/istax nts25.1itb

firmware upgrade
ftp://userl:password@192.168.102.1/istax nts25.itb

firmware upgrade
scp://user:password@192.168.102.1/istax nts25.itb save-host-key
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firmware upgrade http://host[:port]/filename

firmware upgrade
sftp://user:passwordl192.168.102.1:22/istax nts25.itb save-host-

key
3.4. 3arpyska I10 uepe3 WEB
st oonoBnenwus [10 Hy)XHO TIEpeHTH BO BKIIAJIKY:

Maintenance— Software— Upload—KnuknayTs 1o Select File, BoiOpaTs daiiia mpormmBKH.
Haxatp kHOIKY «Start Upgradey.

Software Upload

[ Select File ... | No file selected

Upload status: Idle

| On/Off auto-reboot | Auto-reboot: On

4. CLI unTepdeiic

s Hactpoliku, ynpasieHuss U MoHutopunra uepe3 CLI unTepdelic, nmoakiouuTech K
ycTpoiicTBy uepes mopt Console (cmotpu 1m.1.1), uepes telnet, SHH (cmotpu 1m.1.2).

4.1. ba3oBble HACTPOKH

JlauHbIil pa3nen COJAEPKUT ONMHCAaHWE W PEKOMEHJAIMKM 1o 0a30BbIM HACTPOIKe
KOMMYTaTopa.

4.1.1. Pexumbl KOHGUTyPUPOBAHHUSA

B unrepdeiice kKoMaHIHON CTPOKU JOCTYIHO TpU 0A30BBIX peXKHUMA:

—  Ilosp30BaTeNbCKUN PEKUM

—  IIpuBunernpoBaHHBIN PEKUM

—  Pexum rinobanbHolM KoHUrypauuu (11t nepexonaa Tpedyercss 15 ypoBeHb NpUBUIETHIA U
BBOJI KOoMaH/bl “configure terminal”, Ans BeIXOJa M3 pexXHMa TpeOyeTcs BBECTU
KoMaHay “exit”)

4.1.2. PaGoTa B KOMaH/JIHOI CTPOKe

Untepdeiic CLI xommyTaTopa BBINOJIHEH MO MPOMBIIUIEHHBIM CTaHIapTaM U o0anaeT
TUIIOBBIM HaOOpaM KOMaH/l. JIOCTYIHBI ClIeAyIOIIMEe KIaBHUILIH JUIsl pelaKTUPOBAHMS:

Knasuma DyHKIMA
Backspace VY nanser cuMBOJI 1IOCJE Kypcopa, MO3UIMI0 KYpCOpa He CABUTAET.
Hcropust BBEIEHHBIX KOMaH/.
Brepx BrIiBOaUT mpeablayIiyIo BBEACHHYIO KOMaHy. MHOTOKpaTHOE Ha)xaThe
BBIBOJIUT paHee BBEJACHHBIE KOMAH/IbI IO MOPSAKY.
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B HcTopust BBEJICHHBIX KOMaH]I.
s BBIBOMT CIETYIONIYIO BBEICHHYIO KOMAH]TY.
Brnero CaBur Kypcopa Ha OJTMH CUMBOJI BJICBO
Bmpaso CaBur Kypcopa Ha OJMH CHMBOJI BIIPABO
Ctrl +P To e uTo 1 Kiasuma «Beepx»
Ctrl + N To e uto u kiaBua «BHU3Y
Ctrl+Z Bosspar B Adminpexum u3 11006010 KOHPUTYPAIMOHHOTO PEKUMA
Ctrl +C OcTraHOBKA 3aIyIICHHOW KOMaH/Ibl, HATPUMED ping
Tab [Tpu yacTHYHOM BBOJIC KOMAH/IbI, IPU HAXKATUHU KJIaBUIIKM Tab, BBIBOAATCS BCE
JIOMTYCTHMBIE BAPUAHTHI MPOIOJDKEHUS KOMAH/IBI.

s Be13oBa cipaBku B CLI npeycMoTpeHbl KOMaH/IbI:

“help” - JgocTynHa B JIIOOOM pEXHUME, BBIBOJAUT KpaTKyl0 HH(OpManumo 1o
UCIOJIb30BaHUIO (DYHKIIUU CIIPABKH.

“?” — nmoctymHa B JIOOOM PEXHME, BBIBOAUT CIHMCOK BCEX JIOMYCTHUMBIX KOMaHJ C HX
OIMCAaHUEM.

B ciydae HeKOppeKTHOTO BBO/Ia KOMaH b BO3BpamiaeTcsi HHpopMarus 00 ommoke:

% Incomplete command. - KOMaHJa BBEAEHA HE HNOJHOCTBIO JIMOO OTCYTCTBYET
00s13aTeNbHBIN apameTp.

% Invalid word detected at '"' marker. — HeENpaBWIbHBIA BBOJ KOMaHBI.
Mapxkep V' yka3bIBaeT Ha MECTO HEITPABUILHOTO BBOJIA.

% Ambiguous word detected at '"' marker. - BBejeHHas KOMaHJa UMEET

JIBa 1 OoJiee BapuaHTa WHTepnperanuu. Mapkep ' yka3bIBaeT Ha MECTO HEIPABUIILHOTO BBOJIA.

CLInmoanepxuBaeT COKpAIllCHHBIM BBOJI KOMaHJ, €CJIU BBEJEHHAs CTPOKa MOXKET OBITh
OJTHO3HAYHO JIOTIOJIHEHA JO0 TIOJHON KOMaHJIbI U HMHTEPIPETUPOBAHA B Cliyyac €IMHCTBCHHO
BO3MOXKHOTO BapuaHTa HWHTEpHpeTanud. B HWHOM ciy4yae BepHeTcs omumOka Buua: “%
Ambiguous word detected at '~' marker."

4.1.3. Co3nanue y4eTHOM 3anMCH

[Tpumep co3naHus y4eTHOU 3amucH Yyepe3 UHTepdeiic KOMaHTHOW CTPOKHU:

# configure terminal

(config) # username operator privilege 15 password unencrypted
operator

(config) #

Pazbepem BBe1€HHBIE KOMAH/IBI:

configure terminal —mepexo/ B peKUM II00aTbHONH KOHPUTYPALIHH.

user name operator privilege 15 password unencrypt ed operator-

CO3/J]aHUE TI0JI30BATEINS C UMEHEM operator, HauBbICIIMM YpOoBHEM IpuBuieruii (15) u naponem
operator

4.1.4. Coxpanenue KOH(pUrypauuu, mepesarpy3ka m BO3BPaT K 3aBOJACKHM
HACTpoOKaM
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Jiist coxpaHeHUs! BHECEHHBIX U3MEHEHUH B KOH(UTYPAIIUI0 KOMMYTaTOpa TpeOyeTcst BHIATH
U3 pexrMa rio0anbHOM KOH(Urypauuu U BBECTH KOMaHay “copy running - config
startup - config”, 1100 B pexume rinodaIbHON KOH(HUrypamuyd BBECTH KoMaHay “do
copy running - config start up - config”.

[Tpumep coxpaHeHus: KOH(GUTYpAIH B SHEPTOHE3aBUCUMYIO TTAMSITh:
(config) # do copy running-config startup-config
Building configuration...

% Saving 1631 bytes to flash: startup-config

[Tpumep coxpanenus koHpuUrypamuu B tftp-cepsep:

# copy startup-config tftp://192.168.30.8/config.txt
Building configuration...

% Saving 1631 bytes to flash: startup-config

[Tpumep BeIrpy3ku KoHHUTyparmu ¢ tftp-cepsepa:

# copy tftp://192.168.30.8/config.txt startup-config
Building configuration...

Qo

% Saving 1631 bytes to flash: startup-config

[ns  mepe3arpy3ku  yCTpOMCTBa  BOCHOJB3YUTECh KOMaHnoW reloadcold B
HNPUBHIIETUPOBAHHOM PEXUME.
[Tpumep BBO/A B TEPMUHAJIE:

# reloadcold

% Cold reload in progress, please stand by.
Rebooting system...

Jlns Bo3BpaTa K 3aBOJICKMM YCTaHOBKAaM BBINOJIHUTE KoMaHay reload defaults. B
JAHHOM CJIy4ae KOMMYTATOp He OyJeT epe3arpyskKeH.
IIpumep BBOAA B TEpMUHAIIE:

# reload defaults
% Reloading defaults. Please stand by.

4.1.4.1. BepcuoHMpoOBaHHe U OTKAT KOH(PUTypauuH.

Hcnonb3oBaHue CHCTEMBl BEPCHOHHMPOBAHUS M OTKara KOH(Urypauuu sBIsETCS
HaJCKHBIM U 3(Q(EeKTUBHBIM CHOCOOOM oOOecrneueHusi OTKa30yCTOMYUMBOCTH  CETEBOTO
oOopynoBanus. Cucrema MO3BOJISIET U30JIMPOBATH COOM MyTEM aBTOMATUYECKOTO U PYUYHOIO
COXPaHEHHs CHUMKOB HACTPOEK B JIOKaJIbHOM »HeproHezasucumoit Flash-mamstu ycrpoiictsa, a
TaK)K€ OPraHU3alMK UX BBITPY3KH HAa BHELTHUE CEPBEPBI.

Cucrema mnpenoTBpallaeT IOTEPI0 YNpaBiI€HHUs HaJ KOMMYTATOpPOM IIPH BHECEHUU
OMOOYHBIX M3MeHeHHH. brnaronapst MmexaHu3sMy 0€30MacHOro OTKaTa ¢ TallMepoM OXXMIaHMS,
YCTPOMCTBO aBTOMATHYECKH BO3BpAIlAaeTCsl K 3aBeOMO palbouell KOHQUIypanuu, eciu
aAMMHHMCTPATOpP HE TMOATBEPAMT JOCTYIHOCTb KOMMYTAaToOpa IIOCJIE€ IPUMEHEHHS HOBBIX
IIapaMeTpOB.

Jlnist moctyna K HacTpoikaM He0OX0AUMO MEPEUTH B PEXUM II100aTbHON KOH(PUTypaluu, a
Tak)ke HAaCTPOUTh HEOOXOIMMBbIE MTapaMETPHI.

Komanma Omnucanue

[TpuBUIErMpPOBaHHBIN PEKUM
archive config save ‘ Co3zpnanue Touku coxpanenus (checkpoint) Bo
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BHYTpEeHHEH nmaMsATu 0e3 KOMMEHTapus

archive config save comment
<string>

Co3gaHue TOYKH COXpPaHEHUS] BO BHYTPEHHEU
mamMsiTd ¢ JI00aBJICGHHEM  TEKCTOBOTO
KOMMEHTapHsl

show archive list

BreiBog Tabmuiel coxpaneHHbix Bepeuit (ID,
Jlata/Bpewms, Pazmep, KommenTapwuit)

show archive diff <ID1> <ID2>

CpaBHeHue IByX Bepcuil KOHQUTYpaLuu

archive upload <ID>

PyuHas BbIrpy3Ka ONpenesieHHON JIOKaIbHON
Bepcuu 110 €€ ID Ha BHEIIHUM cepBep

archive upload checkpoint <ID>

Pyunas BbIrpy3ka JIOKaJIbHON BepcUU C

WCTOJIb30BaHUEM KIIFOYEBOTO CclIoBa
checkpoint

archive download <url file> CkauuBanue ¢aiina xondurypauuun nmo URL

[apply] M3BHE C BO3MOXHOCTBIO  HEMEUICHHOTO
MTPUMEHCHHSI

archive clear <ID> VY nanenne KOHKPETHOM 3allUCH apXHBA 110 €€
UACHTUDUKATOPY

archive clear all [TonmHas  ouyucTKa  JIOKaJbHOrO  apXuBa
KOH(UTyparuit

archive clear older-than <1-
3650> days

VYnanenue W3 JIOKaJbHOM IaMATH apXHUBOB
CTapllle yKa3aHHOTO KojudecTBa JHeH (oT 1
nus 1o 10 jer)

archive verify <ID>

Pacyer u mpoBepka KOHTPOJIBHON CYMMBbI

PexxuM mi1o0anpHON KOHpUTypanuu

ip archive-server <word>

protocol <scp|sftpltftp> [user
<word>] [port <uint>] [path
<word>] [filename-template
<word>]

(SHA256) apxuBHOro (haila 1O  ero
yuciopomy ID
Kommiekcnas HacTpouKa rapamMeTpoB
MOJAKIIIOYEHUSI K  CEpBEPY  PE3EpPBHOIO
KOIMPOBAHUS

ip archive-server password
<secure_ pass>

VYcraHOBKa mapoiisi sl aBTOPU3AIMU  HA
BHEIITHEM CepBepe

archive auto-backup enable

BrutoueHne aBTOBBITPY3KH Ha cepBep NpHU
KOKJOW KOMaHJE Copy running-config
startup-config

archive auto-backup disable

Hacrpoiika [IEPUOIUYECKON BBIIPY3KH
aKTyaJIbHOTO KOH(ura 1o pacHuCcaHUIO
(uHTepBaa OT 1 MUHYTHI 10 7 CYTOK)

archive max-files <1-15>

VYcraHoBKa JKECTKOTO JIMMHUTA KOJIHYECTBa
yaepKuBaeMbIX (DaiisioB B TIOKATHHOW MaMSITH

Pexum koHdurypammu (configure)

configure rollback to <ID>

Hememnenuriin OTKaT CHUCTEMBI Ha
KOH(Urypaluio ¢ ykazaHHbiM 1D

configure rollback to <ID>
time <1-10080>

be3onacHelii oTkar Ha ykasaHHbIl ID c
TaiiMepoM OTMeHbI (0T | MUHYTHI 10 7 CYTOK)

configure confirm

[TonTBepkieHe HW3MEHEHWA W OCTaHOBKa
TaiiMepa oOpaTHOTO OTCYETa

IIpumep HacTpONKH:
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Hwxe npuBeaeH NpakTUYECKUW CHEHAPU HACTPOMKHM MapamMeTpOB aBTOMATUYECKOTO
pe3epBHOro KomnupoBaHusi Ha BHemHu SFTP-cepBep, co3maHue JIOKaNbHOM TOYKH, a TaKXKe
BBITNIOJIHEHHE 0€30MacHOro oTkara Ha KoHpurypauuio Nel ¢ mocieayonuM NoATBEPKICHUEM.

1.  Ilepexon B pexxuM riio0anbHOM KOH(UTYpannu, HaCTpOiiKa mapaMeTpoB BHEITHETO CepBepa,

JIMMHUTOB apXHBa U MEPUOJUYHOCTU BHITpYy3Kku: NTS-#

configure terminal
(config)# 1ip archive-server 192.168.1.8 protocol sftp user
backup admin port 22 path /home/backup/ filename-template
switch {hostname} {date}.cfg
config)# ip archive-server password MySecurePasswordl23
config)# archive max-files 10
)# archive auto-backup enable
config)# archive auto-backup period 1440
) # exit

[Tpumeuanue: 3nauenue period 1440 3agaer pesepBHOE KOMUPOBAHUE 10 PACTIUCAHUIO OJIUH

pa3 B cytku (1440 MunyT).
2. Co3naHue KOHTPOJIBHOM TOYKH BPYYHYIO IIEpE] BHECCHHUEM KPUTUYECKUX U3MEHEHUI!

# archive config save comment Before core infrastructure
changes

3. TIpocmoTp criMcka AOCTYIHBIX TOYEK BOCCTAHOBJICHHUS:

# show archive list

ID Date/Time Size Comment

1 2026-05-13 10:15:22 45KB Base configuration

2 2026-05-13 10:35:00 48KB Before core infrastructure
changes

4.  BrinonHeHue 6€30MacHOr0 OTKaTa Ha NpeAblayyo koHgurypauuto (ID 1) va 5 munyT:

# configure rollback to 1 time 5

Cucrema BpeMeHHO IpuMeHniIa KoHpurypanuto ID 1. 3anyuien taiimep oTkara: 5 MUHYT.
5. TloaTBepkaeHHE KOPPEKTHOCTU PabOThl MIPUMEHEHHOM KOHPUTypaIuu:

# configure confirm

Taiimep otkarta octaHoieH. Kondurypamus ID 1 ycnemHo 3adgukcupoBaHa Kak OCHOBHas
pabouast.

4.1.5. HacTpoiika HMEHH yCTPOHCTBA

[Tpumep co3aHus yueTHOM 3amucH yepe3 UHTepQeiic KOMaHTHOW CTPOKHU:
# configure terminal
(config) # hostname switch
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switch (config) #

3amanne WMEHHU XOCTa

4.1.6. Konpurypauusi nuarepdeiicon

BBIINTOJIHACTCA

BBOJIOM KOMaHJbl hostname <umMs
ycrporcTea>. BBoag KOMaHIbl NOCTyNeH M3 pexuma riolanbHON KoHburypanuu. [locne
BBITIOJIHEHHSI KOMaH/Ibl, B TEPMHUHAJIE, MEPe]l CHMBOJIOM “#” OyneT oToOpa)kaThCs MMS BaIllero
ycTporicTBa. st OTMEHBI KOMaHIbl BBEAUTE “nohostname”

Jlns nepexoaa B pexuM KOHGUTYpaluyd UHTEPPeiicoB HEOOX0IUMO B peKUME TI100anbHON

KOH(Hrypaluyu BBECTH KOMaHAy interface<name>.

uHTEp(eiicoB, COOTBETCTBEHHO BO3MOKHbBI KOMaH/IbI:
- Interface GigabitEthernet <port type list> (Hactpoiika mapamerpos

buznveckux HHTEpPEicon)

— Interface llag <1-5> (Hacrpoiika napamerpos llag unrepdeiicon)

— Interface vlan <vlan list> (Hacrpoiika L3 unrepgeiicoB kommyTaropa)

4.1.7. Hacrtpoiika napaMeTpoB (pu3n4ecKux uHTepdeicon

Bcero mopnep:xuBaercs Tpu BUIA

Kak omumcano B m. 2.1.6., ans HacTpOWKH mapamMeTpoB (U3HYECKHX HHTEP(HEHcoB,
HE00X0MMO NepeiTH B pekuM I100anbHON KOHGUIypallMu U BBECTHM KoMaH1y interface
GigabitEthernet <port type list> (rme<port type list> — 3TO HOMEp HIH
nuarna3oH uaTepdeiic(a)(oB), JOMyCTUMBI HECKOJIBKO BapUaHTOB BBOJIA!

- (config) # interface GigabitEthernet 1/1

(config-if) #

- (config) # interface GigabitEthernet 1/1-4

(config-if) #

- (config) # interface GigabitEthernet 1/1,4

(config-if) #

Komanma

Omucanue

shutdown
no shutdown

Brixrouenue untepdeiica
Brutouenue uarepdeiica

speed {10]100|1000]|auto}

Hactpoiika ckopoct Gpu3HuecKkoro mopra:

10 — 10mb/s

100-100mb/s

1000-1000mb/s

auto — aBTOMaTUYECKOE COTTIaCOBAaHHE
CKOpOCTH (€CTh BO3MOKHOCTh
JOIIOJIHUTECIIBbHO YKa3aTbh KaKHE€ CKOPOCTH
pa3penuTh IpU aBTOCOTIIACOBAHIH )

duplex{auto|full|half}

Hacrpotiika pexxuma nyruiekca

auto — aBTOMaTH4YECKOE COTNIACOBAHME
yTUIeKca

full - monHBIN AyTIIEKC
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half - monmyayniexc

description <onmcahHue>
no description

Ha3Ha4YCHUE OMHCaHMs HHTep(eiica
ylaJeHue onucanus uarepderica

4.1.8. Hacrpoiika L3 untepgeiicoB koMmmyTaTopa

[To ymomuanuto Ha kommyTarope co3nan L3 unrtepdeiic “vlan 17 ¢ ip-agpecom 192.168.1.1

U Mackou nojacetu 255.255.255.0.

Jns HacTpoiiku napamerpoB L3 uHTEpdeiicoB HE0OX0MMO NepeiTH B PEKUM II100aTbHOM
KOH(Urypaluu u BBECTU KOMaHAy interface vlan <vlan list> (rme <vlan list>
— 9TO HOMEp WJIU JMana3oH uHTepdeiic(a)(oB), €cau Takoro HoMepa WHTepdeiica emie HeT Ha
KOMMYTAaTope, TO OH OyJIeT CO3/laH aBTOMAaTUYECKH ), TOIYCTUMbI HECKOJIbKO BApHAHTOB BBOJA:

- (config) # interface vlan 1

(config-if-vlan) #

- (config) # interface interface vlan 1-4

(config-if-vlan) #

- (config) # interface interface vlan 1,4

(config-if-vlan)#

Komannma

Omucanue

ip address
<ipv4 addr><ipv4 subnet>

no ip address
<ipvé4 addr><ipv4 subnet>

ip address dhcp

no ip address dhcp

Haznauenue untepdeiicy cratuueckoro ipv4-
anpeca, rge <ipv4 addr>- ip-agpec, a
<ipv4 subnet>-macka oAceTH

Y nanenue
uHTepdeiica

CTaTMYECKOTO  ip-agpeca ¢

[Tonyuenue ipv4-aapeca aBTOMAaTHYECKU OT
cepepa dhcp

VYnanser JTUHAMHUYECKUUN IP-anpec,
nmoyiydeHHbIii yepe3 mnpotokon DHCP, ¢
uHTepdeiica.

add ip address
<ipv4 addr><ipv4 subnet>

no ip
address<ipv4 addr><ipv4 subnet
>

no ip address secondary

Haznauenune wunHTEpdeEiicy TOMOTHUTEIHLHOTO
CTaTUYECKOTO ipv4-anpeca, rae
<ipv4 addr>- ip-anpec, a
<ipvé4 subnet>- Mmacka MOACETH

Vnanenue  craTHYecKoro  ip-aapeca  C
uHTepdeiica

Vnanser Bce BropuuHsle [P-agpeca ¢
uHTepdeiica. Bropuunsie aapeca
MIPUMEHSIOTCS JUIS HazHaYEeHHS

JIOTIOJTHUTETIBHOTO  JTHAna30Ha aJpecoB Ha
OJIHOM HHTEepeiice.
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[TonHoCcThIO  yJansieT OCHOBHOM W Bce

no ip address BTopuunble IP-ampeca ¢ mHTrepdelica, aenas
ero HEaKTHBHBIM JUIsi B3aWMOJCHCTBHS C
CETBIO.

ipv6 address <ipv6_ subnet> Haznauenue untepdeiicy cratnaeckoro ipvo-

anpeca, rae <ipvé subnet>- ip-agpec_
MackKa Mo/ICeTH

no ip address <ipvé6_subnet> VjaneHue — CTAaTHYECKOro  ip-ajgpeca ¢
uHTepdeiica

ipvé address dhcp [lonyuenue ipv6-agpeca aBTOMATUYECKH OT
cepsepa dhcp

ip cos <0-7> Hactpoiika MapKUPOBKH HCXOISIETO
Tpaduka c uaTepdeiica ynpaBieHuUsI.

no ip cos OTMeHa KOMaH/Ib.

Juns ynanenus L3 unrtepdeiica B pexume ri1o0anbHON KOHOUTYpAIlU BBEIUTE KOMAHITY:
no interface vlan <vlan list> (rme <vlan list>- 3T0 HOMEp WM AUANA30H

unrepderic(a)(oB)).
4.1.9. HacrTpoiika MapuipyToB

Jns  co3gaHMs  CTAaTMYECKOro MaplipyTa HCIOJL3YyeTCs KOoMmaHaa ip — route
<ipv4 addr> <ipv4 subnet> <ipv4 ucast>, rae<ipv4 addr> —IeleBou aapec
JUId  yJnaJeHHOW certH, <ipv4 subnet> — Macka MOACETH Ui YAAJICHHOH CeTH,
<ipv4 ucast> - ip-aipec CIEIYIOMIEro Mepexoaa Ul MEPECHIIKH MAaKETOB B YAAJICHHYIO
cetb. JlocTynmHa B peskMMe I100anbHOM KOH(UIypaluH.

[Tpumep HACTPOMKHM CTATUYECKOTO MAPIIPYTA:
(config)# ip route 192.168.10.0 255.255.255.0 192.168.10.1

Jns yaanenus mapuipyTa IpuMeHsieTca KOMaHia no ip route
(config)# no ip route 192.168.10.0 255.255.255.0 192.168.10.1

4.1.10. Hacrtpoiika DNS u Domain Name

Komanna Onucanue
I'moGanbHbie HacTpoiiku DNS

ip name-server <0-2> dhcp

. . Komanma wactpauBaer DHCP-kimeHT Ha
interface vlan <vlan 1d> A p

untepgeiice VLAN s aBTOMaTHYeCKOTro
nonydyeHusi anpeca DNS-cepsepa. Koraa
uHTepdeiic mnosydaeT KOH(QUTYpaLUIO O
nporokory DHCP, oH aBTOMarnuecku
nonyyuT uHpopmanuio o DNS-cepBepax u
MPUMEHUT €€ JTOKAJIbHO Ha YCTPOICTBE.
[Tapamerpsl:
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- <0-2> — wuHIEKC cepBepa (MOXKET UMETh
3HaveHus ot 0 110 2).

- dhcp — pexuM JUHAMUYECKOrO
nosydeHus: koHburypanuu DNS  depes
DHCP.

- interface wvlan <vlan id> —
ykazanue uHTepdeirica VLAN, depes
KOTOPBIN OoyayT [IOIy4€HBI DNS-
KOH(purypammm.

ip name-server <0-2> dhcp
[ipv4d | ipVv6]

Komanna ycranaBiamBaeT aBTOMAaTHYECKOE
nonyuenne DNS-cepBepa 10 NpOTOKOIY
DHCP c ykazanueMm Bepcuu npotokoia [Pv4
i [Pvo6.

[Tapamerpsr:

- <0-2> — wuHIEKC cepBepa (MOXKET UMETh
3Hauenus ot 0 110 2).

- dhcp — yka3zaHue pexuMa TMHAMUYECKON
koHurypauuu DNS yepe3 DHCP.

- [ipv4|ipv6] — BbIOOp Bepcuu IP-
npoTokoia i noinyyeHuss DNS-cepsepa.

ip name-server <0-2>
[<ipv4 ucast>|[<ipv6 ucast>]

Komanna wucnonb3yercss st CTaTUYECKOM
yCTaHOBKM  KOHKpeTHoro  DNS-cepsepa
BPYYHYIO.

[Tapamerpsr:

- <0-2> — wuHJIEKC cepBepa (MOXKET UMETh
3Hauenus ot 0 110 2).

- <ipv4 ucast> — yKa3bIBacTCsI aapec
DNS-cepsepa B popmare [Pv4.
- <1pv6_ucast> — yKa3bIBacTCsA aapec

DNS-cepsepa B popmare IPvo.

ip dns proxy

Komanna wucnonb3yercss Ha KOMMYTaTOpax
Jutst BKtodeHust pyHkiuu DNS Proxy. Orot
pPEXUM MIO3BOJIIET YCTPOMCTBY
IIepeXBaThIBATh DNS-3anpocst oT
MOJKJIIOUEHHBIX Y3JI0B U CaMOCTOSITEIBHO
oOpatatecst k BHemtHUM DNS-cepBepam i
ux 00pabOTKH.

no ip name-server <0-2>

Otmenser npenpiaylryro HacTpoiky DNS-
cepBepa I YKa3aHHOTO MHJIEKCA.

ITapamerp:

- <0-2> — HHJIEKC cepBepa, HACTpOWKa
KOTOPOTO JIOJKHA OBITh y/1aJIeHa.

no ip dns proxy

Komanzaa otkmouaer gpynkuuio DNS Proxy
Ha ycrpoiictBe. Ecimu panbme  ObUIO
BKJIIOUCHO Tiepeanpecanusi DNS-3anpocos
yepe3 TMpPOKCH, 7Ta KOMaHAa OTMEHSET
JIAHHYI0 HACTPOMKY, BO3Bpamias o0paboTKy
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DNS-3anpocoB KJIMEHTaM HEMOCPEICTBEHHO
BHemiHUM DNS-cepBepam.

Komanna npocmotpa nnpopmarmu DNS

show 1ip name-server

Komanza ucrnonb3yercs a5 0ToOpakeHUs
Tekymux HacTpoek DNS-cepBepoB Ha
YCTPOICTBE.

['moGanbHbIe HacTpoliku Domain Name

ip domain name <domain name>

Haznayaetr nomeHHOE UM IO YMOJTYaHUIO IS
ycTpoWcTBa.  OTO  UMS  HMCIOJIB3YETCs
coBMecTHO ¢ DNS-3anpocamu j1st pa3penieHus
HETOJIHBIX JOMEHHBIX UMEH.

[TapameTpbi:

- <domain name> — UM JOMEHA, KOTOPOE
OyZIeT HUCIOJIb30BAThCS YCTPOMCTBOM.

ip domain name dhcp
[ipvi4 | ipve]

YcTaHaBIMBaeT croco0 MOIyYeHUs TOMEHHOTQ
UMEHH yepes DHCP-npotokon JU1S
cooTBeTcTBYO1IEH Bepcuu IP.

ITapamerpsr:

- dhcp — wucnomp3zoBanne DHCP gns
MOJIyYEHUsI JOMEHHOTO UMEHHU.

- [ipv4 | ipv6] — Bepcusa IP-nporokona
(IPv4 wnu IPv6).

ip domain name dhcp
[ipv4]| 1pv6] interface vlan
<vlan_ id>

[Tomyuyaer pomenHoe wums uepes DHCP,
NPUBS3aHHOE K OIpEJeIeHHOMY HHTepdeiicy
VLAN.

[TapameTpsi:

- dhcp — mnonydyeHHe AOMEHHOIO MMEHHU
yepe3 DHCP.

- [ipv4 | ipv6] —Bepcus [P-ipoTokona.
- interface wvlan <vlan id> —
UAECHTU(DUKAIIMOHHBIN HOMEp VLAN-
uHTepdeiica, oTkyaa OyAeT  HOIY4YEeHO

JOMCHHOC M.

no ip domain name

Ynanser paHeC YCTAaHOBJICHHOC UM JOMCHA.

Komanna mpocmotpa napopmarmu Domain Name

show 1ip domain

Komana BBIBOIUT TEKyIIME HACTPOMKHU
nomeHHoi cucreMsl (DNS) Ha ceTeBOM
YCTPOUCTBE.

4.1.11. Hacrpoiika BpemeHnu
4.1.11.1. Hacrpoiika NTP
‘ Komanma Ornucanue

44




['moGasibHBIE HACTPOUKHU

ntp Bxirouenue ¢yHkimu ntp
no ntp Brixirouenue GyHkimm ntp
ntp server [1-5] ip-address [To3Bomsier  ykaszatb  aapec  WIH

[domain name|ipv4 ucast|ipv6 ucast] | goMeHHOE UM
NTP-cepBepa. Bo3aM0XHO HacCTpOUTH A0

S azmpecos.
no ntp server [1-5] Brikirouaet ykazanusiii NTP-cepsep.
ntp source <ipv4 ucast> Jnsa  yxazanus source-IP-agpeca s

NTPmakeToB 111 BCex peer.

no ntp source VYcranaBnuBaer  source-IP-aapec s
NTPnakeToB 10 yMOJTYaHUIO

Komanga npocMoTpa nHbopMaImu

show ntp status OTtoOpaxkaer cTaryc TCKYIICro
COCTOSIHMSI CHHXPOHM3allUd BpPEMEHU
ycrpoiictea ¢ cepBepamu  NTP.
Wudopmanus BKIIOYAET  COCTOSIHUE
CHUHXPOHM3AllU1, BIOPAHHBII HCTOYHUK
BPEMEHU U TOYHOCTb CUHXPOHU3ALINH.

[Tpumeuanue: sl TOro, 9YTOOBI KOMMYTATOP BBICTYyIan B poiu NTP-cepBepa JOKaJbHO,
HE0OXO0IMMO BKIIIOUUTH ntp 6€3 yKa3aHHs BHEIIHETO cepBepa:

# configure terminal

(config) #ntp

Ecnu HEoO0X0oAMMO BpYYHYIO YCTAaHOBUTH TOYHOE BpPEeMsl Ha KOMMYTATOpE, 3TO JielaeTcs
CIIETYFOIIMM 00pa3oMm:

time set [<date>Date vyyyy/mm/dd, yyyy=1970-2037, mm=1-12,
dd=1-31] [<time>Time HH:mm:ss, HH=0-23, mm=0-59, ss=0-59]

ITpumep:

# time set 2025/12/03 15:00:00

BaxxHo: ecnm ycTpoHCTBO OBLIO Mepe3arpykeHo, pyuyHble HACTPONKU BPEMEHH TEPSIOTCS,
MOCKOJIbKY OHHM XPaHSTCSl B OTIEPATUBHON MaMSsITH.

Ecnu oauH U3 KOMMYTaTOPOB MMEET JOCTYI BO BHEIIHIOK CeTh, HO OyaeT B ponu NTP-
cepBepa, HE0OX0IMMO CHHXPOHU3UPOBATH BPEMS KOMMYTATOpPa C BHEIIIHUM CEPBEPOM.

# configure terminal

(config) #ntp

(config) #ntp server [1-5]

ip-address [domain name|ipv4 ucast|ipv6 ucast]

4.1.11.2. Kondpurypauus 4acoBoro mosica

Komanpga Omnucanue
clock timezone <wordlo><-23- <wordl6>- axkpOHUM I ONpEAEIICHUs
23> 4acoBOI0 MosAca
<-23-23>- COOTBETCTBYIOIIMA YaCOBOU
osC
clock summer-time <wordlo6> Konduryparus nepexoa Ha JeTHee BpeMst
date <start time><end <wordl6>- aKpOHUM IS ONpEeAEJICHUs
time><offset> 4acoBOIO I1osica
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<starttime> - BpeMs Hayaya JACUCTBUA B

dbopmare (MMDDYYYYHH:MM)

<endtime> - BpeMs OKOHYaHUS JECHCTBUs
B popmare (MMDDYYYYHH:MM)
<offset> - KOJIMYECTBO MUHYT JUIA

J100aBJIeHYs B JIETHEE BpEeMs

4.1.12. Kondurypauus :xypHaja CHCTEMHBIX COO0LIEHUH

Systemlog (cucTeMHBIi XKypHald) — CTaHAAPT OTIPABKU M PETUCTPALUH COOOIEHHUH O
MPOUCXOSAIIUX B CHCTEME COOBITUAX (TO €CThb CO3JaHHs JIOTOB), HCIOJB3YIOLIUICS B
KOMIIBIOTEPHBIX CeTAX, paboTarommx mo mpoTokony IP. Hacrtpoiika moctymHa u3 pexuma

r100anbHOM KOH(PUTYpaIUH.

KomaHga

OnucaHune

logging on
no logging on

logging flash

no logging flash

debug logging flash

debug logging erase

platform debug allow

Pexxum pabGoThl: BKITIOYEH.
Pexxum paboThI: BHIKIIIOUEH.

COXpPAaHCHUC JIOra B SHCPIrOHE3aBUCUMYHO
IIaMATh

OTMCHA KOMaH/bI

MPOCMOTP KypHaja B DJHEPrOHE3aBUCHUMOU
aMsTH

yAAJICHHE 3anucen KypHaia u3
SHEpProHe3aBUCUMOI aMATH

IIEPEXO0] B peXXUM debug

logging host {<domain name>
<ipvé4 ucast>}

Hacrpoiika agpeca syslog-cepsepa
rae <domain name>- UMs cepBepa
<ipv4 ucast> - ipv4-asipec cepsepa

logging level {error |
informational | notice |
warning}

logging source <ipv4 ucast>

Br16op THNa oTIpaBiIsieMbIX COOOIIEHUH.
Error — oTIipaBasiTh TOJBKO OMIMOKU
Informational - OTHpaBIsATh HHPOPM.
COOOIICHHUS, YBEJOMIICHUS, MPEAYIPEKICHHS
Y OIMIHUOKH.

Notice -  OTHpAaBIATH YBEIOMIIEHHS,
MPEeYyIPEXACHUS U OIINOKH.

Warning — OTHPABIATh NPELYIPEKICHUS
Y OUIMOKH.

YkazaTth W CXOAHBIN IP-anpec JLJIST
coobuieHuH syslog.

[Tpumep HacTpoiiku B TepMuHaje (BKIIOYCHHE BEACHUS JKypHala COOBITHA, YCTaHOBKA
anpeca syslog-cepsepa c agpecom 192.168.0.176, Be1OOp THIIA COOOIIIEHUH JIJIs 3aITMCH B KypHAJIE

— BCe):
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(config)# logging on
(config) # logging host 192.168.0.176
(config)# logging level in formational

4.1.13. VLAN

Hcnonk3oBanue BUPTyanbHBIX JOKaNbHBIX ceTeil VLAN (Virtual Local Area Network)
ABIIIETCS TMOMYJSIPHBIM M HEIOPOTMM CIOCOOOM CErMEHTUPOBAHMS PA3BEPHYTOM CETH IO
JIOTHYECKH CTPYHITMPOBAHHBIM yCTPOHCTBAM O€30THOCUTENBHO K UX (PU3UUECKUM COCAUHEHUSIM.
Cetu VLAN Takke CerMEHTUPYIOT CeTh Ha pa3iinuHbie 104 mupoKoBemaTeabHbIe TOMEHbI TAKUM
00pa3oMm, YTO NaKeThl NepenaroTcsa Ha nopThl BHYyTpU VLAN, KOTOpO# OHM IpUHAJIEXkAT.

Cetrn VLAN moBbIIIatOT 6€301MaCHOCTD. Y CTPOHCTBA, KOTOPBIC YaCTO CBS3BIBAKOTCS JPYT C
apyroM rpynnupytorcs B oaHy u 1y ke VLAN. Ecim ycrpoiictBa nanHoit VLAN sxenaror
CBs3aThCA C ycTpoiicTBamMu B Apyro VLAN, Tpaduk D0DKEH TPOUTH dYepe3 YCTPOMCTBO
MapuUIpyTU3ALUHI I KOMMYTATOp 3-TO YPOBHS.

Cetu VLAN ympomatot ynpasieHue TpaQukom. B 0OBIYHBIX CETSIX, HE CETMEHTHPOBAHHBIX
Ha VLAN, Jlerko BO3HHMKAaeT IMeperpys3ka, oOyCIOBIIEHHAs IIMPOKOBEIIATEIBHBIM TpaduKOM,
aZpecoBaHHOro  BceM  ycrpoiictBam. CBoAas K MHHUMYyMY  pacHopoCTpaHEHHue
NIMPOKOBEIIATEIbHOTO Tpaduka mo Bced cetr, cetd VLAN obneryaror paboTy ycTporcTBam
TPYIIIBL, YaCTO CBA3BIBAIOIIUMCS C IPYTUMH ycTpoiicTBamu B ToM ke VLAN 3a cuet genenus Bce
CETH Ha HECKOJIbKO JOMEHOB BEIIAHMUS.

Jlns noctyna K HacTpoiikaM HEOOXOAUMO MEPENTH B PeXKUM II100anbHON KOHGUTYypaluu, a
TaK)K€ HACTPOUTh HEOOXOIUMBIE ITOPTHI.

Komanna \ Onucanne
['moGasibHBIC HACTPOHKHU
vlan <vlan list> Co3manue vlan W 1mepexom B PEXKHM

KoHurypamuu vlan

no vlan <vlan list> VY nanenue vlan

name <vword32> Hacrpoiika umenu vlan

no name <vword32> V nanenue uMeHU

vlan ethertype s-custom-port Hacrpoiika THNA ethertype/TPID,
HCIOJIb3YEMOTO I CIENHATU3UPOBAHHBIX
S-IIOPTOB

Hactpoiika mopros

interface GigabitEthernet Br160p nopToB /U1 HACTPOWKK TapaMeTPOB

<port type list>

switchport mode {access | hybrid | Hacrpoiika pexima paboThl mopTa

| trunk} access ([octyn): IToptel gocTyma, Kak

MIPAaBUJIO, UCTIONB3YETCS Ui MOAKITIOUEHUS
K KOHEYHBIM cTaHIMAM. JluHamuueckue
¢bynkun, takue kak Voice VLAN moryr
N00aBUTh MOPT K OOJbIIEMY KOJHUYECTBY
VLAN. IlopTsl 10CTynIa UMEIOT CIEAYIOIINE
XapaKTEPUCTUKHU:

- Ilpunagnexut poBHO Kk ogHo VLAN (port
VLAN). - [IpyHMMaeT He TETHPOBAHHBIE U
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TETUPOBAHHBIE KaJPEI.
- VYpanser Bce Kaapbl, KOTOpbIE HE
KIaccupuupyrorcs kak access VLAN.

- Ha BBIXO/JIC BCE KaJIphl,
kiaccuduiupoBanubie kak Access VLAN,
nepeaarTes oe3 TETOB. Hpyrue

(nmHamuuecku  goOaBieHHble  VLAN)
MepPEeAAr0TCs C TEramMH.

trunk (MaructpanbHbIe):
MarucrtpajibHble IOPTHl MOTYT II€peAaBaTh
TpauKk Ha  HECKOJIBKO BUPTYaJIbHBIX
JIOKAJIbHBIX CETEeH OJHOBPEMEHHO H, Kak
MIPaBUJIO, UCTOJB3YETCA JUIS MOAKIOYEHUS
K JpyrMM KOMMyTaTtopaMm. MarucrpanbHble
MIOPTHI UMEIOT (1301115
XapaKTEPUCTUKHU:

- Ilo ymomuanuto, trunk-mopt sBiseTcs
ywienoM Bcex VLAN (1-4095).

- VLAN, u4jJeHOM KOTOpPBIX SIBJISETCS
MarucTpaJibHbIi  MOPT, MOXET  OBIThH
OTPaHUYEHO yTeM HCIIOJIb30BaHUS
Allowed VLAN.

- Kanpel, knaccudumupoBannsie ¢ VLAN,
YJIEHOM KOTOpbIX NOPT He sBisgercs, 106
otOpaceiBatorcs. - [lo ymomuanuio, Bce
KaJIpbl, KpoMme KaJIpoB,
kiaccuuupoBaHHbix kKak port VLAN,
nepejalTcss  TerupoBaHHbIMH.  Kazapsl,
kinaccupuupoBanubie B port VLAN, He
nosrydaroT C-TeramMu Ha BbIXOJI€

- MoxHO HACTPOUTh YCTPOMCTBO
TErMpoBaTh Ha BBIXOJE BCE KaJpbl, B 3TOM
clIy4ae TOJIbKO TeTUPOBAHHBIE KaIpbl OYIyT
MPUHUMATHCS Ha BXOJIE.

hybrid(I'ubpunnsie): I'nbpuansie nopThl
CXOXH C¢ mopTamu Tuna Trunk Bo MHOrHX
OTHOIIEHHSX, HO UMEIOT JIOTIOJIHUTEIHHBIE
byHKIMU. B JIOTIOJTHEHHE K
XapaKTepUCTHKAM, OMHCAHHBIM Ui trunk-
MOPTOB,  TUOpUIHBIE  TMOPTHI  UMEIOT
CJIETyIOIINE BO3MOXKHOCTH:

-Moryr OBITh CKOH(QHUIYpHPOBaH Kak
VLAN unaware, C-tag, S-tag nim Scustom
tag.

- C BO3MOKHOCTBIO (PHIIBTPALIMU HA BXOJIE.
- OOpaboTka BXOASIIUX KagpoB U
KOH(UTYpAIMIO BBIXOJHOTO TETUPOBAHUS
MOKHO HACTPOUTh HE3aBUCUMO.

switchport access vlan vlan id>

Hactpoitka VLAN ID nmns  mopra.
JlonycTuMBIi AMana3oH 3Ha4eHu: ot 1 1o

48




switchport trunk allowed vlan
<vlan list>

switchport hybrid allowed vlan
<vlan list>

4095. Ilo ymomuanuto 3anano. Komanpabl
MPHUBEACHBI B 3aBUCUMOCTH OT PEKHMA
paboTsI IopTa.

[Toptel B pexxumax Trunk m Hybrid moryt
KOHTPOJUpPOBaTh ujeHamMu Kakux VLAN
OHU MOTYT CTaHOBUTKCS. [1opTHI B pexxume
Access MOXET OBITh Y4JICHOM TOJIBKO OJTHOM
VLAN, access VLAN. Iloxe MOXeT OBITEH
OCTaBJIEHO MYCTBHIM. B Takom ciyuae, mopt
He OyneT wieHoM HU ogHOil VLAN.

switchport forbidden vlan add
<vlan list>

HacTtpoiika mopra /uist TOro 4To0bl HUKOT'/1a
HE CTAHOBUTHCS UJIEHOM OIPEJEICHHBIX
VLAN. D10 MOXeT OBITh IOJIE3HO IpH
MCII0JIb30BaHUNU JTUHAMHUYECKHUX
MPOTOKOJIOB, paborarommx ¢  VLAN,
Hanpumep, GVRP. Ilo ymonuanuto, mosne
OCTaBIIEHO IyCTBIM W OTpaHUYEHUN He
HAKJIa/1bIBAETCSl.

switchport hybrid ingress-
filtering

Hacrpolika GpuiapTpanuy BXOASIMX KaJpOB.
Ecin  ¢unbrpanus BXOAAIIUMX — KaJIpoB
BKJIIOYEHA W  BXOJAIIMH  Kagp  HE
npuHamiexkut VLAN, ykazaHHOMy Ha
JTAHHOM TIOpPTY, TaKOW Kaap 0TOpachIBaeTcs.
Ecin  ¢unbrpanus BXOAAIIUMX — KaJIpoB
BBIKJIIOYEHA M BXOJAIIMM  Kagp HE
npuHaiesxxut  VLAN  takoit  kazap
IIPUHUMAETCS U TEpefacTcs B KOMMYTATop.
[To ymomuanuio QuiIbTpanus BXOIALINX
KaJpoOB BKIIIOYEHA I IIOPTOB B PEKUMAX
access u trunk.

switchport hybrid acceptable-
frame-type {all | tagged |
untagged}

Hactpoiika pexuma o0paOOTKH BXOAALIMX
KaJapoB (noctymHo Tosibko Juisi Hybrid
MOPTOB)

All - TerupoBaHHBIE U HE TETUPOBAHHBIC
KaJpbl IPUHUMAIOTCS.

Tagged - Toabko TerMpoBaHHbBIE KaJpbl
npuHuMaroTcs. He  termpoBaHHBIE -
oTOpachIBaloTCA

Untagged - TonbKO HE TETUPOBAHHBIE
KaJIpbl TNPUHUMAIOTCA. TerupoBaHHBIE -
OTOpacChIBAIOTCS.

switchport hybrid egress-tag
{all | none}

Hactpoiika TermpoBaHus Ha BBIXOAE MJIs
hybrid nopros.

All - Bee xaapbl mepeaaroTcsi ¢ METKaMHu.
None - Bce xaapsl mepenatorcs 6€3 METOK.

ITo ymomuanuio - kaapsl ¢ metkoi VLAN
cosnazaromier ¢ port VLAN nepenatorcs He
TETUPOBaHHBIMH. OcranbHble  KaJpbl
NIEPENAOTCS CO CBOMMU METKAMH.
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switchport trunk vlan tag native

Hacrtpoliika TerupoBaHus Ha BBIXOJE IS
trunk moproB. Ilpu Takoit kKomaHAe Bce
KaJpbl MEPEIAOTCA C METKAMMU.

switchport {trunk | hybrid}
native vlan <vlan id>

Hactpoiika Port VLAN

switchport hybrid port-type {c-
port | s-custom-port | s-port |
unaware}

Konduryparust ruOpuHbIX TOPTOB.
c—-port - €CJIM  BO  BXOISILICM
terupoBaHHoM Kkajpe TPID=0x8100, on
nepenaercs. Ecnu kanp He TerupoBaHHBIN
WIM TPUOPUTETHO TETUPOBAHHBIM B HEro
nobasnsiercst ter port VLAN. Ucxonsmime
KaJpbl TErupyroTcs meTkoit C-tag.

S—custom-port — €ClId BO BXOIAIEM
terupoBaHHoM kaape TIPID=0x8100 wau
Ethertype for Custom Sports on nepenaercsi.
Ecin kanp He TErMpoBaHHBIM WM
IPUOPUTETHO TETMPOBAHHBIA B  HEro
nobasmsiercst ter port VLAN. Ucxonsimue
KaJpbl TETupyroTcsa MeTkon Custom S-tag.

s-port - €CIIM  BO  BXOJSIIEM
terupoBaHHoM kaape TIPID=0x8100 wau
O0x88A8, on mnepenmaercsa. Eciu xaap He
TETUPOBAHHBIN W MIPUOPUTETHO
TETUPOBAHHBIN B HETO T0OABIISIETCS TET port
VLAN. Hcxogsume Kaapbl TETUPYHOTCS
METKOM S-tag.

unaware - BC€ BXOJMIINE KaJapbl, BHE
3aBUCUMOCTH OT TOT'O €CTh JIM Y HUX TET WU
HeT, Terupytrcs Metkod port VLAN
(PVID).  Paspemiennsie =~ VLAN  He
YAAISIFOTCS Ha BBIXOJIC

[Tpumep co3nanus vlan u HacTpoiiku vlan Ha ¢pusnueckom uHTEpdeEiice:

configure terminal

config)# vlan 90

config-vlan)# exit

config)# interface GigabitEthernet 1/7-8
config-if)# switchport mode trunk
config-if)# switchport trunk allowed vlan 90

#
(
(config-vlan) # name office
(
(
(
(

Paz6epem komaH b

- Nwms Vlan;

Coznanue vlan 90 B rno6ansHOM KOHpUTypauy;

Br160op HeoOxonuMbIxX uHTEpdEcoB i HacTpoiku (opt 7 u 8);
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—  IlepeBon unrepdeiicoB B pexxum trunk;
- Ho6asnenne vlan 90 (tagged).

[Tpumep HacTpoiiku mopta B hybrid:

# configure terminal

(config) # vlan 10,20,30,40,50,60

(config-vlan)# exit

(config) # interface GigabitEthernet 1/1-4

(config-if)# switchport mode hybrid

(config-if)# switchport hybrid allowed vlan 10,20,30,40,50,60
(config-if)# switchport hybrid tagged vlan add 10,20,30
(config-if)# switchport hybrid untagged vlan add 40,50, 60
(config-if)# switchport hybrid ingress-filtering
(config-if)# switchport hybrid native vlan 40

IIpumep HACTpONKH IOPTA B aCCeSS:

# configure terminal

(config) # vlan 40

(config-vlan)# exit

(config) # interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 40

4.2. PacmiupeHHble HACTPOMKH

4.2.1. DHCP
4.2.2. DHCPv4

DHCP (mpoTokon qruHaMU4YecKOW HACTPOWKH y3J1a) — CETEBOM MPOTOKOJ, MO3BOJISTFOIITHI
KOMIIbIOTEpaM aBTOMaTH4ecKkHu mnoiydats [P-anpec m npyrue mapamerpbl, HEOOXOJUMBIE IS
pabotel B cetu TCP/IP. JlanHblii mpoTokosn paboTaeT Mo MOAENH «KJIHEHT-cepepy». [l
aBTOMATHUYECKOW KOHGUIypaluM, KIMEHT Ha JTarne KOH(QUrypalMHu CEeTeBOTO YCTpoHcTBa
oOparaeTcs K Tak HazpiBaeMomy cepepy DHCP u monydaet oT Hero Hy’>KHbIE TTapaMeTphI.

Komanna ‘()HHC&HHG

['moGasibHbIe HACTPONKHU

ip dhcp server Bxmtounts DHCP cepsep

no ip dhcp server Brikmounts DHCP cepep

ip dhcp excluded-address JloGaBuTh AMana3oH-rpyniy UCKI0YaeMbIX

<ipv4 addr><ipv4 addr> IP agpecoB. OOBIUHO ajpeca LUIIO30B, TaK
kak DHCP cepBep He NOKEeH pas3aaBaTh
azipeca IUTI030B KJIMEHTaM
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no ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

VY IanuTe IUAnasoH-IpyIy HCKIOYaeMbIX
IP agpecos.

Hacrpolika nyna agpecos

ip dhcp pool <word32>

no ip dhcp

Cozpgate nyn IP-agpecoB wiaum BOWTH B
PEKUM HACTPOWKHU CYIIECTBYIOIIETO ITyJia.
B KayecTBe apryMeHrTa <word32>
YKa3bIBAaETCS  YHUKAJIbHOEC  OYyKBEHHO-
udpoBoe UM Myna (pa3auvaeT 3arjJaBHbIC
U CTpOYHBIC OYKBBI, JUIMHOW A0 32
CHUMBOJIOB 0€3 pOo0OETIOB).

VYnamure nyn IP-agpecoB co Bcemu ero
HAaCTPOMKaMHU.

{host | network}
<ipv4 ucast><ipv4 netmask>

no f{host | network}

3amate cethb ans myna (network) wimm
HacTpPOUTh Iyd Il ogHOro Xocta (host).
Tpebyer BBOma IP-ampeca xocra wunm
nojiceTd B popmare <ipv4 ucast> ¥ Macku
nogcetn B Qopmare  <ipv4 netmask>
(manpumep: 192.168.1.0 255.255.255.0).

OTMEHHTh TPUBSA3KY CETH WIM XOCTa K
nyiy. Beimada agpecoB u3 3TOTO 1uamna3oHa
PEKPATUTCS.

address <ipv4 ucast> interface
<interface id>

no address <ipv4 ucast>
interface <interface id>

Beimenmute  ¢uxcupoBannbiii  [P-agpec
¢dopmara <ipv4 ucast> 1 JKECTKO 3aKpEIUTh
ero 3a KIMEHTOM, IOJKIIOYEHHBIM K
YKa3aHHOMY nopty/unrepdeicy
<interface id>

Vnanute npuBsS3Ky QukcupoBaHHoro IP-
azpeca K ykazaHHOMY MHTepdeicy. Aapec
CHOBa CTaHET JOCTyHmeH Uil oOImel
JMHAMHWYECKOW BbIJAYH.

lease {<0-365> [<0-23>] [<0-59>]
| infinite}

no lease

3agate BpeMs apeHabl azapeca. MOXHO
yKa3aTh Cpok B popmare </[nm> [<Yacer>]
[<Munytb>| (Hanpumep, lease 1 2 2 — 1
JIeHb 2 yaca 2 MUHYTBI) UM HUCIOJIb30BATh
KJItoueBoe ciioBo infinite myist 6eccpouHoit
apenipl. [To ymonuanuio ajgpec Bb1aeTCs Ha
24 4aca.

COpocuth BpeMsl apeHabl ajpeca Ha
CHUCTEMHOE 3HayeHue Mo yMmoydaHuio (24
yaca).

default-router <ipv4 ucast>

no default-router

Vkazarp [P-agpeca OCHOBHBIX UUIKO30B
dopmata <ipv4 ucast>, KOTOpbIE KINEHTHI
nosryyat Bmecre ¢ IP-anpecom.

Ypanmurs ykazanueld [P-anpec numrosa us
HACTPOCK IyJIa.

dns-server <ipv4 ucast>

VYkazats [P-agpeca DNS-cepBepoB gopmara
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no dns-server <ipv4 ucast>

<ipv4 ucast> ans pa3pemieHusi JOMEHHBIX
AMEH.

VYnanute  ykazanueii  [P-agpec  DNS-
cepBepa U3 HaCTPOEK MyJia.

domain—-name <wordl28>

no domain-name

3amath cyppuKC JTOMEHHOTO WMEHH ISt
KIMEHTOB. [IpUHUMAET TEKCTOBYIO CTPOKY
<word128> mmuHoi no 128 cuMBOJIOB.

YI[EU'II/ITB HMs JOMCHA M3 HACTPOCK I1YyJa.

bootfile—-name <wordl28>

no bootfile-name

Onumus 67. 3agate uMS 3arpy304HOTO
daiina wim  ¢aiga  NPOMMBKA  C
COOTBETCTBYIOLIUM pacIIMpPEHHUEM.
[IpuauMaeT TeKCTOBYIO CTpOKy <word128>
minHOM 10 128 cUMBOJIOB.

Vaanute uMs 3arpy3odHoro (aiina w3
HACTPOEK ITyJIa.

tftp-server <wordl28>

no tftp-server

Onumus 66. 3anats [P-anpec unu umsa TFTP-
cepBepa, rjae XpaHsaTcs (aiiiabpl 3arpys3KH.
[IpuHUMaeT TEKCTOBYID WJIM aJIPECHYIO
ctpoky <word128> amunoit go 128
CHMBOJIOB.

Vnamute agpec TFTP-cepBepa u3 HacTpoek

nyJa.
vendor class-identifier Onuun 60 U 43.
<string64> specific-info 1. Kommnonenr vendor class-identifier
<word66> <string64> BKJIFOYAET MIPOBEPKY

no vendor class-identifier
<string64>

uaeHTuuKaTopa kiacca Benjaopa (Option
60). CepBep OTBETHUT TOJIBKO TEM KIIUEHTaM,
KOTOpbIE MPHCIIATU TOYHO TaKOW )K€ TEKCT.
Ctpoka aauHOii 10 64 CUMBOJIOB
00513aTEeJIbHO NMHUIIETC B KaBbIYkax ""
(Hanmpumep: "Server").
2. Kowmmonenr specific-info <word66>
3ajaeT cnenu(uyHble HACTPONKM BEHIOpa
(Option 43). 3HaueHne NPUHUMAET CTPOKY
<word66> (HEX-kom no 64 oxTeTroB) u
CTPOro  00s13aTeJbHO  BBOIMTCH €
npedpuxkcom Ox (Hanpumep:
0x0104c0a80101).

VY nanuts HacTpoiiku 60-i u 43-ii onui aus
YKa3aHHOr0 KJjacca.

broadcast <ipv4 ucast>

no broadcast

3a/aTh KOHKPETHBINM MIMPOKOBEIIATEIbHBIH
[P-anpec  dopmara <ipv4 ucast> s
WCIIOJIb30BaHUs B TIOJICETH KJIMEHTA.

VYaanmuTe  IIMPOKOBEIATENBHBIN  ajpec.
CepBep BepHETCS K CTaHJApPTHOMY pacyeTy
110 MaCKe MOJCETH.
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client-identifier {mac-address
<mac_addr> | name <linel28> |
fgdn <1inel28>}

no client-identifier {mac-
address <mac addr> | name
<linel28> | fgdn <linel28>}

IIpuBsasate [P-ampec Kk  yHHKaIbHOMY
unentudukatopy DHCP-knuenta (Option
61). Ilo3BonsieT BBINOJHUTH NPUBA3KY I10
buznaeckomy MAC-aapecy (mac-address),
MIPOM3BOJILHOMY TEKCTOBOMY MMEHH (name
10 128 CHUMBOJIOB) WM TIO YCTapeBIIEMY

dbopMaTy TOTHOTO JIOMEHHOTO HMEHU
(fqdn).
VY nanuth MIPUBSI3KY [P-agpeca K

YKa3aHHOMY UIACHTU(DHUKATOPY KIHUEHTA.

client—-name <wordl28>

no client-name

3amath (UKCUPOBAHHOE WM XOCTa IS
koHKkpeTHoro DHCP-knuenra. [Ipunumaer
ctpoky <wordl28> mmHOW g0 128
CHMBOIJIOB.

VYianuTh UMs XOCTa KJIMEHTa U3 HACTPOCK
nyJa.

hardware-address <mac address>

no hardware-address
<mac address>

[MpuBszate IP-ampec k  Qusmueckomy
anmapatHoMmy MAC-azipecy ceTeBoil KapThl
KirenTta ¢popmara <mac_address>.

VY nanute npusszky no MAC-aapecy.

netbios-name-server <ipv4 ucast>

no netbios-name-server
<ipv4 ucast>

Vkazare  [P-agpeca  cepBepoB  HMMEH
NetBIOS (WINS) dopmata <ipv4 ucast>
11 Windows-KJIMEHTOB.
Vnamute IP-agpec  cepsepa NetBIOS
(WINS) u3 mapameTpoB myJa.

netbios-node-type {b-node | h-
node | m-node | p-node}

no netbios-node-type

3anate Tun y3na NetBIOS nns Hactpoiiku

nopsijika paspereHus HUMEH.
* b-node — TOJIBKO MIMPOKOBEIIATEIbHbBIE
3aMnpoCkl (Broadcast)
* p-node — TOJNBKO HYepe3 cepBep HUMEH
WINS (Peer-to-peer)
* m-node — CHavaja HIMPOKOBEIIAHHE,
3aTemM WINS (Mixed)
* h-node — cnayama WINS, 3arem

mpokoermanue (Hybrid)

C6pocuTs tun y3na NetBIOS na cuctemnoe
3HAYEHHE M0 YMOIYAHUIO.

netbios-scope <wordl28>

no netbios-scope

Vka3zaTth TekcToByr0 oOmacth NetBIOS
(NetBIOS scope string). [Ipuaumaet cTpoky
<word 128> nnuHoii 1o 128 cuMBOIIOB.

Y nanute obnacts NetBIOS u3 mapamerpos
myJia.

nis-domain—-name <wordl28>

3amaTh WMS JOMEHa CIYXKOBl CETeBOM
uHpopmanuu NIS ang  Unix-kJIneHTOB.
[Tpunumaer ctpoky <word128> nmHoil 10
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no nis-domain-name

128 cuMBOJIOB.

VY namute umg nomena NIS.

nis-server <ipv4 ucast>

no nis-server <ipv4 ucast>

Vkazare [P-ampeca cepBepoB  ceTeBOit
uHpopmanuu NIS popmara <ipv4 ucast>.

Y nanuts [P-anpec cepepa NIS.

ntp-server <ipv4 ucast>

no ntp-server <ipv4 ucast>

Vkazate [P-ampeca cepBepoB CETEBOro
Bpemenu NTP ¢opmara <ipv4 ucast> mns
CUHXPOHM3AIMH YaCOB KJIMEHTOB.

VY nanute [P-anpec ceppepa NTP.

Reserved-only

no reserved-only

IlepeBecTn myJs1 B peXuM BBLIAYU aIPECOB
TOJBKO JUISL TEX YCTPOWCTB, KOTOPHIE SIBHO
yKa3aHbl B komManaax address. 3ampockl oT
BCEX OCTAJbHBIX HEU3BECTHBIX YCTPOWCTB
cepBep OyJeT UTHOPUPOBATb.

OTkiarounTh cTporuil pexum. Pazpemutsb
JUHAMUYECKYIO BblIauy JIIOOBIX CBOOOIHBIX
anpecoB IIyJa BCEM 3allpalllMBAIOIIAM
KJIMEHTaM.

DHCP Relay

ip dhcp relay

no ip dhcp relay

Bxutouenne ¢pynkunn DHCP Relay

Boikmouenne gpynkuuu DHCP Relay

ip dhcp relay server
<ipv4 ucast>

no ip dhcp relay server

Orta komanja HactpauBaet [P aapec cepsepa
DHCP, koTopoMy OyayT niepeHanpaBisThCs
3anpocbl  kiaueHtoB DHCP. Ilapamerp
<ipv4 ucast> — 310 IPv4 anpec cepsepa
DHCP.

JanHas KOMaH/a yaanser paHee
HacTpoeHHBbIH aapec cepBepa DHCP Relay
Agent. Ilocne BbINOJHEHUS KOMAaH/IbI
YCTPOMCTBO  MEpPECTaHET  OTIPABIISATH
3anpockl DHCP nanHoMy cepBepy.

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160op nopToB /17151 HACTPOMKYU apaMeTpoB

ip dhcp snooping max-client <1-
2048>

Komanna I103BOJISAET OTPaHUYUTh
konuuectBO  DHCP-kIMeHTOB, KOTOpBIM
pa3pelieHo Ioiydarb JuHamudeckuit [P-
ajipec Ha omnpeaesI€HHOM HHTepderice
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ip dhcp snooping trust Hacrpolika pexxuma 115 nopra:
JloBepeHHBIH (Trusted) — mopT
KOMMYTaTopa, K KOTOPOMY MOIKIIOUYEH
npyroii kommyrtarop uiau DHCPcepsep.
DHCP-nakersl, IIOJIyYCHHBIE c
JIOBEPEHHOT0 MOPTa, HE OTOPACKIBAIOTCSL.

Henanéxupiii  (Untrusted) — mopt, K
no ip dhcp snooping trust KOTOpPOMY MOAKIKOYeH KiuenT. DHCP-
OTBETHI, TPHUXOJSIIME C JTOro IOpTa,
orOpacbiBatoTC ~ KoMMmyTaTopoM.  Jlnd
HEHAAEKHBIX TIOPTOB BBIMOJHACTCS PAX
nposepok coobuiennit DHCP u co3paéres
06aza panHeix npuBszkn DHCP (DHCP
snooping binding database).

Hacrpoiika interface vlan

ip dhcp snooping Bxutouenne ¢pynkunu DHCP snooping
no ip dhcp snooping Briknrouenune Gpynkuuun DHCP snooping
ip dhcp relay enable Jlannas komanna BkiroyaeT pexxum DHCP

Relay Agent Ha  COOTBETCTBYIOIIEM
uHTepdelice ycTponucTna.

no ip dhcp relay enable Jannas komanja Beikitovaet peskum DHCP
Relay Agent Ha  COOTBETCTBYIOIIEM
uHTepdeiice ycTpoicTaa.

ip helper-address < ipv4_uca st> Komanna 3amaér aapec DHCP-cepBepa’
KoTopoMy Oynyt ornpasiensti DHCP-
3aMpochkl OT KJIMCHTOB, HAXOJSIIIMXCS B
nanHo# nojacetu (VLAN).

no ip helper-address Komanga no ip helper-address cmyxut s
ynanenuss Hactpoiiku DHCP  Helper
Address Ha unTepdeiice.

ip dhcp server Bxmounte DHCP cepBep Ha unTepdeiice.

no ip dhcp server Boikmounts DHCP cepBep Ha unTepdeiice.

[Tpumep Hactpoiiku DHCP cepsepa:

# configure terminal

(config)# vlan 3

(config-vlan) # exit

(config)# ip dhcp server

(config) # interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 3
(config-if)# exit

(config)# interface vlan 3
(config-if-vlan)#ip address 10.10.10.3 255.255.255.0
(config-if-vlan)#ip dhcp server
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(config-if-vlan)# exit
(config) #ip dhcp pool 3

(

(config-dhcp-pool) #lease 1 0 O

4.2.3. DHCPv6

config-dhcp-pool) #network 10.10.10.0 255.255.255.0

Komannma

\ Onucanue

['moGasibHBIE HACTPOHKHU

ipv6 dhcp snooping

no ipv6 dhcp snooping

Bxmrounts pexxum DHCPv6 snooping. Korna
Bkimtoyen  pexum  DHCPv6  snooping,
coobmienus 3anpoca kaueHta DHCPv6 OymyT
IIepechUIaTbCs Ha JOBEPEHHbIE MOPTHl U
paspemiath OTBETHbIE MAKEThl TOJBKO OT
JIOBEPEHHBIX MIOPTOB.

Brikmrounts peskum DHCPv6 snooping

ipv6 dhcp snooping nh-unknown
{allow | drop}

Bri6op 00pabOTKHM HEW3BECTHBIX 3HAYCHHI
3arosoBka  [Pv6. Kommyrtarop JIOJIKEH
aHaAJIM3UPOBATh Bce makeTsl IPv6 ans kmueHTa
DHCPv6, 4T00BI OIIpeenuTh, AHCTBUTETHHO
1 310 coobienue DHCPv6

Bo3smoxzbIe BapUaHTHI:
drop- OTbépackIBaTh MAKEThl C HEU3BECTHBIMU
3aroJIoBKaMu pacluMpeHust IPv6. D10
Hanbosee 0€30MacHbIi BapUaHT, HO OH MOXKET
nmpuBecTH K  mepebosm B Tpaduke
allow-Pa3pemuTh MakeTbl ¢ HEU3BECTHBIMU
3aronoBkamMu pacmupenus [Pv6. 1o menee
0€30MacHbIl BapUaHT, HO OH MPEIOTBPAILLACT
nepedou B Tpaduke.

Dhcep6 Relay mst onpenenensoro vlan.

interface vlan <vlan list>

Co3nanue unrepgeiica Vlan

ipv6e dhcp relay interface vlan
<vlan id>

Vkazanue wuneHtuduxkaropa uHTEpeEiica,
WCIIOJIB3YEMOTO JJIl PETPAHCIISLINHU.

ipv6e dhcp relay destination
<ipv6_ ucast>

VYkazanue anpeca IPv6. IPvb-anpec cepsepa
DHCPv6, Ha KOTOpBIM JOJKHBI  OBITH
pPETPaHCIMPOBaHbl  3alpPOCHL. 3HAYEHUE  II0
ymomyanuto «ff05 :: 1: 3» o3Hauaer «i1ro60M
DHCP-cepsep».

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br160p nopToB 17151 HACTPOIKHU MapaMeTpoB

ipv6 dhcp snooping trust

no ipv6 dhcp snooping trust

Hactpoiika pexuma paboTel mopTa Kak
HaJEeKHBIA HCTOYHUK coobenuit DHCPv6.

OTMeHa KOMaHJIbl M YCTaHOBKA peXHUMa
paboThl  KaKk  HEHAAEKHBIH  HMCTOYHHK
coobmenuit DHCPv6.
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4.2.4. DHCPv6 onuuu 37 u 38

DHCPv6 (Dynamic Host Configuration Protocol for IPv6) mnpumensercs s
aBTOMATUYECKOM BbIIauu KiueHTam [Pv6-anpecoB, mnpeduKcoB M MHpOYUX HEOOXOIUMBIX
HacTpoek. Eciu KiMeHT 3anpammBaeT KOHQUrypanuoHHbIe mapaMeTpsl y ynanéunoro DHCPv6-
cepBepa, pacIooKEHHOTO BHE CBOETO CETMEHTa CeTH, OH oOpariaeTcs kK Hemy dyepe3 DHCPv6
Relay. IlomyuuB cooOiieHre OoT KIMEHTa, pelie OTIPABISIET ero CepBepy B MakeTe Tuma “‘relay-
forward”, a oTBET OT cepBepa BO3BpAIIACTCS aHAJIOTUYHO B coo0meHuu “relay-reply”.

Opnnako npu ucnosnszoBanun DHCPv6 Relay Bo3HukaroT npo0iaeMbl, Takue Kak 3alura ot
HEJIETAIbHBIX TPUCBAWBAHUN aJpecoB M HEOOXOAMMOCTh TOYHOro HazHaueHus [Pv6-aapeca
KOHKpPETHOMY yCTpOMCTBY. [l MX penieHust IpUMEHSI0TCs AonosHuTenbHble onuuun DHCPv6 —
omiuu 37 ("Subscriber-ID") u 38 ("Remote ID"), monpoOHo onurcannbie B JokymeHTax RFC4649
u RFC4580 cooTBeTCTBEHHO.

OTH ONUKU NOMOTAIOT UIACHTHU(PHUIMPOBATH IOJIb30BATENICH U yCTPOWCTBA, TapaHTUPYIOT
IIPO3PAaYHOCTh MPOLEAYPBl PaCHpEeNICHUsl aIpecoB U YIPOLIAIOT OTCIEKHWBAHUE 3aIPOCOB B
o6onpmux ceTsax. DHCPv6 Relay no6apisieT ykazaHHbIE OMITUM K HCXOJISIIMM 3allpocaM KIUEHTa
U yJalnseT UX U3 MOJYYEHHBIX OTBETOB cCEpBepa, OOecrneuuBas TAaKUM 00pa3oM IOJIHYIO
HEIPO3pAaYHOCTh JJIs1 KOHEUHOT'O KJIMEHTA.

Komanpga Omnucanue

B rnob6anpHOM pexume

ipv6e dhcp snooping remote-id Brirounte  momnmepkky ommum 37 B

option DHCPv6-snooping.

no ipv6 dhcp snooping remote-id | BeIKIHOYMTH HOAAEPKKY omuuu 37 B

option DHCPv6-snooping.

ipv6e dhcp snooping subscriber-id | BxmounTs MOMIEPKKY omuu 38 B

option DHCPv6-snooping.

no ipv6 dhcp snooping Boikmtounts momnepkky onuuu 38 B

subscriber-id option DHCPv6-snooping.

ipv6e dhcp snooping remote-id Hacrpours pexUM MIOJIUTUKH pu

policy [drop|keep|replace] nonryaennn DHCPv6 3anpoca, KOTOphIi yike
colepxxut onuuto 37: drop - 3ampoc
Oyner otOpoieH; keep - 3ampoc Oyaet

nepenaH 6e3 00paboTku; replace - moine
ornuuu 37 Oyaet 106aBIEHO areHTOM.
BoccTaHOBUTh 3HAY€HHE IO YMOIYaHHUIO

no ipvé dhcp snooping remote-id (replace) .

policy

ipv6e dhcp snooping subscriber-id | HactpouTh pPEeKUM HOJUTUKHU npu
policy [droplkeep|replace] nonyueann DHCPv6 3anpoca, KoTopblii yke

coJIepKUT onuuto 38: drop -3ampoc Oyzaer
otOpomieH; keep - 3ampoc OyaeT mepenaH
0e3 00paboTku; replace - MOJE OMIUH
38 Oyzaet mo0aBIEHO areHTOM.

BoccTaHoBUTE 3HaueHHE 110 YMOJTYaHUTO

no ipv6 dhcp snooping (replace) .

subscriber-id policy

ipv6e dhcp snooping subscriber-id | Beibparh pa3aenuTenn MEXITY

select pv delimiter [<cr>| HAUMEHOBAHMEM IIOpTA JUIS OMIMU  38.

<word>] JlocTyHBI CHMBOJTBI
#1.1,1:1:1/|+|opobeu.

no ipve6 dhcp snooping BoCCTaHOBUTL 3HAYEHHS MO YMOJIYAHHIO -
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subscriber-id select pv
delimiter

0e3 pa3aenuTens.

ipv6e dhcp relay remote-id option | BxmouwTh MOMAEPKKY omiuu 37 B

no ipvé6 dhcp relay remote-id DHCPv6-relay.

option Brixmounts  mopgepxkky onuud 37 B
DHCPv6-relay.

ipv6 dhcp relay subscriber-id Bxtountes mommepkky ommuu 38 B

option DHCPvb6-relay

no ipveo dhcp relay subscriber-id | BeIKIOUdTh HOMAEPKKY oOnIMH 38 B

option DHCPv6-relay

ipv6e dhcp relay subscriber-id Bribpatb paszieauTenb MEXY

select pv delimiter [<cr>| HauMeHoBaHueM  vlan s ommmm  38.

<word>] JocTynHbl CUMBOJIbI
#1.1,171:1/1+|opoBeut.

no ipv6 dhcp relay subscriber-id
select delimiter

BoccTaHoBUTh 3HaYeHUs MO YMOJYAHUIO -
0e3 pa3aenuTens.

B pexuMe HacTpoMKHU TOpPTa KOMMYTaTopa

ipv6 dhcp snooping remote-id
<wordl28>

no ipv6 dhcp snooping remote-id

3amate couepkaHUE ONIMU 37 CTPOKOM
<remote-id>, He Oojee 128 cuMBOJIOB.

BoccraHOBUTH 3HaueHHE M0 YMOJIYAHUIO
(VLAN MAC) .

ipv6o dhcp snooping subscriber-id
<wordl28>

no ipv6 dhcp snooping
subscriber-id

3amaTh cojepkaHue onuuu 38 CTpOKoi
<subscrider-id>, He Oomee 128
CHMBOJIOB.

BoccraHoBUTh 3HayeHHE MO YMOIYAHUIO
(VLAN+port)

B pexxume HacTpoiiku vlan naTEpdeiica

ipv6e dhcp relay remote-id
<wordl28>

no ipv6 dhcp relay remote-id

3amathe couepkaHUE ONIMU 37 CTPOKOM
<remote-id>, He Oojnee 128 cuMBOJIOB.

BOCCTaHOBI/ITL 3HAUYCHHUEC II0 YMOJ'I‘-IaHI/IIO
(VLAN MAC) .

ipv6e dhcp relay subscriber-id
<wordl28>

no ipv6 dhcp relay subscriber-id

3amaTh conepkaHue onuuu 38 CTpOKoOi
<subscrider-id>, He Oomee 128
CHMBOJIOB.

BoccraHoBUTh 3HaueHHE MO YMOIYAHUIO
(VLAN+port)

Komasn el mpocMoTpa nH(pOopMaIun

show ipv6 dhcp
snooping[interface|<cr>]

Otobpakaer o0myro uHpOpMaIMO O
coctosiHuM pyHKIMU DHCPvV6 Snooping
Ha KommyTarope. Iloka3piBaeT cocTosiHUE
aKTUBHOCTH, CITHCOK JIOBEPEHHBIX
UHTEpdEIcoB.

- interface — moka3zarh HHPOPMAIIUIO
0 KOHKpPETHOMY HHTep(eiicy.

- <cr> — 3aBepIIUTh BBOJ KOMaHIHOM
CTPOKH M BBIBECTH OOITYI0 HH()OPMAITHIO.

show ipv6 dhcp snooping
statistics [interface|<cr>]

IToka3piBaeT cTaTUCTUKY PabOTHl (HYHKIUU
DHCPv6 Snooping, BKito4as KOJIUYECTBO
00pabOTaHHBIX MAaKETOB, OOHAPYXEHHBIX
aTaK U OTKIIOHEHHBIX 3aIPOCOB.

- [interface | <cr>] —
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MIPOCMOTPETh TOJIPOOHYI0 CTATUCTHKY IT0
yKa3aHHOMY WHTEp(EiHCy WM BBIBECTH
0o0mmii OT4éT.

show ipv6 dhcp snooping
statistics zero-suppress
[interface|<cr>]

[Toka3bIBaeT CTaTUCTUKY pabOThl (HYHKIHMH
DHCPvo6 Snooping, BKJIIOYast
KOJINYECTBO 00paboTaHHBIX MMaKeToB,
OOHapy»EHHBIX aTaKk U OTKJIOHEHHBIX
3anpocoB.  OAHAKO  BBIBOJUT  TOJBKO
HEHYJEBBbIE 3HAYEHUs] CTAaTUCTHUKHU, YTO
yA00HO It OBICTPOrO aHajau3a TEKYIIUX

roKaszaTeeu paboTsI DHCPvV6
Snooping.
- [interface | <cr>] —

MIPOCMOTPETh TMOAPOOHYIO CTATUCTHKY IIO
yKa3aHHOMY HMHTEp(EiCy WIM BBIBECTH
00l OTYET.

show ipv6 dhcp snooping table

OTtob6paxkaeT nmoapoOHy0 MHPOPMALIUIO IO
BCEM TOJIKJITIOYCHHBIM KJIMCHTaM.

show ipv6 dhcp relay [interface
vlan <vlan id>|<cr>]

Hcnosnb3yercs ais npocMoTpa COCTOSHUS U
koH¢puryparun DHCPv6 Relay arenToB Ha
KOMMyTarope. OTa KOMaHAa IOKaXeT
UH(GOPMAIUIO O HACTPOEHHBIX VLAN'ax u
uHTEpdeiicax, HCIIOJIb3YEMbBIX U1
nepenamnpasieHuss DHCPv6-3ampocoB OT

KIIMEHTOB K CEPBEPAM.
- interfacevlan<vlan id> —

MOCMOTPETh  CTAaTyC arcHra DHCPv6
Relay mird ykazanHoro VLAN.

- <cr> — BBIBECTH 0O0llee COCTOSHHE
DHCPv6 Relay.

show ipv6 dhcp relay statistics
[interface vlan <vlan id>|<cr>]

BriBener crarucruueckne  JaHHBIE O
MIPOU3BOAUTENBHOCTH DHCPv6 Relay,
BKJIIOYas 4YHUCJIO II€pEeJaHHBIX M HPUHATBHIX

MaKEeTOB, OMIMOOYHBIC MMAKETHI U TPOYEE.
- [interfacevlan<vlan id> |

<cr>] — MPOCMOTP CTAaTUCTHKU [UIA
koHkpeTtHoro VLAN wnu oGriero otuéra.

[Tpumep Hactpoiiku ipv6 dhep snooping:

# configure terminal

(config) # hostname NTS

NTS (config)# vlan 200

NTS (config-vlan)# exit

NTS (config)# ipv6 dhcp snooping

NTS (config)# ipv6 dhcp snooping remote-id option
NTS (config)# ipv6 dhcp snooping subscriber-id option

NTS (config-if)# description "client"

NTS (config-if)# switchport access vlan 200

)
NTS (config-if)
)

#
NTS (config-if) #

no ipv6 dhcp snooping trust

(
(
(
(
NTS (config)# interface GigabitEthernet 1/1
(
(
(
( ipv6 dhcp snooping remote-id 00-03-0£-00-00-01
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NTS (config-if)# ipv6 dhcp snooping subscriber-id
v1an200+GigabitEthernetl/1

NTS (config-if) # exit

NTS (config-if)# interface GigabitEthernet 1/24
NTS (config-if)# ipv6 dhcp snooping trust

NTS (config-if)# description "server"

NTS (config-if)# switchport access vlan 200

[Tpumep nactpoiiku ipv6 dhep relay:

# configure terminal

(config) # hostname NTS

NTS (config) # vlan 10,20

NTS (config-vlan) # exit

NTS (config)# ipv6 dhcp relay remote-id option

NTS (config)# ipvé6 dhcp relay subscriber-id option

NTS (config)# interface vlan 10

NTS (config-if)# ipv6 address 2001:daB8:10:1::1/64

NTS (config-if)# ipv6 dhcp relay destination 2001:da8:100:1::2
interface vlan 20

NTS (config-if)# ipv6 dhcp relay remote-id 00-03-0f-00-00-02
NTS (config-if)# ipv6 dhcp relay subscriber-id
vlan20+GigabitEthernetl/2

4.2.5. DHCP snooping u onuus 82

DHCP snooping konTponupyer mnpouecc nonydenus DHCP-xkimentom IP-ampeca s
npenorBpauienuss arak DHCP u nossnenuss nHenerutumubix DHCP-cepBepoB B certn,
yCTaHaB/IMBasl JOBEPEHHbIE W HE JOoBepeHHble MOPThl. COOOIIEHUS M3 JOBEPEHHBIX IOPTOB
NEepealoTcs KOMMYTAaropoM ©0e3 mpoBepkd. JloBepeHHbIE MOPThl MCIONb3YHOTCS IS
noxkitouenuss DHCP-cepsepa ninun DHCP-petpancnsTopa, a He JOBEpEHHBIE - ISl TOAKIIOUYEHUS
DHCP-xkmuentoB. Kommyrtarop mnepenaer cooOmienns DHCP-3ampocoB M3 HE JOBEPEHHBIX
nopToB, HO He nepeaaer DHCP-otsetsl. Onuus 82 no3possier koMMmyTatopy 106asists B DHCP-
3anpochl KiueHTa HHPopmanuio remote-id (uaeHtuduxkarop kommyraTopa) M circuit-id
(unentudukarop nopra KOMMyTaTopa) nepea nepenaueit sanpoca Ha DHCP-cepsep.

Komanna Onucanue
B rno0anbHOM pexkume
ip dhcp snooping vlan Bxntounts koHTposs mnpotokona DHCP B
<vlan list> npezenax BbIOpaHHOM

vlan.
ip dhcp snooping max-client YCTaHOBUTH  MaKCHUMaJbHOE  KOJUYECTBO
<1-2048> KJIMEHTOB.
ip dhcp snooping information VYeraHoBUTh (opMar 3HadeHUi onuun §2.
option format [ascii]|hex]
ip dhcp snooping information Pa3pemnts komMmmyTaTropy no0aBieHHE ONLUN
option 82 npu pabote nporokosa DHCP.
ip dhcp snooping information Pazpemute npunumate DHCP-makerst ¢
option allowed-untrusted oniueit 82 0T «HEHAJEKHBIX» MOPTOB.
ip dhcp snooping information Ycranosuts uaentugukarop CircuitlD onuun
option circuit-id 82.

hostname CucremHoe ums
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port ITopt B dopmare
Gigabitethernet<stacked>/<inter
faceid>

remote-mac MAC-address kirenra

string ¢popmat ornpenenseTcs moab30BaTelIeM,
KOTOpO€ 3aKII0YaeTcss B JBOMHBIC KaBBIYKU
(""). Crpoka MOXET COJepKaTh JIOObIC
CUMBOIJIbI, BKJIIOYasl CIeIHaIbHbIE CUMBOJIBI U
pooeJIbl.

switch-mac MAC-address kommyTaTopa

vlan Unentuduxarop vlan <vid>

[Ipn ompeneiseHMH MOXKHO —HCIIOJIB30BATh
11a0JIOHBI:

%h: hostname;

%p: KOopoTKO€ UM 1opra, Hanpumep gil/l;
%P: nnuMHHOE WM TIOpTa, HaIpUMep,
gigabitethernet 1/1;

%m: mak-anpec nopta B popmare H-H-H-H-
H-H-H;

% M: mak-aapec cuctemsl B popmare H-H-H-
H-H-H-H;

%S$: HOMEp IOHUTA B CTEKE;

%n: HOMEp mopTa;

%i: IP anpec knueHra;

%v: unentudukarop vlan;

%c: mak-anpec knueHTa B popmare H-H-H-H-
H-H.

ip dhcp snooping information
option delimiter

VY CTaHOBUTH dbopmar pas3aeiuTens
colonCumsoir'":'

dotCumsoir'.'

nonede3 CHMBOJIA

slashCumsoin /'

spacellpoben

ip dhcp snooping information
option remote-id

YcranoButh ueHTudukarop Remote agent ID
ommu 82.

hostname CucremHoe ums

string ¢popmaT ornpenensieTcs noab30BaTeNEM,
KOTOpOE 3aKJII04aeTcsi B JABOMHBbIE KaBbIUKU
(""). Ctpoka MOXET cojAepX)aTh JOObIC
CHMBOJIbI, BKJIIOYasi CHEIIMAIbHbIE CUMBOJIBI U
poOebI.

mac MAC-address kommyTaTopa

[Ipn ompeneneHMH MOXKHO HCIIOJIb30BATh
11a0JIOHBI:

%h: hostname;

%m: mak-anpec nopra B ¢popmare H-H-H-H-
H-H-H;

% M: mak-aapec cuctemsl B popmare H-H-H-
H-H-H-H;

%c: Mak-anpec knuenTa B popmate H-H-H-H-
H-H.

B pexxume HacTpoiiku uHTepdeiica
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ip dhcp snooping max-client
<1-2048>

VYCTaHOBUTE  MaKCUMAaIbHOE
KIIMCHTOB 4JId 3TOI'0 nopTa.

KOJIMYECTBO

no ip dhcp snooping trust

YceraHOBUTH IOPT, Kak He noBepeHHbId. Ilo
YMOJIYAaHHUIO BCE MOPTHI JIOBEPEHHBIE.

ip dhcp snooping information
option

Pa3permuts nob6asnenue omnmuu 82 mpu pabore
npotokonaa DHCP niis storo nopra.

ip dhcp snooping information
option global

Hcnonp3oBaTe  HACTPOHMKHM  TI00aTbHOU
KoHpuryparuu onuuu 82 mnpu  pabdote
nporokosia DHCP juist atoro nopra.

ip dhcp snooping information
option circuit-id

VYcranoButh uaeHtudukarop CircuitID ommumn
82.

hostname CucreMHoe ums

port ITopt B dopmare
Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kinenra

string ¢opmar onpezesnsieTcs: NOJIb30BaATENIEM,
KOTOpOE 3aKII0YaeTCsl B JBOWHBIC KaBBIYKU
(""). Crpoka MOXeET coaepkaTh JtoObIe
CUMBOJIBI, BKJTFOYAsl CIICIIHAILHBIC CHMBOJIBI
poOeIIbI.

switch-mac MAC-address kommyTaTopa

vlan Mnentudukarop vlan <vid>

[Ipm ompeneircHWH MOXKHO HCIIONB30BATh
1abJIOHBI:

%h: hostname;

%p: KopoTKOe UM mopta, Hanpumep gil/1;
%P: mHHOE WMS TOPTa, HANPUMED,
gigabitethernet 1/1;

% m: mak-aapec nopra B ¢popmare H-H-H-H-
H-H-H;

% M: mak-aapec cucremsl B popmare H-H-H-
H-H-H-H;

%s$: HOMEp IOHUTA B CTEKE;

%n: HOMEp MOPTA;

%i: IP anpec kiueHra;

%v: unentudukarop vlan;

%c: mak-anpec kinueHTa B popmare H-H-H-H-
H-H.

ip dhcp snooping information
option delimiter

Y cTaHOBUTH
colonCumaon':'
dotCumsorr'.'
noneode3 CHMBOJIA
slashCumsoin /'
spacellpoben

dbopmar pasnenurens

ip dhcp snooping information
option format [ascii]|hex]

YcranoBuTh (opMmar 3HaYeHUN onuuu 82 mis
9TOrO IOPTAa.

ip dhcp snooping information
option remote-id

Ycranosuts unentudukarop Remote agent ID
o 82.

hostname CucremHoe nms

string ¢popmat ornpenenseTcs MoIb30BaTENIEM,
KOTOPOE€ 3aKJI0YaeTcs B JIBOWHBIE KaBBIUKH
(""M). Crpoka MOXET coJepkaTh JoObIe
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CUMBOJIbI, BKJIIOYasl CHeIMaIbHbIE CUMBOJIBI U
pooeIIbl.

mac MAC-address kommyTaropa

[Ipu omnpeneneHun MOXHO HCIOJIb30BATh
1a0JIOHBIL:

%h: hostname;

%m: mak-anpec nopta B ¢popmare H-H-H-H-
H-H-H;

% M: mak-aapec cuctemsl B popmare H-H-H-
H-H-H-H;

%c: mak-anpec kinuenTa B popmare H-H-H-H-
H-H.

Komaniel mpocMoTpa HH(pOpMaIun

show ip dhcp snooping

OtobpaxkaeT HMHPOPMALIUIO O BKIOYCHHOM

[interface]

[interface|vlan] DHCP  Snooping: cratyce  (yHKIHUH,
JIOBEPEHHBIX MopTax, VLAN-ax Ha
uHTepdeiicax.

show ip dhcp snooping status Otobpaxaer craryc KOJIMYECTBA

ITOJAKJIIOYCHHBIX KJIIMCHTOB.

show ip dhcp snooping table

OtobpaxaeT nonpoOHYI HMH(POPMALIUIO 10
BCEM TOJIKJIFOUYECHHBIM KITUECHTAM.

show ip dhcp detailed
statistics snooping

OtobOpakaeT  CTaTUCTUKYy IO
DHCPSnooping Ha unTepdeiicax.

pabore

[interface]

IIpumep HacTpoOUKH:

# configure terminal
(config) # hostname NTS

NTS (config)# vlan 200

NTS (config-vlan)# exit

NTS (config)# ip dhcp snooping
NTS (config)# ip dhcp snooping
NTS (config)# ip dhcp snooping information option remote-id %h

NTS (config)# ip dhcp snooping information option format ascii

NTS (config)# interface GigabitEthernet 1/1

NTS (config-if)# description "client"

NTS (config-if)# switchport access vlan 200

NTS (config-if)# no ip dhcp snooping trust

NTS (config-if)# ip dhcp snooping information option

NTS (config-if)# ip dhcp snooping information option circuit-id
string "NTS portl"

NTS (config-if) # exit

NTS (config-if)# interface GigabitEthernet 1/24

NTS (config-if)# description "server"

NTS (config-if) # switchport access vlan 200

vlan 200
information option

~ o~~~ o~ o~ o~ o~ o~ —~

4.2.6. DHCP-onmuu 60 u 61

Onmuu 60 u 61 — 310 mapamerpsl DHCP-nipoTokona, ucnonb3yemsie 171 HACHTU(DUKATIH
CETEBBIX YCTPOUCTB Npu nonyyenun [P-aapeca.
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Option 60 (Vendor Class Identifier) yka3siBaeT Tin yctpoiicTBa (Hanpumep, IP-tenedon,
TB-npucraska).
Option 61 (Client Identifier) yka3piBaeT KOHKpeTHOE YCcTpocTBO (00bIuHO MAC-ampec).

Komanna Onucanue

Komanna B pexxume koHdurypuposanus interface vlan

ip address dhcp class-id Hactpoiika ¢hopmara u 3anucu oniuu 60
[GigabitEthernet

<port type id> |

10GigabitEthernet

<port type id> |
ascii <word31l> |
hex <word64>]

no ip address dhcp class-id VY naneHue moyib30BaTEIbCKON 3alKUCH OIMIIMHU
60

ip address dhcp client-id Hacrpoiika ¢opmara u 3anucu onuunu 61

[GigabitEthernet

<port type id> |

10GigabitEthernet

<port type id> |
ascii <word31l> |
hex <wordo64>]

no ip address dhcp client-id VnaneHnue Mojab30BaTEIbCKOM 3aIllMCH OIIUU
61

IIpumep HACTPOMKH.

# configure terminal

(config) # vlan 100

(config)# ip address dhcp

(config)# ip address dhcp client-id ascii 00-00-00-00-00-01
(config) # ip address dhcp class-id ascii npo telecom

4.2.7. DHCP Relay nas IPv4

®ynkuueit DHCP Relay-arenra siBisiercs nepenaua DHCP-nakeToB OT KiMeHTa K cepBepy
1 00paTHO B cilyyae, €CiIM CepBep U KIUEHT HAaXOAATCS B pa3HbIX nojceTsx. Jpyroit ¢pyHkimein
ABJIsieTCA Jo0aBiieHUe NOMONMHUTENbHBIX onuii B DHCP-3anpockl knueHTa (Hanpumep, ONIUH
82).

[Tpunmun paborst DHCP Relay-arenTta: komMmyTtatop mnpuHuMaer oT kiaueHta DHCP-
3ampOCHI U MEPEIaeT UX CEpBEPY OT UMEHH KJIMEHTA (B 3aBUCUMOCTH OT KOH(HUTYparuu, 100aBIIss
CBOM OIIIUM WIM OCTaBJIsAs MPUHATHIE OT KiHeHTa). [lonydnB OTBET OT cepBepa, KOMMYTATOp
IIEepEeNAET €ro KIUEHTY.

ITpu nHactpoiike kommyTaropa B pexxume DHCP Relay MokHO 3HauMTENbHO MOBBICUTH
3¢ (deKTUBHOCTH ceTH 3a cuéT cokpauieHus komuuectBa DHCP-cepBepoB, koTopeie mpu Jpyroi
cXeMe MOHaJ00MINCE Obl T KaX/10# MMO/ICeTH.

Komanma Omnucanue

B rno6ansHOM pexnme

ip dhcp relay Brmrounte DHCP Relay-arenr.

ip dhcp relay server 3anate [P-anpec DHCP-cepsepa mist DHCP
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<ipv4 ucast>

Relay - arenra.

ip dhcp relay information policy

Bri6pars pexxum o6padotkn DHCP-naketos
c ommueit 82:

- keep — mpomyckaeT nakeTsl 0e3 U3MEHEHU I
(HaCTpPOEHO MO YMOJIYAHHUIO);

- replace — 3amemnaer comepKUMOE OIIIUU
82;

- drop — orOpackIBaeT MakeTsl ¢ oniuen 82.

ip dhcp relay information option

Pazpemuts noGaBnenue onmmu 82 1mpU

pabote npotokosa DHCP.
ip dhcp relay information option | VcranoButh wuaeHtuukarop CircuitlD
circuit-id ormu 82.

hostname Cucremuoe ums

port [Topt B dbopmate

Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kineHra

string ¢dopmar OTIpeNIeNsIeTCs
HOJIb30BATENEM, KOTOPOE 3aKIH4YaeTcs B
nBoiiuble kaBbluku (""). Ctpoka MOXKeT
coJiepKaTh J0ObIE€ CHUMBOJBI, BKJIIOYast
CTeIUAIbHBIE CUMBOJIBI M TPOOEITBI.
switch-mac MAC-address kommyTaTopa
vlan Upentudukarop vlan <vid>

IIpu omnpeneneHUH MOXHO HCIIOIB30BATh
11a0JIOHBI:

%h: hostname;

%p: KOpoTKO€ UM mopra, Hanpumep gil/l;
%P: MHHOE uWMs TMOpTa, HaIpUMED,
gigabitethernet 1/1;

%m: mak-aapec nopra B popmate H-H-H-
H-H-H-H;

%M: mak-anpec cucremsl B popmate H-H-
H-H-H-H-H;

%S$: HOMEp IOHUTA B CTEKE;

%n: HOMEp TopTa;

%i: IP agpec xnueHra;

%v: unentudukarop vlan;

%ec: mak-anpec kiauenTa B popmare H-H-H-
H-H-H.

ip dhcp relay information option
remote-id

YcranoButh naeHtupukatop Remote agent
ID onuuwm 82.

hostname CucremHoe ums

string dbopmar onpeaensieTcs
II0JIB30BATENIEM, KOTOPOE 3aKIHYaeTcs B
nBoiiable kaBbluku (""). CTpoka MOXKeT
coJiepKaTh JII0ObIe CHUMBOJBI, BKJIIOYast
CHelalIbHbIe CUMBOJIBI U POOEIIBI.

mac MAC-address kommyTaropa

[Ipn ompeneneHUM MOXKHO HCIIOJIB30BaTh
11a0JIOHBI:

%h: hostname;

%m: mak-aapec noprta B popmate H-H-H-
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H-H-H-H;

%M: mak-anpec cucremsl B popmate H-H-
H-H-H-H-H;

%c: mak-anpec kiauenra B popmare H-H-H-
H-H-H.

ip dhcp relay information option
format [ascii|hex]

YcranoBuTh (hopmar 3HaUeHUN oniuu 82.

ip dhcp relay information option
delimiter

VYcTaHoBUTH dbopmar pasaenuTens
colonCumsour':'

dotCumsorr'.'

noneode3 cUMBOJIa

slashCumson /'

spacellpoben

B pexxume HacTpitku nHTepdeiica vlan

ip dhcp relay enable

Bxmrounts paboryDHCPRelay-arenta Ha
uHTepdeiice.

ip dhcp relay information option

Pazpemmuty poGaBnenue onmuu 82 mpu
pabote nporokosa DHCPHa untepdetice.

ip dhcp relay information option
circuit-id

YcranoButs  ugentudukarop  CircuitlD
oniuu 82 Ha UHTEpPeEiice.

hostname CucreMHoe ums

port [Topt B dopmare
Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kiuenra

string dopmar OTpeeNseTcs
TIOJIb30BATENIEM, KOTOpOE 3aKJII0YacTcs B
nBoiiable kaBbluku (""). CTpoka MOXKeT
colepxaTh JIOObIE CHUMBOJBI, BKJIIOYAs
CIeIIMAbHBIC CUMBOJIBI U TIpoOebl. switch-
mac MAC-address kommyTaTopa

vlan Unentuduxarop vlan <vid>

[Ipu ompeneneHUM MOXHO WCIIOIB30BATH
11a0JIOHBI:

%h: hostname;

%p: KOopoTKO€ UM nopra, Hanpumep gil/1;
%P: mnuHHOE WMS TIOpTa, HAINPUMED,
gigabitethernet 1/1;

% m: mak-aapec nopra B ¢popmare H-H-H-
H-H-H-H;

% M: mak-anpec cucremsl B popmate H-H-
H-H-H-H-H;

%s$: HOMEp IOHUTA B CTEKE;

%n: HOMEp 1OPTA;

%i: IP angpec kiueHra;

%v: unentudukarop vlan;

%c: mak-anpec kiuenta B popmare H-H-H-
H-H-H.

ip dhcp relay information option
remote-id

YcranoButs uaeHtudukatop Remote agent
ID onmuu 82 Ha unTepdeiice.

hostname CucrtemHoe ums

string ¢dopmar oTpenieNnsercs
MOJTb30BaTENIeM, KOTOpPOE 3aKII0YaeTcsi B
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nn

nBoriHbie KaBbldkd (""). CTpoka MOXKeT
COACPIKATh HIO6BIC CHUMBOJIBI, BKJIIO4Yas
CICIUATBHBIC CUMBOJIBI M IPOOEITBL.

mac MAC-address kommyTaTopa

[Ipu ompenencHUH MOXKHO HCIIOIB30BATH
1a0JIOHBI:

%h: hostname;

%m: mak-aapec mopra B ¢opmare H-H-H-
H-H-H-H;

%M: mak-anpec cucremsl B popmate H-H-
H-H-H-H-H;

%c: mak-anpec kiauenta B popmare H-H-H-
H-H-H.

ip dhcp relay information option
format [ascii|hex]

YcTaHoBUTH opMaT 3HAYCHHUM oMK 82 Ha
uHTepdeiice.

ip dhcp relay information option
delimiter

VYcTaHoBUTH dbopmar pasaenuTens
colonCumsoir'":'

dotCumsoir'.'

nonebe3 CHMBOJIA

slashCumsoin /'

spacellpoben

ip dhcp relay information option
global

Hcnonp3oBate  HAcTpOHKM  ri100aIbHOM
KOH(uUrypauuu onuuu 82 1yis 3Toro rnopra.

Komansl mpocMoTpa uHpOpMAaIu

show ip dhcp relay

[Ipocmotp koHpurypauu DHCP
Relay-arenTa.

show ip dhcp relay statistics

[IpocMOTp KOHPUTYpALIUK U CTATUCTHKH T10
pabore DHCPRelay-arenTa.

show ip dhcp detailed statistics
relay [interface]

[IpocmoTp AeTaibHOW CTAaTUCTHUKU PAOOTHI
DHCPRelay-arenTta Ha unTepdeiicax.

IIpumep HacCTpONKH:

# configure terminal
(config) # ip routing
(config) # hostname NTS

NTS (config)# vlan 102,200
NTS (config-vlan)# exit

NTS (config)# ip dhcp relay

NTS (config)# ip dhcp relay server 192.168.200.1

)
NTS (config)# ip dhcp relay information option
NTS (config)# ip dhcp relay information policy replace
NTS (config)# ip dhcp relay information option circuit-id %v
NTS (config)# ip dhcp relay information option remote-id %c
)

NTS (config)# interface GigabitEthernet 1/1
NTS (config-if)# description "client"
NTS (config-if)# switchport access vlan 102

NTS (config-if)# exit

NTS (config)# interface GigabitEthernet 1/24
NTS (config-if)# description "server"
NTS (config-if)# switchport access vlan 200

(
(
(
(
(
(
(
NTS (config)# ip dhcp relay information option format hex
(
(
(
(
(
(
(
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NTS (config-if)# exit

NTS (config)# interface vlan 102

NTS (config-if-vlan)# ip address 192.168.102.200 255.255.255.0
NTS (config-if-vlan)# ip dhcp relay enable

NTS (config-if-vlan) # exit

NTS (config)# interface vlan 200

NTS (config-if-vlan)# 1ip address 192.168.200.2 255.255.255.0

4.2.8. BOOTP

BOOTP — cereBoil IpOTOKOJ, UCHOJIb3YEMBIN JIJI1 aBTOMAaTHYECKOI0 TOJY4YEeHHs KiueHToM [P-
azapeca.

[Tpumep Hactpoiiku ip-agpeca 192.168.102.200 nmnst bootp-knmenta (kommyrtatopa) ¢ MAC
aapecoM 1c:a0:d3:40:9d:b2 na DHCP-cepBepe.

allow bootp;

subnet 192.168.102.0 netmask 255.255.255.0 {
range 192.168.102.10 192.168.102.30;
default-lease-time 600;
max-lease-time 7200;

option routers 192.168.102.1;

host switch NTS ({

hardware ethernet 1c:a0:d3:40:9d:b2;
fixed-address 192.168.102.200;

}

}

Komanpga pexxuma HacTpoiiku interface vlan Ornucanue

ip address bootp Bxmrouenne — mosnyueHus — ip-ampeca 1O
MPOTOKOJTY bootp

Komanna mpocmotpa uHpOpManuu o ip ajapece
show interface vlan <vlan list>

IIpumep HacTponKu:

# configure terminal

(config)# interface vlan 2
(config-if-vlan)# ip address bootp
(config-if-vlan)# exit

(config) # interface GigabitEthernet 1/2
(config-if)# switchport access vlan 2
(config-if)# exit

(config) # exit

[TpocmoTtp nHbOpManuu:

# show interface vlan 2

VLAN 2

LINK: 1c-a0-d3-40-9d-b2 Mtu:1500 <BROADCAST MULTICAST>
IPv4: 192.168.102.200/16 192.168.255.255
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IPvo6:

BOOTP: State: BOUND server:

fe80::1eal:d3ff:fe40:9db2/64 <>
192.168.102.1

4.2.9. Yposuu npuBwieruii. Privilege Levels

Komanna \ Ornucanue
['moGasibHBIE HACTPOHKHU
Web privilege group { APS | Bpibop TIpymmbel M HAacTPOMKAa  ypOBHS

Aggregation | Alarm | CEFM |
DDMI | DHCP | DHCPV6_Client |
Debug | Diagnostics | ERPS |
ETH LINK OAM | Firmware |
Green Ethernet | IP |
IPMC_Snooping | LACP | LLDP |
Loop Protect | MAC Table | MRP
| MVR | Miscellaneous | NTP |
POE | Ports | Private VLANs |
QoS | RMirror |

Security (access) |
Security (network) |

Spanning Tree | System | UDLD
| UPnP | VCL |

VLAN Translation | VLANs |
Voice VLAN | XXRP | sFlow |
uFDMA ATL | uFDMA_CIL} level
{configRoPriv | configRwPriv |
statusRoPriv | statusRwPriv}
<0-15>

MPUBWICTUH ISl OJAHOTO WM HECKOJIBKHX
MOJTyJICH:

-System: Contact, Name, Location, Timezone,
Daylight Saving Time, Log;

-Security: Authentication, System Access
Management, Port (contains Dot1x port, MAC
based and the MAC Address Limit), ACL,
HTTPS, SSH, ARP Inspection, IP source
guard;

-IP: Bce, kpome ping;

-Ports: Bce, kpome VeriPHY;

-Diagnostics: ping u VeriPHY;

- Maintenance: CLI

- System Reboot, System Restore Default,
System Password, Configuration Save,
Configuration Load and Firmware Load. Web
- Users, Privilege Levels u Bce B Maintenance;
-Debug

configRoPriv - Koundurypanus:
TOJIbKOYTEHHUE

configRwPriv - Kondurypauus: urenue
U 3aIlUCh

statusRoPriv -  Craryc/cTaTucTHKa:
TOJBKO YTEHHUE

statusRwPriv -  CraTryc/cTaTucTHKa:

YTCHHUC U 3allMCh

Yposens mnpusmieruii rpynmnsl ot 0 go 15
[IpuBuneruss mnonb3oBaTeNs MAOKHA OBITh
TaKOW e WM Oojbllle, YeM YpOBEHb 3TOU
IpYIIbl, 4TOOBI UMETh JOCTYI K 3TOH rpyIie.

ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

no ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

Jl06aBUTh qUana3oH-rpynILy UCKIro4aemMbIx [P
aapecoB. OOBIYHO ajpeca MNUIIO30B, TaK Kak
DHCP cepBep He noikeH pas3naBaTh aapeca
[UTF030B KJIIMEHTAM

VY nanute auana3zoH-rpynny HCKiIrodaemsix [P

aJIpecoB.
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4.2.10. MexaHu3Mbl YNPaBJICHUS NAPOJbHOH MOJUTHKOH 0€301ACHOCTH.
OrpaHuveHne HeyCIEIIHBIX NMONMBITOK BXO/AA.

Hacrpoiika noJIMTHKH napoJiei.

HacTtpouB monutuky mnaposieid, Bbl MOBBICUTE OOLIYI0 0€30MacHOCTh CBOEH CETH, ClIENaB
MPOIIECC Ay TEHTU(UKAIIUY TTOTIh30BaTeNIel 00JIee HAC)KHBIM U 3allUIIICHHBIM.

Komanma

‘ Ornucanue

I'1oGanpHBIC HACTPOMKH

password history
no password history
password history size <1-50>

password min-length <0-128>

password complexity-level {
medium| strong | weak}

password lifetime <0-90>

BxiroueHnune ucropum napoiien;

BrikitoueHue ucTopuu naposiei;

Komanzga ycranaBiMBaeT pa3Mep XpaHWIMILA
HCTOPUU MapoJieit;

Komanga 3amaét MUHUMaIBLHOE  YHCIO
CHUMBOJIOB, KOTOPOE JIOJKHO COJIEP)KAThCs B
apoJie MoJIb30BaTesl. ;

3ajaHne YPOBHS CJIOKHOCTH TTapOJIs:

- weak (ciaOblil) — camblii HU3KUI YpOBEHBb
TpeOOBaHU K CIIO’)KHOCTH apoJIs.
[Tonp30BaTenb MOXKET 3a1aTh IPOCTOM MAPOJIb,
COCTOSIIIMIA JIMIIb M3 MPOCTHIX KOMOWHAIIUN
CUMBOJIOB (HampuMep, TOJIbKO MAaJICHbKUE
OYKBBI WJIH TOJIBKO YHCTIA).

- medium (cpenHuil) — cpeaHHl ypOBEHBb
cinoxHoctu. Ilapons pomkeH copepxarb
COYETaHUE pa3IUYHbIX THUIIOB CHMBOJIOB,
TaKHUX Kak OoJibllIne U MaJible OYKBBI, HU(PBI U
CrellUaIbHbIE CUMBOJIBI.

- strong (CUJIBbHBIM) — BBICOKHH YypOBEHb
CII0)KHOCTH. DTOT YPOBEHb TpeOyeT Haubosee
CTPOTHX TpaBWJ  COCTaBJIEHUS  MHapo,
BKJTFOYAIOIINX pa3HooOpa3Hbie THUTIBI
CHUMBOJIOB, 4YTO JejaeT moadop mnaposis
3HAUUTEIBHO TPYyHEE.

Ha3nauenue cpoka »u3HHM aposist

Cpok XM3HM Tapossl ONpPENENsIeTcs YHUCIOM
MECSIIIEB, B T€YEHUE KOTOPOTrO MOJIb30BATENb
o0si3aH cMeHUTh mnapoib. Ilo wucreyenun
YCTaHOBJIEHHOT'O UHTEpBaJla cucreMa
noTpe0yeT CMEHbI MapoJIs.

Hacrtpoiika 0J10KHPOBKHM JIOKAJBHOH YYeTHOH 3alMCH NPH HEyAAa4YHbIX MONBITKAX

aBTOpH3ALMH.
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PeanuzoBan (yHKIMOHAT OJOKUPOBKH JIOKAJBLHOM YYETHOW 3aliCH TMPU HEYJAYHBIX
HOMBITKax aBTopu3anuu. Hactpoiika ¢pyHKIMOHANIA peann3oBaHa B I100aIbHONH KOH(UTYpaluu
KOMMYTAaTopa.

(config)#passwords lockout <1-5> VcTaHOBUTH KOJIMYECTBO MAYLIMX HOIPSI HMOIMBITOK
BBO/1a IIApOJIsl C OIIMOKOMN 10 OJOKUPOBKU JOKAJIbHOMN y4E€THON 3aIIMCH MOJIb30BATEIS.

(config)#passwords time block <0-7200> YcraHoBUTH Bpemsi OJOKHPOBKH JIOKAIbHON
YUETHOH 3alMCH IOJIb30BATES.

[Tpumep KOHPUTYpaLIH:

passwords lockout 2 passwords time block 90

IIpumeuyanue: xomanaa no passwords lockout u nopasswords time block cOpocut
3Ha4YeHUe 110 YMOJYaHHUIO Ha:

passwords lockout 3 passwords time block 0

[Tocne nByX HeylauHbBIX IONBITOK AaBTOPU3ALMHU 3a0JIOKUPOBaTh Iosib30BaTens Ha 90
CEKYHJI.

#show users accounts [IpocmoTp crircka mosib3oBarteleid, cratyca OJJOKUPOBKH M TaiiMepa
0JIOKHPOBKH

#show users accounts

UserName Privilege Locked State Left time

user 15 locked &7
admin 15 usable 0

#set username username activePa3010kupoBaTh MOJB30BATENS, 3a0JOKUPOBAHHOTO IO
NPUYHHE HEBEPHOTO BBOJIA TIAPOJIS.

#set username user active
#show users accounts

UserName Privilege Locked State Left time

user 15 usable 0
admin 15 usable 0
4.2.11. Kondpurypauus ayreHTupukanuu, aBTOpM3aLUMM W  y4era.

Authentication, Authorization, Accounting

Authentication (ayTeHTH(UKalLKs) — COIMOCTABIEHUE 3allpoca CYLIECTBYIOIIEH YUYETHOU
3aIMCH B CUCTEME 0€30MacHOCTH.
Authorization (aBTopu3ainus, MpOBEpKa YPOBHS JOCTYNAa) — COIOCTaBJIEHUE YUYETHOMN

3aMucH B cucTeMe (Tpouieanield ayTeHTU(UKALNIO) U OTIPeIeIEHHBIX MTOJHOMOYHNH.
Accounting (y4€t) — cliexxeHue 3a noTpeOJIeHUEM PECYPCOB MOJIb30BATEIEM.

Komanma \ Ornucanue

['mobanpHBIC HACTPOMKHU

aaa authentication login Local - HCIONB30BaTh JIOKAIbHYIO 0a3y

{console | http | ssh | JaHHBIX HAa KOMMYTATOpE JUIi IPOBEPKH

telnet} {local | radius | HOUTHHHOCTH,

tacacs} Radius - UCTIOIB30BaTh YIAJICHHBIE CEPBEPHI
RADIUS st ayrenTudukanum; -
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no aaa authentication login
{console | http | ssh |
telnet}

aaa authentication enable
default { tacacs | radius }
enable

Tacacs - UCIOIb30BaTh yIaJIEHHbIE CEPBEPHI
TACACS nns ayTeHTUDUKAIIY;

OTkIr0ueHnE aYTeHTI/I(l)I/IKaI_II/II/I, U BXOJ B
CUCTCMY HCBO3MOKCH;

JlanHasi KOMaHJa HacTpauBaeT IOPSI0K
ayTeHTU(UKAIUU  aJMUHUCTPATOPOB  NpHU
BXO/I€ B MPUBWJICTUPOBAHHBIN PEXKUM.

aaa authorization {console |
ssh | telnet } tacacs

no aaa authorization {console
| ssh | telnet }

aaa authorization { console |
ssh | telnet } commands {0-15}
config-commands

Tacacs - A8 aBTOpPU3alUU KOMaH]]
UCIOJIb3YeTCS  OJAMH WM HECKOJIBKO
ynaneHubix ceppepoB TACACS+. Ecnu Bce
yaJeHHbIE CEepBEpHI HaXOJATCs B
ABTOHOMHOM peKUME, 0JIb30BATENIO
npenocrasisgercs noctyn k komangam CLI B
COOTBETCTBHUH C €r0 YPOBHEM MPUBUIIETUH.

Otxirouenne apropuzauuu. [lonp3oBarens
noimyyaetr goctyn kK komangam CLI B
COOTBETCTBUU CO CBOMM YPOBHEM MPUBHIICTHIA

ABTOpH3aM¥ KOMaH/[ TI03BOJISIET OIPaHUYHTh
koinuuectBo  komana  CLI,  mocTtymHbIX
I10JIB30BATEJIIO. ITonb30Barento
npenocrapisgercs goctyn k komangam CLI B
COOTBETCTBUM C €ro ypoBHEM npusuierui 0-
15. Hcnonb3oBaHWE yAAJEHHOTO CepBepa
TACACS+ s aBropuzauuu komanja. Eciu
BCE  YJNAJCHHBIE CEPBEPHl  OTKIKOYEHBI,
MIOJIb30BATEII0 IPEIOCTABIACTCS JOCTYIl K
koMaHgaMm CLI B cOOTBETCTBHM C €r0 YpOBHEM
MIPUBUJICTUH.

aaa accounting {console | ssh
| telnet } tacacs commands {0-
15} exec

No aaa accounting {console |
ssh | telnet }

Commands - Bxitodaer y4eT BceX KOMaH]]
C YPOBHEM IPUBUIIETHI BBIIIE WM PaBHBIM
9TOMY ypoBHIO. JlomycTumble 3HaYEHUS
HaxonasaTcd B auana3oHe oT 0 o 15. OcraBeTe
Mojie TMYCThIM, YTOOBI OTKJIIOYHUTHh y4eT
KOMaH/I.

Exec - Pexum yuera EXEC

OtkiroueHue yueTa

ITpumep nactpoiiku TACACS nans ssh ¢ orpaHudeHueM Mob30BaTese Mo BBOAY KOMaH/

commands sets:

# configure terminal

(config) # tacacs-server host 10.10.10.5 timeout 60 key

unencrypted test

(config) # aaa authentication login ssh tacacs local
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(config)# aaa authorization ssh tacacs commands 15 config-

commands

(config) # aaa accounting ssh tacacs commands 15 exec

4.2.12. Kondpurypauus SSH, Telnet, HTTP, HTTPS
Komanna ‘ Ornucanue
I'1o6anpHBIC HACTPOMKHU
ip ssh Brrounts ssh

no ip ssh

BrixirouuTs ssh

ip telnet

no ip telnet

Bxirouuts telnet

Brikimrounts telnet

ip http server

no ip http server

Bxitouenue pexuma HTTP

Beiknmtouenue pexxuma HTTP

ip http secure-server

no ip http secure-server

Bxmrouenune pexxuma HTTPS.

Boikmouenue pexuma HTTPS

ip http secure-certificate
{delete | generate | upload}

No ip http secure-certificate

Hactpoiika oOciyxuBaHusi cepTU(hUKALNU.
Bo3MokHbIE NEHCTBUSA:

Delete - ynanuth ceptuduxar

Upload - 3arpy3ka ceptuduxarta, MOXKHO
BBIOpATh J1Ba MeToja 3arpy3ku. Heo6xoaumo
BBECTHU CCBUJIKY Ha CepTU(UKAT.

Generate - co3nanue ceptudukara.

OTximroueHne cepTUUKAITIH

ip http secure-redirect

No ip http secure-redirect

BxiroueHne — pexxuMa  aBTOMaTH4Y€CKOTO
nepeHanpasienus HTTPS. Ilpumensercs
TOJIbKO, eciu i pexxuma padorst HTTPS
BKJIIOUEH. ABTOMarndecku Hanpasiser HTTP
web-0pay3epa Ha coenuHenue HTTPS, korna
BKJIFOUEHbI 00a pexuma pabotst — HTTPS u
Automatic Redirect

BBIKJIFOUEHHE  pEeXHUMa
nepeHanpasienns HTTPS

ABTOMAaTHUYCCKOI'O

Hactpotiika mmdposanuss SHH

crypto key generate dsa

Bxnrouenne renepanmu napsl kmoderd DSA
(Digital Signature Algorithm).
@uKcUpOBaHHAs AJIMHA KIIOYa COCTaBIISET
1024 6uTa.

crypto key generate ecdsa

CayxuT s BKJIIOYEHUS TeHepaluu mnap
KpUNTOrpaguuecKux KJIFOYEH,
ucnons3ytonmx anmroputm ECDSA (Elliptic
Curve Digital Signature Algorithm). Otot
QITOPUTM  OCHOBaH  Ha  MaTeMaTHKe
AIUTUNITHYECKUX KPUBBIX M TPETHA3HAYCH IS

co3J1aHMsI U (POBBIX MOANHUCEH.
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crypto key generate ecdsa size
<256,384,521>

Uucno  OuWr,  ompenmensioniee  pasmep
co3naBaeMoro kiouda aiist anroputma ECDSA.
[To ymosyanuto 256 6ur.

crypto key generate ed25519

Bxnrouenne reHEepaLnu napsl
ACUMMETPUYHBIX KpHUITOrpaduyeckux
KIIOYEH C  UCIOJB30BAaHUEM  QJIrOpUTMa

Ed25519. [lanHbIl anropuT™M NOpeACTaBiseT
co0Oi  pa3HOBUJHOCTb CX€Mbl LH(POBOI
MOJIMCH, OCHOBAaHHOM Ha Kpunrorpadguu c

WCIOJIb30BAHUEM  JJUIMIITUYECKUX KPHUBBIX
(ECCO).

crypto key generate ed25519 Uucmo  OWT,  OmpeneNsioniee  pasmep

size <256,384,521> CO3/1aBAEMOI0  KJIKOYa  JUIS  ajropuT™Ma
Ed25519. ITo ymoiuanuto 256 OuT.

crypto key generate rsa Bkmrouenue reHepanuu napsl
ACUMMETPUYHBIX KpunTorpapuueckux

kmoveid RSA (Rivest-Shamir-Adleman). Dtu
KIIOYM TOPUMEHSIOTCS JUIA  IIH(POBaHUS
JaHHBIX, oOecrieueHns KOH(PHUICHINATBHOCTH
U ayTeHTU(HKALUHK  II0JIb30BAaTENICH |
YCTPOMCTB.

crypto key generate rsa size
<1024-3072>

JuanazoH OuT, oIpelensdolee pasmep
co3/1aBaeMoro kiro4a Juisi anropurma RSA.
ITo ymymuanuto 1024 our.

4.2.13. Konpurypauus ynpasienus pgocrynmoM. Access Management
Configuration
Komannma Ornucanue

access management

no access management

PexuM paboThI: BKIIIOYEH.

Pexum pa6OTLIZ BBIKJIFOUYCH.

access management <1-16><1-
4095> {<ipv4 ucast> |
<ipv6_ucast>} to <ipv4 ucast>}
{telnet | web | snmp}

no access management <1-16>

[Ipumep HacTpoOMKH 1OCTyNa

<1-16> — yKa3bIBaeT Ha NOPAIAKOBBIM HOMED
npaBwia (BCEro BO3MOXHO HacTpoutb 16
TIpaBMII)

<1-4095> — HOMmep
YIIpaBJIEHUS JOCTYIIOM.
{<ipv4 ucast> | <ipv6_ucast>}
to<ipv4 ucast>} — JMama3oH  ip-
aipecoB U1 YIpPaBIECHHUS  JOCTYIIOM.
JlomyckaeTcsi 3amuch TOJBKO OJHOTO ip-
azapeca.

Telnetweb snmp— CEPBUCHI K KOTOPBLIM
OyZIeT npeaocTaBiIeH JOCTYII.

vlan s smemenTa

OTkiIr04eHHE yKa3aHHOTO HOMeEpa 3alKCH B
CIIMCKE YIIPaBJIEHUS JOCTYIIOM.
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IIpumep HacTpoOMikM access management:

# configure

terminal

(config) # access management
(config)# access management 1 1 192.168.102.2 telnet

4.2.14. SNMP

Hcnons3oBanue nporokosa ynpasienus cetssmu SNMP (Simple Network Management
Protocol) sBnsieTcsi OCHOBHBIM OTpaciieBbIM CTAHAAPTOM [UIsl YAAJCHHOTO MOHHUTOPHUHIA
COCTOSIHUSI CETEBOr0 00OpyAOBaHMs, cOOpa CTATHUCTUYECKUX METPHK IMPOU3BOAUTEILHOCTH U
ONEpaTUBHOIO pearupoBaHUs Ha aBapHUiTHbIE COOBITHUS.

Cuctema no3BoJsieT THOKO pa3rpaHMYMBaTh MIPaBa JOCTyIA K IEPEMEHHBIM 0a3bl TaHHBIX
yrpasieHus (MIB) ¢ momoipro Kiraccuueckoi Moienu pasaensaeMbix cTpok (Community Strings)
JUis paHHUX Bepcuil mporokona (SNMPvl/v2c), a Takxke CTpOUTH CKBO3HBIC 3alMIICHHBIC
TyHHEIIM aJIMUHUCTPUPOBaHUS Ha 0aze mpoJBuHYyTO# poseBoit monenn USM/VACM B pamkax
crangapra SNMPv3. Apxutekrypa TpeTbeil BEpCUM TMOJHOCTHIO HCKIIOYAET IepexBaT
yOpaBIsioNero Tpaguka 3a c4eT NPUMEHEHHUs KPUNTOrpadhuyecKux MEXaHu3MOB 00s3aTeIbHON
ABTOPH3AIMU TIOJH30BATENEH M OJIOYHOTO MU(PPOBAHUS NIEPEAABAEMBIX ITAKETOB.

Komannma

‘ Onucanne

['moGasibHBIC HACTPOHKHU

snmp—-server

no snmp-server

Bxutounts snmp-server
(1Mo yMoOI4aHuIo
snmp-server BKIIOYEH)

BriximounTs s nmp-server

snmp max-milliseconds-
to-packets <100-10000>

MakcumanbHOe BpeMs, KOTopoe JaéTcs makeraM snmp
JUIsl  OTIpaBKM B MWUIMCEKyHJaX. 3HA4Y€HUE 10
ymoaganuio: 100.

snmp-server engine-id
local <wordl0-64>

HacTtpoiika nokanbHoro uaeHtudukaropa enginelD st
SNMPv3.

Crpoka Jo/KHA coJepkKaTh YETHOE YHUCIO CUMBOJIOB B
16-puunom Qopmare (uucio mudp or 10 mo 64).
Orpannuyenne: KomOunauuu uudp, cocrosiue u3
OJIHUX HYJIeH U U3 ogHUX «F» He1onmyCTHUMBI.

SNMP community

snmp-server community
<Security name>
<Community
secret>|encrypted <Use
encrypted community
secret>

Co3anue UIMEHH | IapoJis Snmp community
<Security name>: Wms rpynmbsl 6€30MacCHOCTH
WM UASHTUPHUKATOP coodiecTna (10 32 CHMBOJIOB).
<Community secret>: Ilapons (community
string) B OTKPBITOM BHI€ (710 32 CHMBOJIOB).

encrypted: <Use encrypted community
secret> YKa3bIBaeT, 4TO BBOJAUMBIN Mapoib (0T 96 10
160 cumBosoB) 3ammdpoBaH (KUCMONB3YETCS IS
IIepeHoca HaCTPOEK).
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snmp-server community
<Security name> ip-range
<ipv4 addr>

<ipv4 netmask>
<Community secret> |
encrypted <Use encrypted
community secret>

VYka3zaHue ip-aipeca ¥ MacKyd MCTOYHHKA MPHU JOCTYyTIE
mo SNMP

<ipv4 addr>: HauaJibHBbIi agpec CETH.

<ipv4 netmask>: Macka noaceru

Onpenensger auana3oH pazpemeHHbix [Pv4-agpecos
ynpasieHus. (Harpumep, 192.168.1.0 255.255.255.0)

snmp-server community
<Security name> ipv6-
range

<ipv6 addr>/<ipv6 netmas
k> <Community secret> |
encrypted

<Use encrypted community
secret>

VYkazanue ipv6-aipeca W MacKd HMCTOYHHKA MPHU
noctyne no SNMP

<ipv6 addr>: HavalbHbIi anpec CETH.

<ipv6 netmask>: Macka noxceru

Onpenensger auana3oH pazpemeHHblx [Pv6-agpecon
ynpasienus. (Hanpumep, 2001:db8::/64)

no snmp-server community
<word32>

VYV naneHue yka3aHHOM 3allUCH.

SNMP User Configuration

snmp-server user
<word32>

engine-id <wordl0-64>
{md5 |

sha}l <word8- 32 | 40>
priv
{aes | des} <word8-32>

Co3gaune 3amuchu  user <word32> -  uUMA
MOJIb30BATENs, KOTOPOMY  IPHHAJUIC)KHUT JTAHHBIN
napamerp.

Honyctumas niuna crpoku 1~32 cumBosioB ASCII ¢ 43
HOMepamu B nuanasone ot 0x21 no Ox7E.

engine-id <word1l0-64> - uaeHTHPHUKATOP.

B apxurektrype SNMPv3 wucnons3yercs Mozenb
6e3omacHocT Ha ocHOBe mnonb3oBarenss USM (User
based Security Model) myist obecriedennst 6€30macCHOCTH
COOOIIEHUH M MOJENb YNPaBICHUS JOCTYIIOM Ha
ocHoBe Buaa VACM (View-based Access Control
Model) npu ynpaBieHun AOCTYTIOM.

Js Bxoga USM kimrouamu BXomo0B sABIsAt0Tca usm User
Engine ID u usm User Name. B npocToM arenre usm
User Engine ID Bcerma coBmagaer ¢ cOOCTBEHHBIM
3Hauennem snmp Engine ID arenta. B xauecte
3HAUEHUS TAK)KE€ MOXKET HCIOJIb30BaThCSl 3HAUYECHUE
snmp Engine ID ynanennoro ycrpoiictBa (SNMP
engine), ¢ KOTOPbIM MOXXET CBSI3bIBaTbCA JIAHHBIN
M10JIb30BATEb.

Hpyrumu cioBamu, ecnu engine ID

nosib3oBarenss paBeH engine ID cuctembl, TO OH
ABJIAETCS JIOKAJIBHBIM II0JIb30BATEIEM, B IPOTUBHOM
Cllydae IM0JIb30BaTelb SBISETCS YAAIECHHBIM.

mdS5, sha — mpoTokosel ayTeHTH(UKALUHU, €Clu He
yKa3bIBaTh KOHKPETHBIN MPOTOKOJ — 3HAYUT IPOTOKOI
orcyrcTByer. Ilpm BbIOOpe mpoTOKONAa Tpelyercs
BBECTHU NapOJIb JUIsl Ay TEHTHU(PUKAILIUH.

Aes, des — MpOTOKONBI KOH(HUAECHIHMATBLHOCTH, €CIIU
MIPOTOKOJI HE BBIOPAH — 3HAYUT IIPOTOKOJ OTCYTCTBYET.
[Tpu BBIOOpEe mpoTOKOJa TpedyeTcsi BBECTH Mapoib
KOH(UICHIIMAIBHOCTH.

SNMP Group Configuration
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snmp-server security-to-
group
model {vl |
name
<word32> group <word32>

v2c | v3}

Hactpoiika rpynn SNMP

vl | v2c | v3 — BBIOOp MOJETH

0e301acHOCTH, KaXKaast 3ape3epBUpPOBaHA B
cooTBeTCcTBUU ¢ Bepcueir SNMP.

name<word32> - Ha3Ha4YeHHWE UMEHU

Oe3omacHoOCTU

group<word32> - Ha3Ha4Y€HUE UMEHU I'PYIIIIEL.

no snmp-server security-

Y naneHue COOTBETCTBYIOIIEH IPYIIIIbI

to-group model {vl | v2c

| v3} name <word32>

SNMP View Configuration

snmp-server view Hacrpoiika oOiactu BUJIUMOCTH MIB.

<word32><word255> <word32> —  yKazaHMe€  HMMEHM  BHJA.

{exclude | <word255>  — ykasanume OID nomuepesa.

include} include — TMOAAEPEBO BKIYEHO B  BHJI.
exclude — 1nOAAEpEBO UCKIIOYEHO U3 BHJIA.
IIpaBuio mepekpsITHSi: €cau 3alaHO exclude, B
cucTeMe 00s13aTeNbHO JIOJDKHO CYILECTBOBATh JAPYroe
npaBwio include, OID KOTOpOro mOJHOCTBIO
NEPEKPHIBACT JTAHHOE UCKIII0YAaEMOe TIOIZIEPEBO.

no snmp-server view VY naneHue coOTBETCTBYIOLIEH 3alIUCH

<word32><word255>

SNMP Access Configuration

snmp-server access Hacrpoiika npaB nocryna ais rpynn SNMPv3

<word32> <word32> - UM IPYIIIBI

model {any | vl | vZc | model —  BBIOOp  MomenM  0GE30MACHOCTH.

v3} level —  BBIOOp  YpOBHS  0OE30MACHOCTH:

1eYel fauth | ngauth | . noauth — AyTteHTuuKanus u

privj{read | write} KOH(UACHIIUAIBHOCTh OTCYTCTBYIOT.

<word32>
e auth — DBrmonusercs  ayTeHTUUKaLMS,
KOH(QUIEHIMAIbHOCTh  (IIM(pPOBAHUE) OTCYTCTBYET.
* priv — DBrobmonHgercs ayTteHTHQUKauUs U
oOecrieunBaercs KOH(pHIEeHIUATBHOCTh
(mmdposanue).

read | write <word32> (Bropoil) — umsa Buga MIB,
OIPEACIAIOLIETO TOCTYI HA YTEHHE TEKYIINX 3HAYCHUH
(read) nnu ycTaHOBKY HOBBIX 3HauU€HUU (write).

no snmp-server access
<word32> model {any | vl
| v2c | v3} level {auth
| noauth | priv}

VnaneHne HACTpOMKHM NpaB JAOCTyNa JUisl yKa3aHHOU
rpynmnbsl  0e30MacHOCTH € KOHKPETHOHM MOJENbI0 U
YPOBHEM 3aIIUTHI.

Trap Configuration

snmp-server host
<word32>

VkaspiBaer ycrtpoiictBy I[P-anpec (IPv4/IPv6) wummu
DNS-ums  cepBepa ympaBieHUs, KyJa HMEHHO
OTHPABJISITH COOOIIEHHS O KPUTUUECKUX COOBITHSX.
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no snmp-server host
<word32>

Hcnonp3yercs UL IIPEKPALLECHUS
YBEIOMJICHUM Ha KOHKPETHBIN ajpec.

OTIIPABKH

shutdown / no shutdown

Breiximrouenne / BrmroueHue otnpaBku SNMP  trap
(BHYTpH KOHTEKCTa XOCTa).

Version {vl | v2 | v3}
<word63>

Br16op Bepcun mpoTokoiaa snmp
<word63> - trap community (o ymon4anuio Version
v2)

Host {<domain name> |
<ipvé4 ucast> |
<ipv6 ucast>}

Hacrpoiika anapeca cepBepa mis otnpaBku SNMP
trap/inform. Jlomyctumo yka3atbh KOppekTHbIH [P wmim
ums xocTa. Beibop pexxuma padotsl (informs uiu traps)

{informs | traps} <1- u ykasaare UDP-niopra. (ITo ymoauanuio mopt 162).
©65535>

informs retries<0-255> YcraHOBKa TaiiMepa MONbITOK HOBTOPEHUS

timeout coobuienniit SNMP trap inform. [{nanazon
<0-2147>

JIOIYCTUMBIX 3HaueHuii: oT 0 10 255.

VYcranoBka taiimepa coobmiennit SNMP trap

inform. [lyama3oH nomycTUMBIX 3HadeHwit: oT 0 10
2147.

snmp-server source
<ipvé4 addr>

VYka3biBaer KOHKpeTHbIM [P-anpec wucrounwumka, c
KOTOPOro OyIyT OTHPaBIATHCSA COOOIICHUS-TOBYIIKU
(trap) B ceTb.

B rno6anbHOM pexxuMe HacTpoiika snmp trap

snmp-server trap <cword>

ImoGanpHO BKItOUYaeT reHepanuro SNMP-tpamoB mis
YKa3aHHOTO (PYyHKIIMOHAILHOTO MOy <cword>.

- coldStart: OTHpaBIsIETCS YCTPOWCTBOM Cpa3y
[IOCJIE IIEpE3arpy3Ku.

- warmStart: OTHpaBISIETCAd YCTPOMCTBOM TOCIE
MSATKOTO  Tepe3amycka CHCTeMbl  (IpOrpaMMHBIH
pectapT 0e3 npepbIBaHUS TUTAHUSI YUIICETA).
-1inkUp, linkDown:yBeIOMIIEHHS OTIPABISIOTCS
COOTBETCTBEHHO NPU MOAKIIOUEHUU WIIA OTKIIOUYECHUH
uHTepdeiica.

- authFail: yBeIOMJICHHE OTHPABIAETCS NPHU
HeyJauHOW  mombITke  ayTeHTU(ukaimmu  SNMP-
3ampoca.

- authOK: yBeToOMJIEHHE OTIIPABIISIETCS MIPU YCIIEITHON
ayrentudukanuu SNMP-3anpoca.

- topologyChange: oTnpaBisieTCs NPU U3MEHEHUU
TOTIOJIOTHM CETH (HampuMep, U3MEHEHHE COCTOSHUS
1opTa).

- newRoot: yBegoMIIEeHHE O CMEHE KOPHEBOI'O MOCTa B
CETH.

- alarmTrapStatus:
YCTpOICTBA.

- sensorl, sensorZ: ONOBELIEHHUS O COCTOSHUHU
JIATYNKOB OTKPBITHUS IBEPH, MEPEKITIOUCHHUE MUTAaHUA Ha

COCTOSIHHEC TPEBOI'U
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akkymynstop  (trap  ans Mojenell  yIMYHBIX
KOMMYTaTOpOB)

- fan: cTaTyc BEHTHWJIATOPOB OXJIaKICHUS.

- dyingGaspsEvent: cOOBITHE KPUTHUECKOTO COOsI
MUTAHUS.

- udldPortDisable: cpabareiBanue UDLD
(Unidirectional Link Detection Protocol), oTkimroderus
nopra.

-pmbusPsul, pmbusPsu2:yBeIOMJICHHS OT OJ0Ka
nutanus (PSU) no nporokonmy PMbus.

- fallingAlarm, ©risingAlarm: HU3MCHCHUA
IIOPOrOBBIX 3HAYEHUN CEHCOPOB.

- poeBudgetExceeded: mpeBbinieH Owmker PoE
(Power over Ethernet).

- entConfigChange: u3MeHeHHE KOH(pUTypauuu
000py0BaHUS.

- ipTrapGlobalsMain,
ipTrapInterfacesLink: creuuaibHbIe
yBeaomienus [P-noncereit u cocrosinuii uaTepdhencos.
- lldpRemTablesChange: u3MEHEHHUS TaOIHI]
ynanennbix yctpoiictB LLDP (Link Layer Discovery
Protocol).

[TpuBunerupoBaHHbIil pexxuM ([MarHocTrka 1 MpoBepKa)

show snmp

BriBon o6mieii cratuctuku pabotsl SNMP-cepBepa
(BKiIrOYaAsl cTatyc pexxuma, JokanbHbli Engine ID, a
TakXe TaOJIMIBl COOOIIECTB, MOJb30BATENCH, Ipymil,
IIpaB JIOCTyNa M aKTUBHBIX BU10B MIB).

show snmp access
[<word32>]

BeiBon Tabmuuel  koHTpons goctyna  (VACM).
Orobpaxkaer mapamerpel: Group Name, Security
Model, Security Level (NoAuth, NoPriv / Auth / Priv),
ataxke oonactu Read View Name u Write View Name.
[Ipu ykazanuum aprymenta <word32> (UIBTpYET
BBIBOJT IO MIMEHU KOHKPETHOH T'PYIIITHI.

show snmp community
[<word32>]

OTt0o0paxkeHue 3aperucTpUPOBAHHBIX CTPOK COOOILECTB
(Community  Strings).  BeiBomut  mapamerpsl:
Community/Security Name, pa3pelieHHbIH Juana3oH
Source IP (rae 0.0.0.0/0 — noctyn 0TOBCIOY) U TapOIIh
Community secret. Ilpu yka3aHum aprymeHra
<word32> BBIBOOUT MapaMeTpel  KOHKPETHOI'O
cooOuiecTna.

show snmp host
[<word32>]

BriBog mapaMeTpoB  cepBepOB  HA3HAUEHUS IS
OTOpaBKA  yBegomsieHW. OroOpakaeT wuMA U
cucremHbii  ID  xocra, craTyc = aKkTHBHOCTH,
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accormuupoBanHoe Community, [P-aapec (Destination
Host), wnenesoit UDP Port, Bepcuro mnpotokona
(Version) u mapaMmeTpbl pPEXHUMa IOATBEPIKICHHS
(Inform  Mode/Timeout/Retry).  Ilpu  ykazanum
aprymenra <word32> (QuIbTpyeT BBIBOA IO HMEHU
KOH(UTYypaluu XocTa.

show snmp mib {context |
ifmib}

[Ipocmotp 6a3el manHbIX ynpaeienus MIB. Omnius
context oroOpaxkaeT JOCTymHbIE KOHTEeKCTh MIB;
onmus ifmib BBIBOIUT crenuanu3upoBanHyro MIB-
UH(POPMALIMIO U CTATUCTUKY 10 CETEBBIM HHTEpdeiicam
KOMMYTaTopa (BKJIFOYast HHACKCHI mopToB iflndex).

show snmp security-to-
group [vl | v2c | v3]

OrobOpaxkeHue  TaOMUIBI ~ COOTBETCTBUS ~ HMMEH
6e3onacHocTH (Security Names) KOHKPETHBIM TpyIIIam
noJsib3oBareseil. be3 apryMeHTOB BBIBOJUT TOJHBIC
JNAHHBIC ISl BCEX BEPCHUW; MpPH YKa3aHUU KIFOYa
(v1/v2¢/v3) dumpTpyeT BBIBOA 1O BBIOPAHHON MOCIH
0€30MMacHOCTH.

show snmp trap [<cword>]

trap [<cword>] IlpocMoTp TIOOaTBHOIO CcTaTyca
AKTUBHOCTH OTIPaBKH TpamoB. be3 aprymeHToB
BBIBOJMT COCTOSIHME Uil BCeX (DYHKIMOHAIBHBIX
MOJTyJICH CUCTEMBI; IPH YKAa3aHUH KOHKPETHOTO HMECHHU
Monynsa <cword> (Hampumep, linkDown, coldStart,

DyingaspEvent) oToOpaxkaeT cTaTryCc TeHEpaluu
YBEJIOMJICHH TOJIBKO JUIsi TOTO COOBITHSI.
show snmp user user [<word32>] [Tpocmotp CIUCKa
[<word32>] 3apPETUCTPUPOBAHHBIX  MOJb3oBaTeneli  SNMPv3.
OtoOpakaeT MX JIOKaJIbHBIM WJIM YJAJIECHHBIM cTaTyc
(EnginelD), AJTOPUTMBI u napameTpbl
ayTeHTUhUKauu/mudpoBaHus. IIpn YKa3aHUH

apryMeHTa <word32> (QuIbTpyeT BBIBOJ [0 MMEHHU
KOHKPETHOI'O IT0JIb30BATENSL.

show snmp view
[<word32>]

Orobpaxkenue co3maHHbIX obnactedt BuaguMoctu MIB
(MIB views) ¢ neTanbHBIM YKa3aHHEM BKIIFOUEHHBIX
(included) n uckmouennsix (excluded) serok OID. Ilpu
yKa3aHUU apryMeHTa <word32> GuiabTpyeT BHIBOJ 110
MMEHH KOHKPETHOTO BUJIa (Hampumep, show snmp view
default view).

IIpumep Hacrpoiiku SNMPv2c¢ u oripaskn SNMP-Trap/Inform:

Bkirouaer CTaHJAapTHBIC

cooO1iecTBa

YTCHUS/3aIIUCU | HAaCTpanuBacT OTIPABKY

MOATBEPKIAEMBIX YBEIOMJICHHH (informs) Ha cepBep 192.168.10.8 uepe3 AedoaTHBIN TOpT 162.

#configure terminal

o~~~ o~ o~ o~

config) # snmp-server community private private
config)# snmp-server community public public
config) # snmp-server host test
config-snmps-host)# no shutdown
config-snmps-host)# host 192.168.10.8 162 informs
config-snmps-host)# version v2 public
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Jedoarnbie napamerpsl (Ilo ymoauanuio)

HpeI[YCTaHOB.HeHHBIe 3aBOACKUC TIIapaMCTpbl CHUCTCMbI, AKTHUBHBLIC IIPpU OTCYTCTBUU

M0JIb30BATEIBCKOM KOH(DUTYpaIIH:

snmp-server
no snmp-server source

snmp-server engine-id local 80009d38031ca0d3433074
no snmp-server contact

no snmp-server location

snmp max-milliseconds-to-packets 100

snmp-server security-to-group model v1 name public group
default ro group

snmp-server security-to-group model v1 name private group
default rw group

snmp-server security-to-group model v2c name public group
default ro group

snmp-server security-to-group model v2c name private group

default rw group

snmp-server view default view .1 include
snmp-server access default ro group model any level noauth

read default view

snmp-server access default rw group model any level noauth

read default view write default view

Ipumep 3ammmennoi Hacrpoiiku SNMPv3:

3anaem nokanbHbI naeHtudukarop (Engine ID) ycrpoiictBa

(config) # snmp-server engine-id local 80009d38031ca0d3433074
Coznaem nosib3oBaTend (Tenepb OH (pu3nuecku MpuBsA3aH K TekyieMmy enginelD)
(config) # snmp-server user USM_USER engine-id
80009d38031ca0d3433074 sha AUTH PASS priv aes PRIV PASS
Coznaem obmacts BuguMoctu 00sekToB MIB (View)

(config) # snmp-server view MY VIEW .1 include

Accouunpyem co3JaHHOIO MOJIb30BATENS C IPYNION 6€301aCHOCTH

(config) # snmp-server security-to-group model v3 name USM USER
group ADMIN GROUP

3agaeM npasa goctyna Juist atoi rpymnmsl (VACM)
(config) # snmp-server access ADMIN GROUP model v3 level priv

read MY VIEW write MY VIEW

4.2.15. RMON

Komanma \ Ormcanue

Alarm

rmonalarm<l-65535> {ifInDiscards | Hacrpoiika aBapuiiHBIX CUTHAJIOB

| 1fInErrors | i1fInNUcastPkts <1-65535> - MHupgekc

|ifInOctets | 1fInUcastPkts |

ifInUnknownProtos | {ifInDiscards | ifInErrors |
ifOutDiscards | ifOutErrors | ifInNUcastPkts |ifInOctets
ifOutNUcastPkts | 1fOutOctets | ifInUcastPkts l
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ifOutQLen | ifOutUcastPkts}
<uint><1-2147483647> {absolute
delta} rising-threshold<-
2147483648-2147483647><0-65535>
falling-threshold <-2147483648-
2147483647><0-65535> {both |
falling | rising}

ifInUnknownProtos l
ifOutDiscards | i1fOutErrors |
ifOutNUcastPkts | ifOutOctets
| ifOutQLen | ifOutUcastPkts}
- BBIOOp MEpEeMEHHOMN

<uint> - Homep uHTepdeiica
<1-2147483647> - wWHTEpBal ompoca
IIpU BBIOOPKE W CPaBHEHUM C HUKHUM WITU
BEPXHUM IOPOTOBBIM 3HAYECHHUEM.
absolute | delta -BbiOop THHA. [[1s
YKa3aHHOUM MEPEeMEHHON TECT MOXET ObITh
BBITIOJTHEH JUIsI A0COMIOTHBIX 3HAYEHUH WK
UX OTHOCUTEIHHOTO U3MEHEHHSI.
rising-threshold<-2147483648-
2147483647> - Bxirouaer
CUTHAJIM3aLMI0, KOrJa 3HAYCHUE I1EepBbIN
pa3  TPEBBICUT  IOPOrOBOE  3HAYCHUE
noabeMa JMOO CTaHeT MEHbIIe, YeM
IIOPOTrOBOE 3HAUEHUE CIaJa

<0-65535> - HHnekc nommema i
COOBITHSL.
falling-threshold <-

2147483648-2147483647> -
[ToporoBoe 3nayenue cnana. Ecnu texymee
3HAYCHHWE CTaHET MEHBIIE [OPOTOBOTO
3HAUEHMs CNaja W, MPU ITOM, TOCIEIHEe
3HaYeHWE  BBIOOpKHM  OOJbIIE  ATOTO
MIOPOrOBOTO  3HAYEHUs, TO  BBLAAETCSH
curHanuzauus. [locne renepanuu coObITHS
cmaja, JApyroe Takoe coObiTHe He Oynaer
CT€HEPUPOBAHO JI0 TE€X TOp, MOKa 3HAYECHUE
BBIOOpPKHU HE cTaHeT OoJIblIe Moporosoro 49
3HAYEHUsl CIaja, JOCTHTHET MOPOTOBOTO
3HA4YEeHUsl TOJbEMa M CHOBAa BEPHETCS K
MIOPOTOBOMY 3HAYEHUIO CIIaja.

<0-65535> - WUunexc cnoaga nis
COOBITUSA

{both | falling | rising} -
Br16op METOoAa, KOTOPBIN Oyzner

HUCIIOJB30BaThCA OJIA BBI60pKI/I BBI6paHHOI>’I
nepeMeHHoﬁ N BbIYHUCIICHHUA 3HA4YCHMHA,
KOTOPOC CpPAaBHUBACTCA C MOPOTOBBIMHU
3HA4YCHHUAMU.

Event

rmon event <1-65535> {log |
trap} description <linel27>

Hacrpoiika coObITHi.
<1-65535>- Unaekc

{log | trap} —BBIOOp THIA
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log: Korma reHepupyercss coOBITHE,
TEHEPUPYETCA U 3anuch xypHaia RMON.
trap: TOCBUIAET COOOIIEHUE trap BcCeM
YCTAaHOBJICHHBIM MEHEDKEpaM COOOIICHUMA
trap.

Logtrap: O coObITHH CO3/1aeTCs 3aIlCh B
KypHaJie, OChUIaeTCsl COOOIICHHE trap.

description <linel27>- onucaHue

4.2.16. Port Security

Oynkuus ynpasieHueM Oe3omacHocThio moprta (Port Security Limit Control) moxer
OTPAaHUYMTH YHCIIO TOJIb30BATENEH, KOTOPBIM pa3perieH JOCTyI K KoMMyTaTopy Ha ocHoBe MAC-
aapecoB 1 VLAN ID (Beimonzsiercs s Kaxzaoro nopra). Kak Toiapko uMcio mosiab3oBaTelie,
KEJAIOUINX MOJYYUTh JOCTYI K KOMMYTATOpY, NMPEBBICUT 3aJaHHOE YUCIIO, OyIeT HEMEIJICHHO

BBITIOJTHCHA BI)I6paHHa$I orncpanus.

Komanna

’ Onucanue

['moGasibHBIC HACTPOHKHU

port-security aging

no port-security aging

Bxmrounts ¢yHKuio ycrapeBanus. Ecnu
(GyHKIMS BKJIIOYEHA, TO  OIICHHUBACTCS
«Bo3pacT» Oe3omacHbix MAC-agpecoB B
TOM CMBICJIE, B KOTOPOM OH YYHTHIBACTCS
napamerpoM  Aging  Period  (Cpok
yCcTapeBaHusi). Korna ycTapeBaHue
BKJIFOUEHO, C TOTO MOMEHTA, KaK KOHEUHBIH
XOCT CTaHeT Oe30macHbIM, 3aIyCKaeTcs
TanMep. ITo HCTECUYCHUH TanMepa,
KOMMYTAaTop Ha4MHAaeT WCKAaTh KaJpbl
KOHEYHOTO XOCTa U, €CIM TaKhX KaJpoB HE
MOSIBIISICTCSL B TEUCHHE CIIEYIOIIErO CpOKa
yCTapeBaHus (Aging Period), TO
MPEIIoNaraeTcsi, 4YTO KOHEYHBIM XOCT

OTKITFOUMIICS 51 Ha KOMMYTaTope
0CBOOOXKIArOTCSA COOTBETCTBYIOIINE
pecypchl

BBIKITIOUNTS QYHKIMIO YCTapeBaHUs.

port-security aging time <10-
10000000>

VYcranoBka cpoka  ycrapeBanms. Ilo
YMOJITYAHUIO YCTAHOBJIEH CPOK yCTapeBaHUs
3600 cexkyH.

port-security hold time<10-
10000000>

Hacrpoiika BpEMEHU yaepaKaHus,
UCIIOJNIb3YETCS ISl OMpEeNIeHUsl TOro, Kak
nonro MAC-aapec xpaHutcss B TaOiuie
MAC-anpecoB, ecnu ObUIO OOHApYKEHO,
41O OH Hapylaer OTrpaHHYEHHUE.
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Jonyctumslil quana3oH cocrasiseT oT 10
1o 10 000 000 cexynn, nmo ymosyanuto - 300
CEKYHJ.

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Br160p MOpTOB A1 HACTPOIKK TapaMeTPOB

port-security

no port-security

BxitoueHne ympaBiieHUsT OTpaHUYCHUEM
KOJINYEeCTBA XOCTOB mopTta. UToOb! crenath
JaHHyoo  (QyHKOUIO — pabOTOCIIOCOOHOM,
HE0OXO0IUMO BKJIIOYHTH €€ KaK II00albHO,
TaK ¥ JUIs TOpTa.

BrikaroueHue YHpaBJICHHUSA OI'PaHUYCHHUEM
KOJIMYCCTBA XOCTOB IOpPTa

port-security maximum<0-1023>

VcranoBka MakcuManbHOTO ymciaa MAC-
aJpecoB, KOTOpPhIE MOTYT OCTaBaThCs
0€30MacHbIMH Ha TOM MOPTY. DTO YUCIIO HE
MO3KeT npeBbliarh 1024.

port-security violation {protect

| restrict | shutdown }

Br100op pexxuma mpu MPEeBBIICHUH TTpe/esia
MAC-anpecoB Ha IOpTY

Protect - HMUYEeTo He
NpenrnprHMMaTh
Restrict - Ecau npenen OJOCTUTHYT,

nocneaytomue MAC-agpeca nopra OyayT
MOICUUTAHBI u OTMEUYECHBI KaK
Hapywarome. Takue agpeca MAC
yaanstores u3 tadaunsl MAC-anpecos 1o
UCTEUYCHUHU BpEMEHU yaepkanus. B myuriem
clly4yae HapyLIEHUs MpelebHbIX 3HaYEHUU
MAC - aapec MOXeT OBITh MOMEUYEH Kak
HapylIeHHUE B 000 MOMEHT BPEMEHH.
Shutdown- Ecau npenen I10CTUTHYT, TO
3TO MPHUBEAET K OTKIIOYEHHUIO MopTa. IDTO
O3HayaeT, 4To Bce 3ammuiieHHele MAC-
azpeca OyIqyT yJaJleHbl U3 MOPTa U HOBBIE
azpeca He OYJyT U3yUYEHBI.

port-security maximum-
violation<1-1023>

Hacrtpoiika MakCMMaJIbHOTO KOJIMYECTBA
MAC-agpecoB, KOTOpble MOTYyT OBITh
MIOMEUEHbl KaK HapylIalollue 3TOT MOPT.
Ot0 uncno He MoxeT npesbimats 1023. Ilo
yMom4aHuio - 4. OH HCTIONB3yeTCs TONBKO
TOrJa,  KOrJa  YCTAHOBJIEH  PEXHUM
restrict

port-security mac-address sticky

Bxmouenne npuxperienuss MAC-aapecos
K nopty. Korga nopt Haxoaurces B pexxume
sticky, Bce MAC-anpeca, KOTOphle B
IIPOTHBHOM cliyyae ObLIM Obl M3Y4YEHBI Kak
JTUHAMHUYECKHE, y3HAIOTCSA Kak
3akperuieHHble. [Ipukperiennsle  MAC-
azpeca  ABISIOTCS  4YacTblo  paboueit
KOHQHUIypallMd W TO3TOMY MOTYT OBITh
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COXPaHEHbI B startup-config.
[IpukpenneHubie MAC-anpeca
COXpAHSIOTCSl TMPU M3MEHEHHWU CCBUIOK (B
OTIMYME OT JUHAMHYECKHX, KOTOpBIC
IIPUJIETCS 3allOMUHATh 3aHOBO). OHHU TaKxe
BBIJICP)KUBAIOT TIepe3arpysKy, eciu paboyast
KOH(HrypaIus coxpaHeHa B startup-config.

port-security mac-address noOaBieHHe CTaTHYECKOIO 5 R0
<mac_ucast> vlan <vlan id> 3aKpEIIEHHOTO MAC-anpeca,
sticky ynpasinsiemoro Port Security.

Jns  noGaBimenuss cratudeckoro MAC-
azpeca BBOJ sticky omyckaercs.

[Tpumep HacTpoliku mopta B pexume Restrict:

# configure terminal

(config) #interface GigabitEthernet 1/1
(config-if) # port-security
(config-if)# port-security maximum 20
(config-if
(config-if
(config-if

)
) # port-security violation restrict

) # port-security maximum-violation 1000

) # port-security mac-address 00-00-00-00-00-01

[Tpumep HacTpoiiku opTa B pexkume sticky:

# configure terminal

(config) #interface GigabitEthernet 1/1
(config-if)# port-security
(config-if)# port-security maximum 6
(config-if
(config-if
(config-if

# port-security violation restrict
# port-security maximum-violation 1000
# port-security mac-address sticky

)
)
)
)

4.2.17. NAS (Network Access Server)

Kondurypupoanue cepsepa goctyna B cetb (Network Access Server) mmoyie3Ho B ceTeBOM
cpezie, B KOTOPOil »KenaTeabHO ayTeHTH(PHUIHUPOBATh KIMEHTOB (supplicants) 10 Toro, kak OHU
MoJIy4aT IOCTYT K pecypcaM 3aiuiieHHon ceTh. s 3¢ HeKTUBHOTO yrpaBieHHs JOCTYIIOM JIJist
HeusBecTHbIX KiueHTOB, IEEE paspaboran cranmapt 802.1X, obecmneunBaromuii mporenypy
ayTeHTU(UKaMY Ha MOPTY, MPEJOTBPAIIAIONIYI0 HECAaHKIIMOHUPOBAHHBIM JOCTYIl K CETH IO
3ampocaM II0JIb30BATENEH, BIIEPBBIE NPEJOCTABIAIOIINX YYETHbIE JaHHbBIE I LEJel
ayreHTuukanuu. KommyTaTtop, coe AMHSIONIMM KIHMEHTOB U radius-cepBep, 00bIYHO paboTaeT Kak
ayreHTH(uKaTop. st oOMeHa COOOIIEHUAMH ay TeHTU(DUKALUU MEXY KIMEHTaMH U y1alleHHBIM
RADIUS-cepBepoM, NMPOBEPSIOIUM ayTEHTUYHOCTh II0JB30BATENS W €ro IpaBa JOCTYIIa,
ucnonb3yercsi EAPOL (pacumpeHHBI TPOTOKOJ ayTeHTU(HUKAIMU 0 JIOKAJIbHBIM ceTsaM). Ha
JAHHOW CTpaHUIE MOXKHO HACTPOUTh KOHPUTypaluio ayTeHTuuKaropa 1mbo riaodaibHO, TU60
JUISL KaKJIOTO TOPTa OTAEIBHO.

Komanna | Onucanue
I'moOanpHBIC HACTPONKH
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dotlx system-auth-control

no dotlx system-auth-control

BxiroueHne Ha KOMMYyTaTope TJIOOANbHO
802.1X wm ayreHTH(HKAIMIO HA OCHOBE
MAC- anpecos.

BrikimioueHre Ha KOMMYTaTope TJI00aabHO
802.1X wm ayreHTH(HKAIIMIO HAa OCHOBE
MAC- agpecoB. Ecmu rmnobamsHO 3TH
MIPOTOKOJIBI BBIKITFOUEHBI, Iepeada KaapoB
OyJeT pa3pelieHa Ha BCeX MopTax.

dotlx re—-authentication

no dotlx re-authentication

BxitounTh MOBTOPHYIO ayTeHTU(UKALUIO
0 HWCTCUYECHHWH HWHTEpBala BPEMEHH,
3amagHoro B 1oie "Reauthentication Period"
(MaTepBan moBTOpHOW ayTEHTH(HUKAIINHN).
[ToBTOpHYI0  ayTeHTH(UKALKIO  MOXKHO
UCTOJB30BaTh JJISi  ONpPENENIEHUs] TOro,
HNOJKIYEHO JM K IOpPTYy KOMMYTaropa
HOBOE YCTPOMCTBO.

dotlx authentication timer re-
authenticate <1-3600>

YcraHoBka HHTCPpBaJja BpPCMCHU, I10
HUCTCUCHUU KOTOpOro IMOAKJITIOYCHHOC

YCTPOUCTBO MOJKET OBbITH
ayTeHTU(ULUPOBAHO IIOBTOPHO. ITo
YMOJTYaHHIO YCTaHOBJICH MHTEpBaJl

noBTOpHOM ayTeHTU(uKaruu 3600 cexyHI.
Honyctumblii auana3oH 3HadyeHuit ot 1 g0
3600 cexyH.

dotlx timeout tx-period <1-
65535>

YcTaHOBKa MHTEpBalla BPEMEHHU, B TEUCHHE
KOTOPOTO KOMMYTaTtop OyIeT OXHaaTh
OTBET OT MOJABIIETO 3alpoC Ha JOCTYI K
CeTH YCTPOWCTBA B TEUYEHHUE CECCUU
ayTeHTU(UKALUY TIepe]] TeM, KaK MeperaTh
MakeT Request Identify (3ampoc
unentudukanun) EAPOL. ITo ymonuanuto
3amano 30 cexyHna. JlomycTUMbIA quana3oH
3HaueHui ot 1 10 65535 cexyHa.

dotlx authentication timer
inactivity <10-1000000>

VYcranoBka MHTEpBaja BPEMEHH,
ONpPENENSAIOMIET0  JIOMYCTUMOE  BpeMs
JIOCTyNa KIUEHTa K KOMMYTaTopy MJis
ayreHTu(ukanuun no 802.1X u MAC-
aapecy. Ilo ymomuanuto cocrtaBusier 300
ceKyH[. [lonycTuMbli quarna3zoH 3HAYECHHUM
ot 10 10 1 000 000 cekyH.

dotlx timeout quiet-period <10-
1000000>

VYcraHoBKa  BpeMEHHM, 1O  HCTEUEHUU
KoToporo uHaunupyercs otkaz EAP, nubo
MIPEBBIILICHNE WHTEpBajia 0>KHMJIaHUSI
RADIUS, u3-3a 4ero KJIMEHT HE MOJIyYHUsI
JIOCTYIl. DTa HACTpOWKa NpPUMEHSETCS K
nopTam, paboTarmmm npu
ayrentupukanun Single 802.1X, Multi
802.1X unu Ha ocaoBe MAC - anpecos. Ilo
YMOJTYAHUIO BpeMsi yACPKUBAHUS
cocraBiusier 10 cekyna. [lomyctumsii
nuamnason 3HaueHuii or 10 mo 1 000 000
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CEKYH/I.

dotlx feature radius-gos

Bxmouenne QoS, nHaznauennoro RADIUS.

dotlx feature radius-vlan Bxitouenue VLAN, Ha3HAYECHHOT'O
RADIUS.

dotlx feature guest-vlan Bxmiouenue rocreBoro VLAN sBisercs
CcHenraIbHOM VLAN, THITHYHBIM
Ha3HAUCHHUCM KOTOpOH SIBIIICTCS
MPEA0CTaBICHUE OTPAHUYEHHOTO JOCTYyIa K
cetu. Korma  dynkums — BKITIOYCHa,

nyOiauKaThl HACTPOEK WHIUBUIYaTHLHOTO
MOpTa OMPEACTSIOT, MOXET JIU TOPT OBITH
nepemeinied B rocteByro VLAN. Korna
(GyHKIUS ~ BBIKJIIIOYEHA,  BO3MOXHOCTh
nepemMelieHus: mopra B rocresyro VLAN
OTKJIFOUEHA Ha BCEX MOpTax.

dotlx guest-vlan <1-4095>

YcranoBka HOMepa rocreBoro  vlan,
paboTaer TOJIBKO B TOM Clly4ae, KOTIa
rocreBas VLAN Bxmouena. VLAN 1D
IIPEJICTaBIISIET coOoit 3HauYEHHUE,
npucBanBaeMoe  MOpPTy, €CIU  MOpT
nepemenaercss B rocreByro  VLAN.
Jmnamna3on 3uadeHuii: ot 1 mo 4095.

dotlx max-reauth-reg<l-255>

VYcranoBka MaKCUMaJIbHOTO yucna
MTOBTOPHBIX ayTeHTU(UKALIUH.
MakcumaiibHOE YHCIIO nepegay
KOMMYTaTOpOM Kajapa 3amnpoca

unentuduxanuu EAPOL, ocraromumxcs 6e3
OTBeTa Iepea TeM, Kak TopT Oyzaer
nob6asnen B rocreByto VLAN. 3nauenue
MOKET OBITh HM3MEHEHO TOJIBKO B TOM
ciayyae, eciau rocreBass VLAN BkiroueHa
riobanpHO. Jlnanazon 1~255.

dotlx guest-vlan supplicant

Pazpemenne rocreBoro VLAN, ecnu BuseH
EAPOL. KommyTtaTop NOMHMT, OBbLT I
npusiT kagap EAPOL B TeueHue BpemeHH
*ku3HH  nopra. Korma — koMMmyTtarop
MPUHUMAET PELIEHHE O BXOJI€ B FOCTEBYIO
VLAN, oH cHayajla npoBepsIeT, BKIIOYEHA
WIM BBIKJIIOUEHA 3Ta onuus. Eciou oHa
BBIKJIIOUCHA ((par B mojie CHAT — 3HAYEHUE
[0 yMOJYaHHIO), KOMMYTaTOp BOWIET B
rocteByto VLAN TOJIBKO B TOM CcCiydae,
ecnu kaap EAPOL ne Obu1 IpUHAT Ha IOPTY
B TEUEHHE BPEMEHM XHU3HU nopra. Ecim
ommuss  BKIodeHa  (dmar B mone
YCTaHOBJIEH), KOMMYTAaTop BOHJET B
rocteByio VLAN, naxe ecnu kaagp EAPOL
ObUI IPUHAT Ha MOPTY B T€UEHUE BPEMEHH
KU3HU TIOpTa. 3HAYEHHE MOXET OBITh
U3MEHEHO TOJBKO B TOM CIIydae, €ciH
rocreBas VLAN BkitoueHa riodajibHo.

Hactpoiika mopros
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interface GigabitEthernet Br160p nopToB i HACTPOWKU ITapaMeTpPoOB
<port type list>

dotlx port-control {auto | BriGupaer pexuM ayTeHTH()UKAILUY TTOpTa.
force-authorized | force- JlanHas HacTpoiika paboTaeT TOJIBKO B TOM
unauthorized | mac-based | multl |cmygae, korga rnobanbHO BKiodeH NAS.
| single} Pexxumbl paboThI:
Auto - B »aTOoM pexume pabOThI
TpebyeTcs, 9TOOBI cepBepoM

ayTeHTH(UKau OblT aBTOpH30BaH dotlx-
COBMECTHUMBIN  KiIMeHT. Kiuentam, He
o0Jtamaronmm dot1X-COBMECTHMOCTBIO,
JIocTyn OyIeT 3arperieH.
force-authorized - B aTom pexume
paboThl KOMMYTATOp OTIIPABUT OAMH Kajp
ycnemHo  (ayreHtudukanun) EAPOL,
€CJIM  OCYLIECTBIISIETCS IOJKIIOYEHUE K
MOpTy, HPH 3TOM JIIOOOMY KIHEHTYy Ha
nopty OyJAeT paspelieH JOCTYI K CeTH 0e3
ayTeHTU(UKALUN
force-unauthorized - B »stom
pexxuMe paboThl KOMMYTATOp OTIIPaBUT
OIIMH KaJp oOTKa3a (ayTeHTU(PUKAIIH)
EAPOL, eciu Oyner ocylecTBiseTcs
MOJKIIIOYEHUE K TOPTY, MPH ITOM JII000OMY
KIIMEHTY Ha MOPTy OyJeT 3ampelieH JOCTyI
K CeTH.

mac-based - aBTOpHU3alHs HA OCHOBE
MAC — agpecoB. He mpunumarorcs u He
nepenatorcss  kaapsl  EAPOL.  Ilpu
ayreHTHU(uUKanuu Ha ocHoBe MAC -
aZpecoB, JJI1  IIOJOBUHBI  KJIMEHTOB
KOMMYTaTop paboTaeT, Kak KIHUEHTCKOe
YCTPOICTBO, MOCTABIIEE 3apoC Ha JOCTYM
K pecypcaM cerd. HawanpHblii Kaap
(Jr0boro THIMA), OTHPABICHHBIM KIMEHTOM,
aHAIIM3UPYyeTCS KOMMYTAaTOPOM, KOTOPBIi, B
CBOIO ouepenb, ucnoiaszyer MAC - aapec
KJIMEHTa B KAUeCTBE MMEHU MOJIb30BaTENSI U
napoJisi B MOCJIENY0IeM oOMeHe JTaHHBIMU
¢ RADIUS-cepsepom no EAP. 6-6aiiTHbIit
MAC - anpec npeobpa3zyercs B CTpOKY BUJIa
"XX-XX-XX-XX-XX-Xx", e Tupe (-)
UCIIONIB3YeTCsl B KadyecTBE  CHUMBOJa-
pa3aenuTens MeX 1y IeCTHAAIATePUIHBIMU
nuppamu  (3aIMCaHHBIMH  CHMBOJIAMH
HIKHETO PErucTpa).

Multi - B pexume padorst Multi 802.1X,
OIHO WK OoJiee KIMEHTCKHX YCTPOMCTB
MOTYT OBbITh ayTEHTU(UIIUPOBAHBI HA OJTHOM
U TOM € MOPTY B OJHO U TO K€ BpEMS.
Kaxnoe KJIMEHTCKOE YCTPOMCTBO
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ayTeHTU(UIIUPYETCS WHANBUAYAIBHO; €ro
6e3onacHocTh B Tabmuie MAC - ampecoB
obOecrieunBaer Monyns “Port Security”
(bezomacHocTh TIOpTA).

Single - B pexume pabotsr Single
802.1X, ayreHTH(PHUIIUPOBATHCS HA TOPTY
OyZeT MperuMyIIeCTBEHHO OHO KITMEHTCKOE
YCTPOICTBO, OTHpaBUBILIEE 3alpoc Ha
JIOCTYII K pecypcaMm ceTH. I CBSA3U MEKITY
KIIMEHTCKUM YCTpOICTBOM u
KOMMYTaTOpOM UCTIOJNIB3YIOTCS
HopMasbHble Kaapel EAPOL. Eciu x mopty
MOJIKJIIOUEHO 00Jie€ OAHOI0 KIMEHTCKOTO
yCTpOiiCTBa, TMEPBBIM U3 HUX OyIeT
CUHTATHCS TO, KOTOPOE MOSBHIOCH PAHBIIIE
BCEX OCTAJIbHBIX B TOT MEPUOJ, KOTJa MOPT
Obul BKIIOYEH. Ecin Takoe KIMEHTCKoe
YCTPOMCTBO HE OTHPABHIO MPABHIBHOM
y4eTHOM  mH(pOpManmud B TCUYCHHE
3aJJaHHOTO BPEMEHHU, IIaHC TOTYYUT APYToe
KIIMEHTCKOEe  ycTporcTtBo. Kak  TOibKO
KIIMEHTCKOE YCTPOWCTBO OyJeT YCHElIHO
ayTeHTU(UIIMPOBAHO, TOJIHKO €My Oyjaer
paspelieH J0CTymn. OTOT PEeXUM padbOThI
aBigeTCs HamOosee Oe30MacHbIM M3 BCEX
MOAJEPKUBAEMBIX  pEXHMOB. B sToM
pexxume Uit obecriedueHus 0e30macHOCTH
MAC - azmpeca KIMEHTCKOTO YCTpOWCTBa
ucrnone3yercss Moaynb “‘Port  Security”
(bezomacHocTs mopra) (MOcie TOro, Kak

YCTPOUCTBO Oyner YCIIEITHO
ayTeHTU(UIIMPOBAHO).

dotlx radius-gos BimroueHue RADIUS-Assigned QoS Ha
OpTYy

dotlx radius-vlan BiitoueHue RADIUS-Assigned VLAN Ha
OpTY

dotlx guest-vlan BKiroYeHue rocteBoro VLAN Ha nopty

dotlx re-authenticate Pecrapt nponecca ayreHTUUKALIMN

4.2.18. ACL. Cniucku gocryna

ACL sBisieTcs nocie10BaTeIbHBIM CITUCKOM, UCTIOIb3YEMbIM ISl pa3pelleH sl WK 3apeTa
JIOCTyIa TOJb30BaTesiel K HMH(OpPMalMM WIM K BBINOJHEHHIO 3aJad Mo ceTH. B paHHOM
KOMMYTAaTOpEe ITOJIb30BaTEIM MOTYT 3a/JaTh IpaBWja, NPUMEHsSIEMbIE K HOMEpaMm IOpPTOB IS
paspelIeHus UK 3aIpeTa onepalui, Uil OrpaHuYeHHUs IPEAEIbHOU CKOPOCTH.

Komanma

| Onucanne

['moGasibHBIe HACTPOHKHU

access-1list rate-limiter <1-16>
{100kbps | 100pps

| pps}

Hacrtpolika orpanndyeHus CKOpOCTH:
<1-16> - uaeHTUUKATODP IIpaBUIIA
{100kbps | 100pps | pps} — BbIOOp enMHMIT
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U3MEpEeHUs, IMOocClie  BBOAA  CAMHHII
U3MEpeHusi TpeOyeTcss BBECTH IMOPOTOBOE
3HAUCHWE, TPU MPEBBIIICHUU KOTOPOTO
MaKeThl Oy IyT OTOpachIBaThCSI.

access—-1list ace <1-128>

no access-list ace <1-128>

Co3nanne mpaBuia  GUIBTpPAMM TS
MOJIMTUKU JIOCTyNa — JUIsl ONPEAeNIEHHOTO
MopTa WK JJISI BCEX MOPTOB

VY nanenue npasuia

access-list ace <1-128>

{any |

interface}

ingress

Bri6op BXoasiero nopra.

access—-1list ace <1-128>

policy<0-63>

Bribop  ¢umpTpa  MOMMTHKHA,  YTOOBI
OTQWIBTPOBATh KOHKPETHYIO MOJIUTHKY TIO
nanHomy ACE. Ilo ymoiuanuio ycTaHOBJIEH
(GWIBTP HE MPHCBOEH.

access-listace<l-128>frame-type

Br16op tumna kaapa. [lo ymonyanuo MOKHO

{any | arp etype | ipvé4 | UCIIOJIL30BATh JIFOOO0M THIT KaJIpa.

ipvd-icmp | ipvéd-tcp | ipvé-udp

| ipv6 | ipvée-icmp | ipvé-tcp |

ipve-udp}

access—-list ace <1-128> action | Beibop omepamuu ¢ KaapoM, KOTOPBII

{deny | filter permit} nonagaer B 3ToT ACE
Deny - Kkaap, nomaBmuid B 3T0T ACE,
oTOpackIBaeTCs.
Permit - Kaapy, KOTOpPBHIM IONAJNAECT B
stor ACE, mpenocrasisieTcsi paspenicHHe
Ha onepanuio ACE.
Filter - xaapsl, COOTBETCTBYIOILIHUE
ACE, ¢unpTpytorcs.

access-list ace <1-128> rate- | BkiaroueHue orpaHMYEHUs] CKOPOCTH.

limiter <1-16>

access-list ace <1-128> rate- | Belkio4yeHHe OrpaHHUYCHUS] CKOPOCTH.

limiter disable

access—-list ace <1-128> mirror Bxrouenue GyHKINM 3epkana

access-list ace <1-128> mirror Brikmrouenne GpyHkuuu 3epkania

disable

access-list ace <1-128> logging Bxotouenne peructpanu B CHCTEMHOM
JKypHae.

access-list ace <1-128> logging

disable BhIKITIOUEHHE pErucTpanud B CHCTEMHOM
KypHaJe.

access-list ace <1-128> shutdown | BkaounTh QyHKIHIO OTKIIOYEHUS [TOPTA

access-list ace <1-128> shutdown

disable BBIKITIOUNTD QYHKINIO OTKIIOYEHHS [TOpTa

access-list ace <1-128> tag Bb10op KaJpoB B COOTBETCTBUHM C TEraMu
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{any | tagged | untagged}

802.1Q.

Any - JOITyCKaeTcs JII000e 3HaUCHHE
Tagged- TonbKO Kaap C TEramH.
Untagged - Toabpko Kaapsl 6€3 TEroB.
3HayeHue 1Mo yMOIYaHUIO - Any

access-list ace 1 vid {<1-4095>
| any}

Bri6op vlanid s nannoro ACE
Any - GuIbTp HE 3a7aH

access-1list ace 1 tag-priority
{0-1 | 0-3 | 2-3 | 4-5 | 4-7 |
6-7 | <0-7> | any}

Br16op 3nauenus User Priority (IIpuopurer
MoJIb30BaTes ), HaliieHHoro B Tere VLAN

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Br160p MOpTOB A1 HACTPOIKY TapaMeTPOB

access-listpolicy<0-63>

YcraHoBka — waeHTU(UKATOpa  MPaBHUII
CIUCKa JOCTYyMa OMNPEICIICHHOMY TOpPTY.
[TopT MOXKET HCIIOJIb30BAaTh TOJIBKO OJMH
UACHTH(HUKATOP TPABWJI CIUCKA JOCTYIIA,
OJIHAKO, HMJCHTHU(HUKATOP TNPABUI CIHCKA
IIOCTYHa MOXET 6I)ITI) HpI/IMeHeH KO MHOTUM
nopram. [lo ymom4aHuio uaeHTU(UKATOP
nMmeeT 3Hauenue 0.

access-1list action {deny |
permit}

Pa3pemraer unu 3ampeniaer kajap Ha OCHOBE
TOT0, COrJacyercsi U OH C IPaBWIOM W3
MIPUCBOCHHOM TPy TPABHIL.

access-1list rate-limiter <1-16>

VYcraHoBKa HAECHTU(PHUKATOPA OTPAaHUYUTEIS

CKOPOCTH, MPHUMEHSIEMOro K  IOpTY.

[TpaBwiIo OrpaHUYeHHUS] CKOPOCTH MOXKET

OBITh 33/JaHO B PEXKHUME TIJ100aTbHOM

KOH(UTYpaIuu, KOMaHI0l access—1ist
rate-limiter <1-16> {100kbps
| 100pps | pps}

access-list redirect interface Br16op 1nopTa, Ha KOTOPBIN

GigabitEthernet <port_ type_ list> | mepenanpaBisrorcs COTJIACYIOIIUECS
KaJpBbL.

access-list mirror Bxmroyenne (QyHKIUM —3€PKaIMPOBaHUS.
Korna GyHKIUS 3epKAIUPOBAHUS

No access-list mirror

BKJIFOYEHA, KOMUHU COIJIACOBAHHBIX KaJIpOB
OoynyT 3epKAIMPOBATHCS B nopT
Ha3Ha4YeHMs. DTUM NapamMeTpoM 3a7aeTcs
3epkanimpoBanue nopra Ha ocHoBe ACL, a
MOPT 3EPKATUPOBAHUS 33JaeTCsl Ha OO0IIen
CTpaHHUIIE HAaCTPOMKH 3epKana,
peann30BaHHON HE3aBUCUMO.

Brikmouenne QyHKIMH 3epKaTUPOBAHMS

access-list logging

no access-list logging

BxiroueHue peructpanuu Coriacyroumxcs
KaJIpOB B CUCTEMHOM >KypHaJe.

BrikaroueHue perucTtpanmuun

access-1list shutdown

BrikaroueHue nopTta, Koraa
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no access-1list shutdown

COTJIacylolIuecss KaApbl TMOSBIAIOTCS Ha
MOPTY.

OTMeHa KOMaH bl

access-list port-state

H3menenne cocrosiHus mnopta. [loBropHOE
BKJIIOYCHHE  TIOpTa,  KOTOPBIA  ObLI
BBIKJIFOUEH MPaBHIIOM acl

no access-list port-state M3MmeHeHne COCTOSIHMS nopra.
Brixnrouenue
Hactpoiika Time-base Onwucanue

time-range <word32>

no time-range [<word32>]

KomaHna ucronb3yercs Uit CO3/IaHus WU
W3MEHEHHMsS  JMana3oHa  BPEMEHH  Ha
KomMmyTarope. Kcmonb3yercst B CrHMCKax
noctyna (ACL) nist yrpaBiaeHus: 10CTYTIOM
K CETH B OIIPEJICIICHHBIC TIEPUOIbl BPEMEHH.
<word32>—3T0 yHUKaJIbHOE UMS, KOTOPOE
BbI JJaeTe Auamna3ony BpeMeHu. OHO MOXKET
CO/IepkKaTh 10 32 CUMBOJIOB.

Komanna wcnonedyercs Ui ynaneHus
JMana3oHa BpPEMEHM, KOTOpbIH ObUI paHee
CO3/1aH Ha KOMMYTaTOpE.

[Toapexxum HacCTpoikU time-range

Onucanue

absolute [start <hhmm><date>]
[end <hhmm><date>]

no absolute

periodic

{Monday | Tuesday|Wednesday| Thursd
ay|Friday|Saturday|Sunday|daily|
weekdays |weekend} <hhmm> to
[Monday | Tuesday|Wednesday| Thursd
ay|Friday|Saturday|Sunday]
<hhmm>

no periodic

{Monday | Tuesday|Wednesday| Thursd
ay|Friday|Saturday|Sunday|daily|
weekdays |weekend} <hhmm> to
[Monday | Tuesday|Wednesday| Thursd
ay|Friday|Saturday|Sunday]
<hhmm>

YcTraHoBKa aOCOJIIOTHOTO BPEMEHM Hayala
WIA KOHIIA JMara3oHa BpeMEHU. Bpewms
3amaercas B (opmare YacoB W MHHYT
(HH:MM), a nata — B ¢opmare roja,
mecsia ¥ a1 (YYYY/MM/DD)

OtmeHa HaCTpOﬁKH a0COJIFOTHOTO BPCEMCHHU.

VYcTraHOBKa  MEPHOJMUYECKOTO0  BPEMEHHU.
MoxHO yKa3aTh JHU Helenu (NSATHHIA,
MOHENENbHUK, Ccy00oTa,  BOCKpECEHbE,
YeTBEpr, BTOPHHK, Cpela) WIW THUIIBI
NEepuoJIoB  (EXKEeIHEBHO,  eXEeHeAEebHO,
BbIXO/HbIE). Bpems 3amaercs B ¢Qopmare
yacoB 1 MuHyT (HH:MM).

OTmMeHa  HACTpOMKHM  NEPHOIUYECKOTO
BPEMEHH.

Hactpoiika ACL Time-base

Omnucanme

access-list ace <1-1024> action
{permit|deny|filter {switchport
<1~53>|interface

Cozpanme cmnucka pocryna (ACL) ¢
ykazaHueM Homepa (ot 1 mo 1024),
JeicTBusl  (pa3pelinTh, 3alpeTuTh WU
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<port type list>}} [time-range GbWIbTpOBaTh), MOPTa KOMMYTATOpa WJIH
{<word>|disable}] uHTepdeiica, ¢ AMana3oHOM BPEMEHH.

[Tpocmotp undpopmanuu Time-base
show time-range [<word32>] Komanaa mcrnosb3yercst i 0TOOpakeHHS
uHpOpMAMd O  JMana3oHe BpPEMEHH,
KOTOPBIN OBbLI CO3/IaH HAa KOMMYyTaTope. JTa
KOMaH/a [IO3BOJISET POCMOTPETH
HACTPOMKM  BPEMEHH,  CBS3aHHBIE  C
OIPEJCICHHBIM HMCHEM JHMana3oHa, WK
BCE CO3JIaHHbIE JIUAa30Hbl BDEMEHHU.

4.2.19. IP Source Guard. 3amura IP-agpeca ucrounuka

Oynknus [P Source Guard B Ethernet-kommyTaTropax mpemHa3zHadeHa it oOecrieueHus
JIONTOJTHUTEIbHOM 3alIUThl OT HECAHKIIMOHUPOBAHHBIX JCHCTBHI MOJIb30BATEIICH.

4.2.20. IP Source Guard

Komanma Omucanue

I'moGanbHBIE HACTPOHKH

ip verify source Bxurouenue 3anmtel [P-agpeca uctrounuka

no ip verify source Brikntouenue 3amutsl [P-agpeca ncrounnka

ip verify source translate npeoOpa3oBaHre AMHAMHUYECKUX 3alHCce B
CTaTUYECKUE.

no ip verify source translate OTMeHa KOMaHIbI

ip source binding interface Hactpolika ctaTuueckux mpaBui. Y CTaHOBKa

GigabitEthernet cooTBeTCcTBUN Mexay IP-agpecom, HoOmepoM

<port_type_id><vlan_id><ipv4_u | mopra, MAC-agpecom u VLAN ID.
cast><mac ucast>

Hactpoiika mopros

interface GigabitEthernet Br160p nopToB U1 HACTPOWKH ITapaMeTpOB
<port type list>
ip verify source Bxurouenue 3anutel [P-agpeca ucrounuka Ha

nopty. nst Toro, uroOsl 3amuTa [P-agpecos
HCTOYHUKA paboTana, QyHKIUS T0JIKHA ObITh
BKJIIOYEHA B IN100aJIbHOM PEXHUME U Ha MOPTY.

no ip verify source Brikimrouenue 3amutel [P-agpeca mcroyHuka
HAa MOPTY.
ip verify source limit <0-2> Br160p MakcuManbHOTO YHCa JUHAMHYECKHUX

KJIMEHTOB Ha MOPTY. BO3MOXHBI cieayromue
BapuaHtel: 0, 1, 2 Ecnm BkIOYeH pexum
paboTel MOpPTa M MAaKCHUMaJbHOE YHCIO
KJIMEHTOB paBHO 0, KOMMYyTaTOp OYJET TOIBKO
nepeaaBaTh IP-mmaketsl, KOTOpBIE
COIVIACYIOTCSL CO CTaTUYECKUMH DJIEMEHTaMH
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cnucka (IP-anpecamn) muist nannoro nopta. Io
YMOJTYaHUIO 3HAYCHUE unlimited
(HEeorpaHMYEHHOE KOJIMYECTBO)

4.2.21. IPv6 Source Guard

Komannma

Onucanue

['moGanpHBIC HACTPOMKH

ipv6e verify source

no ipvé6 verify source

Bxutouenue 3anutel [P-agpeca nctounuka

Brikmtouenue 3amuthl [P-anpeca nctounuka

ipv6 verify source translate

no ipv6 verify source
translate

npeoOpa3oBaHue IUHAMHYECKUX 3amuceil B
CTaTHYEeCKUe.

OtmeHa KOMaH/bI

ipv6 source binding interface
GigabitEthernet <port type id>
{<ipv6 ucast> | vlan}

Hacrpolika crarnyeckux npaswil. Y CTaHOBKa
coorBercTBUi Mexnay [P-ampecom, Homepom
nopra, MAC-anpecom u VLAN ID.

Hactpoiika noptos

interface GigabitEthernet
<port type list>

Br100p mopToB 117151 HACTPOUKH MapaMeTpoB

ipv6 verify source

No ipv6 verify source

Bxmrouenne 3amutel [P-anpeca ucrounnka Ha
nopty. Jas Toro, utoOsl 3ammura [P-agpecos
UCTOYHMKA paboTana, pyHKIHUSA JOKHA OBITH
BKJIFOYEHA B IN100aJIbHOM PEXHUME U Ha MOPTY.

Brikntouenue 3ammthl [P-angpeca ncrounuka
Ha MOPTY.

ipv6e verify source 1limit<0-2>

Bb160p MakcuMaabHOTO YKciIa JUHAMUYECKUX
KJIMEHTOB Ha NOPTY. BOo3MOXKHEBI cinenyromue
Bapuantel: 0, 1, 2 Ecnu BkiroueH pexum
paboThl mMOpTa M MAaKCHUMalbHOE YHUCIIO
KJINEHTOB paBHO 0, KOMMYyTaTop OYJET TOJIBKO
rnepeaaBaTh IP-nakersl, KOTOpBIE
COIJIACYIOTCSL CO CTaTUYECKUMU DIIEMEHTaMU
cnucka (IP-angpecamn) nst gannoro nopra. [lo
YMOJIYaHHUIO 3HAYEHUE unlimited
(HEOrpaHUYEHHOE KOJUYECTBO)

4.2.22.

ARP inspection. Uncnexkuusi ARP

Nucnexkuus ARP-nakeToB ncnomb3yercs i OTGUIBTPOBBIBAHUS HECAHKLIIMOHUPOBAHHBIX
nakeroB ARP. D10 mo3BossieT npeaoTBpaTUTh MHOTHE BUJIBI aTak Kiacca «man-in-the-middle»
(ataka «4enmoBek mocepenuHe»). IIpu oOHapyKeHHHM KOMMYTAaTOPOM HECAHKIMOHHWPOBAHHOTO
ARP-nakera uM aBTomarmuecku cosnaercsa ¢uiabTp MAC-ampecoB, Ookupyromuid Tpadguk OT
MAC-anpecau cetu VLAN, 0T KOTOpBIX IOCTYNNJI HECaHKIIMOHUpoBaHHbIN ARP-naker. [lepuon
akTUBHOCTH PuiibTpa MAC-angpecoB Ha KOMMYTaTOpPE MOXKHO HACTPanuBaTh.

95



no ip arp inspection

Komanna Onucanue

['moGanpHBIE HACTPOMKH

ip arp inspection Brxutouenne Qynkiun  uHcnekumu  ARP-
[IaKETOB

Brixmrouenne ¢ynknum wHCneknun  ARP-
MaKETOB

ip arp inspection vlan
<vlan list> logging {all |
deny | permit}

Bri6op VLAN Ha xoTOpbIX OyJeT BKIHOYCHA
¢bynkuus nacnekuun ARP-makeToB. A Taxoke
HACTpoOiika TWIa 3amucei, mepeaaBaeMbIX B
KYypHAIL.

ip arp inspection entry
interface GigabitEthernet
<port type id><vlan id><mac_uc
ast><ipv4 ucast>

Hactpoiika cratndeckoi 3anvcu
<port type id> - HOMEp mopTa
<vlan id> - Homep vlan
<vlan id> - mac-aapec

<ipv4 ucast> - ip-ajpec

Hactpoiika nmopros

interface GigabitEthernet
<port type list>

Br160p mopToB 11 HACTPOIKK TapaMeTpoB

no ip arp inspection trust

ip arp inspection trust

Brutouenne Qynkimun  uHCnekuuu  ARP-
IIaKETOB Ha IOPTY.

Boikmtouenne ¢ynkiun uHcnekiun  ARP-
IMAKETOB HA MOPTY.

ip arp inspection check-vlan

no ip arp inspection check-
vlan

Bxirouenune npoepku VLAN.

Brixmtouenune nposepku VLAN.

ip arp inspection logging {all
| deny | permit}

no ip arp inspection logging

deny - B KypHanm = nomemaroTrcs
3aIpeleHHbIE 3alUCH.
permit - B KypHan nomemarorcs

pa3pelLIeHHBIC 3aIIUCH.
All - B ypHaJI ITIOMENIAlOTCS BCE 3aIIUCH

B KypHaJI HUYCTO HC 3alIUChIBACTCA.

4.2.23.

Hacrpoiika Gratuitous ARP

Gratuitous ARP (GARPs) — »s10 cnenuaneubiii Bug maketoB ARP, oTmpamisiembix
YCTPOMCTBOM Jake TOrna, Korna oHo He 3anpammBano MAC-aapec Apyroro ycrpoicrsa. OTH
MaKeThl MCIOJIb3YIOTCS Jisi oOHOBIeHus Tabmmi ARP Ha cocemnux ycTpolcTBax, MO3BOJISS
CBOEBPEMEHHO OOHOBIIATH 3anmucu B Tabnuie ARP.

Hactpoiika Gratuitous ARP mnone3na B cuTyanusx, KOrja yCTPOWCTBO IepeMeliaeTcs
BHYTpH ceTH uiu u3Mmensercs IP-aapec, 4roObl ObicTpo oOHOBUTH Tabmuiubel ARP coceneit u

n30exarTh 3a/1epIKeK CBSI3U .

Komanma

Omnucanue
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Hactpoiika uatepdeiica L3

ip gratuitous-arp tx-interval
<5-200>

no ip gratuitous-arp

Briounte  mepHoOANYEcKyIO OTITPABKY
gratuitous-arp xaapoB (cpa3y request u reply)
c untepdetica L3.

OTkiaro4aeTr  MEePUOJUYECKYI0  OTIPABKY
gratuitous-arp kaapoB ¢ L3 unrepdeiica.

. . 3anpeTHTh WM PaspelIdTh  MOJYYEHHE
ip gratuitous arp {deny | gratuitous-arp kaapoB Ha L3 unTepdetice .
permit}

[Tpumep:

interface vlan 10

ip address 192.168.10.18 255.255.255.0
ip gratuitous-arp tx-interval 5

ip gratuitous-arp deny
|

4.2.24. ARP Proxy

ARP Proxy (Proxy ARP) — sT0 MexaHu3m, KOTOpBIN MO3BOJISIET KOMMYTAaTOPy OTBEYATh Ha
ARP-3anpocsl, npegHazHaueHHbIE 1)1 YCTPOUCTB, KOTOPbIE HAXOJATCS 3a HUM, HO HE B TOM K€
HOJCETH. DTO TMOJIE3HO B CETAX C HECKOJBKHUMHU IOJACETSIMM, Ize TpedyeTcs obecnednThb
B3aUMOJICVCTBUE MEXKAY YCTPOMCTBAMM, HAXOJSIIMMUCS B PA3HBIX ITOCETSX.

[Tpunuun padotsr ARP Proxy

Korga ycrpoiictBo otmpasisier ARP-3anpoc nins [P-agpeca, KOTOpsIi HAXOAUTCS B APYrou
MIOJICETH, KOMMYTaTop ¢ BKIHOYeHHBIM ARP Proxy oTBedaer Ha 3TOT 3ampoc, UCIOJB3Ysl CBOM
MAC-aapec. DTO MO3BOJISIET YCTPOWCTBY, OTIPABHUBIIEMY 3alpoC, YCTaHOBUTH CBS3b C
YCTPOMCTBOM B APYTOH MOACETH YePE3 KOMMYTATOP.

Komannma

Omnucanue

KOMaHI[a B Ir71002JIBHOM PEKHUME

ip arp proxy

no ip arp proxy

Bxmrouaer pexum npokcupoBaHusi ARP-
3apoOCOB AJI1 KOMMYTaTopa

Otkirouaer pexxuM npokcupoBanus ARP-
3aIpocoB IS
KOMMYTaTOopa

ip arp timeout <1-4294967295>
| default

Hacrpoiika Bpemenn oxunanusa ARP-3anuceit
B T1100aTbHOM KOH(UTYpAIIK KOMMYTAaTOpAa.

- [Tapametrp <1-4294967295> yka3pIBaeT Ha
JIMara3oH 3HAaYeHU BPEMEHH OXKUJaHUsI.

- default — 3nauenue mo ymomganuto 60000
CEKYHJ.

Hacrpoiika B pexxume koHpurypupoBanus L3

Ormmcanue

97




nHTepdeiica

ip arp proxy

no ip arp proxy

Bximowaer pexum npokcupoBaHus ARP-
3arpocoB it KOHKpeTHoro L3 unrtepdeiica.

Otkiroyaer pexum npokcupoBanus ARP-
3ampocoB A1 KOHKpeTHoro L3 unTepdeiica.

ip arp timeout <1-4294967295>
| default

Hacrtpoiika BpeMeHU OXHUAaHUA B PEKHUME
koHpurypupoBanus L3 unrepdetica.

- [Tapametp <1-4294967295> yka3biBaeT Ha
JMana3oH 3HauYeHUN BPEeMEHU OKUJaHUSI.

- default — 3navenue mo ymomruanuto 60000
CEKYH]I.

Komanipl npocMoTpa HH(OpMAITHH.

show ip arp configuration

Komanma  mpocmotpa
koHpuryparmu ARP.

uHpopmanuu 0

show ip arp

Komanna npocmorpa unpopmaruu o ARP.

[Tpumep KoHDUTYpaUU:
SWI

hostnameSWl

|

vlan 2-4

|

ip arp proxy

ip arp timeout 60

|

interface GigabitEthernet 1/1
switchport mode trunk

switchport trunk allowed vlan 2,3

description Connect SW2

|
interface GigabitEthernet 1/2
switchport access vlan 2
description Client A

|

interface VLAN 2

ip address 192.168.2.1 255.255.255.0

no ip arp proxy
!

interface VLAN 3

ip address 192.168.3.1 255.255.255.0

no ip arp proxy
|

interface VLAN 4

ip address 192.168.4.1 255.255.255.0

SW2

hostname SW2
|
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vlian 1-4
I

ip arp proxy
ip arp timeout 60

interface GigabitEthernet 1/1

switchport mode trunk
switchport trunk allowed vlan 2,3

description Connect SW1

interface GigabitEthernet 1/2
switchport access vlan 3

description Client B

interface VLAN 2
ip address 192.168.2.2 255.255.255.0
no ip arp proxy

interface VLAN 3
ip address 192.168.3.2 255.255.255.0
no ip arp proxy

interface VLAN 4
ip address 192.168.4.2 255.255.255.0

4.2.25. Radius

Komannma

Omucanue

I'moGanbHBIE HACTPOHKH

radius-server timeout<1l-1000>

Hactpoiika BpeMeHM OXHIaHUS OTBETa OT
cepBepa ayTeHTH(PHUKAIMU Tepea TeM, Kak
TMOBTOPHUTH 3aIPOC.

radius-server retransmit<l-

Hacrtpoiika 4wncna MOBTOPHOM —mepenayu

<linel-63>

1000> 3alpoCOB Ha cepBep ayTeHTU(UKALINY.
radius-server deadtime<l- Hactpoiika BpeMeHM OTCYTCTBHS CepBepa
1440> (Bpems, B TE€4EHUU KOTOPOr0 KOMMYTaTOp He
OyZeT moChUIaTh HOBBIE 3alIpOChl HA CEPBED,
KOTOPBIN HE OTBETUJI HA MPEBLIYIIUHI 3a1pOC)
radius-server key BBox kimroua JIuHOM He 6onee 64 CUMBOJIOB.
(unencrypted | encrypted)

radius-server
<ipv4 ucast>

attribute 4

HacTtpoiika ipv4-aapeca, B kauecTBe aTpudyTa
4 B makerax 3amnpoca nocrtyna RADIUS. Ilo
YMOTYaHUIO UCIIOJIBb3YETCS ip-agpec
ucxosmero narepdeiica.

radius-server
<ipv6_ucast>

attribute 95

Hacrpoiika ipv6-aapeca, B kauecTBe aTpudyTa
4 B nakerax 3anpoca nocryna RADIUS. Ilo
YMOJTYAHUIO HCITOJTB3YETCS ip-azmpec
ucxosuiero uaTepgeiica.

radius-server

attribute 32

Wnentudukatop anuHOW He Oomnee 256
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<linel-253>

CHMBOJIOB, I/ICHOJIB?)yeMblﬁ B Ka4eCTBEC
atpubyta 32 B makerax 3ampoca JIOCTyIa
RADIUS.

Hactpoiika cepBepa

radius-server host<wordl-255>

Hacrpoiika umenn xocta RADIUS cepsepa
WJIU €T0 ip-aJipec

radius-server host <wuma wunu
ip-ampec> auth-port <0-65535>

Hactpoiika nopra UDP, ucnons3zyemoro s
ayreHTudukanun Ha RADIUS-cepBepe.

radius-server host <umsa wiam
ip-azmpec> acct-port <0-65535>

Hactpoiika nopra UDP, ucnonas3zyemoro s
aKKayTHHTa

radius-server host <uma wuim
ip-ampec> timeout <1-1000>

Hactpoiika Bpems oxxugaHusi, OHO Oyner
HCIIOJIb30BAHO BMECTO INI0OAIBHOTO BPEMEHU
oxuaaHus. Ecnm KenarenbHO MCIOIb30BATh
rio0anbHOE 3HAaYEHHE, KOMaHAy BBOJIUTH HE
HYXKHO.

radius-server host <uMa MIMu
ip-ampec> retransmit <1-1000>

Hacrtpoiika BpeMeHM NOBTOPHOM Iepenayy,
OHO Oyzer UCII0JIb30BaHO BMECTO
r7100aIbHOTO 3HAUYEHUS! BPEMEHH IOBTOPHOM
nepenayd. Ecim jkenaTteapHO HUCIOIb30BaTh
rio0anbHOE 3HaYEHHE, KOMaHAy BBOJIUTH HE
HYKHO.

radius-server host <uma wunu
ip-ampec> key (unencrypted |
encrypted) <linel-63>

Hactpoiika kitoua, oHO OyA€T UCIIOJIb30BAHO
BMECTO TJI00aJIbHOTO 3HAYEHUS CEKPETHOIrO
KiIo4a. Eciom  kenaTeslbHO  MCHOJIB30BATh
rio0anbHOE 3HAaYEHHE, KOMaHAy BBOJIUTH HE
HYKHO.

IIpumeuanue: nepenatb BCE MapaMeTpbl CepBEpa MOXKHO OJHOM CTPOKOW, YKas3bIBas
3HA4YEeHUsl NapaMeTpoB MocieaoBaTenbHo. CepBep, YKa3aHHBIM paHblle B KOH(Urypauuu

CUHUTACTCsI OCHOBHBIM.

4.2.26. Hacrpoiika TACACS+

Komanma

|()nncaHHe

['moGasibHBIE HACTPOHKHU

tacacs-server primary-mode

Brutouenne ¢QyHKIMOHaNa BbIOOpa CEpBEPOB
JUIs OTpoca, HayMHas C NEPBOro, Kak OHU
yKa3aHbl B HACTpOIKax

tacacs-server timeout<1l-1000>

Hactpoiika BpeMeHM OXHIaHUS OTBETa OT
cepBepa ayTeHTH(PHUKAIMU Tepea TeM, Kak
MMOBTOPHUTH 3aIMPOC.

tacacs-server deadtime<l-

1440>

Hactpoiika BpemMeHH OTCYTCTBUSA CeEpBEpa
(Bpems, B TE€YEHUU KOTOPOTO KOMMYTATOp He
OyZeT TMochUIaTh HOBBIE 3alPOCHl Ha CepBep,
KOTOPBIN HE OTBETHMJI HA MPEIbLIYIIHUIi 3a11pOC)
Pa6oraer TOJIBKO c BKJIFOUEHHBIM
(dyHKIMOHATIOM tacacs-server primary-mode

tacacs-server key
(unencrypted | encrypted)
<linel-63>

BBog kiroua aimnHoN He Oojiee 64 CHMBOJIOB.

Hactpoiika cepBepa
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tacacs-server host<wordl-255> Hactpoiika umenu xocra TACACS+ cepepa

WJIU €TO 1p-aJipec

tacacs-server host <uma wnnm Hacrpoiika nopra TCP, ucnons3yemoro ms
ip-ampec> port <0-65535> ayreHtudukauu Ha cepsepe TACACS+.

tacacs -server host <uma wunu Hactpoiika BpeMs oOupaaHus, OHO Oyzer
ip-azgpec> timeout <1-1000> HCII0JIb30BAHO BMECTO ITOOATBLHOIO BPEMEHH

oxugaHus. Eciau jkenaTelnbHO HMCIIOJIh30BaTh
riao0aabHOE 3HAYCHHC, KOMAaHy BBOAWUTHL HC

HYKHO.
tacacs-server host <mma wnnm Hacrpoiika kito4ya, OHO OyAeT UCIOJIb30BaHO
ip-azgpec> key (unencrypted | BMECTO IJI00AIbHOTO 3HAYEHUS] CEKPETHOTO

encrypted) <linel-63>

kimoya. Ecnm  JkenmaTesNibHO — MCHOJBb30BaTh
100anbHOE 3HAYEHUE, KOMAHIY BBOJMUTH HE
HY’KHO.

IIpumeuanue: nepenatb BCE MapaMeTpbl CepBEpa MOXKHO OJHOM CTPOKOW, YKas3bIBas
3HAYEeHUsl NapaMeTpoB MocieaoBaTenbHo. CepBep, YKa3aHHBIM paHblle B KOH(Urypauuu

CUHUTACTCsA OCHOBHBIM.

4.2.27. LAG

Komannma

Onucanue

aggregation mode
(smac|dmac|ip|port)

no aggregation mode

HacTtpoiika pexxuma paGoThl Ui pacyeTa JIMHEHHOro MopTa,
yepe3 KOTOphIi OyieT nepeaaBarbest Kajip.

smac - ucnoaszyerca MAC-aapec nCTOUHUKA

dmac - ucrionezyercs MAC-anpec Ha3HaYCHHS

1p — UCTIOJB3YyeTCs ip-aJipec

port - wucnonb3yrorcs moptel TCP/UDP HasHaueHws u
HMCTOYHHKA.

B03MOXHO BKIIIOUEHNE HECKOJIBKUX PEKUMOB PabOTHI.

BEPHYTh CTAaHAAPTHOE 3HAYEHUE

Hactpolika rpyniisl arperupoBaHusi

interface
GigabitEthernet
<port type list>

Br160p unTepdeiicos st 00beIUHEHMS B TPYIIITY

aggregation group <1-
32> mode
{active|on|passive}

Haznauenue id rpynmnsl ¥ BKIIOYEHHE PEKUMAa arperaiuuu
On - cratnueckas arperanus

Active — pexxuM akTuBHOM arperanuun LACP

Passive- pexxum naccuHoi arperauuu LACP

4.2.28. LACP

LACP (Link Aggregation Control Protocol) — 3To mpoTokon ympaBieHHs arperanuei
kaHasoB, moakommnoHeHT ctanaapta IEEE 802.3ad.

OH mno3BoisieT OOBEAWHUTH HECKOJIBKO (DU3MUECKUX KAaHAJIOB MEXIy CETeBBIMU
YCTpOICTBAMM B OJIMH JIOTUYECKUI KaHal. B pe3ynpraTe KaHaibl, IOJAECPKUBAIOLINE ITPOTOKOI
LACP, MoryT yBeIMUUTh JIOTHUECKYIO MOJIOCY IPONYCKaHUs U Ha&KHOCTh CETH 03 N3MEHEHUs
KaKoi-nbo ceTeBoi HHPPACTPYKTYPHI.

Kpome Toro, maxe ecim OJHa CChbUIKAa BBIXOOUT W3 CTpos, B pexnme LACP apyrue
JOCTYIIHBIE YJICHBI CChUTKU B TOH ke rpynne LACP O6yayT OanancupoBaTh Harpysky.
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LACP ucnons3zyer LACPDU coobmenus 111 oOMeHa nHGOopMaIiiei ¢ coceaHeit CTOpOHOiA.
[Tocne Bxmouenuss LACP mnopr mnoceutaer LACPDU, yBenomisii OTBETHYIO CTOPOHY O
npuopurere 1 MAC-aapece cucTeMbl, IPUOPUTETE U apece MopTa, U Kitoue onepauuu. Korna
OTBETHBIN MOPT MOIyYaeT 3Ty HHPOPMAIIUIO, OH CPAaBHUBAET €€ ¢ MHPOpPMaLUeil 0 CBOMX MOpTax,
HACTPOCHHBIX Ha arperamuio. Takum o0pa3omM o00€ CTOPOHBI JOCTHTalOT COTJIAIICHUS O
BKJIFOUEHUU WJIN UCKIOYEHUH OPTa U3 JUHAMUYECKON IPYIIIbl arperaiuy.

Komannma \ OnmucaHue

['moGasibHBIE HACTPOWKHU

lacp system- Hacrtpolika 3Hauenus system-priority. [lo ymomuanuro

priority<1-65535> -32768

Hactpoiiku nopros

interface Br160p mopToB 17151 HACTPOHKH IMapaMeTpoB

GigabitEthernet

<port type list>

lacp port-priority YeM MeHbIIIE 3TO 1eJI0€ YUCIIO, TeM OOJIbIIIEe MPUOPUTET. ITO

<1-65535> 3HAa4eHUE IPHOpUTETA ONpeAesseT, Kakod mnopr Oyner
AKTHBEH, a KaKoi — OyJIeT UrpaTh Pojib Pe3epPBHOTO.

lacp timeout (fast | [Tapamerp Timeout (Bpemst oxxumanus) onpenessieT Iepuo

slow) BpeMeHu Mexay nepenayamu BPDU. Korpga mapamerp nmeer

3Hauenue Fast (beictpo), nakerst LACP OyayT nepenaBarbes
KOKIYI0 CeKyH]y; KOrja napaMmerp UMeeT 3HadeHue Slow
(Memnenno), mepen ortmnpaBkoii makera LACP Oyxer
BblJIepKaH nHTepBai 30 CeKyHI.

[Tpumep HacTpoiiku noptoB B pexxume LACP:

# configure terminal
(config) #interface GigabitEthernet 1/1-2
(config-if)# aggregation group 1 mode active

4.2.29. Hacrpoiika loop-protect (Loop Protection)

®yuknus Loop Protection nmpenHasHaueHa A 0OHapyKeHus neTisiHus Tpaduka Ha L2-
YpPOBHE M MpPEJOTBpAILEHHUS IIHMPOKOBEIIATEIbHBIX INTOPMOB. MeXaHu3M paboTaeT MyTeMm
OTNPaBKM CHEIHaIbHBIX chykeOHbIXx kaapoB (PDU) u orciexxuBaHus HuX BO3BpaTa Ha
KOMMYTaTop.
B tekymieit Bepcuu nporpaMMHOro odecredeHus! MojIep>KUBaeTcs Ba pexuma padoThl:
- Port-based (mo ymouryanumio): [lpu oOHapyX eHHM MNETIM KOMMYTATOpP BBIIOJHSAET
HACTPOEHHOE JIeHCTBHE Ha/l GU3NIECKUM IIOPTOM.
- Vlan-based: 3aunura 610kupyeT nepenady Tpaduka TOIbKO B paMKkax KOHKpeTHbIX VLAN,
Ha KOTOpBIX OblJIa OOHaApyXeHa METIIs, COXPaHss MPU ITOM OOIIyI0 paboTOCIIOCOOHOCTh
¢u3uueckoro nopra Juist Apyrux HezaTpoHyThix VLAN.

Komanna Onucanne

['moGasibHBIe HACTPOHKHU

loop-protect Bxurouenne GyHKIIUM 3aIUTHI OT METENb.
no loop-protect Brikmrouenne QyHKIMH 3aIIUTHI OT METelb.
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loop-protect mode {port-
based | vlan-based}

Bribop omepanmonHoro pexuma  3amuThl.  [lo

YMOJTYaHUIO HCTIONB3YyeTcs port-based.

loop-protect shutdown-
time <0-604800>

no loop-protect
shutdown-time

Ilepuon BpemeHu (B CEKyHIax), Ha KOTOPBIH
nopt/VLAN BbIKITIOUaeTCs Mpu OOHAPYKEHUU TETIIH.
Buauenme (0 o3Ha4aeT, YTO OOBEKT OCTAHETCS
BBIKJTIOYEHHBIM JI0 Tepe3arpy3Ku yCTpOHCTBa.

BricTaBiieHne 3HAYeHUs BpPEMEHU OJIOKMPOBKH I10
ymosryanuio (180 cek).

loop-protect transmit-
time <1-10>

no loop-protect
transmit-time

NutepBan mexay otnpaBkamu naketoB PDU 3ammTel
OT IETENb Ha KaXKJIOM MOPTY (OMYCTUMbIE 3HAYCHUS: OT
1 mo 10 cexynpm).

BricTaBiienne uWHTepBajia
yMOJTYaHHUIO (5 ceK).

OTIIpaBKH IIAK€TOB IIO

loop-protect with-stp

no loop-protect with-stp

AKTHBaIUs MEXaHU3Ma 3alUThl OT [IE€TeNIb COBMECTHO C
npotokosiom  Spanning  Tree  Protocol  (STP).
IIpumeuyanue: koMaHaa padoTaeT TOJbKO B pexXnMe
port-based.

OTKITIOYCHNE MEXaHU3Ma 3alTUTHI OT IeTeIh COBMECTHO
¢ npotokosomM Spanning Tree Protocol (STP).

loop-protect vlan
<vlan list>

no loop-protect vlan
<vlan list> <cr>

Bxitouenne Qynkiun loop-protect Ha BBIOpaHHBIX
VLAN (cmmcok ID, manpumep: 1,3-5,7) mis paboTsl B
pexxume vlan-based.

Otxmrouenne QyHKuM loop-protect Ha BBIOpaHHBIX
VLAN unu Ha Bcex VLAN cpasy.

Pexum koHurypammu ¢puzndeckoro narepderica

interface
GigabitEthernet
<port type list>

Br100p mopTOB /17151 HACTPOMKH MTapaMeTPOB.

loop-protect / no loop-
protect

BxitoueHne win BBIKIIOYEHHE (YHKIMU 3aIIUTHI OT
neTesib Ha BBIOPAHHBIX MOpTax. (MO YMOIYAHUIO
BKJIIOYEHO Ha BCEX MOPTax)

loop-protect action {log
| log shutdown |
shutdown}

Hactpoiika omepanuu npu OOHapy>KEHUU NETIU Ha
HOPTY:
e Jlog — CoObITHSI pETUCTPUPYIOTCS B )KypHAJIE, HO
MIOPT OCTAETCS BKIIOYCHHBIM.
¢ log shutdown — IlopT oTkIJIfO4aeTCs HA MEPUOJ
BpPEMEHHU, 3a/IaHHBIN B IN100aIbHBIX HACTPOMKAX,
U COOBITHSI PETUCTPUPYIOTCA B )KypHAJIE.
e shutdown — IlopT oTkitoyaeTcs Ha NEpPUOL
BpPEMEHHU, 3a/IaHHBIN B IT100aTbHBIX HACTPOHKAX.

loop-protect tx-mode

no loop-protect tx-mode

BxiroueHue reHepanuy NAaKeTOB 3alllUTHl OT TETEIIb
PDU (akTUBHO 10 YMOYaHHIO).

Briximouenue T'CHCpallMK MAKCTOB 3alllUTEI OT ICTCJIb
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| PDU.

[TpuBHIErHPOBAHHBIN PEXHUM (€XeC)

loop-protect unblocking [MpunyauTenbHOE py4HOE pa30I0KupoBaHUE

interface yKa3aHHbIX  (U3UYECKUX  IOPTOB, OTKJIFOYCHHBIX

<port type list> (yHKIMEH 3aIUThL.

loop-protect unblocking [IpunyaurenbHOe pydyHOe pa30JoKupoBaHue Tpauka B

vlan <vlan list> ykazanHbix VLAN, 3a0nokupoBaHHBIX (yHKIHEH
3alTUTHL.

show loop-protect OTtoOpakenue II00ATBHBIX napaMeTpoB

KOH(UTrypaluu # KpaTkod HHPOpMAIMU IO BCEM
duznueckuM uHTEpPEricaM CUCTEMBI.

show loop-protect OrobOpaxkeHrue ACTAIbHOW HWH(OpPMAIMU M TEKYIIETro
interface cratyca (YHKIMH HAa yKa3aHHbIX  (HU3MYECKHX
[<port type list>] uHTepdericax (MM Ha KOHKPETHOM MOPTY).

show loop-protect vlan- OtoOpakeHre mIO0ATbHON KOH(UTYpaIk U OOIIEro

based crrcka 3anuimaemMbix VLAN (wim cooOmieHust 00 ux
OTCYTCTBHH).

show loop-protect vlan- OtoOpakeHue NeTanbHON TaONHIBI CcTaTyca 3alluThl,

based vlan [<vlan_list>] | c4eTYHKOB METEIb U BPEMEHH MOCIICIHETO HHIMICHTA
J1st ykazaHHbiX VLAN.

IIpuMepsl HaCTPOUKH:

1) Hacrpoiika 3ammuTsl Ha ypoBHe puznyeckux nopros (Port-based) ¢ orkirouennem STP

DTOT BapWaHT UCHONB3yeTcsi Ha aboHeHTckux noptax (Edge-moprax) wmmm cThikax, rie
npoTokosl Spanning Tree He mopkeH paboTarh. UTOOBI MAaKeTHl 3alIUTHI OT TMETENh KOPPEKTHO
oOpabateiBasiich, Ha camoM uHTepdeiice GigabitEthernet 1/1 mporokon Spanning Tree
NPUHYAUTEIHHO AcaKTUBUpYeTCs. JlelicTBre py 0OHApYKCHHUH TICTIIU IEPEBOIUTCS B PSKUM log
shutdown.

# configure terminal

! BxuroueHue QyHKIMH 3aIIUTHI I100aIbHO (Ha IOPTaxX OHA aKTUBHA [0 YMOJIYaHMIO)
(config) # loop-protect

|

|

Hacrpomka ou3mnueckoro MHTepdermca

config)# interface GigabitEthernet 1/1
config-if)# no spanning-tree

config-if)# loop-protect action log shutdown
config-if) # exit

(
(
(
(

2) Hacrpoiika 3amurtel Ha ocHoBe VLAN (Vlan-based)

DTOT BapuWaHT TMPUMEHsIETCS Ha MarucTpaibHbix moptax (Trunk), rme Tpebyercs
U30JIMPOBaHHAsA 3alllUTa OT IeTeslb BHYTpH KOHKpeTHbIX VLAN (Hanpumep, VLAN 100). Ilpu
nemiie B VLAN 100 6mokupyercs nepenada JaHHBIX UCKIIOYUTENbHO BHYTpU 3Toro VLAN, B TO
BpeMs Kak caMm (usnueckuil uarepdeiic u tpaduk ocranbubix VLAN (nampumep, VLAN 200)
MPOJIOJKAIOT paboTaTh B IITATHOM pekuMe. Ha moprax (pyHKIMS akTHBHA 110 YMOIYaHUIO.

# configure terminal
! BxirodeHue 3amuThl 1100anbHO, BRIOOP peskuma VLAN M ykazaHue 3alMIaeMOro
criucka VLAN
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config)# loop-protect
config)# loop-protect mode vlan-based
config)# loop-protect vlan 100

HacTpolka MaTMCTPAaJILHOT'O IIopTa

config-if)# switchport mode trunk
config-if) # switchport trunk allowed vlan 100,200

(
(
(
!
!
(config) # interface GigabitEthernet 1/1
(
(
(

config-if) # exit

4.2.30. IPMC Profile

PMC npodunu ucnons3yroTcs s o0ecredeHuss KOHTpoJisi aoctyna K I[P MympTukact
norokam. CyIecTByeT BO3MOXKHOCTb co3/1aTh 64 mpoduis ¢ 128 nmpaBuiaMu B KaKI0M.

Komanma

‘()anaHHe

['mobGanpHBIE HACTPOIKHU

ipmc profile
no ipmc profile

Bxurouenue ¢ynkiun ipme profile
Brixmouenne Gyskimu ipme profile

ipmc profile <wordl6>

no ipmc profile
<wordl6>

Ha3nauenne wMeHHW Tpoduis, TpU BBOJAC KOMaHJIbI
OCYIICCTBIISICTCS  MEPEXOJ B  PEXUM  KOH(QUTYpaIUH
npodus.

VY naneHue COOTBCTCTBYIOILICTO HpO(bI/IJ'IH.

Ipmc range <wordlé6>
(<ipv4 mcast> |
<ipv6 _mcast>)

Co3anrie W Ha3HAYCHUE MMEHH JIMANa30Hy Ip-aJpecoB, a
TaKKe yKa3aHUe Iuara3oHa ipv4 wim ipv6 MyJIbTHKACTOBBIX
aJIPECOB JIJIsl MHOT0/IPECHOM PACCHUIKH.

Hacrpoiika npoduis IPMC

Description <line64>

HacTtpoiika onucanus npoduis

range <wordl6> (deny
| permit)

KOMaHI[a pa3peiacT WA 3alpeulacT IIPABUIIO AJIA HpO(I)I/IJ'ISI.

[Ipumep HacTpoliku ipmc:

#
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

config-ipmc-profile) #
config-ipmc-profile) #
config-ipmc-profile
config-ipmc-profile
config-ipmc-profile
config-ipmc-profile
config-ipmc-profile
config-ipmc-profile
config-ipmc-profile

configure terminal

config)# ipmc range 1 233.3.2.1 233.3.22.1
config)# ipmc range 2 233.3.23.1 233.3.44.1
config)# ipmc range 3 233.3.45.1 233.3.66.1
config)# ipmc range 4 233.3.67.1 233.3.88.1
config)# ipmc profile

config)# ipmc profile 1

description 1
range 1 permit
range 2 permit
range 3 permit
range 4 permit
ipmc profile 2
description 2
ipmc profile 3
description 3

)
) #
) #
) #
) #
) #
) #
) #
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(config-ipmc-profile)# ipmc profile 4
(config-ipmc-profile)# description 4

4.2.31. MVR

[Tporokonmn MVR - peructpanus maoroagpecusix VLAN (Multicast VLAN Registration)
MO3BOJISIET MEIMACEPBEPY IepelaBaTh MHOT0QAPECHBIN MOTOK MO 0JJHOM MHOroaapecHot VLAN,
IpU 3TOM KIMEHTHI, INPUHUMAIOIIKME IMOTOK MHoroaapecHod VLAN, MoryT ocraBatbcs B
pazimnuHbix cetax VLAN. Kiuentsl paszmuunbix VLAN, HamepeBaromuecs: BCTYNUTh B
MHOT0QJIPECHYIO TPYIITY WIH BBIATH U3 HEE, OTIPABISAIOT B IOPT MpreMHKKa coobmenue IGMP
Join (Berynute B rpymmy) naum6o IGMP Leave (Iloxkunyts rpymmy). IlopT mpuemHuka,
MPUHAJISKANUN OJTHOM M3 MHOTOAJIPECHBIX TPYIII, MOXKET MPUHUMATh MHOT'OAJIPECHBIN MOTOK
oT meauacepsepa. Hanee, MVR uzonupyer nosjp3oBaTesel, HE HaMEPEBAIOLINUXCA TPUHUMATh
MHOTOQJIpECHBI TpaduK U, CIEAOBAaTEIbHO, O0ECIeurnBaTh OE30MACHOCTh JAHHBIX 3a CUET
cerperaiiuu VLAN, nomyckaromieid TOJBKO MHOTOaIpecHbld Tpaguk B aApyrue ceth VLAN, k
OJTHOM U3 KOTOPBIX MPUHAMISKUT a00HEHT. HecMoTps Ha TO, 4TO 0OIIMI MHOTOAAPECHBIH Tpaduk
npoxoaut oTr MVR VLAN B VLAN pa3znuunbix rpyni, nosub3oBaTenu pazanudsbix VLAN IEEE
802.1Q wmmm wyactHeix VLAN He wMoryr oOMeHWBaThCs Kakoi-mubo wuHbopmammen (3a
UCKITIOYEHHEM YCIIyT MapIIpyTU3aIMA BEPXHETO YPOBHS).

Komannma ’ Onucanue

['moGasibHBIC HACTPOHKHU

mvr Bxitouenne pyHKIAU mvr

no mvr Brikmrouenne GpyHKIuu mvr

mvr vlan <vlan list> | Vkazauue unentudpukaropa muoroaapecuoii VLAN
mvr name <wordlo> Ha3HauyeHHe MMeHU MHoroaapecHon VLAN

mvr vlan <vlan_ list> | Hasnauenue IPv4-agpeca B KkauecTBe ajpeca HCTOYHHUKA,

igmp-address ucnoJib3yemoro B 3arosnoske IP kanpos ynpasienus IGMP
mvr vlan <vlan_list> | Beibop pexuma pabotst MVR

mode (compatible | Dynamic (JIunamuyeckuii): MVR pasperraer JuHaMAYECKH
dynamic) OTIPABISITH COOOIICHUS] O YICHCTBE HA MOPTHI UCTOYHHUKA.

OTOT pexXuM padbOThI 3a/1aH IO YMOTYAHHUIO.

Compatible (CoBmectumsriif): OTopaBka Ha  MOPTHI
rncrouHnka coodmieHnit MVR o uneHcTBe 3anperieHa.

mvr vlan <vlan_ list> | Hacrpoiika mpHOpUTETa TEpeAavyd KaapoB YIIPABICHUS
frame priority <0-7> |IGMP/MLD. TIlo ymonuanuto, mnpuoputer paBeH 0.
Jonycrumsle 3HaueHus npuopurera: 0 -7

mvr vlan <vlan list> | Hactpoiika TerupoBanus kaapoB ynpasiaenus IGMP/MLD.
frame tagged

mvr vlan <vlan_list> | Beibop npoduns IPMC (HacTpoiika nmpouis omucaHa B II.
channel <wordl6> 1.2.14)

mvr vlan <vlan_ list> | HacTpoiiku MaKCHMaIbHOTO BPEMEHHU OXKUIAHHS COOOIICHNUS
last-member-query- o wneHcte IGMP/MLD Ha nopty npuemMHHKa O yJaJleHUS
interval <0-31744> nopra U3 MHOroajpecHoi rpymmsl. [lo ymomuanuro LLQI
paBHO 0,5 cexyHzasbl. /JlManma3oH AOMYCTUMBIX 3HadyeHMi: 0-
31744 necsaThIX 10JIeH CEKYHbI

Hacrpoiika mopra

interface Br100p nopTOB /7151 HACTPOMKHU apaMeTpoB
GigabitEthernet
<port type list>
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mvr immediate-leave BruroueHne (yHKIIMM HEMEUICHHOTO BBIX0J1a U3 TPYIIIBI

mvr vlan 131 Ha3nauenue posn nopra
type (receiver | Source- Ilopr (Bxomsmero Tpaduka) sBISETCS MOPTOM
source) UCTOYHHMKA. [lOpTHI WCTOYHHUKOB OYyIyT MNPUHUMATH H

MOChIIaTh MHOTO3JpecHbIe JaHHbIe. AOOHEHTHI HE MOTYT
OBbITh HAIIPSAMYIO MTOJKJIIOYEHBI K TOPTaM UCTOYHHUKA.
Receiver - [Ilopr ycraHOBIEH Kak IOPT IIPUEMHUKA.
Knuenrckue wim aOOHEHTCKUE MOPTHI CKOH(PHUTYPHUPOBAHBI,
KaK IOPThl IPUEMHHMKOB, TaK YTO OHU MOTYT HCIIOJIb30BaTh
coobmenns IGMP/MLD s npuemMa MHOTOAIPECHBIX
JTAHHBIX

IIpumep HACTPOUKHU MV r:

# configure terminal

(config)# vlan 10,20

(config-vlan)# exit

(config) # mvr

(conflg)# mvr vlian 10 name 1

( Y# mvr name 1 election

(conflg)# no mvr name 1 frame tagged

( ) # mvr name 1 channel 1
(config) # no ip igmp unknown-flooding
(config) # interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if switchport access vlan 20

( mvr immediate-leave

( mvr name 1 type receiver

( interface GigabitEthernet 1/3

(config-if switchport mode trunk

(config-if mvr name 1 type source

(config-if)# interface wvlan 10

(config-if-vlan)# ip address 192.168.10.2 255.255.255.0
(config-if-vlan)# interface vlan 20

(config-if-vlan)# 1ip address 192.168.20.2 255.255.255.0

)
)
config-if)
config-if)
config-if)
)
)
)

4.2.32. IPMC
4.2.33. IGMP Snooping

[Tpotokoun ynpasnenus rpynnamu uarepaera IGMP (Internet Group Management Protocol)
oOecrieunBaeT yInpaBieHHE ydacTueM B MHoroajapecHbix IP-rpynmnax. IGMP ucnons3yercsa 1P-
XOCTaMM U COCEJHUMH  MHOTOAQJAPECHBIMU  MAapLIPYTU3aTOPaMHU I  YCTAHOBIICHUS
MIPUHAJJIEKHOCTH K MHOTOapecHoi rpymme. OH MOXET UCTI0NIb30BaThesl Hanboee 3pHeKTUBHO
IpU TOJJIEP’KKE TaKUX YCIYT, KaK MOTOKOBOE OHIaiH-Buaeo U urpbl. IGMP Snooping — 310
nporecc caymanus Tpaguka IGMP. Kak cnenyer u3 nazpanusi, IGMP snooping npeacrasisier
co0Oi (PYHKIHMIO, TO3BOJISAIOUIYI0O KOMMYTAaTOpPYy «IPOCIYIIMBATH» OOMEH IaHHBIMU MEXIY
X0CTaMU U MapuIpyTH3aTopaMu, 00padartbiBasi makeTsl 3-ro ypoBHs (makeTsl IGMP, noceinaemsie
1o MHoroajipecHoi cet). Korna Ha kommyTtarope BkitoueH IGMP snooping, oH aHanu3upyer Bce
MIAKETHI, IEPEAABAEMBIE MEXKAY XOCTaMH, OJKIFOYEHHBIMU K KOMMYTATOPY U MHOT0aIpECHBIMU
MapupyrtuzaropaMmu B ceTH. Korga kxommyratop npunHumaer order IGMP nns  nanHo#M
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MHOTOQJIpECHOM TPYMIbl OT XOCTa, KOMMYTaTrop JA00aBiseT HOMEp TMopTa XocTa K
MHOT'03IpECHOMY CIIUCKY AJisi 3Tod rpymmbl. Korma xoMmyTtaTop 0oOHapy>KMBaeT cOoOIIeHHE
IGMP Leave (ITokunyts rpynny IGMP), on ymanser mopt xocta u3 siueiiku Tabmunbsl. IGMP
snooping mo3BossgeT 3PpPEKTUBHO CHUKATH MHOTOAAPECHBIN TpaUK MPH CTPUMUHTE U JAPYTHX
SKCTEHCHUBHO pacXoAylomux mojnocy mnpomyckanus [P npunoxenusix. KommyTtarop,
ucnones3ytonmii  IGMP  snooping, B 3toM Tpaduke Oyaer mnepenaBatb XOCTaM TOJBKO
MHoOroazipecHblii Tpaduk. CHUKEHHE MHOTO03JPECHOr0 TpauKa yYMEHBIIAET YHCIO IaKETOB,
o0pabaTbIBaeMbIX KOMMYTAaTOpOM (OJHAKO TPH 3TOM TpeOyercs YBEIMUYCHHE OIEpaTUBHOU
naMsTH 11 00pabOTKU MHOT0AIPECHBIX TAOJHUI) U CHIKAET Harpy3Ky Ha OKOHEUHBIE XOCTBI, TaK
KaK UX CeTeBbIe KapThl (WM ONEPAMOHHBIE CUCTEMBI) HE OyIyT IPUHUMATh U (PUIBTPOBATH BECh
MHOT0a/IpeCHbIN TpadUK, FeHEPUPYEMBIH CEThIO.

Komanna ‘ Onucanue

['1oGanpHBIC HACTPOMKHU

ip igmp snooping Brxurouenue GyHKIMM igmp snooping

no ip igmp snooping | BpkmoueHue GpyHKIUM igmp snooping

ip igmp unknown- BKJIFOUCHHUE PEKMMA Tepeaud He3aperucTPUPOBAaHHOTO (HE

flooding NPUHAIIEKAIIETO TpyIaM) MHoroaapecHoro IP-tpaduka.

no ip igmp unknown- BBIKJIIOYEHHE DPEKMMa IIepejaud He3aperdCTPUPOBAHHOIO

flooding (He TpHUHAIIEXKAIIEro Tpylmnam) MHoroaiapecHoro IP-
Tpaduka.

ip igmp ssm-range Ha3nauenne nuama3oHa MHOTOAJIPECHBIX aApPECOB  JUIsS

<ipv4_mcast> KoHKpeTHoro uctounuka SSM (Source-Specific Multicast),

MO3BOJISIET  MOJJEPKUBAIOIIUM SSM XOCTaM u
MaplIpyTU3aTopaM BBINOJHATh MOAENb ycayr SSM s
rpyIn B 33IaHHOM JAMAIla30HE aJpeCcoB.

ip igmp host-proxy [MogaBnser  coOOLIEHMS O  BHIXOAE W3 TPYIIIBI,
leave-proxy OTJIINYAIOIIMECS OT MPHUHATBIX, OT TIIOCICAHETO IIOpTa
ydacTHUKa rpymisl. [Ipokcu-cepBep cooO1IeHni 0 BEIXOIE U3
TPYIIBI TIOJIaBIIIET BCE HE SBISIOMIMECS HEOOXOIUMBIMU
coobuienns IGMP o BeIxojie U3 IrpymnIbl TaKUM 00pa3oM, 4To
KOMMYTATOp, HE SBISAIONIMICS querier, IMepeaaeT IaKeT
BBIXOJA W3 TPYINbl TOJBKO TOTAA, KOTJAa IOCIEIHUN
JMHAMUYECKUN TMOPT-yYaCTHUK MOKUAAET MHOTOAJPECHYIO
Tpymity

ip igmp host-proxy Bxurouenue npokcu-cepsepa

no ip igmp host-proxy | BelkioueHue MPOKCH-CEPBEPA
Hactpoiika nopra

interface Be100p OpTOB /17151 HACTPOMKYU TapaMeTPOB
GigabitEthernet

<port type list>

ip igmp snooping Hasznauenne nopra mopToM MapupyTu3aropa

mrouter

ip igmp snooping Bxuroduenue ¢yHKIMH ObICTPOro BbIXxojaa u3 rpymmbl. Korma
immediate-leave MIPUHSAT MaKeT BBIXOJA U3 IPYMIIbl, KOMMYTAaTOp HEMEAJIEHHO

yaaiasieT TOpT M3 MHOTOaJpecHOW YCIyrd, HE HOChLIas
cnenuduuHbll juis rpynnsl 3anpoc IGMP GS Ha aror
uHTEepdeiic.
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ip igmp snooping max-
groups

HazHaueHne MakCHMMaabHOTO YHCIIa MHOTOQIPECHBIX TPy,
B KOTOpBIE€ IOPT MOXKET BCTYMHUTh OAHOBpeMeHHO. Koraa /s
nopra OyIeT JOCTUTHYTO MaKCHMAalbHOE YHCIIO TPy,
HOBbIEe coobOmieHuss ¢ orderamu IGMP o Bcrymienun B
rpymnny OyayT orOpackiBaThesi. Ilo ymonuaHuio BeIOpaHO
HeorpaHnueHHoe umcio Tpynn (unlimited). JlomycTumbrii
nuana3oH 3Hauenuii ot 1 go 10.

ip igmp snooping
filter <wordlo6>

Hacrpoiika ¢uibpTpa Ha MOPTY UISI MHOTOAIPECHBIX TPYIIIL.
Korna ompeneneHnas MHOroaapecHasl Tpymmna BeIOpaHa Ha
nopty, coodmenust IGMP join reports (OTYETBI O BCTYIUICHUH
B TPYIIY) Ha MOPTY OTOPACHIBAIOTCSL.

[Tpumep HaCTpOWKH igmp snooping:

configure terminal

config)# vlan 10
config-vlan) # exit

config)# ip igmp snooping
config)# no ip igmp unknown-flooding

config)# interface

GigabitEthernet 1/1

config-if)# switchport mode access

)
config-if)# ip igmp snooping immediate-leave
config-if) # interface GigabitEthernet 1/3
config-if)# switchport mode trunk
config-if)# interface vlan 10
config-if-vlan)# ip igmp snooping

config-if-vlan)# ip igmp snooping compatibility v2

)
config-if-vlan)
config-if-vlan)

#
id

#
(
(
(
(
(
(
(config-if)# switchport access vlan 10
(
(
(
(
(
(
(
(

ip igmp snooping query-max-response-time 10
ip igmp snooping query-interval 45

ITpumeuanue. I[P IGMP SNOOPING naunnas c sepcuu 110 2020.12v1.18.6 u nanee
ummurpuponai ¢ L3 B L2, Huxke HOBoe onucaHue KOMaH/I.

Komanma

Omucanue

B rinoGansHOM pexxnume

ip igmp snooping

no ip igmp snooping

Bxutouenne ¢pyHKuuu igmp snooping

Brikimouenue QyHKIMM igmp snooping

ip igmp snooping vlan
<vlan list>

Ora KoMaHJa BKIodaeT nojaepxkky IGMP
Snooping s ykasaHHeix ~ VLAN'oB
(<vlan_list> mnepeuncnsrOTCs BIIaH Yepes
3amsatyo, npumep: 20, 30, 40). Korma sra

KOMaH1a IIPUMEHSETCA, KOMMYTaTop
orcnexusaer 3anpockl IGMP ot ycrtpoiicTs
KOHEUYHBIX y3JI0B " bunbTpyer

IIMPOKOBEIIaTeIbHbIe  MakeThl  multicast-
Tpaduka TakuM o0pazoM, YTOOBI OTIPABIITH
HX TOJIbKO aKTUBHBIM YYaCTHUKAM TPYIIIIbIL.

no ip igmp snooping vlan Dra KOMaHjaa OTKJIoYaeT moauepkky IGMP

<vlan list>

Snooping ansa yka3zanHeIXx VLAN'os. ITlocie
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OTKJIIOUEHUS JTaHHAsl TEXHOJOTrUsl OOJblIe He
Oyzer otcnexxuBath IGMP-3ampocs! KIIMeHTOB
U mepenaBath multicast Tpaduk B mpemenax
ykazaHHbIX VLAN'OB, uCHOIB3ys MEXaHU3M
"flooding" (mupoxoBemaTenbHas pPacchlIKa
MaKETOB).

ip igmp unknown-flooding

no ip igmp unknown-flooding

Bxirouenue pexuma nepenayu
HEe3aperucTpUPOBAHHOIO (HE
MIPUHAIJIEKALIET0 IPyIIaM) MHOT0apECHOTO
[P-Tpaduxa.

BBIKJTIOUCHHE pexxuma nepenadu
HE3aperuCTPUPOBAHHOTO
(ne IIPUHA]IEKALIETO rpynmnam)

MHoroajpecHoro IP tpaduxa.

Otkmrogaer nepenaqy
HE3apEeruCTPUPOBAHHBIX (HE MPUHAIEKAIINX
U3BECTHBIM TIpyIIlaM) MHOroajapecHsix [P-
nakeroB. be3 3Toro nmapamerpa KOMMYTaTOpPbI
OyqyT  OrpaHHYMBaThb  pacHpOCTpaHEHHUE
multicast-Tpaduka IuIIs TEeMU YCTPOHCTBAMH,
KOTOpblE€ O(QUIMATIBLHO MOATBEPAUIN CBOE
ydactue B rpynne yepe3 mexanusm IGMP.
Hcnons3zoBanue ITOU KOMaH/Ibl
IpefoTBpam@aer  HU30BITOUHYIO  Iepenady
HEHYXXHOTO Tpaduka W YIydmaer OOIIyIO
ITPOU3BOIUTENIBHOCTD CETH.

ip igmp ssm-range
<ipv4 mcast>

no ip igmp ssm-range
<ipv4 mcast>

Hasnauenne 1umama3oHa  MHOTOaJIpECHBIX
aJIpecoB st

KOHKpeTHoro wucrounuka SSM  (Source-
Specific Multicast),

MO3BOJISIET OAIepKUBarouM SSM xoctaM U
MapuIpyTU3aTOpaM BBIMOJHATh MOJETH YCIIyT
SSM s

IpYII B 33/1aHHOM JIMana3oHe aJIpecoB.

KOMaHI[a OTMCHACT HaCTpOﬁKy JAHUaIl1a3OHOB
SSM.

ip igmp host-proxy leave-proxy

[TonaBnsieT cooOIIEHNs O BBIXO/IE€ U3 IPYIIIBL,
OTJIMYAIOIINECS OT MPHUHATHIX, OT MOCIEIHETO
nopra

y4aCTHHKaA IPyIIIBL. [Ipoxcu-cepsep
COOOIIEHNI O BBIXOJIE

U3 TPyINIbl MOJABISAET BCE HE SBIAIOLIUECS
HEOOXOINMBIMHU

coobuienuss IGMP o BbIxose U3 TpyIbl TAKUM
obpazom,

YTO KOMMYTATOp, HE SIBIISIOIIMKCS querier,
nepeaeT MmakeT

BBIXOZA M3 TIpyHNbl TOJBKO TOrJa, KOrja
OCIEeTHUN
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no ip igmp host-proxy leave-
pProxy

TUHAMHYECKUH  MOPT-y4acTHUK  IOKHAAET
MHOT'03/IpECHYIO

rpymnmy.

Otkiaroyaer  mapameTp,  BOCCTaHaBIIMBAs
CTaHJIapTHOE MOBEJICHUE OTIPABKU

COOOIIIEHUH O BBIXOJIE BCEMU YYaCTHUKAMHU
rpynnsl. B pesynbrare Kaxnaplil y3en ceTu
OyIeT peryjaspHO OTCbUIaTh COOCTBEHHOE
cooOIIeHrE 0 BBIXO/IE, HE3aBUCUMO OT CTaTyca
JPYTHUX Y4JICHOB IPYIIIBL.

ip igmp host-proxy

no ip igmp host-proxy

Bxitouenue npokcu-cepBepa. Korga ata
GyHKIUS BKITIOYCHA, KOMMYTATOp JCUCTBYET
KaK TOCpeTHUK Mexay kiaueHTamu (host) u
MapIIpyTU3aTOPOM, OCYIIECTBIISISI 00paboOTKyY
IGMP-3anpocoB u 1eiCTBHI, HapaBICHHbBIX
Ha MMO/JIep’)KaHue CITUCKOB MYJIbTHKACT-TPYIIIL.

Brikitouenmne npokcu-cepaepa.

ip igmp snooping wvlan
<vlan list> mrouter interface
<port type list>

no ip igmp snooping vlan
<vlan list> mrouter interface
<port type list>

(buKcUpyeT  CTaTUYEeCKH  OIpeNeTeHHBIN
uHTepdeiic, yepe3 KOTOPBI MNPUHUMAIOTCS

multicast-packets oT MapIIpyTu3aropa
(mrouter). To ecTb BpyuHyl 3amaércs
uHTepdeiic, Ha  KOTOPOM  OXHJIACTCS

nocryruienue multicast-rpaduka.

CHUMAaeT JaHHOE CTaTUYeCKOe Ha3HaueHue,
BO3Bpalias Tmpolecc OOHAapy>KeHHs mrouter
00paTHO B aBTOMAaTUYECKHH (IIMHAMHYCCKHI)
pexum. B sToM ciydyae = KOMMYyTaTrop
aBTOMaTHYeCKH OOHapy>KMBaeT U BbIOMpaeT
NOAXONALIMM  uHTepdeiic  ans  npuéma
multicast-Tpaduka OT MapIIpyTH3aTOPA.

ip igmp snooping vlan
<vlan list> compatibility
[auto|vl|v2]|v3]

Komanna wucnmonb3yercss s HacTpoOMku
coBMecTuMocTH mpotokoida IGMP (Internet
Group Management Protocol) ¢ paznuuHbIMu
BEPCHUAMM NPOTOKONIA Ha ypoBHe VLAN.
ITapameTpsl:

- <vlan_list> — cnucok HomepoB VLAN,
pasfeneHHbIX MpolenaMyu WIH JIHara30HOM
(mampumep, 1, 1-5, 1,3,5). 1o Homepa VLAN,
JUISL KOTOPBIX HaCTPAUBAETCS COBMECTHUMOCTb.
- [auto|v1|v2|v3] — pexuM COBMECTUMOCTH:

- auto — aBTOMAaTHUYECKOE OIPEIEIICHUE
Bepcun IGMP Ha ocHoBe Tpaduka
(pexoMeHTyeMblil BApUaHT);

- vl — mnpuHyAMTENBHOE HCIIOJIB30BAHNE
Bepcuu IGMPv1;

- V2 — TMpUHYAWTEIBHOE HCIIOJIb30BAHNE
Bepcuu IGMPv2;

- V3 — MpUHYAWTEIBHOE HCIIOJIB30BAHUE

Bepcun IGMPvV3.
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no ip igmp snooping vlan
<vlan list> compatibility

KomaHzna oOTMeHseT paHee HAacCTPOCHHYIO
coBMmecTuMOcTh Bepcuit IGMP 11 ykazaHHBIX
VLAN, cTaBuT pexum auto

ip igmp snooping vlan
<vlan list> last-member-query-
interval <0-31744>

no ip igmp snooping vlan
<vlan list> last-member-query-
interval

Komanga ycranaBnmuBaeT MHTEpPBal OTIPABKU
nocneaHero 3ampoca wieHa rpynnsl (Last
Member Query Interval) mns yka3aHHOTO
ciucka VLAN. HurepBan omnpenenser
BPEMEHHOU MPOMEKYTOK, B TCUEHUE KOTOPOTO
KOMMYTAaTop  OXHJAaeT  MOATBEPKICHUs
HaJIW4YUs WICHOB TPYIIBI TEpe] yIalleHueM

3allUCH  TPYNIbl M3 TaOIULBl TPYHIOBBIX
a/IpecoB.

[TapameTpbi:

- <vlan_list> — Cnucox HOomepoB VLAN,

pa3nenéHHbIX npobenamMu WM JUana3zoHaMU.
Hampuwmep, 1-5, 1,3,5.

- <0-31744> — 3naueHue UHTEpBaJa B
MuuIMceKkyHaax. Jluamnason 3nauenuit or 0 1o
31744 mc

VY nanser ycTaHOBIEHHOE 3HAaU€HHE NHTEpBaja
Last Member Query [uisi yKa3aHHOTO CITHCKa
VLAN wu Bo3Bpalaer €ro K 3HAYCHHUIO I10
YMOJTYAHUIO.

ip igmp snooping wvlan
<vlan list> priority <0-7>

no ip igmp snooping vlan
<vlan list> priority

Komanga mnpennHazHaueHa s yCTaHOBKHU
MpUOpUTETa  MOpTa  KOMMYTALMH IS
yIpaBJICHUS  MHOTOQJPECHBIM  Tpa(uKoM
IGMP (Internet Group Management Protocol)
BHYTpH 3a1aHHBIX VLAN.

[Tapamerpsl:

- <vlan_list> — nepeuenp HomepoB VLAN,
JUISL KOTOPBIX YCTAaHaBIIMBAETCS MPUOPUTET
(MOXHO yKa3bIBaTh Tuana3oH, Hanpumep, 1-10
unu  otaenbHele  VLAN, mnepedncieHHbIe
yepe3 3amsTyro wid npooben, Hanpumep, 1,3,5).
- <0-7> — ypoBeHb npuopuTeTa nopTa (1eoe
yrcao oT 0 1o 7, rae 0 siBisieTcs HAaWBBICIIIUM
MIPHOPUTETOM, & 7 — HAUMEHBIINM).

Komanna wucnonb3yercs s yJaJeHUs
YCTAaHOBJICHHOW KOH(UTYpaIllud MPHOPUTETA
rnopra JInie: 3aJaHHBIX VLAN u
BOCCTaHOBJICHUS [TapaMeTpa M0 YMOJIYAHUIO.

ip igmp snooping vlan
<vlan list> querier election

KomaHnna akTuBHpYyeT MeXaHU3M BBIOOPOB
MacTepa 3arpocoB (querier) cpeau yCTpOHCTB,
MOAKIIOUEHHBIX K yKazanHbiM VLAN, s
MPOTOKOJIA IGMP (Internet Group
Management Protocol). Korna Bkitouena sta
byHKIMA, YCTpOWCTBA oOMeHHuBaroTCA
COOOUICHUSIMH,  OMNPENENSIOUMMH _ OJTHO
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no ip igmp snooping vlan
<vlan list> querier election

YCTPOMCTBO B KadyecTBE  OCHOBHOI'O
ornpasutens 3anpocoB  IGMP, koropoe
yHnpaBiieT MHOTOaJpecHON pacChUIKON B
CeTH.

[TapameTpbi:

- <vlan_list> — cnucox HOMepoB VLAN,
pa3feneHHbIX MpoOenaMu WM JUana30HOM
(mampumep, 1, 1-5, 1,3,5). Otu VLAN Oyayt
y4acTBOBaTh B BbIOOpax macrep-
3aIpalIBaroIero yCTpoicTBa.

Komannma otkimoyaer mnporenypy BBIOOPOB
master-querier s ykazanubeix VLAN. TTocne
€€  BBINOJHEHUs, KaXI0€  YCTPOWCTBO
CaMOCTOATENIbHO OTHpasisger 3anpocskl IGMP
HE3aBUCHMO JIpyr OT Jpyra, 0e3 ydwacTus
LEHTPAIN30BaHHOT O KOOPJAUHHUPYIOLIETO
YCTPOMCTBA.

ip igmp snooping vlan
<vlan list> querier address
<ipv4 ucast>

no ip igmp snooping vlan
<vlan list> querier address

Komanma 3amaer IP-ampec wuHTepdetica,
HCII0JIb3YEMOr0 YCTPOMCTBOM /Jisi OTIpPaBKU
3anpocoB IGMP (Internet Group Management
Protocol) B mpenenax onpeneneHapix VLAN.
VYerpoiicTso, Ha3HA4eHHOE MacTepoM-
3ampamuBaomuM  (querier), HHALUUPYET
MEePUOJUYECKHE 3allPOChl, HEOOXOIUMBIE ISt

MoJIACP KaHUS aKTyaJIbHOCTH TabIHII
multicast-rpymi.

ITapamerpsl:

- <vlan_list> — Cnucokx HomepoB VLAN,

paslieneHHbIX Tpo0enaMu WM JUara3oHOM
(mampumep, 1, 1-5, 1,3,5), ang KoOTOpsIxX
ykaspiBaercss  [P-agpec  3ampammBaromiero
YCTPOUCTBA.

- <ipv4 ucast> — Yuuxkansubiii [Pv4-anpec,
WCIONIb3YEMBI YCTPOHCTBOM MJIsi OTHPAaBKU
3anpocoB IGMP.

KomaHnma oOTMEHSieT yKa3aHHYI0 BPYYHYIO
KOH(UTYypaluio ajapeca 3ampocyuka s
cootBercTByrONMX VLAN 1 BoccTaHaBIMBaeT
HACTPOMKY IO YMOJIYAHHUIO.

ip igmp snooping vlan
<vlan list> query-interval <0-
31744>

Komanna ycranaBiamBaeT MHTEpBal OTIPAaBKU
obmmx  3ampocoB  (General — Queries)
MPOTOKOJIA IGMP (Internet Group
Management Protocol) mist ompenenéHHOro
Habopa VLAN. 3anpocsl UCTIONB3YIOTCS ISt

OOHOBJICHUS CIIMCKOB Y4aCTHUKOB
MYJIbTUKACT-TPYIIIbI u MoAIepKaHus
COCTOSIHUS TPYIIIIOBOT'O YWIEHCTBA.
[TapameTpsr:

- <vlan_list> — Ilepeuenr HomepoB VLAN,
JUTS KOTOPBIX U3MEHSIETCS HHTEPBAJ 3alIPOCOB.

113




no ip igmp snooping vlan
<vlan list> query-interval

MosxHo 3amate omuHOouHble VLAN (1) wmm
nuamasoH (1-5, 1,3,5).

- <0-31744> — llepuoAUYHOCTH OTHPABKHU
obmiero 3ampoca B MHJUIMCEKYyHAAX (ms).
JonycTtuMblid auarna3oH 3HadyeHuit ot 0 10
31744 ms.

KOMaHl[a OTMCHACT HM3MCHCHHC HWHTCpPBAJla
OTIIpaBKH 3allpOCOB KW  BOCCTAaHABJIMBACT
3HA4YCHUEC 10 YMOJIYAaHUIO [JII YKA3aHHBIX
VLAN.

ip igmp snooping vlan
<vlan list> query-max-
response-time <0-31744>

no ip igmp snooping vlan
<vlan list> query-max-
response-time

Komanga 3amaer MakcumanbHOE  BpeMs
OTKJIMKa Ha o0mui 3ampoc (general query)
MPOTOKOJIA IGMP (Internet Group
Management Protocol) s  yka3aHHBIX
VLAN. 10T TaiimayT omnpeaeIsieT
MaKCUMAaJbHBI CPOK, B TEUYEHHE KOTOPOTO
XOCTBI JOJIKHBI MOATBEPAUTH CBOE y4acTHE B
rpynmne, WHaye OHU OYyIyT HCKIIOUEHBI W3
TPYIIIBL

[TapameTpsi:

- <vlan_list> — Cnucox HOmMepoB VLAN,
pa3JeNieHHbIX Mpo0enaMu WM JUana3zoHOM
(manpumep, 1, 1-5, 1,3,5). dus stux VLAN
MEHSETCS BpeMsI MaKCUMaJIbHOTO OTKITUKA.

- <0-31744> — Bpemsa o0XxuaaHus B
MUJUIMCEKyHAax (Mc), nuamnasoH oT 0 1o 31744
MC.

Komanga oTMeHsieT py4HYIO YCTaHOBKY
MaKCHMaJbHOTO  BPEMEHHM  OTKIMKAa U
BO3Bpall[acT 3HA4YEHUE II0 YMOJYAHUIO IS
ykazaHHbIX VLAN.

ip igmp snooping vlan
<vlan list> report-suppression

KoManza Bkiro4aeT NOJABICHHE OTYETOB
(reports suppression) B mpotokone IGMP
(Internet Group Management Protocol) s
YKa3aHHBIX VLAN. Ora byHKIMSA
MPEeIOTBPAILIAET Iepeaady MOBTOPSIOIIMXCS
OTYETOB OT PA3HBIX XOCTOB OJHOM U TOM XKe
MOArpYNIBL, yMeHbIass 00BEM Tpaduka B
cetu. Ecnmm oaMH XocT oOTHpaBui OTY4ET O
MIPUHA/ITIEKHOCTH K TPYIIIE, OCTAIbHBIE XOCThI
B To k¢ VLAN MOryT BO3AEpKHUBaTbCS OT
MTOBTOPHOM OTIPABKH aHATOTMYHBIX OTYETOB.
[Tapamerpsl:

- <vlan_list> — Cmucox HomepoB VLAN,
pa3fenéHHbIX MpobenaMu WM JUana30HOM
(mampumep, 1, 1-5, 1,3,5). IlonaBnenue
OTUETOB BKJIIOYAETCS MMEHHO M JTHUX
VLAN.

[lonaBnenue OTYETOB yJIy4IIaeT
2 PeKTUBHOCTh 00PaOOTKH MHOT0AJIPECHOTO
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no ip igmp snooping vlan
<vlan list> report-suppression

Tpaduka, OCOOCHHO B OONBIIMX CETAX C
60J'H>H_II/IM KOJIMYECTBOM KJIMCHTOB.

KoManga oTkiIouaer IOJaBICHHE OTYCTOB
IGMP nns  ykazanueix VLAN. Kaxnasril
KJIMEHT CHOBa HAYHET OTHPABJISATH
COOCTBEHHBIE  OTYETHI  HE3aBUCHMO  OT
JICHCTBUIN IPYTHX XOCTOB.

ip igmp snooping wvlan
<vlan list> robustness-
variable <1-255>

no ip igmp snooping vlan
<vlan list> robustness-
variable

KOMaHJa  yCTaHaBIMBAaeT  KOA(P(UIUEHT
yctoitunBoctu  (robustness variable)  mis
IIPOTOKOJIA IGMP (Internet Group
Management Protocol) B ykazanasix VLAN.
KoaddunmeHT ycToMYMBOCTH MpeACcTaBIIseT
co00i MHOKHTENb, KOTOPBIA MPUMEHSETCS K
BPEMEHHBIM HHTEepBajiaM mporokosa IGMP
JUIS  TIOBBIINICHUS  HAAE&KHOCTH  pabOThI
CHCTEMBI B YCJIOBUSIX HECTaOMIIBHOW CBSI3U
WK OOJBIIOTO KOJIMYECTBA YCTPOUCTB.

Uem Oouibiie 3HaueHUE KOAP(GUIIMEHTA, TEM
JOJBIIE COXpaHsSETCs 3amuch B TabmuIe
TPpyOObl JaXe MpU OTCYTCTBUM aKTUBHBIX
YJICHOB TPYIIBI, YTO CHUXACT BEPOSITHOCTH
MOTEepPU BAXKHBIX CBEJICHUH O IpyMmax.
ITapamerpsl:

- <vlan_list> — Ilepeuenp HOMepoB VLAN,
pa3fenéHHbIi MpoOenaMu WM THAIa30HOM
(manpumep, 1, 1-5, 1,3,5). IMeHHO 15 3THX

VLAN MU3MEHUTCS KodppuImeHT
YCTOMYUBOCTH.

- <1-255> — [llenounciieHHOE 3HAYCHHE
koa¢duirenTa YCTOMYHUBOCTH,

MpUHUMAaroIee 3HaueHus ot 1 1o 255.

Komanzga oTMeHsieT ycTaHOBIIEHHBIE BPYUHYIO
3Ha4eHUs KOd(PPUIMEHTa YCTOHYMBOCTH U
BO3BpaIllaeT CTaHJApTHbIE HACTPOWKH IS
ykazaHHbIX VLAN.

ip igmp snooping vlan
<vlan list> static
<ipv4 mcast>

Komannma mo3BoysieT co3/1aTh CTaTHYECKYIO
rpymniy MHoOroaapecHoi paccbuiku (Multicast
group) 1si ompeaeneHHoro Habopa VLAN.
CraTvuecky CKOH(UIypUpOBaHHas TIpyImia
O3HayaeT, 4YTO YCTPOWCTBA aBTOMATHYECKH
BKJIIOYAIOTCS B HEE, JaKe €CIIM OHU CaMM He
MPHUCHUTAIOT 3allpOChl Ha TPUCOEAWHEHHE K
rpymnre.

[TapameTpsr:

- <vlan_list> — TIlepeuncneHHbIil CIHCOK
HomepoB VLAN, pasnmeneHHbIi mpobenamu
wiM auamasoHoMm (Hampumep, 1, 1-5, 1,3.5).
Bce yxazanmnsie VLAN nosygaroT JoCTyIn K
yKa3aHHOM rpyImime.

- <ipv4 mcast> — Axapec MHOT0aJIPECHOI
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no ip igmp snooping vlan
<vlan list> static
<ipv4 mcast>

rpynmnsl  [Pv4  (manpumep, 224.0.0.1). 3Oto
aZipec, Ha KOTOPBIA MPOM3BOAMTCS PACCHLUIKA
MaKETOB.

Komanga  ymanser  paHee  co3JaHHbIE
CTaTUYECKHUE TPYIIIIbI MHOT'03]JIpECHOM
paccbuik  Juisi  ykazaHHeiX VLAN wu
COOTBETCTBYIOILIETO apeca IPYIIIbI.

ip igmp snooping wvlan
<vlan list> unsolicited-
report-interval <0-31744>

no ip igmp snooping vlan
<vlan list> unsolicited-
report-interval

Komanna Ormpenenser HWHTEpBal OTIPaBKU
HecBoeBpeMeHHBIX  (unsolicited)  orueToB
IIPOTOKOJIA IGMP (Internet Group
Management Protocol) st yka3aHHBIX
VLAN. HecBoeBpemeHHbIE OTYETHI
OTIIPABJISIIOTCS  YCTPOMCTBAMH cpa3y Iocie
MPUCOSAVMHECHHS K TPYNIe, MUHYS OOBIYHBIN
LIUKI PEeryjsipHbIX 3allpoCoOB OT MacTepy-
3anpamuBaroniemy (querier).  Ilapametpsr:
- <vlan_list> — Cmucku HOMepoB VLAN,
pasnenéHHple mpoOesiaMyd WM JTMana3oHOM
(mampumep, 1, 1-5, 1,3,5). U3smeHenus
npuMeHstoTcs K faHHbiM VLAN.

- <0-31744> — BpemeHHOH HHTEpBall B
MUJUIMCEKyHAax (Mc), B Auamasone ot 0 a0
31744 wmc. Omnpenenser MHUHUMAJIbHBIN
HMHTEpBaJl BpEMEHH MEXKIY OTIPAaBKaMH TaKHX
OTYETOB.

YcTaHOBKa MEHBIIETO MHTEPBAIA MOBBIIIACT
OT3BIBYMBOCTh  CETH, TMO3BOJSAS  OBICTPO
N00aBJIATH HOBBIE WIEHBI B TPYIIIBI, HO TAKXKE
YBEIIMYMBAET HATPY3KY Ha CETh.

Komanna oTMmeHsieT npeasiaymnue HaCTPOMKH
UHTEpBaja  OTIPAaBKU  HECBOEBPEMEHHBIX
OTYETOB M  BO3BPAlIACT 3HAYEHHUE 11O
YMOJYaHHUIO Uil yKa3aHHbIX VLAN.

B pexuMe HacTpoWKHM IOpTa KOMMYTaTOpa

interface
GigabitEthernet
<port type list>

Br160op mopToB 117151 HACTPOWKH MapaMeTpoB

ip igmp snooping
immediate-leave

no ip igmp snooping
immediate-leave

BxiroueHne QyHKIMM OBICTPOrO BBIXOJA M3
rpynnsl. Korga

NPUHAT  TaKeT BbIXOJAa W3  TPYMIbI,
KOMMYTAaTOpP HEMEJIEHHO

yAajseT MopT U3 MHOTO0QIPECHON YCIIyTH, HE
IochLIast

cnenuduuHblil 1ig rpymnmnsl 3amnpoc IGMP GS
Ha 3TOT

uHTepdeiic.

BozBpamaer 00bIYHOE TIOBEICHHE, TPH
KOTOPOM 3alMCH COXPAHSIOTCS 1O KOHIA
TEKYIIETO UKJIA OIpOca.
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ip igmp snooping max-groups
<1-10>

no ip igmp snooping max—-groups

Haznauenue MaKCHMaJIbHOTO yucla
MHOTOQJIPECHBIX TPYIII,

B KOTOpble MOPT  MOXET  BCTYIUTh
oaHoBpeMeHHo. Korna

Ui opTa OyAeT JOCTUTHYTO MaKCUMalbHOE
YHCIIO TPYII,

HOBBIE cooOmenns c¢ orderamua IGMP o
BCTYIUICHUU B

rpyIiy OyayT OTOpachIBaThCs.

Jonyctumblii Auana3oH 3Hadenuit ot 1 o 10.

OTMmeHsieT Tpenpiayliee OrpaHHYeHUE U
MIPUMEHSIET HaCTPONKHU

10 YMOJTYaHUIO0 HEOTPAHUICHHOE YUCIIO TPYIIT
(unlimited).

ip igmp snooping filter
<wordl6>

no igmp snooping filter

Hactpoiika  ¢unpTpa Ha mopry  aus
MHOT0aJIPECHBIX I'PYIIIL.

Korna onpenenennas MHOTOapecHast Tpyrina
BBIOpaHa Ha

nopty, cooomenns IGMP join reports (0T4eThI
0

BCTYIUICHUM B  TpymIy) Ha  TOPTY
0TOpachIBAIOTCS

OTmeHseT npeaBapUTEIbHO YCTaHOBJICHHBIN
(GWIBTp TPyNIBl U BO3BpALIAeT CTaHIAAPTHOE
IIOBEJICHUE.

Komanel npocMoTpa nHpopMarmm

show 1ip igmp snooping
[detail|<cr>]

- show ip igmp snooping: BBIBOAUT 0a30BYIO
WHPOPMAIIMIO O HACTPOHKaX M COCTOSIHUU
IGMP snooping.

- show ip igmp snooping detail: oToOpaxkaet

HOJpOOHYIO UH(pOPMALHIO, BKJTIOYast
JOTIOJTHUTEIPHBIE  CBEIEHUS O  KaXKIOM
uHTepodeiice, COCTOSIHUE ¢GUIBTPOB,
MaKCUMAaIIbHYIO MIPOIOIDKUTEITBHOCTD

YAEpKaHHS 3alMced W JpYrue JeTalbHble
apaMeTphl.

show ip igmp snooping group-
database [detail|interface
<port type list>|vlan

<vlan_ list>|<cr>]

- show ip igmp snooping group-database:
BBIBOJUT 0000MmEHHYI0 HHPOpMALHIO 000
BCEX aKTUBHBIX IPYyMIaX.

- show ip igmp snooping group-database
detail: moxa3pIBaeT pacHIMpeHHbIE CBECHUS O
KaXI0M TpyIie, BKIOYast JOMOIHUTEIHHYIO
CTaTUCTHKY U BPEMEHHbIE METKH.

- show ip igmp snooping group-database
interface ~ <port_type list>:  oToOpaxaer
MH(OPMALIHIO TOJIBKO AJIsi BEIOpaHHBIX THUIIOB
uHTEepQeiicoB.

- show ip igmp snooping group-database vlan
<vlan _list>: BBIBOOMT HMH(OPMAIMIO TOJBKO
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Ju1s1 ykazaHHbIX VLAN.

show ip igmp snooping group- - show ip igmp snooping group-database sfm-
database sfm-information information: BBIBOIAT OOIIME CBEACHUA O
[detail|interface Tpynne ¥ MCTOYHMKAX, YYacTBYIOLIMX B
<port type list>|vlan bunpTpauu.

<vlan_list>|[<cr>] - show ip igmp snooping group-database sfim-

information detail: oroOpaxaet pacumpeHHbIC
MOJIPOOHOCTH O KAXIOH TpyIe, BKIHOYAs
CTAaTHCTUYECKUE JIAHHBIC U CIHCKH aKTHBHBIX
HCTOYHHKOB.

- show ip igmp snooping group-database sfm-
information  interface = <port type list>:
BBIBOAUT  WHPOPMAIMIO  TOJIBKO IS
yKa3aHHBIX THIIOB UHTEP(EHCOB.

- show ip igmp snooping group-database sfm-
information vlan <vlan list>: oToOpaxkaer
JAaHHBIC TOJIBKO JiJ1sl BEIOpaHHBIX VLAN.

show ip igmp snooping mrouter - show ip igmp snooping mrouter: BBIBOTHUT
[detail|<cr>] OCHOBHYIO UH(OPMALIUIO 0
3aperuCTPUPOBAHHBIX Mrouters.

- show ip igmp snooping mrouter detail:
NpefoCTaBiIsIeT Oosiee JeTajabHbIC CBEIACHUS,
BKJIIOYAs CTATyC U CTATUCTHYCCKUE TAHHBIC 10
K)KJI0MY HHTEpdEIiCy.

show ip igmp snooping vlan [IpennasHaueHa juisi MPOCMOTpa COCTOSIHUS U
<vlan_list> Hactpoek MexaHuzmMa IGMP snooping ans
oraenbHbIx  VLAN.  IGMP  snooping
UCIIONB3yeTCsl NIl ONTUMHU3alUU  Tpaduka
MHOTO0QJIPECHOM pacchUIKH (multicast) B ceTsx
Ethernet, KOHTPOIUPYA mnpouecc
NMPUCOCIMHEHU W yXxoJa  y3JO0B U3
MHOTOQJPECHBIX  TPYyIII U yCTpaHsd
HEXKENATeIbHOE MIMPOKOBEIIAHUE.

[Ipumep HacTpoiiku igmp snooping:

config)# vlan 100,2036

config-vlan)# exit

config)# no ip igmp unknown-flooding
config)# ip igmp snooping

config)# ip igmp snooping vlan 2036
# ip igmp snooping vlan 2036 querier election
config)# ip igmp snooping vlan 2036 querier address 2.2.2.2

config)# ip igmp snooping vlan 2036 report-suppression
config)# interface GigabitEthernet 1/24

config-if)# switchport mode trunk

config-if)# switchport trunk allowed vlan 100,2036
config-if)# interface GigabitEthernet 1/1
config-if)# switchport mode access
config-if)# switchport access vlan 2036

o~~~ o~~~ o~ o~ o~ o~ o~ o~ o~ o~

#
id
#
#
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4.2.34. MLD Snooping

MLD — Multicast Listener Discovery Protocol - mporokon ompenencHusi moiydaTenen
MHOT0aJJpECHBIX MOTOKOB, UCHOJb3ytomuics B [Pv6. Ananornunyio pons B [Pv4 BbinmonHseT
nportokos IGMP.

Komannma \ OnucaHue
['moGasibHBIE HACTPOHKHU
ipv6e mld snooping Bkiarouenne ¢(yHkumd mld snooping, BKIKOYEHO II0

no ipvé6é mld snooping YMOTYAHUIO
Briximrouenune pyHknuu mld snooping

ipveo mld unknown- Bxitouenrne (yHKIUU pPacChUIKA HE3aperuCTPUPOBAHHOTO

flooding Tpaduka

no ipvé6 mld unknown- | Orkinrouenre QYHKIMH PACCHUIKM HE3aPETMCTPHPOBAHHOIO

flooding Tpaduka. YmpaBieHHE JaBUHHOM pPAaCCHUIKOW BCTYIAeT B
CHIIy TOJBKO TOTJa, KOria BKIO4YeHa (GyHKOusS mld
snooping.

Korna MLD Snooping OTKIItOY€H, HE3aperucTpUpOBAHHBIM
tpapuk IPMCv6 Bcerma akTUBEH, HECMOTPS Ha 3TOT

napamerp.
ipv6e mld ssm-range Hacrtpoiika amuanazona SSM (MHOroagpecHas pacChUIKa C
<ipv6_mcast> y4ETOM MCTOYHHKA) MO3BOJISIET y3JIaM M MapIIpyTH3aToOpaM,

noaaepkuBaromuM SSM, 3amyckath MoOJienb CIIy)0b1 SSM
JUIS TPYIIN B IMANia30HE aJIPECOB.

ipv6e mld host-proxy BriroueHne mpokcu-cepBepa. OTy  (QYHKIHIO  MOXKHO
UCIIOJIb30BaTh, 4YTOOBI W30EXKAaTh MEPEChUIKU HEHYKHBIX
COOOIIEHUN O MPUCOCAMHEHUH U OCTaBUTH COOOILECHUS Ha
CTOPOHE MapIIpyTH3aTOPA.

no ipvé mld host- OTKIII0OYEHHE TIPOKCH-CEPBEPa

proxy

ipve mld host-proxy Bxmouenne MLD Leave Proxy. Oty ¢yHKUIHIO MOXKHO
leave-proxy HCIIOJIb30BaTh, UYTOObI M30€KaTh IEPECHUIKH HEHYKHBIX

COOOIIIEHHIA O BBIXO/IC HA CTOPOHY MapIIpyTH3aTopa.

no ipveé mld host- Brikmouenne MLD Leave Proxy.
proxy leave-proxy

ipv6 mld snooping
vlan <vlan list>
MLD Snooping VLAN Configuration

interface vlan<vlan list> Cosznanue uaTepdeiica

ipv6e mld snooping Brnrouenne QyHkmuu mldsnooping ans
VLAN

no ipveé mld snooping Brikmouenne pyHkumu mldsnooping s
VLAN

ipve mld snooping querier Bxrouenue Beibopa MLD Querier B VLAN

election
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no ipv6 mld snooping querier
election

Brixmouenue Beidopa MLD Querier B VLAN

ipv6 mld snooping

compatibility {auto | vl | v2}

Hacrpoiika COBMECTUMOCTH.
3HayeHHue COBMECTUMOCTH IO YMOJYAHUIO -
MLD-Auto.

ipv6 mld snooping priority <0-
7>

[Tpuopuret uHTepdeiica.
OH  yka3plBa€T  ypOBEHb  IMPUOPUTETA
YIIPABJISAIOLIETO Kazpa MLD,

CreHEpUPOBAHHBIN CHUCTEMOW. DTH 3HAYECHUS
MOXHO HCIOJIb30BaTh IS  ONpPEICICHUS
MPUOPUTETOB PA3IUYHBIX KJIACCOB TpaduKa.
3HadueHne TpuopuTeTa HHTEep(deiica 1O
yMoa4aHuio - 0.

ipv6o mld
variable

snooping robustness-
<1-255>

Hacrtpoiika mnepeMeHHOM  yCTOWYMBOCTH.
Ilepemennass ~ yCTOMYMBOCTH  IO3BOJISIET
HAaCTPOUTh O0XHJIAEMYyI0 IOTEPIO IAKETOB B
KaHaje.

Honyctumblid  nuana3onl k 255, 3HaueHue

MEPEeMEHHON YCTOMYMBOCTH MO YMOJIYAHUIO -
2.

ipv6e mld
interval

snooping query-
<1-31744>

Hactpotika WHTEpBaa 3arpoca.
WHtepBan 3ampoca - 3TO MHTEPBANT MEXKIY
o0ImMMHu 3aIpocamu, OTIPaBJISIEMbIMU
3aIPOCYUKOM.

Jonyctumblii quana3zoH <1-31744>CceKyHI,
HMHTEPBAJ 3a1poca M0 YMOJIYAHHUIO COCTABIISIET
125 cexyHn.

ipv6 mld snooping query-max-
response-time <0-31744>

Hactpoiika wuHTepBanma oTBeTa Ha 3ampoc.
MakcumanbHas 3aJEpKKa OTBETA,
ucrojib3yeMas JUlsl pacueTa MaKCUMallbHOTO
KO/Ia OTBETA, BCTABISIEMOTO B IEPUOTNIECCKHE
o0mue 3aIpOoCHl.
JonmycTumblii JAana3oH <0-31744>
WuTepBan oTBeTa Ha 3ampoc MO YMOJIYAHHUIO
cocrasiseT 100 B necsaToix qomsx cekyH bl (10
CEKYHJ).

ipv6e mld snooping last-member-
query-interval <0-31744>

Hacrpoiika MakcMMaJIbHOW 3a/I€pKKH OTBETA,
Homyctumblii  auana3oH <0-31744> B
JECATBIX JIOJISIX CEKyHJABI, HHTEpBal IO
YMOJI4aHHIO cocTaBiisieT 10 B gecATsIX qonei
cekyH bl (1 cekyHaa).

ipv6e mld snooping unsolicited-
report-interval <0-31744>

Hacrtpoiika wuHTEpBama He3anmpammnBacMoro
OT4E€Ta — ITO BpPEMs MEXAY IOBTOPEHUAMU
IIEpPBOHAYAIIEHOTO oT4eTa y3ia,
MPECTaBIIAIOIIETO UHTEPEC, B
MHOT'0aJJpECHOM ajpece.

Honyctumblid  nuanazoH <0-31744> B
JNECATBIX JIOJAX CEKYyHIbl, HHTEpBal1 IO
YMOJYaHHUIO - | cekyHaa

Hactpoiika nopToB

interface GigabitEthernet

| BeIGOp OPTOB JUIsi HACTPONKH MTAPAMETPOB
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<port type list>

ipv6 mld snooping mrouter Hactpoiika moprta B KadecTBe IOpTa
MapILIpyTU3aToOpa

no ipv6 mld snooping mrouter OTMeEHa KOMaH/IbI

ipve mld snooping immediate- Brutouenue byHKIIN HEME]ICHHOTO

leave orkitoueHus. Cucrema  ynamuT — 3aIluch

TpyOnbl U MPEKPaTUT MEPEeChUIKY JaHHBIX
nocje TMOJTY4YeHHs COOOIIEHUS O BBIXOJE W3
MLDv1, He oTnpaisis cooOIIeHUs 3arpoca
MIOCJICHETO YYaCTHHUKA.

Brikntouenue byHKIIUU HEMEJIEHHOT'O
No ipvé mld snooping OTKJIFOUEHHS.
immediate-leave
ipv6e mld snooping max-groups Orpanunuenue KOJIN4YeCTBA Irpynn

<1-10>

MHOFO&,HpGCHOfI PAaCCBhLIKH, K KOTOPBIM MOXKCET

IIPUHAJUIEKATh TIOPT KOMMYTATOPA.

ipv6 mld snooping filter Hactpotika KOHTPOJIS Jocryna npu
<wordl6> perucTpaniu rpymi MHOT0aPECHOMN
PacChUIKH
<wordl16> - mpodmrs IPMC B kauecTBe
yci10BUsl GUIIBTPAIIMH [Tl KOHKPETHOTO OpTa
4.2.35. LLDP

[Tpotoxkon LLDP (Link Layer Discovery Protocol) sBisieTcss mpOTOKOJIOM KaHAJIBHOTO
YPOBHsI, HA KOTOPOM CETeBbIE YCTpOIiCTBa OOMEHHBalOTCs MHpOpMauueil o cebe ¢ Ipyrumu
YCTPOMCTBAMM, HAIPSIMYI COCIMHEHHBIMM 4depe3 ceTb. Mcnonb3ys LLDP, nBa ycrpoiicTsa, Ha
KOTOPbIX (YHKIIMOHMPYIOT CETEBble MPOTOKOJIbI pa3HbIX YpOBHEH, MOryT oOy4arbcs
uHpopMauuu napyr npyra. Jis oOHapyXeHHsI COCEIHUX YCTPOMCTB HCHOJB3yeTCsl Habop
aTpuOyTOB, cchutarommiics Ha TLV. YerpoiictBo MokeT mepenaBaTh M HNPUHUMATh TaKylo
JeTalIbHYI0 NH(OpPMalIKIO, KaK OIMCAaHHUE NOPTa, OIMCAHUE CUCTEMBI U €€ BO3MOXKHOCTEH, aapec
yIpaBIEHUS.

Komanna
['moGasibHbIe HACTPOHKHU
1lldp timer<5-32768>

‘ Onucanue

Hactpoiika wuHTEpBaJia MEXAy Kaapamu
LLDP, ornpaBiseMbIMA COCEISAIM JaHHOTO
yCTpoiicTBa 11 0OHOBJIEHUS MH(QOpPMALNH
O JaHHOM YycTpoMcTBe. JlomycTumsle
3HaueHus:: ot 5 go 32768 cexkynna. Ilo
YMOJYaHHUIO 3a1aH0 30 CeKyH/I.

JlanHas HacTpoiika onmpenemnser, KaK J0Jro
KaJpbl LLDP oyayT CUUTATHCS
MIPaBUJIBHBIMM M HMCHOJIB3yeTCs A
Beiuncienuss TTL. Jlnana3oH nomyCTUMBIX
3HauyeHunii: 2~10 pa3. [lo ymomuanuro
3aJ1aHo 4.

Hactpoiika 3amepXKu MeXIy Kaapamu
LLDP, COJZIEPKAINMHA N3MEHEHHUS

11dp holdtime <2-10>

11dp transmission-delay <1-8192>
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KoHurypamuu. JlomycTiumble 3HAUCHHS: OT
1 no 8192 cexkynn.

1l1dp reinit <1-10>

Hacrtpoiika 3anepxku MeExXIy KaapoMm
OTKJIIOUEHHUS M HOBOW WHUIIMAIU3AIIUEN
LLDP. [Jonyctumsle 3HaueHus: ot 1 mo 10
CeKYH]I

Hactpoiika mopra

interface GigabitEthernet
<port type list>

Br160p mopToB A1 HACTPOIKK apaMeTpoB

11dp transmit

no lldp transmit

Pexxum  paboTBl:  TONBKO  Iepenaya.
KommyTtatop Oyzer MOCHLIATh
uHpOPMALIUIO LLDP, HO Oyner
0oTOpachIBaTh nHpopMmaIuio LLDP,

IIPUHATYIO OT COCEJHUX YCTPOUCTB.

Beixirogar pexum

1l1ldp receive

no lldp receive

Pexum paboTHLI: TOJIBKO IIpUEM.
KommyTatop Oyner AHAJIU3UPOBATH
unpopmanuto LLDP, mnpunstyio or

COCEIHUX YCTPOMCTB.

Beixurogar pexum

11dp cdp-aware

Omnepanus CDP aware (PacnosnaBanue
CDP) wucnonb3yercst misi JEKOIUPOBAHUS
Bxomsaux kaapoB CDP (Cisco Discovery
Protocol). Ecnu 3ta onus Bkimtouena, CDP
TLVs, KOTOpbI€ MOTYT OBITH OTOOPa’KEHBI B
COOTBETCTBYIOIIIEE MMOJI€ TAOIUIBI COCETHUX
yctpoiicte LLDP OyayT nexkoaupoBaHbl, B
MPOTUBHOM Clydyae O3TH KaApbl OyAyT
oropomensl. CDP TLVs otobpakatorcst B
noJie TabIuIlbl coceqHux ycrpoiicts LLDP

1lldp tlv-select (management-

address vid| port-description
system-capabilities | system-
description | system-name)

no 1lldp tlv-select
address vid| port-description

(management-

Hactpoiika atpubyToB ans oOHapy>KeHUS
COCETHUX YCTPOWCTB. OTH  aTpuOyTHI
cojepXaT ONHCaHUsl TUMA, JUIMHBL U
3HaueHU U cchriatoTes Ha TLVs. Jlannoe
YCTPOWCTBO MOXET TepelaBaTh TaKylo
JeTallbHyl0 MHGOpPMAIUIO, KaK ONHCaHHE
MopTa, MUMS U OINHCAHHUE CHCTEMbl U €€
BO3MOKHOCTEH, a/ipec ynpaBJICHHUS.

port OTkIIOUeHHE COOTBETCTBYIOIIETO
SYys terln— cap abilities | system- atpubyTta. CocenHue ycTpoiicTBa He OyIayT
description | system-name) TIOJTy4aTh COOTBETCTBYIOIILYIO
uHpopMalrio 00 YCTpOHcTBe.
4.2.36. LLDP MED

[Tporoxon LLDP nns koneunsix meaua-ycrpoiicts LLDP-MED (LLDP for Media Endpoint
Devices) sBnsercs pacmupenneM LLDP u pabotaetr Mexy KOHEUHBIMU yCTPOHCTBAMHU, TAKUMH
kak [P-tenedonsl u cereBriMU ycTpoiicTBamMu (Hampumep, kommyTaropamu). [Ipotokon LLDP-
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MED o6ecneunBaeT nmoaaepKKy npuiioskeHuit nepenayuu royioca o 1P (VoIP) u nononautensapie
TLVs nns oOHapyskeHHs, oOecriedeHusi MOMUTHKH ceTd, ¢(yHkiuuu Power over Ethernet,
yIpaBJICHUS] pEECTPOM M HH(OPMAIH O MECTOIIOIOKCHHUH.

Komanma

‘ Onucanne

['moGasibHBIE HACTPOHKHU

lldp med fast <1-10>

Hacrtpoiika napamerpa Fast start repeat
count (Yucio moBTOPOB OBICTPOTO CTapTa)
MO3BOJIIET 3a7aTh, CKOJBKO pa3 Oyxaer
MOBTOPEH  OBICTPBIM  CTapT MeEpeaayu.
Pexomennyemoe 3Hauenme (4  pasa)
03HA4YaeT, YTO C MHTEpPBAJIIOM | CeKyHJIa
Oynyt mnepemanbl 4 xampa LLDP, ecnm
npunst kaap LLDP ¢ noBoit nundopmarmei.
Cnenyer ormeruth, uto LLDP-MED wun
mexanusm LLDP-MED Fast Start 100
MpelHa3HaYeHbl TOJBKO JJs paboThl Ha
JUHUAX MEXAY YCTPONCTBAMH COCIUHEHUS
no ceru, noanepxkuBaromumu LLDP-MED

u KOHEYHBIMU YCTPOHCTBAMH u
HENPUMEHMMBl K  JIMHUAM  MEXKIY
areMeHTaMu  uHGppacTpykTtypsl  LAN,

BKJIO4Yasa U YCTpOﬁCTBa COCANHCHUA 110 CCTU
WJIN JIMHUHW JPYTroro TUiia.

11ldp holdtime <2-10>

JlanHast HacTpolKa OIpenensieT, KaK J0JIro
KaJapbl LLDP oyayT CUUTATHCS
IPAaBWIBHBIMU U HUCIOJB3YETCS UL
Bbiuncienuss TTL. Jlnana3oH n0myCTUMBIX
3HaueHuil: 2~10 pa3. Ilo ymomuanuro
3ajaHo 4.

11ldp transmission-delay <1-8192>

Hactpoiika 3agepxku Mexay Kaapamu
LLDP, COZIEPKAINMHA U3MEHEHUS
KoH(urypanuu. [lomycTiumble 3HaYSHHS: OT
1 1o 8192 cekyH.

11ldp reinit <1-10>

HacTtpoiika 3amepKKu Mexay KaIpoM
OTKJIIOYEHHS MW HOBOW WHUIIMAJIN3AIIHEN
LLDP. [Jonyctumsle 3HaueHus: ot 1 no 10
CEKYH]I

Hactpoiiku MecTonoioKeHus

1ldp med location-tlv latitude
(north south) <word8>

3amanue mupoThl. [lupora momkHa OBITH
npuBegeHa B auana3zoHe 0-90 rpamycoB u
comepxath He Oomee 4 mmdp. MoxHO
3aJ]aTh JKBAaTOPUATBHOE TOJOKEHHUE JIMOO
Ha ceBep oT skBatopa (North) mubo Ha ror
(South) ot skBaropa.

(east west) <word9>

11ldp med location-tlv longitude

3aganne moaroTel. Jlonrora moimkHaA OBITH
npusegeHa B nuanazone 0-180 rpamycoB u
comepxath He Oomee 4 mmdp. MoxHO
yKa3aTh HampaBleHHe — JIU00 Ha BOCTOK OT
HyneBoro Mepuauasa (East) nu6o Ha 3anan
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oT HyJseBoro mepuauana (West).

11dp med location-tlv (floors 3amanne BBICOTHL. BwicoTa momxkHa OBITH
meters) <wordll> npuBeJcHa B Jauamna3one ot - 32767 g0
32767 wu comepxath He Oonee 4 1udp.
MoOXHO BBIOpaTh CIUHHUIBI H3MEPCHUS
BBICOTHI — JIN0OO B METPaX, JTMO0 B dTAKAX.
lldp med datum (nad83-mllw Br160p cucrembl KOOpAUHAT:

nad83-navd88 wgs84)

* WGS84: (I'eorpaduueckue, TpeXMEpHEIE)
— Becemuphas reonesnueckas cucrema 1984,
CRS Code 4327, HyneBoil MepuaHaH:
TPUHBUYCKHU.

* NAD83/NAVDS&S8: CeBepoamepukaHcKas
cuctema koopaunat 1983, CRS Code 4269,
HYJIEBOU MEpHU/INaH: TPUHBUYCKHIA;
CBs3aHHAsl C 3TOM CHUCTEMa KOOPJAMHAT IO
Beptukasim - North American Vertical
Datum of 1988 (NAVDS8S). Dta mnapa
CHUCTEM KOOPJIMHAT HCIOIb3yeTCs IS
YKa3aHMsI MECTOIOJIOXKEHUSI Ha 3emiie, Ha
BOJHBIX MPOCTPAHCTBAX, IOJIBEP)KEHHBIX
IPWIMBaM U OTJIMBaM (111 KOTOPBIX MOKHO
UCIOJIb30BATh CUCTEMY KOOpJIUHAT
NADS3/MLLW).

« NADS3/MLLW: CeBepoamepukaHckas
cuctema koopauHat 1983, CRS Code 4269,
HYJIeBOI MEpH/INaH: TPUHBHYCKUN;
CBfA3aHHAsl C 3TOM CHUCTEMa KOOPJAMHAT IO
Beptukanu - Mean Lower Low Water
(MLLW). DOra mnapa cCBfA3aHHBIX CHCTEM
KOOpJAMHAT HCIIOJIB3YETC IPHU yKa3aHWH
MECTOIIOJIOKEHUSI B OKEaHe, Ha MOpSX U Ha
101 npyrux BoaHBIX pocTpaHcTBax. Onuus
BiitoueHa, CDP TLVs, kotopsie Moryt
ObITb OTOOpaX€Hbl B COOTBETCTBYIOLIEE
noJie TabauIel coceqHux ycrpoiicts LLDP
OyayT JeKOJUPOBaHbI, B IPOTUBHOM Cllyyae
3TH Kaapbl OyayT orOpomensl. CDP TLVs
0TOOpa)karoTCsl B I0JIe TAOIUIBI COCEIHUX
ycrpoiicts LLDP

11dp med location-tlv civic-addr
(additional-code | additional-
info | apartment | block |
building | city | country |
county | district | floor |
house-no | house-no-suffix |
landmark | leading-street-
direction | name | p-o-box |
place-type | postal-community-
name | room—-number | state |
street | street-suffix |
trailing-street-suffix |
code)

zip-

VYka3zaHue agpeca

additional-code - JloGaBOYHBIN KO
additional-info - JlonmonmHuTenbHas
uHpOpMaLKs O MECTOIOI0KEHUH.
Apartment - AmnapTaMeHT, HOMEp.
Block - Ksapran, Ginok.

Building - Crtpoenue.

City - Topon, mocenok.

Country - Kox crpassl o cranmapry

ISO 3166, cocrosmuii U3 IByX MPOMUCHBIX
oyks ASCIL
County - OKpyr.
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District - PailoH ropoma, OKpyr
ropojia, aAMUHUCTPATUBHBIN PaliOH roOpoJa.
Floor - Drax

house-no - Howmep noma
house-no-suffix - Cyddukc HOMepa
Jioma.
Landmark - Anpec  Kakoro-mm6o

3aMETHOTO 00BEKTAa Ha MECTHOCTH.
leading-street-direction -

Hanpasnenue rinaBHON yiIuIIbL.

Name - OHWO pe3uaeHTa WU JULA,
apeHIyIoIero oguc.

p-o-box - Homep abBOHEHTCKOTO SIIIHUKA
place-type - Tun nnomagu

postal-community-name - ®HO
MOYTOBOTO aJipecara

room—-number - Homep
KOMHAaThIstate - Eannuna

aJIMUHUCTPATUBHO-TEPPUTOPUATHHOTO
jgeneHust  (WTar,  KaHTOH,  PErUOH,
MPOBHHIUSA, IpeeKTypa).

Street - VYiuuna.

street-suffix - Cydduxc ynuusl
trailing-street-suffix -
HaBuranuonnsiii cyddukc ynuibt
zip-code - Ilo4TOBBIN KOJ

Co3nanue npaBui

11dp med media-vlan-policy <0-
31> (guest-voice

Tunsl npuiiokeHui, B ToM yucie: “Voice”
(T'onocosoit  BbI30B), “Voice Signalling”

guest-voice-signaling (Curmanusanmds — TOJIOCOBOTO  BBI30Ba),
softphone-voice “Guest Voice” (I'ocTeBoii  T0I0COBOM
streaming-video video- BBI30B), “Guest  Voice  Signalling”
conferencing video-signaling | (CurHanuszanus TOCTEBOTO  TOJOCOBOTO
voice voice- BbI30Ba), ‘“Softphone Voice” (I'onocosoii
signaling) (tagged untagged) Bb3OB 10 codropony),  “Video
<vlan_id> (dscp 12- Conferencing” (Buneoxondepenmus),
priority) “Streaming”  (IloTokoBas  mepenaya),
“Video Signalling” (Curnanuzanus
BHJIEONIOTOKA).
12-priority - BbIOOp OJHOTO W3
BOCBMH YPOBHEUN NMPHOPUTETA
dscp — OJHO U3 3HAYCHUM 64-TOYCUHOIO
KoJa
4.2.37. Tabauna mac —aapecon

Tabmua MAC-anpecoB — 310 Tabiuiia cooTBeTCTBUM Mex1y MAC-anpecamu yCTpOCTB
Ha3HA4YeHHs U opTaMu koMmmyTtaTtopa. MAC-aapeca MOTYT ObITh CTATHYECKHE U TUHAMUYECKHE.
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Cratnueckue MAC-aapeca HacTpaWBalOTCSl MOJIb30BATEJIEM BpPYYHYIO, UMEIOT HAWBBICIIWNA
MPUOPHUTET, XPAHATCS MOCTOSHHO M HE MOTYT OBITh mepe3anucaHbl AuHamuueckumMu MAC-
anpecamu. MAC-aapeca — 93TO 3alucH, MOJYYCHHbIE KOMMYTAaTOpPOM B TIE€PECBHUIKE KaJpOB
JIAHHBIX, U XPAHATCA B TEUCHHE OIPaHUUEHHOr0 Nieprojia BpemeHu. Korjga komMmyTaTop nojydaer
KaJp aHHBIX JJIs NalibHeien nepenayu, on coxpanser MAC-aapec kaapa TaHHBIX BMECTE C
COOTBETCTBYIOIIUM eMy TopToM HazHadueHus. Korma MAC-tabiuiia onpammBaercs sl MOUCKa
MAC-anpeca HazHaYeHUs, NMPU HAXOXKIACHUM HY)KHOTO ajpeca KaJp JaHHBIX OTIPABIISIECTCS Ha
COOTBETCTBYIOIIUI NOPT, HHAYE KOMMYTATOP OTIIPABISET KaJip HA IMIMPOKOBEIIATEIbHBIN JIOMEH.
Ecnu nunamuueckuii MAC-aapec He BCTpeyaeTcs B MPUHATHIX KaJpax JTaHHBIX JJIATEIIbHOE
BpeMsl, 3aKCh 0 HeM OyeT ynanena u3 MAC-1a0iuibpl KOMMyTaTopa.

Komanna Omnwucanue
mac address-table aging-time Hactpoiika cpoka ycrapeBanus ainsi MAC -
<0,10-1000000> aJIpecoB, MOIYyUYEHHBIX 00y4eHHEM, KOTOpbIE

OynyT mpucyrcTtBoBath B Tabmuie MAC -
angpecoB. J[Manma3oH JONMYyCTUMBIX 3HAYCHUM:
ot 10 1o 1000000 cexyHa

mac address-table learning Bximtouenne wusyuenus MAC-aapecoB B
vlan <vlan list> 3aJJaHHOM vlan
mac address-table static Hacrpoiika crarngeckux MAC-anpecos

<mac_addr> vlan <vlan id>
interface GigabitEthernet
<port type list>

4.2.38. Privatevlan

Yactusle VLAN ocHOBaHBI Ha Macke MOpPTa UCTOYHHUKA U HE COCTUHSIOTCA C OOBIYHBIMU
VLAN. 310 o3Hauaer, uro HoMepa VLAN ID o6brunbix VLAN u HOMepa VLAN ID uvacTHbIX
VLAN wmoryT ObITh OMHaKOBBIMU. YTOOBI OblIa BO3MOXKHA Ie€pejiadya MaKkeToB, MOPT JIOJKEH
npuHaIexkaTh U 00b1uHOM, U yacTHOM VLAN. Ilo ymomuanuto, BCe€ MOPTHI HE MOACPKUBAIOT
VLAN u apnstorcs wieHamu VLAN 1, u Private VLAN 1.

[Topr, He noanepxkuBarominii VLAN, MOxeT ObITh 4IeHOM ToJIbKO 0JHOU VL AN, HO MOXeT
OBITH WICHOM HECKOJIbKUX YacTHbIX VLAN.

Yactaeie VLAN HCOnp3yr0TCs UIs TPYIITAPOBKH IIOPTOB € LENIBIO IPEAOTBPALLEHUS CBA3U
BHyTpu PVLAN. M3onsamus nopra ncnosib3yercs A NpeJOTBPALCHHs CBA3M MEXKIY NOpTaMu
KIHMeHTOB B onHOW W ToW x€ VLAN wmnm wactHo VLAN. IlopT, KOTOpBI H30JIUPOBaH OT
OCTaJIbHBIX MOPTOB HE MOJKET IepenaBaTh KaKOH-TMO0 OJHOAAPECHbIM, MHOTOAIPECHBIH WIH
HIMPOKOBEIATENbHBIN TpaduK B Jt00bIe qpyrue noptel Toil ke camoit VLAN unu PVLAN.

Komannma \ Onucanue

Hactpoiika nopros

interface GigabitEthernet Be160p mopToB U1 HACTPOWKH ITapaMeTpoOB

<port type list>

pvlan <range list> Coznanue Private VLAN

no pvlan <range list> VY nanenue Private VLAN

pvlan isolation KomaHga BBINOJIHEHHE KOTOPOW IPHUBEIET K
M30JIALUH BBIOPAHHBIX IOPTOB OT OCTAJIbHBIX.

no pvlan isolation OTMeHa KOMAaH/IbI
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IIpumep nactpoiiku Port Isolation :

# configure terminal

(config) # interface GigabitEthernet 1/1
(config-if)# pvlan 1-2

(config-if)# pvlan isolation
(config-if)# interface GigabitEthernet %z
(config-if)# pvlan 3-4

(config-if)# pvlan isolation

[Ipumep nactpoitku PVLAN nis rpynnsl KOMMyTaTOpOB:

Router

Proamiscuous

PVLAN b
————— T Trunk | Translate
- ~_Port 1, i /—\
/ Host 1 2—| Switch 1 -3 Host 3
|solated Community
p Port Porl
| Secondary Aﬂ Secondary
| Isolated ;:2; :ard | Community
*ULHN Por J VLAN
L"-.FII'.‘!-10 i VID =20
,' Isolated Community
5 . Port , Port

———=T PVLAN Domain HH‘“_——"“;I/

Primary VID = 30

Swith 1(config)# hostname Swith 1

Swith 1(config)# vlan 10

swith 1(config-vlan)# name Isolated VLAN

swith 1(config-vlan)# exit

Swith 1(config)# vlan 20

swith 1(config-vlan)# name Community VLAN

swith 1(config-vlan)# exit

Swith 1(config)# vlan 30

swith 1 (config-vlan)# name Primary VLAN

swith 1(config-vlan)# exit

Swith 1 (config)# svl fid 30 vlan 10,20,30
Swith 1 (config)# switchport vlan mapping 1 egress 10 30
Swith 1(config)# switchport vlan mapping 1 egress 20 30
Swith 1(config)# interface GigabitEthernet 1/1

Swith 1(config-if)# description to Router
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Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1

config-if) #
config-if) #
config-if)#

config-if) #
config-if)#
config-if) #
config-if)#
config-if)#
config-if) #
config-if)#

config-if) #
config-if)#
config-if) #
config-if) #
config-if)#
config-if) #
config-if) #

config-if) #
config-if)#
config-if)#
config-if) #

N~~~ o~ o~~~ o~~~ o~ o~~~ o~~~ o~ o~ o~ o~ o~ —~

switchport mode trunk
switchport trunk allowed vlan 10,20, 30
exit

config)# interface GigabitEthernet 1/2

description Isolate port

switchport mode hybrid

switchport hybrid native vlan 10
switchport hybrid allowed vlan 30

no switchport hybrid ingress-filtering
switchport hybrid egress-tag none

exit

config)# interface GigabitEthernet 1/3

description Community port 1
switchport mode hybrid

switchport hybrid native vlan 20
switchport hybrid allowed wvlan 20,30
no switchport hybrid ingress-filtering
switchport hybrid egress-tag none

exit

config)# interface GigabitEthernet 1/4

description to Swith 2

switchport mode trunk

switchport trunk allowed wvlan 10,20, 30
end

B npumepe unrepdetic GigabitEthernet 1/1 ciryxuT s OAKITIOUEHHST MapIIpyTH3aTOpa,
OH MOKET OOMEHUBATLCA JAaHHBIMU ¢ xocTaMu 1-4 u Switch 1 u 2.
Xoctel 1 1 2 MOTYT OOMEHHMBATHCS TAHHBIMU ¢ TOJBKO MapiipytuzaropoM (Isolated VLAN

10).

Xoctel 3 ¥ 4 MOry OOMEHMBATHCS NAaHHBIMH C MapIIPYTH3aTOPOM U MEXIy CcOOOi
(Community VLAN 20).

4.2.39. N30asaums noproB (Protected ports)

OyHKIUS, KOTOpasi MO3BOJISIET MPEeA0TBpaIiaTh OOMEH TaHHBIMU MEXIY OIpeAeIEHHBIMU
MOpTaMHU, TMO3BOJISIS UM B3aUMOJICHCTBOBATh TOJIBKO ¢ Ha3HAaYeHHBIMU uplink-mopramu.

Komanma

‘()HHC&HHG

Komanna B pesxuMe HacTpoiku nHTepderica (rpymnibl HHTEphEiicoB)

switchport protected-port

no switchport protected-port

IlepeBectn mopt (rpymnmy MOPTOB) B PEXUM
U30JIALUH.

BoccranoBuTh 3HaUCHUE 110 YMOJIYaHHIO.

Komana npocMoTtpa nHpopMaimu

show switchport protected-port
[ interface <port type list> ]

[Tokazate nHGOpMaIHIO 0 PYHKIIUU U3OIALUN
Ha uHTepdeiicax (rpynmbl UHTEpdENcoB).

4.2.40. VCL

MAC-based VLAN -naznauenue HoMmepa VLAN B COOTBETCTBUU C MaK-aJIpecoM XOCTa.
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Komanma

‘()anaHHe

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Br160p MOPTOB U1 HACTPOIKK TapaMeTPOB

switchport vlan mac
<mac_ucast> vlan <vlan id>

no switchport vlan mac
<mac_ucast> vlan <vlan id>

Hactpoiika npuBsizku mac-aapeca K vlan

VY nanenue npuBsa3Ky.

Protocol-based VLAN — nHa3znauenne Homepa VLAN B 3aBHCUMOCTH OT UCIIOJIB3yEMOTO

IIPOTOKOJIA

Komanma

‘()anaHHe

['mobGanbHBIE HACTPOIKHU

vlan protocol eth2 <0x600-
Oxffff> group <wordl6>

vlan protocol snap 0x00EOQ02B
0x0001 group <wordl6>

vlan protocol 1llc Oxff Oxff
group <wordl6>

Br160p COOTBETCTBYIOMIETO MPOTOKOIA
0x00E02B — OUL (0x000000 - OXFFFFFF)
0x0001 — PID(0x0 - OxFFFF)

0xff — DSAP(0x00 - OXFF)
0xff - SSAP(0x00 - OxFF)

Hacrpotika rpynimsl

interface GigabitEthernet
<port type list>

Br160op nopToB A1 00bEAMHEHUS B TPYIILY

switchport vlan protocol group
<wordl6> vlan <vlan id>

no switchport vlan protocol
group <wordl6>

Komanna, BBINOJSIHEHHE KOTOPOW IPHUBEAET K
O0OBEMHEHNIO TOPTOB B OJHY TIpyHmy H
HazHaueHue e VLAN.

VY nanenue cCOOTBETCTBYIOLIEHN TPYIIIBI

IP Subnet-based VLAN - HazHaueHue Homepa VLAN B 3aBHCHUMOCTH OT ip-ajipeca

Komanma

‘()HHC&HHG

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160p mopToB 117151 HACTPOUKH MapaMeTpPOB

switchport vlan ip-subnet
<ipvé4 subnet><vlan id>

no switchport vlan ip-subnet
<ipvé4 subnet><vlan id>

Hactpoiika npuBs3ku ip-aipecosB Kk vlan

VY nanenue IIPUBS3KHU.
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4.2.41. Voice VLAN

Oynaknus ronocoBoii VLAN mo3BoJIIe€T IMepechulaTh ToJIOCOBOM TpaduK B TOJIOCOBOM
VLAN, mociie 4Yero KOMMYTaTOp MOXET KIAaCCH(PUIMPOBAaTh M IUIAHUPOBATH CETEBOM
Tpaduk. PekomeHnayercs, uroOsl Ha mopty Obu10 Be cetT VLAN - oxHa ju1st rosoca, apyras 1jis

JNAaHHBIX.

Komanma

‘ Ornucanue

['moGasibHBIE HACTPOHKHU

voice vlan

no voice vlan

Bxrouenune ¢pynknum voice vlian
[Ipumeuanue. Ilepen akTuBanuen ro10coBOro
VLAN Ha xommyrtatopax: NTS-1080, NTS-
1024, NTS-15040, NTS-15080, NTS-1080P,
NTS-1024P, NTS-15040P, NTS-15080P,
NTS-4G2S-AT, NTS-8G2S-AT, NTS-4G2S-
BT, NTS-8G2S-BT. Ortkitounte MpOTOKOI
MSTP, 4ToOBI NPEnOTBPAaTHTH BO3MOKHBIC
KoHGQuUKTBL. Ha ocTranbHBIX ycTpoHcTBax
cepun MSTP coBmectum ¢ pynkuueit Voice
VLAN.

Brikimrouenue GpyHKImn voice vlan

voice vlan vid

Haznauenue Homepa vlan

voicevlanaging-time<1l0-
10000000>

Hacrpoiika BpeMeHn 6€30macHOTO 00ydYeHUSI.
JlomycTuMblii auamnaszoH coctasiuser ot 10 go
10000000 cexkynn. Ilo ymomuanuto —
86400cek.

voice vlan class <0-7>

VYka3biBaeT kinacc Tpaduka. Becy Tpapuk B
Voice VLAN Oyner umers 31oT Kiacc. Ilo
YMOJIYaHHIO YCTAHOBJIEH 7 Kjacc.

voice wvlan oul <oui>
description <line32>

no vlan ouil <oui>

Co3nanue 3anucu B Tabmuie OUI

Oui - 9T0 T1JI0OANBHBIM YHHUKAJIbHBII
nneHtudukatop, npucBoeHHbiii IEEE. On
JIOJDKEH COCTOATh U3 6 CHMBOJIOB, (opmar
BBOJIA - «XX-XX-XX» (X - IIECTHaAlaTepUYHas
uudpa).

Description - Omnwucanue aapeca OUI

Y aneHne COOTBETCTBYIOIIEN 3alUCH.

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160op noptoB

switchport voice vlan mode
{auto | disable | force}

Hacrpoiika pexxuma

Auto — aBTOMAaTHYECKOC ONpe/ciIeHUE
Disable - OTKIIOYEH

Force - NIPUHYIUTEIbHOE BKIIOUYEH

switchport voice vlan security

Bxmrouenne pexuma OezomacHoctu. Korna
9Ta (YHKIMS BKJIIOYEHA, BCe HeTeaepOHHbIE
MAC-anpeca B VLAN 0ynyT 3a0JIOKMPOBaHbBI
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Ha 10 cekyH.

no switchport voice vlan Brikimrouenne pexxuma OezomacHoct. Korma
security 3Ta QyHKIMS BKJIIOYCHA, BCE HETelePOHHbBIC
MAC-aapeca 8 VLAN OynyT 3a0I0KHpOBaHbBI
Ha 10 cexkyH.

switchport voice vlan Hacrpoiika npoTokosna oOHapyKeHHs HopTa.
discovery-protocol { both | PaGotaer TONBKO TPH peXKHME «AUtO».
11dp | oui} Bo3MosxHBIE TIPOTOKOJIBI OOHAPYKEHUS:
Both- OUIu LLDP
Lldp- oOHapy KeHHe TeJIe()OHHOTO
ycrpoiictea no LLDP
Oui- oOHapyXKeHHE TeneOHHOTO

ycTtporctBa o aapecy OUI

[Tpumep HacTpoliku voice vlan:

# configure terminal

(config)# vlan 184,220

(config-vlan)# exit

(config-vlan)# voice vlan

(config)# voice vlan vid 184

(config) # voice vlan oui 24-9A-D8 description YearLink
(config) # interface GigabitEthernet 1/1
(config-if)# switchport mode hybrid

(config-if)# switchport hybrid allowed vlan 184,220
(config-if

(

(

(

)

)# switchport hybrid untagged vlan add 184,220
config-if)

)

)

switchport hybrid native vlan 220
switchport hybrid ingress-filtering
switchport voice vlan mode auto

config-if
config-if

4.2.42. QoS (KauecTBO 00CTy:KUBAHHA)

CereBoli Tpaduk Bcerjga Hempezacka3syeM, MOITOMY OCHOBHBIM (hakTopom oOecreueHHs
Ka4yecTBa SIBIISICTCS MPEIOCTABICHUE HAMIYUIIEro Crocoda JOCTaBKH. s MpeomoseHust STon
npoOJieMbl HCTOJb3yeTcs MoHsATHE KadecTBa oOchyxuBaHus (Quality of Service (QoS))
npuUMeHsieMoe Ko Bcel ceTH. ['apaHTupyercs, 4to ceteBoil Tpaduk OyJeT MpUOPUTE3UPOBAH B
COOTBETCTBUHU C 3a/laHHBIM KpUTEpPHEM, U TpHUeM OYyIeT MPOU3BOAMUTHCA C HCIOIH30BAHUEM
o0paboTku 1o npuoputeram. 115 QoS no3BosisieT Ha3HAYUTh Pa3IUYHbIE KIACChI CETEBBIX YCIYyT
pa3iaNyYHBIM THIAaM Tpaduka, HapuMep, MYIbTUMEAUHHOMY, BHIIE0, TpaduKy KOHKPETHOTO
IPOTOKOJIa, KPUTUYHOMY IO BpeMEHU Tpaduky, TpaduKy pe3epBHOrO0 KONMHUPOBaHMS (ailioB
UtoObl 3a/1aTh MPUOPUTETHI MAKETOB HA JAaHHOM KOMMYyTaTope, mepeiante Ha crpaHuily “‘Port
Classification” (Knaccudukanus mopra FIFO,PQ).

Komanma \()nncaHne

['moGasibHBIe HACTPOHKHU

DSCP-Based QoS Ingress Classification

gos map dscp-cos <0-63> cos HacTpoiika ocHOBHBIX QoS DSCP Ha ocHOBe
<0-7> dpl <0-1> napametpoB QoS Ingress knaccupukamuu.
dscp-cos<0-63>- 3HadeHUe DSCP
BXOJISAIIETO MaKeTa.
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<0-="7> - 3Ha4YEHHUE COS
dpl<0-1> -

orOpacsiBanusi DPL 15t cooTBeTCTBYIOIIETO
3HaueHuss DSCP ayis 0OpaGoTKu BXOASIIMX
kaapoB. 1o ymonuanuto 3anano 0. 3naueHue

Bri6op

IPUOPUTETA

“l” npmaer OoJiee BBICOKHH  IPHOPUTET
0TOpachIBaHUSI.

DSCP Translation

gos map dscp-ingress- [IpeobpazoBanne DSCP Ha  Bxojsmen

translation <0-63><0-63>

ctopoHe B r060e n3 <0-63> 3nauenuit DSCP.

gos map dscp-classify <0-63>

Bxirouenne knmaccudukanuu Ha BXOJISIICH
OIIPEEIIEHO
Hactporiku DSCP QoS Ha nopty

CTOpOHE, KakK

B Tabimmue

gos map dscp-egress-
translation <0-63><0-1> to <0-
63>

Hactpoiiku /uig ncxoasuiei CrTopoHsl. 3aHOBO
otoOpakaer 3HaueHue DP B BbIOpaHHOE

sgayenune DSCP.
<0-1>

0- Ympasisier nepepacripeieliecHueM KaJIpoB ¢

ypoBaem DP 0.

1- Yopasinser nepepacnpeaeieHueM KaJpoB ¢

DP ypoBHs 1.

B mobom citydae mocne BbIOOpa TpeOyeTcs
KOTOpOe

BBECTH 3HA4YCHUE,
nepeHazHaueH DSCP

Ha

Oyner

DSCP Classification

gosmapcos-— Hactpoiika comocraBinenuss CoS u DPL co

dscp<0~7>dpl<0~1>dscp {<0-63> sgaueHueMm DSCP

| afll | aflz | afl3 | af2l | <0~7> - K1acc 00CITy)KUBAHUSI

af22 | af23 | af3l | af3 | <0~1> - ypOBHHM IIPUOPHTETA OTOPACHIBAHMUS,

af33 | afdl | afdZ2 | afd3 | be | g KOTOPOTO HEOOXOMMO BHIOPATh 3HAUCHUE

| csl | cs2 | cs3 | cs4 | csb dscp

| cso | cs7 | ef | va }

QoS Control List Configuration

gos gce <1-256> Cozpnanue 3anucu QCE

gos gce <1-256> interface Bbe100op MOPTOB, HAaCTPOEHHBIX C IOMOIIBIO

GigabitEthernet storo QCE

<port type list>

gos gce <1-256> dmac Hactpoiika ~ MAC-agpeca  Ha3HadeHUs.

{<mac addr> | any | broadcast Bo03MOXHBI clieytolye 3HaYCHUS:

| multicast | unicast} any(JIro06oit),
broadcast(lllupokoBemareabHbIil),
multicast(MHoroagpecHslil),
unicast(OgHoampecHbI).

gos gce <1-256> smac Hacrpoiika MAC-anpeca HMCTOYHHUKA.

{<mac_addr> | any} Bo3moxkHO yka3aTh KOHKpeTHbIE MAC wnmm
BBIOpATh JII000H.

gos qgce <1-256> tag type Vkasanue THI Tera. Bo3MO)XKHBIE 3HAUEHHUS:

{any | c-tagged | s-tagged | any: ComocraBiieHHEe KaJpoB C TeraMu u 6e3

tagged | untagged} TEroBs.
untagged: CootBeTcTBHE
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HEMapKUPOBAHHBIM KaJipam.
tagged: ComocraBiieHue KaJapoB C TEraMH.
c-tagged: CootBerctBue ¢peiimoB ¢ C-
TEraMu.

s-tagged: CootBercTBUE (peiiMoB ¢ S-
Teramu.

3HaYeHHE 110 YMOJTYAHHIO - «J[000i.

gosgce<l-256>tagvid {<vcap vr>
| any}

Vkazanue mguanazona VLAN win m1r000it
VLAN

gosgce<l-256>tagpcp {<pcp> |
any}

Vkaszanue 3HaueHuss PCP, Bo3M0xHO yka3aTb
KOHKPETHOE  3HayeHHe, JHana3oH  WIH
BbIOpaTh BapuaHT ‘“Mr000i”. JlomycTumble
3HaueHnus 0-7.

gos gce <1-256> tag dei {<0- | Vkasanue 3nauenus DEI. Moxer GbiTh “0”,
1> | any} “1” wm “mroboe”

gos gce <1-256> inner-tag type | VYka3aHue THIAa BHYTPEHHETO TETra.

{any | c-tagged | s-tagged |

tagged | untagged}

gos gce <1-256>
{<vcap vr> | any}

inner-tag vid

gos gce <1-256> inner-tag pcp
{<pcp> | any}

gos qgce <1-256> inner-tag dei
{<0-1> | any}

gos gce <1-256> frame-type
{any | etype |ipv4d | ipvo |
1llc | snap}

VYka3aHue Tuna kKajpa, MCIOJIb3yeMOIO IIpH
MIPOCMOTpPE BXOAAIIUX KaApoB. Bo3mMoxkHBI
CJIEYIOIINE TUIIBI KaJIPOB:

Any - QCE Oyzmer coOTBETCTBOBATH BCEM
TUIIAM KaJpOB.

Etype - byayT pa3speueHsl TOJBKO Kaapbl
Ethernet (c Tunom EtherType 0x600-0xFFFF)
1lc - Dbynayr paspenieHsl TOJBKO KaJpbl
LLC.

snap -bynyr paspemeHsl TOJIBKO Kaapbl
SNAP.

ipv4-QCE Oyzaer cooTBETCTBOBAaTh TOJIBKO

kanpam [PV4.

ipv6-QCE 0yner cOOTBETCTBOBaTh TOJIBKO

kaapam [PV6.
gos gce <1-256> action {cos | Hactpoiika omepanuy, BBIIONHIEMOH Ha
dpl | dscp | pcp-dei | policy BXOJMINMX  Kajpax, KOIJla  HAaCTPOUKH
| vid} MapamMeTpoB COTJIACYIOTCS C  COJCPKUMBIM

KaJpa.
Cos—3nauenus (0-7) wim «Ilo ymomdanuroy
Dpl-3Havenus (0- 1) umu «Ilo ymomdanuioy.
Dscp- (0-63, BE, CS1-CS7, EF umu AF11-
AF43) nnu «Ilo ymonuanuio».

pcp-dei— 3Hauenus pcp(0-7) umm «llo
ymomuanuoy, dei - (0-1) wm  «llo
YMOTYaHUIO»

policy— Homep acl momutuku wnm «lIlo
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YMOJTYaHUIO»
vid - 3HaueHue vlan

«Ilo YMOJIYaHUIO» O3Hayaer, 4TO
KJaccu(uupoBaHHOE 3HaYeHUE o
yMoa4aHuto He u3Mensercs 3tuM QCE.

Global Storm Policer Configuration

gos storm {broadcast |
multicast | unicast} <1-
1024000> {fps | kfps}

Hacrpoiika YIIPABJICHUS
LIMPOKOBEIIATENBHBIM IITOPMOM
broadcast | multicast | unicast
— BEIOOp TuUIIA [IAaKEeTOB
<1-1024000> - 1OPOroBOE 3HAYEHUE B
MaKerax B CeKyHAy. IIpuHATBIE MakeTsl, npu
KOTOPBIX IMPEBBIILIEHO BHIOPAHHOE 3HAYEHUE,
OyIyT OTOpOIICHBI.

fps | kfps- eauHULBI U3MEPEHUS

Weighted Random Early Detection Configuration

gos wred queue <0~7> min-fl
<1-100> max <1-100> fill-level

Hactpoiika ynpaBiaeHusT MOEPENOJHEHUEM
ouepeneit

<0~7>- HOMEep odepenu

min-f1<1-100>- HWKHUHA [OPOTOBBIN

YPOBEHb 3anonHeHus. Eciu YPOBEHb
3allOJIHEHUS O4Yepeny HIDKE DTOro IIopora,
BEPOSATHOCTH oTOpachIBaHUs paBHa
Hy0. 3HaueHue 0—100%.

max<1-100>- Ynpasinser BEpXHEN
BEPOSATHOCTEHIO 0TOpachIBaHUS U

MIOPOrOBBIM 3HAYEHUEM YPOBHS 3aIOJIHEHUS
JUISL  KaJpoB, TIOMEUEHHBIX KaK ypOBEHb
npuopurera oropaceiBanus > 0. 3HaueHue 1—
100%.

fill-level- max YyNpaBIsSeT YPOBHEM
3ar0JIHEHUS, TIPU KOTOPOM  BEPOATHOCTH
BBIIIAJCHUS JOCTHUTAET 100%. Dta
KOH(UTypaIusi MO3BOJISIET 3ape3epBUPOBATH
4acTh OYEPENU UCKIIOUUTEIBHO NSl KaJpoB,

OTMEUYEHHBIX YpOBHEM MIPHOPHUTETA
0TOpachIBaHUS 0 (3enenbie
Kajphl). 3ape3epBUpPOBaHHAS 4acTh
paccuutsiBaetcs kak (100 - Makc) %.

[To ymMomyamwio - max  ymOpaBiseT

BEPOSTHOCTBHIO BBINAJEHUS, KOI/Ia YPOBEHb
3anonHeHus yyTh Huke 100%.

Hacrtpolika nmopta

interface GigabitEthernet
<port type list>

Br16op nopToB

QoS Port DSCP Configuration

gos dscp-translate

Bxmtouenue tpancnsiuuio 3HaueHuid DSCP Ha

OCHOBE YCTaHOBJICHHOTO METO/1a
KJaccuUKaluu

gos dscp-classify {any | Br160op MeTona knaccuduxanum

selected | zero} Zero - Kiaccuukanus BBITOTHSICTCS,
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eci DSCP Bxonsmux kaapos pasen 0.
Selected- KiIacCUUIUPYIOTCS  TOJIBKO

DSCP, JUTS KOTOPBIX BKJIKOYECHA
kinaccudukanus B TabnuLe  TpaHCIALUH
DSCP.

any - xiaccudunupyrores Bce moist DSCP.

Knaccudukanmss DSCP Bxoasiimux kaapoB He

BBITIOJIHAETCS
No gos dscp-classify
gos dscp-remark {remap | Hacrpoiika nepesanucu 3Hauenuii DSCP
remap-dp | rewrite} HCXOJISAIINX KaIpPOB.
rewrite - Ilepe3anuce 3HaueHuii DSCP
HCXOJSIIMNX KaJIpOB BKJIIOUECHA, HO
oroOpa’keHHEe  IIOCle  Iepe3almucu  He
BBITIOJIHAETCS.

remap - Kagp ¢ DSCP, mocrynuBmmuii ot
aHajaM3aTtopa, CHOBa  OTOOpakaeTca U
nomMedaeTrcss HOBBIM 3HadeHuemM DSCP. B
3aBUCMMOCTH OT ypoBHA DP kanpa, HOBOE
3Hauenne DSCP Oepercs wu3  Tabnuibl
tpancisiuu DSCP u3 monst Egress Remap
DPO umu DP1.

remap-dp - Kanp ¢ DSCP, noctynuBmmii
OT aHajgu3aTtopa CHOBa OTOOpakaercs U
nomedaercst HoBbIM 3HaueHneM DSCP. Hosoe
3HaueHue DSCP Bcerna G6epercs u3 TabauIbl
tpancisimuu DSCP u3 nons Egress Remap
DPO

Ilepesanucy 3Hauennit DSCP  ucxopsiero

No gos dscp-remark
TpaduKa BBIKJIIOUYEHA

QoS Egress Port Tag Remarking

gos tag-remark {mapped | pcp BriOop pexima H3MEHEHHS TETOB Ha OPTY

<0-7> dei <0-1>} Mapped - Wcnomb3yercs OTOOpakeHHE
3HaueHu kiaccoB QoS u ypoBHeil DP B
snauenusi PCP/DEL
pcp<0-7>dei<0-1> - Hcnons3yroTcs
3nauenusi PCP/DEI Ilo ymomuanuto - PCP:0;
DEI:0.

QoS Egress Port Shapers

gos wrr <1-100> VceTaHOBKA pexuMa paboThI C OYEPENIMH —

B3BELLICHHBIN, MOJDKEH OBbITh 3alaH BeC B
KaXJ0¥ ouepe/u.

ITo yMom4aHuto pexxuM paboThI C OUepesIMH -
cTporuii. B 3ToM pexume Kaapbl U3 BBIXOAHBIX
ouepesel ¢ Oojiee BBICOKUMH MPHOPUTETAMHU
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No gos wrr

OoyayT 1epeIaBaThCs IIEPBBIMU (mo
CPaBHEHUIO C KaJpaMHu, HaxOoIAIIUMHCS B
ouepessiX C HU3KUMU IIPUOPUTETAMMU).

BrikitoueHne B3BEIIEHHOTO PeKUMa paboThI ¢
ouepesiMu

Ingress Queue Policers

gos queue-policer queue

<0~7><1-3276700> {kbps | mbps}

Hactpolika ckopocTu B ouepeasx

<0~7> - HOMep ouyepenu

<1-3276700> - CKOpOCTb, 10 KOTOpPOH
OyZeT orpaHuyeHa CKOpocTh B ouepenu. Ilo
yMon4aHuto 3a1ano 500 kout/c. JlomycTuMBIii
nuanasoH 3HaueHui s kbps (kout/c): ot 100
no  1000000.  [Jomyctumblii  Jauana3oH
3HaueHui s Mbps (Mo6ut/c): ot 1 mo 3300
Mobwur/c.

{kbps | mbps} - EauHHII U3MEpEHUS
OTPAaHHYCHUSI CKOPOCTH OYEPEIH BXOJISAIINX
KaJIpOB.

Ingress Port Policers

gos policer <1-3276700> {fps |
kbps | kfps | mbps}
flowcontrol

Hactpoiika wu BKITFOUEHHE

OTpPaHUYEHUS] CKOPOCTH Ha TIOPTY
<1-3276700>- CKOpPOCTh, ZIO KOTOpPOH
OyIeTr orpaHudeHa ckopocTh Ha mopty. Ilo
yMmom4aHuto 3anano 500 kout/c. JlomycTuMsIii
nuanasoH s kbps (kout/c) u fps (kampos/c):
ot 100 mo 1000000. JJomycTUMBIA Juana3oH
st Mbps (M6wut/c) u kfps (kanpos/c): ot 1 10
3300 Mb6wur/c.

{fps | kbps | kfps | mbps} -
EnvHUIB 13MEpEeHUS OTPAaHIYCHUST CKOPOCTH
Flowcontrol - BKIOYeHHE (QYHKIUU
VOpaBIICHUS TOTOKOM. Ecimm ymnpaBieHue
MOTOKOM BKJIIOYEHO M TOPT padoTaeT B
peKHME yTpaBICHUS TIOTOKOM, TO OyayT
OTIPABIATHCS  KaApbl  pause,  BMECTO
O0TOpaChIBaHUS BXOJSIINX KaJIPOB.

byHKIIIH

Port Classification

goscos<0-7>

Hacrtpoiika kmacca QoS, BbIOMpaeMblil 10
ymomganuto. Kiacc QoS ¢ Homepom 0 umeer
HauMeHpIMd mpuopureT. Ilo ymomdanuro
3agaHo 0.

gos dpl<0-1>

Hacrpoiika npuoputera 0TOpachiBaHUs:
0: ITonTBepxkaeHHBIE KaAPHI.
1: Kaapbl, KOTOpbIE MOTYT OBITH OTOPOIIEHBI

gos pcp<0-7>

Hacrtpoiika 3HadeHHs MOJIB30BATEIBCKOIO
npuoputera (Priority Code Point) mis He
TETUPOBAHHBIX KaJPOB.

gos dei<0-1>

Hacrpoiika 3Ha4YEeHUA HHAUKATOpa
otrOpaceiBanus o kpureputo (Drop Eligible
Indicator) nst He TETUPOBAHHBIX KaJPOB.
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gos trust tag

No gos trust tag

PEXKHUM KIAaCCH(PUKAIUU ISl TETHPOBAHHBIX
KaJIpOB Ha JAHHOM MOPTY:

* Enabled (Bxmrouen): [nsi TermpoBaHHBIX
KaapoB ucnosb3yercsa 3Hauenue PCP u DEI u3
tabmuuel (PCP, DEI) to (QoS class, DP level)
Mapping.

* Disabled (Boixitouen): [[ns TerupoBaHHBIX
KaJpoB Hcnoib3yerca kiacc QoS u ypoBeHb
DP no ymosnuanuzo.

gos trust dscp

BriroueHue QoS Ha ocaoBe DSCP (Bxomsmuii
1OpT).

gos gce key {double-tag | ip-
addr | mac-ip-addr | normal}

Boibop Tuma ompexensioniero  Kiroda,
CrCHEpUPOBAHHBIN U1l KAJpPOB, MOJYYCHHBIX
yepes nopt. JlonycTuMble 3HaUCHUS:

Normal - COOTBETCTBYET BHEUIHEMY TETY,
SMAC/DMAC, [P-nnpoTokoiny, DSCP,
SIP/DIP, SPORT u DPORT.

double-tag - 4eTBEPTh  KIKOUYa,
COOTBETCTBYET BHYTPEHHEMY M BHELIHEMY
TETY.

ip-addr - moJIOBHMHA KJIKOYa, COBHAJICHUE
BHYTpeHHero u BHemHero tera, SIP u DIP.
Jnga  xaapoB, He oTHocammxca Kk [P,
HCMOJIb3YHTE TOJIBKO BHEIIIHUM TET.
mac-ip-addr - [Tonuet  xiIOY,
COBIAJAIOIMN BHYTPEHHUN M BHEUIHUH TeET,
SMAC, DMAC, SIP u DIP.

gos gce addr {destination |
source}

Br16op pexuma IP/MAC-anpeca,
OTIPEIENIAIOIET0, TOJHKHA JIH KJIaCCHU(PUKAIHS
QCL ocHOBBIBaThCS Ha aJpecax HCTOYHHKA
(SMAC/SIP) unu naznauenuss (DMAC/DIP)
Ha 5TOM MOPTY. DTOT MapaMeTp MCIIOIb3yeTCs
TOJBKO B TOM Cllydae, €clId THIl KIo4a

Normal. JomycTuMbiMU 3HAYECHUAMHUA
SIBJISTFOTCSI:

source — Ilo3Bomsger COMOCTaBIATH
SMAC/SIP.

Destination - Ilo3BoJIgET COIIOCTABIATE
DMAC/DIP.

Hactpoiika Storm Policer Configuration Ha unTepgeiice

interface GigabitEthernet
<port type list>

Br160op noptoB

gosstorm{broadcast| multicast
| unicast| unknown } <1-
13128147> { fps | kbps]|
kfps| mbps | shutdown|

} { shutdown } <cr>

<cr>

Komanner QoS Storm Control npeana3HadeHbl
JUISL 3aIMTHI ceTel OT LIMPOKOBEIIATEIHLHOTO
mropMa (storm control) myTéM orpaHUYEHUS
CKOPOCTH Tpaduka ONpe[esIEHHOr0 TUINa Ha
uHTepdeiice ycTpoiicTBa. DTH  KOMAaHIBI
MO3BOJISIIOT  331aTh  [TOPOTOBYIO CKOPOCTb,
IIPEBBILIEHUE KOTOpOM BBI3bIBACT
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onpenenéHHOE  JCHCTBHE,  Takoe  Kak
CHIDKCHHE NPOIYCKHOM CIIOCOOHOCTH WU
OJIOKMPOBKA MOPTA.

THUII OTPAHUYUBAEMOTO TpaduKa:

— Broadcast —  mmpokoBemaTeNbHEIC
MaKeTHI.

— Multicast — MHOTOaJIpECHBIC TAKETHI.

— Unicast — ofHOaIpECHBIC MAKETHI.

— Unknown — neusBectHsie MAC-anpeca.

ModxeT 3a1aBaThbCs B €IMHUIIAX U3MEPEHHUS:
— fps — kazapsl B ceKyHy.

— kbps — Ku0OUTHI B CEKYHTY.

— kfps — ThICSIUM KaapOB B CEKYHIY.

— mbps — MerabuT B CEKYHIY.

{shutdown} — momosHUTEIbHAS ONIIUSA, ITPU
BEIOOpPE KOTOpOW HMHTEpdeiic BpeMEHHO
OTKITFOYHTCS npu JTOCTHKEHUH
YCTaHOBJICHHOTO TTOPOTa.

[Ipumeuanue. Komanga ‘errdisable storm-
control interval <int>' mnpenHazHaveHa IS
YCTaHOBKH UHTEpBaJIa BpPEMEHU
BOCCTAHOBJICHHSI  COCTOSTHUSI  MHTepdeiica
Mocje aBTOMATHYECKOT'O OTKJIFOYeHUs (err-
disable) BcrmeacTBHE MOCTHIKCHHS JIMMHTA
MakeTa ONpEeICIICHHOro THIa (IITOPMOBOTO
Tpaduka).

Jlns BO3Bpara K 3HAYCHHUIO 10 YMOJYAHHIO
(300 cexyHnn) IpUMEHUTH KOMaHY:

no err disable storm — control interval

no gos storm {k?roadcastl KomaHnna oTMeHsieT paHee YCTaHOBJIEHHYIO

multicast | unicast| unknown } |samury or mropMa Ha  yKasaHHOM
uHTepdeiice.

4.2.43. Mirroring (3epkaiupoBanue)

3epKaaupoBaHue MOPTOB— TEXHOJIOTUS NyOIMpOBaHUS MAKETOB OJHOTO MOpPTa CETEBOTO
KommyTaropa (uiau otaenbHoit VLAN) Ha npyrom.

3epKaTupoBaHuE MOPTOB UCIOJIB3YETCSI Ha CETEBOM KOMMYTATOpE JAJIs OTIPaBKU KOIHUH
CEeTEBBbIX MAKETOB, BUJUMBIX Ha YKa3aHHBIX MOpTax (MCXOIHBIN MOPT), Ha Jpyrue yKa3aHHbIE
noptel (MOopT Ha3HauyeHus). [Ipu BKIIIOUEHHOM 3€pKAIMPOBAHMM TOPTOB IAKEThl MOKHO
OTCIE)KHMBATh U AHAIU3UPOBATh. 3€PKAJIMPOBAHUE IOPTOB NPUMEHSETCS IIUPOKO, HAIPUMED,
CETEBbIE MHXKEHEPBhl MOTYT HCIOJb30BATH 3€PKAJIMPOBAHME MOPTOB I AHAIN3A M OTIAIKU
JAHHBIX WM JTUArHOCTUKU OIIMOOK B CBOMX CETAX, 0€3 BIMSHHMS HAa BO3MOXKHOCTH 00pabOTKU
MMaKETOB CETEBBIX YCTPOMCTB.

Komanma \ Ornucanue
['moGasibHbIe HACTPOUKHU
monitor session <1-5> | Bimouenne GyHKIUH 3epKaJIbHOTO
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no monitor session <1-5>

oToOpakeHHs (BCEro BO3MOXHO CO34aTh JI0
MIATH CEaHCOB)

Brixmoyenue byHKIIH 3€pKaJIBHOTO
0TOOpaXKeHUS WIH JUCTaHIIMOHHOTO
3epKaJIMPOBAHUS

monitor session <1-5> source
interface <port type list> { both | rx |
tx}

Br16op nopTa ncTouHuKa U TUNA Tpadpuka
Both - Ha 3epkanpabiii mopT OynyT nepeaanbl
KaJlpbl, MPUHATHIE M TEpeJaHHble JTaHHBIM
IIOPTOM

Rx - Ha 3epkanpHbIil MOpPT OyayT HAIIPaBJICHBI
TOJIBKO KaJpbl, IPUHATHIC JAHHBIM TOPTOM.
Tx - Ha 3epkanbHbIi TOPT Oy 1yT HAIIPABJICHBI
TOJIKO KaJpbl, IEPEIAHHbIE JAHHBIM ITOPTOM.

monitor session <1-5>
destination interface
<port_type list>

Boibop mopra  Ha3HaueHHUsA,  KOTOPBIHA
MOJIy4aeT KOMHIO TpaduKa W3 HCXOTHOTO
nopra.

monitor session <1-5>
remote vlan <vlan id>

source

Bxirouenue pexnma RMirrorSource u
Ha3HaueHHe vlan Kyaa OyAeT CKOMHPOBaH

naker. KoMMyTarop SBISICTCS HCXOIHBIM
y370M UL OTCIEXHBAaHUsS TOTOKA. [lopT
HCTOYHUKA PACIIOIIOKEHBI Ha 3TOM
KOMMYTaTOope.

monitor session <1-5> Bxnrouenue pexumMa RMirror

destination remote vlan Destination W Ha3HayeHHe vlan Kyja

<vlan_id> Oynmer ckonmpoBaH makeT. Kommyrarop
SIBJISIETCS KOHEYHBIM y3II0M TSt
OTCIICKHBaAHHS notoka. [Topt
Ha3HAYCHUS PACIIONIOKCH Ha 3TOM
KOMMYTATOpe.

monitor session <1-5> source
vlan <vlan list>

Hactpoiika ¢yHKIMM 3epKaaupoBaHUs Ha

OCHOBE VLAN. Ecnu BBI XOTUTE
KOHTposiupoBaTh Hekotopele VLAN Ha
KOMMYTATOpPE, BBl MOXETE YCTaHOBUTH
BbIOpaHHbBIE VLAN.

CeaHc 3epKaJlMpOBaHMS JIODKEH HMETh B
Ka4yeCTBE NCTOYHHUKOB JINOO MOPTHI, INOO CeTH
VLAN, HO HE TO ¥ Jpyroe BMECTE.

4.2.44. UPnP
Komanma \ Ornucanue
['moGasibHBIE HACTPOHKHU
Upnp Bxirouenue Gpyuxuun UPnP. Ipu BrmrogeHrn

ABTOMATUYECKH CO3JAeTcsi JBa MpaBuUia
cniucka noctymna (ACE) as nepeHanpaBieHus
coorBerctByromux ~ UPnP  makeroB K
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poIeccopy.

No Upnp
Brixmrouaer (hyHKIHIIO UPnP. [Tpu
BBIKJIIOUEHUH  TpaBUjia  aBTOMATHYECKHU
YAAJSIOTCSL.

upnp advertising-duration<100- | Hacrpoiika mapamerpa MpOJA0JIKHTEILHOCTH.
86400> DTOT mapaMeTp ONpeHeseT, HACKOIBKO 4acTo
MOTyT InoceuiaTecs yBenomiieHus UPnP.
JUIMTEeNbHOCT, ~ MEPEHOCUTCS]  IaKeTaMu
mporokona SSDP  (Simple 129  Service
Discover Protocol), koTopeie nHGOPMUPYIOT
MYHKT YIPaBJICHUS O TOM, HACKOJIBKO 4acTO
clenyer MPUHUMATH cooO01IeHus c
yBenomiienusimu SSDP ot kommyTtaropa. I[lo
YMOJYaHUIO  YCTAaHOBJIEHA  JUIUTEIbHOCTH
yBepomnenuss 100 cexkyna.  OpHako,
BCJIEJICTBME HEHAJIE)KHOCTU MpoTokona UDP
PEKOMEHIyeTCS yMEHBIIATh JUIMTEIbHOCTb,
TaK KaK 4YeM OHa MEHbIle, TeM ObIcTpee
oOHoBisietcs coctosinue UPnP.

upnp ip-addressing-mode Pexxum ip-aapecanun

{dynamic | static} dynamic - pexuM 1o ymoiadanuro. Mozayib
UPnP nomoraer mosb3oBarensim BeiOpath [P-
aapec kommytaropa. OH HaXOIUT TEPBBIM
JOCTYIHBIN cucteMHbIl [P-anpec.

static - Ilonws3oBarens ykaseiBaer [P-
untepdeiic VLAN nmns Beibopa IP-ampeca
KOMMYTHPYIOIIETO YCTPOICTBA.

upnp static interface vlan Hactpoiika VLAN id ama  pexuma
<vlan_id> CTaTUYECKOH ip ajipecaliuu.

4.2.45. GVRP

GVRP (GenecicVLANRegistrationProtocol) siBasiercs oguum u3 npunoxenuit GARP
(GenericAttributeRegistrationProtocol, IIporoxon peructpauuu oOummx atpudyroB). GARP
UCIIONB3YETCSI B CETEBBIX MOCTaX, CETEBBIX KOMMYyTAaTopax, WIH JIPYIMX aHaJOTMYHBIX
YCTPOMCTBaX C BO3MOKHOCTBHIO PETUCTPALlMM U MEpPEeperucTpalliy CHEeHalbHbIX aTpUOyTOB,
Takux Kak ujeHTudukaropsl VLANM 4ieHCTBO B MyJIBTUKACTOBBIX TIpyMNIax B OOJBIIUX
nokanbHbIX ceTsix. GVRP- mpunoxenne GARP, koropoe oTBeuaer 3a oOMeH MHPOpMAIMEH O
VLANwu nossossieT kommyTaTopam peructpupoBats VLANanHamMuuecku.

Komanna ’ Onucanue
['mobanpHBIC HACTPOMKHU
gvrp ‘ Brirouenue npotokona GVRP rnobanpHO
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gvrp time join-time <1-20>

Hacrtpoiika TaiimepoB. Taiimepsl Ha 0060uX
KOHIIAX CETU JOJKHBl OBITh OIMHAKOBBI,

gvrp time leave-time <60-300> unase GVRP He cmoxer paboratsb
HOPMAJIBbHO.

gvrp time leave-all-time

<1000-5000>

gvrp max-vlans<l1-4094> Hactpolika  MakcMMaJIbHOTO  KOJIMYECTBa

VLAN, kotopbimu GVRP MoKeT ynpaBisiTh.

Hactpoiika nopta

interface GigabitEthernet
<port type list>

Br160p noptos

gvrp

Bxrouenue GyHkuum gvrp
Pekomenayercss wu3berathb UCIHOJIB30BaHUS
¢ynkuit GVRP u RSTPognoBpemenHo Ha
KoMMmyTarope. Eciu Heo0X0auMO BKIIOYUTH
GVRP, cnHayana HeOOXOOMMO OTKIIIOYUTH
¢dbysakumo RSTP gst mopros

4.2.46. sFlow

sFlow — 3TO TeXHOJOTHUSI CUCTEMBI U3MEPEHHUS CETeBOro Tpaduka OOIIero Ha3HAYECHHUS.
sFlow mnpennasHadeH s BCTpauBaHHS B JII0O0OOE CETEBOE YCTPOWCTBO W obOecreueHus
HENPEPBHIBHON CTATUCTUKHU MO Jrobomy npotokony (L2, L3, L4 u Bmnots no L7), Tak 4To Bech
TpauK B CETU MOXKET ObITh TOYHO OXAPAKTEPU30BaH U OTCJIEKEH. DTU CTATUCTUUECKUE JTaHHBIE
BaXHBI U1 KOHTPOJS MEpPerpy3KH, YCTpaHEHUs HEMoJaJ0K, HaOIo/IeHusl 32 0e30MacHOCTHIO,
1aHupoBaHus cetu U T. JI. OHu Takke MOTYT UCHOIb30BaThCs s 1enelt yuera IP.

Komanma

‘ Onucanue

['moGasibHbIe HACTPONKHU

sflowagent-ip {ipv4d |
{<ipv4 addr> |

ipvoe}
<ipv6_ addr>}

Hacrtpoiika [P-agpeca, wucmoiab3yemoro B
kauectBe [P-ampeca arenta B sFlow. On
CIIy)KMT YHHUKQJIbHBIM KJIHOYOM, KOTOPBII
OyneT uAeHTUPUIIMPOBATh areHTa B TCUCHHE
JUIATEIBHBIX NIEPUOJIOB BPEMEHH.
[lonnepxupatores aapeca [IPv4 u IPv6

sflow collector-address
{<domain name> | <ipv4 addr> |
<ipv6_ucast>}

Hacrpoiika IP-agpeca wnum ums
npuemHuka sFlow

X0ocCTa

sflow collector-port <1-65535>

Hacrpoiika npocmarpusaemoro UDP nopra

sflow max-datagram-size <200-
1468>

Hacrtpoiika MakcUMajabHOTO  KOJMYECTBO
0aliTOB JaHHBIX, KOTOPOE MOXET OBITh
OTIPABJICHO B OIHOW TECTOBOM JatarpaMmme

sflow timeout <0-2147483647>

Hacrpoiika TalimayTa

Hactpoiika mopros
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interface GigabitEthernet Bei16op nopToB

<port type list>

sflow Bxuttouaer ¢pynkuuto sflow Ha mopry.

sflow sampling-rate <1-4096> Hacrpoiixa CTaTHYECKOH JaCTOTBI
JTUCKPETU3AIINH.

sflow max-sampling-size <14- MaxkcruManbHOE KOJTMYECTBO 0AaHTOB, KOTOPOE

200> JIOJDKHO OBITH CKOIIMPOBAHO U3 IIAKETa,
BBIOPaHHOTO Ui BBIOODKH, B JeHTarpammy
sFlow.

sflow counter-poll-interval<l- | HMutepBan ompoca. JIOmycTUMBIl AnanasoH:

3600> oT 1 1o 3600 cexynn

4.2.47. UDLD

Ob6napyxenue opgHoHampasieHHoro coenuHeHuss (UDLD) — 5310 ypoBeHb KaHaina
nepeaayy JaHHbIX IPOTOKOJI Ul KOHTPOJIs (pru3nyeckoit KoHGUrypauu kadenen u oOHapyKeHus
ONHOHarpaBieHHbIX KaHaioB. UDLD nomonHseT IpOTOKON CBA3YIOIIETO J€peBa, KOTOPBIN
WCIIOJIb3YETCS ISl YCTPAHEHHUS IETIIA EPEKIIIOUEHUS.

Uto0BI 0OHAPYKUTH OJHOHAIIPABIICHHBIC KAHAJBI IO CO3AaHus meTiu nepecbuiku, UDLD
pabotaeT nmyTeM oOMeHa akeTaMy IPOTOKOJIa MEKIY COCETHUMH YCTPOUCTBAMH.

Jns padotst UDLD 06a KOMMYTHPYIOIIUX YCTPOMCTBA B KaHaje JODKHBI TOJIEPKUBATH
UDLD u uMeTh ero BKJIFOYEHHBIM Ha COOTBETCTBYIOIIUX IOPTaX.

Komannma ’ Onucanue

['moGasibHBIC HACTPOHKHU

Udld enable Bxuirouenue UDLD Ha Bcex OTOBOJIOKOHHBIX
opTax.

Udld aggressive Bxirouenne UDLD B arpeccuBHOM pexume
Ha BCEX ONTOBOJIOKOHHBIX MOPTaXx.

udld message time-interval<7/- Hacrpolika uaTepBai cooduiennit <7-90>

90>

udld unblocking Pyunoe  BkitoueHHe — 3a0JOKHPOBAHHBIX
MIOPTOB.

4.2.48. DDMI (unTepdeiic unppoBoOro 1TMArHOCTUIECKOr0 MOHUTOPUHI Q)

VYcoBeplieHCTBOBaHHBIN IU(PPOBOM MHTEp(dEic MO3BOJISIET YCTAHOBUTH CBSI3b B pPEAbHOM
BPEMEHM MEXKIY KOMMYTaTOpoM M TpaHcuBepoMm SFP. DTo mo3BossieT KoMMyTaTopy MOJydaTh
JOCTYH K paboyuM napaMeTpaM B ONTOBOJIOKOHHOM KaHalle.

DDMI xouTponupyer:

- TEeMIIEpaTypy

- HaIpsKEHUE TUTaHUS

— nepeaBaeMblil TOK CMEIICHUS.
— [TepenaBaeMasi MOIIHOCTh

- Ilonmy4yeHHast MOIHOCTD

\ Komanna | Onucanune
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['moGasibHBIe HACTPOHKHU

ddmi Bxmouenne ¢ynkmum  DDMI.  Oyskius
DDMI BkiroueHa 1o yMoa4aHuio.

no ddmi Brixmouenne ¢pyakmmuu DDMI

4.2.49. MRP u MVRP

Multiple Registration Protocol (MRP) — 310 ob6miast crpykrypa, pekomenaoBanHas IEEE
JUISL UCTIONB30BAHMSI B CETEBBIX MOCTaX, CETEBBIX KOMMYTATOpax, WU JIPYTUX aHaJOTUYHBIX
YCTPOMCTBaX C BO3MOKHOCTBHIO PETUCTPALMU U TMEpPEeperucTpaliy CHEHalbHBIX aTpuOyTOB,
Takux Kak uiaeHTHPuKatopel VLAN ¥ 4YIE€HCTBO B MYJIBTUKACTOBBIX TPYIIAax B OOJBIIUX
nokanbHbIX ceTsax LAN.

[Tpotokon muOkecTBeHHBIX peructpaunii VLAN Multiple VLAN Registration Protocol
(MVRP) siBnsieTcst ceTeBbIM IPOTOKOJIOM BTOPOTO YPOBHS JUIsl aBTOMATUYECKOM KOH(UTYpaIiu
unpopmanuun VLAN B kommyrtatopax. OH Obm1  ompexenén  npuioxenuem 802.1ak
pexomenganusm IEEE 802.1Q-2005.

B npenenax Broporo ypoBHs cereBoil mojenu OSI MVRP obecnieunBaer nquHamMuueckui
oomen nadpopmanuu o VLAN u koHdurypamuto Heooxonumbix VLAN. Hanpumep, nocrapiieHa
3a7a4a J100aBUTH omnpeAeaéHHbl nopt kommyratopa B VLAN, wmiam cereBoe yCTpOMCTBO,
noanepxkuBatoniee VLAN u nmoaximou€HHOE B MOPT KOMMYyTaTopa TpedyeT nepeKoHuUrypammu,
W BCe HEOOXOAMMBbIE TpaHKH JIMHAMMYECKH CO3JaHbl Ha JAPYrUX KOMMYTaropax,
nomaepxkuBaommx MVRP. Jlns BeimosHeHus 3TOH 3amadum 0e3 Bo3MokHocTed MVRP
norpedyercss pyuHass KoHpurypauus VLAN wunum kakoi-1u00 mOponpuUeTapHbI  METOJ
npousBoauTens. Ecinu ke BBITONHATH 3Ty 3axady cpencrBaMu MVRP, koropslii ucnons3yer
nuHamuueckue 3HadeHuss VLAN B ¢uubTpyemoil 6a3e nanubix. Eciaum koporko — MVRP
MOMOraeT AMHAMHUYECKU MojaepkuBaTh KoHpurypanun VLAN B craTudecknx KOHPUTYpaIusIx
ceTen.

802.1Q 1a€T BO3MOXKHOCT:

- JluHaMuyeckd KOHQUIypuUpOBaTb M paclpeaeisTb HH(GOpPMaIU O NPUHAJIEKHOCTH
VLAN uepe3 mexanusmsl MVRP.

- Cratnyecku KoHQUrypupoBaTh MHpopManuio o npuHaiexkHocty VLAN mocpenctsom
MEXaHU3MOB MEHEPKMEHTA, KOTOpPbIE IIO3BOJSIOT YINPABIATH PETUCTPALMOHHBIMU
JTAHHBIMU O CTaTUYECKUX 3anucsax peructpanuii VLAN.

- [TonnepxuBaTh KOMOMHUPOBAHHBIE CTATHUECKHE M JWHAMHUYECKHE KOH(UTrypauuu, mpu
KOTOpbIX HeKOTOpble VL AN KoH(UTypupyroTCsS NOCPEACTBOM MEXaHU3MOB MEHEI)KMEHTA,
a ana gapyrux VLAN coxpaHsercss BO3MOXKHOCTh JUHAMHUYECKOH KOH(HUIyparuu

cpeacteamu MVRP.
Komannma \ Onucanue
['moGasibHBIe HACTPOHKHU
mvrp Bxmrouenue ¢pynxinun MVPR.
no mvrp Boikmouenune @ynkuuun MVRP

mvrp managed vlan {<vlan_ list> | Hactpoiika crnucka VLAN, ympaBisieMbIx
| add | all | except | none | MVRP

remove} <vlan_ 1list>-co3gaHue HOBOI'O CIIMCKa
Add— nmo6aButh VLAN K cCymiecTByrOIIeMy
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CIIUCKY
All-sBce VLAN

Except— Jo6aButh Bce VLAN,
CJIE Y FOIINX

None—IIyCTOH CIIUCOK

Remove— ypamute VLAN wu3 Ttekyuiero
CIIMCKa

KpoMme

Hactpoiika nmopros

interface GigabitEthernet
<port type list>

Br16op nopToB

Mvrp
No mvrp

Brutouenne ¢pynkuun MVRP Ha nopty
Brixmrouenune ¢pyakuuu MVRP Ha opry.

mrp periodic

Brnrouenne ¢ynkmuu Periodic Transmission
JU1s1 Beex npuiioxenuit MRP Ha nopty

no mrp periodic Brikirouenue byHKIIH Periodic
Transmission
Ha TIOPTY

mrp timers {default | Jjoin- Hactpoiika TaiimepoB

time | leave-all-time | leave- | Default- YcraHoBka Bcex TaiiMepoB MRP

time} 10 YMOIYaHUIO
join-time—ralimep NPUCOEAUHEHUS.
3nauenus or 1-20cc. Ilo ymosyanuro
3Hauenue 20cc.
leave-all-time— TailMep OTKIIIOUECHUS
OT BCEX MYJIbTUKACTOBBIX IpymIl. 3HAYEHUS
1000-5000cc. ITo ymomuanuto — 1000cc
leave-time— TaniMep OTKJIFOUCHUS.
3nauenuss or 60-300cc. Ilo ymomyanuro
3HaueHue 60cc

4.2.50.  Link OAM
Komannma | Onucanue

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br16op nopToB

link-oam

no link-oam

Bxmouenne Link OAM Ha nopry
koMmmyTaropa. Bxmtouenue Link OAM naer
oreparopam ceTu BO3MOKHOCTh
OTCJIKUBATh COCTOSIHHE CETH W OBICTPO
OTpeNieNiTh MECTONOJIOKEHHE
HEHCIIPaBHBIX KAaHAJIOB WJIM HEWCIPaBHBIX
COCTOSIHU.

Brikmouenne Link OAM Ha nopty

link-oam mode {active |}
passive}

Hacrpoiika pexxuma OAM kak akTUBHBIN
158105 raccuBHbId. [1o YMOJIYaHUIO
YCTAHOBJIEH HACCUBHBIN PEKHM.
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active- DTE, HacTpoeHHbIE B aKTUBHOM
pexume, VHULIUUPYIOT oOMeH
uHpopmamnonneivut ~ OAMPDU,  kax
OIPENIETIEHO B rpoiecce
obHapyxenus. [Tocie 3aBEepIICHUS
mporecca oOHapyxeHus: akTuBHbIM DTE
pasperniaercs OTHPABJISTH Tmo0BIe
OAMPDU npu HOIKJIIOUYEHNU K
YAAJEHHOMY  OJHOpPAHTOBOMY  OOBEKTY
OAM B akTuBHOM pexume. AxktuBHbie DTE
paboTaroT B OrpaHUYCHHOM OTHOIICHUH,
ecnu yaaieHHblid 00bekT OAM pabotaer B
ITaCCUBHOM pexxuMe. AKTHBHBIE
YCTpOWCTBAa HE JODKHBI OTBEYaTh Ha
KOMaH/Ibl yAaJIeHHOH oOpaTHOH cBsi3n OAM
M 3alpochl MEPEMEHHBIX OT IACCUBHOTO
OJIHOPAHI'OBOI'0 y3Ia.

passive-  DTE, HACTPOEHHBIE B
MMAaCCUBHOM pPEXHUME, HE HWHUIHUHUPYIOT
npornecc oOHapykenus. [laccuBabie DTE
pearupyroT Ha MHHUIMMPOBAHHE Ipolecca
oOHapyxenuss  ynanenueiM  DTE. Oto
UCKJIIOYaeT BO3MOXKHOCTh Iepexoja oOT
MaCCUBHBIX K MaCCUBHBIM
ccbuikaMm. [laccuBapie DTE He 1OMKHBI
OTHPABJIATH 3alpOChl EPEMEHHBIX WIIU
OAMPDU ynpasnenust nuieiom.

link-oam remote-loopback
supported

no link-oam remote-loopback
supported

Bxmrouenrne (GyHKIUU YJaJIEHHOM METIIH.
MoseT uCronab30BaThC ISl JIOKAIU3AIUU
HEUCIIPaBHOCTEN u TECTUPOBAHUS
MIPOU3BOUTEIHLHOCTH CBSI3U.

Brikimouenue GpyHKIMY y1aleHHON NETIH.

link-ocam link-monitor supported

no link-oam link-monitor
supported

Bxmtouenne (QyHKIMM MOHUTOpPHHIa Ha
opTy.

Brikmrouenne (yHKIMM MOHUTOpPHUHIA Ha
MOPTY.

link-ocam mib-retrieval supported

no link-oam mib-retrieval
supported

Bxarouenune nomnepxkku MIB Ha mopry
KOMMYTaropa

Breiximrouenne nopnepxxku MIB Ha moprty
KOMMYTaropa

Hacrpoiika coObITHit

link-oam link-monitor frame
{threshold | window}

CoOblITHE "Omuno0oYHbII Kaap"
IIOACYUTHIBACT KOJIHUYECCTBO OHII/I60‘—IHI)IX
KaJpoB, OOHapy)XCHHBIX B  TCYCHHUE
yKazaHHOro mnepuoga. Ilepwom 3amaercs
BpPEMEHHBIM HHTEepBaIOM (window). D10
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COOBITHE TEHEPUPYETCS, €CIH KOJIHYECTBO
OMMMOOYHBIX KaJIPOB PaBHO WJIU TIPEBBIIIACT
3aIaHHBIA  TOpPOT Il  3TOr0  Iepuoja
(threshold).

Window - OKHO OIIMOKH JOJKHO UMETh
menoe 3HadeHue ot 1 10 60, a ero 3HaueHHe
110 yMoJI4aHuto paBHo "1".

Threshold - mnopor OmuOKH JOHKEH
HaxoauThcs B auana3oHe 0-4294967295, a
€ro 3Ha4eHHE 10 YMOJYaHUIO paBHO "1".

link-ocam link-monitor symbol-
period {threshold

CoObITHE  TMOACYUTHIBAET  KOJIUYECTBO
OmMOOK CHUMBOJIA, TPOU3OMICAIINX B
T€YeHHE YyKazaHHoro mnepuona. Ilepuon
OmpeNeNsieTCss KOJIMYECTBOM  CHUMBOJIOB,
KOTOpbIE MOTYT OBITh TIOJMy4YeHBI 32
OTIpE/ICIICHHBI TIPOMEXKYTOK BpPEMEHU Ha
6a30BoM (pr3uUECKOM ypOBHE. ITO COOBITHE
TEHEPHUPYETCs, €CIM KOJIWYECTBO OIIMOOK
CHUMBOJIa PaBHO WJIM IMPEBBIIIACT 3a/IaHHBIH
HOPOT JJI1 3TOrO MEpPUOAA.

window - OKHO ONIMOKM JOJKHO HMETh
mennoe 3HadueHue oT 1 g0 60, a ero 3HaUCHHE
10 YMOJI4aHHIo paBHO "1".

threshold - mopor OmUOKKA JOMKEH
HaxoauThcsl B auanasone 0-4294967295, a
€ro 3HaY€HHE MO YMOJTYaHUIO paBHO "1".

link-oam link-monitor frame-
seconds {threshold

CoOblTHE  MOACYUTHIBAET  KOJUYECTBO
CeKYHJl C OIIMOKaMH, NPOU3OMIEIIIUX B
TEUEHHE yKa3zaHHOro nepuona. Ilepuon
ONpEENAETCS BPEMEHHBIM HHTEPBAJIOM.
OT0  cOoOBITHE  TE€HEepupyercs,  eciu
KOJINYECTBO CEKYHJ € OUIMOKaMu B Kajape
PaBHO WJIM MTPEBBIIIAET 3aJaHHbIN TOPOT JIS
3TOrO MEPHOJA.

Window - OKHO OMMOKM JIOJPKHO MMETh
menoe 3HaueHue B guanas3one ot 10 go 900,
a ero 3HaueHue Mo yMoI4aHuto paBHo "60".
threshold - mopor OIMOKH JOJKEH
HaxoauThcsl B auamaszoHe 0-65535, a ero
3HAYEHHE M0 YMOJIYAHUIO paBHO "1".

CFM (Connectivity Fault Management), IEEE 802.1 ag — mnpenocraBnsier (yHKUUU
MOWCKa W yCTpaHEHUs HeucrnpaBHOcTe B cersx Ethernet, mo3Bossis
KOHTPOJIMPOBATh COEJUHEHHE, U30JUPOBATh MPOOIEMHbBIE YYACTKU CETU U UJIECHTHU(PHUIMPOBATH
KJIMEHTOB, K KOTOPBIM NPUMEHSINCh OTPAHUYEHUS B CETH.

HaOJIIOIEHN,

\ Onucanue

['moGasibHBIe HACTPOUKHU
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cfm sender-id-tlv {chassis |
chassis-management | disable |
management}

Bri6op unentudukaropa tlv

Chassis— uaertudukarop maccu (MAC-
azapec)

chassis-management- wuaeHTU(UKATOP
maccu (MAC-aznpec) u aapec ynpaBlIeHHs
(IPv4-anpec)

management- anapec ynpasieHus (IPv4-
azapec)

disable— UCKIOUUTD UaeHTUHUKATOD tlv

cfm port-status-tlv {disable
enable}

Brutouenue v BeIkiroueHue tlv st craryca
mnopra

cfm interface-status-tlv

Bxrouenue wiM BEIKIIFOUEHHE tlv JJIA CTaTycCa

{disable enable} uHTepdeiica

cfm organization-specific-tlv | Uckiaro4uTh TLV s KOHKPETHOM

disable OpraHu3anuu

cfm organization-specific-tlv | Bkmouyuts TLV JIst KOHKPETHOMU

enable ouil <oui> subtype <0- OpraHu3aIuu

255> value <string63> <oui> — Dto TtpexOaiToBeii OUI,
nepenaBaeMbii ¢ TLV, 3aBucammm o1
OpraHu3aluu.

<0-255> — DT0 moATHMN, NepeaaBacMblil ¢
TLV nyisi KoHKpeTHOUM opraHu3anuu. Moxer
OBITH JTI0OBIM 3HAUCHUEM B rana3one [0; 255]
<string63> — 9T0 3HA4YCHHE,
nepegaBaeMoe B TLV i  KOHKpEeTHOH
OopraHusanuy. 3HaueHue MpeCTaBIsAeT co00i
11€4aTaeMyl0 CTPOKY CUMBOJIOB JUIMHOM 0-63.

CFM Domain Configuration

cfm domain <kwordl-15>

C03I[aHI/Ie HUMCHHU JOMCHAa

Format {none | string} Beibop ¢opmara wumenn MD. YroGb
MMHUTHPOBATH UACHTUPHUKATOPHI MEG
Y.1731, ucnons3yiite Tun None.

Level <0-7> Vposenp MD / MEG »3t0oro pomeHa.

JlonycTrMble 3Ha4eHMsI orpaHuyeHsl 1o 0-7.

sender-id-tlv {chassis |
chassis-management | defer |
disable | management }

Bri6op unentudukaropa tlv

Chassis— wunentudukarop maccu (MAC-
azapec)

chassis-management- uIEHTU(DUKATOP
maccu (MAC-agpec) u aapec ymnpaBieHUs
(IPv4-ampec)

management- anpec ympasienus (IPv4-

azapec)
disable— uckiounuTth uAaeHTUGUKATOP tlv
defer - MIPUMEHSAIOTCS ~ HACTPOUKH

r7100anbHOM KOH(PUTYpaIiu

port-status-tlv {defer |

BxiroueHue uiau BEIKIIIOUCHUE tlv IJIg ¢CTaTtycCa
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disable | enable}

rnopra
Defer- IPUMEHSIOTCSA

r7100anbHOM KOHPUTY ALK

HAaCTPOMKHU

interface-status-tlv {defer |
disable | enable}

Bxutouenne wim BeikiroueHue tlv st craryca
uHTepdeiica

Defer - NPUMEHSIOTCS
r7100aIbHOM KOHPUTY ALK

HaCTPOMKHU

organization-specific-tlv
{defer | disable}

disable - uckmounts TLV 1151 KOHKpETHOM
OpraHu3aluu

Defer - NPUMEHSIOTCS
MI00abHOM KOH(PUTYpaAIun

HaCTPOMKHU

Service<kwordl-15>

Ilepexox B pexum koHpurypaumu CFM
Service

CFM Service Configuration

Format {integer
vid string }

primary-

Br160p dhopmara umeHu ciryx0b1. ITO pelaer,
Kak OyJeT WHTePIPETHPOBATHCS 3HAUCHUE
napamMerTpa Name.
Bo3MokHbIE 3HAUEHUS:

integer

primary-vid

string

type {port | vlan<l1-4095>}

Bri6op MEP B cepBuce

OcnoBuoit VID MA. VLAN, paBubiii 0,
o3HauaeT, uyTo Bce MEP, co3ganHbie B 3TOM
MA, Oyayr cosmanel kak MEP mopra
(uHTEpdEiicHbIC MEP). Ha KaKJIOM
uHTepdeiice MoxkeT ObITh TOJBKO OJHA
noproBass MEP. MEP nannoro mopra Moxet
ObITh co3maHa ¢ Teramu, eciii VLAN ortoit
MEP He paBHa HYJIIO.

continuity-check interval
{100ms | 10ms | 1s | 3.3ms}

Hacrpoiika ckopoctu CCM Bcex MEP,
MIPUBSI3aHHBIX K 3TOU yCIIyTe

sender-id-tlv {chassis |
chassis-management | defer |
disable | management}

Br160op unentudukaropa tlv

Chassis— uaentupukarop maccu (MAC-
azpec)

chassis-management- wuaeHTU(UKATOP
maccu (MAC-aapec) u azapec ymnpaBieHUs
(IPv4-anpec)

management- azapec ympasneHus (IPv4-

azpec)
disable— uckiouuTh UACHTUDUKATOD tlv
defer - IIPUMEHAIOTCS ~ HACTPOMKH

r7100anbHOM KOH(pUrypanuu

port-status-tlv {defer |
disable | enable}

Bxrouenune nnm BeIKITFOUEHHE tlv 17151 cTaryca
nopra
Defer-

NIPUMEHSIOTCS HaCTPOUKHU
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r7100anbHOM KOHPUTY ALK

interface-status-tlv {defer

disable | enable}

Bxutouenne wim BeIkiroueHue tlv st craryca
uHTepdeiica

Defer - NPUMEHSIOTCS
MI00aNbHOM KOH(PUTYpaIun

HaCTPOMKHU

organization-specific-tlv
{defer | disable}

disable - uckmounth TLV m1st KoHKpeTHOM
OpraHu3aIu

Defer - NIPUMEHSIOTCS
MI00aTbHOM KOH(PUTYpaIun

HaCTPOMKHU

Mep<1-8191>

[Tepexon B pexxum koHpurypannun CFM Mep

CFM Mep Configuration

interface GigabitEthernet
<port type id>

VYkazanue nopra Ha KOTOPOM HaxOIUTCsS 3Ta
MEP

V1an{1-4095 | inherit}

VYxazanue unearupukaropa VLAN.
inherit- ucnons3yerca sl 00O3HAUYCHUS
HE TErMpOBAaHHOIO Tpaduka
(monpaszymeBaercst MEP nopra).

Pcp <0-7>

Br160op 3nauenus PCP B rere VLAN PDU. He
UCHOJIb3yeTcsi 0e3 Teros.

Smac <mac_ ucast>

Hactpoiika MAC-anpeca HCTOYHUKA,
KOTOPBIH OYJET HCIONB30BaThCA B OJIOKax
PDU CCM, ucxonsamux ot 3toit MEP. Anpec
JOJDKEH OBITh ofgHoaapecHbiM. Dopmar: XX:
XX: XX: XX: XX: XX. Ecnu Bce Hynw,
BMECTO Hero Oyner ucmnojib3oBaTbcsi MAC-
aJpec nopTa KOMMYTaTopa.

alarm-level <1-6>

VYcraHoBKa ypOBHSI CUTHAJIM3ALUN.

Ecin obOnapyxeH aedeKkT C TpPHOPUTETOM
BBHIIIIE ATOTO YPOBHA, OYyJEeT CreHepHUpPOBAHO
YBEJIOMJICHHE O HEUCIIPABHOCTH.
Jonyctumblii  guanaszon: [1; 6], rme 1
YKa3bIBaeT, 4TO J000N JedeKT BBHI3bIBACT
aBapuiHbI curHai, a 6 oO3Ha4aer, 4YTO
HUKaKkoW J1epeKT He MOXET BBI3BaTh
ABapUIHBIN CUTHAIL

alarm-time-present <2500-
10000>

VYcraHOBKa BpeMEHM B MIUIMCEKYHAaX, B
TEUYEHUE KOTOPOTO JIOJDKHBI MPUCYTCTBOBATH
nedexTsl, mpexjae dYeMm OyneT BbIJIAHO
yBEIOMIICHHE 0 HencnpaBHOCTH. [1o
ymoadasuio 2500 mc.

alarm-time-absent <2500-10000>

YcraHOBKa BpEeMEHH B MIDIHCEKYHIAX, B
TEUYEHHE  KOTOpOro  JOe(eKThl  JOJKHBI
OTCYTCTBOBAaTh 1O cOpoca yBEJOMIIEHHS O
HeucnpasHocTH. [To ymomuanuio 10000 mc.

continuity-check
no continuity-check

BKJIFOUCHHUE TeHEePAITUH COOOIIEHUH TPOBEPKH
nenoctHoctu (CCM)

OTKJIIOYCHUC TreHepaunun COO6IJ.ICHPII>1
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MPOBEPKU LETOCTHOCTU

admin-state {disable | enable}

BKJIIOUHMTH WM OTKIOUUTH 3Ty MEP. Korna
sra MEP BxmoyeHa, oHa IpoOBEpsSET
noy4yeHHble / orcyTcTBYroIe CCM 1 MOXKET
BBI3BIBATH J1€(DEKTHI.

remote mep<l-8191>

VYcranoBka ynanennod MEP, ot kotopoit 3Ta
MEP, kak oxupnaercs, Oyaer monydars PDU
CCM.

4.2.52. APS

APS cereBoii MPOTOKOJ KaHAJTBLHOTO YPOBHS, IIPEIHA3HAYEH JIJIS TOJIEPKKU TOIOJIOTHH,
UCKITIOYAIONIEH 3allMKIIMBaHue Tpaduka, U e€ MepecTpoeHNe B CiIydyae HapyIICHHH B KOJIBLEBBIX
cerax Ethernet Ha mepBoM-BTOpOM ypoBHE ceTeBoil moaenu OSI.

Komanna \ Onucanue
['mobGanbHBIE HACTPOIKHU
Aps <1-10> Cosnanue sx3emmispa APS

working interface
GigabitEthernet <port type id>

Haznauenue
pabouero nopra

uHTepdeiica B KayecTBe

working sf-trigger link

Br16op Tpurrepa 1is curaana oumoku
B kadectBe  Tpurrepa = HCHOJIb3yeTCS
COCTOSTHUE TIOpTa

working sf-trigger mep domain
<kwordl-15> service <kwordl-
15> mep-id <1-8191>

B kadecTtBe Tpurrepa HCHONb3yeTCS mep.
Tpebyercs BBog domain service mep - id,
oTHocsuecs K 3k3eMiusipy MEP, koropsii
JOJDKEH  NPEACTaBJIATh pabo4yuil  MOTOK.
BeiOpannsiii  sk3emmiusip MEP  Mmoxer He
CYyIIECTBOBAaTh MPH HACTpoiike 3Toro APS.

protect interface
GigabitEthernet <port type id>

Ha3nauenne  wuHTepdeiica B  KauecTBe
3alIMIIEHHOT O 1opTa

protect sf-trigger link

Br16op Tpurrepa i curaasia ommuoKu
B kadectBe  Tpurrepa  HCHOJb3yeTCS
COCTOSIHUE TOpTa

protect sf-trigger mep domain
<kwordl-15> service <kwordl-
15> mep-id <1-8191>

B xkadectBe Tpurrepa wucmnoib3yerca mep.
Tpebyercs  BBoAg  domainservicemep-id,
oTHOcsmuecs K dk3eMiursipy MEP, kotopsii
JOJDKEH — TPEeACTaBIATh pabouyuii  MOTOK.
BoiOpannbiii  sx3emmisip MEP  Moxer He
CYILLIECTBOBATh IPU HAcTporke 3toro APS.

Mode {l-for-1 | bidirectional-
l-plus-1 | unidirectional-1-
plus-1}

l1-for-1 - B JIuHEHHOW apXUTEKType
3aMTHOM KoMMmyTammu 1: 1 3amuTHBIN
TPAHCHOPTHBI OOBEKT BBIACIEH paboyemy
TPaHCHIOPTHOMY 00BEKTY. Onnako
HOPMaNIbHBIH ~ TpaUK  TPAHCHOPTHPYETCS
au00 Ha pabodeM TPaHCIOPTHOM OOBEKTE,
7100 Ha 3aIMUTHOM TPAHCIIOPTHOM OOBEKTE,
UCTONB3Ysl MOCT CEJIEeKTOpa B MCTOYHHUKE
3ammmeHHoro  gomena.  Cemektop B
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MPUEMHHKE 3aIUIICHHOTO JOMEHa BhIOMpaeT
00BEKT, KOTOPBI HECET HOPMAJIBHBIN Tpaduk
bidirectional-1-plus-1 - B
JIMHEHOM APXUTEKTYpE 3al[UTHON
kommyTauuu 1 + 1 nnsg kaxngoro padodero
TPAHCIIOPTHOTO OOBEKTA BbIIEICH 3aIIUTHBII
TPaHCHOPTHBIA  00BEKT. OObIUHBIA  TpapuK
KOMUPYETCS W HaIpaBiIeTCs Kak pabouum,
TaK M 3alIUTHBIM TPAHCIOPTHBIM OOBEKTaM C
MIOCTOSIHHBIM ~ MOCTOM B HMCTOYHUKE
3alIMIIEHHOTO ToMeHa. Tpaduk Ha pabounx u
3AIUTHBIX TPAHCIIOPTHBIX o0BeKTax
nepefaeTcsi OJHOBPEMEHHO B  IPUEMHUK
3alUIICHHOTO JIOMEHA, T/ BBIOOP MEXKIY
pabouuM ¥  3alUTHBIM  TPAHCIIOPTHBIMHU
00BEKTaMU  OCYIIECTBIISIETCS Ha OCHOBE
HEKOTOPBIX 3apaHee OTpeIeTICHHBIX
KPUTEPUEB, TaKHX KaK MHIUKALWS
HEHCIIPAaBHOCTH CEPBEPA.
unidirectional-1-plus-1 —
OJIHOHarpaBJieHHbI APS.

Komanma mode unidirectional-1-
plus-1 tX—apsSBKIKOYAECT  IIepenady
omokoB APS PDUs. PS nmaxe B
OJIHOHampasiieHHOM pexume 1+1. Ilpuem
APS

PDU B 3TOM pexume UCHOJIb3YIOTCS TOJIBKO B
MH()OPMAIIMOHHBIX HESX.

Level<0-7>

VYcranoska  ypoHs MD /  MEQG,
ucnonsdyemelii B L-APS  PDU. Ilo
ymomuanuo 0.

Vlan<vlan id>

VYcraHoBka uaeHTupUKaTopa VLAN,
ucnoiaszyemoro B L-APS PDU.

Komanna vlian untagged— He BCTaBISThH
ter VLAN B PDU LAPS

vlan <vlan id> pcp <0-7>

Hacrpoiika PCP (npuopuret) (1o yMoI4aHHIO
7). 3nauenue PCP, ucnons3yemoe B Tere
VLAN, ecmu L-APS PDU He sBmsercs
HEMapKUPOBaHHBIM. J[OIDKHO OBITH 3HAYECHHE
B quamna3one 0-7.

Smac <mac_ ucast>

VYcraHoBka MAC-anpeca HCTOYHUKA,
ucnonb3yemsiii B PDU L-APS. Anpec nomken
ObITh ofHOaApecHbIM. Eciiu Bce Hynu, Oyzaer
UCIIOJIb30BaThCS MAC-anpec rnopra
KOMMYTAaTopa.

Revertive

BxitoueHne peBepcHBHOIO pekuMma, TO €CThb
TpaduK MepeksodaeTcss 00paTHo Ha pabodmit
opT nocie yCTpaHEHUs YCIIOBHI,
BBI3BIBAIONINX  TEpeKItodeHne. B ciydae
copoca KOMaH/1bl (Hampumep,
MPUHYAUTEIBbHOE MIEPEKIIOUEHNUE) 3TO
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no revertive

MPOUCXOAUT HeMeJIeHHo. B ciryyae
ycTpaHeHus aedeKTa 3TO OOBIYHO MTPOUCXOAUT
no wucreyeHun Ttaitmepa WTR (oxupnanus
BOCCTAHOBJICHHUS).

Pe:xxuM BOCCTaHOBIIEHUSI IOpTa HE SIBIISETCS
PEBEPCHBHBIM, H TpapuKy paspemaercs
OCTaBaThCs Ha 3AIUMIIEHHOM IOpTE IoCie
YCTpaHEHUs] IPUYMHBI NEPEKIIIOUEHUSI.

walt-to-restore <1-720>

Hacrpoiika OKUJaHUA nepen
BOCCTAHOBJICHHMEM paboyero mnopra IMocie
YCTpPaHEHHUS HEUCHPaBHOCTH. JlOMyCTUMBII
nuamason 1-720

hold-off-time <0-10000>

VYcranoBka TaiiMepa  3azepxku. Korma
BO3HMKAeT HOBBIM (Miau Oojiee Cephe3HBIN)
nedeKT, 3amycKaeTcs TaiMep 3alep)KKH, U O
CcOOBITUH OYJET COOOIIEHO MOCIE UCTCUCHUS
TaliMmepa. Bpems ynepkaHuss usMepseTcs B
MUJUTUCEKYHAaX, a JOMYyCTUMbIe 3HAYCHUS
Haxoxarca B guanasone or 0 mo 10000. Ilo
yMmoyanuio 0, 94TO O3HA4aeT HEMEJICHHOE
cooO1ieHue o nedeKxTe.

admin-state {disable | enable}

N3menenue coctosHus HK3emiusipa  APS
(BBIKJTFOYEHO/BKIIFOUYECHO)

4.2.53. ERPS

ERPS -ceTeBoil mpOTOKOJ, MCHONB3YIOMUNACA U1l UCKIIOUEHUS] OOpa3oBaHUs KOJEIl B
Tornojoruu. Moxket ObITh 3aMeHOM ceMelcTBY poTokonoB STP.

Komannma

| Onucanue

['moGasibHBIE HACTPOHKH

Erps <1-64>

Cozpanue sk3emiursipa ERPS

rpl {neighbor | owner} {portO | Beibop pexuMa KOJbLEBOH 3alUTHl 1
portl} KOJBLIEBOI0 IIOpTa
Version {vl | v2} Br160op Bepcun npotokona ERPS

ring-type {interconnected-sub-
ring | major | sub-ring}

Br10op THna xomnbIa.

ring-type sub-ring

Bri6op pexuma sub-ring

IIpy BBOZE [OMOJIHUTENBLHOM KOMAHJBI
virtual-channel - BKJIIOYAET
BUpTyanbHbIl KaHal R-APS, To ecte PDU

R-APS  He  mepechutaloTcsi  MEXAY
KOJBIIEBBIM IIOPTOM, €CJIM OJUH KOHEIl
3a0JI0KHpPOBaH

ring-type interconnected-sub-
ring connected-ring <1-64>

Bribop pexxrMa B3aMMOCBSI3aHHOTO sub-
ring, KOTOPOE UMEET

TOJIBKO OJIMH KOJIBIEBOM mopT (ropt 0), HO
MOAKJIIOYAETCS K IIIaBHOMY KOJIbILY.
<1-64> - Homep sk3emmuiipa ERPS
MOAKIIOYEHHOT0 KOJIbIla
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JlononHuTenpHas KOMaHIa propagate-
topology-change - VYmopaBiser TeM,
JIOJIKHO JIM KOJIBIIO, HA KOTOPOE CChUIAETCS
sk3eMIUIsip Interconnect, pacnpocTpaHsATh
R-APS nns PDU Beskuii pa3, korna
M3MEHSIETCS TOIIOJIOTHSL 3TOT0 MOA-KOJIbLA.
IIpu BBOAE KOMaHapl virtual-channel
- PDU R-APS nepenatorcst 10
MOAKJIFOYEHHOMY  KOJIBILY, K KOTOpOMY
ITOAKJIIOYAETCS 3TO MOA-KOJIBLIO

{port0 | portl} interface
GigabitEthernet <port type id>

Ha3znauenne wHTepdeiica  KOJbIIEBOMY
nopty 0

{port0 | portl} sf-trigger link

VcranoBka B KadecTBE TpUITEpaA cOos
CHUIHaJla COCTOAHUC COCANMHCHUA

{port0 | portl} sf-trigger mep
domain <kwordl-15> service
<kwordl-15> mep-id <1-8191>

B kadectBe Tpurrepa MCHOJIB3yeTCS mep.
TpeGyercs BBOA domain service mep-id,
OTHOCsIIHECS K dK3eMIusipy MEP, kortopslit
JIOJDKEH TPEJCTaBIIATh pabouuil IOTOK.
BoiOpannbiii sx3emmuiip MEP moxer He
CYILLIECTBOBATh IIpU HAcTpouke 3Toro APS.

ring-id <1-239>

Hactpoiika  umneHTudukaropa  KOJIbIA.
WnentudukaTop KojibLa HUCIOJB3YETCH -
BMecTe c¢ ynpasistouieii VLAN - g
unentudukanuu 6okoB PDU R-APS kak
MPUHAIISKAINIMX ONPEICICHHOMY KOJIBITY.

node-id <mac ucast>

Hactpoiika UAeHTHPHUKATOpA y37a.
Wnentudukatop  y31a  UCHOIB3YETCS
BHYTpH KoHKpeTHOoro PDU R-APS nns
YHUKQJIBHOW HIEHTH()UKALUU STOrO y3Ia
(KkoMMyTaTOpa) B KOJIBIIE.

Level <0-7>

VYcranoska yposus MD / MEG

control-vlan <vlan id>

Ycranoka VLAN, no kotopoii 6ok PDU
R-APS mnepepatroTcss m mnpuHHMarOTCA Ha
KOJIBIIEBBIX MTOPTAX.

control-vlan <vlan id> pcp <0-7>

VYcranoska 3nauenust PCP, ucnonb3yemoe B
tere VLAN PDU R-APS.

revertive

Bxirouenue pexuma BO3Bpara.
BoccranosneHnue 3HaueHUN 110

YMOJYaHUIO TIOCJIE€ MCTEYEHUs TailMepa
0KMIJAaHUS BOCCTAHOBJICHHUS.

guard-time<0-2000>

YcraHoBKa TaiiMepa 3alUThl.

wailt-to-restore<l-720>

YcranoBka BPEMEHHU OKMIaHUS
BOCCTAaHOBJIEHUS B CeKyHax. JlomycTrMbli
nuanasoH 1-720 cek. Mcnonb3yercs TOJIbKO
B PEBEPCUBHOM PEXHME

hold-off-time<0-10000>

VYcranoBka TaiiMepa 3agepxkku. Korna
BO3HUKAET HOBBIN (WM OoJiee cephe3HbIil)
nedexT, 3amycKkaercs: Taimep 3a/lep’KKH, U O
cobplTi  Oymer  cooOmieHo  mocie
UCTeUeHHus TaiiMepa. Bpems yaepikaHus
u3MepsieTcsi B MWJUIMCEKYHJaX,  a
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IIOHyCTI/IMBIe 3HAYCHUS HaxXogATCs B
nuana3zone ot 0 mo 10000. ITo ymomyanuro
0, uTO 03HAYaAET HEMENICHHOE COOOIIEHNE O

nedexre.
admin-state {disable | enable} M3meHeHre cocTosiHus dk3emiuisipa ERPS
(BBIKJTFOYEHO/BKIIFOYEHO)
protected-vlans<vlan list> Vkazanne VLAN, 3amuineHHble 3THM

sK3eMIUIIpoM Kosbla. [lo kpaiiHelt mepe,
oxHa VLAN noipkHa OBITE 3aliIeHa.

rpl {neighbor | owner} {port( | Hacrpotiika pexuma rpl

portl} Neighbor - 3TOT KOMMYTaTOp SBIAETCS
cocexoMm RPL
Owner - O3TOT KOMMYTaTOp SBJISETCS

Bragensiem RPL
B o0oux pexumax Ttpedyercs ykaszaTh
KOJIBLIEBOM TTOPT.

4.2.54. Hacrpoiika Spanning Tree

[Tporokonel cemeiictBa Spanning Tree Protocol (STP/RSTP/MSTP/PVST/Rapid-
PVST) npennasnauensl [uisi  obOecriedeHus  OTKazoycroiiumBoctu  L2-cerelr  mytem
ABTOMATHYECKOTO OJIOKMPOBAaHUS M30BITOYHBIX (METIEBBIX) (PHU3MUECKUX CBS3e H HX
JUHAMHYECKOIO BKIIIOUEHUS B Cllydae aBapuM Ha OCHOBHBIX MaplIpyTax.

Ha xommyraTtopax cepum NTS mportokon Spanning Tree BKIJIIOYEH MO YMOJTYAHHUIO
ro6ansHO U Ha Beex uHtepdeiicax B pesxkume MSTP (Multiple Spanning Tree Protocol). Ilo
YMOJYaHHUIO BCE HACTpoeHHble Ha KommyTarope VLAN aBTOMaTH4ecKd MPUBS3BIBAIOTCA K
6a3oBomy uHctaHcy Instance 0.

Komannma Omnucanue

['moGasibHbIe HACTPOHKHU
spanning-tree ['mobanpHOE BKIIFOYEHHE MPOTOKOIA Spanning Tree Ha
kommyTtarope. (ITo ymomuanuio BKIIIOUEHO)

no spanning-tree ['moGanpHOE OTKIIIOUEHHUE MTPOTOKOIa Spanning Tree Ha
KOMMYTaTOpE.
spanning-tree mode {mstp | BeiOop omnepairoHHOro pexnma paboThl MPOTOKOJA:
| pvst | rapid-pvst | e mstp — Pexum Multiple Spanning Tree
rstp | stp} (crammapr IEEE  802.1s), BkiwueH 10
YMOIYaHUIO.

e pvst — Pexum Per-Vlan Spanning Tree (mo-
VLAN-o0Bo€ cBsA3yIOIIIEE IEPEBO).

e rapid-pvst — Pexum Rapid Per-Vlan Spanning
Tree (Ovictpoe mo-VLAN-oBoe cBs3yloliee
JIEPEBO).

e rstp — Pexum Rapid Spanning Tree (cranmapt
IEEE 802.1w).

154



no spanning-tree mode

e stp — Knaccuueckuii pexxum 802.1D Spanning
Tree.

COpoc pexuma paboThl MPOTOKOJIA HA 3HAYCHHUE IIO
yMOJTYaHUIO (mstp).

spanning-tree mst <0-64>
priority <0-61440>

Hactpoiika npuopurera kommyTatopa (Bridge Priority)
I ykazanHoro uHctanca MSTP. 3Hauenue A0JKHO
ObiTh  kpatHo 4096. [lns 0a30BOW  TOMOJIOTHUH
ucnonesyercas <instance id> pasueii 0. Ilo
yMoa4aHuio: 32768.

spanning-tree mst <0-64>
vlan <vlan list>

[Tpsimast mpuBs3ka cnucka wiM auanazoHa VLAN k
BbIOpaHHOMY MHCTaHCY MSTP u3 riobansHOro pesknma
KOH(HUTypaIHH.

no spanning-tree mst <0-
64>

OC HACTPOEK KOHKPETHOI'O HHCTaHCa

Co6 e MSTP
(ynanenue mannuara VLAN u Bo3BpaT npuopurera no
YMOJTYAHHUIO).

spanning-tree mst name
<word32> revision <0-
65535>

OpnHOBpeMEHHOE 3aJaHhe TEKCTOBOro MMeHHU (1o 32
CHUMBOJIOB) W HoMepa peBu3uu miasi1 MST-peruosna.
Baxno: st koppektHoil pabotst MSTP napamerpsl
UMEHU M PEBU3UHU JIOJDKHBI MOJIHOCTBIO COBIAJATh Ha
BCEX KOMMYyTaTOpax B paMKax OJHOT'O PErHOHa.

spanning-tree edge bpdu-
guard

no spanning-tree edge
bpdu-guard

['mobGanpHOe BKiIOYeHHE (yHKIMH 3ammtel BPDU
Guard nyig Bcex rpaHUuYHbIX NOpTOB. Eciau Ha moOoi
Edge-mopr npunmer mnaker BPDU, wunrepdeiic
ABTOMATUYECKU 3a0JI0KUPYETCS.

['mobGanpHOe oTKMIOUeHue ¢GyHKiuu 3ammtel BPDU
Guard 1151 BceX rpaHUYHbIX IOPTOB.

spanning-tree edge bpdu-
filter

no spanning-tree edge
bpdu-filter

['mobanpHas akTuBanusa QuibTpanuu nakeros BPDU
JUIS BCEX TPaHMYHBIX MOPTOB. KomMmyTaTop mepecraer
OTNpaBiATh U oOpabaTeiBaTh Bxoasmue BPDU nHa
Edge-unTtepdeiicax.

I'mo6aneHoOe oTKIIIOYeHHE GuiIbTpanuu nakeroB BPDU
JUIsl TPAHUYHBIX [TOPTOB.

spanning-tree recovery
interval <30-86400>

no spanning-tree

recovery interval

Hactpoiika MHTEpBaja aBTOMAaTUYECKOTO
BOCCTaHOBJEHMS (B  CeKyHZax) Juid  IIOpPTOB,
3a0JIOKUPOBAHHBIX 3alUTHBIMU MeXaHU3MaMHU
(manpumep, BPDU Guard).

OTKII0YEHHE aBTOMaTHYECKOI'O BOCCTAaHOBJICHUA

38.6J'IOKI/IpOBaHHBIX IMOPTOB.

spanning-tree vlans
<vlan list>

no spanning-tree vlans
<vlan list>

Vkaszanue cniucka VLAN, BHyTpU KOTOPBIX pa3pelieHa
pabota potokosioB PVST/Rapid-PVST.

Hckmouenne ykasaHHbix VLAN  u3
MIPOTOKOJIAMU PVST/Rapid-PVST
otkiroueHue STP mis nanubix VLAN).

00paboTku
(nmoxHOE
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spanning-tree vlan
<vlan list> priority <0-
61440>

Hacrpolika npropurera KOMMyTaTOpa sl KOHKPETHBIX
sk3eMisipoB VLAN (B pexumax pvst u rapid-pvst).
3Ha4YeHHE JTIOJDKHO OBITh KpaTHO 4096

spanning-tree vlan
<vlan list> hello-time
<1-10>

HacTtpoiika naTepBana reaepanuu KOHQUTyparmOHHBIX
naketoB BPDU (B cekyHIax) WHIWBUIYAIBHO ISt
ykazanHbix VLAN.

spanning-tree vlan
<vlan list> forward-time
<4-30>

Bpemsi HaxoxaeHUs TIOPTOB B IMPOMEKYTOYHBIX
cocrosHusix Listening u Learning (B cekyHuax)
VHJIUBUIYATbHO 111 YKa3aHHbIX VLAN.

spanning-tree vlan
<vlan list> max-age <6-
40>

MakcumanbHOE BpeMs 05KHIaHUS CITY>KEOHBIX IMaKETOB
BPDU (B cexyHaax) MHAMBUIYAIBHO I yKa3aHHBIX
VLAN.

no spanning-tree vlan
<vlan list>

COpoc Bcex MHIUBUAYAIbHBIX IapaMeTpPOB U
npuoputera, BbiOpanHOro VLAN Ha 3HadyeHus 1o
YMOJIYAHHUIO

[MompexnM KOHGUTYpPAIIH arperiPOBaHHBIX KAHAJIOB.

spanning-tree
aggregation

Ilepexon B HOAPEKHMM TPYIIOBOM  HACTPOMKH
napameTpoB Spanning Tree sl BC€X arperupoBaHHBIX
kaHasoB (LAG/Port-Channel).

spanning-tree auto-edge
/ no spanning-tree auto-
edge

VYnpaBieHue aBTOMaTHYeCKUM OIpE/IeIeHueM craTyca
IPaHUYHOIO NOPTA.

spanning-tree bpdu-guard
/ no spanning-tree bpdu-
guard

Bxirouenue, Beikirouenue 3amutel BPDU Guard.

spanning-tree link-type
{auto | point-to-point |
shared}

no spanning-tree link-

Onpenenenne tuna cBsa3u (tuna L2-cpeapr) ams
arperupoBaHHBIX UHTEPPEHCOB:

point-to-point (Touka-Touka) — ArperupoBaHHBII

KaHaJl COEIMHEH HanpsAMyl0 C OIHMM COCEIHHUM
KOMMyTatopoM. Bxmouaer MexaHu3Mm  ObIcTpoit
cxonuMmoctu Proposal/Agreement, mo3BoJsisi TpaHKY

nepexoauTs B cocTosHue mnepenaun (Forwarding)
MT'HOBEHHO.
shared (OO6mas

MOJIYAYIUICKC WA xa0 MNOAKIOYCHO HCCKOJBKO L2-

cpena) — K TpaHky depe3
YCTPOWCTB. MTrHOBEHHAsT CXOJUMOCTb HEBO3MOJKHA,
TpaHk nepexogut B Forwarding MemyeHHO depe3

craguu Listening/Learning ¢ 3amepxkoil 1o Taiimepy
(mo 30 cek).

auto  (ABroompenereHue, MO yMOJYaHUIO) —
KoMmmyTaTtop caM BBICTaBIsSI€T THI CBS3M HA OCHOBE

nyruiekca nopra. [Ipu Full-Duplex Bkimtowaercst point-

to-point, npu Half-Duplex — shared.

COpoc HacTpoek THIa CBSI3M Ha 3HAYEHUS TIO
YMOJYaHHUIO.
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type

spanning-tree mst <0-64>
cost {<1-200000000> |
auto}

no spanning-tree mst <0-
64> cost

Hacrpoiika croumoctu iytu (STP Path Cost) mst Bcex
arperupoOBaHHBIX KaHAJIOB B paMKax BBIOPaAHHOTO
nHcranca MSTP. KiroueBoe cioBo auto Bo3BpamiaeT
ABTOMAaTUYECKUM pacyeT CTOMMOCTH Ha OCHOBE
CKOPOCTH KaHaya

C6poc croumocTH myTH (cost) BHIOpAaHHOTO MHCTAaHCA
Ha 3aBOJICKOE 3HA4YCHHWE [0 YMOJYAHHMIO UL
arperupoBaHHbBIX KaHAJIOB.

spanning-tree mst <0-64>
port-priority <0-240>

no spanning-tree mst <0-
64> port-priority

Hactpoiika mnpuopuTeTa IOPTOB arperMpoBAHHBIX
KaHaJoB JuIst BeIOpanHoro nncranca MSTP. 3nauenue
IPUOPUTETA JOJDKHO OBITh KpaTHO 16 (JOCTymHBbIE
3Hauenus: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240). I1o ymonuanuro: 128

COpoc npuoputeTa nopToB (port-priority) BEIOpAHHOTO
MHCTaHCa Ha 3aBOJICKOE 3HAUYCHHE 110 yMordaHuto (128)
JUISL arPETUPOBAHHbBIX KaHAJIOB.

spanning-tree
restricted-role / no
spanning-tree

restricted-role

AxTuBanus, geakTuBaius 3amuThl Root Guard s
BCEX arperupOBAHHBIX CTHIKOB.

spanning-tree
restricted-tcn

no spanning-tree
restricted-tcn

I'moGanpHas OJIOKUPOBKA pacmipocTpaHeHus
yBeaomieHuit 06 maMeneHuu tomnojoruu (TCN) mist
BCEX arperupoBaHHBIX HHTEpdeiicoB Bo Bcex VLAN.

Cusitue  rnobaneHOl  OmokupoBku  TCN  mns

arperupoBaHHbIX HHTEPPEICOB.

spanning-tree
restricted-tcn vlan
<vlan id>

no spanning-tree
restricted-tcn vlan
<vlan id>

Bribopounass GnokupoBka yBegomsieHnit TCN  Ha
arperupoBaHHBIX KaHAJIAX TOJIBKO BHYTPU YKAa3aHHOTO
VLAN.

CHsatue  OnoxkupoBku  yBenomienudd TCN  Ha
arperupoBaHHBIX KaHalax g ykazaHHoro VLAN.

spanning-tree vlan
<vlan id> cost {<1-
200000000> | auto}

no spanning-tree vlan
<vlan_id> cost

Hactpoiika croumoctu mnytu (Path Cost) mis Bcex
arperupoBaHHbIX KaHAJOB B paMKaX BBIOPAHHOTO
VLAN (mpumensiercss B pexxumax pvst / rapid-pvst).
KnroueBoe cioBo auto Bo3BpaiaeT 1eQOoiATHbIN pacueT
CTOUMOCTH.

CO6poc croumoctd myTH, YykKazanHoro VLAN mus
arperupoBaHHbIX HHTEP(EICOB.

spanning-tree vlan
<vlan_ id> port-priority
<0-240>

Hacrpoiika npuopurera arperipoBaHHbIX KaHAJIOB JIJIs
BeiOpanHOro VLAN (B pexxumax pvst / rapid-pvst).
3HaueHue MOMKHO ObITh kpaTtHO 16. [lo ymomuanuto:
128
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no spanning-tree vlan
<vlan id> port-priority

VLAN  mus
nedonTHOMY

COpoc  mpuopuTeTa, yKa3aHHOTO
arperupoBaHHbIX ~ MHTEp(PEHCOB K
3HaueHuio 128

Pexum kKoHurypammu ¢puzndeckoro narepderica

interface
GigabitEthernet
<port type list>

[lepexo B pe’KUM HACTPOMKHU yYKa3zaHHBIX MOPTOB.

spanning-tree / no
spanning-tree

WMuauBuyanbHOE BKJIIOYEHHE WM HPUHYIUTEIbHOE
neaktuBupoBanue paborsl STP  Ha  BBIOpaHHOM
buznaeckom uHTEpdeiice

spanning-tree portfast /
no spanning-tree
portfast

VYnpasienue ObICTPBIM IEPEXOIOM HOPTA B COCTOSIHHUE
Forwarding.

spanning-tree edge / no
spanning-tree edge

Hasnauenme koHkperHoro mopra rpanndaeiM (Edge)
WK cOpOC TaHHOMU poJIu.

spanning-tree bpdu-guard
/ no spanning-tree bpdu-
guard

Brxirouenue wim Beikiarouenue 3amurtel BPDU Guard
WHAUBUAYAIbHO Ha BHIOPAHHOM TOPTY.

panning-tree bpdu-filter
/ no spanning-tree bpdu-
filter

BriroueHrne WM BBIKITIOYECHHE (UIBTPAIUN ITAKETOB
BPDU unnuBuyansHO HA BEIOPAHHOM HOPTY.

spanning-tree

Brrouenne wnm otkimoderne Root Guard (3amper

restricted-role / no MOJKJIIOYUEHHOMY YCTPOWCTBY CTaHOBUTHCA  Root
spanning-tree Bridge).

restricted-role

spanning-tree I'moGanpHas OJ0KUpOBKA pacrpocTpaHeHHs

restricted-tcn

no spanning-tree
restricted-tcn

yBenomieHnii 00 wm3menenun Ttomonorun (TCN) ¢
naHHoro ¢usndeckoro narepderica Bo Bcex VLAN.

CHstue riobanbHoi 6okupoBku yBeaominenuit TCN ¢
JTAaHHOTO MHTepderica.

spanning-tree
restricted-tcn vlan
<vlan id>

no spanning-tree
restricted-tcn vlan
<vlan id>

— Bribopounas 6nokupoBka yBenomueHuii TCN Ha
¢uznueckoM uHTEpdeiice TONbKO BHYTPU YKAa3aHHOIO
VLAN.

CHsatue  OnoxkupoBku  yBenomienudd TCN  Ha
¢uznueckom untepdeiice st ykazanaoro VLAN.

spanning-tree link-type
{auto | point-to-point |
shared}

Hactpoiika tumna cBs3u (L2-cpensr) ans pusudeckoro

uHTepdeiica:

— point-to-point  (Touka-touka) —  UHTepdeiic
HANpSMYIO COCIMHEH POBHO C OJHUM COCEIHHM
KOMMYTaTOpPOM. Brurouaer MeXaHU3M
Proposal/Agreement, 03BOJIsIsI TOPTY MEPEXOAUTH B
cocrosinue nepenaun (Forwarding) MraHoBeHHO (3a
JIOJIM CEeKYH/JIbI) 06€3 0’KUAaHus TaliMepoB.

— shared (OOmast cpema) — K mopry uepes
nonynaymiekc (Half-Duplex) wumm  crapeiii  xab

MOJIKJIFOUEHO HECKOJIbKO L2-ycTpoiicTB. MrHoBeHHas
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no spanning-tree link-
type

CXOJIMMOCTb
Forwarding

HCBO3MOJXXHA, IIOPT TMEPECXOIUT B

MEJIJICHHO qepes
Listening/Learning ¢ 3anepxkoii o Taiimepy (10 30

CEK), 4TOOBI M30€kKaTh MEeTEIIb.

cTaguu

—auto (ABToOompezelieHHe, 10 YMOJYaHUIO) —
KommyTaTop cam BBICTaBIISIET THII CBS3U HAa OCHOBE
nyruiekca nopra. Ecnu nopt nogusincs B Full-Duplex,
BKJIIIO4Yaercsi point-to-point. Ecnm B Half-Duplex,

IIPUHYAUTEIIBHO BBICTABIIACTCA shared.

COpoc HacTpoiiky TUMA CBSI3U UHTEpdeiica Ha 3HAYCHNE
0 YMOJTYAHHIO

spanning-tree auto-edge BxiroueHue WU OTKJINUEHVE dyHKLUM
/ no spanning-tree auto- | aBTOMATUUYECKOTO onpemneJyieHus
edge TPaHMUHOTO IIOopTa.

spanning-tree mst <0-64> | Hacrpoiika CTOUMOCTH yTH KOHKPETHOTO

cost {<1-200000000> |
auto}

no spanning-tree mst <0-
64> cost

dbuznueckoro untepdeiica 11si BEIOpAaHHOTO MHCTaHCA

MSTP (q1st 6a30B0# TOMOIOTUU UCTIOIB3YETCSI HHCTAHC
0).

COpoc cTOMMOCTM NYTH YKa3aHHOTO HWHCTaHCa Ha
(dbu3nIecKoM NopTy (BO3BpaT K auto).

spanning-tree mst <0-64>
port-priority <0-240>

no spanning-tree mst <0-
64> port-priority

Hacrpoiika npuoputera puznyeckoro uHTepdeiica s
BbIOpanHoro nHcTanca MSTP (3HaueHue NOKHO OBITH
KpaTHO 16, o ymondanuto 128)

C6poc mpuopuTera BBHIOPAaHHOTO HHCTaHCA Ha
bu3nYECKOM NMOPTY K AePoATHOMY 3HaueHuto 128.

spanning-tree vlan
<vlan id> cost {<1-
200000000> | auto}

no spanning-tree vlan
<vlan id> cost

HacTtpoiika croumoctu myTu ¢pu3znyeckoro nurepdeiica
115t BeiopanHoro VLAN (B pexxumax pvst / rapid-pvst)

C6poc croumoct myTH YykazaHHoro VLAN Ha
buzneckoM uHTEpdeEiice.

spanning-tree vlan
<vlan_ id> port-priority
<0-240>

no spanning-tree vlan
<vlan id> port-priority

HacTtpoiika npuopurera ¢puznueckoro uarepdeiica s
BbIOpanHOro VLAN (B pexxumax pvst / rapid-pvst)

Copoc  mpumoputera, BbiOpanHoro VLAN  Ha
¢uznueckom unTepgeiice Kk 3HaueHuro 128.

[IpuBMIIErHPOBaHHBIN PEKUM (€Xec)

show spanning-tree

OtoOpakeHne TI00ATBHOTO CTaTyca MPOTOKOJA,
MapaMeTpoB KOPHEBOTO MOCTa W TaOJMI] COCTOSTHHIMA

IIOPTOB  MOCJEAOBATEIIbHO IO BCEM  AKTUBHBIM
nacrancam MSTP.
show spanning-tree BriBox JeTalIbHOU TaOIULIBL COCTOSHUU
active WCKJIFOYUTEIIBHO 110 aKTHBHBIM (HaXOAIIMMCS B paboTe
up) uHTepdeiicam KOMMYTaTOopa, OoTCeKas

BBIKJIFOYCHHBIC ITOPTHI.

show spanning-tree

Kpatkas cBogka o riobampHOM coctostHuu  STP,
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summary

UCIIOJIb3YEMOM  BEpPCHM  MPOTOKOJIA,  TEKYLIUX
3HAYEHUSX II100ATBHBIX TAWMEPOB M CTATyCE 3alIUTHBIX
MEXaHHU3MOB.

show spanning-tree
interface
<port type list>

OrobOpaxxenue kpatkoro craryca STP u meTpux s
KOHKPETHO YKa3aHHOro wuHTepdelica WU TPYIIbI
MIOPTOB.

show spanning-tree mst BeiBog mapamerpoB MST-perumona: TeKylEro MMEHU

configuration koHpuryparuu  (Configuration Name), Homepa
pesusun (Configuration Revision), a Takke KapTbl
pacupenenenus VLAN mo nacrancam (MSTI).

show spanning-tree mst BbiBog ToOmoONOrMM, mapaMeTpoB COOCTBEHHOTO U

<0-64> KOPHEBOIO MOCTOB, a TaKKe TaOJIMIbl COCTOSHUHN
HOPTOB CTPOTO Jyisi BEIOpanHoro uHctanca MSTP.

show spanning-tree mst [IpocMOTp COCTOSIHMSI W METPUK  KOHKPETHOTO

<0-64> interface (U3MYECKOTO WM JIOTHYECKOTO TOpTa CTPOro B

<port type list> KOHTEKCTE BbIOpanHoro uncranca MSTP.

show spanning-tree BriBoa cBOAHOM TaOMUIBI CUETYMKOB TOJYYECHHBIX U

detailed oTrnpaBieHHBIX BP-makeroB mo Bcem wuHTEepdeiicam
KOMMYTaTopa.

show spanning-tree BrIBOJ TaOIHIIBI CUSTYMKOB IMAKETOB ISl KOHKPETHOTO

detailed interface ¢du3ngeckoro nopTa (GigabitEthernet /

<interface_ type> 10GigabitEthernet) niam 10ru4eckoro arperupoOBaHHOIO

<port id> kaHana (Port-channel).

show spanning-tree [IpocmoTp JEeTalbHBIX CYETYUKOB TAKETOB  JUIS

detailed vlan koHKpeTHbIX VLAN. Ilpumedanue: naHHas KomaHJa

<vlan list> JOCTyIHA TOJIbKO B 1O-VLAN-0BBIX pexuMax paboThbl
(PVST/RPVST).

show spanning-tree vlan OtoOpakeHue Tomoyoruu sl BeIOpaHHOTO VLAN

(TIOCTYITHO TOJBKO B PeKUMax pvst u rapid-pvst).

IIpumepsI HACTPOHKH:

1. Bbanancuposka Tpadguka B pexume MSTP

3agaya: ObGecnednTh OTKA30yCTOWYMBOCTh M PACIpEIEICHUE CETEBOW HAarpy3Ku MeExX.Iy

KOMMYTaTOpaMu

NTS1 u NTS2,

COCIMHCHHBIMU IIO TOIIOJIOTHH

«TOYKa-TO4YKa» UYCPE3

untepdeiicer GigabitEthernet 1/24. Cetp comepxxut VLAN 10, 20, 30, 40. Harpyska
pactipenensieTcsi ciuenyromuM odpazom: kommyTtatop NTS1 HazHadaeTcsi KOPHEBBIM MOCTOM
(Root Bridge) nnst VLAN 10 u 20 (MSTI 1), a kommytatop NTS2 — ans VLAN 30 u 40 (MSTI

2).

Hacrtpoiika kommyTaTtopa NTS1:

1.  Cosznanue nneatuduxkatopoB VLAN B jokanpHOM 0a3e TaHHBIX

vlan 10,20,30,40

exit

2. Koudurypuposanue napamerpoB pernona MSTP oaHoit cTpokoii
spanning-tree mst name NTS REGION revision 1

3. Accommanus (manmuaT) VLAN ¢ cooTBeTCTBYIOMMMHU nHCTaHcaMu MSTP
spanning-tree mst 1 vlan 10,20
spanning-tree mst 2 vlan 30,40

4.  Hacrpoiika npuopuUTETOB KOMMYyTaTOpa /Ui pacupeneneHus posieir Root Bridge
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spanning-tree mst 1 priority 4096

spanning-tree mst 2 priority 28672

I'mobGanpHas akTUBAIUS 3aIIUTHBIX MEXaHU3MOB Ha A0OHEHTCKOM IEPUMETPE
spanning-tree edge bpdu-guard

spanning-tree recovery interval 300

Kondurypuposanue maructpansaoro uarepgeiica (Trunk) mist cssu ¢ NTS2
interface GigabitEthernet 1/24

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

exit

Hactpoiika abonenTckoro nopta nocryna (uarepdeiic moaxmouenus [IK 8 VLAN 10)
interface GigabitEthernet 1/1

switchport mode access

switchport access vlan 10

[lepeBon unTepdeiica B kareropuio rpaHnuHbIx mopToB (Edge) ais ontumusanum BpeMeHH
CXOJMUMOCTH

spanning-tree edge

[lomaBnenne renepauuu yBemomisieHH 00 wu3MeHennu tomonoruud (TCN) mpu
HECTaOMJIBHOCTH JIMHKA Ha a0OHEHTCKON CTOPOHE

spanning-tree restricted-tcn

exit

Hacrpoiika kommyratopa NTS2:

Cosznanue unentudukaropoB VLAN B JokalibHOM 0a3e qTaHHBIX

vlan 10,20,30,40

exit

KoungurypupoBanue napamerpoB peruona MSTP (3HaueHHs] NOJKHBI OBITH WJCHTHYHBI
NTS1)

spanning-tree mst name NTS REGION revision 1
Acconmanust VLAN c uncrancamu MSTP

spanning-tree mst 1 vlan 10,20

spanning-tree mst 2 vlan 30,40

Hactpoiika nproputeToB kKoMMyTaTopa (3epKajlbHOE pacipeielIeHue poJieil)
spanning-tree mst 1 priority 28672

spanning-tree mst 2 priority 4096

I'moGanbHas akTUBAIUS 3alIUTHBIX MEXAHU3MOB Ha a0OHEHTCKOM MEePUMETPE
spanning-tree edge bpdu-guard

spanning-tree recovery interval 300

Kondurypuposanue maructpansnoro uatepgeiica (Trunk) ms cazu ¢ NTS1
interface GigabitEthernet 1/24

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

exit

Hacrpoiika abonenTckoro nopra pocryna (narepdeiic nogaxmouenus [IK B VLAN 30)
interface GigabitEthernet 1/1

switchport mode access

switchport access vlan 30

spanning-tree edge

spanning-tree restricted-tcn

exit
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IIpumep BoIBOAA B pexume MSTP:

NTS1# show spanning-tree
MSTIO Bridge STP Status

Bridge ID : 32768.1C-A0-D3-42-71-FF
Root ID : 32768.1C-A0-D3-42-71-FF
Root Port : -

Root PathCost: O
Regional Root: 32768.1C-A0-D3-42-71-FF
Int. PathCost: O

Max Hops : 20

TC Flag : Steady

TC Count : 25

TC Last : 0d 00:01:09

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 20000 Yes Yes
0d 00:01:16

Gi 1/24 DesignatedPort Forwarding 128 20000 No Yes

0d 00:02:35
MSTI1 Bridge STP Status

Bridge ID : 4097.1C-A0-D3-42-71-FF

Root ID : 4097.1C-A0-D3-42-71-FF

Root Port T -

Root PathCost: 0

TC Flag : Steady

TC Count : 16

TC Last : 0d 00:01:09

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 20000 Yes Yes
0d 00:01:17

Gi 1/24 DesignatedPort Forwarding 128 20000 No Yes
0d 00:01:39

MSTI2 Bridge STP Status

Bridge ID : 28674.1C-A0-D3-42-71-FF

Root 1ID : 4098.1C-A0-D3-43-AB-49

Root Port : GigabitEthernet 1/24

Root PathCost: 20000

TC Flag : Steady

TC Count : 16

TC Last : 0d 00:01:10

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 20000 Yes Yes
0d 00:01:17
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Gi 1/24 RootPort Forwarding 128 20000 No Yes
0d 00:01:39

NTS2# show spanning-tree
MSTIO Bridge STP Status

Bridge ID : 32768.1C-A0-D3-43-AB-49
Root ID : 32768.1C-A0-D3-42-71-FF
Root Port : GigabitEthernet 1/24

Root PathCost: O
Regional Root: 32768.1C-A0-D3-42-71-FF
Int. PathCost: 20000

Max Hops : 20

TC Flag : Steady

TC Count : 4

TC Last : 0d 00:01:47

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes
0d 00:01:50

Gi 1/24 RootPort Forwarding 128 20000 No

Yes 0d 00:01:50
MSTI1 Bridge STP Status

Bridge ID : 28673.1C-A0-D3-43-AB-49

Root ID : 4097.1C-A0-D3-42-71-FF

Root Port : GigabitEthernet 1/24

Root PathCost: 20000

TC Flag : Steady

TC Count : 9

TC Last : 0d 00:01:17

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes
0d 00:01:20

Gi 1/24 RootPort Forwarding 128 20000 No

Yes 0d 00:01:20
MSTI2 Bridge STP Status

Bridge ID : 4098.1C-A0-D3-43-AB-49

Root ID : 4098.1C-A0-D3-43-AB-49

Root Port -

Root PathCost: 0

TC Flag : Steady

TC Count : 8

TC Last : 0d 00:01:17

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes
0d 00:01:20
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Gi 1/24 DesignatedPort Forwarding 128 20000 No
Yes 0d 00:01:20

2. ITo-VLAN o0anancupoBka Tpaduka B pexume Rapid-PVST

3anaua: IlepeBectu komMmyTaTOphl B pexkuM 1mo-VLAN-oBoro cessyroiiero jaepesa (0e3
ucronb3oBanus pernoHoB). Kommyrarop NTS1 nmomken ¢yHKIMOHUpOBaTh B KadecTBe Root
Bridge anss VLAN 100 (c yckopenHbIME TaiiMepamu), a kommyTaTtop NTS2 — B kauectBe Root
Bridge mns VLAN 200. MaructpajibHO€ COEIMHEHHE OPTraHM30BaHO uepe3 HHTepderc
GigabitEthernet 1/20 na NTS1 u unrtepgeiic GigabitEthernet 1/4 na NTS2.

Hacrpoiika kommyTaTtopa NTS1:

1. Coznanue 1oKanbHbIX uaeHTUGuKaTopoB VLAN
vlan 100,200
exit
2.  U3menenue rnobampHOro pexxuma GyHKInoHHpoBaHus Spanning Tree na Rapid-PVST

spanning-tree mode rapid-pvst
3. AxTuBauus poleccoB CBSA3YIOUIETo JiepeBa Uil ykazaHHbIX VLAN
spanning-tree vlans 100,200
4.  KoudurypupoBanue npuopurera u BpeMeHHbIX mapametpoB it VLAN 100 (OcHoBHOIA
KOPEHB)
spanning-tree vlan 100 priority 4096
spanning-tree vlan 100 hello-time 2

- [Topsimok CcTporo BBIBEpEH: CHayala CHH)XKaeM max-age, 3ateM forward-time s
IIPOXOKICHUS IPOBEPKH sIApa
spanning-tree vlan 100 max-age 15
spanning-tree vlan 100 forward-time 10
5. KoudurypupoBanue npuoputeTa U BpeMeHHbIX napamerpoB st VLAN 200 (PesepBHbiii
MOCT)
spanning-tree vlan 200 priority 28672
spanning-tree vlan 200 hello-time 2
spanning-tree vlan 200 max-age 20
spanning-tree vlan 200 forward-time 15
6.  Hactpoiika napameTpoB 6€30MacHOCTH a0OHEHTCKOT'O CETMEHTa
spanning-tree edge bpdu-guard
spanning-tree recovery interval 300
7. Kou¢urypupoBanue MaructpaibHoro uurepdeiica csazu ¢ NTS2
interface GigabitEthernet 1/20
switchport mode trunk
switchport trunk allowed vlan 100,200
- AxtuBanus BeiOopouHoi unsTpanuu TCN-yBenoMIIeHHH, TOCTYHAOIIUX U3 TpaHKa, B
pamkax VLAN 200
spanning-tree restricted-tcn vlan 200
- OnTuMuzanus METpPUKH CTOUMOCTH IyTH [t Tpadhuka VLAN 100
spanning-tree vlan 100 cost 500
exit
8.  Hactpoiika aboneHTckoro nopra gocryna (Hanpumep, [IK B VLAN 100)
interface GigabitEthernet 1/1
switchport mode access
switchport access vlan 100
spanning-tree edge
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spanning-tree restricted-tcn
exit

Hacrpoiika kommyTaTtopa NTS2:

Co3znanue ToKaabHbIX uaeHTUGuKaTopoB VLAN

vlan 100,200

exit

N3menenwne rnobanbHoro pexxuma GyHkimonupoBanus Spanning Tree Ha Rapid-PVST
spanning-tree mode rapid-pvst

AKTHBaIUS MPOLIECCOB CBSI3YIONIETO AepeBa sl ykazaHHbIX VLAN
spanning-tree vlans 100,200

Koudurypuposanue npuopurera u BpeMeHHbIX mapamerpoB mist VLAN 100 (Pe3zepBHblit
MOCT)

spanning-tree vlan 100 priority 28672

spanning-tree vlan 100 hello-time 2

spanning-tree vlan 100 max-age 15

spanning-tree vlan 100 forward-time 10

Kondurypuposanue npropurera u BpeMeHHbIX napameTrpoB a1t VLAN 200 (OcHoBHOM
KOPEHB)

spanning-tree vlan 200 priority 4096

spanning-tree vlan 200 hello-time 2

spanning-tree vlan 200 max-age 20

spanning-tree vlan 200 forward-time 15

Hacrpoiika napameTpoB 0€301MacHOCTH a0OHEHTCKOTO CETMEHTA
spanning-tree edge bpdu-guard

spanning-tree recovery interval 300

KongurypupoBanue paktuueckoro MarucTpaibHoro uatepgdeiica casizu ¢ NTS1
interface GigabitEthernet 1/4

switchport mode trunk

switchport trunk allowed vlan 100,200

AxTtuBanus Beioopounoit punbrpanun TCN-yBenomnenuii B pamkax VLAN 100
spanning-tree restricted-tcn vlan 100

OnTumu3zanus METPUKH CTOMMOCTH yTH ais Tpadpuka VLAN 200
spanning-tree vlan 200 cost 500

exit

Hacrpoiika abonentckoro moprta gocrymna (Hampumep, [IK 8 VLAN 200)
interface GigabitEthernet 1/1

switchport mode access

switchport access vlan 200

spanning-tree edge

spanning-tree restricted-tcn

exit

IIpumep BuiBOAA B pe:xxkume Rapid-PVST:

NTS1# show spanning-tree
VLAN 1 bridge RPVST status

Bridge ID : 32769.1C-A0-D3-42-71-FF
Root ID : 32769.1C-A0-D3-42-71-FF
Root Port

Root PathCost: O

165



Int. PathCost: O

Max Hops 20

TC Flag Steady

TC Count 6

TC Last : 0d 00:00:59

Port Port Role State Pri
P2P Uptime

VLAN 100 bridge RPVST status

Bridge ID 4196.1C-A0-D3-42-71-FF

Root ID 4196.1C-A0-D3-42-71-FF

Root Port -

Root PathCost: O

Regional Root: 4196.1C-A0-D3-42-71-FF

Int. PathCost: 0

Max Hops 20

TC Flag Steady

TC Count 4

TC Last : 0d 00:00:03

Port Port Role State Pri
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128
0d 00:03:50

Gi 1/20 DesignatedPort Forwarding 128
0d 00:00:07

VLAN 200 bridge RPVST status

Bridge ID 28872 .1C-A0-D3-42-71-FF

Root ID 4296.1C-A0-D3-43-AB-49

Root Port GigabitEthernet 1/20

Root PathCost: 20000

Regional Root: 28872.1C-A0-D3-42-71-FF

Int. PathCost: 0

Max Hops : 20

TC Flag Steady

TC Count 6

TC Last : 0d 00:00:05

Port Port Role State Pri
P2P Uptime

Gi 1/20 RootPort Forwarding 128
0d 00:00:07

NTS2# show spanning-tree

Regional Root:

32769.1C-A0-D3-42-71-FF

VLAN 1 bridge RPVST status

Bridge ID
Root ID

32769.1C-A0-D3-43-AB-49
32769.1C-A0-D3-42-71-FF

PathCost Edge
PathCost Edge
20000 Yes Yes
500 No Yes
PathCost Edge
20000 No Yes
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Root Port GigabitEthernet 1/4

Root PathCost: 20000

Regional Root: 32769.1C-A0-D3-43-AB-49

Int. PathCost: O

Max Hops 20

TC Flag Steady

TC Count 27

TC Last : 0d 00:01:41

Port Port Role State Pri PathCost Edge
P2P Uptime

VLAN 100 bridge RPVST status

Bridge ID 28772 .1C-A0-D3-43-AB-49

Root ID 4196.1C-A0-D3-42-71-FF

Root Port GigabitEthernet 1/4

Root PathCost: 20000

Regional Root: 28772.1C-A0-D3-43-AB-49

Int. PathCost: O

Max Hops 20

TC Flag Steady

TC Count 5

TC Last : 0d 00:00:49

Port Port Role State Pri PathCost Edge
P2p Uptime

Gi 1/4 RootPort Forwarding 128 20000 No Yes
0d 00:00:52

VLAN 200 bridge RPVST status

Bridge ID 4296.1C-A0-D3-43-AB-49

Root ID 4296.1C-A0-D3-43-AB-49

Root Port -

Root PathCost: O

Regional Root: 4296.1C-A0-D3-43-AB-49

Int. PathCost: 0

Max Hops : 20

TC Flag Steady

TC Count 6

TC Last : 0d 00:00:50

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes
0d 00:01:38

Gi 1/4 DesignatedPort Forwarding 128 500 No Yes
0d 00:00:52
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4.2.55. POE

Power over Ethernet (POE) — TexHomnorusi, mMO3BOJSIOMIAS MEpeAaBaTh yIAIEHHOMY
YCTPOWCTBY 3JIEKTPUUYECKYIO SHEPIHMI0 BMECTE C JIaHHBIMU Y€pe3 CTaHAApTHYIO BUTYIO Iapy B
cetu Ethernet. [lannas TexHosoruss mpenHasHaudaercs uist [P-tenedonun, TOYeK mocTyma
OecripoBoHBIX ceTeil, [P-kamep, ceTeBbIX KOHLEHTPATOPOB U APYTUX YCTPOMCTB, K KOTOPBIM
HE)KEJIATEeIbHO UM HEBO3MOXHO MPOBOJAUTH OTACIBHBIN dJEKTPUIECKUN KaOeb.

Komanna \ Onucanue

I'1oGanpHBIC HACTPOMKHU

poe supply <0-460> Hacrporlika MaKCUMaJIbHOU MOII[HOCTH,
KOTOPYID  MOXKET 00€CleunTh HCTOYHHUK
MUTAHUS.

poe capacitor-detect

no poe capacitor-detect

Brutouenne ¢pyHkuuu capacitor-detect

Brixnrouenue
detect

byHKIIUN capacitor-

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160p noptos

poe mode{plus | standard}

no poe mode

Br160op pexxuma poe i nmopra

Plus - BximouaeT PoE PoE IEEE 802.3at ¢
noanepxkoi IEEE 802.3af
Standard - BKJIHOYAET
coorBercTBus PoE IEEE 802.3af

pexuM

OTKJIIOYAeT Poe Ha IMOPTY

poe priority {critical |
| low}

high

VYcranoBka mpuopurera. CymectByeT TpH
YPOBHSI IIPUOPUTETa MOUIIHOCTH: HU3KUH,
BBICOKUW U KPUTHYECKUH.

[IpuopuTtet ncnosb3yeTcst B TOM ciiydae, Koraa
yIaJeHHBIM YCTpoWcTBaM TpedyeTcst Oosblie
SHEPruHM, YeM MOXKET O0eCHeuHuTh HCTOYHUK
nutaHus. B atom ciydae mopr ¢ caMbIM
HU3KUM  TNpUOpPUTETOM OylIeT OTKIIIOYEH,
Ha4yMHasl C IOpTa C CaMbIM BBICOKMM HOMEPOM
nopTa.

poe 1lldp

no poe lldp

Bxmtouenne o00pabotku mapameTtpoB  PoE,
nosny4yeHHsix yepes LLDP.

OtxmoueHne o0paboTKU

nporokon LLDP nHacTpamBaercss OTIAenpHO, a
nepenady uHpopmauuu PoE uepes LLDP
MOXXHO HAaCTpOUTh KoMmaHioh lldp med
transmit-tlv poe.
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BxiroueHue poe Ha KOMMYTATOpe 3aJaeTcsi HAaCTPOMKOW MaKCHMAJIbHOW MOIIHOCTH,

KOTOPYIO MOXET 00€CTIeYNTh HCTOYHUK IMUTAHUS:

# configure terminal
(config) # poe supply 180

4.2.56.

Selective QinQ u Double QinQ

Selective QinQ — ¢yHKUMH, TO3BOJIAIOIIAsA TETUPOBATh MAKEThl Pa3HbIM BHELUIHUM T3IOM
VLAN B 3aBUCHUMOCTH OT pa3zHOro BHyTpeHHero 1ora VLAN B COOTBETCTBUM € TPeOOBaHUIMHU

IIOJIB30BAaTCJIA.

Double QinQ — 3T0 TeXHOJIOTHS IBOHHOTO TErHPOBaHUs TpapuKa.

Komanga HacTpoliku untepdeiica

Omucanue

evc ingress selective-ging
inner-vlan <vlan list> add
outer-vlan <vlan id>

no evc ingress selective-ging
inner-vlan <vlan list>

Coznanue 3anucu, riae:

inner-vlan <vlan list> - 3HaYeHUs
KIMEeHTCKUX vlan Bo (ppeiimax mpuxopasiiem Ha
UNI nopt (mopt, K KOTOPOMY MOJAKIIIOUAETCS
M0JIb30BaTEIHLCKOE 000PYI0BAHNUE).
outer-vlan <vlan id> - HOBOE
3Ha4YeHue vlan ans ¢pelimoB, koTopoe Oyaer
100aBIICHO TIPH

otcbuike yepe3 NNI mopt (nmopt B
HaIpaBJICHUU Spa CETH).

Y nanenue COOTBGTCTBYI-OH_Ieﬁ 3aI1nucu

evc ingress double-ging
untagged-vlan native add
outer-vlan <vlan id>

no evc ingress double-ging
untagged-vlan native

3amuce Juis 100aBICHUST BHEUIHEW METKU
VLAN (outer-vlan <vlan id>) K
OOBIYHOMY BXOJAIEMY IMaKeTy 0e3 METoK,
KOTOPBIH  TPUXOAUT  C  KJIHMEHTCKOTO
yCTpOMCTBa U 1o0aBieHue 2-if MeTku (native).

VY nanenue COOTBETCTBYIOLIEH 3aIIUCU

evc egress vlan <vlan id>
action inner-vlan <vlan_ id>

no evc egress vlan <vlan id>

3anuce s wcxopsmiero tpaduka (egress),
KOTOpasi yKa3blBaeT KOMMYTAaTOpy J100aBIsAThH
BHYTPEHHUI Ter inner-vlan
<vlan_ id> g NAaKeTOB, YXOAAIIUX B
vlan <vlan_ id>.

Y naneHue COOTBETCTBYIOLIEH 3aIIUCU

evc egress vlan <vlan id>
action outer-vlan <vlan_ id>

no evc egress vlan <vlan id>

3anuce A ucxomsmero Tpaduka (egress),
KOTOpasi yKa3blBa€T KOMMYTATOpPy 3aMEHSTh
Ter vlan <vlan i1d> Ha 3HAaYCHHUE
outer-vlan <vlan id>.

VYnasneHue cooTBETCTBYIOLIEH 3aucu

Komanna npocMotpa nHpopMalmu

Omnucanue

show evc interface
GigabitEthernet

[IpocMoTp MHpOpMAMK O CO3JaHHBIM Ha
uHTepdeiicax KOMMYyTaropa 3anucen
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<port type list> | ingress/egress
10GigabitEthernet
<port type list>

4.2.57. JAMHaMHUYecKas MapLIpyTH3ALUs

4.2.57.1. OSPF

OSPF (Open Shortest Path First) — mnpoTrokon JWHAMHYECKOW MapHIpyTU3ALUH,
OCHOBAHHBIM Ha TEXHOJOTUM OTCIICKMBaHHUSA cocTosHusa KaHana (link-state technology) mu
VCIOJIB3YIOLIMI /11 HaxXOKJAeHUs Kparuaumiero nytu anroputMm Jleiikcrpsl. IIporokon OSPF
pacnpocTpaHsieT UHGOPMALMIO O JTOCTYMHBIX MaplIpyTax MeEXIy MaplIpyTH3aTOpaMu OJHOU
ABTOHOMHOM CUCTEMBI

Komanma ‘ Omnucanue

I'moGanbHBIE HACTPOHKH

router ospf | router ospfo Pexxum koHdurypammm npotokona OSPF
area <id> authentication | Wnentudukarop obmactu OSPF moxer
nssa | range | stub | ObITh ykazaH aapec IPv4  ¢opmar
virtual-1link (A.B.C.D) wiu gecsituunoe 3HayeHue ot
10 4294967295
authentication Brrounts
ayTeHTH()UKALINIO
nssa 3ona tuma NSSA (Not so stubby
area)
-  no-summary HE  TIPHHAMATH
UH(POPMAITHIO 0 CYMMHPOBAHHBIX
BHEIIHUX MapuipyTtax BHYTpp NSSA-
30HBI
- translate type’7
<always/candidate/never>
(GYHKIIMOHHPOBAHUE pexuMa

tpancisitopa (U3 Type7 B TypeS): B
OPUHYIUTETBHOM  PEXHUM/B  pEKUME
BBIOOPOB/HE y4aCTBYET

- range
<ipv4 addr><ipv4 netmask>
CYMMHUPOBAaTh MapUIPyTHI,

COOTBETCTBYIOIIUE JHANA30HY aIpECOB
(TONBKO ISl TPaHUIIBI 30HbI)
-advertise cost <0-16777215>
AQHOHCUPOBATh CO3/JAHHBIA CyMMAapHBIN
MapuipyT ¢ BHIOpAaHHBIM ITOKa3aTelIeM

- not-advertise He aHOHCUPOBATH
CyMMapHbI MapuipyT

- stub Hactpoiika 30HbI B pexume stub

-no-summary HE OTIIPABJIATH
nH(bOopMaIHIO 0 CYMMUPOBAaHHBIX
BHEIIHUX MapIIPyTax

- virtual-link <ipv4 addr>

170



HacTpoiika UCHTU(PHUKATOPA
BUPTYaJbHOTO KaHaja [0 YJIaJeHHOIo
MapuipyTu3aropa

- authentication
ayTeHTH(UKALINIO

- message-digest Hcmoab3oBaTh
ayTreHTH(UKanuio ¢ mudpoBanueM MDS
- null HMcnonp3oBaTh MycTOE 3HAYCHHE
ayTeHTU(UKAIIH

- authentication-key
<encrypted/unencrypted>
HACTpPOWKa MPOCTOH ayTeHTU(UKALUH T10
apoJro

Bxirouuts

- dead-interval <1-65535>
UHTEPBAJl BPEMEHH, 110 HCTCYCHUU
KOTOPOTO cocen OOBSIBIISICTCS
HepaboTarIUM

- hello-interval <1-65535>

Bpems Mmexay nakeramu HELLO

- retransmit-interval <3-
65535> BpemMsa MexAy IOBTOPHOU
nepenadeii OOBSABICHUM O COCTOSIHUU
NOTEPSIHHOTO KaHaia

- message-digest-key <1-255>
md5 <encrypted/unencrypted>
HACTpoOMKa ayTeHTHU(UKALINH c
mudpoBanueM md>5

default-metric <0-16777214>

Y CTaHOBHUTH METPHUKY MapIipyTa

distance <1-255> AJIMUHUCTpPAaTUBHOE paccrosiHue (mo
ymomyanuio 110)
max-metric router-lsa AHoHC  coOctBeHHbIi  Router-LSA ¢

administrative | on-shutdown
<5-100> | on-startup <5-
86400>

MaKCUMaJIbHON METPUKOU

- administrative HacTpauBaeT PeXUM
TynukoBoro  mapmipytuzatopa  OSPF,
OPUMEHSEMbII  aJIMUHUCTPAaTUBHO,  Ha
HEOIPENEIICHHBIN IEPHOL

- on-shutdown <5-100> HacTpauBaeT
OSPF nnst  oObsBIIEHHS MaKCUMalbHOU
METPUKH BO BpeMsl 3aBepllIeHus paboThl B
TE€YEHHE HACTPOECHHOTO IMEpHOJa BPEMEHH.
VYCTpoiicTBO  0OBSBISET MaKCUMAaJIbHYIO
METPUKY, KOIJla PEeXHUM MapLIpyTHU3aTopa
OSPF otkmitouen

-on-startup <5-86400> HacTpauBaeT
OSPF i1t o0ObBsABIEHHS MaKCHMAaJILHOM
METPUKM BO BpeMs 3allycka B TEYEHHUE
HAacCTPOEHHOT0 MEepPHOJa BpeMEHU

network
<ipv4 addr><ipv4 wildcard-
mask> area <area id>

Hacrpoiika mapupytuzanuu B cetu [Pv4
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passive-interface

3amper OOHOBJIGHUS MapIIPYTU3ALUK Ha
nHTepdeiice

redistribute connected metric
<0-16777214> metric-type <1-
2> | rip metric <0-16777214>
metric-type <1-2> | static
metric <0-16777214> metric-
type <1-2>

AHOHCHPOBaHUE MapIIPyTOB
connected metric <0-16777214>

metric-type <1-2>  pa3pemuThb
aHOHCHpOBaHME  connected-MapuIPyTOB,
metric — 3HaYEHUE METPUKH  JUIS

UMIIOPTUPYEMBIX MapLIpyTOB, metric-type
— nomeTka OSPF external

rip metric <0-16777214>
metric-type <1-2> pa3peluTh
AHOHCHPOBAHHUE Tip-MapuIpyTOB, metric —
3HaYeHUE METPUKU JIsi UMIIOPTUPYEMbIX
MapuIpyToB, metric-type — nometka OSPF
external

- static metric <0-16777214> metric-type
<1-2>pa3pemnTh aHOHCHUPOBaHHE static-
MapIIpyToB, metric — 3Ha4eHHUE METPHKHU
JUISE UMIIOPTUPYEMBIX MapLIpyTOB, metric-
type — nometka OSPF external

router-id <ipv4 addr> WUnentudukatop mapmpytuzatopa  JUis
nporiecca OSPF, anpec IPv4 ¢opmar
(A.B.C.D)
HacTtpoiika uatepdeiica
ip ospf authentication | - authentication BKJIFOYUTH

authentication-key | cost |
dead-interval | hello-
interval | message-digest-key
| priority | retransmit-
interval

ayreHTu(ukanuio B OSPF u onpenenuts ee
TUT

- message-digest ayreHTH(dUKanUs C
ucnosib3oBanue mudponanus MDS5

-null He UCHOJB30BATH AyTEHTH(PUKALINIO

- authentication-key
<encrypted/unencrypted>
Ha3HAYUTh Mapojib I ayTeHTU(UKALUU
cocenen

-cost <1-65535> ycTaHOBUTE METPUKY
cocrosiuus kaHana OSPF nnst uaTEpdeiica.
OH ucnosp3yeTcs A pacuera KpaT4alIlero
My TH

- dead-interval <1l-
65535/minimal> ycTaHOBHUTE 3HAYEHHUE
dead-unTepBana

-  hello-interval <1-65535>
YCTaHOBUTE 3HaYeHHE UHTEpBaJa
MIPUBETCTBUS JUII KOHKPETHOTO UHTEpdeiica
- message-digest-key <1l-
255><encrypted/unencrypted>
Hacrpoiika ayTeHTU(UKaLIUS c
mmdposanuem MDS5
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- priority <0-255> VYCTaHOBUTE
npuoputer Mapupytuzaropa OSPF s
KOHKpETHOTO HHTepdeiica

- retransmit-interval <3-
65535> VYcraHoBUTE 3HAYCHHE MHTEpBaia
MOBTOPHOW TmepeAauu il KOHKPETHOTO
uHTepderica. DTo HHTEPBAJI BPEMEHU Tepe]]
IIOBTOPHOW TNepefadyel IMakeTa ONUCAHMS
0a3pl JAHHBIX WM 3alpoca COCTOSHUS
KaHaJa, eCJIM OH He ObUT NOATBEPXK/ICH

Komanzs! npocmotpa undopmanmu o OSPF

show ip ospf OTto6pazuth koHpurypauuo OSPF.

show ip ospf database OtobOpa3uth cocTrossHHe ©Oa3bl JTaHHBIX
nporokosia OSPF.

show ip ospf neighbor OtoOpazuts uHbopManuio o006 OSPF-
COCeIsIX.

show ip ospf interface Oto0pa3uth koHQurypauuto Bcex OSPF-
uHTEPhErCOoB.

show ip ospf route Oto6pasuts Bce OSPF-mapuipyTsl

[Ipumep HaCTpOUKH.

(config) #vlan 1-10

(config) #ip routing

(config) #interface vlan 1

(config-if-vlan)#ip address 192.168.2.120 255.255.255.0
(config-if-vlan) #ipv6 address 2::6/32

(config) #interface vlan 2

(config-if-vlan)#ip address 100.101.105.1 255.255.255.0
(config-if-vlan)#ipv6 address 3:1::6/32

(config) #interface vlan 3

ip address 100.101.106.1 255.255.255.0

ipv6 address 4:1::6/32

config) #router ospf

config-router) #router-id 192.168.2.120

config-router) #redistribute connected

config-router) #redistribute static

config-router) #network 192.168.0.0 0.0.255.255 area 0.0.0.0
config) #router ospf6

config-router) #area 0.0.0.0 range 2::/32
config-router) #fredistribute connected

config-router) #redistribute static

config-router) #interface vlan 1 area 0.0.0.0

(
(
(
(
(
(
(
(
(
(

4.2.57.2. RIP

RIP (Routing Information Protocol) — 3T0 mpoTokon AMHAMHUYECKOW MaplIpyTHU3alluy,
ucnonp3ytoumii anroput™m Distance Vector (paccrosiaue-sektop). [IpoTtokon pacmpocTpanser
UHPOPMALIMIO O CETAX CPeAM MapIIpyTHU3aTOPOB, MO3BOJISAS aBTOMATUYECKH CTPOUTH TAOIUIIBI
MapuIpyTHU3aL1H.

OcHoBHble ocobenHocTH RIP:
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- Metpukoii MapipyTa ciykuT ducio nepexonoB (hop count); MakcCuMaabHOE 3HAYCHUE
METPUKH — 15 (CeTH ¢ OONBIIMM YUCIIOM TEPEX00B UTHOPUPYIOTCS).
- CymectByer nBe Bepcuu RIP:
- RIPv1: kmaccossiii (classful), mmpokoBeniareasHbie 0OHOBICHHUS.
- RIPv2: mognepxuaer CIDR, multicast, ayreHTHUKAIHIO.

Komanma Omnucanue

I'moGanbHbBIE HACTPOHKHU

router rip Boiitu B pexum koHurypamuu RIP

no router rip VY nanser kondurypauuto RIP

default-information originate CooOmiaer  ApyruM  YCTPOMCTBaAM O
HaJIMYUM MapuipyTa IO YMOJIYaHHUIO.
[Ipumeuanue: ITo YMOJTYaHUIO

BKJIIOYAETCS  OTIpaBKa  CTaHJAPTHBIX
MapIIpyTOB (€CIH OHU MPUCYTCTBYIOT).

3amaBaeMasi BpPYYHYIO METpHKa  JUIS
default-metric <1-16> CTaHIAPTHBIX MAPLIPYTOB.

®opmar: Yucio ot 1 g0 16 (uem OGosbiire
YUCJIO0, TEM XYXKE MapIIPYT).
[Ipumeuanue: CrangapTHas METpUKA IO
YMOJIYaHHUIO paBHa 1.

distance <1-255> AJIMUHHCTPAaTHBHOE paccTosiHue
(IpenrmoYTHTEIIBHOCTB ) JUTS
OTIPEIeIIEHHOTO THUITA MApIIPYTOB.
®dopmar: Yucno or 1 mo 255 (MeHbIme
qucna 03HAYaroT Oosee
PEIMOYTUTENbHBIE MAPIIPYTHI).

redistribute connected metric

Ilepepacupenemnser JIOKAJILHBIE
<l-1l6> pepaciipel

NOAKIIYEHHBIE MapuIpyThl B RIP.
®opmart: 3HaueHue MeTpuku ot 1 1o 16.
[Ipumeuanue: MCNONB30BaTh OCTOPOXKHO,
4TOOBI N30€XKaTh METENIb MAPIIPYTU3AIIH.

redistribute ospf metric <1-16> Hepepacnpenenser MapLIpyTel 3

npotokoaa OSPF B RIP.
®opmart: 3HaueHue MeTpuku ot 1 1o 16.
[Ipumeuanmue: BaXKHO IIPaBUJIBHO

HAcCTpauBaTh (QUIBTPBI, YTOOBI M30EXKaTh
KOH(IJIMKTOB MapILIPyTOB.

Ilepepacnpenensier cTaTU4ECKH 3aJaHHBIE
MapuipyTsl B RIP.
®opmart: 3HaueHue MeTpuku ot 1 1o 16.

redistribute static metric <1-16

neighbor <ipv4 addr>
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network <ipv4 addr>

offset-1ist <wordl-31> in | out
<0-16> vlan <vlan id>
passive-interface default | vlan

<vlan list>

timers basic <5-2147483><5-
2147483><5-2147483>

version 1 | 2

Ucnonw3zyercs ans  OpUHYIUTEIBHOTO
OOBSIBIICHUS COCEllell B pPaHHUX BEPCUAX
RIP.

®opwmart: IPv4 agpec

OOBABISIET CETh,
TaHHBIA UHTEpdEricC.
®opwmart: [IPv4 aapec cetn.

JTOCTYIHYIO — 4epe3

[Ipumensiercs s 3aaHus  CMEIICHUN
(MeTpHK) K onpeieICHHBIM MapIIpyTaM Ha
OCHOBaHUU CIHICKOB JIOCTYIIA.

@opmar: HMmsa cnmcka gocryma +
HarpaBjeHue (in/out) + HoBas MeTpHKa +
Homep VLAN.

[IpenorBpamaer pacnpocrtpanenue RIP-
0OBsIBIICHUI Yepe3 yKa3aHHbIH nHTepQeiic
VLAN.

@®opmar: Tun wuntepdeiica (Vlan) +
HoMepa VLAN win KIH04YeBOE CJIOBO
default (st Bcex nunTepgeiicos).

Mensier MHTEPBAJIbI OOHOBJIEHUS,
yIaJeHUusl CTapblX 3aluceil M OYUCTKU
MYCOPHBIX MapIpyTOB.

@®opmar: Tpu BpeMEHHBIX Napamerpa
cootBercTBeHHO: Update Time, Timeout,
Garbage Collection.

- IIpumeuanue: [Io  ymomuanuro
O0OHOBJICHHE MapLIPyTOB UAET Kaxble 30
CEK., OUYMCTKAa YAAJEHHBIX MapIIpyTOB
HaunHaercs cmycts 180 cek., mosHoe
ylaJeHue  1ocie  JOIMOJIHUTEIbHOIO
oxxumanug B 120 cek.

Beibupaer Bepcuro RIP  (Bepcus 1
KJj1accoBast, Bepcus 2 noanepxkusaetr CIDR
Y TPYIIBI MyJIbTUKACTA).

®opwmar: Hudpst 1 wium 2.

HacTporika uHTepderica L3

ip rip authentication key-chain
<wordl-31>

ip rip authentication mode md5 |
text

VYKasplBaeT  LENOYKY  KIIIOYEH
ayTeHTU(uKanuu coobmenuit RIP.
@®opmar: <wordl-31> — Ha3BaHHe
LEMOYKH.

TS

Ompenenser MeTo[ ayTeHTU(DHUKAIIUU:
MDS35-xemupoBanue Uil NPOCTOU TEKCT.

- md5: Hcnons3oBanue
Kpunrorpaguueckoro xsma MDS5 ans
3aIUThI HETOCTHOCTU COOOIIEHUH.
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ip rip authentication string
encrypted <wordl28>

ip rip authentication string
unencrypted <wordl-15>

ip rip receive version 1 | 2 |

none

ip rip send version 1 | 2

ip rip split-horizon poisoned-
reverse

- text: IIpocToit Tekct 6e3 muppoBaHU
(MeHee 6e30macHBIN BapHUaHT).

YcranaBnuBaeT 3amd@poBaHHYIO CTPOKY
napoJist AJisl ayTeHTU(DUKAITUH.

®dopmar: <word128> — maposb IIMHOM
o 128 cuMBOIIOB.

YcranaBnuBaer He3amu(pPOBaHHYIO
CTPOKY MapoJis Ui ayTeHTU(PUKAIIIH.
®opmar: <wordl-15> — crpoka mapods
JUIMHOM 10 15 cuMBOJIOB.

VYupasnsier RIP-
IIAKETOB.

- 1: Tonbko naketsl RIPv1 nmpunumarorcs.
- 2: Tonbko nakeTsl RIPV2 npunumarorcs.

NpuéMOM  BEpCHil

- none: Ilaketst RIP BooOme He
MPUHUMAIOTCSL.

Vmpasnser ortnpaBkoil Bepcuii  RIP-
IIaKETOB.

- 1: ornpassitores TonbKo nakersl RIPvI.
- 2: OTHPABJISAIOTCS TOJIBKO MakeThl RIPv2.

Bxirowaer  MexaHuU3M  paclIeTIeHUs
ropusoHta (split horizon) ¢ oOpaTHBIM
OTpaBJICHUEM (POisSon reverse).

[IpuHnun padoTel: MapuipyThl, IpUHATHIE
¢ wuHTepdeiica, oOpaTHO Ha OTOT Ke
uHTEpPeic He OTIPaBIISIIOTCS.
OcobenHoctu: 3TO MIOMOTaeT
MPEOTBPAIIATH METIM MAPIIPYTH3AIHH.

bazoBebiit npumep Hactpoiiku RIP myis 2 kommyTaTopos:

[ITar 1: bazoBast HacTpoliKa KOMMYTaTOPOB

1.1 Kondurypanus ycrpoiictea SW1

hostname SW1

vlan 1-4

interface GigabitEthernet 1/4
switchport mode trunk

switchport trunk allowed vlan 1-4

interface vlan 1

ip address 192.168.1.10 255.255.255.0

interface vlan 2

ip address 192.168.2.1 255.255.255.0

interface vlan 3

ip address 192.168.3.1 255.255.255.0

interface vlan 4
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ip address 192.168.4.1 255.255.255.0

1.2 Kondurypanus ycrporictea SW2

hostname SW2
vlian 1,10-13

interface GigabitEthernet 1/4

switchport mode trunk

switchport trunk allowed vlan 1,10-13
interface vlan 1

ip address 192.168.1.16 255.255.255.0
interface vlan 10

ip address 192.168.10.1 255.255.255.0
interface vlan 11

ip address 192.168.11.1 255.255.255.0
interface vlan 12

ip address 192.168.12.1 255.255.255.0
interface vlan 13

ip address 192.168.13.1 255.255.255.0

[IIar 2: Hactpoiika npotokoja RIP

2.1 Ha SW1:

router rip
version 2
network 192.168.
network 192.168.
network 192.168.
network 192.168.

DS N
O O O O

2.2 Ha SW2:

router rip

version 2

network 192.168.1.0
network 192.168.10.0
network 192.168.11.0
network 192.168.12.0
network 192.168.13.0

Kax npoBeputsb npaBuIbHOCTh HACTPOUKH?
[Tocne 3aBepiIeHUs] HACTPOEK BBEIUTE HA 00OMX KOMMYTAaTOPax KOMaHYy:

show ip route - oHa oTOOpaxaeT TabIMIly MapIIpyTHU3aLUU, TJ€ MOYKHO YBHUJIETh MapILIPYThI,

MOJIY4YEHHBIE OT BTOPOI'O YCTPOMCTBA.
Komanae! qo1s nuarmoctuku RIP:

Komanna show ip rip BBIBOOUT MOAPOOHYIO MHGOPMALMIO O COCTOSHUHM M IapaMeTpax

nporokona RIP.

Komanna show ip rip database npeanasHaueHa asst oToopaskeHus 6a3bl JaHHBIX MapIIPYTOB

nporokona RIP.
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4.2.57.3. IS-IS

IS-IS (intermediate system to intermediate system) — NPOTOKOJI JTHHAMHYECKOM
MapuUIpyTHU3alui, OCHOBAaHHBIM Ha cocTostHuU KaHaloB (link-state). On paboTaer Mo anropuTMy
JIeMKCTpbl U CTPOUT €IuHYI0 0a3y JaHHBIX TOIMOJIOTUU CETH, YTOOBI BBIOMPATH ONTHMAJbHbIC
MapUIpyThl U iepenaun JaHHbIX. [S-IS mpencraBnser coboil mpOTOKOI BHYTPEHHETO MITI03a
(IGP). IIporokon IS-IS pacnpocTpanseT HHPOPMALUIO O JMOCTYMHBIX MapIIPyTax MEXITy
MapLIPyTU3aTOPAMH OJTHOM aBTOHOMHOM CHUCTEMBI.

Komanpa nacrpoiiku ISIS Onucanue

router isis <word> BoiitTu B pexuM  KOHPUTypUPOBAHHSA
MapuipyTtusartopa ISIS.

area-password [clear|md5] Hacrpoiika naposns ayreHTHGHUKALMK 007IaCTH

<word> - clear — ayTeHTU(UKALUSA OTKPBITHIM

TEKCTOM,;
-md5 — ayrentudukamus MDS.

domain-password [clear |md5]
<word>

Hacrpoiika naposs ayTeHTH()UKAIMN TOMEHA
- clear — ayTeHTU(UKAIUSA OTKPBITHIM
TEKCTOM;

- md5 — ayrentudukanus MDS5.

is-type [level-1]| level-1-2]
level-2-only]

Hacrpoiika Tumna mapuipytruszaTtopa B JOMEHE:
- level-1 — Bce B3aUMOJEUCTBHUA
MPOUCXOAT Ha | ypOBHE;

- level-2-only— Bce B3aUMOJICHCTBUA Ha
2 ypOBHE;

- level-1-2 — yCTPOWCTBO NOAIEPKHUBACT
B3aUMOJEICTBUSA

000MX ypOBHEM.

log-adjacency-changes

Britouenne B KypHan uHpopMmManuu 00
W3MEHEHHSIX B  OTHOIICHUSX CMEXHOCTH
MeX a1y Mapuipytusaropamu ISIS.

lsp-gen-interval [<1-
120> | level-1]level-2] <1-120>

Hacrpoilka MHMHMManbHOTO HTEpBajga B
CEeKyHJaX MeXIy IOBTOPHOM TIeHepauuen
oJHoro u toro xe LSP

- level — ypoBeHb, IS KOTOPOIO
YKa3bIBaCTCSI UHTEPBAJI.

Ecnu He yka3biBaTh, HHTEpBaI NPUMEHUTCS K
000UM YPOBHSIM.

lsp-refresh-interval
[<1-65235>|1evel-1|level-2]
<1-65235>

Hacrtpoilka MakcuMajabHOTO HHTEpBaja B
CEKyHJ1ax, Mexay reHepanueiit LSP.

- level — ypoBeHb, I KOTOPOIO
YKa3bIBaCTCSI UHTEPBAJI.

Ecnun He yka3piBaTh, MHTEpBaI NPUMEHUTCS K
000MM YPOBHSIM.

max—-lsp-lifetime [<350-
65535>|level-1]level-2] <350-
65235>

Hacrpoiika Bpemenn xun3uu LSP.

3HayeHue JO0KHO ObITh xoTs Obl Ha 300
CeKyH/ O0JbIIIE,

yeM Isp-refresh-interval.

level — YpOBEHb, IIig
YKa3bIBACTCSl BPEMHI.

KOTOpPOTO
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Ecin He yka3piBaTh, BpeMsi NPHUMEHUTCS K
000HM YPOBHSIM.

metric-style
[narrow|transition|wide]

Hacrpoiika cTuis MeTpuKu.

- narrow — IOAJEPKHUBATH  TOJIBKO
CTaHJapTHYIO (Y3KYIO0)

METPHUKY.

-wide — [MOAAEP)KUBATh TOJIBKO

PaCUIMPEHHYIO METPHUKY.
- transition — nogaepxuBaTh 00a CTHIIA
METPUKH.

mpls-te [on|router-address]

Bxitouenne  ¢ynknmonana MPLS-TE wn
HACTPOHKa CTAaTUYECKOTO ip-azpeca.

mpls-te [on|inter-as] [level-
lilevel-1-2|level-2-only]

Bxmtouenne  ¢ynknmonana MPLS-TE n
HacTpoiika ypoBHs aist INTER-AS LSP.

net <word>

Haznauenne NET agpec — yHHKaJbHBIHA
UICHTH(PHUKATOP MapIIPyTH3aTOpa B

npenenax IS-IS nmomena. Ilpu 3anucu NET
HCIIOb3YEeTCS

HIECTHAAIIATEPUYHAS CUCTEMAa CUUCIICHUSI.

set-overload-bit

VYcraHoBka Ourta neperpy3ku, KOTOpPBIH
YKa3blBa€T JApPYTUM MaplIpyTHU3aTopaM He
HCIIOB30BAaTh JIAHHBIA MapLIpyTH3aToOp Kak
TPAH3UTHBIN U1 IEpejaul JaHHbIX.

spf-interval [<1-120>]|level-
l|level-2] <1-120>

Hacrtpoiika MUHMMAaIbHOTO UHTEPBAJIA MEXKAY
nociuenosareabHbiMu - pacdyeramu  SPF B
CEeKyH/ax.

- level — ypoBeHb, I KOTOPOIro
YKa3bIBaCTCsI HHTEPBAJI.

Ecnu He yka3plBaTh, MHTEpBaI NPUMEHUTCS K
000UM YPOBHSIM.

Komana HacTpoiiku uHTEpdeiica vlan

Omucanue

ip router isis <word>

Bxmrouenne mapmpytusammu - IS-IS i
uHTepdeiica

isis circuit-type [level-
lllevel-1-2|level-2-only]

Hacrpoiika YPOBHS COCeaCcTBa TS
uHTepdeiica

isis csnp-interval <1-600>
[level-1]level-2]

Hactpoiika wuntepBana otnpaBku CSNP B
CeKyH/Iax

- level — ypoBeHb, IS KOTOPOIO
YKa3bIBAa€TCsl HHTEPBAJ.

Ecnu He yka3piBaTh, HHTEpBaJ IPUMEHUTCS K
000UM YPOBHSIM.

isis hello padding

BxiroueHne maaguHT BO BCEX COOOLIEHMSIX
HELLO

isis hello-interval <1-600>
[level-1]|level-2]

Hacrpoitka wunHTepBaia mma  HELLO B
CEKyHIax

- level — ypoBeHb, I KOTOPOIrO
YKa3bIBAa€TCsl HHTEPBAJ.

Ecnu He yka3piBaTh, HHTEpBAJ IPUMEHHUTCS K
000HM YPOBHSIM.

isis hello-multiplier <2-100>
[level-1]level-2]

Hactpoiika MHOXXHUTENS BPEMEHU ylepiKaHUs
(hold-timemultiplier) qst makeroB HELLO
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isis metric <0-16777215>
[level-1]|level-2]

Hacrpoiika METPUKHU st IAHHOTO
uHTepdeiica.
- level — ypoBenb IS-IS, nna xoroporo

OyJeT IPUMEHSITHCSI METPHUKA.

isis network point-to-point

YcranoButh THI HHTEpdeiica point-to-point.

isis passive

[TepeBectu nHTEpdEiic B MacCHBHBIN pekuM. B
3TOM pEKUME
uHTepdeiic He OTMIpaBisieT U HE MPUHUMAET
HELLOPDU.

isis password [clear|md5]
<word>

Hactpolika napoiist ayreHTH()UKAIMU KaHaIa

- clear — ayreHTU(UKANHUS OTKPHITHIM
TEKCTOM;

- md5 — ayrentudukanus MDS.

isis priority <0-127>
[level-1]|level-2]

Hactpoiika  mpuopurera s BbeIOOpa
HA3HA4YE€HHOI'0 MapUIpyTU3aTopa

- level — ypoBeHb, I KOTOPOIrO
YKa3bIBACTCS IPUOPHUTET.

Ecnu He yka3bIBaTh, IPUOPUTET IPUMEHUTCS K

000MM YPOBHSIM.

isis psnp-interval <0-120>
[level-1]level-2]

Hactpolika wuHTEepBasia OTHpPABKU I1aKETOB
PSNP

- level — ypoBeHb, I KOTOPOIrO
YKa3bIBA€TCSA UHTEPBAJL.

Ecnu He ykasbiBaTh, MHTEPBAJ IPUMEHUTCS K
000MM YPOBHSIM.

isis three-way-handshake

BKII0UHMTh TPEXCTOPOHHEE PYKOMOKATHE

Komanna npocmotpa unpopmarmu o ISIS

Omucanue

show isis database OtoOpasutes  0a3y  JaHHBIX  TOIOJIOTUH
[<word>|detail] nporokoia IS-IS.
- detail — ortoOpaxeHue MOAPOOHON
uHpopmanuu o TLV;
- <word> — oToOpakeHue HH(POpPMAIUHU 110
BbIOpanHoi LSPID
show isis hostname Oto6pazuts usBectHble ISIS Hostname
show isis interface -vlan-id — oroOpa3uTh uHpopmMalno 00
[<vlan-id>|detail] untepdetice vlan, ygactyromem B IS-IS
- detail — otoOpa3uth HH(POPMALIUIO O

Bcex MHTep(elicax vlan, yuactByromux B IS-
IS.

show isis mpls-te interface
[<vlan id>]|router]

OT00pa3uTh napaMeTpbl yIpaBlIeHUs
tpadukom MPLS mys Bcex MM yKa3aHHOTO
uHTepdeiica.

show isis neighbor
[<word>|detail]

OtoOpa3uTh HHPOPMAIIMIO O BCEX WU
YKa3aHHOM COCEJIsIX.

- detail — oTO0Opa3uTh JETANBHYIO
MHG(OPMALIHIO O COCesIX.

show isis spf-delay-ietf

OTtob6pa3ute uHOpMaIUio o 3anepxkke IS-
ISSPF

show isis summary

OT00pa3uTh  KpaTKyro
cocrostHuu IS-IS

uHpOpMALIUIO O

show isis topology

Otob6pa3ute Tomosoruto myrtedl IS-IS
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[level-1]level-2] MIPOMEKYTOUYHBIM CHUCTEMAM IJIO0ATBHO WM
JUISL YKaQ3aHHOI'O YPOBHS

[Ipumep HACTPOUKH.

# configure terminal
(config)# vlan 20-21
(config) # ip routing
(config) # interface GigabitEthernet 1/2

(config-if) #s witchport mode trunk

(config-if)# switchport trunk allowed vlan all

(config) # interface vlan 1

(config-if-vlan)# ip address 192.168.1.240 255.255.255.0
(config) # interface vlan 20

(config-if-vlan)# ip address 192.168.20.240 255.255.255.0
(config-if-vlan)# ip router isis 1

(config) # interface vlan 21

(config-if-vlan)# ip address 192.168.21.240 255.255.255.0
(config) # router isis 1

(config-router)# net 49.0001.0000.0000.0240.00

4.2574. BGP

BGP (Border Gateway Protocol — mpoTOKO0JI TPaHUYHOTO IIUTI03a) SIBJISIETCS IIPOTOKOIOM
MapuIpyTU3alud MeX1y aBTOHOMHbIMHM cuctemMamu (AS). IIpotokon BGP npeanasnauen ans
oOmena wH(popMamueir o0 AOCTIKUMOCTH ToOjceTell Mexay AS, TO ecTh TIpynmnamu
MapuIpyTU3aTOPOB IOJ €IUHBIM TEXHUYECKUM U  aJMUHUCTPATUBHBIM YIpaBICHUEM,
MCIOJIb3YIOLIMMH MTPOTOKOJ BHYTPUIOMEHHON MapLIpyTHU3alMM JJIsS OINpENeiIeHHs] MaplIpyTOB
BHYTpH ce€0si W IPOTOKOJ MEXJIOMEHHOM MapIIpyTU3alUKu JAJs OIpeNesIeHUus] MapuipyToB
JIOCTaBKH MAKEeTOB B Jpyrue AS.

Komanna Onucanue

I'moGanbHBIE HACTPOHKH

router bgp <1-4294967295> BxiarouuTs MapmpyTHU3aluio I0 MPOTOKOIY
BGP.

3anarh uneHTuGUKaTop AS U BOUTH B PEKUM
€ro KOHQUTIYpUPOBaHHSL.

Hactpoliku koHpurypupoBanus mapuipytuzaropa BGP

aggregate-address BxiarounTs arperamuro crienuPUIHBIX
[ {<ipv4_subnet> | <ipv6_subnet>} MapIupyToB

] [{as—-set|summary-only}]

bgp always-compare-med Bxnrounts cpaBHenue merpuku (MED) mpu
BBIOOpE MapHipyTa.

bgp bestpath compare-routerid Hcnonb3yercs IS yKa3aHUs
MapuIpyTU3aTopy, 4TO npu BBIOOpE

HaWJIy4dIlero MapupyTa, €ciid JBa MaplipyTa
MMEIOT  OJHMHAKOBBIE  3HAYEHUS  JPYTUX
aTpuOyTOB, TO MapLIPyT C MeHbIINM Router ID
JIOJKEH OBITh MPEIOYTUTENIbHEE.
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as-path
confed

multipath-relax

- Hcnonb3yercst TSt yKa3aHus
MaplIpyTH3aToOpy HWTHOPHPOBATh  aTpuUOyT
AS PATH npu BbIOOpe JTydllIero MapuipyTa,
ecaIM  3TOT  HyTh  NPOXOAUT  4epes
koHpwurypamuio Confederations.

- HacrpauBaer mnpOTOKON IOTPAHUYHOTO
muiroza  (BGP)  ms oOpabGoTtkm  nBYX
MapuipyroB BGP kak paBHOLEHHBIX, aaxe
ecyid X AS-IyTy pa3inyaroTcs, Py yCIOBUH,
yTO JnuHa UX AS-mytell u apyrue
COOTBETCTBYIOIIKE aTPUOYThI OJMHAKOBBI.

bgp cluster-id <ipv4 addr>

3anate uaeHTUuGUKATOP KIIacTepa

bgp dampening

<1-45> Half-1life time
<1-20000> Reuse-limit
<1-20000> Value to start
suppressing a route

<1-255> Maximum Suppress-time

Hactpoiika MeXaHn3Ma 3aIUTEI oT
HECTa0MIILHOCTH MapIIPyTOB

bgp deterministic-med

N3mensier mporecc BbIOOpa JTyYIIEro ITyTH.
Ilocme BKIIOYCHUS KOMAaHIBI, 3HAYCHUC
atpubyra MED Oyner mnpoBepsTbcs cpasy
nocse npoBepku AS-path.

bgp ebgp-requires-policy

Ucnone3yercss s TpeOOBaHUSA MPUMEHEHHS
MOJIUTUKHU MapLIpyTU3ALUU npu
ycTaHoBieHHH ceanca eBGP

bgp listen range
[{<ipv4 subnet>|<ipv4 subnet>
peer—-group <word>}]

Konduryparus JHHAMAYECKOTO COCEACTBA
BGP (peerings) Ha OCHOBE 3a/JlaHHOTO
nuana3ona IP-anpecos.

bgp route-reflector allow-
outbound-policy

Hacrtpoiika oTnpaBku aHOHCOB MapHIpyTOB,
IMOJIYUCHHBIC OT KJIIMCHTA, APYTr'UM KIIMCHTaM,
Ja’Ke €CJIA ATH MapIIPYThl He OBUTH MOTY4YEHbI
ot camoro Route Reflector Hampsimyio.

bgp router-id [{<ipv4 addr>

VY cTaHOBUTH UICHTUPUKATOD
Mapupyrtuzaropa BGP

distance [{<1-255>|bgp VYcTaHOBUTh 3HAa4Y€HUsT AJIMHHUCTPATUBHOTO
paccTosIHUS

neighbor 3anars [Pv4- unu IPv6-aapec nns BGP-cocena

[{<ipv4_addr>|<ipv6_addr>|<wor | u Bkmouenue noauepxku address family.

d>}] activate

neighbor Bxiirouenue oTnpaBKu BCEX JOCTYIHBIX MyTEH

[{<ipv4 addr>|<ipv6 addr>|<wor
d>}] addpath-tx-all-paths

(path)

neighbor
[{<ipv4 addr>|<ipv6 addr>|<wor

BxiroueHne  OTHpaBKM — TOJBKO  JIYYILIETO
MapIIpyTa, paCCYMTAHHOTO Ha YpOBHE AS

d>}] addpath-tx-bestpath-per-
AS
neighbor HacTpoiika uHTEpBasa, ¢ KOTOPBIM COCEIHUI

[{<ipv4 addr>|<ipv6_ addr>|<wor

MapuipyTu3aTop Oyzner OTIIPABIIATH

d>}] advertisement-interval co00IIEeHNs 06 OOHOBIEHUAX MapLIPYTH3AIUHI
<0-600>
neighbor HacTpolika NprHAMATh BXOJISIIHE MAPIIPYThI
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[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] [{<1-10>|origin}]

¢ AS-tyteM, conepxamum HoMep AS ¢ TeM ke
3HAUEHUEM, YTO U y TEKyIIed CuCTeEMHON AS.
[Tapamerp (1-10) yka3bIBaeT KOJUYECTBO
JIOTTYCTUMBIX BXOXAEHUM HOMEpa AS CHCTEMBI
B AS-niyTn.
[TapameTp origin yka3pIBaeT Ha MPUEM TOJIBKO
MapuipyToB, CO3JaHHbIX C TEM K€ HOMEPOM
AS, 4TO U Y CUCTEMBI.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] as-override

Hacrpoiika nepeomnpeaenenust Homepa AS npu
aHOHCE MapIIPYTOB 3TOMY COCELY.

neighbor

[{<ipv4 addr>|<ipv6 addr>|<wor
d>}] attribute-unchanged [{as-
path|med|next-hop}]

Brutouaer  arpuOyThl, KOTOpBIE CIEAYyEeT
OCTaBUTh 0€3 M3MEHEHUl [Js AaHOHCOB,
OTIIPABJISIEMBIX OJHOPAHTOBOMY Y3I1y.

neighbor

[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] bfd [{<2-255>|check-
control-plane-
failure|multihop|singlehop}]

Hactpoiika BFD wna BGP-

COCCACTBC.

IIpOTOKOJIa

neighbor
[{<ipv4 addr>|<ipv6 addr>|<wor
d>}] capability dynamic

Britouaer JUHAMUYECKYHO COTJIACOBAHHOCTh
Bo3MmoxHOCTe BGP.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<wor
d>}] extended-nexthop

Bxirodaer mojiep)kKa pacuIMpeHHBIX next-
hop anpecos.

neighbor

[{<ipv4 addr>|<ipv6 addr>|<wor
d>}] capability orf
[{both|receive|send}]

Hactpotika
MapIIpPyTOB.

bunpTparus UCXOIALINX

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] default-originate

AHOHCUPOBATh MapLIPyTa MO YMOITYAHHUIO.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] description <1ine80>

Onucanue COCCACTBA.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] disable-connected-check

OtknroueHue IIPOBEPKHU
MOJIKIIFOYEHUS COCea.

¢bu3nveckoro

neighbor

[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] distribute-list <word>
[{in|out}]

Hacrpoliika ¢puapTpanuy aHOHCOB MapLIpyTOB.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] dont-capability-negotiate

OTkII0YeHHE TEPETOBOPOB O BO3MOXKHOCTSX
(capabilities) BGP ¢ cocemom.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] ebgp-multihop

BxiroueHHe yCTaHOBKH CECCHHM C COCEIOM,
ucnoib3ys nporokoa EBGP

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] enforce-first-as

Bxiroyaer mpoBepKy  COOTBETCTBHSI  UTO
nepBblii AS-HOMED B ITyTH AS, IOTyYEHHOM OT
cocella, COOTBETCTBYET OkuaaemMomy AS-
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HOMEpY 3TOTO COCeNa.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor

Bkmrouaer okmpanme, 49ro mnaketel BGP,
OTMPABIIIEMbIE 3TOMY COCEAY, MOTYT MPOUTH

d>}] enforce-multihop yepes HECKOJIBKO IIPOMEKYTOUHBIX
MapIIpyTH3aTOPOB, @ HE TOJIBLKO HAMPIMYIO.
neighbor Hacrpoiika MIPUMEHEHUS bunmpTpa

[{<ipv4 addr>|<ipv6_ addr>|<wor

MapHIpyTOB, KOTOPBIM OIpEeAesieH CIHUCKOM

d>}] filter-list <word> (buUIBTPOB.
[{in]out}]
neighbor Hacrtpoiika anpTrepHaTMBHOH AS 11 3TOro

[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] local-as <1-4294967295>
no-prepend

replace-as

nporuecca BGP

- Ecmu ykazan arpuOyTt no-prepend, TO
mpenocTaBlieHHbIH local-as He moOaBisieTcs K
nonydeHHomy AS PATH.

- Ecnu yxazan arpubyt replace-as, To mpu

nepeaaye 0OHOBJIICHUI JIOKAJIbHBIX
MapHIpyTOB 3TOMY OJHOPAHTOBOMY Y3JIy K
AS PATH nobasisteTcst TOJIBKO

npegocTaBieHHbIN local-as.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<wor
d>}] maximum-prefix <uint>

Hacrtpoiika orpaHuueHHss Ha KOJIUYECTBO
npedrKCcoB, KOTOPBIE MAPUIPYTHU3ATOP IPHUMET
0T cocela.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor

Brutouaet n3menenue arpulyrta next-hop ms
MapuIpyToB, MOIYYEHHBIX OT YKa3aHHOI'O

d>}] next-hop-self coce/la Ha CBO.

all - atpuOyt all yka3piBaeT, yTo KOMaHaa next-
hop-self mpumensiercs ko BceM MapuipyTam,
TOJY4YEHHBIM OT YKa3aHHOTO cOce/ia.

neighbor OtkirovaeT MPOBEPKY HAJTUYUS

[{<ipv4 addr>|<ipv6_ addr>|<wor

orpeJiesnieHHoH capability y cocena.

d>}] override-capability

neighbor OTKIIIOYaeT UWHMIUAIIMIO COCIUHEHHS C
[{<ipv4 addr>|<ipv6_ addr>|<wor COCEOM.

d>}] passive

neighbor YcTaHoBUTH MapoJib.

[{<ipv4 addr>|<ipv6_ addr>|<wor

d>}] password

neighbor Bxurouenue coceacrsa B rpyIine.

[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] peer-group <word>

neighbor

[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] prefix-list <word>
[{in|out}]

Hactpoiika npuMeHeHus crucka npe@uKcoB.

neighbor

[{<ipv4 addr>|<ipv6 addr>|<wor
d>}] remote-as [{<1-
4294967295>|external |internal}
]

Hacrtpoiika HOMepa AS mns cocema wim
onpeJieleHue K Kakoi AS OH NpUHATICKUT.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor

Vnanenne dYacTHBIX HOMEPOB aBTOHOMHBIX
cucteM (ASN) B ucxoasmux 0OHOBIICHUSX
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d>}] remove-private-AS
[all | replace-AS]

neighbor

[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] route-map <word>
[export|import|in|out]

VYkazanue MapIuIpyTHOU KapThl,
IPEJCTABIAIONIENH IOJUTHUKY HMMIIOpTa WIN
9KCIIOPTa OJJHOPAHIOBOI'0 y3J1a, HACTPOEHHOT'O
Kak RS-kauent

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] route-reflector-client

VYceraHoBuTh 310T y3ei kak RR

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] route-server-client

Y cTaHOBUTH 3TOT y3ei Kak RS

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor

Bruttouenue otnpaBku BGP Community

d>}] send-community

neighbor OTKiIroueHne cocena oe3 yAaJICHU
[{<ipv4_addr>|<ipv6_addr>|<wor | koH(Urypaluu Ijst HEro

d>}] shutdown

neighbor Bxirouaer NnpuMEHEHHE HOBBIX IIOJIMTHK H

[{<ipv4 addr>|<ipv6_ addr>|<wor

MapIIpyTHOMI nHbopmanuu 0e3

d>}] soft-reconfiguration MePEYCTAaHOBKH CEaHca

inbound

neighbor Ora KOMaHJa HCIIOJIB3YeTCS IS YKa3aHHs

[{<ipv4_addr>|<ipv6_addr>|<wOor |Toro, 4Yro  MapIIPyThl,  OOBABICHHbLIE

d>}] solo OJTHOPAHTOBBIM y3JI0M, HE JIOJKHBI
OTpaXkaThCsi 00OpaTHO

neighbor Hactpoiika cTpororo cpaBHeHHs yIaIEHHbIX 1

[{<ipv4_addr>|<ipv6_addr>|<wor | joKalbHBIX BO3MOXHOCTEH. Ecimu

d>}] strict-capability-match BO3MOKHOCTH  Pa3IMYaloTCs, OTIPABISETCS
ommbka «HemoxnepxuBaemasi BO3MOKHOCTBY
Y COeIMHEHUE cOpachIBaeTCs

neighbor VYcranoButh TaiiMepsl connect, keepalive u

[{<ipv4 addr>|<ipv6 addr>|<wor | hold mus cocena.

d>}] timers [<0-

65535>|connect] <1-65535>

neighbor OmnpeneneHne KOJIUYECTBA IEPEXOJOB, TPHU

[{<ipv4 addr>|<ipv6_ addr>|<wor

KOTOpOM OyJeT pa3pelieHo CTaTh COCEIsMHU.

d>}] ttl-security hops <uint> DTa KOMaH/A SBISETCS B3aUMOHUCKIIIOYAOIIEH
c ebgp-multihop.
neighbor [MonuTtuka ¢uabTpanuu, KOTOpas OTMEHSET

[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] unsuppress-map <word>

paHee YCTaHOBIEHHOE OTPaHUYEHUE HAa aHOHC
ONPEJIEICHHBIX MAPIIPYTOB.

neighbor

[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] update-source

[{<ipv4 addr>|<ipv6 addr>|<wor
d>}]

VYka3zaHue UCXOIHOTO aznpeca i ceanca BGP
C OTHM COCEZIOM.

neighbor
[{<ipv4 addr>|<ipv6_ addr>|<wor
d>}] weight <0-65535>

YcranoButh aTpubyT weight uist aToro cocena

network
[<ipv4 addr>|<ipv4 subnet>|<ip

Vkazanue ceTed I aHOHCA W HACTpOMKa
aTpuOyTOB U MOJUTHK JJIsl HUX
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v6 subnet>] [backdoor|label-
index |mask|route-map]

redistribute

[connected|kernel|ospf|riplsta

tic|vpn]

Bxiroyaer MMIOpPT M 3KCIOPT MapIpPyTOB,
COOTBETCTBYIOIIUX BHIOPAHHOMY MapaMeTpy

table-map <word>

Hactpoiika kapTbl MapLIpyTOB

update-delay <uint><uint>

Bkioyaer peXHMM «TOJNIBKO YTEHHE» Ha
yKa3aHHOE BpeMs IIpHU Iepesarycke mporecca
BGP

Hacrpoiika ogHOaapecHor U MHOroaapecHoi mapupyrtuzanuu B MBGP

address—-family [ipv4|ipv6]

multicast

Bxox B naacrpoiitky MBGP mns nactpoiiku
MHOT0aJpPECHON MapIIpyTH3ALIHH.

address—-family [ipv4d|ipVv6]
unicast

Bxon B Haactpoiiky MBGP miist Hactpoiiku
OJHOAAPECHON MapUIPYTU3ALIMH.

Komaner npocmotpa napopmarn o BGP

show

[<ipv4 addr>|<ipv6 addr>|<ipv4

bgp

__subnet>|[<ipv6 subnet>]
[bestpath|multipath]|longer-

prefixes]

BeiBog  umHGpopMaru 00  ONTHMaIbHBIX
MapuIpyTax u OOBSIBIICHUSIX Oonee
cnenuuIHbIX MpePUKCOB IS BBIOPAHHOM
MOJICETH

show bgp attribute-info

Ucnonw3yercss ang mpocMoTpa MOApOOHOM
undopmanuu 06 atpudyrax mytu BGP

show bgp cidr-only Hcnonb3yercd mig mpocMoTpa MapLIpyTHOM
tabnuiel BGP u oto6pakenus tonpko CIDR-
0JI0KOB (ceTeit) B TabuIie

show bgp community [TokaspiBaeT wuHpOpManuio 00 aTpudyrax
BGPCommunity, MIPUMEHEHHBIX K
MapIuipyTam.

show bgp community-info Ucnons3yetcs muist mpocMoTpa nHOpmMaIuu o
BGP-coo6mectBax (BGP communities)

show bgp community-list [Toka3piBae€T CHHCOK  HACTPOCHHBIX  HA

Mapuipytuzarope BGP-coolmiects U mpaBui
(bunpTpauu, KOTOpHIE HCHOIB3YIOTCS JIA
yOpaBlIeHUST MapuipyTamMu H Tpa@uKoOM B
BGP-ceTsx

show bgp dampening

paths|flap-
statistics|parameters]

[dampened-

IIpocMoTp  MapumIpyTOB, KOTOpble ObUIN
BPEMEHHO  TOJaBjieHbl  (3a0JOKMpPOBAHBI),
CTaTUCTHKE 10 HECTAOMIIBHOCTU MapILIPYTOB U
HacTpoeHHble napaMeTpbl MexaHusma BGP
Route Dampening

show bgp detail

OtoOpakeHue noOApoOHONH HHGOPMALUU O
cocTostHuM nporokosna BGP

show bgp filter-list <word>

[Toka3zpiBaeT MH(OPMAIHIO 110 PUIBTPY

show bgp import-check-table
detail

[Toka3piBaeT mOAPOOHYI0 HH(POPMALIUIO O
KOH(IIMKTaX MpH UMIIopTe MapiipyTos B BGP-
TaOJIMIly U3 JIOKAJIBHBIX JaHHBIX (HaIpumep,
n3 OSPF uinu cratuuecKkux MapiipyToB).

show bgp 12vpn evpn

[all |neighbors|rd|statistics|u

Hcnons3yercs JUTSL O0TOOpaXKeHUs
unpopmanuu o BGP B kontekcre Ethernet
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pdate-groups]

VPN (EVPN).

show bgp large-community [<0-
65535>|exact-match]

BrBoguT cnimcok Bcex BGP large-community
aTpuOyTOB, KOTOpbhIE OBUIM HACTPOCHBI, C
yKa3aHHEM UX THIIA U HICHTU(UKATOpA CETH.

show bgp large-community-info

OtoOpakaeT wHPOpPMAIIMIO O TOM, Kak
obOpabateiBatoTcss u miepenarorcss BGP large
communities MEXy THPaMH.

show bgp large-community-list
[<1-500>|<word>] exact-match

Hcnione3yercst a1st 0TOOpaskeHHs, yKa3aHHOTO
BGP large community, KoTOpblii OBLIO
HACTPOCHO U MPUMEHSIETCS B CETH

show bgp memory

Hcnonb3yercss [uisi mpocMoTpa MOAPOOHOM

nHpopmaruu 00 WCITOJIb30BaHUU
JMHAMUYECKOU maMsT npoTokosiom BGP
show bgp multicast paths Hcnons3yercs IS OTOOPaKEHHS

nH(OPMALIUY O MYJTBTHKACTOBBIX MapIIPYyTax,
KOoTOpble ObUTM TiepedaHsl 4epe3 Multicast
BGP (MBGP)

show bgp neighbors

[<ipv4 addr>|<ipv6 addr>|<word
>] [advertised-
routes | dampened-
routes|filtered-routes|flap-
statistics|prefix-
counts|received|received-
routes|routes]

Hcnone3yercs 11 oToOpa>keHUs: MapIuipyToB,
KOTOpbI€ ObUIM aHOHCHPOBAHBI, [10/1aBJIEHHBIX
MapuipyToB U3-3a HMX HECTaOMIBHOCTH,
OT(UIBTPOBAHHBIX  MapUIPYTOB  COTJIACHO
3a/IaHHBIM npaBujam, CTaTUCTUKH
HECTAaOUJILHOTO  COEMHEHUS, KOJUYECTBO
AQHOHCHUPYEMBIX MNPEPUKCOB U  MPUHATHIX
MapuIpyTOB

show bgp nexthop detail

Hcnonb3yercs s 0TOOpaKEHUS
uHpopmManuu o ciexyromieMm y3ie st BGP-
MapuIpyToB

show bgp paths

Hcnonp3yercs [uist IpocMOTpa HHPOPMALIUU O
mapuipyrax BGP

show bgp peer-group <word> Hcnone3yercs ISt OTOOPaKEHUSI
uHdopmanuu o rpynne BGP-coceneit
show bgp prefix-list <word> Oro0OpaxeHue COJIEPIKUMOTO CIIUCKA

NpepUKCOB, KOTOPBIM HCHOJB3YyeTCS Ul
GuIbTpalluu M YOpPaBICHUS MapLIPYTHOMH
uHdopmanuen

show bgp regexp <word>

Ucnons3yercs JUTSt 0TOOpaXKeHHs
undopmanuu o BGP-cocensix u mapuipyrax,
KOTOpPbIE  COOTBETCTBYIOT  PETYJISIPHOMY
BBIPKCHHIO

show bgp route-leak

Hcnone3yercs TUISL 0TOOpaKeHUS
nHpopMallMd O TEepeHanpaBlIieHuu Tpaduka
yepe3 cTopoHHue AS

show bgp route-map <word>

Hcnons3yercs JUTSL O0TOOpaXKEeHUs
KOHQUTypalluM W TOpaBWI  MapLIIpyTHOTO
CIIMCKa

show bgp statistics [-all]

OtoOpa’kaeT CTaTUCTHYECKHE JIaHHBIE O
pabote npotokosia BGP

show bgp summary

OtoOparkeHue KpaTtkod HHQOpPMAIMH O
cocrossHun  ceccuit  BGP ¢ coceguumu
Mapuipytuszaropamu, Bkiarodas  [P-azmpeca,
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COCTOSIHHSI TTUPOB U CYETUYUK COOOIICHHI

show bgp summary failed

OtobOpaxkaeT CBOJAKY MO OmMHOKaM WIH
HEyTaYHBIM MOTIBITKAM YCTaHOBUTH
coenuHenue ¢ BGP-cocenom

show bgp Hcnonb3yercss Uit OTOOpasKeHUs TaOJIHIIBI
BGP, mokaseiBaromeii Bce um3BecTHbie BGP
MapmipyTsl 0€3 Kakux-TM00 METOK WM
JOIOJIHUTENBHBIX JaHHBIX, UCIOJIL3YEMBIX B
JPYTUX TEXHOJOrusiX, Takux kak MPLS

show bgp [<word>|advertise- OroOpaskaer  ouepeb  OOHOBIGHHH O

queue |advertised- npedukcax JUIs  OTHIPABKH/HNONYYEHHS H

routes|packet- npocMoTpa CTaTUCTUKH o rpynram

queue|statistics] obnosennii BGP

show bgp view Hcnonb3yercs 1A MIpoCcMOTpa BCEH

[<word>|all|default]

uHpopmanuu o mporokoie BGP, Bximrouas
TaOMUIBl MapIIpyTH3ALMH, HH(pOpMANUIO O
coceiX W TaOMMIBl C MapHIpyTamMHu IO
YMOJTYaHHUIO, KOTOpas COJCPKUT MapIIpyThl,
UCTIOJb3yeMbIe, KOTAa JUIS MaKkeTa He HaijieH
Ooylee KOHKPETHBII MapHIpyT B TaOiuIe
MapuIpyTHU3aLUuN

show bgp vpn paths Hcnonb3yercs s OTOOPaKECHHS
nH(OPMAIIMKA O MAPIIPYTaX, MOJYYCHHBIX IT0
nporokosy BGP nns VPN

show bgp vrfs [lokaspiBaeT wHpOpMaLHIO O TadIUIAX

MapupyTtusaiuu BGP nns kaxgoit VRF

[Ipumep HaCTpOUKH.

configure terminal
config)# vlan 2-3,100
config)# ip routing

config)# interface GigabitEthernet 1/24
config-if)# switchport mode trunk

config-if)# switchport trunk allowed vlan

onfig)# interface vlan 2

config)# interface vlan 3

config-if-vlan)# ip address 192.168.103.1

config)# interface wvlan 100

config-if-vlan)# ip address 192.168.101.1

config)# router bgp 100

100
255.255.255.0
255.255.255.0

255.255.255.252

config-router)# bgp router-id 192.168.101.1
config-router)# neighbor 192.168.101.2 remote-as 200

config-router)# network 192.

#
(
(
(
(
(
(c
(config-if-vlan)# ip address 192.168.102.1
(
(
(
(
(
(
(
(
(

168.102.0/24

config-router) # network 192.168.103.0/24

4.2.575. BFD
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ITporokon BFD (Bidirectional Forwarding Detection) mo3Bosisier ObICTpO OOHApYKHUTH
HEHCIPaBHOCTH JHHKOB. BFD MoxeT paboTaTth Kak CO CTaTHYECKMMHU MapIIpyTaMH, TaKk U C
MPOTOKOJIaMU JuHamudeckoil mapupytuszanuu RIP, OSPF, BGP.

Komanma

Omucanue

Komanja B r106anbHOM pekuMe

bfd

Bxirouenne BFD

peer <A.B.C.D|X:X::X:X>
[{multihop|local-address
<A.B.C.D|X:X::X:X>|1interface
IFNAME |vrf NAME} ]

CozpaeT M HacTpauBaeT HOBOIO IapTHEpa
BFD nnms  npocnymmBanus W oOMeHa
JAHHBIMHU.

-multihop coobmaer, 4To cieayeT OKUAATh
maketel ¢ TTL wmenee 254 (IOCKOJBKY
norpeOyercss Oonee OIHOTO TeEpexoaa), M
MIPOCIYIIUBATh opT MHOT0a/IpECHOTO
pexuma (4784). Ilpm  wucnosb30BaHUU
MHOT03/IpECHOTO peXHMa PEKUM dXa He OyeT
paborarsb.

- local-address IIPEIOCTABIISAET
JIOKaJBHBIM aipec, K KOTOPOMY MBI JOJIKHBI
MPUBSA3aTh HAIll IPOCIYLIWBATENb, U ajapec,
KOTOpBIfI MbI JOJDDKHBI HMCIIOJB30BaThb OJId
OTIIPaBKHU ITAKETOB. 10T rnapamerp
oOsi3ateneH mis [Pvé6.

- interface BwIOUpaer, Kakoi UHTEPPEIC
HaM CJeayeT UCIOJIb30BaTh.

- vrf BBIOMpaeT, Kakoil JOMEH MBI XOTHM
HCIIOJIL30BAaTh.

Komanna B pexxume konpurypuposanust BFD | Onucanne
napTHepa
detect-multiplier <2-255> HactpauBaer  MHOXuUTENh  OOHApY>KEHUS

MOTEepHU MaKETOB.
[Mpumep: ecnam JOKampHAs CHCTEMA HMMEET
MHOXXKUTEIh OOHapykeHus 3, a yaajneHHas
cucteMa wumeer wuHTepBan mnepemaun 300,
JIOKaJbHAs cucTeMa OOHApYX HUT cOOM TOJIBKO
gepez 900 wmmmmucekyHn 0e€3 MOTydeHUs
MAKETOB.

echo-interval <10-60000>

3anaéT  MUHUMQJIbHBI  MHTEpBal  JUIS
rnepefaurd CUCTEMOM HXo-makeroB BFD B
MUJUIMCEKyHAaX (C  y4€ToM  JKUTTEpA).
3HaueHue no ymonuanuo — 50 mc.

echo-mode

BxiiroyaeT pexxuM nepeaayu sxa.

receive-interval <10-60000>

3amaér  MHUHUMAJbHBIM ~ WHTEpBaN  AJA
MOJYYEHUsI CUCTEMON YIPABIIAIONIMX MaKETOB
B MUWUIMCEKYHAAaX. 3HAYEHHUE M0 YMOIIYAHUIO
— 300 mc.

transmit-interval <10-60000>

3anaér  MHUHUMAJIbBHBIM  WHTEpBaN  AJid
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nepeadyu CUCTEMON YIPaBIISAIOIIUX TAKETOB B
MUWUIMCEKYHAaX (C  y4€ToM  JIKUTTEPA).
3HayeHue no ymonyanuo — 300 mc.

shutdown OTKJII0YaeT OJJHOPAHTOBBIN y3€I.
Koman ibl mpocMoTpa HH(OpMAIIMHU O CTEKE
show bfd [vrf NAME] peer ITokasats craryc onpeaenerHoro ysiaa BFD.

[<WORD>|<A.B.C.D|X:X::X:X>
[{counters|multihop|local-

address

<A.B.C.D|X:X::X:X>|1interface

IFNAME } ]

show bfd peers [Tokasate ctatyc Bcex y3io0B BFD.

show bfd [vrf NAME] peers OT00pa3uTh KpaTkyro HHGOPMAIHIO 000 BCEX
brief|counters HacTpoeHHBIX y3max BFD u ux tekyiiem

cTaryce.

[Ipumep HaCTpOUKH.

# configure terminal
(config)# vlan 11
(config-vlan)# exit
(config) # interface vlan 11
(config-if-vlan)# 1ip address 192.168.1.1 255.255.255.0
(config-if-vlan)# exit
(config) # bfd
(config) # peer 192.168.1.1 local-address 192.168.1.2 interface
(config) # peer 192.168.1.1 local-address 192.168.1.2 interface
11
(config-bfd-peer)# no shutdown

4.2.57.6. PIM

PIM (Protocol Independent Multicast) — 3TO0 MpPOTOKOI MHOrOAagpPEeCcHOW mepeaayd,
obecrieunBaromuii ) (HEeKTUBHYIO TOCTaBKY MYJIbTHMEIUHHBIX TIOTOKOB TPYIIE KIUSHTOB
oJHOBpeMeHHO. [IpoTokos no3BossieT ycrpoiictBaM 0OMeHHBAThCs HH(pOpMaLMel o Tpymnmnax u
UCTOYHHUKAX Mepead U CTPOUTh () (HEKTUBHBIC ITYTH TOCTABKU JaHHBIX.

1. OcHOBHBIE HACTPOIKHU
conf t
vlan 2-3
exit

- 3nech coznatorcst 1Ba VLAN'a ¢ Homepamu 2 u 3. Ot VLAN'BI OyAyT UCTIOIB30BATHCS
JUTSL pa3ielIeHHs] CETMEHTOB CE€TU U OpraHU3allii MHOTOAIPECHOM Iepeiayn.

2. AxrtuBauus [P-mapmpyruzanun

ip routing

Komanna akTuBUpyeT BO3MOXHOCTb MOCTPOCHHMS TaONMIBI MapIIPYTH3alMH  Ha
ycTpoiicTBe. be3 Hee HeBO3MOXKHA Mepeiada Tpapuka MeX1y pa3TMYHbIMU CETMEHTAMH CETH.
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3. Hnarepdeiicer Loopback

interface loopback 1

ip address 2.2.2.2 255.255.255.255
ip pim

ip igmp

exit

Cozmaercst BuUpTyanbHbI uHTepdetic loopback c¢ ampecom 2.2.2.2. OrtoT umHTepderic
HEOOXO0IUM ISl CTA0MIILHOCTH M HJICHTHU(UKAIIMN YCTPOHCTBA B MapuipyTusanuu. [lapameTpsr ip
pim u ip igmp paspemarot ucnonaszoBanue PIM nu IGMP Ha nannom unTepdeiice.

4.  Crarnueckoe HazHaueHne RP (Rendezvous Point)

ip pim rp 2.2.2.2 224.0.0.0/4

Hasnauaercs y3en ¢ anpecom 2.2.2.2 B kauectBe RP st Beex rpynn IPv4 mynpTHKacTHHTA.
['pynnel oxBateiBaroT quanaszon ot 224.0.0.0 go 239.255.255.255.

5.  ®usunueckue unrepdericel Ethernet

interface GigabitEthernet 1/1
switchport access vlan 3

exit

interface GigabitEthernet 1/2
switchport access vlan 2

exit

Ob6a ¢usnueckux uHTEpdeiica paboTAIOT B PEKUME CBHUTY-TIOPTA, MPUBS3AHBI K Pa3HBIM
VLAN'am (VLAN 2 u VLAN 3 COOTBETCTBEHHO).

6.  Hactpoiika L3 unrtepdeiicos (vlan)

interface vlan 2

ip address 10.0.12.1 255.255.255.0
ip igmp snooping

ip pim

ip igmp

exit

interface vlan 3

ip address 10.0.13.1 255.255.255.0
ip igmp snooping

ip pim

ip igmp

exit

Cospnarores nornyeckue unTepdeiics! 1t kaxaoro VLAN ¢ npucBoenuem [P-anpecoB u
pazpemenuem pabotsl PIM u IGMP. Komanza ip igmp snooping oGecrieunBaeT QpMIbTpaIuio u
[IPEOTBpALIEHUE IIUPOKOBEIATEIbHBIX IITOPMOB

Hacrpoiika OSPF

router ospf
router-id 2.2.2.2
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redistribute connected

network 2.2.2.2 0.0.0.0 area 0.0.0.0
network 10.0.12.0 0.0.0.255 area 0.0.0.0
network 10.0.13.0 0.0.0.255 area 0.0.0.0
exit

OSPF 3amyckaercss ¢ YHUKaJIbHBIM HJIEHTH()UKATOPOM pOyTepa, COOTBETCTBYIOLIMM
loopback-unrtepdeticy. Ionkmogaemsie cetn aHoHcupyrorcs B ob6macts 0.0.0.0, mo3Bossis
JPYTUM YCTpOMCTBaM HaXOJUTh MapLIPyThl K HUM.

Jannas xoH(urypamus co3maeT 0a30Byr0 HHOPACTPYKTypy [UIS B3aUMOJCHCTBHA
ycTporicTB B cpene ¢ momuepxkkoit PIM u IGMP. Ona nosie3Ha B cuTyanusix, Korjaa Tpedyercs
nepesaBaTh BUJICOCTPUMBI, ayAMONEPEaud WK JPyrHe MyJIbTHUMEIUa-AaHHbIE YEPE3 CETEBYIO
Cpely C BO3MOKHOCTBIO MacIITaOUpyeMOro paciupeeeHus..

Ecnu notpelyercst JONOTHUTENbHOE YIIpaBlieHHe Wi MOHUTOpHHT paboTel PIM u IGMP,
H0JIE3HO IIPUMEHSTh TaKUe KOMaH bl JUarHOCTUKH, KaK:

Komannma Onucanue

show ip route Komanga ucnonws3zyercs miisg mpocMoTpa ak-
TUBHBIX MapUIPyTOB MHOI'0AJIPECHON pac-
ceutkd (multicast). [Toka3siBaeT nHGOPMAITHIO
0 morokax multicast-Tpaduka, HCTOYHHUK
IpyHNbl, COCTOSSHUE MapuipyTa W HHTEp-
(erichl, NpUHUMarONIUE TpaduK.

show ip mroute Otobpaxaer crucok coceneit nporoxona PIM
(Protocol Independent Multicast). OTta ko-
MaHJa IOJIe3Ha JUISl MPOBEPKU COEAMHEHUS
MEXIY YCTPOMCTBAMHU, YYaCTBYIOLIMMHU B IIPO-
LIECCE PpaCHpOCTPAHEHUs TIPYHIOBOrO Tpa-
¢duka.

show ip pim neighbor [Toka3bIBa€T aKTUBHOE WICHCTBO YCTPOMCTB B
rpynmnax PIM. MHdopmanus BKIItoYaeT HHTep-
¢eiic, rpynimy, yJalI€HHOT0 cocesla U TaiMepbl
IIPUCOEANHEHNUS.

show 1ip pim join DTa KOMaH/ia BBIBOJUT HHGOPMAIIHIO O TPYTI-
nax IGMP (Internet Group Management
Protocol), BK1IOUEHHBIX YCTPOHCTBAX U UX HH-
tepeiicax. Hcmonmp3zyercs 1 MPOBEPKH
MPUHAJJIEKHOCTH Y3JI0B CETU K ONpPEIENIEH-
HbIM multicast-rpynmnam.

show ip igmp groups WNudopmanus o ucrounukax multicast-tpa-
¢uka, 3aperucTpUPOBAHHBIX MPOTOKOJIOM
IGMP. Otob6paxarotcs ajgpeca HCTOYHUKOB U
IrpynIbl, K KOTOPBIM OHU MPUHAJIEXKAT.

show ip igmp sources Ora KOMaHJa IMOKa3blBaeT HHQPOPMALHUIO O
Ha3HaYeHHBIX MapupyTax perukatopos (RP
— rendezvous point). Ponu u craryc ycTpoii-
ctBa RP xputuuHbl 1151 MpaBUIbHOW pabOTHI
PIM Sparse Mode (pexuma pazpexEHHON
MHOTOTOYEUHOM pacChUIKH).

show ip pim rp-info CIIOJNIB3YETCS Al 0TOOpakeHusi nHpopMaru
O Ha3HAYEHHBIX MapHIPyTax MPOTOKOJIOB
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MHoroaapecHoit mnepenaun PIM  (Protocol
Independent Multicast)

9TO TO3BOJIUT 6I>ICTpO BBISIBUTH HpO6HCMBI N JUAarHoOCTUPOBAaTb BO3MOXKHEIC
HCHUCIIPABHOCTH.

4.2.57.7. PBR

[Tonutuka-Based Routing (PBR) — 3T0 TexHOJOrHs MapIIpyTH3aIMH, IO3BOJSIONIAS
Ha3HayaThb MapuipyTl U oOpabaTbiBaTh TpaUK Ha OCHOBAaHMM 3apaHee 3aJaHHBIX IPABUI
NOJINTUKH, UTHOPUPYS CTaHJAPTHBIE TaOIUIbl MapiipyTU3anuu. OHa IUPOKO IPUMEHSIETCS JUIS
IIPUOPUTE3ALMH ONPEACIEHHBIX TIOTOKOB JAHHBIX, Pa3JeJICHUs Harpy3Ku MEXIy IpoBanaepaMu
WIM HarpaBJIEHUS CTIEHUPHUECKOro TpaduKa Mo OTASTbHBIM MapIIPyTaM.

[Ipouecc HACTPOKKHM BKIIFOYAET TPU OCHOBHBIX ATarla:
Oran 1. Onpenenenue rpymmsl next-hop (ciaemyromux maros)

I'pymma next-hop — 310 Habop IP-agpecoB mHpPOMEKYTOUHBIX Y3JIOB, Ha KOTOPHIC
OTIIPABJISAIOTCS IAKEThl COTJIACHO IOJIMTUKE MaplupyTusauuu. i mpumepa paccMOTpUM JBa
CLEHapUsA: OJMH JUIA INIABHOT'O 1IIK03a, BTOPOM — JJIsl PE3€PBHOTO 1ILJII034.

Kondurypannonasie KOMaH/IbI:

configure terminal

pbr nexthop-group main-gateway
nexthop 10.0.0.1

exit

pbr nexthop-group backup-gateway
nexthop 10.0.0.2

exit

DTH KOMaH/]IbI CO3/Ial0T JIBE TPYMIIBI CIEIYIONIMM y3J1aM: MepByro rpymiy ("main-gateway")
¢ ogauM ocHOBHBIM [P-aapecom (10.0.0.1) u BTOpyto rpynmy ("backup-gateway") ¢ pe3epBHBIM
[P-agpecom (10.0.0.2).

Oran 2. Hactpoiika PBR-kapTsI (1paBuia MoJMTUKYA MapIIpyTHU3ALIAN)

Crnenyromuii 3Tan — CO3/1aHH€e caMUX IpaBuil MapuipyTtusauuu (kaptel PBR), xotopbie
ONpEeNeNAI0T YCJIOBUS COMOCTaBieHUs Tpaduka | JajdbHeWIIMe JAeHCTBHS (Ha3HAYeHHE

MapIIpyTa).
PaccMmoTpum npumep IBYyX MPOCTHIX MPaBUIL:

1. IlpaBusno Nel: TTakeTsl ¢ MCTOYHMKOB BHYTPEHHETO CETMEHTA CETH Oy IyT HalpaBieHbl Ha
TJIABHBIN IIIJTIO3.

pbr-map traffic-routing seq 100
match src-ip 192.168.1.0/24
set nexthop-group main-gateway
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exit

2. ITpaBuio Ne2: Becw mpouwii Tpaduk, MAYMINN HA yIAIEHHYIO CETh, IEPEHAIIPABIISETCS HA
pPE3EpBHBIN LTIO3.

pbr-map traffic-routing seqgq 200
match dst-ip 10.10.10.0/24

set nexthop-group backup-gateway
exit

IlepBas kapta (traffic-routing) ompexpenser, 4Tro Bech TpaduK C BHYTPEHHUX CeTeH
(192.168.1.0/24) ornpaBinisieTcst Ha OCHOBHOM 1UTI03. BTOpast kapTa oTmpaBiisieT BeCh OCTaIbHON
Tpaduk, HanpaBieHHbIH Ha TojceTh (10.10.10.0/24), Ha pe3epBHBIN MITIO3.

napameTp seq — 3TO HOPSI0K MCIIONHEHH TpaBuil. MeHblee 3Ha4eHue seq 03Ha4aeT, YTo
COOTBETCTBYIOIIEE ITPABHIIO TPOBEPSIETCS M UCTIOJIHSICTCS PaHbIIIE OCTATBHBIX.

Oran 3. [Ipumenenue PBR Ha unrepdeiicax

UroObl MPUMEHHUTh CO3JaHHBIE MpaBUjia MapLIPYTU3alMKM HAa KOHKPETHOM HHTepdelice,
BBITNIOJIHUTE CIEAYIOUIYI0O KOMaH/y:

interface VLAN 2
pbr-policy traffic-routing
exit

OTOT KOJA Ha3HAyaeT MOJUTHKY MapuipyTtuzauuu traffic-routing s Bcero Ttpaduka,
npoxosuiero yepe3 uarepderic VLAN 2.

Komanas! npocMmoTpa koHpurypauuu u ctaryca PBR

show pbr map - Iloka3siBaeT cnmcok Bcex co3naHHbIX KapT PBR ¢ ykazanmem
MOCNe0BAaTeNbHOCTH (sequence number), kpuTepueB BbiOOpa (match criteria) u nmedcTBuit
(actions).

show pbr map detail - [IpenocraBnsger noapoOHyro HHPOPMAIUIO 000 BceX KapTax
PBR, Bkitouast KpUTEpUU COMOCTABIICHUS, BEBIOPAHHBIE MAPLIPYTHI M KOJIMYECTBO COBIAIAIOIINX
ITAKETOB.

show pbr map traffic-routing - Orobpaxkaer KOHKpeTHbIe KapThl PBR c
umeHeM traffic-routing. Ilone3Ho, ecnu BaM HYyXHO YBUAETh UMEHHO OINPEIEIIEHHYIO KapTy
MapIIpyTU3ALHN.

show pbr interface 2 -Illoka3slBaeT cOCTOSHUE U NPUMEHEHHBIE MTONMUTHKA PBR
Ha yKa3aHHOM uHTepdetice (Hanpumep, VLAN 2). 3neck MOKHO yBUAETh akTUBHBIE ITpaBuia PBR
Y CTAaTUCTUKY 11O HUM

show pbr nexthop-groups - COHCOK BCEX CYIIECTBYIOIIMX IPYIII CIEAYOLIETO
miara (next-hop groups), BKIIOUaOLIMX KMEHa TPYII U cooTBeTCcTBYoIME [P-anpeca ciemyrommx
TOYEK HA3HAYCHHS.

show pbr nexthop-groups main-gateway - [logpoOnas uHbopMmaius o
KOHKPETHOW TPYIIe CIEAYIONIEero Iara, yKa3aHHOW B KOoMaHje (HampuMmep, main-gateway).
Bxutrouaet ciucok 4JIeHOB TPYIIBI M CTATUCTUYECKHE JaHHBIE O TpaduKe.
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4.2.58. VRF

VRF (Virtual Routing and Forwarding) — 3T0 TexHOJOTHs, TO3BOJSIONIAs CO3aTh Ha
OTHOM (PU3UYECKOM YCTPOWMCTBE HECKOJIBKO HE3aBHCHUMBIX BHPTYAIBHBIX MapIIPyTH3aTOPOB,
KOKIBIA M3 KOTOPBIX 00alaeT COOCTBEHHOW TaOIMIeH MapIipyTH3aluu. ITO 00CeCIeunuBaeT
U30JIAIUIO0 TpaduKa pa3HbIX KIIMEHTOB WM ITOIpa3ieiICHUI, TO3BOJISISI KCIIOJb30BaTh OJJHHAKOBBIC
[P-anmpeca u paznuyarommecs CXeMbl MApUIPyTH3AIUU, a TaKXKe MPEIOTBPAMIACT CMEITUBAHUE

Tpaduka mexay VRF-rpynnamu.

Komannma

Onucanue

['moGanpHBIC HACTPOMKH

vrf <word> | default

no vrf <word> | default

Co31aéT HOBYIO BUPTYQJIbHYIO JOMEHHYIO
tabmuy mapmpytuzammu (VRF) ¢ umenem
<word>.

default — yka3bpIBacT Ha MUCIIOJB30BaHUE
OCHOBHOM obmacTu TaOITUIIBI
MapuipyTU3aluyd, He MNpUHAANIeKamel K
kakomy-n6o VRF.

Yaanser CO3MaHHYIO paHEe BHPTYAITbHYIO
JIoMeHHYIo Tabnuiy Mapupytuszamuu (VRF) ¢
uMeHeM <word> | default

ip route <ipv4 addr>/
<ipv4 subnet> | <ipv4 netmask>
| <ipv4 ucast> vrf <word>

no ip route

<ipv4 addr>/<ipv4 subnet> |
<ipv4 netmask> | <ipv4 ucast>
vrf <word>

KOMaHJa IMpeaHa3HaueHa [Uisi J00aBIeHUS
CTaTUYEeCKOTO  MapmpyTa B  Taliuie
MapuUIpyTU3alMi YCTPOHUCTBA C MOAJEPKKOMN
BHUpTyanbHOro Mapipyrtuzatopa (VRF).

- <ipv4 addr>/<ipv4 subnet> wum
<ipv4 netmask> — 0003HA4aOT LEIEBOI
[Pv4 anpec cetu u e€ mMacky.

- <ipv4 ucast> — 3T0 aapec CIECIYIOLIETO
TPAH3UTHOTO y3Jia (XOCTa WM IIUII03), KyJa
OoyayT OTMPABIIATHCS MaKeThl,
MpeiHa3HauYeHHbIE JJIs yKa3aHHOU CeTH.
-vrf <word> — ykaspIBaerT, 4TO MapuIpyT
co3zmaercs B pamKax KOHKPETHOT'O
BUpTyanbHOoro  mapmpytuzaropa  (VRF),
0003HAYEHHOTO UMEHEM <word>.

Yaanser craTU4ecKUii MapuipyT, CO3JaHHBIN
paHee ¢ UCIoJIb30BaHuEM KOHKpeTHOro VRF

Hacrpoiika unrepdetica L3

ip vrf forwarding <word64>

Komanna wucnonedyercs Ha wuHTepdeiicax
ypoBHs 3 (L3-unrepdeiicax) ycTpoHcTB s
CBsI3bIBaHUSI HHTepdeiica ¢ ompeaeneHHbBIM

BUPTYaJIbHBIM MapuIpyTOM (VRF).
IIpuMeHeHHe HTOW KOMaHAbLl IO3BOJSET
pa3enuTh JIOTUYECKH pa3Hble  TaOIUIlbI

MapIpyTU3allMd  Ha OJHOM YCTPOWCTBE,
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no vrf forwarding

co3/aBasi OTHEIbHBIC MPOCTPAHCTBA MMEH U
TapaHTHpPysl W3OJLSIIUI0 Tpaduka pasHBIX
KJIMEHTOB MJIU CEPBUCOB JIPYT OT ApYTa.
<mMsa VRF> — yHHKaJIbHOC Ha3BaHHUEC
BHUPTYaJIbHOW MapHIPyTH3AIHMOHHOW 00JIaCTH
(0OBIYHO CITOBO JUTMHOM 10 64 CUMBOJIOB).

Vnanser kondurypamuto VRF  (Virtual
Routing and Forwarding) ¢ omnpeneneHHoro
nntepdeiica L3.

[Tpumep:

JomnyctuMm, y Hac ecThb JIB€ aBTOHOMHBIE CETH (lIBa KJIMEHTA), Kaxaas U3 KOTOPBIX
HYXKJAeTCsl B CBOEH COOCTBEHHON MapIIPYTHU3AIMH U MOJHOM OTIEICHUU JIPYT OT Apyra. DTy

npobaemy uaeanbHo pemaer VRE.

[Topsinox HacTporiku VRF

1. OcHOBHBIE HACTPOUKH (7151 0OOUX KOMMYTAaTOPOB)

Brimonusiem 6a30Bble HACTPOUWKH YCTPOICTBA:

hostname PE1
|

vlian 2-4

AHanoruusbsM oopaszom i PE2:

hostname PE2
|

vlian 2-4

I'ne:

VLAN 2 u VLAN 3 — ceTu KIMEHTOB (pa3/iesibHbIE),
VLAN 4 — cnyxe0nb1ii VLAN s cBsa3u mexny PE1 u PE2.

2. Hactpoiika [P-afpecoB u cTaTuyecKux MapuipyToB

[Ipumep g PEL:

interface loopback 1

ip address 1.1.1.1 255.255.255.255

interface GigabitEthernet 1/47

switchport access vlan 2

description Interface to Client A

interface GigabitEthernet 1/48

switchport access vlan 4
description Interface to PE2
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vrf VRF A
|

vrf VRF B

|

interface vlan 2

ip vrf forwarding VRF A

ip address 192.168.1.2 255.255.255.

interface vlan 3
ip vrf forwarding VRF B

ip address 192.168.2.1 255.255.255.

I
interface vlan 4

ip address 10.0.0.1 255.255.255.0
I

ip route 192.168.1.0 255.255.255.0
ip route 192.168.2.0 255.255.255.0

[Ipumep nia PE2:

interface loopback 1

ip address 2.2.2.2 255.255.255.255
|

interface GigabitEthernet 1/23
switchport access vlan 3
description Interface to Client B
|

interface GigabitEthernet 1/24
switchport access vlan 4
description Interface to PEl

|

vrf VRF A
|

vrf VRF B
|

interface vlan 2
ip vrf forwarding VREF A

ip address 192.168.1.3 255.255.255.

interface vlan 3
ip vrf forwarding VRF B

ip address 192.168.2.2 255.255.255.

interface vlan 4

ip address 10.0.0.2 255.255.255.0
I

ip route 192.168.1.0 255.255.255.0
ip route 192.168.2.0 255.255.255.0

3. Hactpoiika npotokona OSPF (onimonanbHO)

192.168.1.3 vrf VRF A
192.168.2.2 vrf VRF B

192.168.1.2 vrf VRF A
192.168.2.1 vrf VRF B
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Ecnu xoTuTe 00MeHMBAThCA MapUIpyTaMH MEXAY YCTPOHCTBAMH, UCIIONIb3YHTE MPOTOKOI

OSPF:

[Ipumep nuisa PEL:

router ospf

router-id 1.1.1.1

redistribute connected

network 10.0.0.0 0.0.0.255 area 0.0.0.0

network 192.168.1.0 0.0.0.255 area 0.0.0.0
network 192.168.2.0 0.0.0.255 area 0.0.0.0
[Tpumep nnsa PE2:

router ospf

router-id 2.2.2.2

redistribute connected

network 10.0.0.0 0.0.0.255 area 0.0.0.0
network 192.168.1.0 0.0.0.255 area 0.0.0.0
network 192.168.2.0 0.0.0.255 area 0.0.0.0

JnarHoctrka u KOHTPOJIb

Urto0b1 yOequThes, 9To Hala KOHGUTypamnus padoTaeT KOPPEKTHO, BOCHOIB3YHTECh STUMH

KOMaHJaMU:

HOCMOTpI/ITC AKTUBHBIC MapHIPYThI:

show ip route vrf all
show ip route vrf VRF A
show ip route vrf VRF B

[TocmoTpeTts TabmuIty arp:

show ip arp

4.2.59. Hacrpoiika nporokosa VRRP

VRRP (Virtual Router Redundancy Protocol) — 3To ceTeBoif HpOTOKOJ, KOTOPBIii
00BEeTMHACT HECKOJBKO (PU3NYECKUX YCTPOHCTB B OJHY JIOTUYECKYIO TPYIIY JJIs CO3AaHUS
PE3epBHOrO MUII03a MO YMOJIYAHUIO. DTO MO3BOJSAET U30ekaTh COOEB B CETH: €CIIM OCHOBHOM
poytep (Master) cTaHOBUTCSI HEIOCTYITHBIM, pe3epBHbI (Backup) G6eper ero ¢pynkunu Ha ceds,

oOecnieunBas 6ecriepe0oifHyI0 paboTy.

Komanga Hactpoiiku VRRP

Komanga Hactpoiiku untepdeiica vlan

Omucanue

vrrp <1-255>

Bo16op VRID (unentudukarop BUpTyaibHOrO
MapuIpyTHU3aTopa)

vrrp <1-255> advertisement-
interval <10-40950>

Hacrtpoiika wHTepBana (B MHJUIMCEKYHJaxX)
MEXIy OTHpaBKaMH aHOHCOB, KOTOpBIE
MapIIPyTU3aTOP-MacTep pacchulaeT JAPYTUM
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yCTpOMCTBaM B TPYIIE Ui MOJTBEPIKIACHHS
CBOEi paboTOCIIOCOOHOCTH

vrrp <1-255> ip <ipv4 addr>

Hacrpoiika Bupryanssnoro [P-agpeca
[Ipumeuanue: [P He poibkeH coBmagaTh C
HactpoeHHbIMU [P-anpecamu Ha interface vlan
B IpyInie

vrrp <1-255> preempt

Brutouenue QyHKIUHM, KOTOpas paspeuiaer
pe3epBHOMY YCTPOUCTBY (Backup)
IepexBaTuTh craryc masHoro (Master), ecinu
OH CTaJI HEJIOCTYIEH.

vrrp <1-255> priority <1-254>

Hacrtpoiika npuopurera - OHpenesser poib
ycTpoiictBa (ot 1 1o 254). MapupyTuzarop ¢
HauOONBIIMM  MPHOPUTETOM  CTAHOBHTCS
Master-oM (OCHOBHBIM aKTHBHBIM IILTIO30M)

vrrp <1-255> shutdown

Brikmouenne VRID 6e3 ynaneHusi HacTpoeK

vrrp <1-255> version <2-3>

Br160p Bepcuu nporokona VRRP

Komanga npocMoTpa nHhopManuu

Omucanue

show vrrp

[IpocmoTp nHpOpMaIy 0 BCeX HACTPOSHHBIX
sk3eMiusipax VRRP Ha koMMmyTarope

show vrrp <1-255> interface
vlan <vlan list>

[IpocmoTp nHpOpMALIMK O BCEX HACTPOSHHBIX
sk3emiuripax VRRP Ha ogHOM uHTEpdetice

show vrrp <1-255> summary

[IpocmoTp cBomgHON wmHMOpMaMKU O BCeEX
HACTPOEHHBIX 3K3eMIuIsipax VRRP

[Tpumep HaCTpOMKU:

configure terminal
config)# interface vlan 10
config-if-vlan)#

ip address 192.168.10.1 255.255.255.0

config-if-vlan)# vrrp 10 ip 192.168.10.10

config-if-vlan)#
config-if-vlan)# exit
config)# interface vlan 20

no vrrp 10 preempt

config-if-vlan)# ip address 192.168.20.1 255.255.255.0
config-if-vlan)# vrrp 20 ip 192.168.20.10
config-if-vlan)# vrrp 20 priority 254

4.2.60. CrexknpoBanue

#
(
(
(
(config-if-vlan)# vrrp 1 advertisement-interval 10000
(
(
(
(
(
(

Crek paboTaeT Kak €IWHOE YCTPOMCTBO U MOXKET OOBEOUHATH 10 8§ KOMMYTaTOPOB
(ormmoHansHO 10 12) oxHOM 1 TOM ke Moaenu. CTeKUpOBaHUE JTOCTUTACTCS Yepe3 CreHaTbHBIN
CTEKOBBI TMPOTOKOJ, KOTOPBIM oOOecreurnBaeT B3aMMOJCHCTBHE MEXKIYy KOMMYTaTOpaMH,

bopMupys LENOUYKY WIN KOJbIIO.

Komanma

Omucanue

switch stack enable

Bxiarounuts CTCKUPOBAHUEC HA KOMMYTATOPE;

switch stack disable

BrIkIi0unTh CTCKUPOBAHNEC HA KOMMYTATOPE,

switch stack interface
GigabitEthernet|10GigabitEther

Br160op mopToB 1 cTeka, MOKHO yKa3aTh JBa
uHTepdeiica s crekupoBaHusi  (1ubo
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net <port type list>

GigabitEthernet, iu60 10GigabitEthernet);

switch stack priority <1-
12>]1local <1-4>

Beibop mpuoputera i CTEKHMPYEMOTO
KOMMYTAaTopa :

- <1-12> - ID komMyTaropa B CTEKe;
- local — komMMmyTaTOp, KOTOPBIN SBIISETCS
MacTepoM B JIaHHBI MOMEHT;

- <l-4> - 3HayeHWe MPUOpPUTETA JUId
BbIOPAaHHOIO KOMMYTAaTOPa;

switch stack swap <1-12>]|local

N3meneHne HoMepa FOHUTA B CTEKE :

- <1-12> - ID xommyTraTopa B CTEKE;
- local — kommyTaTOp, KOTOpPBIN SIBIIETCS
MAcTEPOM B JAHHBI MOMEHT;

switch stack set <1-12> mac
<mac_addr>

Hactpoiika HOMeEpa IOHUTA JUIst
MOJIKJIFOYaEMOr0 KOMMYTaTropa B CTEKE IIO
MAC anpecy;

no switch stack <1-12>

HcknroueHnn MHPOpPMAUU O KOMMYTATope,
BbIOBIBILIEM U3 CTEKA.

Komasn el npocMoTpa HH(POPMAITHH O CTEKE

show switch stack

Kpatkas undopmanuss mo KoMMyTatopam B
CTEKe

show switch stack details

Pacumpennas uHbopMaus o
KOMMYTAaTOpaM B CTEKE

[Tpumeuanue 1. [lpu crekupoBaHuu KOMMyTaTopoB 4yepe3 noptel GigabitEthernet Hemb3s

ucnonp3oBath mopt GigabitEthernet 1/1

[Tpumeuanue 2. [Ipu HeoOXoAMMOCTH Nepe3arpy3Ku OMPEACIIEHHOI0 KOMMYTaToOpa B CTEKE

MO>KHO BOCHOJIb30BaThCsl KOMaHI0M

reload cold switch <1-12>
rae <1-12> - ID kommyTaTopa B CTEKE.

IIpumep HACTPOUKH.

Hactpouts KOMMyTaTOp Al CTEKMPOBaHMs, BBIOpaTh B KauecTBE CTEKHPYHOIIUX
untepdeiicoB noptel 10GigabitEthernet 1 u 2, BeIOpaTh Ass 3T0Or0 KOMMyTaropa OHUT NeS B

CTCKC.

# configure terminal

(config) # switch stack enable

Change will take effect upon next reboot

(config) # switch stack interface 10GigabitEthernet 1/1-2
Change will take effect upon next reboot

(config) # switch stack swap 1 5

Change will take effect upon next reboot

# exit
# reload cold

4.2.61.

Oonosisenue IO 1 aBTOMaTH4YecKkasi KOHGUrypauus

200



KoMmyTaTtop mMeeT BO3MOXXHOCTb aBTOMAaTHYECKON KoHGurypanuu u obHoBieHus [10
yepe3 DHCP (66,67 omniun)

KommyTarop 3arpy3ut koHpurypauuto mwin oopas I10 Tonbpko B TOM cilydae eciau startup
U running config OyayT paBubl default config.

Baxno, B 67 onuuu nepenaercs uMs (aiina KoHGUTrypanuu ik uMs (aiina npormBKH.
Hmena ¢aitnioB KOHQUrypaluu U MPOUIMBKUA B 005S3aTEIbLHOM MOPSIIKE JTOJDKHBI HAUMHATHCS C
config u image coorBeTcTBEHHO. MMs (haiina mpoumMBKH HEOOXOIMMO YKa3blBaTh C

paciIupeHreM, HaIpUMeEp «image istax.itb»

ITpumep nactpoiiku DHCP-cepsepa:

# ip dhcp server
# ip dhcp excluded-address 192.168.102.1 192.168.102.20
# ip dhcp pool name-pool
# network 192.168.102.0 255.255.255.0
# default-router 192.168.102.1
# lease 0 0 5
# tftp-server 192.168.102.5 (option 66)
# Dbootfile-name config nts.cfg (option 67)
# interface vlan 1
# 1ip dhcp server
4.2.62. Koundurypauuss PPPoE Intermediate Agent
Komannma \()nncaHHe

['mobGanpHBIE HACTPOIKHU

pppoe intermediate-agent

no pppoe intermediate-agent

pproe intermediate-agent
delimiter <wordb5>

ppproe intermediate-agent type
self-defined circuit-id
<line64>

ppproe intermediate-agent type
self-defined remote-id
<line64> / raw-mac

pproe intermediate-agent type
tr-101 circuit-id identifier-
string <word32> option (pv sp
spv sv) delimiter <wordb5>

Bxmtounts ¢ynkuuio PPPoE Intermediate
Agent

Otxmounts (pynkuuo PPPoE Intermediate
Agent

3amath pa3ienuTenb

3anath coOCTBEHHBIH (hopmart circuit-id

3anath coOCTBeHHbIN (opmar remote-id win
nepeaBaTh mac

Hactpouts pobGaBnsiemble mossg — circuit-id
dopmara tr-101. pv - mopt u vlan, sp - ciot u
HOPT, SPV - CJIOT NOPT U vlan, sv - ciot u vlan.
3agaTh pa3IeuTellb

Hacrpoiika mopros

ppproe intermediate-agent

no pppoe intermediate-agent

Bxmounts ¢yukiuio PPPoE Intermediate
Agent

Otxmounth  QyHkimio PPPoE  Intermediate
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Agent,
Ha3znauuth nopT B KauecTBe JOBEPEHHOTO

pppoe intermediate-agent trust

HasHaunth nopTt B Ka4€CTBE HEJAOBEPEHHOTO
no pppoe intermediate-agent
trust

ppproe intermediate-agent
vendor-tag strip

BximrounTts QyHKIMIO CHATHS Tera BeHA0pa Ha
nopTy

OtximounTh (QYHKIUIO CHATHS TEra BEHIOopa
no pppoe intermediate-agent Ha IOPTY
vendor-tag strip

ppproe intermediate-agent
circuit-id <line64>
ppproe intermediate-agent

remote—-1d <line64> raw-mac

3anmath CTpOKy circuit-id, mis Jo0aBieHUs Ha
OpPTY

3amath CTPOKYy WM mac remote-id, ist
n00aBJICHUS] HA IOPTY

4.2.63. Hacrpoiika bpdu-tunnel-protocol (I2pt/BPDU Tunneling)

@ynkuus Layer 2 Protocol Tunneling (L2PT / BPDU Tunneling) npeaHa3HadeHa Juist
IpO3pavyHON Tepeauu CiykeOHoro ympasisomiero L2-Tpaduka KIMEHTCKHX CeTeil depes
TPaH3UTHYIO MH(PACTPYKTYypy omeparopa cBs3H. J[aHHBII MeXaHU3M IO3BOJSET OOBEIUHSATH
pa3pO3HEHHbIE CEIMEHThI CETeW KIMEHTOB, O0OeceunBas KOPPEKTHOE (PYHKIMOHUPOBAHUE HUX
BHYTPEHHUX [TPOTOKOJIOB YIIPaBICHUs O€3 U3MEHEHUS CETEeBON TOMOJIOTHH OIlepaTopa.

CucTema 1Mo3BOJISET MIePEXBATHIBATh KAAPhl YIIPaBIECHUS HA BXOSIIEM MOPT-UHTEpdeEiice,
U OCYLIECTBJIATH ToAMeHY opuruHaisHoro Destination MAC-anpeca mpoTokoJia Ha TyHHEJIbHbINA
MYJIbTHKACT-aJIpec.

ITo ymMom4aHuIo JUIsl MHKANCYJIALUU KaJpOB BCEX MOJIEPKUBAEMbBIX IIPOTOKOJIOB 33JJaHO
saayeane DMAC 01:00:0C:CD:00:02. Ilpu HEoOXOAMMOCTH JaHHBIC 3HAYCHHS MOTYT OBITH
VU3MEHEHBI.

Orpannuenue: Ha umnTepdeiicax, yuyacTBylomux B mpouecce TyHHenupoBanus L2PT,
BKJIIOUEHHBIE MPOTOKOJIbI Spanning Tree u LLDP npensTcTBytoT KOppekTHON pabore QpyHKINU.
JlokanbHbIH Mporieccop KOMMyTaTopa OyJIeT epexBaThIBaTh ITH KaJpbl U1 COOCTBEHHBIX HYX]I,
YTO MOXKET OTPHULIATENIBHO CKa3aThCsl HAa €ro padboTe.

Ilepen axtuBanuell (yHKIHMHM Ha KOHKPETHOM HHTepdeiice B 00s3aTEIbHOM MOPSIKE
TpeOyeTcst JeakTUBUpoBaTh Spanning Tree, a TakkKe OTKJIIOUUTH MIPUEM U Nepeady COOOIIeHUH
LLDP

<protocol> default-
group-mac [vid
<vlan list>]

Komanpga Omnucanue
['moGasibHbIe HACTPONKHU
bpdu-tunnel-protocol BxiroueHHe  TYHHEIMPOBAaHMS  JUIA  YKAa3aHHOIO

MPOTOKOJIa ¢ HazHaueHueM rpymnmnoBoro MAC-aapeca
no ymomyanuto (01:00:0C:CD:00:02) B 3amaHHBIX
VLAN. Ecnau nmapametp vid omymien, 3agaercs VLAN
1.

bpdu-tunnel-protocol BxmroyeHne  TyHHeNMpoOBaHMsS Ul YKAa3aHHOTO
<protocol> group-mac IPOTOKOJIA ~ C  Ha3HAYCHHEM  HECTaHJIapTHOTO
<mac_addr> [vid rpymmoBoro  MAC-agpeca  TYHHENHPOBAaHHS B
<vlan list>] 3agaHHoM crimcke VLAN.

no bpdu-tunnel-protocol OTKIIIOYeHHE TYHHENHMPOBAaHHS Ul BBIOPAHHOTO
<protocol> MPOTOKOJIA.
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AprymeHT <protocol> BO Bcex THMax KOMaH][ NMPUHHUMAET OJHO u3 17 (UKCUPOBAHHBIX
3HaueHuit: cdp, dotlx, dtp, gvrp, isis-11, isis-12, lacp, lldp, oam, ospf, pagp, pvst, rip, stp, udld,

vITp, VIp.

Pexum koHurypammu ¢puzndeckoro uarepderica

no spanning-tree

JeaxktuBamuss  mpoTokosia  Spanning Tree Ha
untepdeiice. O0s3aTenbHOE YCIOBUE IS AKTUBAIMH
TyHHEJIMPOBAHUS.

no 1lldp receive

Otkmrouenne npuema nakeroB LLDP  nokanbHbIM
npoleccopoM Ha uHTepdeiice.

no l1lldp transmit

Otkmouenue rereparuu naketoB LLDP mokaibHBIM
poleccopoM Ha uHTepdeiice.

bpdu-tunnel-protocol
<protocol>

no bpdu-tunnel-protocol
<protocol>

AKTHBanus anmapatHod 0O0pabOTKW (MHKANCYJISAIUNA U
JEKATCyJALMU) KaJpoB YKa3aHHOTO IPOTOKOJNA Ha
JTAaHHOM HHTep(derice.

OtkiroueHue 00paboTku TYHHEJIUPOBAHUS
BBIOPAHHOTO MTPOTOKOJIA HA JAHHOM HHTepderice

[TpuBMIETHPOBAaHHBIN PEKUM (€Xec)

show bpdu-tunnel-
protocol

OrobpaxkxeHne CyMMapHOW  TaOMUIBI  CYETYMKOB
MHKAIICYJIMPOBAHHBIX, JIEKaICyJIMPOBAHHBIX,
NepeHanpaBiIeHHBIX U OTOpoIIeHHBIX makeToB (Rx/Tx
Encap/Decap, Redirect, Drops) mo Bcem uHTEpdeiicam
CHCTEMBI.

show bpdu-tunnel-
protocol interface
<port type list>

OrobOpakeHre eTaabHON Tabyuibl craTucTukn BPDU
Tunneling 11t ykazaHHBIX (PU3HYECKOTO HHTEP(EHCOB.

IIpuMepsl HaCTPOUKH:

1) Hacrpoiika TyHHequpoBanus mnporokona STP ¢ umcnoib3oBaHueM rpynnoBoro
MAC-agpeca no ymoauannio B VLAN 100:

configure terminal
config)# vlan 100
config-vlan)# exit
config) #

config)# bpdu-tunnel-protocol stp default-group-mac vid 100

config-if) #
config-if)#
config-if)
config-if)
config-if)
config-if)

switchport mode hybrid

switchport hybrid native wvlan 100
switchport hybrid allowed wvlan all
switchport hybrid untagged vlan add 1,100
no spanning-tree

#

(

(

(

(

(config) # interface GigabitEthernet 1/1
(

(

(

(

(

( bpdu-tunnel-protocol stp

2) Hacrpoiika TyHHeaupoBaHus nporokojoB CDP u LLDP ¢ ucnosb3oBaHuem
KkacToMHoro rpynnosoro MAC-agpeca B VLAN 100:

(config) # bpdu-tunnel-protocol cdp group-mac 01:00:0c:cd:cd:04

vid 100
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(confiqg) # bpdu-tunnel-protocol 1l1ldp group-mac
01:00:0c:cd:cd:04 vid 100

(config) # interface GigabitEthernet 1/1

(config-if)# switchport mode hybrid

(config-if)# switchport hybrid native wvlan 100
(config-if)# switchport hybrid allowed vlan all
(config-if)# switchport hybrid untagged vlan add 1,100
(config-if)# no spanning-tree

(config-if)# no 1lldp receive

(config-if)# no 1lldp transmit

(config-if)# bpdu-tunnel-protocol cdp

(config-if) # bpdu-tunnel-protocol 1lldp

Komanabl npoBepku paéoTrocnoco0HOCTH

Jis  BbIBOAA CTaTHCTUYECKUX JAHHBIX IO paboTe TYHHEIMPOBAHUS TMPOTOKOJIOB
HCIOJIB3YEeTCA KoManaa show bpdu-tunnel-protocol.

IIpumep BbIBOAA 0011€l TAOJIUIIBI CTATUCTUKH:
# show bpdu-tunnel-protocol

Port Protocol Rx Encap Rx Decap Tx Encap Tx Decap Rx redir Tx redir Drops

IIpumep BHIBOAA N€TANBHON CTATHCTHKH /111 KOHKPETHOT0 HHTep(eiica:
# show bpdu-tunnel-protocol interface GigabitEthernet 1/1

Port Protocol Rx Encap Rx Decap Tx Encap Tx Decap Rx redir Tx redir Drops

Gi 1/1 stp 142 0 0 139 0 0 0
Gi1/1 cdp 45 0 0 42 0 0 0
Gi 1/1 lldp 78 0 0 75 0 0 0

Hwxe npusenena pabouass KoH(pUrypauus JUisi OpraHU3alMl CKBO3HOTO MPOXOXKIACHUS
Tpaduka.

WuTtepdeiic nmepBoro ycrpoiicTBa HacTpauBaeTcsi Kak aOOHEHTCKMH CTBIK C aKTHBalMen
HEO0OXOUMBIX MPOTOKOJOB. MHTEpdeiic BToporo ycTpoicTBa BHICTYNAET B POJIM TPAH3UTHOM
MarucTpajy B CTOPOHY CETH OIlepaTopa CBA3U.

vlan 1,100

exit

|

bpdu-tunnel-protocol stp default-group-mac vid 100
bpdu-tunnel-protocol cdp default-group-mac vid 100
bpdu-tunnel-protocol udld default-group-mac vid 100
bpdu-tunnel-protocol oam default-group-mac vid 100
bpdu-tunnel-protocol lacp default-group-mac vid 100
bpdu-tunnel-protocol 1ldp default-group-mac vid 100
bpdu-tunnel-protocol gvrp default-group-mac vid 100
bpdu-tunnel-protocol dotlx default-group-mac vid 100
bpdu-tunnel-protocol isis-11 default-group-mac vid 100
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bpdu-tunnel-protocol isis-12 default-group-mac vid 100
bpdu-tunnel-protocol pvst default-group-mac vid 100
bpdu-tunnel-protocol dtp default-group-mac vid 100
bpdu-tunnel-protocol vtp default-group-mac vid 100
bpdu-tunnel-protocol pagp default-group-mac vid 100
bpdu-tunnel-protocol rip default-group-mac vid 100
bpdu-tunnel-protocol ospf default-group-mac vid 100
bpdu-tunnel-protocol vrrp default-group-mac vid 100
|

interface GigabitEthernet 1/1

description CLIENT PORT INTERFACE

switchport mode hybrid

switchport hybrid native wvlan 100

switchport hybrid allowed vlan all

switchport hybrid untagged vlan add 1,100

no 1lldp receive

no 1lldp transmit

no spanning-tree

bpdu-tunnel-protocol stp

bpdu-tunnel-protocol cdp

bpdu-tunnel-protocol lacp

bpdu-tunnel-protocol 11ldp

bpdu-tunnel-protocol dotlx

bpdu-tunnel-protocol gvzrp

bpdu-tunnel-protocol dtp

bpdu-tunnel-protocol isis-11

bpdu-tunnel-protocol isis-12

bpdu-tunnel-protocol oam

bpdu-tunnel-protocol ospf

bpdu-tunnel-protocol pagp

bpdu-tunnel-protocol pvst

bpdu-tunnel-protocol rip

bpdu-tunnel-protocol udld

bpdu-tunnel-protocol vrrp

bpdu-tunnel-protocol vtp

exit

|

interface GigabitEthernet 1/2

description MAGISTRAL PORT INTERFACE

switchport mode trunk

switchport trunk allowed vlan 1,100

no lldp receive

no 1lldp transmit

no spanning-tree

exit

Jloruka u ycinoBus cpabaTbIBaHUSI MEXaHU3MOB UHKAIICYJIALNUN U IEKANCYISILUH

—Pexum  umHkancymsuuu  (3amena DMAC mnporokona Ha DMAC  rpynmsl):
AnmnapaTHBIE MEXaHU3M IOJIMEHBI AJpPECOB Ha JIAaHHOMW KOH(HUrypanuu cpabaTbiBaeT NpU
BBITMIOJTHEHUH CJIETYIOUINX YCIOBHI:

1. Kanp ympasnsiomiero nporokojia 0T KJIMEHTCKOrO0 00OpYZOBaHUS IMOCTYMaeT Ha
nopt Gigabit Ethernet 1/1.
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2. B 3aronoBke BXxomsmiero kaapa COAEpKUTCS OpuTrHMHaIbHBIA Destination MAC-
aapec (Harpumep, 01:80:C2:00:00:21 nns npotokona GVRP).

3. JlaHHBIM MPOTOKOJI SIBHO aKTUBHPOBaH B KoHpurypamuu wuHTepdeiica (bpdu-

tunnel-protocol gvrp), a cam unTepdeiic npeaBapuTeIbHO H30IMPOBAH OT JIOKAIBHBIX MPOLIECCOB
00pabOTKK  YMpaBIAIOIIETO MPOrpaMMHOr0 obOecrnedyeHus (no spanning-tree, no lldp
receive/transmit).
Pesynbrar: KommyTaTop otnipasisier nmaketr B VLAN 100 u mpuHyAUTEIBHO EPE3AMUCHIBAET €0
DMAC Ha rpynnosoii aapec q no ymosyanutro (01:00:0C:CD:00:02). B takoM Buae xaap
OecnpensiTCTBEHHO MepeIaeTcsl MEX/ly YCTPOHCTBAMU U BBIXOJMT B CETh OIlEpaTOpa CBSA3H uepe3
maructpanbhblii nopT GigabitEthernet 1/2.

4. BHUMAHMUE: ecau kaagp ¢ DMAC npoTokoia npuaeT Ha NOPT ¢ BKIOUYECHHBIM
bpdu-tunnel-protocol nanHOTO NMPOTOKOIa — OH BBIKAAET ¢ VLAN IpYrUiX MOPTOB C BKIIFOYCHHBIM
bpdu-tunnel-protocol storo nmpotokona 6e3 m3menenus DMAC. DMAC Oyaer u3MeHEH Ha
DMAC rpynmsl TOJBKO IPU BBIXOJIE € TIOPTa € BBIKIIOYEHHBIM bpdu-tunnel-protocol.

—Pexum  nekancymsuuu  (3amena DMAC rpynnet Ha DMAC  mporokona):
OOpaTHblil annapaTHbIi MEXaHU3M BOCCTAaHOBJIEHUS CTPYKTYpbl Kajpa cpalaThlBacT IpU
BBITIOJTHEHUH CIIEAYIOUINX YCIOBHI:

l. WNukancynupoBanusiii TerupoBanHbli VLAN 100 kaznp co cTOpoHBI Maructpaiu
orepaTopa cBs3u nocrynaet Ha mopt GigabitEthernet 1/2.

2. DMAC kanpa - rpynnoBoit TyHHenbHbIH anpec (01:00:0C:CD:00:02).

3. Mertanannble kaapa, 3a uckinoueHueM DMAC, cOOTBETCBYIOT BKIIIOUEHHOMY
npoTtokony (etype, subtype, PID, LLC SSAP, ipproto, u 1.1.)

4. Kanp xommyTHpyercs BHyTpH CHCTeMbI Ha aboHeHTckui mopt GigabitEthernet 1/1,
Ha KOTOPOM JJIs IaHHOTO TUIa Tpaduka akTuBUpoBaHa Koman 1a bpdu-tunnel-protocol nmporokosna
c 00OHapyKEHHBIMHU METaJaHHBIMH.

PesynpTar: mpu npoxoxxaeHun kaapa udepe3 nopt GigabitEthernet 1/1 Ha BbIXOJ ammapaTHas
JOTHKa WHTepdeiica CUMTHIBACT NpaBWiIa TPHUBSI3KH MPOTOKOJOB. KoMMmyTaTop Bo3Bpamaer
OopuUrMHaIbHBIN KMeHTcKui MAC-aapec nporokoa (Hanpumep, 01:80:C2:00:00:21). KinuenT 3a
MIOPTOM I0JIy4aeT UCXoAHbIN [2-nakeT

3. BHUMAHMUE: ecnu xagp c¢ rpynnossiM DMAC npuzaer Ha nopr, rae BKIKOYEH
npoTtokoii ¢ TakuM DMAC rpynnsl — kaap otOpocutcs. Jlekancymasnus IpOucXOaUT TOIbKO €ClIn
KaJp NPUXOAUT HA MIOPT C BBIKIKOYEHHBIM IIPOTOKOJIOM.

4.2.64. Control Plane Policing (CoPP)

CoPP — 310 MexaHu3M ceTeBoil 0e30MmacHOCTH, KOTophIii 3ammuiaeT nporeccop (CPU) or
neperpy3ku. OH QUIBTPYET U OTPAHUYUBAET CKOPOCTh Tpaduka, npeaoTBpaias coon us-za DoS-
arak WX OIIMOOK B TOIIOJOTHMH CETH.

Komanza Hactpoiiku CoPP

Komanna HacTpoliky U3 pexxumMma Onucanue

r7100aJ1bHOM KOH(UTYpaIiu

Control-plane-policing ['ARP' BxiroueHne MexaHU3Ma OTrpaHWYEHMs IS
'Everything' 'HTTP' 'HTTPS' BbIOpaHHOTO TUMA AaHHBIX. [lo ymMomyaHuto
'ICMP' 'IGMP' 'IPv4' 'IPv4- BKJIIOUYCHO

Link-Local' 'IPv6' 'IPvo-Link-
Local' 'L2CP-Cisco' 'L2CP-
Ethernet' 'L2CP-LLC' 'PVST'
'SNMP' 'SSH' 'STP' 'Slow-
protocols' 'TCP' 'Telnet'
'UDP']
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no control-plane-policing
['"ARP' 'Everything' 'HTTP'
'HTTPS' 'ICMP' 'IGMP' 'IPv4'
'IPv4-Link-Local' 'IPvo6'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet' 'UDP']

BrikiIroueHrne MexaHu3Ma OrpaHHU4YCHUuA IJId
BI)I6paHHOF0 THIIA JaHHBIX.

control-plane-policing rate
['"ARP' 'Everything' 'HTTP'
'HTTPS' 'ICMP' 'IGMP' 'IPv4'
'IPv4-Link-Local' 'IPvo6'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet' 'UDP'] fps <10-
100000> burst-size <16-4096>

VYkazanue 3HaueHus fps u burst-size 11st Becex
WJIM BBIOPAHHOTO THIIA JAHHBIX.

Komana npocMoTpa nHbOopMaImu

Omucanue

show control-plane-policing
['"ARP' 'Everything' 'HTTP'
'HTTPS' 'ICMP' 'IGMP' 'IPv4'
'IPv4-Link-Local' 'IPv6'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet' 'UDP']

[Ipocmotp 3Hauenwmit fps u burst-size ms
BCEX HJIM BRIOPAHHOTO THITA JAHHBIX.

5. Web-unrepdeiic

» Configuration
¥ Monitor
» Syslem
» Green Ethemet

Port State Overview

Front panel

» Sec

» Aggregation

* Loop Protection
» Spanning Tree
» MVR

» IPMC

»LLDP

*UDLD
» Diagnostics
» Maintenance

Auto-refresh [

Puc.5.1 — Web-unrepdoeiic

I[J'Ii[ y,[[O6CTBa HaBUT'allUHU BCC KOMAH/bI pa3ACIICHbI Ha YCTHIPEC OCHOBHBIC I'PYIIIIbI:

configuration — KoHGUrypauus;

Refresh
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monitor — MOHUTOPHHT
diagnostics — AMarHoCTHKa,
maintenance — o0CIyKUBaHHE.

5.1. OcHOBHBIC KOMAH/bI YIIPABJICHUS HACTPONKAMH

Auto-refresh [
- BKIIFOUHUTH/BBIKITIOUYNUTH aBTOMATHYECKOE OOHOBJICHUE TTAaPaMETPOB;

| Refresh |
— - OGHOBHTD ITAPaMETPHI;

| Save |
—— - COXpaHUTh BBEJICHHBIC 3HAUCHUS;

| Reset |

- COpocuTh BBEJICHHBIEC 3HAYCHMUS;
- Update — OGHOBIIEHHE TPOIIMBKYA KOMMYTaTOpa;

- Home — Oto0Opaxaet cTapToBYIO CTPaHUILy MOHUTOPHUHTA;

%
- Logout — CmeHna nosib30BaTes;
- Show Help — [1okazars cipaBky.

5.2. Koudurypauus

Bxnanka konduryparuu (Configuration) crpynnupoBaHa 1o Ha3BaHUSIM IPOTOKOJIOB
Y UCIOJIb3yeMbIM HacTpoiikam (Puc. 5.2).

208



Puc. 5.2 — Bknazaka Configuration

i JAKFRITOE AKNADAEFHOE DBRVECTED
o

HIO “TENEROM™

——— O

~ Configuration

» System

» Green Ethemnet
= Thermal Protecfion
» Ports

» CFM

" APS

* ERFS

» DHCPv4

» DHCPvE

» Security

» Aggregation

b Link OAM

= Loop Protection
» Spanning Tree
k IPMC Profile

* MVR

» IPMC

» LLDP

= PoE

= SyncE

= MAC Table

» VLANS

» VLAN Translation
» Private VLANS
» VCL

» Voice VLAN

b QoS

= Mirroring

= UPnP

«PTP

» MRP

» GVRP

= sFlow

= DDMI

= UDLD

5.2.1. System. CucremMHbIe HACTPOUKH

Kondurypamus cucremnoit unpopmanuu (System Information Configuration) (Puc.
5.2.1.1) (Tabxn. 5.2.1.1). Ilo3BonsieT 3amaTh WHGOPMAIIUIO O KOMMYTAaTOpPEe B COOTBETCTBHH C

MNpEAITOYTCHUSAMMU I1OJIL30BATCIIA.
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System Information Configuration

System Contact | |

System Name

System Location

| Save || Reset |
Puc. 5.2.1.1 — Brimanka System Information Configuration

Tabmuna 5.2.1.1 - Bknagka System Information Configuration

System Contact Konraktnas undopmanus. B 3ToMm mone MOXHO yKaszaTh
KOHTakTHyl0 uH(popmauutoo. HWwms, damwiua nuna,
OTBETCTBEHHOTO 32 CUCTEMY, PEC IEKTPOHHON NOYTHI MIIN
JPYTHe CBEICHUSI.

System Name Nwms cuctemsl. UM xocTa [u1s JaHHOTO ycTporcTBa. MOKHO
ucronb30Bath (A-Z), (a-z), (0-9), (-). [Ipumenenue cumBoIa
«1poOem» HexonycTumo. llepBblii CUMBOJI JOJKEH OBITH
OykBO# (ITPOMUCHOM 1K cTpouHol). [lepBblil 1 mocneaHmit
CHUMBOJIBI HE JOJDKHBI OBITH 3HaKOM MuHYC. [lomyctumas
JMHa cTpoku 0~255.

System Location Pacnionoxenune cuctemsl, (PU3NIECKOE PACIIONIOKEHUE ITOTO
ycTporictBa (Hampumep: garderob, etazh3 wu T.IL.).
Honyctumas nnuna ctpoku ot 0 1o 255.

Kondurypauus IP (IP Configuration) (Puc. 5.2.1.2) (Tao.a. 5.2.1.2).

IP Configuration
Domain Name | | No Domain Name V|| |
Mode
DMNS Server 0 | Mo OMS server V|| |
DNS Server 1 | |No DNS server V|| |
DNS Server 2 | | No DNS server V|| |
DNS Server3 || v/
DNS Proxy Il

Puc. 5.2.1.2 — IP Configuration

Tabmuua 5.2.1.2- IP Configuration

Domain Name CTpoka UMEHH JIOKAIBHOTO JIOMEHA, B KOTOPOM HaXOJUTCS
YCTPOMCTBO.
BonbIMHCTBO 3ampoCcoB Jii UMEH B 3TOM JOMEHE MOTYT
UCII0JIb30BaTh KOPOTKHE UMEHA OTHOCUTENIBHO JIOKAIBHOTO
JIoMeHa. 3aTeM cucTeMa J00aBiseT JOMEHHOE HMS B
KauecTBe cy(pdukca K HEKBATH(PHUIMPOBAHHBIM HMEHAM.
Hampumep, ecmu moMeHHOE UM 33]]aHO Kak «example.com»
)4 BBI YKQKETE MyHKT HaszHadueHus PING mo
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http://192.168.0.186/help/glossary.htm#ping

HEKBATM(UIIMPOBAHHOMY MMEHH Kak «test», TorJa cuctema
ONPEIEIUT UM KakK «test.example.comy.
[Toanepx’uBarOTCs CIEYIONUINE PEKUMBI:
No Domain Name- JloMeHHOE HMS HCITOIb30BaTHCS
He Oyer.

Configured Domain Name - SIBHO yKaxxuTe HMsI
JIOKQJILHOTO JIOMEHa.
Yoenurech, YTO HACTPOSCHHOE JIOMCHHOE UM
COOTBETCTBYET JOMEHY Ballleii OpraHu3aIliH.

From any DHCPv6 interfaces - byner
UCIIOJIb30BATHCS nepBoe JIOMEHHOE nums,
npeioxkeHHoe npu apernie DHCPv6 untepoeiicy ¢
noaaepxxkoi DHCPv6.

From this DHCPv6 interface - Ykaxkure, u3 Kakoro
untepdeiica ¢ noanepxkkoir DHCPv6 cnenyer
OT/JaBaTh IPEIOYTCHUE PEIOCTABICHHOMY
JIOMCHHOMY WMEHU.

Mode B cnmcke MokHO BBIOpaTh, Kak OyAeT (yHKIMOHHPOBATH
CTEK IPOTOKOJIOB [P — Kak XocT win kak MapuipyTtusartop. B
pexxume Host (Xoct) [P-tpaduk mexny unrepdeiicamu He
MOXeT ObIThb MapuipyTu3upoBaH. B pexume Router
(Mapupytusarop), Tpapuk MOMXKET MapLIPYTU3UPOBATHCS
MeXay Bcemu wuHTepdeiicamu. Ilpm HacTpoiike gaHHOTO
ycTpoiictBa st MHoxkectBa VLAN, cnemyer BbIOpaTh
pexxuM Router. Pesxum 21 Host BeIOpaH 10 yMOJTYaHUIO.

DNS Server 0..3 JlanHast HacTpoiika MO3BOJISIET 3aJaThb CEPBEP JOMEHHBIX
umeH (DNS). Pesxxum paboTsi:

* From any DHCP interfaces (13 moObix uHTEpdeiicoB
DHCP): Oymer wucnons3oBaH [P-agpec  mepBoro
DNScepsepa, nosydennsiii or DHCP, npu BriroueHHOM
noanepxku DHCP na unrtepdetice.

* No DNS server (bes3 DNS-cepsepa): DNS-cepsep
UCIIONIb30BaThCS HE OyIeT.

* Configured (3aganusriii [P-anpec): 6yner ucnons3oBan IP-
aapec DNS-cepBepa, BBeZIeHHBIN B JeCATHUYHOM (hopmate ¢
TOYKOM.

* From this DHCP interface (M3 mannoro wunTepdeiica
DHCP): MoxHO yka3aTh U3 Kakoro wuHTepdeiica ¢
aktuBupoBaHHBIM DHCP-npoTokosoM mnpeanodTuTensHo
BbIOpaTh DNS-cepBep.

211



DNS Proxy ITpokcu-cepBep noMeHHbIX HMeH. Korzma akTuBHpoOBaH
npokcu cepBep DNS, cucrema OyaeT OTHPaBIsATh 3alpOChI
DNS Ha Texymmii HactpoeHHslii DNS-cepBep, mpu sTom
OTBETHI OymyT oOTHpaBisaThesa, Kak DNS-paspemenus
KJINEHTCKUM YCTPOMCTBAM CETH.

IP Unrepdeiicol (IP Interfaces) (Puc. 5.2.1.3) (Ta6.a. 5.2.1.3).

IP Interfaces

DHCPv4 1Pv4 DHCPv6 IPvé

[ Client ID | Current Mask . Rapid | Current Mask | CoS
Ennhle‘ Type | liMac | ASCI | HEX | (FEILets Lease LETED Length PriSec | Enable | commit | Lease s Length

0 "™ g o Py O s

Add Interface

Delete

F

Puc. 6.2.1.3— IP Interfaces

Tabmuna 5.2.1.3- IP Configuration

Delete Bribepure, uToOb! yaanuTh Tekymuil [P-uatepdeiic.

VLAN B stom none yka3zan Homep VLAN, accomuupoBaHHblil ¢ [P-
unrepdeiicom. [loctyn k [P-unrtepdeiicy OyayT uMeTs TOIBKO
nopThel ¢ JaHHBIM HomepoM VLAN. DTo mone AOCTymHO AJis
BBOJIa TOJIBKO IIPH CO3/IJaHUU HOBOT'O UHTEpQelica
DHCPv4 | Enable Bxmtounts kiment DHCP. Eciau 3TOT mapaMerp BKIIIOYEH,
cuctema Hactpout anpec IPv4 wu wmacky wuHTepdeiica ¢
ucnonszoBanueM mnpotokona DHCP. Knuent DHCP o0bsBut
CKOH(HUTYPHPOBAHHOE UMsI CHCTEMBI Kak uMs xocta (hostname),
4yT00BI 00ecneunTh mouck DNS.

Hostname HUmsa xocta DHCP-kmenta. Ecim knuenr DHCPv4 BiaroueH,
HACTPOEHHOE UMS XOcTa OyJeT ucrosb3oBarbes B mone DHCP
option 12. Ecnau 3T0 3HaueHHE MpEACTaBIAECT COOOW ITyCTYIO
CTPOKY, B I10JIE UCIIOJIB3YETCSI HACTPOEHHOE UMS CUCTEMBI ILTIOC
nocienHue Tpu Oaita cucreMHbix MAC-anpecoB B KauecTBE
MMEHU XOCTA.

Fallback Onuus IPv4 DHCP Fallback ompenenser xak ponro (B 22
CeKyHJaXx) KoMMmyTaTop OyneT oXujgaTb OTBeTa  OT
DHCPcepBepa, mnpexiae uYeM OH HayHET HCII0JIb30BATh
HacTpoeHHbIN cratndeckuil IP-agpec. JlomycTumble 3HaYEHUS:
oT 0 mo 4294967295 cexynn. HyneBoe 3HaueHHE OTKIIOYAECT
MEXaHU3M pE3epBHBIX JIeHCTBMH, TakuM o00pa3oM, YTO
KOMMYyTaTtop OyJeT 0XuJIaThb OTBETa J0 TeX IOop, MoKa He

TIOJIyYUT
Current [Toxa3pIBaeT Tekymwui ajapec uHTEepdeiica, IpeaoCcTaBIeHHBIN
Lease cepsepom DHCP.

Client ID Type | Tun wunentudukaropa kimumentra DHCP  IPv4.

Bri6epuTte, kakoil U3 Tpex TUIOB HUXe, TO ecTh [fMac,
ASCII mm HEX, pobkeH WUCIOIb30BaThCa IS
UIeHTHPHUKATOpA KIHEHTa

IfMac | Unentuduxarop kmmenta DHCP IPv4 IfMac. Korna
xmeHtT DHCPv4 BkimoueH W TUN HACHTUPHUKATOpA

knueHta - ifmac, ammapatHbiii  MAC-aapec
HacTpOCHHOro WHTepderica OyaeT HCIOIb30BaThCs B
nosie DHCP option 61.

ASCII | Uneatudukarop xknmmenra DHCP 1Pv4 ASCII. Korna
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knmueHT DHCPv4 BritoueH W TUI HUIASHTHPHUKATOpA
KJIMeHTa - ascil, ctpoka ASCII Gyner ucrnonbp3oBaThCs
B nosie DHCP option 61.

HEX | Unentudukarop kmmenra DHCP IPv4 HEX. Korma
kmueHT DHCPv4 BritoueH W TUI HIASHTHPHUKATOpA
ximenta «HEX», mectHaanaTrepuunoe 3HaueHue OyaeT

ucnosib3oBarkes B nosie DHCP option 61.

IPv4 Address IP v4-anpec untepdeiica. Ecmu DHCP Britrouen, To 3To mosie He
ucnoae3yercs. Ilome Moxer ocraBaThCs IyCTBIM, €CIM HE
tpedyercs IP v4.

Mask Length | Macka cetu IP v4. Eciiu npotokon DHCP axtuBupoBaH, 310
1oJie He ucrnosb3yercs. [1oae MOXKHO OCTaBUTH MTyCTHIM.
Pri/Sec OcHoBHo¥//lononHuTenbHBIN ip agpec
IPv6 Address IPv6-aapec untepdeiica. [Toe MOKHO OCTaBUTh IMYCTHIM
Mask Length | Macka cetu IP v6. [Tosie MOKHO OCTaBUTh IMYCTHIM.

DHCP v6 | Enable Bxmtounts kiment DHCP. Ecnu »TOoT mapamerp BKIIIOYEH,
cucreMa HactpouT azapec IP v6 um macky wuHTepdeiica ¢
ucnoJip3oBaHueM nporokoia DHCP.

Rapid [To3Bonsier cepBepy ObICTpO (PUKCHPOBATH KOHTEHHEp WIH
Commit rnobanpHyto rpynmy. [1o ymonuanuio 3Ta onius He 3ajaHa u
CUUTAETCS] OTKIOYECHHOM.
Current [Toka3biBaeT Tekymui aapec uHTEepdeiica, MpeaocTaBIeHHbIN
Lease cepsepom DHCP.
CoS [To3Bomsier 3anath MapkupoBky 802.1p ucxozsmero Tpapuka ¢

uHTepdeiica ynpaBiaeHUs..

IP-mapupytsi (IP Routers) (Puc. 5.2.1.4) (Ta6a. 5.2.1.4).

IP Routes

| Delete | Network | Mask Length | Gateway | Next Hop VLAN (IPv6) | Distance |

| Add Route |

Tab6muna 5.2.1.4- IP Route

Puc. 5.2.1.4— 1P Route

Delete VY naneHnue TeKymero Mapupyra

Network Anpec cetn HazHaueHusa. Jto IP-agpec cetu nasznauenus wim IP-ampec xocra
ATOrO MapuIpyTa.

Mask Macka cetu. 910 macka [P-agpeca ceTr Ha3HaUYECHHS UM Macka XocTa.

Length

Gateway [P-anpec nutro3a. 1103 1 ceTh AOMKHBI OBITH OJJHOTO THIIA.

Next Hop | Uneratudukarop VLAN (VID) konkpernoro mutepdetica [Pv6, cBszanHoro co
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VLAN nuto3oM. Jlanusiit VID Haxoaurtes B muanasone ot 1 10 4094 u 6yner paborartb
TOJIBKO TOT]1a, KOTJ]a COOTBETCTBYIOTNI nuTepdeiic IPvo nericreurenen. Eciu IP-
aapec unumno3a I[Pv6 nokanbHbd, OH goibkeH yka3zatb VLAN crenyroiiero
nepexoaa g uuitoza. Eciu IP-aapec mnwmoza IPvé He JokanbHBIM, cucTema
urHopupyet VLAN cuenyromiero nepexosa Aajis IUI03a.

Distance 3HauYE€HHE PACCTOSHHMS B 3alIMCU MApPUIPYTa UCIOJIb3YETCS sl MPEJOCTABICHUS
MapuIpyTu3aropaM HHPOPMALUU O MPHUOPHUTETE MPOTOKOJIOB MAapIIPYTHU3ALHH.
Korna 3anelicTBoBaHbl /1Ba Win 0oJjiee pa3HBIX MPOTOKOJIA MapIIPyTHU3ALUH U
UMEIOT OAWH M TOT K€ MYHKT Ha3HA4YEHUs, 3HAUECHHUE PACCTOSIHUS MOKET
MCIIOJIb30BAThCS /ISl BBIOOpA HAMJIYYILIEro MyTH.

| Add Route |
Kuonka ———————' mpeaHasHaveHa Jjist 100aBICHUS HOBBIX MapIIPyTOB.

Kondurypauus NTP (NTP Configuration) (Puc. 5.2.1.5) (Ta6.a. 5.2.1.5)
NTP Configuration

Mode | |Disabled v |

Server 1

Server 2

Server 4

Server 5

| |
| |
Server 3 | |
| |
| |

Puc. 5.2.1.5—- NTP

Tabmuma 5.2.1.5- NTP
Mode Pesxxum paboter NTP: BKITOUSH/BBIKITIOUECH

Server 1..5 [Pv4 unu [Pv6-anpec NTP-cepeepa

Kondurypauus yacoBoro nosica (Time Zone Configuration) (Puc. 5.2.1.6) (Tao.. 5.2.1.6).

Time Zone Configuration
Time Zone | (UTC) Coordinated Universal Time v |
Hours
Minutes
Acronym | | ( 0-16 characters }

Puc. 5.2.1.6 — Konduryparus yacoBoro nosica

Tabnuua 5.2.1.6 - Kondurypauus gyacoBoro nosica
Time Zone | BriOepuTe COOTBETCTBYIOMINI YaCOBOH IOSIC U3 PACKPHIBAIOIIETOCS CITUCKA

Acronym HacrtpanBaemplii mosib30BaTeIeM aKpOHUM JIJIs1 ONIPEAEIICHUS YaCOBOIO Mosica
(1o 16 cuMBOIIOB).

Kondurypanus nepexona Ha snernee pemsi (Daylight Saving Time Configuration) (Puc.
5.2.1.7) (Tab.a. 5.2.1.7).
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Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time | | Disabled w

Start Time settings

Month

Date

Year

Hours

Minutes

End Time settings

Month

Date

Year

Hours

Minutes

Offset settings

Offset

1 (1 -1439) Minutes

Puc. 5.2.1.7— Kondurypanus nepexo/ia Ha JISTHEE BpeMs

Tabmuna 5.2.1.7- Korduryparus 4acoBoro mosica

Daylight Saving Time

Disabled (OtkitoueHo) — mepexoja Ha JIeTHEe Bpems
otkioveH; Recurring (IToBTopstommiicsi) — MOBTOPSITH
nepexo Ha JeTHee BpeMs Kaxablil roa; Non-Recurring
(EnmHOBpEMEHHBIN) - Mepexo/ Ha JIETHEE BPEMsI OJUH
pa3

Start Time settings | Month

Mecsi Hagana

(Bpems nHauana Date JlaTa Hayaia
NeNCTBUSA) Year I'ox Hauana
Hours Yac Hagana
Minutes MuHyTHI Hayasa
End Time settings Month Mecsi KkoHIIa
(Bpems okonuanust | Date Jlata xoH1a
TENUCTBUSA) Year I'ox xoHIIA
Hours Yac xoHna
Minutes MUHYTBI KOHLIA
Offset settings BBemuTe KOIMYECTBO MUHYT JJIsl TOOABJICHUS B JIETHEE

Bpemsi. ([unamazon: 1-1440)

Kondurypanus xkypHana cucremHbix cooOmenuii (System Log) (Puc. 5.2.1.8) (Taou.

5.2.1.8).

Syslog (cucremHBIil XypHall) — CTaHIApT OTHPABKHM M PETHCTpallMU COOOIIEHUH O
MPOUCXOSAIMINX B CHCTEME COOBITUAX (TO €CThb CO3JaHHs JIOTOB), HCIOJB3YIOLIUICS B
KOMITBIOTEPHBIX CEeTAX, paboTarouux no nporokomny IP.
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System Log Configuration

Server Mode | Disabled v |
Server Address |
Syslog Level | Informational v |

Puc. 5.2.1.8— System Log

Tabauna 5.2.1.8- System Log

Server Mode Pexxum pabotel cepepa: Brmtouen (Enabled)/Brikimtouen (Disabled);
Server Address | IP v4 — anpec syslog-cepBepa, Tak:ke MOKHO yka3aTh host name;
Syslog Level YKaKUTE THIT OTIIPABIISIEMBIX COOOIICHHIA. BO3MOXKHBIE pEKIMBIL:

* Error (Omm0ka) —0TrnpaBiisTh TOJIBKO OLUIHOKH;
* Warning (IIpexynpexnenue) — OTIpaBiIsTh MPEIyIPEKICHAS U OUIHOKH;

* Notice (YBenomMieHne) — OTIPABIATh YBEAOMIICHHUS, IPEAYIIPEKACHUSI U
OIUOKU;

* Informational (Mudopmanust) — oTpaBiaTs HHPOPMAITUIOHHBIE
COOOICHHS, YBEIOMJICHUS], TPEAYNPESKACHUS U OIINOKH;

5.2.2. Green

Ethernet. Hacrpoiika 3Heprocoepe:xenusi. Hacrtpoiika

JHeprocoepeKeHus.

Port Power Savings Configuration

| Optimize EEE for |[ Latency V]|

Puc. 5.2.2.1 — Port Power Savings Configuration

Tabmuna 5.2.2.1 - Port Power Savings Configuration

OptimizeEEEfor

KommyTaTtop mMoxeT ObiTb HacTpoeH Ha ontumusauuo EEE gna Haunydwero
aHeprocbepexeHus (Power) unm MuHMManbHOW 3agepxku Tpadgumka (Latency).

Kondurypanus nopros.
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Port Configuration

EEE Urgent Queues
Port | ActiPHY | PerfectReach |[EEE (1|2 [3[4[5]6]|7]8
- ] ] O OO OO 0gOogoogo-g
1 O ] O OO0 0O0O0QOocoo
2 ] ] ) 1 O OO OO
3 O ] O OO0 0O0O0QOocoo
4 ] ] O OO0 0O0O0O0cO
5 ] ] O OO0 0O0O0Oooo
6 ] ] O OO OO ooo
7 ] ] O OO0 0O0O0OoOoo
8 ] ] O OO0 0O0O0Oo0Oood
9
10

Puc. 5.2.2.2 — Port Configuration

Tabmuna 5.2.2.2 - Port Configuration

ActiPHY Bxutouenne/Boikmouenne ¢pyaknun ActiPHY. ActiPHY cHmwkaer
MOIIHOCTh MOpTa MpPU OTCYTCTBHHM CBs3H. [lopT BKiIIOUaeTcs Ha
KOPOTKOE BpeMsi, 4TOOBI OIIPE/ICIINTh, BCTABJICH JIU Ka0elb.
PerfectReach Bxmouenue/Boikmouenne  ¢ynkuuu PerfectReach. PerfectReach
pabotaeT, omnpeaessist [UIMHY KaOels ¥ CHUKast MOITHOCTH JUTSI TIOPTOB
C KOPOTKUMHU KaOelsIMHU.
EEE Brxrouenune/Beikimodenrne EEE st mopra kommyTaropa.

Jns MakcMManbHOW SKOHOMHUH YHEPTHM CXEMa HE 3aIlyCKAETCs cpasy
MOCJIE TOT0, KaK JaHHbIE JJIs Iepeayu TOTOBBI AJI MOPTA, @ BMECTO
9TOr0 CTaBUTCA B OUCPECAb 0 TCX IOP, ITOKA MAKET AaHHBIX HE 6YI[€T
TOTOB K Mepeaayde. ITo MPUBEAET K HEKOTOPOH 3a/iepikke Tpaduka.
EEE Urgent Queues | Hactpoiika ouepeneii. YCTaHOBJICHHBIE O4YE€peId aAKTUBUPYIOT
nepefady KajapoB, KaK TOJbKO JaHHbIE CTaHyT JOCTYyIHbIL. B
IIPOTUBHOM CJIy4ae O4epe/lb OTIOXKHUT Mepeady A0 TeX Mop, IOKa He
OyJeT mepenaHa mayka KaJpos.

5.2.3. Thermal Protection Configuration. Hactpoiika 3aiursl OT nneperpesa.

OTa CTpaHMLa MO3BOJIAET IOJI30BATEII0 IPOBEPUTh U HACTPOUTH TEKYILYH HACTPOHKY
3alllUThI OT MEeperpena.

Korzna temmnepaTypa mpeBbIIa€T HACTPOCHHYIO TEMIIEPATypy TEIJIOBOM 3aIMTHI, IOPTHI
OTKJIIOYAIOTCS, YTOOBI CHU3UTh dHEpronorpediienne. MoXHO pacnpeenuTh MOPThl M0 Pa3HbIM
rpynnam (Puc 5.2.3.1). Kaxxgo#t rpynne moxer ObITh 3aiaHa temneparypa (Puc 5.2.3.2), npu
KOTOPOM COOTBETCTBYIOIIME MOPTHI TOJKHBI OBITH BBIKITIOYEHBI.

217



Temperature settings for groups

Group | Temperature
0 (255 C
2 |255 C
3 |255 °cC

Puc. 5.2.3.1 — Hactpolika TeMneparypbl

Port groups

Port | Group
R W

Disabled »

—
[ S = It [ = R B LTI O B

Puc. 5.2.3.2 — ['pynmsl nopToB

5.2.4. Kongurypauusi nopros. Ports

Port Configuration

e ‘ el |'-i"k } Current | sﬂre:“r, a ‘ = D“IEX ﬂmﬂmﬂ : [5G 106 ‘ S e IE e Jl_FM“im:'m e I ;E"&?. K
= O O O 0 0 _;y_? [ 10240] [« - 0
1 ® Down m] X X m] 0-7 10240 [Discard ~| m]
2 1Gfdx (] X X O 0-7 10240 [Discard v] 0
3 ® D0Down (m] X X (m] 0-7 10240 [Discard ~] (m]
4 ® Down O X X O 0-7 10240 [Discard ~| O
5 @® Down [m] X X 0 0-7 10240] [Discard v] 0
6 ® Down m] X X m] 0-7 10240| [Discard ~| m]
7 ® Dovn O b X O 0-7 10240 [Discard ~| O
8 @® Down (] X X O 0-7 10240 [Discard v] 0
9 ® oomn [m] X X [m] 07 10240 [m]
10 @ Down [Autonegotiation v | O X X O 0-7 10240 O

Puc. 5.2.4.1 — Port Configuration
Tab6nuia 5.2.4.1 - Port Configuration

Port Howmep nopra

Description

Link Tekymiee cocrosinue (Link):

- HAJIMYUE,
. - OTCYTCTBHC,
Speed Current OTo0pakaeT TEKYIYI0 CKOPOCTh COeIMHEHMS;
Configure | YcranoBka ckopoctu  coeauHeHus. OTOOpakarOTCs  TOJIBKO
d MOAACPKUBACMEIC CKOPOCTH. Bo3MmoxkHbIe BAapHWAHTHI:
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* Disabled - oTKIIOYMTH TOPT KOMMYTATOPA;

* Auto — aBTOMATHYECKHH pPEXKUM, BBIOMpAECTCSs MaKCHUMaJbHas
CKOPOCTb, KOTOpasi BO3MOXHA IIPU TEKYILEM COCAUHEHUU;

* SFP_Auto AMS — aBTOMaTH4ECKHUI PEKUM ONPEICTICHHUS CKOPOCTH
SFP;

» Cxopoctu: 10Mbps HDX/10Mbps FDX/100Mbps HDX/100Mbps
FDX/1Gbps FDX/ 2.5Gbps FDX/10Gbps FDX/100-FX/100-
FX AMS/1000- X/1000-X AMS;

Adv Fdx [Ipu ycranoBineHHOM pexumMe aBToMaTHueckoro Hdx ompenenenus
Duplex Hdx FDX/HDX, mopt Oyner mnpennarath ykazaHHble pexumbl (FDX
nymneke) 1 (HDX nonyaynuiekc) B kauecTBe IPeIOUTUTENBHBIX IS
IIOpTa, CBSI3aHHOI'O 110 3TOMY KaHaJly YCTPOMCTBa (€CiM Ha HEM TakKe
YCTAHOBJIEH aBTOMATHUYECKHH PEXKUM);
Adv 10M IIpn yCTaHOBIEHHOM pEXHME AaBTOMAaTHYECKOTO OIPENEICHUs
speed 100M CKOpOCTH, NMOPT OyAeT mpeanaraTb yKa3aHHble CKOPOCTH B KauecTBE
1G NPEANOYTUTEIIPHEIX JUIST IIOPTa, CBA3aHHOTO IO 3TOMY KaHally
2.5G YCTpPOMCTBa (€CIM Ha HEM TAaKKe YCTaHOBJIEH aBTOMAaTUYECKUM
5G pexIMm);
10G
Flow Enable VYnpasinenne morokom. B crombme Current Rx  ykasaHo,
Control | Curr Rx NOJIEP)KUBAeT JIM MOPT May3bl NMpU Ipueme Kaapos. B crondue
Curr Tx Current Tx yka3zaHo, HOJAepKUBAET JM MOPT Nay3bl IpU Iepeaade
kampoB. Hactpoiiku Rx wu Tx omnpenenstorcs pe3yJbTaTamMu
MOCJIEIHETO ~ aBTOCOIVIacoBaHUsl MmapamerpoB. Ilepen Tem, Kak
UCIOJIb30BATh YNPaBJIEHUE MOTOKOM HPOBEPhTE HACTPOMKU B 3THX
cronbuax. JlaHHas HacTpoilka cBsi3aHa Takke C BbIOpaHHOMU
ckopocthio Configured Speed.
PFC Enable Ycranosuts npuoputet (0-7) IOTOKA yrnpaBiIeHuUs;
Priority

Maximum Frame Size

MaxkcumanbHbIi pasMep (peiimMa a1 TopTa KOMMYTaTopa, BKIFOYas
FCS;

Excessive Collision

Pexxum pa6OTI>I npu CJIUIIKOM OOJIBIIIOM 4YHUCJIE CTOJIKHOBEHHI

Mode nakeroB: JlaHHas HacTpolika KOHQUIypuUpyeT MOpPT Ha YCTAHOBKY
pexuma mepefayd [pU  CTOJIKHOBeHMsX makeroB "Discard”
(orOpaceiBanre Kajapa mocie 16 CTOJKHOBEHUHI — BbIOpaHO IO
YMOJIYaHHIO),

Frame Bxrouenune/BrIKITIOUeHHE TIPOBEPKU IIWHBI Kajapa. Ecnu BritoueHa

Length Check «TIpOBEpPKa [UIMHBI KaJpa», KaJpbl C Pa3MEPOM IOJIE3HOW Harpys3ku

MeHee 1536 GaiitoB oTOpacsiBatoTcs, ecnu nosie EtherType / Length
HE COOTBETCTBYET (haKTHUECKOW AJMHE Moje3HOM Harpys3ku. Ecmm
«TIpOBEpKa JUTMHBI KaJpa» OTKJIIOYECHA, KaJpbl HE OTOPACchIBAIOTCS H3-
3a HECOOTBETCTBUS JUIMHBI Kajapa. Ilpumeuanue. CueTunku
OT6paCI)IBaHI/I$[ HC MOACUYHUTBIBAIOT KOJIMYECTBO IMOTCPAHHBIX KaapOB
13-32 HECOOTBETCTBHUS JUTMHBI KaJIpa.
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5.2.5. CFM Global Configuration

CFM Global Configuration

Sender Id TLV | None v |
Port Status TLV | Enable v |
Interface Status TLV | Disable V|
Organisation Specific TLV | Disable v |
Organisation Specific TLV OUI | 000000 |

Organisation Specific TLV Subtype |D |

Organisation Specific TLV Value | |

Puc. 5.2.5.1 — CFM Global Configuration

Tabmuua 5.2.5.1 - Port Configuration

Sender Id TLV

Br160op naentudukaropa tlv:

Chassis — uneatudukarop maccu (MAC-amapec)
chassis-management - unentudukarop maccu (MAC-anpec) u
anpec ynpasienus (IPv4-aapec)

management - agpec ynpasienus (IPv4-anpec)

disable — uckmounTh aeHTUUKATOP tlV

Port Status TLV

BxiroueHue WM BBIKIIOUEHUE tlv IJIg ¢TaTyca nopra

Interface Status TLV

Bxurouenue i BeikiIroueHue tlv as craryca unrepdeiica

Organisation Specific TLV

Bximtoyenue wnu  BeIKIodueHue TLV st KOHKpeTHOH
OpraHu3aluu

Organisation Specific TLV
OUI

tpex6aiitoBbiii OUI, nepenaBaemslii ¢ TLV, 3aBucammm ot
OpraHH3al1y.

Organisation Specific TLV
Subtype

noarun, nepenasaembli ¢ TLV  nmng koHKpeTHOU
opranu3anui. Moxxer ObITh JIFOOBIM 3HAUEHHWEM B JHara3oHe
[0; 255]

Organisation Specific TLV
Value

3HayeHue, mnepegaBaemoe B TLV  nmmda  KOHKpeTHOH
OpraHu3aliy. 3HAaUeHUEe MPEJICTaBIsIeT CcOo0Oi IMeyaTaemylo
CTPOKY CUMBOJIOB juyinHOU (0-63.

Hacrpoiika nomena CFM
CFM Domain Configuration

Delete | Domain | Format | Name

TLV option select
Sender Id | Port Status | Interface Status | Org. Specific

Level

*

Nao entry exists

| Add New Entry |
Puc.

5.2.5.2 — Hacrpoiika nomena CFM
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Tabmuma 5.2.5.2 - Hact

orka nomena CFM

Delete

Knonka ynanenus 3anucu. 3anuch OyJeT ynajieHa HpU CIEAYIOIEeM

COXpaHCHHH.
Domain WUmsi nomeHa. 3HayeHHEe — 3TO OTAEIBHOE CJIOBO, HAUMHAIOIIEECS C
OykBeHHOM OykBbl AZ uiu az JyinHou ot 1 jo 15.
Format Br16op popmaTa numenu:
None
String
Name CoxepxuMoe 3TOr0 mapamMeTpa 3aBHCUT OT 3HAYCHHUs IapaMmerpa
dbopmara.
Ecin dopmar None: Mms He ucmonb3yercs, HO 3a KaapoM Oyner
YCTaHOBJIEHBI BCE HYJU. DTOT (hopMaT 0OBIYHO HCTIONb3yeTCs OJI0KaMu
PDU tuna Y.1731.
Ecmu dopmar String: Mg momKHO coaepkath CTpoky oT 1 go 43
CHUMBOJIOB.
Level YpoBenb 3T0oro gjoMeHa. JlomyctuMelie 3HaYeHUsT OrpaHudeHbI 0—7.
TLV Sender Id | Beibop unentudukaropa tlv
option Chassis — ugentuduxatop maccu (MAC-amapec)
select chassismanage - wunentudukarop maccu (MAC-aapec) u azapec
ynpasnenus (IPv4-agpec)
management - anpec ynpasienus (IPv4-anpec)
none — UCKJIIOYUTh UaeHTHHUKATOp tlv
defer — mpuMeHSIOTCS HACTPOMKH TII00ATBHON KOHPUTY ALK
Port Status | Bxirrouenne i BeikitodeHue tlv s craryca nopra
Defer— npuMeHstoTca HACTPOMKHU T1100aTbHON KOHGUTYpAIUH
Interface | Bxirouenue unu Beikitouenue tlv ans craryca unrepdeiica
Status Defer — npuMeHsI0TCS HACTPOMKU I7100aIbHON KOHPUTYpaLUU
Org. disable - uckmounts TLV 11 KOHKpEeTHON OpraHu3au
Specific Defer — npuMeHSFOTCS HACTPOHKH TTI00AIBHON KOH(PHUTYpaIuu

CFM Service Configuration

CFM Service Configuration

Delete | Domain | Service

Format | Name | VLAN | CCM Interval

TLV option select
Sender Id | Port Status [ Interface Status | Org. Specific

=

Mo entry exists

| Add Mew Entry |

Puc. 5.2.5.3 — CFM Service Configuration

Tabmuna 5.2.5.3 - CFM Service Configuration

Delete Knonka ynanenus 3anucu. 3anuck OyJeT yJalleHa IpU CIeAyIoLeM
COXPAaHEHHUH.

Domain Nms momena, mos1 KOTOpbIM Haxoautes 9ta Ciryxoa.

Service Ha3panue cmyxObl. 3HaueHWe — OSTO OTAEIBHOE CJIOBO,
HauuHaroIeecs ¢ OykBeHHOM OykBbl AZ wiu az aynuHo# ot 1 go 15.

Format Beibop ¢Qopmara umenu ciayxObl. DTO pemiaer, Kak OyaeT

HHTCPIPCTUPOBATHCA 3HA4YCHUC ImapamMeTpa Name.
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Bo3moxxHbIe 3HAUCHUS:
String

Two Octets

Y1731 ICC

Y1731 ICC CC

Name

ConepkUMoO€ 3TOro mnapamerpa 3aBUCUT OT 3HAUYCHHUS JJIEMEHTa
Format. Tlomumo orpanuueHuid OOBSICHUTH IS KaXJO0r0 U3 HUX,
MIPUMEHSIETCS CIICTYIONIEE B LIEJIOM:

Ecnu ¢popmar nomena none, pa3mep HE MOXKET MpeBbIIIATh 45 OaiT.
Ecnmu dopmar momeHa He none, pa3Mep HE MOXKET IpEBbIIATh 44
Oalira.

Ecin ¢dopmar String, mpuMeHseTCs CleIyroliee: UIHHA TOJKHA
ObITh B muama3oHe [1; 44]. Coneprkanue T0HKHO OBITh B JUANIA30HE
[32; 126]

Eciu ¢popmar Two Octets, npumensiercst cienytomiee: Umsa [0] u
Nwms [1] OyayT HHTEpIPETHPOBATHCS KaK 8-pa3psiIHbIC LEIbIC YUCIa
6e3 3Haka (nmomyctum auanason [0; 255]). Ums [0] Oynet momernieHo
B PDU nepen umenewm [1].

OcraBumecs JOCTYIMHBIE 0AaHTHI B MMEHHU MCIIOIH30BaTHCS HE OyIyT.

Ecnu ¢popmar Y1731 ICC, npumensiercs cienyrouiee:

JuHa qoikHa ObiTh 13. Comepkumoe JOKHO OBITh B JAMAara3oHe
[az, AZ, 0-9]. Y.1731 yka3biBaer, uto 310 koHkareHauus ICC (koma
omepatopa cBs3u ITU) wu UMC (yHHKaIbHOTO  KOZAa
uaentuduxaropa MEG): ICC: 1-6 6aiitoB UMC: 7-12 6aiiToB

B npunniune UMC mMoxeT npruHUMAaTh J1000€ 3HaUeHUE B IMana3oHe
[1; 127], Ho aToT API He mo3BossieT yka3piBath yHy ICC, mosTomy
0a30BEbIi Ko He 3HaeT, rae 3akanunBaeTca ICC u naunnaercs UMC.
dopmMmar JoMeHa JI0JKEeH OBITh none.

Ecnu ¢popmar Y1731 ICC CC, npumensiercs cieayrouiee:

JUIMHA JTOJIKHA OBITH 15.

[Tepssie 2 cumBona (CC): momxHBI OBITH cpeau [AZ]

Crnenyromue 1-6 cumBosioB (ICC): momkHbl ObITH cpenu [az, AZ, 0-
9]

Crnenyromue 7-12 cumBonoB (UMC): nomxHO OBITh cpenu [az, AZ,
0-9]. B umenu [3-7] moxxet npucytcrBoBath O/IVH (kocas uepta).
d®opmaTt ToMeHa JIOJHKEH OBITh none.

VLAN

Bri6op MEP B cepsuce

OcuoBHoit VID MA. VLAN, pasnslii 0, o3Hadaer, uro Bce MEP,
co3gaHHble B 3ToM MA, Oynyt cosnanel kak MEP mopta
(uatepdeiicapie  MEP). Ha xaxmom wunTepdeiice MoxkeT OBITh
tonibko ojgHa noproBass MEP. MEP nanHoro mopra mMoxer ObITh
co3znaHa ¢ teramu, ecaiu VLAN stoit MEP He paBHa HyJI10.

CCM Interval

Hacrpoiika ckopoctn CCM Bcex MEP, npuBsi3aHHBIX K 3TON yciTyTe

TLV option
select

Sender Id

Br16op nnentuduxartopa tlv

Chassis — uaentudukatop maccu (MAC-anpec)

chassismanage - waentudukarop maccu (MAC-aapec) u aapec
ynpasnenus (IPv4-aagpec)
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management - aapec ynpasienus (IPv4-anpec)
none — UCKJIIOYUTH UAeHTUUKaTOp tlv
defer — mpuMeHSIOTCS HACTPOMKH TI100ATBHON KOHPUTYpALTIH

Port
Status

Bxurouenue wim BeIKITIOUeHHE tlv aiist cTaryca mopta
Defer— npumMensitoTcs HaCTpOMKHU I1100aIbHON KOH(GUTYpaIUK

Interface
Status

Bxirouenne winm BeikiitoueHue tlv as craryca uarepdeiica
Defer — npuMeHsIOTCS HACTPOHKHU TTI00aJIbHOM KOH(PHUTYpaIuu

Org.
Specific

disable - uckmounts TLV 119 KOHKPETHOM OpraHu3aIuu
Defer — npuMeHsIOTCS HACTPOHKHU TTI00AJIbHON KOH(PHUTYpaIuu

CFM Mep Configuration
CFM Mep Configuration

Service

Delete ‘ Domain

MEPID ‘ Direction

Remote MEPID

[ Alarm Control [ State Control |
FGI ‘ VLA ‘ Her ‘ sAolE [ Level [ Present | Absent | CCM [ Admin |

No entry exists

| Add New Entry |

Puc. 5.2.5.4 — CFM Mep Configuration

Tabmuna 5.2.5.4 - CFM Mep Configuration

Delete Knonka ynanenus 3anucu. 3anmuch OyaeT yaaleHa Py CIEAYIOIeM
COXpaHEHHUH.

Domain Nms nomena, B koTopoM Haxogutces 3ta MEP.

Service Nwms cepBuca, moa KOTOpeIM HaxoauTcs AaHHbli MEP.

MEPID Unentuduxatop storo MEP. JlomkHO OBITH LENBIM YHCIOM
[1..8091]

Direction VYcranoBure, siBisieTcs i 3Ta MEP Bocxoasiei nian HUCXOASIIEH.

Port ITopt, Ha kOTOpOM Haxoautcs 3tra MEP.

VLAN Unentuduxatop VLAN. Hcnonwsyiite 3Hauenne O i
0003Ha4YeHHsI He TeTUpoBaHHOTO Tpaduka (moapazymeBaercs MEP
opTa).

PCP Bri6epure 3nauenue PCP B tere VLAN PDU. He ncnons3yercs 6e3
TETOB.

SMAC VYcranosure ~ MAC-agpec  HUCTOYHHMKA,  KOTOpbIH  Oyner
ncnons3oBatbea B 0jgokax PDU CCM, ucxonsmux ot stoi MEP.
Anpec nomkeH ObITh ogHOaapecHbIM. DopMmat: XX: XX: XX: XX:
XX: XX. Ecnu Bce Hyl, BMECTO HETO Oy1eT ucnosib3oBaThess MAC-
aJipec nopTa KOMMYTaTopa.

Alarm Level VYcTaHOBKa YPOBHS CUTHAJIM3AIINH.

Control Eciu oGnHapyxkeH nedeKT ¢ MPUOPUTETOM BBIIIE ITOTO YpPOBHS,
OyZIeT CrTeHepHUPOBAHO YBEIOMIICHHE O HEUCTIPABHOCTH.
Jomyctumblii nuanasoH: [1; 6], rae 1 ykaspIBaeT, 4To 1t000it qedeKT
BBI3BIBACT aBAPUITHBIN CUTHAIL, a 6 03HAYAET, YTO HUKAKOU AePEKT HE
MO>KET BbI3BATh aBAPUUHBIN CUTHAL.

Present | YcraHoBKa BpeMeHHM B MWUIMCEKYHJIaX, B TEYEHHE KOTOPOro
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JOJKHBI TIPUCYTCTBOBATh AC(PEKTHI, MpEkIe 4eM OyAeT BBIIaHO
yBeJIOMJIEHHE 0 HercrpaBHOCTH. 1o ymomuanuio 2500 mc.

Absent | YcraHoBka BpeMEHHM B MIIIMCEKYHNIaX, B TEYCHHE KOTOPOTO
nedeKThl JOJDKHBI OTCYTCTBOBAaTh N0 cOpoca yBEJOMIICHHS O
HeucnpasHocTH. [To ymomuanuio 10000 mc

State Control | CCM BxiroueHrne WM OTKIIIOYEHHE TeHEpaluu COOOUICHHM MpPOBEPKH
nenoctHoctu (CCM)

Admin | BxrounTh WK oTKIIOYMTE 3Ty MEP. Korna ata MEP BritoueHa, ona
npoBepsieT mosrydeHHble / oTcyTeTByIone CCM U MOXKET BBI3BIBAThH
Je(EKTHI.

Remote MEPID Vkaxure yganeHnyro MEP, ot koropoit 3ta MEP, xak oxunaercs,
oyner mnomydarb PDU CCM. JlomkHO OBITh LEIBIM YHUCIOM
[0..8091], rtne O o3HauaeT HeompeaeleHHOEe. 3HaueHue Remote
MEPID nomxuo oTiinuatsesa ot 3Hauenuss MEPID.

5.2.6. ABTOMaTH4yecKoe 3alUTHOE nepexradeHue (APS)

APS - cereBoil MPOTOKOJ KAHAJILHOTO YPOBHS, MPEAHA3HAYEH IS TTOAIEPKKU TOMOJIOTHH,
UCKITIOYAIONIEH 3allMKIIMBaHue Tpaduka, U e€ MepecTpoeHHue B CiIydyae HapyIICHHH B KOJIBLEBBIX
ceTsx Ethernet Ha nepBom-BTOpOM ypoBHe cereBoii moaenu OSI.

APS Configuration

Working T Protectin: E
Trigger | SFMEP | Port | SF Trigger | SFMEP Mode | Level | VLAN | PCP | SMAC | Rev | TxAps | WTR| HoIdOFf| Enable ‘ Oper | Warning | |

I
APS# SonTsF

APS Configuration

APS# | Mode | SMAC [Level | VLAN [PCP[Rev]|[ TxAps | WTR [ HoldOff | Enable
| o] [11 ]| 00:00:00:00:00:00] | 0] [ O | 300] | 0] [
APS Signal Fail Trigger
Working [ Protecting
Port | SF Type | Domain [ Service | MEPID | Port [ SF Type | Domain [ Service [ MEPID

[1 v] [unk v] | | | | o] [1 v] [Link v] | | | i 0]

Puc. 5.2.6.1 — HacTpolika aBTOMaTHYECKOT0 3aIIUTHOTO NIEPEKIIOUEHUS

Tabnuua 5.2.6.1 - HacTpoiika aBTOMaTUYECKOT0 3aIIUTHOTO MEPEKITOYCHUS

APS Unentuduxarop APS. MakcumaibHOE KOJHUYECTBO CO3/1aBAEMBIX
sk3eMIuisipoB APS - 10. llenkHuTe cChUIKY, 4YTOOBI TNEpPEWTH Ha
cTpanuIly sk3emiuisipa APS, Bel MoxkeTe cOpachiBaTh CUETUYHKU U
BbIJ1aBaTh KOMaH/Ibl.

Mode 1: 1- B nmHeiiHO# apxuTekType 3ammTHOW KoMMmyTtammu 1: 1
3aIUTHBIN TPAHCIIOPTHBIN 00BEKT BBIJICICH pabouemy
TpPaHCHOPTHOMY  00bekTy.  OJgHako  HOpPMalbHbBI  Tpaduk
TPaHCHIOPTUPYETCS MO0 Ha paboueM TPaHCIOPTHOM OOBEKTE, MO0
Ha 3al[UTHOM TPAaHCHOPTHOM OOBEKTE, HCIOJIb3YsI MOCT CEJIEKTOpa B
WUCTOYHUKE 3alllMIIeHHOTo JjgoMeHa. CenekTop B IpUEMHHUKE
3alIMIIEHHOTO  JIOMEHa BBIOMpaeT OOBEKT, KOTOpBI  Hecer
HOpMaJIbHBIN Tpaduk

1 + 1 Bi- B nuHeiiHO# apXuTekType 3aiuTHON KommyTaruu 1 + 1
JUIsL K&KI0ro paboyero TpaHCIIOPTHOTO OOBEKTa BhIJENEH 3allIUTHBIN
TPaHCTIOPTHBI  00bekT. OObIyHBIA  Tpaduk  Komupyercs U
HampaBisieTcss Kak padouyuM, Tak M 3allUTHBIM TPaHCIOPTHBIM
00BEKTaM C IIOCTOSIHHBIM MOCTOM B MCTOYHHUKE 3alIUIIEHHOTIO
nomeHa. Tpaduk Ha pabouMX U 3aIIMTHBIX TPAHCIOPTHBIX 00BEKTAX
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MepelaeTcsl OJJHOBPEMEHHO B MPUEMHUK 3alUIIICHHOTO JOMEHA, TIe
BBIOOp MEXIy pabOYMM M 3allUTHBIM TPAHCIOPTHBIMU OOBEKTAMH
OCYIIECTBIISIETCS HA OCHOBE HEKOTOPBIX 3apaHee ONpPEeeICHHBIX
KPUTEPHUEB, TAKUX KaK WHIMKAIIWSI HEHCITPABHOCTH CEpPBEpA.

1 + 1 Uni- oxnonanpasienasiii APS.

SMAC

MAC-agpec ucrounuka, ucnosnb3dyembiii B PDU L-APS. Anpec
JIOJKEH OBITh 0/1HOaIpecHbIM. Eciiu Bce HyiH, OyAeT UCIoIb30BaThCs
MAC-aapec nopra KOMMYTaTOopa.

Level

VYcranoBka ypoBas MD / MEG, ucnonbs3yemsiii B L-APS PDU. Tlo
ymoa4asuo 0.

VLAN

VYcranoBka uaentudukaropa VLAN, ucnonszyemoro B L-APS PDU.
[Ipu VLAN 0 — ne Bcrasisath Ter VLAN B PDU LAPS

PCP

Bri6op 3nauenust PCP B tere VLAN PDU. He ucnonssyercs 0e3
TErOB.

Rev

BrxrroueHre/BRIKITIOUCHIE PEBEPCUBHOTO pPEXUMa, TO €CTh Tpaduk
MepeKiIovaeTcss oOpaTHO Ha pabouuid MOPT TOCie yCTpaHEHHS
YCIIOBUH, BBI3BIBAIOIIMX IEpekitoueHue. B cioyuae cOpoca komaH bl
(Hampumep, TPUHYIUTENBHOE TMEPEKII0YEHHE) 3TO IPOUCXOAUT
HeMeUIeHHO. B cirydae ycrpanenus qedexra 3To 0ObIYHO MPOUCXOAUT
1o ucteueHnu taiimepa WTR (oxu1aHusi BOCCTAaHOBIICHHUS ).

TxAps

BriGepute, Oyaer mau 3TOT KOHell mnepenaBarh Ojoku PDU
APS. Ucnonb3yercs Ttonmbko juist pexuma 1+ 1 Uni-
oJIHOHanpaBJieHHbIH APS

WTR

Hacrtpolika oxumaHusi Tepel BOCCTAHOBIEHHEM pabodero mopra
1I0CJIE YCTPaHEHUs HeUCIpaBHOCTH. JlonmycTumslii auanason 1-720

HoldOff

VYcraHoBka Taiimepa 3aaepxku. Koria Bo3HUKaeT HOBBIN (Mu Oosee
CEepbE3HbIi) Ie(eKT, 3almyCcKaeTcsi TaiiMep 3aJepKKH, U O COOBITHH
Oyner cooOIieHo mocjie HcTedeHusl Taiimepa. Bpems ynepikanus
U3MepsieTcsl B MUJUIMCEKYH/IaX, a JONyCTUMbIE 3HAUEHHs HaXOATCs B
muanazone ot 0 go 10000. ITo ymomuanuto 0, YTO O3HaAYaeT
HEeMeJUIEHHOE coo0lIeHne 0 aedekre.

Enable

N3menenune cocrosiHus 3k3eMIuIsipa APS (BKIIIOUEHO /BBIKIIIOUEHO)

Working

Port

Br16op unHTEpdeiica B kauecTBe pabouero nmopra

SF Type

Domain

Service

MEPID

Br16op Tpurrepa ans curHaina omuoKu

LINK - B xauecTBe Tpurrepa MCnoJib3yeTcsi COCTOSIHAE ITOpTa

MEP - B kauecTtBe Tpurrepa ucrnosub3yercs mep. Tpebyercs BBOX
domain, service, mep-id, oTHOocsmMecs K 3xk3eMIusipy MEP, kotopsiii
JIOJKEH MPeICTaBIATh pabounii noTok. BeiOpannslii sx3emiusip MEP
MOJKET HE CYIIECTBOBATh IIPU HacTpoike 3Toro APS.

Protecting

Port

Haznauenne I/IHTep(beﬁca B KaUCCTBC 3alIUIICHHOIO IMOPTa

SF Type

Domain

Service

MEPID

Br16op Tpurrepa assi curaasna ommuoKu

LINK - B xauecTBe Tpurrepa UCnoJib3yeTcsi COCTOSIHHAE ITOPTa

MEP - B kauecTtBe Tpurrepa ucrnosub3yercs mep. TpeOyercss BBOX
domain, service, mep-id, oTHocsmuecs K 3xk3eMIusipy MEP, kotopsiii
JIOJDKEH MPECTaBIATh pabounii noTok. BeiOpannslii sx3emiuisip MEP
MOXET HE CYHNIECTBOBATh IIPU HACTPOMKe 310ro APS.
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5.2.7. ERPS

ERPS -cereBoil mpoOTOKOJI, MCIONB3YIOMIMICS Ui MCKIIOYEHUsT 0Opa30BaHUs KOJEIl B
TomnoJIorui. MoXeT ObITh 3aMEeHOM ceMelcTBY NpoTokoioB STP.

ERPS Configuration

RPL Interconnect | Portd Port1 Control k
ERPS # Mode | Port Ver | Type ‘ vC Instance | Prop | Port | SF ‘ Port | s—{ Ring Id ‘ Node Id | Level VLAN | PCP Rev | Guard | WTR | Hold Off | Enable ‘ Oper ‘ Warning |
€]

ERPS Configuration

Configuration

A Interconnect Port If - Control
ERPSﬂ|Vers|on| Type |VC Instance | Prop | Port0 | Portl Ringld ‘ Nodeld ‘Level VLAN PCP Rev| Guard ‘ WTR | HoldOff ‘Enable

| 0| [Major  ~| D ] | 1] ] 00:00:00:00:00:00] | 1] | s00] [ a00] | o] ]
Signal Fail Trigger
Port0 Perti
Type Domain [ Service | MEPID | Type | Domain [ Service [ MEPID
Link v [ 0] [Link ~] | [ | ] 0|

Protected VLANs

[vian[] ]

Ring Protection Link

Puc.5.2.7.1 — xoudurypanus ERPS

Tabnuua 5.2.7.1 - koudurypauus ERPS

ERPS

Wnentuduxarop ERPS. Jlomyctumoe 3nagenne ot 1 10 64 .

Version

Bepcus npotokona ERPS. Tlognepxxusatorcs Bepcuun vl u v2 .

Type

Tun xoab1ia. Bo3MOXXKHBIC 3HAUCHHU

Major: ocHoBHOE KOJb110 ERPS

Sub: IToakoasio ERPS

InterSub: noakosbiio ERPS Ha coenuHuTenIbHOM y3i1€

VC

Bxutouenne/BeIKiIIOuUeHIE BUPTyalibHOTO KaHana R-APS, To ectp
PDU R-APS He nepecbuiatoTcs MexAy KOJIbLEBBIM IOPTOM, €CIIU
OJINH KOHEI] 3a0JIOKUPOBaH

Interconnect | Instance

UACHTU(PHUKATOP FK3EMILISAPA KOJIbI[A, K KOTOPOMY 3TO TOIKOJIBIIO
ITOJIKJIIOYCHO.

Prop

Onpenensier, OOJKHO JM KOJNbLIO, Ha KOTOPOE CCBUIAETCS
Interconnect Instance, pacmpoctpansats PDU ouunctku R-APS
BCSKHI pa3, KOTJ1a M3MEHSETCS] TONOJIOT U ATOr0 NOIKOJIbIIA.

Port If Port0

VYkazanue uarepdeiica ucnosib3yeMoro B kauectse nopra 0

Portl

VYkazanue unTepgeiica HCOIb3yeMoro B KayecTse nopra 1

Ringld

Wnentudpukatop konbuma. Mcmone3yercs -  BMecTe  C
ynpasisitomied VLAN - nnst unentudukanun 6moxkos PDU R-
APS kak npuHaUIeKaIIMX ONPEAEIEHHOMY KOJIBILY.

Nodeld

ID y3na. Ucnonb3yercs BHyTpu KoHKpeTHOro PDU R-APS nns
YHUKaQJIbHOW WICHTU(UKAIMM 3TOro y3iaa (KOMMyTaTopa) B
KOJIBLIE.

Level

VYcranoBka yposus MD / MEG

Control VLAN

VLAN, mno xoropoit Omoku PDU R-APS mnepenatorcs u
PUHUMAIOTCSI Ha KOJIBLIEBBIX MTOPTaX.

PCP

3unauenue PCP, ucnonsszyemoe B tere VLAN PDU R-APS

Rev

BxuroueHne/BhIKITIIOUEHHE peXuMa Bo3BpaTa. BoccraHoBieHue
3HAYEHUH 110 YMOJIYaHUIO TOCJIE€ UCTEYEHUs TaliMepa OKHUIaHUS
BOCCTaHOBJICHUSI.
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Guard Bpewms 3amutsl B Mc. [Jonmyctumsiii quanason: 10 - 2000 mc.

WTR Bpemsi 0xumaHus BOCCTAHOBIICHHsI B CEKyHJIax. J[OIyCTHUMBII
nuamna3ol 1 - 720 cek.
HoldOff Bpewms 3aznepxku B Mc. 3HaueHue okpyrisercs 10 Tousoctu 100
Mc. Jonyctumbiii tuana3on 0 - 10000 mc.
Enable N3menenue COCTOSIHUS HK3EMILIIpa ERPS
(BBIKJTFOYEHO/BKIIFOYEHO)
Port0 Type HacTtpoiika Tpurrepa curnanusanuu i nopta0. Tum:
Domain LINK - B kauecTBe TpUIrepa UCHOJb3y€ETCsl COCTOSIHUE TOPTa
Service MEP - B kauecTBe Tpurrepa ucnoiniyercs mep. Tpedyercs BBOI
MEPID domain, service, mep-id, oTHOCsIMECs K dK3emIusipy MEP.
Portl Type Hacrpoiika Tpurrepa curnanm3sanuu st nopral. Tur:
Domain LINK - B xauectBe Tpurrepa UCoJib3yercs COCTOSHUE ITOpTa
Service MEP - B kauectBe Tpurrepa ucnoisiyercs mep. TpeOyercs BBOJ
MEPID domain, service, mep-id, otHocsHMEecs K dk3emIusipy MEP.
VLAN ID Cern VLAN, 3amuiieHHble 3THUM 3K3eMIUIpoM Kosbla. [1o

KpaiiHeil Mepe, onHa VLAN nomkHa ObITh 3alllMIIeHa. Y KaKuTe
B BUJI€ CIICKa HOMEPOB vlan niu quamna3oHoB vilan, pa3aeneHHbIX
sansiteiMu. Hanmpumep: 1,4,7,30-70

RPL Mode PexxuM coenHEeHHS ¢ KOIbIIEBOM 3aIIUTOM.

None: y atoro kommyraropa Het nopra RPL B kombLie.

Owner: 3TOT KOMMYTaTOp sBIIsAeTCs BianenblieM RPL ams konbia
Neighbor: a3ToT KOMMyTaTOp siBisieTcs: coceaom RPL st korbiia

RPL Port VYkasbiBaeT, sABIg€TCS JIM 3TO nopToM O min 1 KaHaJIOM 3aluThI
konelia. He wucnonw3yercs, ecnm st mapamerpa RPL Mode
YCTaHOBJIEHO 3Ha4YeHue None.

5.2.8. Kondgurypuposanue DHCPv4 cepsepa

DHCP (npoTokos InHaMHU4ECKONH HACTPOMKH y3j1a) — CETEBOM MPOTOKOJ, O3BOJIIOINI
KOMIIBIOTEpaM aBTOMATHYeCKW mnonydarb [P-agpec um apyrue mapameTpbl, HEOOXOTUMBIE IS
pabotel B cetn TCP/IP. [laHHbI mpoTOKON paboTaeT Mo MOJENU «KIUEHT-cepep». [l
ABTOMATUYECKOM KOHQUIypalMy, KIUEHT Ha JTane KOHPUIYypallUh CeTeBOro YCTpOMCTBa
oOpamtaercss Kk Tak HaszpiBaeMomy cepBepy DHCP u momywaer oT Hero Hy’kKHbIE HapameTphl.
MoxHO 3a7aTh JMAIa30H aapecoB, 28 pachpenesieMbIX CEpBEPOM CPed KOMITBIOTEPOB. DTO
NO3BOJISIET U30€KaTh PYYHOH HACTPOMKN KOMIBIOTEPOB CETH U YMEHBINAET KOJIMYECTBO OIINOOK.

DHCP Server Mode Configuration
Global Mode

| Mode | | Disabled v | |

VLAN Mode

VLAN | Enabled
1

Puc. 5.2.8.1 — DHCP Cepsep

Tabmuna 5.2.8.1 - DHCP Cepsep
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Mode Bruroyurs/Beikimrounts DHCPv4

VLAN Homep VLAN

Enabled BkntoueHus / otkntodeHne DHCP-cepBepa anga cooteetctytowero VLAN.

HUcknrwyenne rpynn IP agpecon (Puc. 5.2.8.2) (Ta6.a. 5.2.8.2).

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
| Delete | | |r
| Add IP Range |

Puc. 5.2.8.2 — Uckmrouenue rpynm [P agpecos

Tabnuna 5.2.8.2 - Uckimouenue rpynm [P angpecos

Delete VY nanuth Tekymui auanasol IP agpecos

IP Range 3ajarh nUana3oH-rpymniy uckitodaemsix [P anpecos.
OO6b1yHO aspeca nu030B, Tak kKak DHCP cepBep He
JIOJKEH pa3JaBaTh apeca NUIK030B KIMEHTaM

Add IP Range Jlo6aButh nuamnason IP anpecos

Co3znanue aapecnbix nyaoB DHCP (Puc. 5.2.8.3) (Ta6a. 5.2.8.3). [Ipu stom merone,
DHCP cepgep 6ynet Boinensats [P agpec u3 myna agpecoB (MHOTIa HA3bIBAEMBIM JTHANIa30HOM HIIH
00J1acThI0) Ha IEPUO BpEMEHH (B apeH]1y ), KOTOPBI HACTPauBaETCs.

Pool Setting

Delete ‘

Name ‘ Type ‘ IP

Mask only Lease Time

| Delete ||

‘ Subnet ‘Reserved

1 days 0 hours 0 minutes

| Add New Pool |

Puc. 5.2.8.3— Anpecnsie mynst DHCP

Tabmuua 5.2.8.3- Anpecuble nysnsl DHCP

Delete VY 1anuTe TEKyIIUI aIpeCcHbI Myl

Name Nwmsa nmyna

Type Tun y3na ana ximenta NetBIOS Node Type. 3mece MoryT OBITH
cienyroue 3HaueHus:: b — broadcast, p - peer-to-peer, m — mixed, h —
hybrid ot 3Toro 3aBucHUT mopsiiOK MpeoOpa3oBaHus uMeHu B [P s
KJIMEeHTOB ceTH Microsoft.

IP IP anpec, nuana3on

Subnet Mask Macka noaceru

Reserved only

Tonbko 3ape3epBupoBaHHbIe ajpeca. Ecnu 3ToT mapamerp BKiItoyeH, [P-
azpeca, KOTOpble MOXKHO BBIOpaTh W3 IMylia, OTPAHUYUBAIOTCS TEMH,
KOTOpBIE BBEJICHBI B TAOJIMITY 3ape3epPBUPOBAHHBIX 3aMMHUCEH.

Lease Time

Bpewms apennel agpeca. [lo ymomganuto BpeMst apeHbl paBHO 24 yacam.
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MOo3XHO BBICTaBUTEL CBOE BpEMs apCHBI.

DHCP snooping (Puc. 5.2.8.4) (Ta6.1. 5.2.8.4). DHCP snooping (Orcnexuanre DHCP)
— 3amuTHas (QYHKIMS, MO3BOJIAIONIAS MPEJOTBPATUTh HECAHKUIMOHHUPOBAHHOE MOJKIIOYCHHE K
cetu ctoponHero DHCP cepsepa c¢ nenbto nepexsara kineHTckux DHCP 3anpocos. CymHocTb
DHCP snooping 3akiiro4aeTcst B TOM, 4TOOBI 3aKpbITh BO3MOKHOCTh 00padoTkn DHCP 3ampocos
Ha HEJOBEPEHHBIX MOpTax. AJIMHUHUCTPATOP CETH JOJDKEH BPYUHYIO HACTPOUTH JIOBEPEHHBIE
MOPTHI, - TOPTHI, 32 KOTOphIMU HaxoauTcs Hactosmuii DHCP cepsep.

DHCP Snooping Configuration

Snooping Mode Disabled v

Max Count Client | | 2048 |
Vian 1 |
Option 82
Circuit ID | | circuit_id |
Remote ID | remote_id |

Format HEX w

Port Mode Configuration

Port | Mode | Max Count
* <> v| |2048 |

1 [Trusted v| |2048 |
2 [Trusted | |[2048 |
3 [Trusted | |[2048 |
4 [Trusted ~| |[2048 |
5 [Trusted ~| |[2048 |
6 [Trusted | |[2048 |
7 |
8 |
9 |

|

[Trusted v| |2048
[Trusted v| |2048
[Trusted v| |2048

10 [Trusted | |2048
Puc. 5.2.8.4 — DHCP snooping

Tabmuua 5.2.8.4 - DHCP snooping

Snooping mode

Bxutouenue/Boikmouenue ¢pynkimuu DHCP snooping

Max Count Client

MakcuMalbHOE KOJIMYECTBO KIIMEHTOB

Vlan

Howmep vlan

Option 82 Bxmtouenune/BrIKIIIOUeHHE ONIIAN 82
Circuit ID Wnentuduxatop nopra KOMMyTaTopa
Remote ID W nenTudukatop KoMMyTaTopa
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Format dopmar omuu 82 HEX/ascii

Port Howmep nopta

Mode Pexxum it mopra:
» Henanéxwusriii (Untrusted) — mopT, K KOTOPOMY MOJKIIFOUEH KIIHEHT.
DHCP-oTBeTHI, TpUXOIANIME C ITOrO0 TIOPTa, OTOPACHIBAIOTCS
KOMMYTaTopoM. /{115t HeHaAEKHBIX TOPTOB BBITIOIHSETCS PSJ] IIPOBEPOK
coobmenuit DHCP u co3gaéres 6a3a gmanasix npusssku DHCP (DHCP
snooping binding database).
* JloBepennswiii (Trusted) — mopT KOMMyTaTtopa, K KOTOPOMY
nozakitoueH Apyroil kommyrarop nian DHCPcepsep. DHCP-nakertsl,
MOJIy4YEHHBIE C JOBEPEHHOI'O MOPTa, HE OTOPACchIBAIOTCSL.

Max Count MakcuMalIbHOE KOJIMYECTBO KIIMEHTOB

DHCP Relay (Puc. 5.2.8.5) (Ta6a. 5.2.8.5). Hactpoitika DHCP Relay mno3Bossier
KOMMYyTaTopy mnepeaapecoBbiBath 3anpocbl oT DHCP-kiuenta x apyromy DHCP cepsepy

(Hampumep, cTapuieMy B UEPAPXHUH CETH).

DHCP Relay Configuration

Relay Mode | Disabled v |
Relay Server |II].III.[I.I}

Relay Information Mode | | Disabled v |
Relay Information Policy | Keep V|

Puc. 5.2.8.5 — DHCP Relay

Tabmuna 5.2.8.5 - DHCP Relay

Relay Mode

Bxrouenune/Boikimouenue pynkuuu DHCP Relay

Relay Server

Anpec DHCP cepsepa

Relay Information Mode

Bxrouenune/BrIKIIIOUEHHE PEXKUMa BbIOOpa JEHCTBHS, KOTOpPOE
HE0OXOMMO BBITIONHUTH, €CJIH TepechuIaeMoe COOOIIEHUE YKe

COJIEP’KUT MH(POPMAIUIO O IIepeapecaluu

Relay Information Policy

Hevicteue: Keep — wunpopmanus He MeHsiercs; Replace —

uHpopmanus nepesanucbiBaercsi. Drop — oTOpOCHUTH MaKeT.
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5.2.9. DHCPvé6

Switch Configuration

Snooping Mode Disabled »

Unknown IPvb Next-Headers | | Drop w

Port Configuration

Port | Trust Mode
= ) w
Gi 1M1 | Untrusted »

Gi1/2
G113
Gi1/4
Gis
Gi 16
G T
Gi /8
Gi1/9

Gi 110 | Untrusted »

Untrusted
Untrusted «
Untrusted «
Untrusted +
Untrusted
Untrusted w
Untrusted «
Untrusted »

Tab6muna 5.2.9.1 - DHCPv6

Puc. 5.2.9.1 — DHCPv6

Snooping Mode

Bxutouenue/Boikmouenue pynkuun DHCPv6 snooping

Unknown IPv6 Next-Headers

Beibop 00pabGoOTKM  HEU3BECTHBIX 3HAYEHHH  3arojioBKa
[Pv6. KoMmmyTaTop AOMXKEH aHAIW3UpPOBATh BCe MakeThl I[Pv6
st knueHTa DHCPv6, 4To0B1 onpenenuTs, JeMCTBUTEIBHO JIH
sT0 coobenne DHCPv6

Bo3moxHbie BApUAHTHI:
drop- OtOpacbkiBaTh MaKkeThl C HEU3BECTHBIMHU 3aroJIOBKAMH
pacmupenus [Pv6. Oto Haubosee Ge30macHbIil BApHAHT, HO OH
MOXET IIPUBECTH K nepebosim B Tpaduxe.
allow-Pa3pemuTe makeTbl € HEW3BECTHBHIMH 3aroJIOBKaMu
pacmmpenust [Pv6. 910 MeHee Oe30macHBI BapuaHT, HO OH
peoTBpamiaet nepedou B Tpaduke.

Port

Howmep nopra

Trust Mode

Pexxum i1 mopra:

* Henanéxusiit (Untrusted) — mopt, kK KOTOpoMy MOJKIIOYEH
kimuent. DHCP-oTtBeThl, mnpuxXomsiime ¢ 3TOTO TOPTa,
0TOpachIBalOTCS KOMMYyTaTopoM. Jlisi HeHaaEXHBIX MOPTOB
BBINOJHSETCS pall mpoBepok coobmenuit DHCP u co3maéres
6a3a manabix npusssku DHCP (DHCP snooping binding
database).

* JloBepennsnii (Trusted) — mopT kKoMMyTaTropa, K KOTOPOMY
nonkitoueH apyroit kommytarop unu DHC Pcepsep. DHCP-
MIAKEeThl,  IIOJy4CHHBIE C  JIOBEPEHHOIO  IIOpTa,  HE
OTOpaChIBAIOTCSI.
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DHCPv6 Relay (Puc. 5.2.9.2) (Ta6.1. 5.2.9.2). Hactpoiika DHCPv6 Relay mis vlian

DHCPv6 Relay Configuration

Delete | Interface | Relay Interface | Relay Destination
| Delete | | VLAN 1] | VLAN 1| | ff05::1:3

| Add New Entry |

Puc. 5.2.9.2— DHCPv6 Relay

Tabmuua 5.2.9.2— DHCPv6 Relay

Delete Y 1anuTh TEKyIIyo 3aMuch
Interface Howmep unTepdeiica
Relay Interface Howmep unTepdeiica, NCIONb3yeMbIH ISl pETPAHCIISIIH.

Relay Destination | Aapec IPv6, npeacraBieHHbI B BUAE yA000YNTaEMOr0 TECTA, KaK YKa3aHO
B RFC5952. IPv6-anpec cepsepa DHCPv6, Ha KOTOpBIA HOIKHBI OBITH
PETPAHCIUPOBAHbI 3ampockl. 3HaUeHUe Mo ymomuanuro «ff05 :: 1: 3»
o3Hauaer «0boit DHCP-cepepy.

5.2.10. Kondurypauus nmoan3oBaresieid. Users Configuration.

Jlns ynpaBiieHHs YYETHBIMH 3alIUCSMH I0JIb30BaTeIeld He0OOX0AMMO TEepEelTH 1O BKIIAAKE
Configuration— Security—Switch—Users. Ha sToli cTpanune npeacraBieH 0030p TEKYIIUX
nosb3oBareneit (Puc. 5.2.10.1) (Tabxa. 5.2.10.1).

Users Configuration

User Name | Privilege Level
admin 15

| Add New User |

Puc. 5.2.10.1 — Kondurypanus nonb3oBareneit

Tabmuua 5.2.10.1 — Konduryparus nosip3oBaresnei

User Name Mms monp3oBarTens

Privilege Level | YpoBenp mpuBwiernii monszoBatens. Jlomyctumerii auanason: ot 0 go 15.
Kak npasuio, ypoBeHb npuBWIErHi 15 Hcmonb3yercs A y4eTHOW 3alucH
aIMUHUCTpaTOpa, ypoBeHb mpuBwieruii 10 st cTaHmapTHON yueTHOM
3allUCH TIOJIB30BATENsl W YPOBEHb MNPUBUWIETUN 5 i1 YYETHOM 3allluCch
HabJro1aTesl.

| Add New User |
Knonka
5.2.10.2) (Ta6u. 5.2.10.2).

IpeJHa3HayeHa s Jo0aBlieHHs HOBBIX monb3oBarened (Puc.

232



Add User

User Settings

User Name

Password (again)

|

Password | |
|
|

Privilege Level 0 hd |

Puc. 5.2.10.2 — JIoGaByieHue MoOab30BaTeICh

Ta6ymma 5.2.10.2 — JlobGaBieHHE MOJIb30BaTEIICH

User Name Nwms nonws3oBarens

Password [Taposb

Password (again) [ToBTOp Maposis

Privilege Level YpoBeHs npuBuieruii nonb3zosarens ot 0 go 15.
5.2.11. Yposuu npuBmieruii. Privilege Levels

s moctyma K HAcTpOWKaM YPOBHEW MPHUBWICTHH HEOOXOJMMO TEPEHTH MO BKIIAIKE
Configuration— Security—Switch— Privilege Levels. Ha 3Toif crpanune npencrasieH 0630p
TeKymux ypoue npuswiernii (Puc. 5.2.11.1) (Tabn. 5.2.11.1).
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Read/write

Status/Statistics | Status/Statistics

Read-only

Privilege Levels

Configuration/Execute

Read/write

Configuration

Read-only

Privilege Level Configuration

Group Name
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Puc. 5.2.11.1 — YpoBHU nipuBMIIEeTHIA

B

Wms, waeHTHHUUMpYIOUlee TPYNIy HPUBUIETHHA.

OOJIBIIMHCTBE CITy4aeB TIpyMIa COCTOMT M3 OJHOTO
monyisi (manpumep, LACP, RSTP wumn QoS), Ho

Tabmuma 5.2.11.1 — YpoBHU IPUBUIIETHI

Group Name
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HEKOTOpBIE coieprkaT Oosiee 0qHOro. ['pymsl B AeTasx:
-System: Contact, Name, Location, Timezone, Daylight
Saving Time, Log; -Security: Authentication, System
Access Management, Port (contains Dotlx port, MAC
based and the MAC Address Limit), ACL, HTTPS, SSH,
ARP Inspection, IP source guard; -IP: Bce, kpome ping; -
Ports: Bce, kpome VeriPHY; -Diagnostics: ping u
VeriPHY; - Maintenance: CLI - System Reboot, System
Restore Default, System Password, Configuration Save,
Configuration Load and Firmware Load. Web - Users,
Privilege Levels um Bce B Maintenance; -Debug:
NPUCYTCTBYET TOJbKO B CLI.

Privilege
Levels

Configuration Read-only

Kouduryparus: TOIpKO YTCHHE YpoBeHb

Configuration/Execute
Read/write

Kondurypanus: ureHne u 3anuch | NPUBUIIETUH
rpynnsl ot 0 go 15.

Status/Statistics Read- Craryc/cratuctuka: TOJIbKO [TpuBwmiterus

only YTCHUE MOJIH30BATEIS

Status/Statistics Craryc/craTucTuka: YTeHHue u J0JDKHA OBITH

Read/write 3aIuCh TAKOW K€  WIH
0oblIIE, yeM
YPOBEHB 3TOMN
TPYIIIIHI, YTOOBI

MMETh JOCTYNl K
3TOU TpyMnIe.

5.2.12. Kondurypanusi ayreHTuuKaAu, aBTOPU3aIUA U y4eTa.
Authentication, Authorization, Accounting

Jnist moctyma K HacTpoikam ayTeHTH(HUKAINN, aBTOPU3AINH U y4eTa He00X0IUMO NIepeiTH
no Bkuazke Configuration— Security—Switch— Auth Method. Authentication (ayTenTHuKaMs)
— CONOCTaBJICHHE 3alpoca CYHIECTBYIOMIEH YYETHON 3amucu B CHCTEeME O€30IMacHOCTH.
Authorization (aBTopH3alys, IpOBEpKa YPOBHS J0CTYyNa) — CONOCTaBIEHHE YYETHOM 3amucu B
cucrteme (mpoieanei ayTeHTu(GpUKaIuio) 1 onpeneaeHHbIX TOTHOMOUYMH. Accounting (Yuér) —
CJIeXKEHHUE 3a MOTpeblieHneM pecypcoB Ioiib3oBaTeneM. Ha 3Toif ctpanuie npencrasieH 0630p
TEKyIIMX apaMeTpoB ayTeHTU(UKauK, aBTopuzauuu u yuera (Puc. 5.2.12.1) (Tabn. 5.2.12.1).
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Authentication Method Configuration

Client | Methods
console  [local  w

felnet

zzh

http local W

Command Authorization Method Configuration

Client | Method | Cmd Lvl | Cfg Cmd

felnet
ssh

console [no__ ~]| |0 | C

| ¢«

Accounting Method Configuration

Client | Method | Cmd Lvl | Exec

felnet

5sh

console | no w | |‘

no o | [
no W | C

Puc. 5.2.12.1 — Kondurypauus ayTeHTUPHUKALUN, aBTOPU3ALNH U yueTa

Tabmuua 5.2.12.1 — Kondurypanwst ayTeHTHQHUKAINN, aBTOPU3AILIMHI U yUeTa

Authentication
Method
Configuration

Client

Kimenrt: console, telnet, SSH, http

Methods

- no: ayTeHTU(UKAUs OTKIIOYCHA, M BXOJ B CHCTEMY
HeBO3MOXeH; 35 - local: ucmonb3oBaTh JIOKaidbHYIO 0a3y
JAHHBIX Ha KOMMYTATOpE [JIsi IPOBEPKU IOJUIMHHOCTH; -
radius: ucnonb3oBaTh yaaneHHble cepBepbl RADIUS s
ayTeHTu(UKanuM; - tacacs: MHCIOJNb30BaTh YyAAJICHHbBIC
cepepsl TACACS s ayrentudukanuu; JloctynHocTs
METO/1a POBEPSIETCS CIIEBA HAIPABO.

Command
Authorization
Method
Configuration

Client

Knuent: console, telnet, ssh

Method

- no: aBTOopU3auMs KOMaHja oOTkiaroueHa. [lomb3oBarensb
nosty4daeT noctyn k komangam CLI B cooTBeTCTBUU CO CBOUM
YPOBHEM NpPUBWJIETHM. - tacacs: JUisi aBTOPH3aLUU KOMaHJ
WCIIOJIb3YETCA OJMH WJIM HECKOJBKO YAAJEHHBIX CEPBEPOB
TACACS+. Ecnu Bce ypaneHHbIE CEpBEpbl HAXOUATCA B
ABTOHOMHOM DPEXHUME, II0Jb30BaTEI0 MPEAOCTABIAETCA
noctyn kK xkomangam CLI B COOTBETCTBUU C €ro YpOBHEM
IIPUBUIIECTUI.

Cmd Lvl

ABTOpH30BaTh BCE KOMaHJbl C YPOBHEM MPUBUIIETUN BHIIIIE
WIK paBHBIM 3TOMY YypoBHIO. JlomycThMble 3HadeHUs
HaxongaTcd B nuamaszone ot 0 go 15.

Cfg Cmd

ABTOpH30BaTh KOMaH bl KOH(MUTYpaLHH

Accounting
Method
Configuration

Client

Knuent: console, telnet, ssh

Methods

- NO: y4YeT OTKITIOYEH; - tacacs: JJIs ydeTa UCTIOIb3yeTCs OIMH
WJIM HECKOJIbKO ynaneHHbIX cepBepoB TACACS+

Cmd Lvl

BxirouaeT yder BceX KOMaH]I C YPOBHEM IPUBWIECTUH BBIIIE
WIM pPaBHBIM 3TOMY YypOBHIO. JlOmMyCTUMBbIE 3Ha4YeHUs
HaxonaTcs B auanaszone ot 0 1o 15. OcraBbTe MOJe MyCThIM,
9TOOBI OTKJIFOUUTH YUET KOMAH/I.
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‘ ‘ Exec ‘ Pexum yuera EXEC

5.2.13. Kondpurypanusa SSH

Hns  pgoctyma k  HacTpodkam  SSH  HeoOxomMMoO — mepedTH 1O BKIJIAJIKE
Configuration—Security—Switch— SSH. Ha »3T0#i cTpanume mnpeacrtaBieH 0030p TEKYLIMX
napameTpoB SSH. ITapamerp Mode yka3biBaeT pexxum padotsl SSH.

5.2.14. Konpurypauus HTTPS

Hnsa  ngocryma k  Hactpoiikam HTTPS  HeoOxomumo  mepedTH 1O BKIIAJKE
Configuration—Security—Switch—HTTPS. Ha »T0#i ctpanuue mpeacraBieH 0030p TEKYIIUX
napametpoB HTTPS (Puc. 5.2.14.1) (Tabn. 5.2.14.1).

HTTPS Configuration

Mode | Disabled v |
Automatic Redirect

Certificate Maintain | | Naone |
Certificate Status Switch secure HTTF cerfificate is presented

HTTPS Configuration

Mode | Disabled ~ |
Automatic Redirect

Certificate Maintain [Ucload w]
Certificate Pass Phrase | |
Certificate Upload ‘Web Browser d |
File Upload | BrifepwTe diaiin | @3N He BRIGpaH

Certificate Status Switch secure HTTF certificate is presented

Puc. 5.2.14.1 — Kondurypauus HTTPS

Tab6muma 5.2.14.1 — Kondwuryparnus HTTPS

Mode Pexum pabotst HTTPS. Korpa texymee coeaunenue HTTPS, no
HTTPS  BeixmioueH, web-Opay3zep  Oyner  aBTOMaTH4eCKHU
nepeHanpasisATbes Ha coequHenne HTTP.

Automatic Redirect Pexxum paborel  aBTOMaTmueckoro mepeHanpasienus HTTPS.
[Ipumensierca Tonbko, ecau s pexuma padotst HTTPS BoiOpano
"Enabled" (Bxmtouen). ABromaruuecku Hampasiasier HTTP web-
Opay3epa Ha coenuHeHue HTTPS, korma BkitoueHsl 00a pexuma
pabotel — HTTPS u Automatic Redirect

Certificate Maintain 370 nojie MOXKeT ObITh HACTPOEHO TOJILKO MpH oTKItoueHHoM HTTPS.
OHo ucnonb3yercs A 00ciyXKUBaHUs cepTUPHUKauu. Bo3moxHbie
neiictBus: - None: HMKakux JeidctBuil ceptudukauuu; - Delete:
yaanuth cepruduxat; - Upload: 3arpyska ceprudukara, MOXHO
BbIOpATh JBa MeTOMa 3arpy3ku; - Generate: co3fanue cepTUQHKATa.
Certificate Algorithm | Anroputm ceptuduxarnuu. Bosmosxkubie Tunbl: DSA, RSA.
Certificate Status Cratyc ceprudukanuu. Bosmoxuwiii cratyc: 37 - Beigaercs
samumieHHbl cepruukar HTTP. Ceprudukar xpanutcs B 0aze
nanabix HTTPS; - Ceptuduxar 6ezonacHoro nepexitouenus SSL He
npencTaBieH: cepTudukar He xpaHutca B 0aze manubix HTTPS. -
Boyraya  zammmenHoro  ceprudukara HTTP.  Tenepupyercs
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cepTuQHKaT

Pass Phrase [[Ta6n0H 115 M pPOBKU cepTrdHUKaTa

Certificate Upload 3arpy3ka ceprudukara. BosmoxHbie pexumbl: - Web Browserr:
3arpy3ka ceptudukara uepe3 BeO - Opaysep; - URL: mis 3arpy3ku
ceprudukara yepe3 URL

File Upload @aiin 11 3arpy3Ku

5.2.15. Koudurypauus ynpapienusi aocrynom. Access Management
Configuration
Jnis noctyna K KOH(GUrypaluu yrnpaBlIeHHs] JOCTYIIOM HEOOX0AUMO MEPEHTH MO BKIIAJIKE
Configuration— Security—Switch— Access Management. Ha 3Toii cTpanuiie MOKHO HACTPOUTH
tabmuiy ynpasinenus pocrynoMm (Puc. 5.2.15.1) (Tabm. 5.2.15.1). MakcumanbHOE YHCIIO
AJIEMEHTOB crucka 16. Ecnu THI TPUIIOKEHUsST COBMATAeT C OJHUM W3 THIIOB, UMCIOIIUMCS B
CIKCKE yIPABJICHHUS JOCTYIIOM, TO JOCTYII K KOMMYTaTopy OyJIeT pa3pelicH.

Access Management Configuration

[¥ioie | Gsmei~]

Delete [ VLANID | Start IP Address [ End IP Address [ HTTP/HTTPS | SNMP [ TELNET/SSH
[ Delete | | 1] 0.0.0.0] | 0.0.0.0] = [& [

| Add New Entry |

Puc. 5.2.15.1 — Kondurypanus yrnpaBieHHs JOCTYIIOM

Tabmuua 5.2.15.1 — Konduryparwst ynpasieHus TOCTYIIOM

Mode BrxroueHne/BIKITIOUSHHE
Delete Y 1amuTh TEKYIIYIO 3alUCh
VLAN ID Homep VLAN i1 sneMeHTa ynpaBJIeHHs] 1I0CTYIIOM

Start IP Address | Hauanwnsiii [P-anpec aiist aneMenTa yrpaBiaeHHs JOCTYIIOM

End IP Address | Koneunsiii IP-aipec asist aeMenTa yrpaBiaeHHs JOCTYIIOM

SNMP Ecnu B 3TOM mose ycTaHOBJEH uiar, 3TO yKa3bIBaeT, uTo XocTy ¢ IP-
alpecoM M3 YKa3aHHOI'O JMana3oHa MOXKET ObITh MPEJOCTaBJIEH AOCTYI K
KoMMyTatopy 1o SNMP.

TELNET/SSH Ecnu B aTOM moine yctaHoOBieH (uar, 3TO yKa3bIBaeT, 4yTo Xocty c IP-

aJipecoM U3 yKa3aHHOTO JMana3oHa MOKET ObITh MPEAOCTaBIEH AOCTYI IO
TELNET/SSH

. | Add New Entry |

Knomnk CITLYKUT JUIsl 10OaBJI€HUSI HOBOM 3aIlUCH.

5.2.16. SNMP

Hnsa pocrynma k  koHpurypaumun SNMP  HeoOxonuMo mepedTH 1O BKIIAJKE
Configuration— Security—Switch— SNMP.

SNMP System Configuration (Cucrtemusie Hactpoiiku SNMP) (Puc. 5.2.16.1) (Tab6u.
5.2.16.1).

SNMP System Configuration

Mode | Enabled |
Engine ID | |300019c503001232541243 |

Puc. 5.2.16.1 — Cucremusle HacTpoiiku SNMP
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Tabmuua 5.2.16.1— Cucremnsie HacTpoiiku SNMP

Mode

Pexxum paboter SNMP

Engine ID

Nnentudukarop engine ID mms SNMPv3. Crpoka aomkHa cOAepKaTh YETHOE
yucio (B 16-Hom dopmarte), yrcno 39 mudp or 10 no 64; komObunammu uudp,
COCTOSIIIIME U3 OJAHUX HYJeH U u3 oaHuX «F» HelonmycTUMBL.

Trap Configuration (Hactpoiiku curnamu3auun) (Puc. 5.2.16.2) (Tabn. 5.2.16.2).
Trap Configuration

Trap Destination Configurations

| Delete | Name | Enable | Version | Destination Address | Destination Port |

| Add New Entry |

SNMP Trap Configuration

Trap Config Name

Trap Mode | Disabled v |
Trap Version | SNMP vc v |
Trap Community | public |
Trap Destination Address | |
Trap Destination Port 162 |
Trap Inform Mode | Disabled v |

Trap Inform Timeout (seconds)

3 |

Trap Inform Retry Times |

Trap Security Engine 1D

5
800019 b03001232541243

Trap Security Name

Puc. 5.2.16.2 — Hactpoiiku curHaau3anuu

Tabauna 5.2.16.2 — HacTpoiiku curHanu3aiuu

Mode

BxutounTts/BbIKIIOUNTH OTHpaBKy SNMP trap

Trap Config Name

Wwms koHurypammu

Trap Version

IlonnepxxuBaemas Bepcuss SNMP  trap. 1/ SNMP

v2¢/SNMP 3)

(SNMP

Trap Community

Crpoxka goctyna community st oTnpaBku nakera SNMP trap.

Trap Destination Address

[P-anpec cepsepa st ornpaBku SNMP trap. Koppextnsiii IP-
azpec B JecaTMYHOM (opmaTte ¢ Toukoil. JlomycTumo Takke
yKa3aTb KOPPEKTHOE MMsI XOCTa.

Trap Destination port ITopt naznauenuss SNMP trap. SNMP-arent Oyzaer mnocwuiaTh
coobmenuss SNMP Ha 3TOT mopT; AMana3oH HOMEPOB IMOPTOB
1~65535. ITo ymomuanuto nopt juist cooduenniit SNMP trap umeer
HoMep 162.

Trap Inform Mode Bxi1rounTh/BbIKIIIOUUTH pexkuM padoTel SNMP trap inform

Trap Inform Timeout

Taiimep coobmmenuit SNMP trap inform. /{nana3oH nomycTUMBIX
3HaueHwmii: ot 0 1o 2147.

Trap Inform Retry Times

Taiimep mombITok moBTOpeHHs cooOuieHuit SNMP trap inform.
Jnana3zoH nonycTuMbix 3HadeHui: ot 0 1o 255
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Trap Security Engine ID | Pexxum pabotrst SNMP trap security engine ID. IIpotokon SNMP
v3 moceutaet coobmenus trap u inform, ucnonp3ytonme USM mist
ayreHTH(UKanuuu ©u  o0ecreyeHuss  KOH(UICHIUAIBHOCTH.
Coo01eHnsIM Ha3HA4YaeTcsl YHUKaJIbHBIM MICHTH(UKATOp engine
ID u neoOxomumas unpopmanus. Ecnu Bkimoden pexxum "Trap
Probe Security Engine ID", wunentuduxarop (ID) Oyner
TeHEepPUPOBATHCS ABTOMATH4eCKU. B mpoTuBHOM ciyuyae, Oyzaer
ucronb3oBad ID, ykazanHbli B 3TOM mnosie. CTpoka JOJKHA
cozepkarh 4etHoe ymcio (B 16-Hom dopmare), unucio uudp ot 10
10 64; komOnHaMu HUdp, COCTOSALIME U3 OTHUX HYJIEH U U3 OJTHUX
«F» HeqonyCTUMBI

Trap Security Name Nwmsa SNMP trap security name. Coobmenus SNMP trap u inform
SNMP v3 ucnons3ytor USM ju1s ayTeHTU(DUKAUN 1 00ecTieueHHsI
KOHHAeHIMaTbHOCTH. Kora BKIIFOUYEH PEXUM OTIPABKU trap U
inform, HEOOXOAMMO 3aJlaTh YHHKAILHOE MM JIJIsi OOecTieueHus

0€30IaCHOCTH.
Trap Scurce Configurations
Delete | Name | Type | Subset OID
| Delete |[coldStart w |included v |

| Add New Entry |

Puc. 5.2.16.3— Trap Source Configurations

Tabmuna 5.2.16.3— Trap Source Configurations

Delete Y naneHne TEKyIen 3arncHu.
Name VYka3beIBaeT UMs 3aIIMCH.
Type Tun GribTpa 1St 3anucH (BKIFOYUTH WIIM UCKITFOYHTD)

Subset OID | ITogmuoxkectBo OID s 3amucu. 3HaYeHUE JOJDKHO 3aBHCETh OT TOTO, KaKOE
uMs ykazaHo B nosnie Name. Hanpumep, ifldex — 3to OID noamuoxecTBa 11
linkUp u linkDown. Homyctumsiit OID moamHOXecTBa — 3TO OIHO WU
HecKosbko UppoBeIx uncen (0-4294967295) nnu 3Be3gouka (*), pa3aeneHHbIX
toukamu (.). IlepBbIii cUMBOJ HE JOJKEH HAUYMHATHCSA CO 3Be3l0YKH (*), a
MakcuMaibHoe KonuuecTBo OID He noymkHO mpesbimarh 128.

SNMPv3 Community Configuration (Hacrpoiika SNMPv3Community) (Puc. 5.2.16.4)
(Tada. 5.2.16.4).
SNMPv3 Community Configuration

Delete | Community name | Community secret | Source IP | Source Prefix
[ Delete | | | | | | | | |

| Add Mew Entry | | Save || Reset |
Puc. 5.2.16.4— Hactpoiika SNMP v3 Community

Tabmuna 5.2.16.4 — Hactpoiika SNMP v3 Community

Delete Y 1aneHue TeKyLIei 3alucu.

Community name | Yka3piBaeT uMsi 0€30MaCHOCTH JIJIsl COTIOCTABIICHUS COOOIIECTBa ¢
KoHpurypamuent rpynn SNMP. Jlonmyctumast AMHA CTPOKH COCTABIISIET
ot 1 10 32, a monyctumoe coaepxkumoe - cuMBoJibl ASCII ot 33 o 126.
Community secret | I[Taposib cooOriecTBa (CTPOKY JIOCTYMA) JUIsl pa3pelieHus JOCTyna ¢
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ucnoaszoBaHueM SNMPv1 u SNMPv2c¢ k arenty SNMP. Jlonyctumast
JUTMHA CTPOKH COCTaBJsET OT 1 10 32, a 10MyCTUMOE COAEPHKUMOE -
cuMBoibl ASCII ot 33 no 126.

Source IP

IP-anpec ucrounuka npu gocryne no SNMP

Source Prefix npeduKc azpeca HCTOYHUKA.

Kuomnka

| Add New Entry |

CIIYKUT IJIA ,I[O63BJ'ICHI/I${ HOBOM 3aITHCH.

SNMP v3 User Configuration (ITosb30BaTennckast HacTpoiika SNMP v3) (Puc. 5.2.16.5)
(Taba. 5.2.16.5).

SNMPv3 User Configuration

. User Security Authentication | Authentication | Privacy Privacy
Lezi =l | Name ‘ Level Protocol Password Protocol | Password
| Delete | [ 300019cb03001232541243] | | [Auth, Priv v MOSwv| | | [DESw] | |

| Add New Entry |

| Save || Reset |

Puc. 5.2.16.5 — Ilons3oBarenbckas HacTporika SNMP v3

Tabmuua 5.2.16.5 — [Tonp3oBarennckast HacTpoiika SNMP v3

Delete

Y naneHue TeKymien 3amnmcu.

Engine
ID

Crtpoka, unentuduiupytomias engine D, KoTopoMy NpUHAAIEKHUT ITOT SJIEMEHT
crucka. CTpoka JTOJDKHA COJepKaTh YeTHOE ducio (B 16-yHOM Qopmare), 9ruciio
nudp ot 10 1o 64; komOuHAIMK U(P, COCTOAIITUE U3 OAHUX HYJICH U U3 OTHUX «F»
HeponycTuMbl. B apxurekrype SNMPv3 ucnons3yercst Mozenb 6e301MacHOCTH Ha
ocHoBe momnb3oBarenss USM (User based Security Model) nns oGecnedyenus
0€30MacHOCTH COOOIIEHU W MOJENb YIPABICHHUS IOCTYIIOM Ha OCHOBE BHUIA
VACM (View-based Access Control Model) npu ynpaenenun goctymnom. [lms
Bxona USM xmogamu BXx010B siBisitoress usmUserEnginelD 1 usmUserName. B
npocrom arenre usmUserEnginelD Bcerna coBnamaer ¢ COOCTBEHHBIM 3HAYCHHEM
snmpEnginelD arenta. B kauecTBe 3Haue€HHS TaKKe€ MOKET HCIOJIb30BaThHCS
3Hauenue snmpEnginelD ynanennoro yctpoiictBa (SNMP engine), ¢ KoTOopsIM
MOJKET CBSI3bIBaThCS JaHHBINA MOJB30BaTenb. [pyrumu cioBamu, ecinu engine ID
noib3oBarenss paBeH engine I[D cuctembl, TO OH SBIAETCS JOKAIHHBIM
M10JIb30BATEJIEM, B IPOTUBHOM CIIy4ae MOJIb30BATENb SIBISIETCS YAAICHHBIM.

User
Name

Crpoka, uAeHTHQUUUpPYIOIIAas HMs [OJb30BaTeNsl, KOTOPOMY HPUHAIIECKUT
naHHbll mapamertp. [omyctumass qymHa ctpoku 1~32 cumBonoB ASCII ¢ 43
HoMepamu B auana3oHne ot 0x21 no 0x7E

Security
Level

Monenb 6€30macHOCTH, KOTOPOW NPUHAUIEKUT JaHHBIA mapameTp. Bo3moXHBI
CIIEAYIOLIME MOJIeNIN O€30aCHOCTH:

* NoAuth, NoPriv: AyrenTudukanus u KOHPHIEHINATbHOCTh OTCYTCTBYIOT.

* Auth, NoPriv: BeimonHsercs ayTeHTHPHUKANUSA, KOHPUACHINATHLHOCTD
OTCYTCTBYET.

. Auth, Priv: BBITOJIHAETCS ayTeHTH(]UKanus, obecrieunBaeTcs
KOHQHUIECHIIMATBHOCTh. Ecim mapaMeTp yKe CymecTByeT, 3HAueHHWe YPOBHS
0€30MaCHOCTH M3MEHUTh HEBO3MOXKHO. OTO O03HA4aeT, YTO CHayaja HaJjo
YIOCTOBEPUTHCS, UYTO 3HAUCHHE YCTAHOBIICHO MPABUIIBHO.

Authenti
cation
Protocol

[Iporokon ayTeHTHUKALMK, KOTOPOMY MPHHAICKUT JaHHBIA MapaMmerp.
Bo3MoxHBI crieayrommye NpoTOKOJIbI ayTeHTU(PUKAIIH:

* MDS5: nomonHuTenbHBIN ¢uiar, yKa3plBarOIIUA, YTO MOJB30BaTENbh HCIIOIb3yET
npotokoi ayreHTudukamuu MDS5. « SHA: nononHUTENbHBIN (har, yKa3bIBaroIIUH,
YTO TOJH30BATENb UCTIONB3YET MPOoTOKON ayTeHTHuKanuu SHA. Ecnu napamerp
yKe CYIIECTBYET, 3HAaUYE€HUE YPOBHS 0€30MacHOCTH M3MEHHTHh HEBO3MOXKHO. DTO
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O3HA4aeT, 4TO CHadaja HaJ0 YJOCTOBEPUTHCSA, YTO 3HAYEHHUE YCTAHOBJIIEHO
MIPaBHJIBHO.
Authenti | Ctpoka, uaentudpunmpyoomas ¢pazy mnaposs ayreHtudukanuu. Jlomyctumas
cation JUTMHA CTPOKH I MpOTOKoia ayTeHTHuukanuu MDS5: or 8 mo 32 cumBOJIOB.
Passwor | Jlomyctumasi niuHa CTpOKH i TpoTokona ayreHtudukammu SHA: ot 8 go 40
d cuMBoJIOB. [Ipu 3anucu cTpoku ayTeHTU(UKALIUKA MOTYT UCTIOJIb30BATHCS CUMBOJIBI
ASCII ¢ xomamu B quanasone ot 0x21 no 0x7E.
Privacy | [IpoTokon KOHGUIACHIMATBLHOCTH, KOTOPOMY MPUHAUICKUT HTaHHBIA BXOI.
Protocol | Bo3moxkHBI cienyronue npoToKoIbl KOH(PUIECHINAIBHOCTH:
» AES: nomonmHuTeNnbHBIA (iar, YKa3bIBAIOIIWMA, YTO I0JIb30BATENb HMCIOIb3YET
npotokon ayreHTH(ukannu AES.
* DES: nomonHuTenbHBIA ¢ar, yKa3bIBAIOIIWMA, YTO I0JIh30BATEb HMCIOIB3YET
npotokon ayreHTudukanuu DES.
Privacy | Ctpoka, unentuduiupyromas ¢ppasy napois koHpuaeHuanbHocTH. Jlonycrumas
Passwor | nnuna ctpoku 8~32 cumBosioB ASCII ¢ Homepamu B auanaszone ot 0x21 no 0x7E.
d
| Add New Entry | .
Knonka ——————— cuyxut it 100aBIeHUs] HOBOM 3aIMUCH.

SNMP v3 Group Configuration (Hacrpoiiku rpynnst SNMP v3) (Puc. 5.2.16.6) (Ta0.1.

5.2.16.6).

SNMPv3 Group Configuration
Delete | Security Model | Security Name | Group Name
. i public | default_ro_group|
[ vl private | default_r&_group |
C v2e public | default_ro_group |
C v2e private | default_rw_group|

| Add New Entry |

| Save || Reset |

Puc. 5.2.16.6 — Hactpoiiku rpynnsr SNMP v3

Tabmuma 5.2.16.6 — Hactpoiiku rpynmnsl SNMP v3

Delete

VY aneHue TeKynien 3anucu.

Security Model

Mogens 0€30MacHOCTH, KOTOPOW TPHUHAIJICKUT JaHHBIA Mapamerp.
Bo3MoxHBI citeyromme Mo i 0€30macHOCTH:

* v1: 3ape3epBupoBano ans1 SNMPvl.

* v2c: 3ape3epBupoBano aisi SNMPv2c.

* usm: MoJieJb 0e30macHOCTH Ha ocHOBe mojb3oBarenss USM (User-based
Security Model) nist SNMPv3.

Security Name

Crpoka, naeHtuumpyomas 6e30nacHoe UMs, KOTOPOMY NPUHAJIEKHUT
naHHbIM mapameTtp. Jomyctumas niuuHa ctpoku 1~32 cumBosioB ASCII ¢
HoMmepamu B auanasoHe ot 0x21 no 0x7E.

Group Name

Crpoka, uaeHTUGUUUpPYIOLWAs HMS TPYIIbl, KOTOPOMY HPUHAIJICKHUT
NaHHbIA mapamerp. Jomyctumas nnuHa ctpoku 1~32 cumsosioB ASCII ¢
HoMepamu B auamna3one oT 0x21 go 0x7E.

Kuomnka

| Add New Entry |

CILy>KHT JUIsl T0OaBIE€HHUSI HOBOM 3aIUCH.
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SNMPv3 View

Configuration (Hacrpoiika Buga SNMP v3) (Puc. 6.2.16.7) (Ta6u. 6.2.16.7).

SNMPv3 View Configuration

Delete | View Name | View Type | 0ID Subtree
| Delete | | | [included v | |
| Add Mew Entry | | Save || Reset |

Tabmuua 5.2.16

Puc. 5.2.16.7— Hacrtpoiika Buga SNMP v3

.7 — Hactpoiika Buia SNMP v3

Delete

Y naneHue TEKyLen 3aIncH.

View Name

Crpoka, uaeHTUQUIUpYIOMIAs HWMs BHUIA, KOTOPOMY TPUHAIICKHUT ITAHHBIN
napamertp. Jlonycrumas mmuHa crpoku 1~32 cumosioB ASCII ¢ Homepamu B
nuamasone oT 0x21 go Ox7E.

View Type

Tun Buma, KOTOPOMY MPHUHAICKUT JTAHHBIN mapameTp. Bo3aMokHBI crienyromnime
THUTIBI BHJIOB:

* included (momnepeBo BKIFOYEHO): JOTIOTHUTENBHBIN (hJ1ar, yKa3bIBarOIIUH, 4TO B
BUJI JIOJDKHO OBITH BKJIFOUEHO ITOJISPEBO.

* excluded (moanepeBo MCKITFOYEHO): AOTIOTHUTENBHBIN (hJ1ar, yKa3bIBarOIIUH, 4TO
U3 BUJA JODKHO OBITH MICKJIFOYEHO IMOAJEpeBO. B 1enoM, eciu s THIa BUOA
3amano ' excluded ' (mogepeBo UCKITFOYEHO), TOJDKEH CYIIECTBOBATh IPYTOM BU/T
¢ tunoMm ' included ' (momnepeBo BkiroueHO) U ero moguepeo OID momxHO
MepeKphIBaTh MO IepeBo Buaa ¢ TunoM ' excluded ' (moaaepeBo HCKIIFOYEHO).

OID
Subtree

OID ompenenseT KOpeHb MOAJEpEBa, 100aBIEMblii K MMEHOBAHHOMY BHJY.
Huanaszon ponyctumbix 3HayeHuit OID: ot 1 go 128. B crpoke MOXHO yKa3aTh
anbo0 Ymcio, cocrosiee u3 nudp, oo 3Be3104Ky (*).

Add M
Kuomka |

ew Entry |

CIIYKUT IS I[O68.B.]'I€HI/I$[ HOBOM 3amuCH.

SNMPv3 Access Configuration (Hacrpoiika nocryna SNMPv3) (Puc. 5.2.16.8) (Ta0.1.

5.2.16.8).

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name

| Delete | [defauli_ro_group w | [any »| [NoAuth, NoPriv w | Mong w Mone w

| Add New Entry |

| Save || Reset |

Tabmuma 5.2.16

Puc. 5.2.16.8 — Hactpoiika nocryma SNMP v3

.8 — Hactpoiika noctyrna SNMP v3

Delete

Y aneHue TeKyLIei 3aucu.

Group Name

Ctpoka, uieHTu(UIUPYIOas UMs TPYIIbL, KOTOPOH MPUHAJICKUT JaHHBIN
napameTtp. Jlomyctumas niuHa ctpoku 1~32 cumBosioB ASCII ¢ Homepamu B
nuanasone ot 0x21 no 0x7E.

Security
Model

Monienb 6€301macHOCTH, KOTOPOH MPUHAIEKUT JaHHBIN apameTp. Bo3zMoxkHbI
CJIEAYIOLINE MOJIENI OE30MaCHOCTH:

* any (;ro6ast): OyaeT npuHsTa Jitodas Mojenb 0ezonacHocTH (v1|v2clusm).

* v1: 3ape3epBupoBano ayig SNMPvl.

* v2c: 3ape3epBupoBano st SNMPv2c.

* usm: Mojenb Oe3omacHOCTH Ha ocHoBe moib3oBarenst USM (User-based
Security Model) mist SNMPv3.

Security Level

YpoBeHb 0€30MacHOCTH, KOTOPOMY TNPUHAJICKUT JaHHBIM mapamerp.
Bo3MoxHBI ciieyromuye Mojiean 0e30MacHOCTH:
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* NoAuth, NoPriv: AyrenTuduxanys u KoHQUICHINATBHOCTh OTCYTCTBYIOT.
* Auth, NoPriv: BbmonHsercs ayTeHTHUKAIMUSA, KOH(PUICHIHAIBHOCTh

OTCYTCTBYET.
* Auth, Priv: BemmonHsercs — ayTeHTHUKAIMSA,  OOCCICUMBACTCS
KOH(HICHIIMATIBHOCTb.
Read View WNwms Buma nipu urennn, ums Buaa MIB, onpenensromero oo0sextel MIB, mis
Name KOTOpBIX JIaHHBIM 3allpoCc MOXET OBITh 3allpOCOM TEKYIIMX 3HA4YEHUH.

Honyctumas nnuna ctpoku 1~32 cumBosnoB ASCII ¢ Homepamu B 1uamna3zoHe
ot 0x21 no Ox7E.

Write View WNwms Bupa npu 3amucu, ums Buga MIB, onpenenstomero o0bexTsl MIB, mis
Name KOTOPBIX JIAHHBIN 3aMpOC MOTEHIIUATBHO MOXET YCTAHOBUTH HOBBIC 3HAUCHHSI.
Honyctumas nnuna ctpoku 1~32 cumBonoB ASCII ¢ Homepamu B 1uamna3zoHe
ot 0x21 mo Ox7E.

| Add New Entry |

Knormnka CITY’KUT JUIsl TOOABJICHUS] HOBOW 3aITUCH.

5.2.17. RMON

Hns poctynma k koHpurypauuu RMON HeoOXonuMo TMepedTd 1O  BKIAAKE
Configuration— Security—Switch— RMON.
RMON Statistics Configuration (Hacrpoiika cratucruk RMON) (Puc. 5.2.17.1) (Ta0..
5.2.17.1).

RMON Statistics Configuration

Delete | ID | Data Source
| Delete || | 1361212211] 0]

Puc. 5.2.17.1 — Hacrpoiika ctatuctuk RMON

Tabauna 5.2.17.1 — Hactpoiika cratuctuk RMON

Delete Y naneHue TeKyIen 3amucu.
ID WNunekc Bxona. Jlonyctumsbie 3HaueHUs — OT 1 10 65535.
Data Source ID mopTa, MOHUTOPUHT KOTOPOT0 TPeOYyeTCsl OCYIIECTBISTh.
| Add New Entry | .
KHonka ————————— ciyuT Ju1s 100aBJIeHUs] HOBOW 3aITUCH.

RMON History Configuration (Hacrpoiika skypnana RMON) (Puc. 5.2.17.2) (Ta0..
5.2.17.2).

Ha crpannue RMON History Configuration MOXHO HacTpOUTh COOp CTATUCTUKHM Ha
¢u3ndeckomM uUHTEpdEiice I MOHUTOPUHTA HCIIOJL30BAHMS CETH, THIIOB IAaKETOB M OIIHOOK.
3anucu xypHana RMON M0XHO HCIIOSIB30BaTh IPU MOHUTOPUHTE CIIOPAMUECKH BOSHUKAIOLINX
npobiieM.

RMON History Configuration

Buckets

Delete D Data Source Interval Buckets
Granted

| Delete || | 1281212211] 0| | 1800 | 50]

| Add NewEntry | | Save || Reset |
Puc. 5.2.17.2— Hactpoiika xxypHaira RMON
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Tabmuma 5.2.17.2— Hactpotiika sxypaaia RMON

Delete VY naneHue TeKymen 3amnmcu.

ID Wunekc Bxona. Jlonyctumsbie 3HaueHus — oT 1 g0 65535.

Data Source ID nmopta, MOHUTOPUHT KOTOPOTO TpeOyeTcs OCYIIECTBIISATD.

Interval NurtepBan omnpoca. [lo ymomuanuto 1800 cekynn. [[uama3oH 10myCTHMBIX
3HayeHuii: ot 1 10 3600 cexyH/.

Buckets Uwncno cerMeHToB, TpeOyeMbIX aiis dToro mapamerpa. [lo ymomuanuio 50.
Jwnana3on qonyctuMbix 3HadeHuii: ot 1 1o 3600.

Buckets Granted | [Ipeamonaraemoe 4uciio CETMEHTOB.

| Add New Entry | .
a ————————— CIyXUT 111 100aBJIEHUS HOBOW 3aITUCH.

Knomnk
RMON Alarm Configuration (Hactpoiika curnammzanuiic RMON) (Puc. 5.2.17.3) (Ta6.1.
5.2.17.3)

Ha sToli cTpaHuiie MOXXHO 3a7aTh KOHKPETHBIM KPHUTEPHid, COTIACHO KOTOpOMY OymyT
reHepUpoBaThCS COOBITUSA. OH MOKET ObITh YCTAHOBJIEH /7S JAHHBIX TECTa, COOPAHHBIX 3a JIFOOOH
yYKa3aHHbII MHTEpBaJl BpeMEHU. MOXHO KOHTPOJIUPOBATh KaK aOCOJIIOTHBIE 3HAUYEHUS, TaK U UX
U3MEeHEeHHs. MOXKHO TaKoKe 3a/1aTh CUTHAIU3ALUU, KOTOPbIe OyAyT BbI1aBaThCsl IPU MPEBBILICHUN
MOPOTOBBIX 3HAYEHUH JTMOO0 MPU CHIYKEHUU HUXKE TOPOTOBBIX 3HAYEHU.

RMON Alarm Configuration

. Startup Rising Rising Falling Falling
TatE ‘ o ‘ eiyal | AT | VEITE | Alarm | Threshold ‘ Index Threshold Index

| Delete || | 30] 1.38.1.21.2.21] 00| [Delta 0 [RisingOrFaling v ] | o | 0| | o | 0]

| Add New Entry | | Save || Reset |

Puc. 5.2.17.3 — Hactpoiika curnanuzamuii RMON

Tabmuna 5.2.17.3 — Hactpoiika curnanuzammii RMON

Delete Y naneHue TeKyIeH 3ammucH.

1D Wupekc Bxoaa. Jlonycrumbie 3HaueHus — ot 1 1o 65535.

Interval WuTepBan ompoca mpu BHIOOPKE M CPAaBHEHUHU C HUKHUM WIH BEPXHHUM
OPOroBbIM 3HaUeHHeM. J{nana3on ot 1 1o 2”31 cekyHz.

Variable Howmep o6bexta nepemennoit MIB, n3 kotopoii 6epyTes Bbi6opku. Beioopku

MOryT OpaThcs TosbKo U3 nepemeHHol ifEntry.n.n . BoamoxHs! cneayronme
nepemennbie: InOctets, InUcastPkts, InNUcastPkts, InDiscards, InErrors,
InUnknownProtos, OutOctets, OutUcastPkts, OutNU-castPkts, OutDiscards,

OutErrors u OutQLen.
Sample type Tun BeIOOpKH. JIJis yKa3aHHOW MEPEMEHHON TECT MOXKET OBITh BBHITIOJHEH
JUTsl a0COTIOTHBIX 3HAYSHHUM UM MX OTHOCUTEIBHOTO U3MEHEHHSI.
Value CratucTuyeckoe 3Ha4eHHE B TEYEHHE MTOCIEAHEr0 Mepruoia BEIOOPKH.
Startup Alarm BreiOupaer Meron, KOTOpbI OyAeT HCIONB30BAThCSl Ui  BBIOOPKHU

BI)I6paHHOI\/JI HepeMCHHOﬁ N BBIYUCIICHUSA 3HAYCHUA, KOTOPOC CPaBHHUBACTCA
C ITOPOroBbIMH 3HAYUCHUSAMMU.

Rising Threshold | Bxmrouaer curnHanusanuio, KoOrja 3Ha4eHHE TEPBBIA pa3 IPEBBICUT
MOPOrOBOE 3HAYEHHME NOAbEMa JIMOO CTaHET MEHbIIe, YeM IIOpPOroBOe
3HaUCHHE CIIa Ia.

Rising Index Wuneke noapema st coobitus. Jlnanazon 1~65535.

Falling Threshold | IToporoBoe 3nauenme cmama. Eciam Tekyiee 3HaYeHHE CTaHET MEHBIIE
MOPOTOBOTO 3HAYECHHUS CIaja M, MPU ITOM, TOCTEeIHEee 3HAUCHUE BBIOOPKH
0O0JIBIIIE 3TOTO MOPOTOBOTO 3HAYCHHUS, TO BbIIAeTcs curHaim3anms. [locie
TeHepaluu  COOBITHS  CHaja, Jpyroe Takoe CcoObITHE He Oyner

245



CT€HEpUPOBAHO JI0 TeX IOp, MMOKA 3HaYCHHE BHIOOPKHM HE CTAHET OOJblie
MOPOTOBOT0 3HAYEHHS CIa/a, JOCTUTHET OPOTrOBOTO 3HAYEHUSI TIObeMa 1
CHOBa BEpHETCA K IOpPOroBOMYy 3HaueHHIo cnaja. ([Juanazon: ot -
2147483647 no 2147483647).

Falling Index Wuneke cnana uist coObitust. Junamnason 1~65535.

| Add New Entry |

Knormnka CITY’KUT JUIsl TOOABJICHUS] HOBOW 3aITUCH.

RMON Event Configuration (Hactpoiika coobiTuii RMON) (Puc. 5.2.17.4) (Tada. 5.2.17.4).
Ha 3T0ii cTpanuiie MOXHO 33/1aTh OIIEPAIIMIO, KOTOPAs BBIMOIHACTCS MPHU BbIJIa4Ye CUTHATN3AIINH.
RMON Event Configuration

Delete | ID | Desc | Type | Event Last Time
| Delete || | | | [none v 0

| Add New Entry | | Save || Reset |
Puc. 5.2.17.4 — Hacrpoiika coobrruit RMON

Tabmuua 5.2.17.4 — Hactpotika coositniit RMON

Delete Y naneHne TEKyIer 3amucHu.

1D Unpekc ID. Junana3on 1~65535.

Desc Beenute B 3T0 noJie onrcaHue Jyisi JAHHOTO BXOJ1A.

Type Bribepute THI COOBITHS, KOTOpOEe OyIeT BbIOUpaThCs IMpU cpabaThIBAHUU
CUTHATTN3AINH:

* None (Her): CoObiTHe creHeprupoBaHO HE OyeT.

* Log (Kypnai): korga reHepupyercsi cOObITHE, TEHEPUPYETCS U 3aIKCh
*kypHaia RMON.

* snmptrap: MoceuIaeT cooOIEHKE trap BCEM YCTaHOBJIEHHBIM MEHEKEpam
COOOIIeHUH trap.

* logandtrap: o coObITUM cO3[@eTCsl 3alUCh B JKypHaJle, IMOCHLIAETCA
cooOuieHue trap.

Event Last Time | Bpems nmocnennero coobrtus. 3nauenue sysUpTime, xorma coObITHE AIIs
3TOr0 BX0j1a ObLIO CTeHEPUPOBAHO MOCIIEIHUHN pas.

| Add New Entry |

Kuomnka CIIYKUT I ,Z[O68.BJ'I€HI/I$I HOBOM 3aIlHCH.

5.2.18. Network. CeTb

Port Security Limit Control Configuration. Ynpasiienue 6e3onacHocTu nopra

@ynkuus ynpasieHueM Oe3omacHocThio moprta (Port Security Limit Control) moxer
OTPaHUYMUTh YUCIIO MOJIb30BaTENEN, KOTOPHIM pa3pelleH JOCTYI K KoOMMyTaTopy Ha ocHoBe MAC-
aapecoB 1 VLAN ID (BemmonHsieTcs s Kaxaoro mopta). Kak Tompko 4Hcio MOIb30BaTeNeH,
KENAIOLIUX MOJIYYUTh JOCTYN K KOMMYTaTOpY, MPEBBICUT 3aJaHHOE YHUCII0, OYJET HEMEJIEHHO
BBINOJIHEHA BHIOpaHHAs OTlepalusl.

Hns JOCTyTa K HACTpOUKaM HE0OXOIMMO nepenTn o BKJIaJIKE
Configuration— Security—Switch—Network— Port Security—Configuration (Puc. 5.2.18.1)
(Tabn. 5.2.18.1).
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Port Security Configuration

Global Configuration

Aging Enabled |

Aging Period 3600 seconds

Hold Time |3-:|E- | seconds

Port Configuration

Port| Mode | Limit | Violation Mode | Violation Limit | Sticky | State
= |z L 4 == w 4 _
1 4 4 C Disabled
2 4 4 [  Disabled
3 4 4 [J  Disabled
4 4 4 [  Disabled
5 4 4 (0 Disabled
& 4 4[]  Disabled
7 4 4 [  Disabled
8 4 4 C Disabled
g 4 4 (0]  Disabled
10 4 4 (]  Disabled

Puc. 5.2.18.1- Ynpasnenue 6e30macHOCTH OpTa

Tabmuua 5.2.18.1— Yupasinenue 6€300aCHOCTH OPTA

System Configuration (Hactpoiika cuctemsr)

Aging Enabled

Bxmrounts ycrapeBanue. Eciam B 3TOM mone ycraHoBieH duar, TO
olieHMBaeTcs «Bo3pacT» Oe3omacHbix MAC-agpecoB B TOM CMbICIE, B
KOTOPOM OH yuuThIBaeTcs nmapamerpoM Aging Period (Cpok ycTapeBanus).
Korna ycrapeBanue BKIIOYE€HO, C TOTO MOMEHTA, KaK KOHEYHBIN XOCT CTaHET
6e3omacHbIM, 3amyckaercs Taiimep. Ilo ncredyenun TaiiMepa, KOMMYTaTOp
HAauMHAEeT WMCKAaTh KaJpbl KOHEYHOTO XOCTAa M, €CIH TaKUX KaJpOB He
HOSBIISIETCS B TEUEHUE CIeyoIero cpoka ycrapeBanus (Aging Period), To
NPEIOIaraeTcsi, YT0O KOHEYHBIM XOCT OTKIIOYHIICS M Ha KOMMYTaTope
0CBOO0XKJIAIOTCSI COOTBETCTBYIOIINE PECYPCHI.

Aging Period

Ecnu B mone Aging Enabled (Y cTapeBanue BKITIIOU€HO) yCTaHOBJIEH ¢iar, TO
CTaHOBUTCS BO3MOXKHO 337aTh JKeJaeMoe 3HaueHHne cpoka ycrapeanus. [1o
YMOJITYQHUIO YCTaHOBJIEH cpok ycrapeBanus 3600 cexkyHn. JlomycCTHMBIi
auanasod 3Hauenuit ot 10 go 10 000 000 cexkyH.

Hold Time

Bpemsi ynepxaHus, usMepseMoe B CEKyHJaX, HCIIOJIb3YyeTcs JUIs
omnpenenenuss Toro, kak poaro MAC-anpec xpanutcs B Tabnmuue MAC-
azpecoB, eciu ObUI0O OOHApY)XEHO, 4YTO OH HapyllaeT OrpaHUuYEHUE.
Honyctumsiii nuamnaszon coctasiaser or 10 go 10 000 000 cexynna, mo
yMourgaHumo - 300 cexkyH/I.

[Ipuunna coxpanenust Hapymawomero MAC-aapeca B Tabmune MAC-
aJIpecoB 3aKJII0YAETCS B IEPBYIO OYEPEb B TOM, YTOOBI TapaHTUPOBATh, YTO
onuH u TOT X6 MAC-anpec He BBI3BIBAET HENPEPHIBHBIX YBEIOMIICHUN
(ecny BKJIIIOYEHBI YBEJIOMJICHHUS O KOJMUYECTBE HApYIICHHH).

Port Configuration

(Hactpoiika nmopra)

Port

OtobpaxkaeTcst HOMep mopTa. “*” 03Ha4ar0T MPUMEHEHHUE KO BCEM IOPTaM.

Mode

BkirouaeT iy BEIKIIOYAeT YHpaBJICHUEC OIrPAHUYCHUEM KOJIMICCTBA XOCTOB

nopta (1o KaXJI0My MOPTY OTAENbHO). UT0OBI cienath JaHHYI (QYHKIIHIO
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paboTocmocoOHO, HEOOXOAUMO BKIIOYHUTH €€ Kak T00aabHO, TaK W IS
opTa.

Limit Bxmrodaer wim BBIKJTFOYAST YIPABIICHUE OTPaHUYCHUEM KOJIMYECTBA XOCTOB
nopta (1o KakJoMy MOPTYy OTACNbHO). UTOOBI cienath JaHHYIO (YHKIIHIO
paboTocmocoOHOM, HEOOXOAUMO BKJIIOYHTH €€ Kak TI00aabHO, TaK W IS
opTa.

Violation Mode Br160p pexuma npu npesbiiiennun npenena MAC-aapecoB Ha IopTy
Protect — HMYero He npeaNpPUHUMATD

Restrict - Ecim mpenen mocrurnyt, mocneayromme MAC-anpeca mopra
OyIyT MOJCYMTAHBI M OTMEYCHBI Kak Hapymaromue. Takue aapeca MAC
yaanstores u3 Tadnuubl MAC-agpecoB 110 UCTEUEHUH BPEMEHU Y 1€ KAHUS.
B nyumem ciyudae HapymieHus npeaeibHbiX 3HadueHuid MAC - anpec MOXeT
OBITH MIOMEUYEH KaK HapyIICHUE B TIOOOH MOMEHT BPEMEHH.

Shutdown- Ecnu mpegen QOCTUTHYT, TO 3TO NPUBEAET K OTKIIOYEHHUIO
nopTa. OTo 03HayaeT, yTo Bce 3amuimenHsie MAC-anpeca OyayT yaaieHbl
U3 [OpTa ¥ HOBBIE ajpeca He OYAYT U3YUEHBI.

Violation Limit Hactpoiika makcumanbHoro konuuectBa MAC-aapecoB, KOTOpbIE MOTYT
ObITh IIOMEYEHBbl KaK HapyIIAloUIHe 3TOT MOPT. DTO YHUCIO HE MOXKET
npesbimiath 1023. Ilo ymomyanuto - 4. OH uCHOJB3YyeTCS TOJIBKO TOTINA,
KOTJ]a YCTaHOBJIEH PE&XUM restrict

Sticky Bxutouenue npuxperuienuss MAC-aznpecos k nopty. Korna nopt HaxoauTcst
B pexxnMe sticky, Bce MAC-aapeca, KOTOpbIe B IPOTUBHOM CiTy4ae ObLTH
Obl UW3y4YEeHbl Kak JUHAMHYECKHE, Y3HAIOTCS KaK 3aKperjIeHHbIE.
[Tpuxpennennsie MAC-azipeca SBISIOTCSA YacThlo padoueil KoHpUrypanuu
U TMO3TOMY MOTYT ObITh coxpaHeHbl B startup-config. IlpukperieHHbie
MAC-aapeca COXpaHSIOTCS TpPU H3MEHEHHUU CCHUIOK (B OTJIMYHUE OT
TUHAMHYECKHX, KOTOpbIE MpPUJIETCS 3aloMUHATh 3aHOBO). OHHM Takke
BBIJICPKUBAIOT TEpe3arpys3Ky, eciim padodasi KOHQUTYpaLusi COXpaHEHa B
startup-config.

State OtoOpaskaeTcsi TEKyllee COCTOSHUE IMOpTa C TOYKHU 3PEHMS yHpaBiICHUS
OTpaHUYEHUEM KOJIMYECTBA XOCTOB MOPTA.

Port Security Static and Sticky MAC Addresses. Hacrpoiika cTraTH4ecKHMX H
¢puxcupoBanubix MAC-aapecos.

s JOCTyTa K HacTpoiKaM HE00X0IUMO nepenTn o BKJIAJIKE
Configuration— Security—Switch—Network— Port Security>MAC Addresses (Puc. 5.2.18.2)
(Tabn. 5.2.18.2).

Port Security Static and Sticky MAC Addresses

Delete | Port | VLANID | MACAddress | Type
| Delete | [Select... v | | 1| [00:00:00:00:00:00 | [Static w

| Add Mew MAC Entry |

Puc. 5.2.18.2 — Hactpoiika cratnueckux u pukcupoBanHbix MAC-anpecoB

Ta6mmma 5.2.18.2 — Hactpoiika cratnuecknx u pukcupoBaHHbix MAC-anpecoB

Delete Y 1anuTh TEKYLIYIO 3aIUCh
Port Howmep nopta, k kotopomy nipusizan MAC-anpec.
VLAN ID WNoeHtndpmkatop VLAN

248



MAC Address MAC-agpec

Type Yka3bIBaeT THUI 3aMCH U MOKET ObITh CTATUYECKUM MM (DMKCHUPOBAHHBIM

| Add New MAC Entry |
a

Kuonk CITY)KUT JJIsI TOOABJICHHUS HOBOM 3aIUCH.

5.2.19. NAS (Network Access Server)

Kondurypuposanue ceppepa noctymna B ceTh (Network Access Server) mone3Ho B ceTeBoi
cpenie, B KOTOPOM JKeIaTelbHO ayTeHTU(UIIMPOBATh KIMEHTOB (supplicants) 10 TOro, Kak OHU
MOJTy4daT AOCTYII K pecypcam 3aiuiieHHon ceTu. s a3 hekTuBHOro ynpaBieHus JOCTYIIOM s
HeusBecTHbIX KiueHTOB, IEEE paspaboran cranmapr 802.1X, oOecrneunBaromuii mporeaypy
ayTeHTU(UKAMU Ha MOPTY, MPEJOTBPAIIAIOIIYI0 HECAaHKIIMOHUPOBAHHBIA JOCTYIl K CETH IO
3armpocaMm MOJb30BaTesei, BIEPBbIE MPENOCTABISAIONIMX YUYETHBIC JaHHbIE IS LeJlel
ayTeHTHUKauu. KoMMyTaTop, COeIMHSIOMNA KITMEHTOB U radius-cepBep, 00bIYHO paboTaeT Kak
ayreHtudukarop. s oOMeHa COOOIEHUAME ay TeHTU(DUKALUT MEXTY KIIMEHTaMH U yIaJIeHHBIM
RADIUS-cepBepoM, MpOBEPSIONIMM ayTEHTHYHOCTh IIOJb30BATENsl U €ro IpaBa JOCTYIIa,
ucnone3yercs EAPOL (pacmmpeHHBI TPOTOKOJ ayTEHTHU(HUKAIMK 0 JIOKAJIbHBIM ceTsM). Ha
JAHHOW CTpaHUIIE MO’KHO HACTPOUTH KOHPUTypaluio ayTeHTudukaropa nubo ramodaibHO, TU00
JUTSL KaXKJIOTO MOPTa OTIENBHO.
st JoCTyma K HACTpoiiKkaM HE00X0IUMO nepeunTu o BKJIAJIKE
Configuration—Security—Network—NAS (Puc. 5.2.19.1) (Ta6mx. 5.2.19.1).

P

Network Access Server Configuration

System Configuration

Mode Disabled e

Reauthentication Enabled C

Reauthentication Period 3600 seconds
EAPOL Timeout 30 | secands
Aging Period [300 | seconds

Hold Time [10 | seconds
RADIUS-Assigned QoS Enabled C

RADIUS-Assigned VLAN Enabled
Guest VLAN Enabled C
Guest VLAN ID 1
Max. Reauth. Count 2
Allow Guest VLAN if EAPOL Seen

Port Configuration

Port|  AdminState | MAQUTIAN0! | UVAN Enabiod - | VLAN Emabled | POTt State R

= e v r = =

1 Globally Disabled
2 Globally Disabled
3 Globally Disabled
4 Globally Disabled
5 Globally Disabled
6 Globally Disabled
7 Globally Disabled
8 Globally Disabled
a Globally Disabled
10 Globally Disabled

Puc. 5.2.19.1 — KondurypupoBanue cepBepa J0cTyna B CETh

Tabmuma 5.2.19.1 — KondurypupoBanue cepBepa 10CTyIa B CETh
System Configuration (Hactpoiika cuctemsr)
Mode \ Bxtouaet Ha koMmmyTtaTope rio6anbHo 802.1X 1 ayTeHTH(UKAINI0 HA OCHOBE
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MAC- anpecos. Eciu rino6anbHO 3TH IPOTOKOJIBI BBIKIIIOYEHBI, Tepeada KaJpoB
OyzeT pa3pelieHa Ha BCeX MopTax.

Reauthentic | YcranoBute ¢nar B 3ToM 1oje, 4yTOOBl pa3pelIuTh KIMEHTaM MHOBTOPHYIO

ation ayTeHTH(UKALUIO [0 WCTCYCHWH HHTEPBala BPEMEHH, 3aJIAHHOIO B IIOJIE

Enabled "Reauthentication  Period" (MHTepBaJi NOBTOPHOW  ayTEHTH(HKALIUN).
[ToBTOpHYIO ayTeHTH(UKALUIO MOXKHO HCIIOIBb30BAaTh VISl OMPEACICHHS TOTO,
HOKJIFOYEHO JIM K MOPTY KOMMYTaTropa HOBOE YCTPOMCTBO.

Reauthentic | MlHTepBan BpeMeHH, 110 HCTEYCHUH KOTOPOT'O ITOIKITIOYEHHOE YCTPOHCTBO MOXKET

ation Period

OBITh ayTEHTU(PUIIUPOBAHO MOBTOPHO. [10 yMOTYaHWIO yCTAHOBJICH MHTEPBAI
noBTopHOU ayTeHTU(uKaruu 3600 cexyHza. JlomycTUMBbI nuamna3oH 3HaYCHUN
ot 1 10 3600 cexyn.

EAPOL HuTepBan BpeMeHH, B TEYEHHE KOTOPOT0 KOMMYTATop OyAeT 05KUJaTh OTBET OT

Timeout NOJIaBLIET0 3alpoc Ha JOCTYIl K CETH YCTpPOMCTBA B TEUEHUE CECCUU
ayTeHTHU(UKAIIMU TIepe] TeM, Kak mepenath makeT Request Identify (3ampoc
unentudukammn) EAPOL. [lo ymonuanuto 3amano 30 cexynn. Jlomyctumsbiid
Jana3oH 3Ha4eHui ot 1 10 65535 cexkyH.

Aging WuTepBan BpeMeHHU, ONpEeAesolui AONYyCTUMOE BpeMs JOCTyna KJIMEHTa K

Period KoMMmyTatopy s ayreHTudukanuu no 802.1X u MAC- aapecy. [1o ymonuanuio
coctasisieT 300 cexyna. Jonmyctumsiii auana3zon 3Hadenuit ot 10 mo 1 000 000
CEKYH]

Hold Time | Bpewms, mo ucreyennu KOToporo HHauIupyercst orkaz EAP, nmu6o npeBblimeHme
untepBasia oxxuganusd RADIUS, u3-3a yero KiIMeHT HE MOJIY4YMJ JOCTYI. JTa
HACTPOWKa MPUMEHSETCS K TIOpTaM, pabdOTaroIUM Npu ayTeHTH(uKanuu Single
802.1X, Multi 802.1X nnu Ha ocHoBe MAC - aapecos. [1lo ymonyanuio Bpems
yaepkuBanus cocrapisger 10 cekyna. Jonmyctumsiii quanazoH 3HadeHuit ot 10
10 1 000 000 cexkyHa.

Radius - VYcranoBure ¢uiar B 3TOM 1oJie, 4TOOBI rI100a7IbHO BKIIOUUTE QO0S, Ha3HaYaeMbli

Assigned RADIUS.

QoS

Enabled

Radius- Homep VLAN, nasHauennbliii RADIUS, o6ecneunBaer cpeactsa A

Assigned [EHTPaATM30BaHHOTO yrmpaBieHuss VLAN, KOTOpoMy NpWHAIJIEKUT YCIICITHO

VLAN ayTeHTU(ULUPOBAHHOE YCTPOWUCTBO, MOAKIIOUEHHOE K KommyTaropy. s

Enabled VLAN, npucBoernomy npotokosniom RADIUS, Oyxer knaccupuimpoBarbest U
KOMMyTHpoBaThcs Bxoasamuii Tpaguk. RADIUS-cepBep nomkeH ObITh HACTPOEH
Ha repenavy cnenuanbHbix aTpudyToB RADIUS s nmonmyyeHus NpeuMyILecTs
oT 3To (ynkmuu. YcranoBka ¢uara B mone "RADIUSAssigned VLAN
Enabled" no3Bosisier ObICTpO (171006a7bHO) BKIIOYUTH/BBIKIIOUUTH MPUCBOCHUE
RADIUS-cepepom Mmetok VLAN. Korma ¢mar ycraHoBieH, IyOJMKAThI
HACTPOEK MHIMBUAYAIbHOIO IOpPTa OMNPEIEINAIOT, BKJIIOYEHO JIA Ha JaHHOM
nopty npucBanBanue VLAN mporokorom RADIUS. Korna dnar B mosne cHAT,
npucBanBanie VLAN nporokosom RADIUS oTkI04€HO Ha BCEX NOPTax.

Guest I'ocreBas VLAN saBnsgercsa cnenuanbHoii VLAN, TUNHMYHBIM Ha3HAYCHHEM

VLAN KOTOPOM SIBISIETCA IPENOCTABICHUE OTPaHUYEHHOro Jocrymna k cetu. Korma

Enabled ¢uar ycranoBieH, 1yOJIMKaThl HACTPOEK WHAMBUYATBHOTO ITOPTa ONMPEEISIOT,
MOJKET JI1 1opT ObITh epeMerieH B rocteByto VLAN. Korna ¢uar B mosne cHAT,
BO3MOXXHOCTh IepeMeleHus nopra B rocteByro VLAN oTkimrodueHa Ha Bcex
opTax.

Guest Homep VLAN ID paGortaer Toiabko B TOM ciydae, korja rocreBas VLAN

VLAN ID BiitoueHa. VLAN ID npencrasnser cob6oil 3HaueHue, IpucBauBaeMoe MopTy,

ecid nopT nepememaercss B rocreByto VLAN. Jlnana3oH 3HadeHmii: ot 1 1o
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4095.

Max.
Reauth.
Count

MakcumanbHOE YHCIO MOBTOPHBIX ayTeHTHU(UKAIui. MakcMMallbHOE YHCIIO
nepeaad KOMMyTaTopoM Kajpa 3ampoca uaeHtudukanun EAPOL, ocratonmxcs
0e3 oTBeTa mepea TeM, Kak mopt OyzaeT nodasieH B rocteByto VLAN. 3Hauenue
MOeT OBITh U3MEHEHO TOJIBKO B TOM ciiyuae, eciu rocreBas VLAN BkiodeHa
rio0anbHo. Jnanazon 1~255.

Allow
Guest
VLAN if
EAPOL
Seen

Paspemars rocreByro VLAN, ecinu Bunen EAPOL. KommyTtaTop nomMHUT, ObL1
nu npuHAT kaap EAPOL B Teuenue BpeMeHH xu3Hu nopta. Korga kommyTtaTtop
MPUHUMAET pelleHre o Bxojie B rocreByto VLAN, oH cHauana mpoBepsier,
BKJIIOUEHA UJTU BBIKIIFOUEHA 3Ta onius. Eciu oHa BeikitoueHa (¢uiar B rmose CHAT
— 3HaYEHUE 10 YMOJIYaHUI0), KOMMYTaTop BoiizneT B rocreByto VLAN Tonbko B
ToM ciydae, ecinu kaap EAPOL He Obul PUHSAT HA MOPTY B TEUEHHUE BPEMEHU
xu3HU nopta. Eciu onmmst BkitoueHa (¢uiar B 1mosie yCTaHOBIIEH ), KOMMYTaTOp
BoieT B rocteByto VLAN, naxe ecim kaap EAPOL Obut nmpuHAT Ha TIOPTY B
TEUYEHUE BPEMEHH JKU3HU MOpPTa. 3HAYEHUE MOXKET OBITh M3MEHEHO TOJIKO B TOM
ciyyae, ecyii rocteBass VLAN BKiIroYeHa T7100JIBHO.

Port Configuration (Hactpoiika mopra)

Port Howmep nopta. “*” o3HauaeT npuMeHeHHe KO BCEM IOpPTaM.

Admin Bribupaer pexxum ayreHTr(uKanuy mopta. Jlannas HacTpoiika paboTaeT TOJIbKO

State B TOM cliyuyae, Korjaa riao0anbHOo BKIOYeH NAS. Pexxumbl pabGotsl: ¢ Force
b

Authorized (IlpunyautensHas aBTopu3anms): B 3Tom pexume paboTel 56
KOMMYTAaTOp OTIPABUT OJIMH KaJp ycrnemHou (ayreHtudukanun) EAPOL, ecnu
OCYIIECTBJISIETCS MOAKIIOUEHUE K TIOPTY, NPU ITOM JIIOOOMY KJIMEHTY Ha HOPTY
OyZAeT pa3pellieH JI0CTYI K ceTH 0e3 ayTeHTU(UKALIH.

* Force Unauthorized (IlpunyautenbHast He aBTopu3anms): B sTom pexume
paboThl KOMMYTATOpP OTIIPABUT OAMH Kaap oTKaza (ayreHTudukanun) EAPOL,
ecsi Oy/1eT OCYLIECTBIISIETCS OJKIOYEHHE K ITOPTY, IIPU TOM JIFOOOMY KIIUEHTY
Ha MopTy OyJeT 3ampelieH J0CTYH K CETH.

» Port-Based 802.1X (802.1X nHa ocHoBe mopta): B srom pexume pabOThI
Tpebyercsi, 4ToOBl cepBepoM ayTeHTH(uKauuu Obl1 aBTOpH30BaH dotlx-
COBMECTHUMBIM KiueHT. Kimenram, He oOnagaronuM dotlX-cOBMECTUMOCTBIO,
nocTyn Oy/eT 3ampelieH.

* Single 802.1X (AyreHnTu(uKalys IpeUMyIIECTBEHHO OAHOI0 YCTPOHUCTBA MO
802.1X): B pexume pabots! Single 802.1X, ayTeHIHMPUINPOBATLCS HA MOPTY
OylleT MPEeUuMYIIECTBEHHO OJTHO KJIMEHTCKOE YCTPONCTBO, OTIPABUBIIIEE 3aIIPOC
Ha JIOCTYI K pecypcam ceTH. [ CBA3M MeXAy KIMEHTCKHM YCTPOHCTBOM U
KOMMYTaTOpOM HCHOJIb3yIOTCs HOopMasibHble Kaapel EAPOL. Ecnu x mopty
HOJKJII0UYEHO 0oJiee OJTHOTO KIMEHTCKOI'O YCTPOWCTBA, MEPBBIM M3 HUX OyneT
CUMTATHCS TO, KOTOPOE MOSIBUIIOCH PaHbIlI€ BCEX OCTAJIbHBIX B TOT IIEPUOJ, KOTAa
nopt Obl1 BKIIOYEH. EcioM Takoe KIMEHTCKOE YCTPOMCTBO HE OTHpPaBUIIO
NpaBWIbHON y4eTHON MH(OpMalMM B TEYEHHWE 3aJaHHOIO BPEMEHM, IIAHC
HOJYYHT JPYToe KINEHTCKOoe yCTpoiicTBo. Kak TOIbKO KJIMEHTCKOE YCTpOilcTBO
OyleT ycCmemrHo ayTeHTU(PHUIIMPOBAHO, TOJBKO €My OyJeT paspelieH IOCTYII.
Oror pexuMm paboTel  sBIsSeTca  HauOonee  Oe30MacHbIM M3  BCEX
NOJJIEP’)KUBAEMBIX PEXUMOB. B 3TOM pexxume nis obecrieueHus: 6€30MacHOCTH
MAC - agpeca KIMEHTCKOTO YCTPOUCTBA HCIIONb3yeTcs Moty b “Port Security”
(bezonmacnocts mopTa) (mocie TOro, Kak YCTPOMCTBO OyneT yCHEeurHo
ayTeHTU()ULIUPOBAHO).

* Multi Single 802.1X (Ayrentudukanus maorux 57 yctpoiicts o 802.1X): B
pexxume padotel Multi 802.1X, ogHO uan 60s1ee KIMEHTCKUX YCTPOHCTB MOTYT
OBITH ayTEHTHU(PUIIMPOBAHBI HA OJHOM U TOM K€ MOPTY B OJTHO U TO K€ BPEMS.
Kaxoe KIMEHTCKOE YCTPOMCTBO ayTeHTH(PUUUpPYETCs MHIMBHIYaJIbHO; €ro
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6e3omacHocThb B Tabmmie MAC - anpecoB obecrieunBaet Moayis “Port Security”
(beszomacHocTs mopTa).

* MAC-based Auth. (ABropu3amus Ha ocHoBe MAC - afipecoB): B OTJIHYUE OT
ayreHtudukaruu 802.1X, npu ayrentudukanuu Ha ocHoBe MAC - anpecoB He
npuHuUMaroTces U He nepenarorcs kaapsl EAPOL. Ilpu ayrentudukanum Ha
ocHoBe MAC - anpecoB, Al OJOBUHBI KJIMEHTOB KOMMYTaTop paboTaer, Kak
KIIMEHTCKOE YCTPOWCTBO, IOCJIABIIEE 3alIpOC Ha JOCTYIl K pecypcaMm CETH.
Hauanphelii xkaap (1r060ro Tuma), OTHPAaBICHHBIM KIMEHTOM, aHAJIW3UPYETCs
KOMMYTaTOpOM, KOTOPBI, B CBOIO o4epenb, ucnonb3dyeT MAC - aapec KiIueHTa
B KayeCcTBEe HMEHU MOJIb30BaTelIs U MapoJid B OCIEAYIONIEM 0OMEHE JaHHBIMU C
RADIUS-cepBepom o EAP. 6-6aiitasiii MAC - aapec npeoOpa3yercs B CTPOKY
BHJIa "XX-XX-XX-XX-XX-XX", TJie THpe (-) HCMOJb3yeTCsS B KauyecTBE CHMBOJIA-
pasienuTens MEXIy —IIeCTHaAUATepUUHbIMU  mHdpamu  (3aIMCaHHBIMU
CUMBOJIaMU HIDKHEro perucrtpa). KoMmMmyTtatop noaaepKuBaeT TOJIBKO METO]
ayrentuduranun MDS5-Challenge, nostomy RADIUScepBep momkeH ObITh
COOTBETCTBYIOIIUM 00pa3oM CKOH(QHUTYPUPOBAH.

Radius- YcranoBure (aar B 3Tom mose, uto0sl BKiounTh RADIUS-Assigned QoS na

Assigned MOPTY.

QoS

Enabled

Radius- YcranoBure ¢uiar B 3ToM nosze, uro0sl Bkiounth RADIUS-Assigned VLAN na

Assigned MOPTY.

VLAN

Enabled

Guest YcranoBure ¢iar B 3ToM 1oJe, 4T00bI BKIIIOYUTH TocTeByl0 VLAN Ha mopTy.

VLAN

Enabled

Port State OTtoOpaskaeTcs TeKyIlee COCTOsHUE MopTa (B cMbiciie ayTeHTudukanun 802.1X).
BO03MOXHBI ClIeyIONIHE COCTOSHUSA:
* Globally Disabled (I'mo6ansHo BbIKIIOUEH): AyTeHTH(uKanus no 802.1X u
ayreHTudukaius no MAC-aapecam rio0aabHO BBIKITIOYEHBI.
* Link Down (Ilopt BbixitoueH): AyteHtudpukamus no 802.1X wu
ayreHTuukanuss no MAC-anpecam BKIIOYEHBI, HO K TIOPTY HHUYEro He
HOJKIIFOYEHO.
* Authorized (ABtopuzoBan): IlopT mNpPUHYIUTENbHO NEPEKIIOUEH B
aBTOPM30BAHHBIA pPEXUM pabOThl M KJIMEHTCKOE YCTPOMCTBO YCIIEIIHO
ABTOPH30BAHO.
* Unauthorized (He aBropu3oBan): IlopT mpUHYyAUTENBHO NMEPEKIIOYEH B HE
ABTOPH30BAHHBIA PEXUM pabOTHI, aBTOpU3ANMUS KIMEHTCKOTO YCTPOWCTBA
RADIUS-cepBepoM Obl1a HEYCHELTHOM.
* X Auth/Y Unauth (X aBropu3oBano/Y He aBTOpu30BaHO): [lopT paboraer B
pEeKUME C MHOYKECTBOM KIMEHTCKHUX YCTPOMCTB. X KJIMEHTCKUX YCTPOWCTB
AaBTOPH30BaHO, a Y — HE aBTOPHU30BaHO.

Restart [Tpu nepe3anycke ayTeHTH(PUKALUN KIMEHTa UCHOIB3YETCS OMH U3 METO/IOB,

OTMHMCaHHBIX HIDKE. MmMeliTe B BUly, YTO KHOTIKH TIepe3anycka paboToCIocOOHBI
TOJIBKO B TOM CJIy4ae, KOrJa Ha KOMMYTaTOpe TIJI00albHO BKJIIOYEH PEXUM
ayreHTudukanuu (Ha ctpanuue System Configuration (Hactpoiika cuctemsi), a
Admin State (AZIMUHHCTpPaTUBHOE COCTOsIHKE) IOpTa uMeeT 3HauyeHne EAPOL-
based (Ha ocHoBe EAPOL) mnin MAC-Based (na ocaoBe MAC-aapecos). [1pu
Ha)KaTHUHM KHOIIOK HACTPOWKM Ha CTpaHHMIe M3MEHEeHbI He OyayT. Reauthenticate
(IToBropHas ayrentudukauus): IlopropHas ayreHTHduKanus B TOM ciydae,
KOTJ]a MCTEKaeT MEepHoj THUIIMHBI Ha MopTy (ayTeHTH(UKaLus Ha OCHOBE
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EAPOL). IIpu ayrentudukannu Ha ocHoBe MA C-apecoB, IOIMBITKa TOBTOPHOM
ayTeHTHUKAIMK  OyneT TmpeAanpuHsTa HeMmeieHHo. Kaomku — OyayT
paboToCOCOOHBI, €CIIN KIIMEHTHI YCIICUTHO ayTEHTH(QHUIIMPOBAHBI HA TIOPTY, U HE
OyayT paboTOCIIOCOOHBI, €cIM KIMEHTbl BPEMEHHO HE aBTOPU30BaHBbI.
Reinitialize (IToBTopHass WHHIMANM3aLMsA): BBIIOIHIAECTCS NPHHYAUTEIbHAS
IOBTOpHAs MHUIMANU3alsl KIMEHTOB Ha IOPTy, a 3aTeéM — HeMeJUIeHHas
noBTopHas ayTeHTU¢ukanmus. Korma wuzmer mNoBTOpHAas ayTeHTH(HKALWA,
KJIMEHThl OyyT epeBe/ieHbl B HEABTOPU30BAHHOE COCTOSIHUE.

5.2.20.

ACL. Cnucku gocryna

ACL sBnsieTcst mociieIoBaTeIbHbIM CIIMCKOM, UCTIOJB3YEMbIM JIJISl pa3pelIeHuUs UK 3ampeTa
JocTyna Mojib3oBaTenell K WHGOpMAalMKd WIA K BBIIOJHEHUIO 33Jad 0 ceTh. B naHHOM
KOMMYTATOpE IMOJIb30BaTEIM MOTYT 3a/aTh IpaBWja, NMPUMEHsSEMbIe K HOMEpam IMOPTOB JJisi
pa3penieHusl Wi 3anpera onepauui Wi OrpaHWYEeHUs MpefesnbHOu ckopocTtu. i noctyna K

HacTpOMKaM

HE00XO0AMMO nepenT o BKJIQJIKE

Configuration— Security—Switch—Network—ACL.
ACL Ports Configuration (Koundurypuposanue ACL mist nmoptoB) (Puc. .2.20.1) (Tabumn.

5.2.20.1).

ACL Ports Configuration

Port | Policy ID | Action [ Rate Limiter ID | Port Redirect [ Mirror | Logging | Shutdown | State [ Counter

* 0 |c> vl |c> vl Port 1 |<> v| |<> vl |:> vl |<> v| *

Disabled

A

Port 2
Disabled

-

0| [Permit | [Digabled v | Fort 1 |Disabled v | [Disabled v | [Disabled | |Enabled » | 0

Pot2 -
Disabled

(58]

(5]

2 0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled v | [Disabledw | |[Enabled | 616455
| o [Pemitv] [Disabled v|  |Pert 1 [Disabled v | [Disabled w| [Disabled | [Enabied | 0
4 0] [Pemitv] [Disabled~|  |Port 1 |Disabled v | [Disabled v | |Disabled | [Enabled v | 0

0| [Permitw | [Digabled v | Port 1 |Disabled v | [Disabled v | [Disabled | |Enabled » | 0

Pot2 ~
Disabled

Pot2 -
Disabled

Pot2 ~
Disabled

& 0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled »| [Disabled v | [Enabled + | 0

Port2 -
Disabled

Pot2z
Disabled

7 0| [Permitw| [Disabled v | Port 1 [Disabled v | [Disabled »| [Disabled~| [Enabled +| 0

Pot2z ~
Disabled

oo

0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled | |Disabledw | |Enabled w | 1]
o [ 0| [Permitw] [Disabled~|  |Port 1 [Disabled v | [Disabled v| |Disabled~| [Enabled | 0

10 [ o] [Pemitv] [Disabledw|  |Port 1 [Disabled v | [Disabled v| [Disabled v | [Enabied v | 0

Pot2 ~
Disabled

Pot2z ~
Disabled

Pot2 ~

Puc. 5.2.20.1- Kondurypupoanue ACL s mopToB

Tabmuma 5.2.20.1— Kondurypuposanue ACL st mopToB

Port

Homep nopra

Policy ID

[IpucBanBaer MAECHTHU(PUKATOP MPAaBUJ CIHCKA JOCTyMNa OMNpPEIEICHHOMY
nopty. IlopT MoXeT UCOaAb30BaTh TOJIBKO OJMH UICHTU(UKATOP MpPaBUI
CIIHMCKa JIOCTyIa, OJIHAKO, UIACHTU(PHUKATOP MPaBWJI CIHCKA JOCTyHa MOKET
ObITh NPUMEHEH KO MHOruM mnoprtam. Ilo ymomyanuio ujeHTH(UKATOP

253




uMeet 3HaueHue 0. JlonycTuMbli auana3oH 3HadeHui 0~255.

Action

Paspemaer mim 3ampemaer Kaap Ha OCHOBE TOTO, COTJIACYETCS JIM OH C
MIPABUIIOM M3 PUCBOSHHOMN TPYIIIBI IPABUII

Rate Limiter ID

BriOupaer uaeHTHPHUKATOp OTPAaHUYHUTENS CKOPOCTH, NMPUMEHSEMOTO K
noprty. [IpaBuiio orpaHUYHUTENS] CKOPOCTH MOXKET OBITH 33JJaHO HA CTPAHUIIC
HacTpoiiku “Rate Limiters” (OrpaHu4uTeI CKOPOCTH).

Port Redirect

Br160op nopTa, Ha KOTOPBIH MEePEeHaNPABIISIOTCS COTIACYIOIIUECS KaJIPhI.

Mirror

Bxrouaer wnm BbIkITIOuaeT GpyHkuuio 3epkanupoBanus. Korma dynkuums
3epKaTUPOBaHUsl BKIIOYEHA, KOMHUU COTJIACOBAHHBIX KaapoB OyayT
3epKaJIUpPOBaTHCS B MOPT HA3HAYCHMS, 3a/IaHHBIM HAa CTPaHMIIE HACTPONKU
“Mirror” (3epkaiio). ITUM MapaMeTpoM 3aJaeTcs 3epKaTUPOBAHUE MTOPTA HA
ocHoBe ACL, a mopr 3epkaiMmpoBaHUs 3adacTCsl Ha OOIINEH CTpaHHIIC
HACTPOMKHM 3€pKaja, peaJM30BaHHOM He3aBUCUMO. [l HMCHOJIb30BAHUS
3epkanpoBanus Ha ocHoBe ACL BrimtounTe napametp Mirror (3epkaiio) Ha
crpanuiie ACL Ports Configuration (Hacrtpoiika moptoB ACL). 3arem
otkpoiite ctpanuiyy Mirror Configuration (Hacrtpolika 3epkana), B moie
“Port to mirror on” (ITopT, B KOTOPBII TPOU3BOIAUTCS 3EPKATHPOBAHIC)
3amaiite TpeOyeMblii mopT HasHadeHus, noje “Mode” (Pexxum paboThI)
ocraBbTe Disabled (Bpikitouen).

Logging

Bxirouaer perucTpaiuio coriacyromuxcs KaJipoB B CUCTEMHOM KypHaJe.
Jlis mpocMOTpa CIHCKa CUCTEMHBIX COOBITHIA, BOMIUTE B MEHIO System
(Cuctema), 3aTeM HaXMHUTe MbIbl0 omuuio “System Log Information”
(Undopmarusi CHCTEMHOTO KypHasa).

Shutdown

OTO moje NO3BOJISICT 3a/laTb, CJICAYCT JIM OTKIKOYaThb IIOPT, KOraa
COTJIACYIOIUCCA KaJAPhI IMOABJIAOTCA HA IMOPTY.

State

Br16op cocTosiHus mopra:
* Enabled (BxtounTh): 103BOJISET NEPEOTKPHITH MOPT.
* Disabled (BbIKIIIOYUTB): TO3BOJISIET 3aKPHITH TOPT.

Counters

Yucno xaapoB, KOTOPbIE COINIACYIOTCS C MpaBWIaMH, ONPEICICHHBIMHU B
BbIOpAaHHOMW IpynIe NpaBul.

Rate Limiters (Orpanuuurtenn ckopoctn) (Puc. 5.2.20.2) (Ta6.a. 5.2.20.2).
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ACL Rate Limiter Configuration

Rate Limiter ID | Rate |

=
=
=

x*

F4l
Ll
<

=]
L=
3]
<

=]
=
o
<

=]
=
o
<

=]
L=
3]
<

e :
k= 4]
o
<

=]
L=
o
<

CO = 0 N G R

w
T
@
<

Ta | (T
|}
<||¢

10
1
12
13

14 1

15 |
|

=RNi=]
p=Riy=]
[N R
<4

™| |
|k
<<

16

— | —
T3
p=
o
<

=]
@
L8

Puc. 5.2.20.2 — Orpannuurenn cCKopocTu

Tabmmna 5.2.20.2 — OrpaHHYUTEIN CKOPOCTH

Rate Limiter ID OTtoOpaskaeTcsi HICHTU(HUKATOP KaXKIOTO OTPAHUIHTENIS] CKOPOCTH

Rate YkazaHO MOpOroBoe 3HaUEHUE, MPU MPEBHIIICHUN KOTOPOTO MaKEThI
OyayT oTOpacheiBaTbes. Jlnana3zoHn gomycTuMbIX 3HaueHuit 0~3276700
pps (makeros/cek.) uau 1, 100, 200, 300...1000000 k6ut/c.

Unit Br10op enuHuUIl H3MEPEHHSI CKOPOCTHU

Access Control List (Cnucok nocryna) (Puc. 5.2.20.3) (Ta0.a. 5.2.20.3).

Comucok joctyna 3aJaeT npaBwia (QUIbTpandyd Il TOJUTUKH JOCTynma — JUIst
ONpENIETIEHHOTO TOopTa WM JUisl BceX MmoptoB. [IpaBuina, nmpuMeHEHHBbIE K MOPTY, HAYMHAIOT
JIEMCTBOBATH HEMEIICHHO.

Access Control List Configuration

ACE [ Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter |

Puc. 5.2.20.3 — Cniucok gocryna

Tabauna 5.2.20.3 — Cnucok goctyna

Ingress Port

Bxopsnmi nopT ieMeHTa CMCKa JOCTYIa.

Policy Bitmask Howmep nosnutuku u Macka 6uto ACE.

Frame Type Tun kagpa, COrIacyromerocs ¢ 3TUM MPaBUIIOM.

Action Otobpaxkaercst TN omepanuu - permit (pazpemmts) aubo deny
(3anpeTuTs).

Rate Limiter

OTo6pa>1<aeTc;1, BKJIFOUCH WJIW BBIKIIFOYCH OIrpaHUYUTCIIb CKOPOCTH, KOTI'Ia
HaﬁjleHBI COTJIaCYIOIUECA Kaapbl

Port Redirect B stoMm mone oToOpaxaeTcs, BKIIOYEHO MJIM  BBIKIIOYECHO
HepeHanpaBIeHIe TOpTa.
Mirror B »toM mone oroOpakaercsi, BKJIIOUEHA WJIM BBIKJIIOYEHA (DyHKIHMS
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3epkaina.

Counter

B sTom mone oToGpaxkaeTcsi YMCiI0 KaapoB, COTIACYIOUIMXCSA ¢ KaKHMMH-
1100 IpaBUIIaMU, OIPEIEIEHHBIMU JUIsl 3TOTO CIMCKA JIOCTyIa.

Uto06b1 70OABUTH HOBBIH 3JIEMEHT CITMCKA JOCTYyTAa HAKMUTE MBIIIBIO Ha 3HaK muitoc (Puc.
5.2.20.4) (Tabmn. 5.2.20.4).

ACE Configuration

Second Lookup | | Disabled i Action Permit W
All Rate Limiter
Ingress Port Egg ; Mirror
Port 3 Logging
Port 4 < Shutdown
Policy Filter Anvy h Counter 0
Frame Type Any o

VLAN Parameters

<

202.1Q Tagged | | Any
VLAN ID Filter | |Any w
Tag Priority Any w

Puc. 5.2.20.4 — HoBEbIi1 dJIeMEHT CIIUCKA

Taomuua 5.2.20.4— HoBblii 271€MEHT CIIMCKA

ACE Configuration (Hactpoiika ACE)

Ingress Port

BriOepuTe BXOoASIIMIA TOPT /I 2JIEMEHTA CIIUCKa goctyna. Beidepute “All”
(Bce), uro0bl IpUMEHUTH IPABUIIO CIIMCOK JIOCTyIIAa KO BCEM IOpTaM JIMO0
BBIOpaTh OMpeIeICHHBINA TOPT.

Policy Filter Boi6op tuna ¢uiubtpa nonutuku. “Any”’ (JIroOGoit) o3Hadaer, 4TO ITOMY
NpaBUIy He NpUCBOEHO (uibTpa monuTuku. 63 Bribepure “Specific”
(CnenuanbHblil), 4TOOBI OT(PUIBTPOBATH KOHKPETHYIO MOJIUTUKY IO
nanHomy ACE.

Frame Type BriGepute cornacyromuiics TtHn kKazapa. [J{OCTYNHBI CIEAYIOIINE THUIIbI
kagpoB: Any (JIro0oii), Ethernet, ARP, IPv4. Ilo ymoiuaHMIO MOKHO
WCIIOJIH30BATH JIFOOOW THII KaJpa.

Action BriGepuTe THI oneparuu - permit (pa3pemuts) au60 deny (3anpeTUTh).

Rate Limiter

[lo3BosisieT BKJIIOYUTH WM BBIKJIIOUUTH OIPAaHUYUTENb CKOPOCTH, KOTrJa
HalJeHbl COMIACYIOIIMECS KaJIPhl.

Mirror [To3BoJIsieT BKIIFOYMTD WJIM BBIKJIIOUMTD (DYHKIIMIO 3epKaja.

Logging [To3BonsieT BKIIOYUTH WJIM BBIKIIOYUTH PETHUCTPAMI0O B CHCTEMHOM
KypHaJe JUIs COIIaCYIOIUXCs KaJpOB.

Shutdown [To3BomsieT BKJIIOUWTH WM  BBIKIIOYUTH OTKJIIOYEHHE TMopTa JJis
COTJIACYIOLTMXCS KaJIPOB.

Counter B sTOM nose oToOpakaeTcst 9uciio KaipoB, COTIACYIOMINXCS C KAKIMHU-JTHO0

IIpaBHUJIaMH, OMPCACIICHHBIMU JId 3TOT'O CIIMCKA JOCTYIIA.

VLAN Parameters (ITapamerpst VLAN)

802.1Q Tagged

[To3Bonsier BbIOpaTh, JOJKHBI JIM KaJapbl COAEpXkaTh TE€rH (TO €CTh ObITH
TErHPOBAHHBIMU).

VLAN ID Filter

[To3Bossiet Bb1OpaTh puibTp VLAN ID s nannoro ACE.

256




* Any (JIro60i1): punstp VLAN ID He 3axaH.

* Specific (CnenunanpHbiii): mo3BosseT 3anath Homep VLAN ID. Kaap ¢
3aganHbIM HoMepoM VLAN ID, cornacyrommiicst ¢ nanHbiM npasusiom ACE.
Tag Priority ITo3Bonsier BBIOpaTh 3HaueHue User Priority (IIpuoputeTr mosaws3oBaresns),
HaenHoro B rere VLAN mis coryiacoBanust ¢ JaHHBIM IIPABUIJIOM.

5.2.21. IP Source Guard. 3amura IP-agpeca ucroununka

Just J0CTyTIa K HaCTpOMKaM HEOOXO0IMMO nepenTu o BKJIaJIKE
Configuration—Security—Switch—Network— [P Source Guard. Configuration (Hactpoiika)
(Puc. 5.2.21.1) (Taba. 5.2.21.1).

IP Source Guard Configuration
| Mode ||Disa|:|ledv |

| Translate dynamic to static |

Port Mode Configuration

Port | Mode | Max Dynamic Clients
= V= v
1 | Disablad + || Unlimited ~ |
2 | Disabled w |[ Unlimited w |
3 | Disabled w || Unlimited v |
4 | Disabled w || Unlimitad v |
5 | Disablad + || Unlimited ~ |
& | Disabled w || Unlimited w |
7 | Disabled w || Unlimited v |
% | Disabled w || Unlimitad v |
o | Disablad + || Unlimited v |

10 | Disabled v || Unlimited w |

Puc. 5.2.21.1- Hactpoiika

Tabmuua 5.2.21.1- Hactpoiika

IP Source Guard Configuration (Hactpoiika 3ammtsl [P-agpeca ncrounmka)

Mode Bxirouenne wim  BbIKIOueHue  3amuThl  [P-agpeca  ncrouHmka
(rnobasibHOE)

Translate dynamic | HaxxmuTe Ha 3Ty KHOIIKY, 4TOOBI IpeoOpa30BaTh JUHAMUYECKHE 3aIHCH B
to static CTaTUYECKHE.

Port Mode Configuration (Hactpoiika pexuma padOThI TOpTa)

Port Howmep nopTa. “*” o3HayaeT NpuMEHEHHE KO BCEM MOPTaM.

Mode BxiroueHnne nnm BeIKIrOYeHUE 3aniuThl [P-agpeca ncTOYHMKA Ha MOPTY.
[Toxanyiicta, umeiite B BuAy, [Uld TOro 4rooOsl 3ammra [P-agpecos
HMCTOYHHKA paldoTayia, JOHKHBI OBITh BKIIFOUECHBI M TJIOOATBHBIA PEXKUM
paboThl, U peXHUM pabOThI HA MOPTY.

Max Dynamic Bribepute MakcuManibHOE YHUCIO JTWHAMHYECKHX KIHUEHTOB, KOTOPHIE
Clients MOTYT ObITh 00yueHBI Ha OpTy. Bo3MoxHBI cienyromue BapuanTsl: 0, 1,
2, unlimited (HeorpanmueHHoe KojudecTBO). Eciu BKIIOYEH pexXUM
paboThI MOpTa U MaKCUMAaJIbHOE YMCIIO KJIMEHTOB paBHO 0, KOMMYyTaTOp
Oyner Toibko mnepenaBaTh I[P-makeThl, KOTOpbIE COIJIacyroTcs CO
CTaTUYECKUMHU dJieMeHTaMu criucka (IP-anpecamu) Uit JaHHOTO MOPTA.
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Static Table (Taéauna cratuuyecknx 3anuceii) (Puc. 5.2.21.2) (Tabda. 5.2.21.2).
Static IP Source Guard Table

Delete | Port | VLANID | IP Address | MAC address
| Delete | [1 w] | || ||

| Add New Entry |
Puc. 5.2.21.2 — Tabnuua craTUYECKUX 3aIUCEN

Tabmuma 5.2.21.2 — Tabauia craTHYeCKuX 3alucei

Delete Y 1anuTh TEKYIIYIO 3alUCh

Port [TopT, AJIs1 KOTOPOro CO3AETCsI CTATUYECKAs 3AIUCh.
VLAN ID Benure panee ckonurypupoanusiii Homep VLAN ID.
IP Address Breaute xoppektHsiii [IP-agpec.

MAC Address Baeaute xoppektHbiii MAC-aapec.

| Add New Entry |

Knomnka CIIYKUT IS I[O68.BJ'ICHI/I$[ HOBOI1 3aIIHCH.
5.2.22. IPv6 Source Guard. 3amura IPv6-aapeca ucrounuka
Hns JIOCTyTa K HacTpOMKaMm HE00X0TUMO MepenTn o BKJIAJIKE

Configuration— Security—Switch—Network— IPv6 Source Guard. Configuration (Hactpoiika)
(Puc. 5.2.22.1) (Tabxn. 5.2.22.1).
IPvé Source Guard Configuration

Please note:

Enabling this function requires you to change the Key Type to "MAC and IF Address” for all
paorts that will receive DHCPVE packets.

You can do this in the QoS Port Classification page.

| Mode | [Disabled v ] |

| Translate dynamic to static |

Port | Mode | Max Dynamic Clients

® =i L = L
Gi 1/1
Gi 1/2
Gi 1/3

Lnlimited w
Lnlimited w

Puc. 5.2.22.1 — Hactpoiika

Tabauna 5.2.22.1 — Hactpoiika

IPv6 Source Guard Configuration (Hactpoiika 3ammtel [Pv6-agpeca ncTouHHKA)

Mode Bxirouenne wnm  BeIKIIOYEHWE 3amuThl  [Pv6-aapeca  HMCTOYHMKA
(rmobasibHOE)

Translate dynamic | HaxxmuTe Ha 3Ty KHOIIKY, 9TOOBI TpeoOpa3oBaTh JMHAMUYECKUE 3aITUCH B
to static CTaTUYCCKHUE.

Port Mode Configuration (Hactpoiika pexuma paOoThI TOpTa)

Port Howmep nopta. “*” o3HayaeT npuMeHeHHe KO BCEM IIOPTaM.

Mode IPv6 Source Guard moskeT OBITH BKJIIOYEH / OTKJIIOYEH HA OTIEIBbHBIX
noprax. IPv6 Source Guard Bkitou€H TOJBKO B TOM Cllydae, €CIM Ha
JTAHHOM TIOpPTE BKIFOUYEHBI U TTI00ATBHBIN PEKUM, U PEKUM TIOPTA.
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Clients

Max Dynamic Ykaxxute MaKCUMAJIbHOE KOJIMYECTBO JUHAMUYECKUX KIIMEHTOB, KOTOPbHIE

MOTYT OBITh U3yUYCHBI Ha IAHHOM TOPTY. DTO 3HaYEHUE MOXKET OBITh 0, 1,
2 unM HeorpaHWyeHHO. Ecnm pekuM mopTa BKJIIOYEH M 3HAYEHUE max
dynamic client paBHo 0, mepecburatroTcsi Tobko IPv6-makeTsi, KOTOpbIE
COBIMAJIAIOT B CTATHYECKHX 3aIMUCAX HA KOHKPETHOM TOPTY.

IPv6 Source Guard Static Table (Ta6auna craTnueckux 3anuceii ipvé) (Puc. 5.2.22.2) (Tao..

5.2.22.2).

IPvE Source Guard Static Table

Port[Gi 1T ~|VILANID|  |IP Address| MAC Address |[Add Entry |

[ Port | VLANID | IPv6 Address | MAC Address | |

Puc. 5.2.22.2 — Tabnuua CTaTUYECKUX 3alUCEN

Tabmuua 5.2.22.2 — Tabauua CTaTUYECKUX 3alUCEN

Port MOPT, K KOTOPOMY MpPHUBSA3aHA 3aIKCh

VLAN ID Nnentudukarop VLAN s 3ammcu. Eciim ¢ 3amuchi0 HE CBSI3aH
uaentudukatrop VLAN, B aTom nosie otodpaxaercs 0.

[Pv6 Address Paspewennsiii [IPv6-agpec.

MAC Address Pazpemennsiii MAC-anpec.

Uto0b1 100aBUTH 3aMTUCh HAXMHUTE KHOTIKY

5.2.23.
JList

| Add Entry |

ARP inspection. Uacnexkuusi ARP

AOCTyIIa K HaCTPOﬁKaM HCO6XO,I[I/IMO nep eUTH 110 BKJIaJKC

Configuration— Security—Switch—Network— ARP inspection.
Port Configuration (Hactpotika nmopta) (Puc. 5.2.23.1) (Tabn. 5.2.23.1).

ARP Inspection Configuration
|Mude| Disabled v |

| Translate dynamic to static |

Port Mode Configuration
Port | Mode | Check VLAN | Log Type

= vl=_v [=_v]
1 |Disablad | |Disabled | |MNong w|
2 |Disabled »| [Disabledw| [MNone w|
3 |Disablad | |Disabled «| |[MNong w|
4 |Disabled | |Disabledw| |Mone |
5 |Disablad v | |Disabled | |[MNons w |

£ |Disabled w| |Disabled»| [Mone |
7 |Disabled » | |Dizabled w| |Mone w |
S |Disabled | |Disabled | |Mone |
9 |Disablad | |Disabled | |[MNong w|
10 |Disabled » | |Disabled v | |[MNong |

Puc. 5.2.23.1 — Hactpoiika nopta
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Tabmuua 5.2.23.1 — Hactpoiika nopta
ARP Inspection Configuration (Hactpoiika nacnekuuu ARP)

Mode ‘ BxrouaeT wim BeikirogaeT GyHkino nacnekiun ARP rimo6anbHo.
Port Mode Configuration (HacTtpoiika pexxrMa paboThl OPTa)
Port Homep nopra. “*” 03HauaeT npuMeHeHrne KO BCEM MOPTam

Mode Brutoyaer wim  Beikimoyaer ¢yHkumioo uHcnekuuu ARP Ha mopry.
[Toxanyticrta, uMelTe B BUILY, JUIsl TOTO 4TOOBI (QyHKIMs UHCIIeKuu ARP
pabotana, HOJDKHBI OBITh BKJIIOYEHBI M TJIOOATBHBIM pEeXUM paboThl, U
peXHUM paboThl HA TTOPTY.

Check VLAN Bruttouaer wiu Beikiitogaet nposepky VLAN.

Log Type JIOCTYITHO 4eThIpE THUIIA )KYPHAJIOB:

* None (Her): XXypHnana Her.

* Deny (3anpeienssie): B xypHan noMmeniarorcs 3anpenieHHbIe 3JIeMEHThI
CITHCKA.

* Permit (Pa3pemennsie): B sxypHan noMemaroTcsi pa3penieHHbIe YJIEMEHTHI
CIIHCKA.

* All (Bce): B sxypHas1 mOMENIar0TCsl BCE AJICMEHTHI CITHCKA.

VLAN Configuration (Hactpoiika VLAN) (Puc. 5.2.23.2) (Ta6.. 5.2.23.2).
VLAN Mode Configuration

Start from VLAN |1 |'-"r'i:h |2EI |Entri55 per page.

Delete | VLANID | Log Type
| Delete | | |

| Add Mew Entry |
Puc. 5.2.23.2 — Hactpoiika VLAN

Tabmuna 5.2.23.2 — Hactpoiika VLAN

Delete Y 1auTh TEKYIIYIO 3aITUCh

VLAN ID [To3BomsieT 3amaTh, Ha Kakux ceTax VLAN BriIroueHa GpyHKIIMS HHCTIEKIIUU
ARP. Bo-nepBbix, HE0OXOAMMO BKJIIOYUTH HACTPOWKH MopTa Ha web-
crpanuue Port mode configuration (Hactpoiika pexuma paGoThl moprta).
Tonmbko ToOrma, Korma il naHHOro moprta BKItoueHbl U Global Mode
(I'moGanbuerii pexxum pabotel) u Port Mode (Pexum pabGoTsl mopTta),
¢ynkuus ARP Inspection BkitoueHa Ha JaHHOM OpTy. Bo-BTOpBIX, HAa Web-
crpanuue VLAN mode configuration (Hactpoiika pexxuma VLAN) MoxHO
3anath, kKakue VLAN OynyT nmpouHCIEKTHpOBaHbl. THII JKypHaia Takxke
MO>KHO HAaCTPOUTH OTAEIbHO Ul Kakaod VLAN.
Log Type JIOCTYITHO YeThIpe THIIA )KYPHAJIOB.
* None (Her): Xypnana Her.
* Deny (3anpemniennsie): B sxypHan moMeniaroTcst 3anpenieHHbIe dJIeMEHTHI.
* Permit (Pa3permiennsie): B sxypHa momeriaroTcs pa3petieHHbIe 3J€MEHTHI.
* All (Bce): B )xypHaJl HOMELIAIOTCS BCE DJIEMEHTBHI.

| Add Mew Entry |

Knomnka CIIYKUT U1 ,Z[O68.BJ'ICHI/I$I HOBOM 3aIlHCH.

Static Table (Ta6auna cratuyeckux aapecon) (Puc. 5.2.23.3) (Ta6a. 5.2.23.3).
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Static ARP Inspection Table

Delete | Port | VLANID | MAC Address | IP Address
| Delete | [1 ~]| | | | ||

| Add New Entry |
Puc. 5.2.23.3— Tabnuiia cTaTUYeCKUX apecoB

Tabmuua 5.2.23.3— Tabnuia cTaTHYECKUX aJIPecoB

Delete Y anuth TEKyUIyIO 3al1Ch

Port [TopT, AJIs1 KOTOPOro CO3AETCsI CTATUYECKAS 3AIUCh.
VLAN ID ITo3Bonsier 3agath HoMep VLAN ID.

MAC Address Ykaxute nonyctumblii MAC - aipec HCTOYHUKA.

IP Address Ykaxure nonycrumsiii IP-agpec

| Add Mew Entry |

Knomnka CIIYKUT I I[O68.BJ'ICHI/I$[ HOBOM 3aITHCH.

Dynamic Table Status (Cocrosinue auHammuueckoil Tadauubl) (Puc. 5.2.23.3) (Tao..

5.2.23.3).

Dynamic ARP Inspection Table

Start from |Port 1 s | WVLAN |1 . MAC address |00-00-00-00-00-00 and IF address |0.0.0.0 with | 20 |entries per page.
Port [ VLAN ID | MAC Address [ IP Address [ Translate to static
Mo more entries
Puc. 5.2.23.3— CocrosgHue IMHaAMHYECKOH TaOIMIIBI
Tabmmma 5.2.23.3— CocrosgHne TMHAMHUYECKON TaOIHUIIbI
Port Homep mopTra a1 1TaHHOTO 2JIeMEeHTa TaOJIUIbI.
VLAN ID Howmep cetu VLAN ID, B koTopoii pasperniex Tpadgux ARP.
MAC Address [Tosp3oBarensckuit MAC - ampec JaHHOTO AJIEMEHTa TaOJIHIIbL.
IP Address [Tonp3oBarenbckuii [IP-agpec JaHHOTO HyIeMeHTa TaOIMIIbL.

5.2.24. RADIUS

Hns J0CTyIa K HACTpOUKaM HE00X0IUMO IepenT o
Configuration—Security—Switch—Network—A AA—Radius.

Configuration (Hactpoiika) (Puc. 6.2.24.1) (Tabmn. 6.2.24.1).

BKJIaJKC
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RADIUS Server Configuration

Global Configuration

Timeout |

| SeConds

Retransmit |

| times

23 || Gy || L1

Deadtime

| minues

=
=]

Change Secret Key

W

MNAS-IP-Address

MAS-IPvG-Address

MNAS-Identifier

Server Configuration

Delete |

Hostname

| Auth Port | Acct Port | Timeout | Retransmit | Change Secret Key

| Delete ||

| 1812 | [1813 | | | | | |

Puc. 5.2.24.1 — Hactpoiika Radius

Tabmuna 5.2.24.1 — Hactpoiika Radius

Global Configuration (I'106anbHbIE HACTPOUKH)

Timeout

Bpemsi, koTtopoe KOMMyTarop OXXHMJIAeT OTBETa
ayTeHTU(UKALUMYU 1epe]l TeM, KaK IOBTOPUTH 3aIpoc.

OT cepBepa

Retrasmit

VYKaxuTe 4uciIo pa3 IOBTOPHOM IEpelayy 3alPOCHBIX IAKETOB HA CEPBEP
ayTeHTU(UKaLnu, KOTOPbI He oTBevaeT. Eciu cepBep He oTBeTMII OCIIEe
IIOCJIEIHEW TOBTOPHOM I€penayd, KOMMYTaTOp CUYMUTAaeT, 4TO CEpBEp
ayTeHTU(UKALUU OTCYTCTBYET.

Deadtime

Deadtime (Bpewmst oTCyTCTBHS cepBepa) — 3TO BpeMsi, B TeUEHHE KOTOPOTO
KOMMYTATOp He Oy/€eT OChUIaTh HOBBIE 3alIpOChl Ha CEpBEP, KOTOPBIN HE
OTBETUJI Ha MpeAbLAYLIHi 3ampoc. B pesynbprare, kommyTaTop He Oyner
MIOCTOSIHHO IBITaThCSl YCTAHOBUTh KOHTAKT C CEPBEPOM, KOTOPBIH yxKe
KBaJTM(UIMPOBaH, Kak oTcyrcTByromuid. Ecmu mpucBouts Deadtime
3HavyeHue, Oonbiee Hynd (0), To 3ta ¢yHKIMS OyneT BKIOYEHA, HO
TOJIBKO B TOM CJIy4ae, €CIi CKOH(PUTYpHUpOBaHO 00Jiee OJTHOTO cepBepa.
Jlonyctumblii auanazon Deadtime: ot 0 qo 1440 MuHyT.

Change Secret Key

Bb160p cekpeTHOro Kiroua

Key

VYkaxure ceKpeTHbIN K04 JyIMHON He Oonee 64 cumBonoB. OH Oyzer
nocryned RADIUS-cepBepy U KOMMYTaTOpy.

NAS-IP- Address

Anpec [Pv4, ucnonb3oBaHHBIHN B KauecTBe aTpulyTa 4 B akeTax 3ampoca
noctyna RADIUS. Ecnmu 53T0 mone oOCTaBUTh MYCTBIM, OyJer
ucnonb3oBaH [P-aapec ucxomsimero naTepdeiica.

NAS-IPv6-Address

Anpec IPv6, ucnonp3oBaHHBIM B KauecTBe arpulyra 95 B makerax
3anpoca jgoctyna RADIUS. Ecnu 310 mone octaBUTh MycThM, Oyjaer
ucnoib3oBad IP-aapec ucxopsuiero uarepgeiica.

NAS Identifer

Unentudukarop mmmHONW HE Oosnee 256 CHMBOJIOB, HCIOJB3YEMbIH B
kayecTBe arpulyTta 32 B makerax 3ampoca goctyna RADIUS. Ecnu ato
M0JIe OCTaBUTh MYCTbIM, UaeHTHPUKaTop NAS He Oyner BKIIOYEH B
MaKeT.

Server Configuration

(Hactpotika cepBepa)

Hostname

Nwmst xocta RADIUS-cepBepa unu ero [P-anpec.

Auth Port [Topt UDP, ucnons3yemsiii Ha RADIUS-cepBepe [u1si ayTeHTHHHKAILIUY.
Acct Port [Topt UDP, ucnons3yemsiii Ha RADIUS-cepBepe /111 akKayHTHHTIa.
Timeout Ecnu B 3TOM 101 yKa3aHO BpeMsl OXKHJIaHUs, OHO OyJIeT UCIOIb30BaHO

BMECTO TJ00aJlbHOTO BpeMeHH oxumanus. Eciam  xemarenbHO
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HCIIOJIB30BATh II100aIbHOE 3HAYCHHUC, OCTABLTC 3TO IMOJIC IIYCTLIM.

Retransmit

Eciu B 3TOM 10J1¢ YKa3aHO 3HAYeHUE BPEMEHH IIOBTOPHOM MIEpeIayun, OHO
OyIeT WCIOJb30BAHO BMECTO IJIOOATLHOTO 3HAYCHHUS BpPEMEHU
MMOBTOPHOM miepemaun. Eciaum KeaaTeapbHO HMCIIOIL30BaTh II00AIBLHOE
3HAYCHUE, OCTABHTE ITO MOJIC YCTHIM.

Change Secret Key

Ecnu B 3TOM moJjie yKa3aHO 3HAYEHHME CEKPETHOIro KJro4da, OHO Oyzer
UCIIOJIB30BAHO BMECTO INI00AJILHOTO 3HAUEHUS CEKpeTHOro Kiroua. Eciu
AKeJlaTeJIbHO HCIOJIb30BaTh IJ00abHOE 3HAYEHHUE, OCTAaBbTE 3TO I0JIE
IIYCTBIM.

| Add New Server |

Kuomnka

CITYKHT J1sl T0OaBJIECHUS cepBepa.

[Tpumeuanue. CepBep, yKa3aHHbIN IIEPBBIM B CIIMCKE, CYUTAETCS OCHOBHBIM.

5.2.25.
JLts

AOCTyIIa

TACACS+

K HaCTpOfIKaM HeO6XO,I[I/IMO nep euTH 110 BKJIAJKC

Configuration— Security—Switch—Network—AAA—TACACS+.
Configuration (Hacrtpoiika) (Puc. 5.2.25.1) (Tabn. 5.2.25.1)

TACACS+ Server Configuration

Global Configuration

Timeout 5 | seconds
Deadtime | 0 | minutes
Change Secret Key | |MNo v |

Server Configuration

Delete |

Hostname | | Timeout | Change Secret Key

| Delete ||

[+

Puc. 5.2.25.1 — Hactpoiika TACACS+

Tabmuma 5.2.25.1 — Hactpoiika TACACS+

Global Configuration (I'106agpHbIe HACTPONKH)

Timeout Bpewmsi, kotopoe kommyTaTop oxujaeT otBera ot cepBepa TACACS+
nepes TeM, Kak TOBTOPHO MepeaaTh 3ampoc.
Deadtime Deadtime (Bpemst oTcyTcTBHSI cCEpBEpa) — 3TO BpeEMs, B TEUCHHE KOTOPOTO

KOMMYTATOp He Oy/€eT MOChUIaTh HOBBIE 3alIpOChl Ha CEpBEpP, KOTOPBIN HE
OTBETUJI Ha MpeAbLAYIIHH 3ampoc. B pesynbprare, koMmmyTaTop He Oyner
IIOCTOSIHHO IIBITaThCA YCTAaHOBUTH KOHTAKT C CEPBEPOM, KOTOPBIM yKe
kBaM(urpoBaH, Kak oTcyTcTByromuid. Ecau mpucBouts Deadtime
3HadyeHue, Oonpmee Hyna (0), To sta ¢yHKIMS OyneT BKIOYEHA, HO
TOJIBKO B TOM CJIy4ae, €CIM CKOH(PUTYpHUpOBaHO 00Jiee OJTHOTO cepBepa.
Jonyctumsliii tuanason Deadtime: ot 0 go 1440 MuHYT.

Change Secret Key

Bo160p cekpecHoro Kiroda

Key

VYKaxuTe CeKpeTHbIN K04 JyIMHON He Oonee 63 cumBonoB. OH Oyzer
nocryned cepBepy TACACS+ u koMMyTaTopy

Server Configuration

(Hactpotika cepBepa)

Hostname

Nwms xocta cepeepa TACACS+ nnu ero IP-aapec.

Port

Homep mopra TCP, wmcnonms3yemoro Ha cepBepe TACACS+ nmus
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ayTeHTH(UKALUH.

Timeout Ecnu B aTOM mosne yka3zaHo BpeMs OXHJaHUs, OHO Oy/JeT UCIOIb30BaHO
BMECTO TrJ00albHOrO BpeMeHu oxuaaHus. Eciau  xenarenbHO
HCI0JIb30BaTh IN100aIbHOE 3HAYEHHE, OCTABHTE ITO IM0JIC MYCTHIM.
Change Secret Key | Eciiu B 3TOM mone yka3aHO 3HAY€HHE CEKPETHOIrO KIkouya, OHO Oymaer
HCIOJIb30BaHO BMECTO INI00abHOTO 3HAYEHUS CeKpeTHOoro kitoda. Eciu
JKEJIaTeIbHO HCIOJIb30BaTh TNI00ATBFHOE 3HAYEHHE, OCTAaBbTE ATO IOJIC
MyCThIM.

| Add Mew Server |
Knomnxka CITY>KUT JUIsl 100aBJICHUS CEpBEPA.

HpI/IMe‘laHI/IC. CepBep, YKaSaHHBIﬁ IICPBBIM B CIIUCKE, CYUTACTCSA OCHOBHBIM.

5.2.26. Aggregation. ArperupoBanue

[Ipu arpermpoBaHWM JTUHHM HCIIOJIB3YETCA MapajiefbHas padoTa MHOXKECTBA MOPTOB, B
pe3yJbTaTe 4ero CKOpocTh 0OMeHa JaHHBIMU 110 JIMHUM yBeluuuBaeTcs. Vcnomb3yercs 1Ba TUIa
arperupoBanusi: cratuueckuii u LACP.

Jliisa noctyna k HacTpoiikaM HeoOxoauMo nepeiTu no Bkinajgke Configuration— Aggregation.
Common Aggregation Configuration (Puc. 5.2.26.1) (Ta0.. 5.2.26.1).

Common Aggregation Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address [
IP Address
TCP/LDP Fort Number

Puc. 5.2.26.1 — Hactpoiika arperupoBaHust

Tabmuua 5.2.26.1 — Hactpolika arperupoBaHus

HACTpOMKa pekuMa padOThl arperupOBAHMS

Source MAC MAC-agpec HCTOUYHHKA UCNOJIB3YETCA AN pacyera JUHEHMHOro IopTa,

Address gepe3 KOTOPhI OyIeT nepeaaBaThCsi Kajip.

Destination MAC | MAC-aapec HazHau€HUs UCHOJIB3YETCs Ul pacyera JMHEHHOro mopTa,

Address gepe3 KOTOPhI OyIeT nepeaaBaThCsi KaJip.

IP Address [P-agpec ucnosnp3yercs Ui pacuera JMHEHHOTO MOpPTa, Yepe3 KOTOPBIN
OyJIleT nepenaBaThCs KaJp.

TCP/UDP Port [optel TCP/UDP Ha3HadueHUs: U KICTOUHUKA MCIIONB3YIOTCS Ul pacyera

Number JIMHEWHOTO TIOPTa, Yepe3 KOTOPhIN OYyIeT mepenaBaThCs KaJp.

Hacrpoiika rpynnsl arperuposanus (Puc. 5.2.26.2) (Tad.a. 5.2.26.2).
Aggregation Group Configuration

Port Members Group Configuration
GroupID [1]2[3|4[s5|s]7[8]a]w Mode | Revertive | Max Bundle
Normal @® @ ® ® ® ® ® ® ® @®
1 O00000 000 O [Disabled v 10
2 | Disabled v | 0
3 | Disabled v | 0
4 O0O000000 O O [Disabled v 0
5 | Disabled v | 0

Puc. 5.2.26.2 — Hactpoiika rpymsl arperupoBaHus
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Tabmuua 5.2.26.2 — Hactpolika rpynibl arperupoBaHus

Hactpolika rpynmsl arperupoBaHust

Group ID Howmep, unentudunupyroniuii maructpaib. “Normal” (OObIUHBIH peKuM
paboThI) O3HAuYaeT, 4YTO arperupoBaHHe He ucnoib3dyercs. Kaxmas
TpyIIa CcOACpXUT He MeHee 2 W He Oonee 10 ymHMA (TTOPTOB).
[Toxainylicra, UMEWUTE B BUAY, UTO B KaXKIOU I'PYIIIE KAKbIM TOPT MOKET
HCII0JIb30BaThCS TOJIBKO OJIUH Pa3.

Port Members Br1OepuTe mopThl, MPUHAIISKAIIUE MATUCTPATTN
Mode Bri16op pexxumMa uIst TpYIIIBI arperaniu
e Disabled: rpynna oTkioueHa.
e Static: rpymnma paboTaeT B peKUME CTATUICCKON arperammm.
e LACP (Active): rpynma paboTaeT B pe)kUMe aKTUBHOM arperainuu
e LACP (Passive): rpynma paboTaeT B pEXKUME IacCCUBHOU
arperanuu
Revertive DTOT mapameTp NPUMEHSETCS TOJIBKO K rpynmnam ¢ BKirodyeHHsM LACP.

On ompenensier, Oyaer JM Tpynmna BBIIOJIHSATH ABTOMATHUYECKUI
(TIOBTOPHBIIT) pacyeT CChUIOK, KOT/Ia CTAHOBSATCS JOCTYIHBIMU CCHUIKH C
00Jj1€€ BHICOKUM IPUOPUTETOM.

Max Bundle DTOT napameTp NPUMEHSETCS TOJBKO K IpymnmaM ¢ BKiItouyeHHbIM LACP.
OH onpenensieT MaKCUMalIbHOE KOJMYECTBO AKTUBHBIX OOBEIUHEHHBIX
noptoB LACP, pa3pelieHHbIX B arperaium.

Kommytarop moanepxusaer mnporokon LACP (Link Aggregation Control Protocol —
IPOTOKOJI YIPAaBJICHUS arperupoBaHUEM JIMHUM), KoTopblii cneruduuupoBad B IEEE 802.3ad.
CraTrueckue MarucTpaiu J0JKHbI ObITh CKOH(UTYPHUPOBaHbI BpYUHYIO HA 000MX KOHIAX JIMHHH.
Jpyrumu cinoBaMu, MOPTHI, Ha KOTOpBIX ckoH(urypupoBan LACP, moryt aBTrOmMaTruuecku
COIJIaCOBBIBaTh MAaruCTPAJbHYIO JIMHUIO C MOPTaMM JPYTUX YCTPOMCTB, HAa KOTOPBIX TaKXKe
ckoHpurypupoBadn LACP. Ha koMMyTatope MoKeT ObITb CKOH(UIYPHPOBAHO JII00O0E YHUCIIO
noptoB LACP, oHaKko OHU He JTOJDKHBI IIPH 3TOM OBITh YaCThIO CTaTUUECKOM Maructpanu. Ecnu
MOPTHI Ha JIPYTUX YCTPOMCTBAX Takke cKoH(purypuposansl, kak LACP, xommyTatop u npyrue
yCcTpoicTBa OyAyT COIIacOBBIBATH CBOM HapaMeTpsl JUIsl pabOThl MO MarucTpajbHOW JUHHUU
MEXTYy HUMH.

LACP Configuration (Hactpoiika LACP) (Puc. 5.2.26.3) (Ta0.1. 5.2.26.3).
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LACP System Configuration

| System Priority | [32765 ||

LACP Port Configuration

Pﬂl‘l | LACP | Timeout |  Prio
[== ~| | 32788
1 No |[Fast~]| | 22765
2 No |[Fast~]| | 22768
3 No ([Fastwv| | 32788
4 Mo |Fast v 32763
5 No 32768
6 No [Fast v 32768
7 No 32768
8 No [Fast ] |
g No |[Fastw]| | 22765
10 No |[Fast~]| | 22768

Puc. 5.2.26.3— Hactpoiika LACP

Tabnuna 5.2.26.3— Hactpoiika LACP

LACP System Configuration

System Priority [Ipuoputet cucremsl

LACP Port Configuration

Port Howmep nopra. “*” o3HauaeT npuMeHEeHHE KO BCEM MOPTaM.

LACP [TokasbiBaet, BkitoueH au LACP B naHHBI MOMEHT Ha 3TOM HOPTY
KOMMYTaTopa.

Timeout [Tapamerp Timeout (Bpemsi oxumaHusi) onpeaemnsieT Mmepuoja BPEeMEHU
Mexnay nepenadamu BPDU. Kornma mapamerp umeer 3HaueHue Fast
(BbeicTpo), makersl LACP OyayT nepenaBatbes Kaxaylo CEKyHJy; KOrja
napameTp umeer 3HaueHue Slow (MeaneHHo), nepea OTHpaBKOi makeTa
LACP Oyner Boiiepkal uHTepBai 30 cekyH/I.

Prio UeM MeHBIIIE 3TO LIEI0€ YUCI0, TeM OOJbIlIe MPUOPUTET. DTO 3HAUCHHE

MIPUOPUTETA ONpEAEIsAeT, KaKoil mopT OyJeT akTHUBEH, a Kakol — Oyzaer
UTPATh POJIb PE3EPBHOTO.

5.2.27. Link OAM.

Link OAM pnaet oneparopam ceTH BO3MOXHOCTb OTCJIEKHUBATh COCTOSIHUE CETH M OBICTPO
OTIPENIeNATh MECTOTIOIOKEHNE HEUCIIPABHBIX KaHAJIOB MM HEMCIIPABHBIX COCTOSTHUH.

Jlns noctyma k HacTpoiikaM HeoOxoauMo nepeiitu no Bkiaake Configuration— Link OAM.

Link OAM Port Configuration (Hacrpoiika noptos) (Puc. 5.2.27.1) (Taod.a. 5.2.27.1).
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Link OAM Port Configuration

Port | OAM Enabled | OAM Mode [ Loopback Support [ Link Monitor Support [ MIB Retrieval Support | Loopback Operation
* == v C
1 C
2 C
3 C
4 C
5 C
6 C
7 L
8 /] 9 9 C
g C C C C

10 C Iml C C C

Puc. 5.2.27.1 — Hactpoiika nopToB

Tabmuua 5.2.27.1 — Hactpoiika mopToB

System Priority

[IpuopuTer cuctemsl

Port

Howmep mopra. “*” o3HauaeT npuMeHEHHE KO BCEM IOPTaM.

OAM Enabled

Brrouenne/Boikimoderne LinkOAM Ha mopTy KoMMyTaTopa.

OAM Mode

Boibop pexxnma OAM kak akTuBHbII WM naccuBHbIU. 1o
YMOJIYaHHUIO YCTAaHOBJIEH MTACCUBHBIN PEXKUM.

active - DTE, HacTpoeHHBIE B aKTUBHOM peXHME, HHUIIUUPYIOT OOMEH
unpopmannonusiMu  OAMPDU, kak ompeneneHo B Ipoiiecce
oOHapyxeHus. [locne  3aBepiieHuss — mpouecca  OOHapyKEHUs
aktuBHbIM DTE paspemaercs ornpasmsate mo6sie OAMPDU npu
MOJKIIOYEHUH K YyIAIEHHOMY OIHOpaHroBoMmy o0bekTty OAM B
akTUBHOM pexume. AktuBHple DTE pabotator B orpaHudeHHOM
OTHOIIECHUH, €clIi ynajaeHHbIH 00beKT OAM paboTaeT B macCUBHOM
pexuMe. AKTUBHBIE YCTPOMCTBA HE JOJDKHBI OTBEYaTb HA KOMaH[bI
ynaneHHoi oOpaTtHoil cBsizu OAM W 3ampochl TEPEMEHHBIX OT
IIACCUBHOT'O OJHOPAHIOBOIO y3Ja.

passive - DTE, HacTpoeHHbIE B TACCUBHOM pEXUME, HE HMHULIIUUPYIOT
nporecc  obHapyxeHus. [laccuBabie  DTE  pearupyror  Ha
WHULMUpPOBaHUE TMpolecca oOHapykeHus ynaneHHsiIM DTE. Oto
HCKJIIOYAET BO3MOYKHOCTH IIE€pEXOAa OT IMAaCCUBHBIX K IaCCHBHBIM
cceuikaMm. [laccuBaple DTE He [OMKHBI  OTHPaBIATH  3alpOCHI
nepeMeHHbIX Wi OAMPDU ynpasnenust nuieiigom.

Loopback Support

BxroueHne/BbIKIIIOYeHHE QYHKINU TETIN

Link Monitor Support

Brutouenue/BoikimoueHre GyHKIIMY MOHUTOPHUHTA HA MOPTY.

MIB Retrieval
Support

Brxrouenue/BoikitoueHue noanep:xxku MIB Ha mopty koMMmyTaTtopa

Loopback Operation

Ecnu nmoanepsxka 00paTHON CBS3H BKJIIOUEHA, BKIIOYSHHE STOTO MOJIS
3aIyCTUT ONEpaLii0 0OpaTHOW CBSA3M JUIsS MOPTA.

Link Event Configuration for Port (nacTpoiika coobITHii 15151 noprta) (Puc. 5.2.27.2) (Tao..

5.2.27.2).
Link Event Configuration for Port 1
Event Name | Error Window | Error Threshold
Error Frame Event 1 | |1 |
Symbol Period Ermor Event |1 | |1 |
Seconds Summary Event |E-:| | | 1 |

Puc. 5.2.27.2— Hactpoiika coObITHi
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Taobmauua 5.2.27.2 — HacTpolika COOBITUI

System Priority [TpuopuTeT CUCTEMBI
Port Howmep nopra kommyTaTopa.
Event Name Error Frame Event - CoObiTHe OmMOOYHOTO Kaapa MOJCUUTHIBACT

KOJIMYECTBO OINMMOOYHBIX KaJpPOB, OOHAPYKCHHBIX B TEYCHHUE
yKa3aHHOT'O IEPHOA.

Symbol Period Error Event - CoObiTHe mnepuoja OImmdOYHOTO
CUMBOJIa  TOJICUUTHIBACT  KOJIHMYECTBO  OIMMOOK  CHMBOJIA,
MIPOU3OIIEAIINX 32 YKa3aHHBIN TIEPUO/.

Seconds Summary Event - CoObITHE TOJCYHTHIBAET KOJIUYECTBO
CeKYHJ C OIIMOKaMH, MPOU3OIICANNX B TEUYECHUE YKa3aHHOTO

epuoja.

Error Window [IpencraBnser nepuoja okHa HOpsiaka | CeKyHAbI ISl HAOIIOICHHS 3a
pa3NUYHBIMU COOBITUSIMU CBSI3H.

Error Threshold [IpencraBnsier moporoBoe 3Ha4YeHUE I TEpPUOJAa OKHA JUIA
COOTBETCTBYIOLLIETO  COOBITHA ~ CBSI3U,  YTOOBI  YBEIAOMHUTH

OJIHOPAHTOBBIH y3el 00 3TOH OIINOKe.

5.2.28. Loop protection. 3amura ot nerejib

BceneactBue HempaBWIIBHOTO —BBINIOJIHEHUS COEIUHEHHM, MpoOiieM C  ammaparypom,
HEIMPaBUIBHON HACTPONKU NMPOTOKOJIOB, B CETSAX MHOT/IA BOZHUKAIOT METIN. B KOMMyTHpyeMBbIX
CeTSX TMeTIH TMOTPeONSIIOT pecypchl KOMMYyTaTopa, B pe3yibTare 4Yero TMmajaeT ero
pou3BOIUTENbEHOCTh. DyHKIMS Loop Protection (3ammra ot merensb), peaqu3oBaHHas B JAHHOM
KOMMYTaToOpe, MOXKET ObITh BKJIIOYEHA TI00aTbHO MO0 HHIMBUIYaTbHO HA KaXKIOM MOPTY.
Hcnonp3oBanne PyHKIMH 3alIUTHI OT TIETEIb 1aeT BO3MOXHOCTh KOMMYTATOPY aBTOMATHYCCKU
oOHapy»uBaTh MeTiau B ceTu. [Ipu oOHapykeHUHU MeTenb, MOPThI, MPUHSBIINE OT KOMMYTaTOpa
MAKeT 3alIUTHI OT TETEIb, 74 MOTYT ObITh OTKJIFOUEHBI JITOO COOTBETCTBYIOIIHNE COOBITUS MOTYT
OBITH 3apETUCTPUPOBAHBI B )KypHAJIE.

Hnst moctyma K HacTpoiikam Heobxoammo mepeiitu mo Bkianke Configuration— Loop
protection. (Puc. 5.2.28.1) (Tab6n. 5.2.28.1).

Loop Protection Configuration

General Settings
Global Configuration

Enable Loop Protection | | Disahle v
Transmission Time |5 | seconds
Shutdown Time 130 | seconds
Port | Enable | Action | Tx Mode

* = g

1 [ Shutdown Port w |[Enable v |

2 | Shutdown Port v |[Enable v |

3 | Shutdown Port w || Enable + |

Puc. 5.2.28.1 — 3ammra ot nerein

Tabmuma 5.2.28.1 — 3ammra OT 1neTenb
| General Settings (OCHOBHEIE HACTPONKH) \
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Enable Loop [To3BoJseT BKIIOYUTD WIIM BBIKJIIOYUTD (DYHKIIMIO 3aIUTHI OT METENb.
protection
Transmission Time | MHTepBan MeXay OTHpaBKOM MakeToB 3amuThl oT nereiabr PDU Ha
Kaxaom nopty. Jlonyctumele 3HadeHus: ot 1 go 10 cekyH.

Shutdown Time [lepuon BpemeHu, Ha KOTOPBIH MOpT Oyaer BeIKmMoueH. [lomycTumsbie
3HaueHus: or 0 go 604800 cekynn. 0 o3Hawaer, 4yTo MOPT OyneT
OCTaBaThCA BBIKIIIOYCHHBIM O TeX IOp, MOKa YCTPOMCTBO HE Oyaer

nepe3arpyskeHo.

Port Configuration (Hactpoiika mopra)

Port Criucok HOMEpOB NOPTOB. “*”” 03HaYaeT MPUMEHEHUE KO BCEM MOPTaM.

Enable [To3BossieT BKJIFOYHUTH WM BBIKITIOYUTH (DYHKIIMIO 3aIUTHI OT IETeNb Ha
BbIOPAHHBIX MOPTaX.

Action Korma na moprty oOHapyxeHa mneTis, (QYHKIHMS 3allUTHl OT IETelb

HEMEJICHHO BBIMIOJIHUT COOTBETCTBYIOIINE oreparuu. Onepanui MOTyT
OBITh CIIEAYIOIIUMHU:

* Shutdown Port (Otxmtounts nopt): Ilopt, Ha KOTOpOM OOHApY>KEHBI
MeTJIM, OTKJIFOYACTCS Ha MEePUOJI BPEMEHH, 3aJIaHHbIN B moje “Shutdown
Time” (Ilepuon BpeMeHU OTKIIIOUYEHHUS).

 Shutdown Port and Log (BbIkiat04nTh OpT, HO BECTH PETUCTPALIUIO B
xypuaiue): Ilopt, Ha KOTOpoM OOHApPY>KEHBI TETIH, OTKIIOYACTCS Ha
MepHuo] BpeMeHH, 3aannbIi B nose “Shutdown Time” (Ilepuon Bpemenu
OTKJIFOUEHUS), HO COOBITUS PETUCTPUPYIOTCS B KypHAJIe.

* Log Only (Tompbko peructpupoBatb B xypHaie): CoObITus
PETHCTPHUPYIOTCS B )KYPHAJIE, HO TIOPT OCTACTCS BKJIIFOUCHHBIM.

Tx Mode Bxurouaet uiu BBIKITIOYAET TEHEPAIIUIO MTAKETOB 3aIIUTHI OT neTesib PDU
1100 ocyuiecTisieTcs naccuBHbIM nouck PDU, nepeganHbIX 10 meTIe.

5.2.29. Spanning Tree

[Tpr HEKOTOpBIX ycayrax, MPeJOCTaBISEMBIX MO CETH HEOOXOJUMO, YTOOBI COCAMHEHHUS
OBLTM Bcer/la BKIIOYEHBI — OTO TapaHTHPYET KOHEYHBIM II0JIH30BATEIISIM  BBITOJIHCHUE
TpeOyIOIMXCSd MM OMNEepaluii B PEKUME «OHJAWH», KOTOphIE HE JIOJDKHBI TMPEPHIBATHCS
HEOXKUJAHHBIMU DPa3pbIBAMHU COCAMHCHHMH. B TakuMX 00CTOSTENBCTBAX, JUISl MPEAOTBPAIICHUS
pa3pbIBOB COEIMHEHUN YCTAaHABINBAETCS MHOKECTBO AKTHBHBIX MapIIPYTOB MEXK/TY y3JIaMH CETH.
OnHako, HATUYME MHOXKECTBA COCAWHSIOMIUXCS JAPYr C JIPYrOM MapIIpyTOB YBEIHMYUBACT
BEPOATHOCTh O0pa30BaHUs TMeTeNb (MOCTOB), KOTOpPBHIE [ENalOT CEeTh HECTaOWIIbHOH, a B
HauXyJIeM ciiydae — HepabotocrocoOnoi. Hanpumep, Tabnuia MAC-anpecos, ucnosb3yemast
KOMMYTaTOPOM WJIM MOCTOM, MOKET OTKa3aTh BCJIEICTBUE TOTO, yTo ofAHM U Te ke MAC-aapeca
(¥ ciTeIoBaTeLHO — OJTHU | T€ e XOCTBI CETH) BHIHBI HA MHOKECTBE TTOPTOB. BO-BTOPBIX, MOKET
MPOM30UTH HIMPOKOBEIMATeNbHBIA mTOpM. OH 00yCNOBIIEH mepeaayeil MUPOKOBENIaTENbHBIX
MAKeTOB MEXy KOMMYyTaTopaMu 1o OeckoHeuHo# netie. [llnpokoBemaTebHbIN MTOPM MOKET
3aXBaTUTh Bce A0ocTymHbIe pecypcbl CPU u Bcio monocy mpormycKaHusl.

Hns pemennst mpoOieM, CBS3aHHBIX C MocTamu, Tpotokon STP momyckaer certw,
BKIIIOUAIONIUE PE3epPBHBIC JUHUHM, KOTOphle OO0ECIeYMBAIOT ABTOMATHUYECKHUE PE3EPBHBIE
MapIIpyThl B TOM CITydae, €CJIU OTKa3bIBaeT aKTUBHAS JIMHUS, TIPH TOM HE BO3HUKAET OMACHOCTH
o0Opa3oBaHUs METENb U HEe TpeOyeTcs BPyUHYIO BKIIOYATh WM OTKIIIOYATh PE3EPBHBIC JTMHHH.

[Tporoxon STP (Spanning Tree Protocol) onpenenen B cranaapre IEEE Standard 802.1s.
OH MO3BOJSET CO37]aTh TOTOJIOTHIO B CMEIIAHHOW CETH C MOAKIIOYEHHBIMU MOCTaMH 2-TO YPOBHS
(B THmaHOM cityuae - Ethernet-koMMmyTaTOopamMu) ¥ OTKIIFOUATh JIMHHUH, HE SBIISIONIAECS YaCTHIO
JIepeBa, OCTABIISAsl OJIMH aKTUBHBIN MApIIPYT MEXAY ABYMS JTHOOBIMU y371aMH CETH.
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Jns oOecniedyeHuss OBICTPOIl CXOOUMOCTH TOCJIE€ M3MEHEHHUS TOMOJOTUU CEeTH, BBEIEH
npoTokoul, sisistomuiics passutueM IEEE Standard 802.1s - RSTP (Rapid Spanning Tree Protocol
(IEEE 802.1w)). ITporokon RSTP — sro ynyumennsiii STP, mosToMy 3TH MPOTOKOJIBI UMEIOT
CXOJ/IHbIE OCHOBHBIE XapaKTEPUCTUKU. BaxxHO, uTO co3naetcs 3(h(HeKT KackaaHOro COSAMHEHUS —
HA4YMHAs C KOPHEBOI'O MOCTA, OT KOTOPOT'O KaK/Iblii HA3HAUYEHHBIH (HEKOPHEBOI ) MOCT IIpejiaraet
CBOMM COCEISIM ONpEICIUTh — BO3MOXEH JIM OBICTPBIA NHepexoa. DTO SBISETCS OAHUM U3
OCHOBHBIX 3JIEMEHTOB, KOTOpbIE 00eCIeunBaOT yCKOpeHHyto cxoaumoctb RSTP no cpaBHeHuto
c STP.

Hpyrum pacmupenuem RSTP sBnsercs IEEE 802.1s — MSTP (Multiple Spanning Tree
protocol), KOTopeIii MO3BONSET pa3nuuHbiM ceTsM VLAN HCHoOnb30BaTh OTHAEIBHBIC KOIWU
npotokoja. B ormuune or STP u RSTP, MSTP ycrpanser HeooxoaumMocTh UMETh paznnynbie STP
st kaxaod VLAN. IloatoMy B OOJIBIIMX CETEBBIX CpeNax, B KOTOPBIX SKCILTyaTUPYETCs
MHO)kecTBO VLAN, MSTP moseT okazaTbcs mojie3Hee, 4eM TpaaulMOHHO Ucnodib3yembiii STP.

Jnis moctyna K HacTpoiikaMm HeoOXoauMo rmepeitu no Bkiaaake Configuration— Spanning
Tree.

Bridge Settings (Hactpoiiku mocra) (Puc. 5.2.29.1) (Tabn. 5.2.29.1).

STP Bridge Configuration

Basic Seitings

Protocol Version MSTP w
Bridge Priority
Hello Time |2 |
Forward Delay 15 |
Max Age | 20 |
Maximum Hop Count | 20 |
Transmit Hold Count | |5 |

Advanced Settings

Edge Port EPDU Filtering [
Edge Port EPDU Guard [
Port Error Recovery [

Port Error Recovery Timeout

Puc. 5.2.29.1 — Hactpoiiku MocTta

Tabmuua 5.2.29.1 — Hactpoliku MocTa
Basic Settings (OcHOBHBIE HACTPOIKH)

Protocol Version BriGepute cooTBeTcTBYyIOmMI MpoTOKOJI. Bepcum mpoTokoina
cnenyromue: “STP”, “RSTP” u “MSTP”.
Bridge Priority Kaxnpii KOMMyTaTop HMMEEeT OTHOCHUTEIbHBIH MPHOPUTET U

CTOUMOCTb ITyTH, KOTOPBIE UCIIOJIB3YIOTCS AJIS IPUHATHUS PEIICHUS
0 KpaTdaWllleM MapupyTe s Iepefadyd HakeroB. MapumpyT ¢
HaUMEHbIIEH  CTOMMOCTBIO (C  HAUMEHBUIMM  YHUCICHHBIM
3HAYEHUEM ) UMEET HAaUBBICIIUI IPUOPUTET U UCIIONIB3YETCS BCET/a,
noka He OyzeT BBIKIIOYEH. Eciau nMeeTcs MHOXKECTBO MOCTOB U
uHTEpPEiicoB, TO JU1S MOJIy4YECHUS ONTUMAJIbHOU
MIPOU3BOIUTEIILHOCTH HEOOXOJMMO HACTPOUTh MX MPUOPHUTETHI.
[Ipu MSTP — 310 npuopurer CIST. B ocTayibHBIX ciayyasx — 3TO
npuoputet Mmocta STP/RSTP.
Hello Time WuTepBan mexay otnpaBkoir makeroB STP BPDU. [lomycTumbie
3HaueHus HaxomiaTrcss B amanasoHe or 1 go 10 cekyHn, mo
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YMOJTYAHHUIO - 2 CEKYHBI.

[Ipumeuanue. W3MmeHeHHe 3HAYEHUsT HSTOrO IapaMmeTpa 1o
YMOJIYaHHUIO HE PEKOMEHAYETCS U MOKET UMETh HeOIaronpusiTHbIE
TIOCJICACTBHS JIJIs Balllel CeTH.

Forward Delay

Jis moctoB STP, Forward Delay — 310 Bpewmsi, mpoBEACHHOE B
KaxoM u3 coctosiHuii — Listening (IIpocnymmuBanue) u Learning
(OGyuenne) mo mepexoma B cocrosiuue Forwarding (Ilepemaua
nakeToB). JlaHHas 3a/epKKa BO3ZHUKAET, KOT/Ia B CETh BKIIIOYACTCS
HOBbIN MocT. Jlonyctumblie 3Hauenust: ot 4 10 30 cexkyH/.

Max Age

Ecau nmpyroit koMmmMyTaTop HE MOIUIeT KOH(DUTypaIlMOHHBIN MMaKeT B
TEYEHUE  3aJ]aHHOr0  I[EepUOJia  BPEMEHHM, OH  CYHTAeTCs
OTKJIFOYEHHBIM. JlomycTUMBIA Auana3oH 3HayeHui: oT 6 nmo 40
CEKyHJ, 3HaueHHue Max Age MO0IKHO OBITb MEHBIIE WIM PaBHO
(Forward Delay-1) *2.

Maximum Hop Count

MakcumanbHOE YHCIIO YYacCTKOB MEXKAY KOMMYTaTOpaMu, MOCIe
MPOXOXKACHUS KOoTOphix, nmaker BPDU Oyner otOpomen. Ilpu
MPOXOKICHUH Kaxx10ro Mmocta naketom BPDU, 3HaueHnue cuerunka
yMeHbLIaeTcss Ha eauHully. Korna cueryumk ydacTKOB MapuipyTa
cTaHeT paBHbIM Hymo, naker BPDU Oyner orOpomen. Ilo
YMOJIYAHUIO YHUCIO Y4acTKOB paBHO 20. Jlnama3zoH 10ImyCTHMBIX
3HaueHuit 6 — 40.

Transmit Hold Count

Yucno nakeroB BPDU, noceuiaeMbix IOPTOM MOCTa B CEKYHIY.
Kornma »T1o 3HaueHue NpEBBIICHO, NEpeaada CICIYIOIIEro NakeTa
BPDU Oyner 3anmepkana. [lo ymomyaHuio 3amaHo 6 CEKyH]I.
Jonyctumblii nuanazon 3HadeHuit: or 1 mo 10. Iloxamyiicra,
UMEWTEe B BHUAY, YTO IPU YBEIUYEHUU 3TOIO 3HAYEHUS MOKET
3HAYMUTENIbHO Bo3pacTu 3arpy3ka CPU; mpu yMeHbIIIEHUH 3HAYCHUS
3aMeIIAETCS CXOOUMOCTh alroputMa. PexkomeHAyeTrcs OCTaBUTh
st Transmit Hold Count 3Hauenue, 3a1aHHOE 110 YMOJYAHHIO.

Advanced Settings (JlonmonHuTeNbHBIE HACTPOHKN)

Edge Port BPDU Ounprpaist BPDU Ha rpanuunom mnopry. Llenbto ¢unbTpannu

Filtering naketoB BPDU Ha mopty sBisieTcs NpenoTBpalleHue OTIPABKHU C
koMmmyTaropa kajapoB BPDU Ha moprtsl, KOTOpbIE MOIKIFOYEHBI K
KOHEYHBIM YCTPOHCTBAM.

Edge Port BPDU Guard | 3ammra BPDU nHa rpanmuHoM nopty. ['paHuuYHBIE TOPTHI OOBIYHO

HanpsMyo nojkiatodensl K 11K, ¢aiin-cepBepaM mim npuHTEpaM.
[ToaTomMy rpaHnyHbIe TOPTHI CKOH(GUTYPUPOBAHBI TAaKUM 00pa3oMm,
9qToObl 00€creunBaIoCh OBICTPOE HU3MEHEHHE COCTOsHus. B
HOPMAJIBHBIX CHUTyallUsAX, TpPaHUYHBIE IIOPTHl HE  JIOJDKHBI
npuHuMath KoH(urypaunonusle BPDU. Opnako, ecnu oHu
MIPUHUMAIOT UX, TO BEPOSITHO, BCIEACTBUE aTaK 3JI0YMBIIUICHHUKOB
WIM HENpaBWIBHBIX HacTpoek. Korzma rpaHW4YHbBIE IOPTHI
NpUHUMAOT  KoH¢urypauuonHele  BPDU, OHM  OyayT
ABTOMATUYECKU IIEPEKIIIOUEHBI B COCTOSIHUE HEIPAHUYHBIX IIOPTOB
1 3aIyCTUTCS MPOLECC BEIYMCIEHU HOBOU Tontosioruu STP. B cBsa3u
C OTUM, i 3allUTHl YCTPOMCTBA OT aTaK 3J0YMBIIUICHHUKOB
npumensiercs BPDU guard. Ecnu rpaHuuHble MOpTHI MPHHSIIN
koH(puryparmonnsie BPDU, xoraa sta dyHkius pirodena, To STP
OTKJIIOUUT T€ W3 HHUX, KOTOpbIE MNPUHSIM KOHPUTYpalUOHHbIE
BPDU. Ilo ucreyeHuu mepuona BPEMEHU BOCCTAHOBIICHUS OTH
BBIKJIIOYEHHbIE TTOPTHl BHOBH OYAYT BKIIIOUEHBI.
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Port Error Recovery Boccranosnenue nopta nocie omuoOku. I1opT, BHIKIIOYSHHBINH 13-
3a OLIMOKH, MOXKET ObITh aBTOMAaTHUECKHU BKJIIOUEH I10 MTPOIIECTBUU
OIIPEJICIIEHHOTO BPEMEHH.

Port Error Recovery Bpewms, kotopoe MOMKHO MPOWTH O TOTO MOMEHTA, KOrja MopT,
Timeout BBIKJIIOUEHHBI ~ W3-32  OMMOKM, OyAeT BKIIOYEH  BHOBb.
Jonyctumblii nuana3on 3HadeHui ot 30 1o 86400 cexyH.

MSTI Mapping (Oroopa:xxkenne MSTI) (Puc. 5.2.29.2) (Tao6.. 5.2.29.2)
MSTI Configuration

Add WLANs separated by spaces or comma.
Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Name | |00-12-32-54-12-43 |
Configuration Revision | |0 |

MSTI Mapping
MSTI | VLANs Mapped
MSTIH

MSTI2

MSTI3

Puc. 5.2.29.2 — Oto6paxkenue MSTI

Tabmuna 5.2.29.2 — Oto6paxkenue MSTI

Configuration Identification (MaeHTHpHKAIIMOHHbIE JaHHbIE KOH(QUTYPALIUH)

Configuration Name Nma MSTI. Ilo ymomuanuto wucnossdyercss MAC-agpec
KOoMMyTaTopa. MakcumanbHas ayuHa 32 cuMBoda. s Toro, 4ToObI
coBMecTHO ucmonb3oBaTh STP mms MSTI, MoCThl AODKHBEI UMETh
0JIMHAKOBbIe UMEHa KOHPUTYpaluii 1 HoMepa BepcHil KOHPUTYpaLUH.

Configuration Howmep Bepcun muis MSTI. JlonmycTuMsblil 1nana3oH 3Ha4eHui: ot 1 1o
Revision 65535.

MSTI Mapping (Otobpakenue MSTI)

MSTI Howmep xonuu MSTIL

VLAN Mapped 3anaiite HoMepa ceteil VLAN, xotopsie OyayT npusasansl kK MSTIL

MosxHo BBecTH Kak ogHy VLAN, tak u nnanazon HomepoB VLAN.
Homepa VLAN MOHO OTAEISTH 3alSTBIMU U UCIIOIB30BaTh TUPE IS
ykazanuss  jguanazoHa VLAN.  (Ilpumep:  2,5,20-40). s
HeucnosbzyeMblx MSTI octaBbTe MoJI€ MyCTHIM.

MSTI Priorities (Ilpuopurerst MSTI) (Puc. 5.2.29.3) (Taod.. 5.2.29.3).
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MSTI Configuration

MSTI [ Priority
* < -
CIST
MSTI
MSTI2

Puc. 5.2.29.3 — ITpuoputetst MSTI

Tabmuna 5.2.29.3 — Ilpuopurerst MSTI

MSTI OtoOpaxkaercs Homep kormuu MSTI. “*” — mpaBwio mpuopurera
MIPUMEHSIETCS KO BCEM TIOPTaM.
Priorit Br10epuTe COOTBETCTBYIOLIMN IPUOPUTET I Kaxkaoil kormuu MSTL
Yy Yy

IIpuopuTeT MOCTa UCIOIB3YETCS IIPU BBIOOPE KOPHEBOI'O YCTPOMCTBA,
KOPHEBOI'O II0PTa U HA3HAYEHHOT'0 IIOPTa. Y CTPOKCTBO ¢ HaUBBICIIUM
IIPUOPUTETOM CTAHOBUTCS KOPHEBBIM YCTPONCTBOM. OIHAKO, €CIIU BCE
YCTPOMCTBA UMEIOT OJIMHAKOBBIA IIPUOPUTET, KOPHEBBIM YCTPOKHCTBOM
cTaHeT ycTpoiicTBO ¢ HauMeHnbliuM MAC-aapecom. Mmeiite B BuAy,
YTO YEM MEHbIIE YHCIEHHOE 3HAaY€HHE, TEM BBILLIE MPUOPHUTET.
Wnentudukatop Mocra GopMUpyeTCsl KOHKATEHALUEH CIeIyIOLero:
MPUOPUTET MOCTa IuTtoc HoMmep konuu MSTI, koHKaTeHMpPOBaHHBIN €
6- 6aiitHeiIM MAC-aipecoM KOMMYTaTOpA.

CIST Ports (Tloptsl CIST) (Puc. 5.2.29.4) (Tadu1. 5.2.29.4).

STP CIST Port Configuration

CIST Agaregated Port Configuratio

STP Gr D . Restricted Point-to-
Port T Path Cost Priority | Admin Edge | Auto Edge Role | TCN BPDU Guard point
[28v] [NonEdgev] 0 C C
STP . : Restricted Point-to-
Port T Path Cost Priority | Admin Edge | Auto Edge Role | TCN BPDU Guard point
* == “ | |=:: v| |-::=— v| C C C <= -
1 [28v] [NonEdgev] 0 C C
2 (8] [NorEosev] 0 C C
3 [128 w| [Non-Edgew| 0O C C

Puc. 5.2.29.4—Ilopter CIST

Tabmuna 5.2.29.4— Iopte CIST

Port

Howmep nopra

STP Enabled

Bxmrouaer ¢pynkiuio STP.

Path Cost

CroumocTh MapHIpyTa UCHOJIB3YETCS AJIs ONPENEICHHS HAaWITyYIEero
Mapuipyta Mexay ycrpoictBamu. Ecnu BbIOpaH pexuM paOoTh
“Auto” (ABTOMAaTHYECKH), TIPU ONPEIEIEHUA CTOMMOCTH MaplipyTa
CHUCTEMa aBTOMATUYECKH OMPEENIeT CKOPOCTh M PEXKUM TyIlIeKca.
Ecmu Tpebyercst BBeCTM 3HaueHHE, BBHIOpAHHOE IIOJbH30BATENIEM,
BeIOepuTe “Specific” (Cnenuanpublii). JJomyctumple 3HadeHus: oT 1
no 200000000. Iloxanyiicta, UMeWTe B BHUAY, YTO CTOMMOCTb
MapuipyTa umeet 0oJiee BBICOKUN MPUOPUTET, YEM MIPHOPUTET MOPTA.

Priority

Bribepure npuopuTeT nopra

Admin Edge

I'panuua agmuHucTpupoBanus. Eciau uHTEepdelc MOIKIIOYEH K
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OKOHEUYHBIM y3J1aM, B 9TOM ToJie MoKHO 3a1ath “Edge” (I'panuna).

Auto Edge

ABTOMaTHYECKOE OIpEeeIeHUEe TPAaHHIIBI CeTH. Y CTaHOBUTE (hiar B
3TOM Tmoje, 4yToObl BKIOUYUTH 3Ty ¢yHkuuioo. Korma dyHkuus
BKJIIOYEHA, TOPT ABTOMATHUYECKU OIpPEACNACT TPaHUIly CETU MpHU
npueme BPDU.

Restricted Role

OrpanuveHHas poib. Ecnu BKIIOYeHO, TOPT HEe OyneT BhIOpaH B
kadectBe KopHeBoro mist CIST nnu mo6oro MSTI naxe Torna, korma
OH nMeeT Hawiryumii npuoputet STP.

Restricted TCN

Orpannuennpii  TCN. Ecnu  BkItoueHo, TOpT He  Oyaer
pacrpoCTpaHATh NMPUHATHIE YBEAOMIICHUS 00 U3MEHEHUH TOMOJIOTHH
Y caMH U3MEHEHHsI TONOJIOTHHU Ha JPYTHE MOPTHI.

BPDU Guard

Hannas QyHkuums 3amuiaer noptsl oT npuema BPDU. Ilo3Bonsier
MPEIOTBPATUTH METIN MyTEM BBIKJIFOUEHUS 1opTa npu npueme BPDU
BMeCTO moMerieHusi ero B cocrosiaue discarding. Ecnu BKItoueHO,
MOPT BBIKJIFOYUTCSA JI0 TEX MOP, MOKa HE MpUMeT npaBuiibHbId BPDU.

Point-to-Point

Touka-Touka. BeiGepure TUI TUHUY, TOJIKIIOYEHHOU K UHTEpdeicy:
* Auto (ABromaruuecku): KoMMyTarop aBTOMaTudecku ONpeaesurT,
Kakoil HHTep(elc MOAKIIOUEH - MO0 JMHUS TOYKAa-TOYKa, JINOO
paznensemas cpena.

* Forced True (IlpunynuTenbHas yCTaHOBKa COEIMHEHHUS TOYKa-
TOUKa): YCTaHOBKa COEAMHEHUS TOUKA-TOYKa.

 Forced False (IlpunynurtenbHass yCTaHOBKA COEIMHEHUS
paszensieMou cpeibl): Y CTaHOBKA COSAMHEHUS Pa3essieMOM CpeIbl.

MSTIPorts (ITopTet MSTI) (Puc. 5.2.29.5) (Taba. 5.2.29.5).
M3TI Port Configuration

MST1 w|[Get |
Port | Path Cost | Priority
-
Port | Path Cost | Priority
e w | | |-:::=- vl
1
2 128 v

Puc. 5.2.29.5— Iloptet MSTI

Bri6epure konkpeTHbiit MSTI, koTOpBIii TpeOyeTcst HACTPOUTH, 3aTEM HaXKMUTE

KHOTIKY “Get”.

Tabmmma 5.2.29.5— Ioptet MSTI

Port

Howmep nopra

Path Cost

CronmocTh MapHIpyTa UCHOJIB3YETCS AJIs ONPEAEICHHS HAaUITyqILEro
Mapuipyta Mexay ycrpoiictBamu. Ecnu BbiOpaH pexuM paOoTh
“Auto” (ABTOMaTHYECKH), IPH OIMpPEIEIEHUH CTOMMOCTH MapuipyTa
cucTeMa aBTOMAaTHUYECKH OINpeNeNseT CKOPOCTh M PEXHMM JyIJIeKCa.
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Ecmu TpeOyercst BBecTH 3HaueHHE, BHIOPAaHHOE II0JH30BATEIIEM,
BoIOepuTe “Specific” (Cnenuanbublii). JJonmyctumple 3HaYeHus: oT 1
no 200000000. Iloxanyiicta, uMeWTe B BUAY, YTO CTOMMOCTb
MapuIpyTa uMeeT 0oJiee BBICOKHI MPHOPUTET, YEM IIPUOPHUTET TOPTA.
Priority Br1OepuTe mpruopuTeT mopra.

5.2.30. IPMC Profile (Ilpo¢guas IPMC)

IPMC npodrim ucnons3yroTcs uisi o0ecriedyeHuss KOHTpois joctymna K IP mymbpTukact
norokam. CyIecTByeT BO3MOKHOCTb co3/1aTh 64 mpoduiis ¢ 128 mpaBuiamu B KaKI0M.

Jns moctyma K HacTpoiikaM Heobxoammo mepedtu mo Bkiaake Configuration—IPMC
Profile.

Profile Table (Tadiuua npopuas) (Puc. 5.2.30.1) (Tada. 5.2.30.1).

IPMC Profile Configurations

| Global Profile Mode | Disabled v |

IPMC Profile Table Setting

Delete |  Profile Name | Profile Description | Rule
| Delete || [ - ®

| Add New IPMC Profile |

Puc. 5.2.30.1 — Ta6auna npodusis

Tabmuua 5.2.30.1 — Tabauua npoduis
IPMC Profile Configuration (Hactpoiikanpoduis IPMC)

Global Profile Mode | [lo3Bonsier BKIOUMTH WM BHIKIIOUUTH QyHKIuio [PMC Profile
r7100aJIbHO.

IPMC Profile Table Setting (HactpoiikaTabauupsimpoduis [IPMC)

Profile Name BBenure ums a5 JaHHOTO NPOGUIISL.

Profile Description BBeauTe kpaTkoe onucaHue sl JAHHOTO nMpoduiist

[ Add Mew IPMC Profile |

Knonka MO3BOJISET J0OABUTh HOBBIM MPOQUIIB.

Address entry (Iuana3ons! agpecoB) (Puc. 5.2.30.2) (Ta6.a. 5.2.30.2).
IPMC Profile Address Configuration

Mavigate Address Entry Setting in IPMC Profile by | 20 entries per page.
Delete |  Entry Name | Start Address | End Address
| Delete | [ [

| Add New Address (Range) Entry |

Puc. 5.2.30.2 — JIlnanazoHsl aapecoB

Ta6mmma 5.2.30.2 — JInama3oHsl aapecoB

Delete Y aneHue TeKyIen 3anucu

Entry Name BBenute uMms, KoTopoe OyJIeT HCIONb30BaThCs Ui WHACKCAIUH
JMana3oHa agpecos.

Start Address Bseagure B 5TOM I0JIe HAYAJIBHBIN aIpec AUana3oHa MHOI0aIpPECHBIX
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aapecos (IPv4 unu IPv6).
End Add BBenure B 3TOM Nojie KOHEUHBIM agpec auana3oHa MHOTOAJpPECHBIX
aapecoB (IPv4 umu IPv6).

| Add New Address (Range) Entry |

Knonka MO3BOJISIET JOOABUTH HOBBIN MPOQUITb.

5.2.31. MVR

[Tporokon MVR - peructpamus maoroaapecHbix VLAN (Multicast VLAN Registration)
MO3BOJISIET MEAMACEPBEPY NEpeIaBaTh MHOT0IPECHBIN MOTOK 10 0JIHOM MHOroaapecHor VLAN,
IpU 3TOM KIHMEHTHI, MPUHUMAKOIMIME NOTOK MHoroaapecHoii VLAN, moryTt ocrtaBaTbcsi B
paznuunbix cerax VLAN. Kiwmentsl pasnuuneix VLAN, HamepeBarouiyecss BCTYNHTH B
MHOTOAJIPECHYIO TPYIITY WU BBIATH U3 HEe, OTIPABIISAIOT B MOPT NpreMHUKA coodmmenne IGMP
Join (Bcrynute B rpymmy) mmb6o IGMP Leave (Ilokunyts rpymmy). Ilopt npuemnmka,
MPUHAJIC)KAIUN OTHOM U3 MHOTI'OAJIPECHBIX I'PYII, MOKET IPUHUMATh MHOT'OAIPECHBIN MOTOK
OT MeHacepBepa.

Hanee, MVR wuzonupyer mnosib30BaTeleil, HE  HAaMEpPEBAOIIMXCS  IMPUHUMATH
MHOTOQIPECHBI TpaduK U, ClIeJOBaTENbHO, OOecleYnBaTh OE30MacHOCTh JaHHBIX 33 CUET
cerperauuun VLAN, nomyckaromieil ToJpKO MHOToaapecHbiii Tpaduk B apyrue cetu VLAN, k
OJIHOH U3 KOTOPBIX MPUHAAJIEKUT a0oHEeHT. HecMoTps Ha TO, 4TO 0OIIMI MHOTOAIpeCHBIHN TpaduK
npoxoaut oT MVR VLAN B VLAN pa3znuunbix rpyni, nosub3oatenu pazinudsbix VLAN IEEE
802.1Q wmmm wyactHbix VLAN He wMoryr oOMeHHBaThcs Kakoi-mubOo wuHbopmammen (3a
UCKITIOYEHHEM YCIIyT MapIIpyTU3alMd BEPXHETO YPOBHS).

Jis joctyna K HacTpoikaM HeoOXoauMo nepeiTH mno Biiajake Configuration— MVR.

Configuration (Hactpoiika) (Puc. 5.2.31.1) (Tabxn. 5.2.31.1).

MVR Configurations

VLAN Interface Setting (Role [:Inactive | §:Source / R:Receiver])
Delete | MVR VID | MVR Name [ Querier Election | IGMP Address | Mode | Tagging | Priority | LLQI | Interface Channel Profile
[ Detete | | | | o 0000| [Dynamic _w| [Tagged E 5| -

Port 1 2 3 4567 8 910

Roe FRNRNINRNRNTNENRNRER

["Add New MVR VLAN |

Immediate Leave Setting

Port [ Immediate Leave
- o v
1 Disabled v
2 Disabled v

Puc. 5.2.31.1 — Hactpoitka MVR

Tabauna 5.2.31.1 — Hactpoiika MVR

MVR Mode ‘ Brutouenue /Beikitouenue ¢pynkuua MVR.
VLAN Interface Setting (Hactpoiika natepdeiica VLAN)
MVR VID 3amaiite HOMep VLAN ID muoroampecnoit VLAN. Iloxanyiicra,

HMEWUTe B BUAY, 4TO NOPTHl uMcrouHMKka MVR He pekomennyercs
MCIoJIb30BaTh Kak mopthl ympasieHuss VLAN. IlopTel ncrouHuka
MVR nomxHbsl ObITh CKOHPUTypHpoBaHbl, kak wieHsl MVR VLAN,
OJIHAKO TNOpThl npueMHHMKOB MVR He creayer Bpy4yHYRO
KOH(HUIypUpOBaTh, Kak wieHsl gJanHoH VLAN.

MVR Name JIONOTHUTENPHO MOKHO 3aaTh UM, ONPEACICHHOE MOJIb30BaTEIEM
JuIg 1aHHOM MHoroanpecHo VLAN. MakcumanbHasi AJMHA CTPOKU
numMenun MVR paBuHa 32. Paspemaercss ucnosib3oBaTb U OYKBBI, U

UQpBI.
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Querier Election Bxutounre, utoObl mpucoeauHUTHCS K BBIOOPY IGMP Querier B

VLAN.

IGMP Address 3amaiite oaHoanpecHslit [Pv4-anpec B kauecTBe ajapeca HUCTOUHHUKA,
HcnoJib3yeMoro B 3arosioBke [P kanpoB ynpasinenus IGMP.

Mode [TonnepxxuBarores nBa pexuma padorsl MVR:

* Dynamic ([Iunamuueckmii): MVR pazpemaer nuHamMuuecku
OTIIPABJISITh COOOINEHUS O WICHCTBE HAa MOPTHl HMCTOYHUKA. DTOT
pexxumM paboThI 3a]1aH M0 YMOTYAHHUIO.

* Compatible (CoBmectumsblii): OTmpaBka Ha TOPTHI HCTOYHUKA
coobmiennit MVR o wiieHcTBe 3ampenieHa.

Tagging 3anaiiTe, cienyer Jid Npu oTopaBke nomedars teramu MVR VID
kaapel ynpasieHus IGMP/MLD 6o ux cieayer oTHpaBisiTh 0e3
TETOB.

Priority 3anmaiite npuopuTeT nepeaaun kaapos ynpasieHus IGMP/MLD. Ilo

yMollyaHuto, npuopurer paseH 0. JlomycTumble 3HaYeHUs
npuoputera: 0 -7.

LLQI LLQI — ato cokpamienne st Last Listener Query Interval (MaTepsan
3amnpoca nocientero ciaymranus); LLQI nmpuMeHseTcs 11 HacTpOMKH
MaKCHMaJbHOTO BPEMCHH OXHJAHUS COOOIICHHS O WICHCTBE
IGMP/MLD na mnopry mnpueMHUKa [0 YyAaJeHUs T[opTa u3
MHoroazapecHoi rpymnsl. [lo ymonuanuto LLQI paBHo 0,5 cexyH[bI.
Jlnama3on gonyctumbix 3HaueHU: 0-31744 necsThiX 10JIe CEKYHIbI.

Interface Channel Bri6epure npoduis IPMC U3 packpbIBaloerocs MeHIO.
Profile
Port Role HaxxmMuTe Ha 3Ha4OK POJIM MOPTA, YTOOBI U3MEHUTH COCTOSIHUE POJIH. ®

Inactive (I) (Heaktupubiii): [lo ymMomuaHuio, BCE MOPTHl HEAKTUBHBI.
HeakTuBHbie opThl He 86 yyacTBYyIOT B pabore MVR.

* Source (S) (Mcrounuk): ITopr (Bxomsmiero Tpaduka) sBIseTCS
MOPTOM HCTOYHMKA. [lOPTBI HUCTOYHMKOB OyIyT MPUHUMATH U
MOChUIATh MHOTOAJIPECHBIE JlaHHbIE. AOOHEHTBHI HE MOTYT OBITh
HaIpsIMyIO MOAKJIIOYEHBI K MOpTaM UCTOYHUKaA. VIMeliTe B BUYy, 4TO
MOPTHl HMCTOYHHWKA HE MOTyT OBITh B TO XK€ BpeMsl MOpTaMu
yIpaBIeHHUS.

* Receiver (R) (Ilpuemnuuk): [lopt ycTaHOBIEH Kak MOPT NPUEMHHKA.
Knuentckue wunm abOHEHTCKHME TOPTHI CKOH(GUTYPUPOBAHBI, Kak
MOPTHl IPUEMHHUKOB, TaK YTO OHH MOTYT HCIOJb30BaTh COOOIIECHUS
IGMP/MLD nnst npueMa MHOTOAJPECHBIX TAHHBIX.

Immediate Leave Setting (HacTpoiika HemeJIeHHOTO BBIXOa (U3 TPYIIIB))

Port Howmep nopra

Immediate Leave BrIOpaB COOTBETCTBYIONIUEH pa3fesl CIHUCKA, MOXXHO BKJIFOYHTH
(Enable) nnu BeikmtounTts (disable) ¢pyHKIUIO HEMEATEHHOTO BBIXOIA
n3 rpynnel. Korga QyHKuMs BKIIOYEHA, YCTPOWCTBO HEMEAJIEHHO
yAalsgeT MOpT W3 MHOTOAJPECHOr0 TMOTOKAa, KaK TOJBKO OHO
npuHuMaeT coodbmenne leave (ITokuHYTH TpymImy) JUIst STOW TPYIIIBL.
Jannas omuMs ~ TPUMEHHMMa  TOIBKO K  uHTepdeiicy,
CKOH(HUTYpHpOBaHHOMY, KaK MpueMHUKH MVR.

[Add New MVR VLAN |

Kuomka [103BOJISAET 100aBUTh HOBBIA MVR.
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5.2.32. IPMC
5.232.1. IGMP Snooping

[Tporokon ynpasienus rpymnnamu uarepaera IGMP (Internet Group Management Protocol)
obecrieunBaeT ymnpaBlIeHHE ydacTHeM B MHoroajpecHbix IP-rpynmax. IGMP ucnons3yercs IP-
XOCTaMU U COCEJHUMH  MHOIOQJPECHBIMH  MapLIPYTU3aTOpaMu JUIsl  YCTaHOBJICHUS
MPUHAJJISKHOCTH K MHOTOaJpecHoi rpyrmme. OH MOXET UCI0NIb30BaThesl Hanboee 3pGeKTUBHO
IIPU MO/JIEPIKKE TAKUX YCIYT, KAK IOTOKOBOE OHJIAWH-BUJIEO U UTPHI.

IGMP Snooping — 3to nporecc ciaymanus Tpapuka IGMP. Kak cinemyer u3 Ha3BaHus,
IGMP snooping npencraBiisieT co00il (PyHKINIO, TO3BOJSIONIYI0 KOMMYTATOPY «IIPOCITYIINBATH
oOMeH MaHHBIMH MEXAYy XOCTaMU U MaplIpyTu3zaTopaMu, oOpalaThiBas MakeThl 3-TrO ypOBHS
(maxetsl IGMP, nocbutaembie 110 MHOTOAAPECHON CETH).

Korga wa kommyrtarope BkimodeH IGMP snooping, OH aHaau3MpyeT BCE ITAKETHI,
IepeJaBaeMble MEXJIy XOCTaMM, IOJKIIOYEHHBIMU K KOMMYTAaTOpy W MHOT0aJIpECHBIMU
Mapuipytuzaropamu B cetd. Korma kommyrtatop npunHumaer otder IGMP s manHoit
MHOT0QJIpECHOM TpYNIbl OT XOCTa, KOMMYTaTop JA00aBisieT HOMEp MOpTa XocTa K
MHOT0QJIpECHOMY CIUCKY JUIsi 3ToW rpymmbl. Korga komMMyTatop oOHapyXHBaeT COOOIIEHUE
IGMP Leave (Ilokunyts rpynny IGMP), o yganser nopt xocta u3 s4eiiku TaOIUIIbL.

IGMP snooping no3possiet 3¢pHeKTUBHO CHUKATh MHOT0QIPECHBIN TpaduK MIPU CTPUMUHTE
U JIpyTUX 3KCTEHCHUBHO pacXoAyrolux mnosocy mnpomnyckanus IP npunoxenusx. Kommyratop,
ucnonesytouii  IGMP snooping, B 3ToM Tpaduke Oyaer mepenaBaTb XOCTaM TOJBKO
MHOTOoaApecHblil Tpaduk. CHUKEHHE MHOTOAPECHOr0 TpauKa YMEHBIIAET YUCIIO IAKETOB,
o0OpabaTbiBaeMbIX KOMMYTaTOPOM (OJHAKO MPU 3TOM TpeOyeTcs yBeIHYeHHE OIepaTHUBHON
namsITé 17151 00pabOTKH MHOT0QIPECHBIX Ta0JIMI) U CHUKAET Harpy3Ky Ha OKOHEYHBIE XOCTHI, TaK
KaK MX CETeBbIC KapThl (WJIM OTMIEPAIlMOHHBIE CUCTEMBI) HE OyIyT MPUHUMATh U (PUIBTPOBATH BECh
MHOT'0aIPECHBII TpaduK, TeHEPUPYEMBIN CETHIO.

Jns noctyma Kk HacTpoiikam HeoOxoaummo mnepeiitu mo Bkmagke Configuration—
IPMC—IGMP Snooping.

Basic Configuration (OcHoBHble HacTpoliku) (Puc. 5.2.32.1.1) (Ta6a. 5.2.32.1.1).

IGMP Snooping Configuration

Global Configuration

Snooping Enabled
Unregistered IPMCv4 Flooding Enabled

IGMP $SM Range |232.0.0.0 e
Leave Proxy Enabled .‘
Froxy Enabled [

Port Related Configuration

Port | Router Port | Fast Leave | Throttling

& [ [
C C
C
C C

Puc. 5.2.32.1.1— OcHOBHBIE HACTPOIKU

d fd
B

N
W

Tabmmia 5.2.32.1.1— OcHOBHBIE HACTPOHUKH

Global Configuration (I'106agpHBIE HACTPONKH)

Snooping Enabled VYcranoBute uiar, 4To0bl rI00anbHO BKIHOYUTH GyHKIHIO IGMP
Snooping. Koraga ¢yHKius BKIIOYEHa, JaHHOE YCTPOMCTBO OynaeT
OCYIIECTBIIATH MOHUTOPUHT CETEBOTO TpaduKa M ONMpPEACITh, KAKUe
XOCTBl OyAyT NPUHHMATh MHOTOaJApecHbl Tpaduk. KommyraTop

278




MO>KET IACCUBHO KOHTPOJIUPOBATh WM aHAaIU3UpoBaTh nakeTsl IGMP
Query (3ampocet IGMP) u IGMP Report (Otuerst IGMP),
repeaaBaeMble MEXKJy MHOroaapecHoeiMu IP-mapuipyrusaropamu u
MOANUCYMKAMU MHOroaapecHsix [P-ycnyr anga wuaentuduxanyiu
YYaCTHHKOB MHOTOaJpecHOi Trpymnmel. KoMmmyTtarop anamusupyer
npoxonsmue dyepe3 Hero IGMP-makerbl, uW3BIEKaeT U3 HHUX
PETUCTPAIIOHHYI0 HH(OPMAIMIO TPYIIBl U COOTBETCTBYIOIIUM
00pazoM KOHPUTYPUPYET MHOTOAAPECHBIE (DUITBTPHI.

Unregistered IPMCv4 | Eciu ¢uar B 3TOM 10J€ yCTAaHOBJICH, BKJIIOUEH PEXUM Meperaadn
Flooding Enabled HE3aperuCTPUPOBAHHOTO (He MIPUHAICKAIIETO TpyIIIam)
MHoroazapecHoro [P-tpaduka. YcranoBute ¢uiar B 3ToM 1osie, 4To0bl
BKJIFOUUTh PACCBUIKY MTAKETOB BCEM Y3JIaM.

IGMP SSM Range Jlnana3oH MHOIOAJPECHBIX aqpecOB Ul KOHKPETHOI'O HCTOYHUKA
SSM (Source-Specific Multicast), MO3BOJIIET MOACPIKUBAOIIIM
SSM xoctaMm ¥ MapuIpyTH3aTOpaM BBIIOJHATH MOJENb yciayr SSM
JUIs TPy B 33JaHHOM JIMaIia30He aJIpecoB.

Leave Proxy Enabled | [TogaBisier cooOIieHuss O BBIXOJE W3 TPYIIIBI, OTIMYAIONIHECS OT
MPUHSATHIX, OT MOCJEIHEro NopTa y4acTHUKa rpymnibl. [Ipokcu-cepsep
COOOIICHNH O BBIXOJIE W3 TPYMIBI MOAABISET BCE HE SIBIISIONIUECS
HeoOxoauMbiMu coobmieHuss IGMP o BbeIxozne W3 TpymIbl TakKUM
00pa3om, 4TO KOMMYTAaTOp, HE SABISIOMIMIACS querier, Iepe1aeT MaKeT
BBIXO/Ia U3 TPYIIBI TOJBKO TOT/A, KOT/a MOCIEAHUNA JUHAMHYECKUN
MOPT-YYACTHHUK MMOKUIAET MHOTOAIPECHYIO IPYIIITY.

Proxy Enabled [Ipokcu-cepBep BKIOUEH

Port Related Configuration (HacTpoiiku, cBS3aHHBIE C TIOPTOM)

Port Howmep nopra

Router Port VYcranoBure ¢uar B IoJie JaHHOTO MOPTa, 4TOObl HA3HAYUTH €ro
noproMm Mapupyrtuzaropa. Ecau IGMP  snooping He Moxer
onpeaenuts MectonaxoxaeHne IGMP querier, Bel MokeTe BpydHYIO
Ha3HAYUTh MOPT, KOTOPBIA MojakiIoueH K u3Bectnomy IGMP querier
(nammpumep, K  MHOTOQJpeCHOMY  MapLIpyTH3aTOpy  WIH
KOMMYTAaTopy). DTOT HHTepdeic 3aTeM BCTYNUT BO BCE TEKYILHE
MHOTOAJIpECHBIE  TIPYINIBl,  IMOAJAEPKUBAEMBIE  IOAKJIIOUEHHBIM
MapuIpyTU3aTOpOM/KOMMYTAaTOpPOM, YTOOBI TapaHTUPOBATh, YTO
MHOTOQJIpeCHbIl  TpauK TMpolIeT Ha BCE COOTBETCTBYIOLIUE
uHTepPecsl KOMMyTaTOpa.

Fast Leave Ecnu ¢unar ycraHoBieH, BKIIOYeHa (YHKIMS OBICTPOro BBIXOJA W3
rpynnsl. Korja nmpuHSAT makeT BbIXOJA W3 TPYIIIBI, KOMMYTaTop
HEMEIJIEHHO YJaJIeT MOPT U3 MHOI0AJPECHOM YCIyrH, HE MOChLIas
cnenuduusblii s rpynmnel 3anpoc IGMP GS Ha 3T0oT HHTEpdeEiic.
Throttling OTO0 3HaUYE€HUE OrPaHUYMBAECT MAKCUMAJIBHOE YMCIIO MHOTOAJPECHBIX
Ipyni, B KOTOPbIE MOPT MOXKET BCTYNUTh 0JHOBpeMeHHo. Koraa ans
nopra OyneT AOCTUTHYTO MAaKCHMAaJbHOE YHCIO TPYII, HOBBIE
coobmenuss ¢ orueramu IGMP o Berymienun B rpymnmy OyayT
orOpacsiBaThCs. 110 yMonauaHUIO BBHIOPAaHO HEOTPAHUYEHHOE YHUCIIO
rpynn (unlimited). Jlomyctumsblil 1uana3oH 3HadeHui ot 1 o 10.

VLAN Configuration (Hactpoiika VLAN) (Puc. 5.2.32.1.2) (Ta0.. 5.2.32.1.2).
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IGMP Snooping VLAN Configuration

Start from WLAN with entries per page.

[ VLANID | Snooping Enabled [ Querier Election [ Querier Address | Compatibility [ PRI] RV | Ql(sec) [ QRI(0.1 sec) [ LLQI (0.1 sec) | URI (sec) |
1 | 0.0.0.0] IGMP-Aute ] | 2] | 125] | 100] | 10] | 1]

Puc. 5.2.32.1.2 — Hactpoiika VLAN

Tabmuna 5.2.32.1.2 — Hactpoiika VLAN

VLAN ID 3anaiite Homep VLAN, ucnonsszyemoii 1yt IGMP snooping.

Snooping Enabled | YcranoBute ¢uar, yToObl BKIIOUUTH (YHKIHUIO «IIPOCTYIIUBAHUS» Ha
unrepdeiice. Korma sta ¢yHKIMA BKIIOYEHA, KOMMYTAaToOp OyIeT
KOHTPOJIMPOBATh CETeBOM TpapuK Ha yKa3aHHOM HHTepdeiice, 4TOOBI
OINpPEAEINTh, KAKUE XOCTBI JKEIAIOT IO0JIy4aTh MHOIOQJPECHBIE YCIIYIH.
Ecnmu IGMP snooping Bkitouen rio6ansao 1 IGMP snooping BkiTtoueH Ha
uHTepdeiice, To mpuoputeToM OyaeT moib3oBarbes IGMP snooping Ha
untepdeiice. Korna ¢uar B 3ToM mose CHSAT, «IIPOCITYIIMBAHUE» MOXKET
ocTaBaThCcs CKOH(UTYpHpOBaHHBIM Ha MHTEpdeiice. OTHAKO HACTPOUKH
OyayT eHCTBOBaTh TOJIBKO B TOM citydae, eciiu IGMP snooping BkiitoueH
r7100aJIbHO.

Querier Election | YcranoBute ¢iar B 3ToM moje, 4ToObl BRIOpaTh mopt 3anpocoB B VLAN.
Korpna ¢uar B mose cHsT, mopT OyAeT UCnoib30BaThes Kak mopt IGMP, He
MOCHUTAIOIIUN 3aIIPOCOB.

Querier Address | 3amaiite omHoaapecHswl [Pv4-anpec, ucnonszyemsiid B 90 3aromoske [P
IUisi BbIOOpa mopTa-ucrounuka 3ampocoB IGMP. Korga »to mone He
3aJ1aHO0, KOMMYTaTop OyJeT HCIIOIb30BaTh MEPBBIN JOCTyHBIN [Pv4-anpec
ynpasieHus [P-unatepdeiica, acconunpoBannoro ¢ atoir VLAN.
Compatibility B sTOM nose 3agano, Kakue XOCThl M MapIIPyTH3aTOPbI MOTYT BBITIOIHATH
omepanuu B ceTd (B 3aBUCUMOCTU OT BbliOpaHHOW Bepcuu IGMP).
Hoctynnsl crnenytoume BapuanThl: “IGMP-Auto” (ABTomaTtuueckuit
BoibOp Bepcuu IGMP), “Forced IGMPv1” (IlpunynutenbHoe
ucnionp3zoBanue IGMPvl), “Forced IGMPv2” (IlpunynurensHoe
ucnonszoBanue IGMPv2), “Forced IGMPv3” (IlpunyaurensHoe
ucnonszoBanue IGMPv3). Tlo ymonuanuto npumensercsa “IGMP-Auto”
(ABTomaruueckuil BeIOOp Bepcuu IGMP).

PRI Bribepute mnpuopurer uHTepdeiica. B sTomM mosne ykazaHo YpOBEHb
npuopurera kaapa ynpasieHus IGMP, crenepupoBaHHBIN CHCTEMOH,
KOTOpasi MHCIIOJIb30BaHa JJIsi HAa3HA4Y€HUS MPUOPUTETOB pPa3IMUHbIM
kiaccam Tpaduka. /lnanazon 1omycTUMBIX 3HaYeHHH: OT 0 (HaUMEHBIIHA
npuopurer) a0 7 (HauBblcuil npuopureT). [lo yMonuanuto, npuopurer
uHTepdeiica paseH 0.

RV [Tepemennas HagexxHoctu RV (robustness variable) mo3Bosisier HaCTpPOUTH
OKHMJAeMbI€ TOTEPU MAKETOB B MOJACETH. ECaM ecTh MoA03peHue, 4To B
MOJICETH TEPSAIOTCS MAKEThl, 3TO 3HAYCHHE MOXHO YBEIMUYUThH. 3HAUCHHE
RV He nomxHO ObITh HyNleM wiu 1. 3HaueHue J0JKHO ObITH 2 Min Gosiee.
ITo ymoganuto 3a1aHo 2.

QI B none Query Interval (MHTepBan Mexay 3ampocamMu) yKa3aH HHTEpBal
BpEMEHH MEXIy OTIPABKON 3amMpOCYMKOM COOOIIEHUH C OOIMMHU
sanpocamu IGMP (IGMP General Query). [lo ymonuanuio 3amaH
WHTEepBal 125 CEeKyH/I.

QRI Query Response Interval — MakcumanpHOE€ BpeMsi  OXHUIaHUS
mapuipytuzaropom IGMP npuema oTBera Ha COOOILIEHHE C 3alpOCOM
IGMP General Query. QRI mnpumensiercs, Korma KOMMYTaTop
(YHKIMOHHMPYET, KaK 3alpOCUYHK M UCHOJB3YETCs JUIsl MHQOPMUPOBAHMSI
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JIPYTUX YCTPOUCTB O MAaKCUMaJIbHOM BPEMEHHU, KOTOpOE JaHHas cUcTeMa
OKHMJIaeT OTBEeTa Ha oburue 3anpockl. [1o ymonuanuro 3anano 3nadeHue 10
cekyHa. [uanmaszon nomyctumbix 3HadeHuil: 0-31744 necareix noneit
CEKYHJBL.

LLQI Last Listener Query Interval — Bpemst oXumaHus OTBETa Ha 3alpPOCHOE
cooO1enue, crnenupuyHoe JUisl TPYIIbl WK Ha 3aIIPOCHOE COOOIIEHUE,
cnenuUIHOE JJIsl TPYIIIBI M HCTOYHUKA.

URI Unsolicited Report Interval — Bpems oxumaHus rnepefadyd BXOSITAM
uHTepdeiicom HenpeaycMoTpeHHbIX oT4eToB IGMP, koria BKIIIOUEHO UX
nojaBjieHue WM GuiabTpanus Ha mpokcu-cepsepe. [lo ymonuanuio s
URI 3anano 3HaueHue 1 cexynaa. Jluana3oH qonyCTUMbIX 3HaUYeHUi: ot 0
1o - 31744 cexyHn.

Port Filtering Profile (Ilpo¢punas ¢uastpanuu nopra) (Puc. 5.2.32.1.3) (Tada.
5.2.32.1.3).

Ha crpanune HacTpoiiku (uiabTpamyii mopTa MOXHO OT(QWIBTPOBATH OMPEACIICHHBIN
MHOT'0aIpECHBIN Tpaduk M0 KaxJoMy MOpTy oThenbHo. Ilepen Tem, kak BbIOMpaTh IpOQHIIL
¢mpTpanum, HeooxoauMo 3aaath npodum Ha crpanune IPMC Profile (ITpoduns IPMC).

IGMP Snooping Port Filtering Profile Configuration

Port | Filtering Profile
r® v
2 -
3 - [-v]

Puc. 5.2.32.1.3 — [Ipoduns dpunpTpanuu mopra

Tabmuna 5.2.32.1.3 — [Ipodwuns dbunbsTpanuu mopra

Port Howmep nopra.

Filtering Profile | BriGepure croHpUTypUpOBaHHBIE MHOTOAAPECHBIE TPYMIbI, KOTOPHIC
3ampemieHsl Ha TopTy. Kornma ompeneneHHass MHOTOagpecHasl Tpyrira
BbIOpaHa Ha nopty, cooduienns IGMP join reports (OT4ETHI O BCTYIUIEHUH B
IpyNIly) Ha MOPTY OTOpachIBarOTCsl.

5.2.32.2. MLD Snooping

[Tpotrokon MLD (Multicast Listener Discovery snooping) mono0GeH nporokony IGMP
snooping st IPv4 u ucnons3yerca ayis MHoroajapecHoro tpaduka IPv6. Jlpyrumu cinoBamu,
MLD snooping KOHGHUTypUpyeT MOPTHI AJIsi OTpaHUYEHUs] MHOToapecHoro tpaduka IPv6 mmm
yOpaBlIeHUS UM TakuM o00pa3oM, yTOObl OH IepeaBajics Ha MOPTH (WM MOJIb30BATENSIM),
KOTOpPBIM OH JieficTBUTenbHO TpeOyercs. B pesymprare, MLD snooping cHuxaer
JAaBUHOOOpa3HYI0 Tepeaady MHOToaapecHbIx nmakeToB IPV6 no 3amanueiMm VLAN. Tloxanyiicra,
umeiite B Buy, uro IGMP Snooping u MLD Snooping paGoTatoT He3aBUCUMO APYT OT JIpyra.
OHu MOTyT OBITH BKIIFOUEHBI OJTHOBPEMEHHO.

Jns noctyna k HacTpoiikam HeoOxoaumo nepeiitu no Bkiaake Configuration— [IPMC—
MLD Snooping.

Basic Configuration (OcHoBHbIe HacTpoliku) (Puc. 5.2.32.2.1) (Ta6a. 5.2.32.2.1).
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MLD Snooping Configuration

Global Configuration

Snooping Enabled

MLD 55M Range
Leave Proxy Enabled
Fraxy Enabled

Unregistered IPMCvE Flooding Enabled

|ff“39::

Port Related Configuration

Port | Router Port | Fast Leave | Throttling

*

Fl

i pd
|

= w
.

Puc. 5.2.32.2.1 — OcHOBHBIE HACTPONKHU

Tabmuna 5.2.32.2.1 — OcHOBHBIE HACTPOMKHU

Global Configuration (I'106anpHBIE HACTPONKH)

Snooping Enabled

YcranoBute d¢uar, 4toObl ria00anbHO BKIOYHUTH GyHKIMIO MLD
Snooping. Korna ¢yHKIMS BKIIOYEHA, JaHHOE YCTPOHCTBO OyneT
OCYIIECTBIISITh MOHUTOPUHT CETEBOTO TpaduKa U OMPEeAesiTh, KaKue
XOCThI OyayT TpPUHUMATh MHOTOJApecHBId Tpaduk. Kommyrarop
MOXET NaCCUBHO KOHTPOJIMPOBATh WM aHAIM3UpOBaTh naketsl MLD
Listener Query (3anpocsl npocaymmuBanuss MLD) u MLD Report
(Otuetst MLD), mnepemaBaemble Mexay MHOroaapecHbiMu [P
MapHIpyTU3aTOpaMu U MOJAMUCYUKaMU MHOTOapecHbIX [P ycryr mist
UICHTU(PUKAIMN YYaCTHUKOB MHOTO0aIpecHol rpyribl. KommyTtarop
aHaNMM3UpyeT npoxojsmue yepe3 Hero IGMP-maketsl, u3Bnekaer u3
HUX PEruCTPaIMOHHYI0 MH(GOPMAIUIO TPYMIBl U COOTBETCTBYIOIIUM
00pa3oM KOH(PUTypUpYyeT MHOT0aJpECHbIE (PUIBTPBHI.

Unregistered IPMCv6
Flooding Enabled

Ecniu  ¢nar  ycTaHoBieH,  BKIIOYEH  pPeXHUM  Iepenadyu
HE3aperuCTPUPOBAHHOIO (ue MIPUHAJIEIKALETO rpynmnam)
MHoroazpecHoro IP-tpaduka. Ycranosure ¢uar, 4ToObl BKIIOYUTH
pacChUIKYy IMAKETOB BCEM Yy3JIaM.

MLD SSM Range

Jlnana3oH MHOTIOAPECHBIX agpecoB Ul KOHKPETHOIO HCTOYHUKA
SSM  (Source-Specific Multicast), MO3BOJIET MOACPKUBAOIIIM
SSM xoctaM ¥ MapIIpyTH3aTOpaM BBIIOJHATh MOZENb yciayr SSM
JUIsl TPy B 33JJaHHOM JIMalia30He aJIpecoB.

Leave Proxy Enabled

YroOsI MIPEAOTBPATUTD HIEPETPY3KY MHOT'03JIpECHOT0
MapHipyTuzaropa CcooOIlIeHUsAMH O BbIXoJAe wu3 rpymnnsl, MLD
snooping MOJABIsIeT MX, MOKa HE IMPUMET TaKoe COOOLIEHHE OT
MOCJIEIHETO MopTa-yyacTHUKa rpymnmsl. Korna kommyTtaTop padboTaer,
KaK 3allpOCYUK, (QYHKILUS MIPOKCUCEPBEPA Al COOOIEHHUI O BBIXO/E
13 rpynmnsl paboTarh He OYJeT.

Proxy Enabled

Korna npokcu-cepsep MLD BkiItoueH, KOMMYyTaTop OOMEHHBAETCS
coobmenusimu MLD ¢ MapmpyTuzatopoM CBOETO BOCXOJISIIETO
uHTepdeiica u BbIMONHAET 3agaun Xxoctra MLD Ha Bocxoasiiem
untepdeiice: ¢ Korma mnpuxoaut 3ampoc, OH TOCBUIAET OTYET
MHOT'0a/IpECHOI0 IIpociIylmBaHus rpymnmne. « Korma xoct Bctynaer B
MHOT'03JIPECHYIO IPYIIILY, B KOTOPOW HET APYTUX XOCTOB, OH IMOCHUIAET
9TOW TpyIIe HENpelyCMOTpEeHHbIE oTueThl. * Korma onpeneneHHyo
MHOT'03JIPECHYI0 TPYIIy NOKHJIAET IOCIEIHHA XOCT, KOMMYTAaTOp
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IIOCBUIAET HENPELYyCMOTPEHHBI OTYET IO aApecy, UCIOJIB3yEMOMY
Bcemu Mapmpytuzatopamu (FF02::2) mpu MLDvI.

Port Related Configuration (HacTpoiiku, cBI3aHHBIE C TIOPTOM)

Port

Howmep nopra

Router Port

Ycranosure ¢uiar, 4ToObl HA3HAYUTH MOPTOM MapuIpyTu3aTopa. Ecnu
MLD snooping HE MOXET OIpeNeNuTh MecToHaxoxaeHue MLD
querier, Bbl MOXeTe Bpy4UHYIO Ha3HAYUTh MOPT, KOTOPBIH MOAKIIOUYEH
k wu3BectHomy IGMP querier (Hanpumep, K MHOT0aIpPECHOMY
MapuIpyTU3aTopy WIM KOMMYTAaTopy). OTOT uHTepdeiic 3areM
BCTYIUT BO BCE TEKYIIIME MHOTOAIPECHBIE IPYIIIBL, IOJACPHKUBACMbIE
MOJAKIIIOYEHHBIM ~ MAapHIpyTH3aTOPOM  /KOMMYTaTOpPOM,  YTOOBI
rapaHTHPOBaTh, YTO MHOTOAAPECHBI TpapuK NpOoIIe] Ha BCeE
COOTBETCTBYIOIIKE UHTEp(DeHChl KOMMYTAaTOpA.

Fast Leave

Ecnu ¢uiar B mosie ycTaHOBIICH, BKITIOYCHA (PYHKIIHSI OBICTPOTO BBIXO/1a
n3 rpymnsl. Korjga npuHAT makeT BbIXOAA W3 TPYMIbI, KOMMYTaTOp
HEMEJUIEHHO YJaJseT MOPT U3 MHOTOAQJPECHOM YCIIyTH, HE IOChLIAs
cnenuduuHbIi 11 rpynmsl 3anpoc MLD GS Ha 3T0T HHTEpdeiic.

Throttling

OTO TOJEe OTrpaHWYMBAET MAKCHMAaJIbHOE YHCIO MHOTOAIPECHBIX
IPYIII, B KOTOPBIC MIOPT MOXKET BCTYIUThH OJHOBpeMeHHO. Korma st
nopra OyneT AOCTHTHYTO MAaKCHMAaJbHOE YHCIIO TPYII, HOBEIC
cooOmienuss ¢ ordetamu MLD o BeTymieHuun B rpynmy OynyT
orOpaceiBaThCsl. 110 ymMon4aHWIO BBHIOpAaHO HEOTPAHUYEHHOE YHUCIIO
rpyni (unlimited). JlomycTumeiil tuama3on 3nadeHuit ot 1 go 10.

VLAN Configuration (Hactpoiika VLAN) (Puc. 5.2.32.2.2) (Tao.a. 5.2.32.2.2).

MLD Snooping VLAN Configuration

Start from VLAN with entriss per page.

VLAN ID [ Snooping Enabled | Querier Election | Compatibility [ PRI RV | Ql{sec) [ QRI(0.1 sec) [ LLQI (0.1 sec) [ URI (sec)

MLD-Aule v | 2| | 125) | 100 | 10] | 1]

Puc. 5.2.32.2.2 — Hacrpoiika VLAN

Tabauna 5.2.32.2.2 — Hactpoiika VLAN

VLAN ID

3anaiite Homep VLAN, ucnonbszyemoit st MLD snooping.

Snooping Enabled

YcranoButre (¢iar B OTOM ToNie, YTOOBI BKJIIOYHUTH (DYHKIIHIO
«mpociymuBanusy Ha uHTepdeiice. Korma sra ¢GyHKIUS BKIIOYEHA,
KOMMYTaTop OyJeT KOHTPOJIHUPOBATh CETEeBO TpaduKk Ha yKa3aHHOM
uHTepdeiice, 4TOOBI OINpPENEINTbh, KAKHE XOCTbI JKENAI0T I0JIy4aTh
MHOT'03JIPECHBIE YCIIYTH.

Querier Election

YcranoBute ¢uiar B 3TOM 10J1€e, 4To0bI BbIOpaTh nopt 3anpocoB B VLAN.
Korna ¢mnar B 3TOM Tmosie yCTaHOBJIEH, KOMMYTaTOp MOXET
UCIIOJIb30BaThCA, Kak 3ampocuuk MLDv2, koHKypupys ¢ JIpyruMu
MHOT0aJIpECHBIMU ~ MapIIPYTU3aTOpaMHU WM KommyTaTopamu. Kak
TOJIbKO KOMMYTaTOp CTAaHET 3allpOCYMKOM, OH OyneT oTBeyaTh 3a
OTIIPAaBKy Ha XOCTHI IIEPUOAUYECKUX 3alPOCOB O TOM, XKEIAKOT JIU OHU
MPUHUMATh MHOTOajpecHbId Tpaduk. Korjga ¢uar B mosne cCHSAT, mopt
Oyzet ucnosb3oBaThest Kak nopT IGMP, He mochUIaoNIMii 3apoCcoB.

Compatibility

B »stom mone 3amaHo, KakMe XOCTbl M MapIIPyTHU3aTOPbl MOTYT
BBINOJIHATE OIEPallid B CETH (B 3aBUCUMOCTH OT BBHIOpAaHHOH BepCHH
MLD). JlocTymHbl cleayroume BApUAHTHI: “MLD-Auto”
(ABromatnueckuid  BbIOOp Bepcun  MLD), “Forced MLDv1”
(IlpunynurensHast yctanoBka Bepcud MLDvl) u “Forced MLDv2”
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(IlpunynurensHast ycraHoBka Bepcun MLDv2). Ilo ymomuanuto
npumensercs “MLD-Auto” (ABromaTudeckuii BIOOp Bepcun MLD).
PRI Bribepute mpuoputer umHTEepdeiica. B 3TOM mone yka3aHO YpOBEHb
npuoputTera kaapa ynpasieHus MLD, creHepupoBaHHBIA CHCTEMOMH,
KOTOpasi HCIIOJIb30BAaHA JUIs HA3HAYEHUs IPUOPUTETOB DPA3IUYHBIM
Kkiaccam Tpaduka. /luanazoH 10omyCTUMBIX 3Ha4eHHH: OT 0 (HAUMEHBIIIHHA
MIPUOPUTET) A0 7 (HauBbICIIN TpropuTeT). Ilo ymMondaHuto, IpuOpUTET
nHrepdeiica pasen 0.

RV [lepemennas wHanexxnoctu RV (robustness variable) mo3Bomser
HAaCTPOUTh OKMJAaeMble MOTepU IMaKeToB B mnozacetd. Eciu ecthb
[I0/I03PEHHE, YTO B IOJCETH TEPSAIOTCA MAKEThl, TO 3HAUYEHUE MOXKHO
yBeIW4HTh. 3HaueHue RV He nmowkHO ObITh HyJileM wiu 1. 3HadeHue
NOIKHO ObITh 2 wim Oonee. Ilo ymonuanuto 3amano 2. Jlmama3on
JIOYCTUMBIX 3Ha4eHUM: 1~255.

QI B none Query Interval (MuaTepBan Mexay 3ampocaMu) yka3aH UHTEpBAI
BPEMEHH MEXIy OTIPABKOW 3alpOCUMKOM COOOIIEHUH C OOIIMMHU
sarmpocamu  IGMP (IGMP General Query). Ilo ymomuanuio 3agan
untepBan 125 cekyna. JlonyctuMelil Auana3oH 3HaueHui ot 1 no 31744
CEKYH/I.

QRI Query Response Interval — MakcumanbHOE BpeMs OXHAAHUS
mapuipytuzaropomM IGMP npuema orBera Ha cooOlIeHHE C 3aIPOCOM
IGMP General Query. QRI mnpumensercs, koraa KOMMYyTaTrop
(YHKIIMOHHUPYET, KaK 3aIPOCYHK M UCTIOIB3YETCs I MH(POPMHUPOBAHUS
JIPYTUX YCTPOUCTB O MAKCUMAaJIbHOM BpEMEHH, KOTOPOE JIaHHasi CUCTEMa
OXuJaeT oTBera Ha obmwe 3anpockl. [lo ymomuanuto mist RQI 3agano
3HaueHne 10 cexkyna. Jlnmama3zon ponyctuMmbix 3HadueHwit: 0- 31744
JECSIThIX J10JIEH CEKYH/IbI.

LLQI Last Listener Query Interval — Bpemsi okuiaHusi OTBETa Ha 3aIIPOCHOE
cooOuieHue, cnenuduyHoe I TPYIIIBI WM Ha 3alPOCHOE COOOIIEHUE,
cnenupuIHOe ISl TPYIIBI U UCTOYHUKA.

URI Unsolicited Report Interval — BpeMsi oxunanHus nepenayd BXOISIINM
uHTepdeiicom HenpeaycMoTpeHHbIX 0T4yeToB IGMP, kxoria BKiItoue€HO UX
Mo/iaBjieHue Uin GUIbTpalus Ha MPOKCH - cepsepe. [lo ymonuanuto st
URI 3anano 3Hadyenue 1 cexynaa. /[nana3zoH 1OMyCTUMBIX 3HAYEHUI: OT
0 o 31744 cexynn.

Port Filtering Profile (Ilpo¢puas puabTpanmuu nopra) (Puc. 5.2.32.2.3) (Taba. 5.2.32.2.3)
MLD Snooping Port Filtering Profile Configuration

Port | Filtering Profile
1 - -v|
2 -~
3 -

Puc. 5.2.32.2.3 — Ilpodune punbTparuu mopra

Tabmuua 5.2.32.2.3 — [Ipoduis punasTpanmu nopra

Port Howmep nopra.

Filtering Profile Bribepure CKOHGUIypUpOBaHHbIE MHOTOAJPECHbIE T'PYMIBI, KOTOpPbIE
3ampemneHspl Ha Topty. Korjga ompeneneHHas MHOTOAIpecHas Tpyma
BbIOpaHa Ha nopTty, coobmenuss MLD join reports (OTYETHI O BCTYIUIEHUH
B I'PYNIY) Ha MOPTY OTOpackIBAIOTCS.
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5.2.33. LLDP

ITporokon LLDP (Link Layer Discovery Protocol) sBisieTcsi mpoTOKOJIOM KaHaJbHOTO
YPOBHsI, HA KOTOPOM CETEBBIE YCTPOHCTBa OOMEHHBAIOTCS MHpOpManueil o cebe ¢ IpyruMu
YCTpPOMCTBAMU, HANPSIMYIO COCIMHEHHbIMU Yepe3 ceTh. Mcnonb3ys LLDP, nBa ycTpoiicTBa, Ha
KOTOPBIX (YHKIIMOHHPYIOT CETEBBIE TMPOTOKOJIBI PAa3HBIX YPOBHEH, MOTYT OO0ydYaThCs
uHpopmauuu Jpyr apyra. [nsg oOHapyKeHMsl COCEIHUX YCTPOICTB HcCHosb3yeTcs HaOop
aTpuOyToB, ccputatonmiics Ha TLV. VYcTpoilcTBO MOXET nepenaBaTh U NPUHUMATh TaKyro
JEeTalbHYI0 HH(OpPMALIKIO, KaK OMMCAHUE MTOPTa, OMHCAHNE CUCTEMbI €€ BO3MOKHOCTEMH, ajpec
yIpaBIEHUS.

s moctyna K HacTpoikam HeoOxoaumo nepeiitu no Briaaake Configuration— LLDP.

Configuration (Hacrpoiika) (Puc. 5.2.33.1) (Ta6.. 5.2.33.1).
LLDP Configuration

LLDP Parameters

Tx Interval | 30 | seconds

Tx Hold |4 |times

Tx Delay |2 |seconds
Tx Reinit |2 |seconds

LLDP Interface Configuration

[ Optional TLVs
Interface | Mode [ CDPaware [ Trap | Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr [ VID Mgmt Addr
v [e> ~ O O *
GigabitEthernet 1/1 O O
GigabitEthernet 112 0 0
GigabitEthernet 1/3 O O

Puc. 5.2.33.1 — Hactpoiika LLDP

Tabmmua 5.2.33.1 — Hactpotika LLDP

LLDP Parameters (ITapamerpst LLDP)

Tx Interval 3anaiite uHTepBa) Mexay kKaapamu LLDP, ormpaBnsieMbiMu cocensim
JAHHOTO YCTpOMCTBA Ui OOHOBJIEHHS MH(OpPMALUM O JJAHHOM
ycTpoiictBe. Jlomyctumble 3HaueHus: or 5 go 32768 cexkyna. Ilo
yMoJ4aHHIO 337aH0 30 CeKyH/I.

Tx Hold JlanHast HacTpoiika ompenensier, kKak jgoiaro kaapel LLDP Oynyr
CUMTATbCS MpPaBWIBHBIMU UM HUcCHoJb3yeTcss ansd Bbrumcnenus TTL.
Jnana3zon nomyctumMbix 3HadeHuit: 2~10 pa3. Ilo ymomuanuto 3agaHo 4.
Tx Delay 3anaiite 3anepxkKy Mexnay kaapamu LLDP, comepxkammumu n3meHeHUs
koHpuryparuu. Tx Delay He moxeT npeBbimiath 1/4 ot uHTepBana TX.
Jonyctumble 3HaueHus: ot 1 1o 8192 cekyH.

Tx Reinit 3ajaiiTe 3aJepKKy ~MEXKAYy KaJpoM  OTKJIIOUYEHHUS UM HOBOWU
nHununanusameit LLDP. J[lonyctumsbie 3Hauenus: ot 1 1o 10 cekyH.
LLDP Interface Configuration (Hactpoiika uatepdeiica LLDP)

Interface WuTepdeiic

Mode Bribepure cooTBeTcTBYIONIMI peskum padoTsr LLDP:

* Disabled (Boikmtouen): Uudopmanus LLDP noceutatecs He Oyaer,
uHpopmanus LLDP, npuHsATas oOT COCeIHUX YCTPOWCTB OyneT
oTOpolIeHa.

* Enabled (Bxmtounts): Mupopmamus LLDP Oyxer mnoceuiarbces,
unpopmanus LLDP, npunstas oT cocegHUX YCTpOHCTB Oyzaer
IIPOaHAIN3UPOBAHA.

* Rx Only (Tonpko mpuem): KommyraTop OyIeT aHaJIU3UPOBATh
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uHpopmanuto LLDP, npuHATYIO OT COCETHUX YCTPONCTB.

* Tx Only (Tompko mnepemaua): Kommyratop OyaeT mochuiaTh
unpopmanuto LLDP, HO Oyzmer orOpaceiBath uH(popmaruio LLDP,
IPUHATYIO OT COCETHUX YCTPOMCTB.

CDP Aware

Onepauus CDP aware (PacnosnaBanue CDP) wucnonb3yercs ais
nexkoqupoBanus Bxomsanmx kaapoB CDP (Cisco Discovery Protocol).
Ecmu sra ommums BrkmoueHa, CDP TLVs, kotopsile MOTyT OBITH
OTOOpaXEHBI B COOTBETCTBYIOIIEE TOJIE TAOIMIBI COCEHUX YCTPOMCTB
LLDP OyayT nexkoaupoBaHbl, B MIPOTUBHOM CIIydae 3TH KaJapbl OymyT
otopomensl. CDP TLVs otoOpaxkaroTcs B mojie TaOJUIBI COCETHHMX
ycrpoiicts LLDP.

Optional TLVs

st oOHapyx)eHus: cocenHux ycrpoictB, LLDP ucmonb3yeT HeCKoJIbKO
aTpuOyTOB. DTU aTpUOYTHI COEPIKAT OMMCAHUS TUTIA, ITTUHBI K 3HAYCHUN
u ccbutatores Ha TLVs. JlaHHOE yCcTpOHCTBO MOXKET IepeaBaTh TaKyro
JeTalbHyl0 WH(POpPMALMIO, KaK ONUCAHWE MOpTa, UMS W OIHCAHHE
CUCTEMBI U €€ BO3MOXHOCTEH, afpec ynpasieHus. Eciu HexenarenabHo,
9TOOBI COCEIHHE YCTpOiCTBa oOsafanu 3Tod MH(OpMaIuei, CHUMUTE
(bar B 3TOM 110J1€.

LLDP-MED (Puc. 5.2.33.2) (Ta6.1. 5.2.33.2).

[Tporoxon LLDP s koneunsix menuayctpoiicte LLDP-MED (LLDP for Media Endpoint
Devices) siisercst paciumuperareM LLDP u paboTtaetr Mex 1y KOHEUHBIMU yCTPOHCTBAMH, TAKHMHU
kak [P-tenedonsr u ceTeBbIMU ycTpoiicTBamu (Hampumep, kommyTatopamu). [Ipotokon LLDP-
MED ob6ecnieunBaeT o aepxKKy npuioxeHui nepenauu rosnoca o IP (VoIP) u nononnurensHbie
TLVs nns oOHapykeHusi, obecriedeHuss NOIUTHKU ceTd, (pynkuuu Power over Ethernet,
YIpaBJIEHUS PEECTPOM U UHPOPMAIIMH O MECTOIIOJI0KEHUH.
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LLDP-MED Configuration

Fast Start Repeat Count

Fast start repeat count |4 |

LLDP-MED Interface Configuration

[ Transmit TLVs

Interface | Capabilities [ Policies [ Location [ PoE [ Device Type
GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
GigabitEthernet 1/9
GigabitEthernet 1/10

Connectivity w
Connectivity w
Connectivity w
Connectivity »
Connectivity s
Connectivity s
Connectivity w
Connectivity w
Connectivity w
Connectivity w

000D O0
000D O0
oo oODEl
0000 O0O0
i
W
<

Coordinates Location

[[Catitude [0 [ [ Congitude | § [Atitudge [0 | [ Map Datum | |

Civic Address Location

Country code | State County

City City district Block (Neighborhood)
Street Leading street direction Trailing street suffix
Street suffix House no. House no. suffix
Landmark Additional location info Name

Zip code Building Apartment

Floor Room no. Place type

Postal community name P.O. Box Additional code

Emergency Call Service

| Emergency Call Service | I

Policies

[ Delete [ Policy ID | Application Type | Tag [ VLAN ID [ L2 Priority | DSCP |
No entries present

| Add New Policy |

Puc. 5.2.33.2 — Hactpoiika LLDP-MED

Tabnuna 5.2.33.2 — Hactpoiika LLDP-MED

Fast Start Repeat | boicTpeiif cTapT ¥ uIeHTH(UKALKS MECTONOJOKEHHUS] NMpU aBapUHOM
Count Bb13oBe (Emergency Call Service Location Identification Discovery) s
KOHEUYHBIX YCTPOMCTB SIBIIAECTCA BaKHBIM acniektoM VolP-cucrem. Kpome
TOTO, JIydlle BCEro NpPEeIOCTaBIATh TOJBKO T€ YacTh HH(OpMaIu,
KOTOpPBIE JEHCTBUTEIBHO BaXKHBI JUII KOHEYHOTO YCTPOMCTBA JTaHHOI'O
TUna (HampuMmep, OMoBellaThb O MpaBUJIax pPabOThl B TOJOCOBOM CETH
CJIeTyeT TOJIKO T€ YCTPOMCTBA, KOTOpPbIE MOTYT pabOTaTh C rOJIOCOBBIM
Tpaukom). IT0 HEOOXOAMMO TAKKE M JUUIsl COXPAHEHUSI OTPaHUYEHHOTO
npoctpanctBa LLDPU u ymenspiienus mnpobsieM ¢ 0€30MacHOCTHIO U
LEJIOCTHOCTBIO CUCTEMBI, KOTOpPBIE MOTYT BO3HHUKAaThb HU33a TOIO, 4YTO
uHpopManusg O mpaBuiaax paboTel B ceTu OyneT mnomnajgarb Ha HE
npeHa3HauYeHHbIe [T 9TOW HHpOpMaluu ycTpoiicTBa. B cBs3u ¢ 3TUM, B
LLDPMED pyst nocTHKeHUs COOTBETCTBYIOIIUX CBOMCTB OINPEIETIEH dTall
B3aumojieiicteus LLDP-MED Fast Start (bsictpsiii ctapt LLDP-MED)
MEXIY MPOTOKOJIOM M YPOBHEM IPUIIOKEHHW HAa BEPIIMHE IPOTOKOJIA.
[Tapametp Fast start repeat count (Yucio moBTOpoB OBICTPOro cTapra)
MO3BOJIIET 3aJaTh, CKOJbKO pa3 OyAeT MNOBTOpPEH OBICTPBIA cTapT
nepenaun. Pekomennyemoe 3HaueHue (4 pasa) O3HA4aeT, YTO C
uHTepBanoM 1 cekyHaa Oyayt nepenansl 4 kanpa LLDP, ecnu npussT kaap
LLDP c noBoil undopmanueir. Caenyer ormetuts, uro LLDP-MED u

287




mexann3m LLDP-MED Fast Start npeqHazHadeHbl TOIBKO AJi pabOThI HA
JUHUAX MEXAY YCTPOUCTBAMU COEANHEHUS 110 CETH, OAIEPKUBAIOIIUMHU
LLDP-MED u KOHEYHBIMM YCTPOMCTBAMHM U HEIPUMEHHUMBI K JIMHUSAM
MeXAy dieMeHTaMu HH(PpacTpykTypsl LAN, BkIrO4Yass W yCTpOHCTBa
COCIMHEHUSI IO CETH WJIW JIMHUU JIPYTOro THUIIA.

LLDP-MED Interface Configuration

Interface HHuTepdelic, kK KOTOpOMY TPUMEHSETCS KOHPUTYpaITusl.

Transmit TLVs [lpu  ycranoBieHHOM  (JakKe, COOTBETCTBYIOIIHME  HapaMeTphl
KOMMYTAaTOpa BKJIIOYAIOTCs B nepenaBaemyro uHbopmaruio LLDP-MED .

Device Type Tun ycrpoiicTBa

Coordination Locations (KoopauHaTel MECTONOTI0KEHHU)

Latitude [[Iupora pomxHa ObITh mpuBeAcHa B auamnazone 0-90 rpaaycoB u

conepxatp He 6osee 4 1udp. MoKHO 331aTh SKBaTOPUATBHOE MOJIOKECHHE
1u60 Ha ceBep ot 3kBatopa (North) 6o Ha ror (South) ot skBaTOpa.

Longitude Jonrora pomkHa ObITh npuBeneHa B nuamnazoHe 0-180 rpamycoB wu
conepxarb He Ooinee 4 nupp. MoxHO yka3aTh HampaBjeHHUE — JHOO Ha
BOCTOK OT HyJeBoro mepunuana (East) mubo Ha 3amam oT HyJIEBOTO
mepuauana (West).

Altitude BricoTa nomkna ObITH IpHUBEJEHA B auara3one ot - 32767 mo 32767 u
conepxarb He Oojnee 4 nupp. MoXHO BBIOpaTh CIUHMIIBI W3MEPCHUS
BBICOTHI — JIN0O B METPAX, JIN0O B dTAXKAX.

Meters Metpsl BBICOTBI, OTCUHMTBHIBAIOTCS OT 3aJaHHOTO JaTryMa (HYJEBOIO
YPOBHS1) IO BEPTUKAJIH.
Map Datum [Tapamerp Map Datum ucnonb3yetcs Uit BBIOOpa CUCTEMbI KOOPJUHAT: ®

WGS84: (I'eorpaduueckue, TpexmepHsie) — Becemupnas reogeznueckas
cuctema 1984, CRS Code 4327, HyneBoil MepuanaH: TPUHBUYCKUH.

* NADS3/NAVDSS8: CepepoamepukaHckas cuctema koopawHat 1983,
CRS Code 4269, nyneBoii MepuauaH: TPUHBUYCKHIL; CBSI3aHHAs C ATOU
cucTemMa KoopauHaT 1o BepTukaimu - North American Vertical Datum of
1988 (NAVDS88). Orta mapa cucteM KOOpPAMHAT MCIOJB3yeTCs s
yKa3aHHUsS MECTOIOJIOKEHHUs] Ha 3eMJle, Ha BOJHBIX IPOCTPAHCTBAX,
MOJIBEPKEHHBIX MPUJIMBAM U OTIUBaM (/17151 KOTOPHIX MOKHO UCIIOJIb30BATh
cucremy koopanHat NADS3/MLLW).

* NAD83/MLLW: CeBepoamepukanckas cuctema koopaunar 1983, CRS
Code 4269, nyneBoit Mmepuarad: TPUHBUUCKHIA; CBSI3aHHASI C ITOM CUCTEMa
KoopauHatT no Beptukanu - Mean Lower Low Water (MLLW). DOrta napa
CBA3aHHBIX CHCTEM  KOOpPAMHAT  MCIOJNb3yeTCs MpU  yKa3aHUU
MECTOMOJIO)KEHUSI B OKeaHe, Ha MOpSIX U Ha JPYIHX BOJHBIX
IPOCTPAHCTBAX.

Civic Address Location (Yka3anue rpaxxaanckoro aapeca) CtangaptHast opma rpaxx JaHCKOTO
anpeca (IETF Geopriv Civic Address) 0asupyercss Ha KOH(UTYpAIMOHHOW HWH(pOpMAIUu
mectononoxenus (Location Configuration Information) u o6o3nauaercs kak Civic Address
LCIL

Country Cod Kox crpansl no crangapry ISO 3166, cocrosmmii U3 AByX NPOINHCHBIX
6ykB ASCIL Ipumep: DK, DE unu US.

State Enununa aaMUHUCTPATUBHO-TEPPUTOPUAIBHOTO JeNeH s (IITaT, KaHTOH,
PETHOH, POBHHIMS, TTpedeKTypa).

Country Okpyr.

City ["opon, mocenok.

City District Paiion roposa, okpyr ropoja, aAMUHUCTPATUBHBIN PaiiOH TOpo/a.

Block KBaprai, 6J10K.
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Street

Yauua. ITpumep: yu. Jlenuna

Leading street

Hanpasnenue riiaBao ynuiel. [Ipumep: N.

direction

Trailing street Hauranmonnstii cyddukc ymumpl. [Tpumep: SW

suffix

Street suffix Cydduxc ynumpl. [pumep: I[Ipoes.

House no. Howmep noma

House no. suffix | Cydhdukc nomepa noma: Ilpumep: B, 1/2.

Landmark Anpec kakoro-mubo 3aMeTHOro o0bekTa Ha MecTHocTH. [Ipumep: Kpemis.
Additional JomnonaurensHas uHpopMarus o Mmecronoioxenuu. [Ipumep: CeBepHoe
Location Info KPBLIO.

Name OUO pesuieHTa WM JIAIA, ApEHAYIONMEro oduc.

Zip Code [TouToBEIIL KOIT

Building Crtpoenue. [Ipumep: AkBamnapk.

Apartement Anaprament, Homep. [Ipumep: Apt 34.

Floor OTax

Room no. Homep koMHaThI

Place type Tun riomaau

Postal community
name

®UO nouroBoro aapecara

P.O. Box Homep aboHEHTCKOro simuKa

Additional Code | Jlo6aBOYHBIH KOJI

Emergency Call Crnyx0a criaceHus

Service

Policies (IlpaBuia)

Policy Id 3anaiite unentudukarop ID 1y 3T0# rpymnbl npaBu

Application Type | Tunsl npunoxkenuii, B Tom uucie: “Voice” (I'onocoBoil BrI30B), “Voice
Signalling” (Curmanmsanus Tr0J0COBOTO BBI3OBa), “Guest Voice”
(T'ocTeBoit ronocoBoii BbI30B), “Guest Voice Signalling” (Curnanuzanus
TOCTEBOT'O I'OJIOCOBOTO BbI30Ba), “Softphone Voice” (I"'010c0BOM BBI30B 110
codrodony), “Video Conferencing” (Buneokondpepenius), “Streaming”
(IToroxoBast ~ mepemaua),  “Video  Signalling”  (Curnamuzanus
BUJICOTIOTOKA).

Tag Ter, ykaspIBarOIMi, WCHOJB3YET JIA 3aJaHHBIA THUIl IPUIOKEHUS
«rerupoBaHHyo» VLAN wm «He terupoBanHyo» VLAN.

VLAN ID 3amaiite VLAN ID s nopra.

L2 Priority 3anaiite oJMH U3 BOCbMHU ypoBHe# mpuopurera (0-7), Kak ONpesesieHo B
802.1D-2004.

DSCP 3anaiiTe oHO U3 3HaUeHUH 64-ToueuHoro koja (0-63)

| Add New Folicy |
Knonka '—————————' npenna3naueHa /g 100aBI€HMsI HOBOTO IpaBuia.
5.2.34. POE
Power over Ethernet (POE) — TexHomorusi, mO3BOJSIOMIAS MEpeAaBaTh yIANEHHOMY

YCTPOWCTBY 3JIEKTPUYECKYIO SHEPIMI0 BMECTE C JTaHHBIMU 4€pe3 CTaHIAapTHYIO BUTYIO Iapy B
ceru Ethernet. [lannas TtexHonorus mnpeaHasHadaercs g [P-treneonum, Touyek jocrymna
OecripoBoHBIX ceTeil, [P-kamep, ceTeBbIX KOHLIEHTPATOPOB U JPYIMX YCTPOMCTB, K KOTOPBIM
HE)KEJIaTEeIbHO UM HEBO3MOXHO MPOBOJAUTh OTACIbHBIN SJIEKTPUUECKUN Kabeb.
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st moctyna K HacTpoikaM HeoOxoaumo rnepeitu no Bkiaagake Configuration— PoE.
Power over Ethernet Configuration (Hactpoiika PoE) (Puc. 5.2.34.1) (Ta6.a. 5.2.34.1).

Power over Ethernet Configuration

System Configuration

Power Supply | 100 | W

Capacitor Detection | | Disabled »

Port Configuration

Port | Mode | Priority | LLDP
% |~=c3= v| |-=::=- vl |-=::=- v|
1 |plus v| |low w| |enable w |
2 |plus v| |low w| |enable w |
3 |plus v| |low w| |enable w |

Puc. 5.2.34.1 — Hactpoiika PoE

Tabmmua 5.2.34.1 — Hactpoiika PoE
['moGasibHBIC HACTPOHKHU

Power Supply Hacrpoiika mMakcuMaabHOM MOIIHOCTH, KOTOPYHO MOXKET 00eCreuuTh
WCTOYHHK MTUTAHUSL.

Capacitor Brrouenue/BoikiioueHne QyHKIMK capacitor—-detect

Detection

Hacrolika mopros

Port Howmep nopra

Mode Br16op pexuma poe uist mopta
Plus - Bxmowaer PoE IEEE 802.3bt ¢ mommepxkoil ycrapeBiei
MOJIICPIKKH

Standard - Bxirouaet pexxum cootBeTcTBrs POE IEEE 802.3bt

Disable- PoE oTkmroueno mjis mopra

Priority YcranoBka mnpuoputera. CyIlIecTByeT TpH ypPOBHS IMPUOPUTETA
MOIIHOCTH: HU3KUU, BBICOKUN U KPUTUYECKUM.

[IpuopuTeT HcoNB3yeTCs B TOM CIy4ae, KOr/ia yJ1aleHHbIM yCTPOHCTBaM
TpeOyercs OoJibllle JHEPTUU, HYEeM MOXKET OO0eCrneduTh HCTOYHUK
nuTaHus. B 3ToM ciydae mopt ¢ caMbIM HU3KUM IPHOPUTETOM OyJeT
LLDP BxroueHue/BbikitoueHre 00pabotku napamerpoB PoE, momydeHHbIX
yepe3 LLDP.

5.2.35. MAC Table. Taéauua MAC-aapecoB

st noctyna K HacTpoiikaM HeoO0xoauMo niepeiitu o Biiaake Configuration—MAC Table.
MACAddressTableConfiguration (Hactpoiika tabmuusr MAC-aapecoB) (Puc. 5.2.35.1)
(Tabm. 5.2.35.1).
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MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging

Aging Time 300 seconds

MAC Table Learning

Port Members

1]2][3]a]5][6[7][8]9]10

Auto

Disable ¢
Secure ¢

VLAN Learning Configuration

[ Learing-disabled VLANS | | |

Static MAC Table Configuration

Port Members

Delete | VLAN ID | MAC Address [1]2]3]4]5]s[7[a]a]10

| Add New Static Entry |

Puc. 5.2.35.1 — Hactpoiika tabnuist MAC — anpecos

Tabmuna 5.2.35.1 — Hacrpoiika Tabmumsl MAC - anpecoB

Disable Automatic

OTtkimtounTh aBTOMaTuyeckoe ycrapeBanue. MAC - agpeca, HoiayyeHHbIE

Aging o0ydeHueM, OyyT MPUCYTCTBOBAThH B TAOJIMIIC IIOCTOSHHO.

Aging Time 3anaiite cpok ycrapeBanus i MAC - ajgpecoB, MOJNYy4EHHBIX
o0yuyeHueM, KoTopble OyayT nmpucyrcTBoBarth B Tabiauue MAC - anpecos.
Jnanazon nonyctumbix 3HaueHui: ot 10 go 1000000 cexyHa.

MAC Learning Ha kaxx1oM opTy MOKHO BKJIFOYMTB OJIHY U3 TPEX OILUMN:

Table * Auto (ABTOMaTHUYECKH): Ha IaHHOM HIOPTY 00yueHHe OyJET BBIMOIHEHO

aBTOMaTHYECKH, KaK TOJIbKO OyneT npuHsT HeusBecTHI MACanpec.

* Disable (Bpiximtounts): @Dynkuus obyuenuss MAC-agpecam
BBIKJIIOUEHA.

* Secure (Tompko O6e3omacubie MAC-ampeca): OOyuenue Oyner
BBINOJIHEHO TOJIBKO AJis cTatndeckux MAC-anpecoB, nepeyncieHHbIX B
cnucke “Static MAC Table Configuration”. Ipyrue MAC-anpeca 0yayT
OTOPOIICHBI.

YaocToBepbTeCh B TOM, YTO JIMHHSA, HCIIONB3yeMas ISl YIPaBICHHS
KOMMYTaTopoM Jio0aBieHa B Tabnuiy crarnyeckux MAC-aapecoB 10
BKIIIOUCHHS peXHMa OOydYeHHsS] CTaTWYeCKHM ajpecam. B mpoTruBHOM
cllyyae JIMHUS yrpaBiieHHs OyneT NOoTepsHa U €€ MOXXHO Oyjaer
BOCCTAHOBHTBH TOJBKO ITyTEM HCIIONB30BAaHUS JPYroro HeOe30macHOro
nopTa JM0O0 MPHU MOJIKIOYEHUH KOMMYTATOpa MO IMOCIeA0BAaTEIbHOMY
uHTepdeiicy.

Learning-disabled
VLANSs

B sTom none oto6pakatorcs VLAN c oTkimoueHHBIM 00yueHuem. Korma
HOBBI MAC-anpec nocTynaeT B BUPTYAIbHYIO JIOKAJIBHYIO CETh C
oTKIIOUeHHbIM oOydenueM, MAC-agpec ©He Oyaer wusyded. Ilo
yMOJMYaHHUIO Tojie mycroe. MoxkHO co3nath Oombiie cereit VLAN,
WCIIONb3ysl CHUHTAKCUC CIHUCKA, B KOTOPOM OTAEJIbHBIE 3JIEMEHTHI
pa3aeneHsl 3anaTbiMH. JlMama3oHbl yKa3bIBAIOTCS C MOMONIBIO THPE,
pa3ziensoneld HUKHIOK U BEPXHIOI TPaHUIIbL.
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Static MAC Table Configuration (Hactpoiika Tabnuisl cratudeckux MAC - agpecoB): Ota
Ta0IUIa UCTIOJIB3YETCs I ycTaHOBKH cTaTudeckux MAC - anpecoB BpyuHyto. OO1iiee 4ucio
9JIEMEHTOB TaOJIHUIIBI, KOTOPbIE MOKHO BBECTH, PABHO 64.

Delete VYnanser MAC - aapec u3 SYEHKN TaOIHIIBI
VLAN ID 3anaiite unentudukarop VLAN ID nst atoro MAC - anpeca.
Port Members YcranoBure (Wau CHUMUTE) (JIard y COOTBETCTBYIOLIMX MOPTOB. Ecin

BXOJAIIUA makeT uMmeer TOoT ke MAC-aapec Ha3HauyeHUs, 4YTO U
ykazanHeli B VID, oH Oyner mepenaH HEMOCPEACTBEHHO B TMOPT,
OTMEUYCHHBIN (hJ1arom.

| Add New Static Enfry |
Kuomnka npeaHaszHaueHa A nooasinennss MAC — aapeca.

5.2.36. VLANSs

Hcnonp3oBanue BUPTyanbHBIX JoKadbHBIX ceTeir VLAN (Virtual Local Area Network)
ABIISIETCS TMOMYJSPHBIM M HEIOPOTMM CIOCOOOM CErMEHTUPOBAHHS DPAa3BEPHYTOM CETH IO
JIOTHYECKH CTPYHITMPOBAHHBIM yCTPOHCTBAM O€30THOCHUTENBHO K X (PM3UUECKUM COSTUHEHUSIM.
Ceru VLAN Takke CErMEHTHPYIOT CETh HA PAa3JIM4YHbIC IIMPOKOBEUIATEIbHBIE JTOMEHbBI TaKUM
00pa3oMm, YTO NaKeThl nepenaroTcs Ha nopThl BHYyTpU VLAN, KOTOpO# OHU IpUHAJIEXkKAT.

Ceru VLAN mnoBbImaroT 6€301MacHOCTb. Y CTPOHCTBA, KOTOPBIE YaCTO CBSI3BIBAIOTCS JPYT C
JIpyrom rpynnupytorcs B ogHy u 1y k¢ VLAN. Ecimm ycrpoiictBa nanHorn VLAN sxenaror
cBsA3aThcs ¢ ycTpoiictBamu B apyrod VLAN, Tpaduk IOMKEH HPONTH Yepe3 yCTPOMCTBO
MapLIPyTU3aLUU WIA KOMMYTATOp 3-T0 YPOBHS.

Cetu VLAN ympomatot ynpasieHue Tpagukom. B 0ObIYHBIX CETSIX, HE CETMEHTHPOBAHHBIX
Ha VLAN, Jilerko BO3HHMKAaeT IMeperpys3ka, oOyCIOBIIEHHAs IIMPOKOBEIIATEIBHBIM TpaduKOM,
aJpecoBaHHOr0  BceM  ycTpodctBam.  CBoad K =~ MHUHHMYMY  pacinpoCTpaHEHUE
IMPOKOBEIIATEIbHOTO Tpaduka mo Bced cetr, cetd VLAN obneryaror paboTy ycTporcTBam
TPYIIIbI, YaCTO CBA3BIBAIOIIMMCS C IPYTUMHU ycTpoiicTBamu B Toi ke VLAN 3a cuer aenenus Bce
CETH Ha HECKOJIbKO TOMEHOB BEIIaHMUS.

Cern VLAN ynpomarT 3aMeHy yCTPOWCTB WIM HX YCTaHOBKY B Jpyroe mecro. B
TPaJMLIMOHHBIX CETAX, KOI/Ia YCTPOICTBO TpeOyeTcsl MepeMeCTUTh B Ipyroe MecTo (Hampumep,
HEepeHeCTU co 2 3Taxka Ha 4 3Tax), aAMUHUCTPATOPY CEeTU MmoTpedyercs u3MeHuTh IP-anpec nim
JIaXe TOJICETh CETH JIN0O0 3aHOBO MPOTIHYTh kKabenu. OaHaKo, Mpu ucnoib3oBaHuu cereit VLAN,
UCXOJIHbIE HACTPOMKH MOXHO COXPaHMTh, a POKIAIKY KaGenel — CBeCTH K MUHUMYMY.

Jlng noctyna k HacTpoiikam HeoOxonuMo nepeiTH no Bkiaake Configuration— VLANSs.

VLAN Configuration (Hactpoiika VLAN) (Puc. 5.2.36.1) (Ta6.. 5.2.36.1).

Global VLAN Configuration

Allowed Access VLANs
Ethertype for Custom S-ports | [B5A2

Port VLAN Configuration

Port| Description | Mode | g | pontype [fESE] LMo | faee | Ve | "Vane:
* = w 1| [== ~| [== v [== v||1 |
ALCess v 1 1
2 ACCESS v 1 1
3 ACCess w 1 1

Puc. 5.2.36.1 — Hactpoitka VLAN

Tabmmma 5.2.36.1 — Hactpoiika VLAN
Global VLAN Configuration (I'mo6ansnas konburypamus VLAN)
Allowed Access OT0 mosne nokaspiBaeT paspenienHsle Access VLAN, Takum o6pazom,
VLANSs 3Ta HACTPOMKa BJIMSET TOJIBKO MOPTHI, HACTPOECHHBIE B PEKUME ACCESS.
[lopTel B JOpyrux pexuMmax sBisioTca wieHamMu  BceX VLAN,
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yka3aHHbIX B nojie Allowed Access VLANS. [1o ymMom4aHuio, TOJIBKO
VLAN 1 BxiroueHo.

Ethertype for Custom
Sports

3anaiite THUI ethertype/TPID, UCIIOJIb3YEMBIi JUIS
CIIEIMATIM3UPOBAHHBIX S-TIOPTOB.

Port VLAN Configuration (Hactpoiika VLAN Ha nopty)

Port

Howmep mopra. “*” o3HauaeT npuMeHEeHHEe KO BCEM IMOPTaM.

Mode

Pexxum pabGoTel mopra (IO YMOJYAHUIO access) OMpeensier
¢dbyHIamMeHTanbHOEe TOBeAeHUE mopra. llopT MOXKeT HaxOAMThCSA B
OJIHOM U3 TPEX PEKUMOB, KaK OIHCAHO HUXKE:

* Access ([octyn): ITopTel gocTyna, KaK MPaBUIIO, UCIIOJIB3YETCS IS
MOJAKIIIOUYEHUS K KOHEYHBIM CTaHIMSIM. JuHamuueckue QyHKIHH,
takue kKak Voice VLAN Moryr n006aBuTh TOPT K OoJsibLIeMy
kommuectBy  VLAN. IlopTel jgocTynma UMEIOT — CIEAYIOIINE
XapaKTEPUCTUKHU:

- [Ipunannexut poBHo k ogHoit VLAN (port VLAN).

- [IpuHuMaeT He TErMpOBaHHbBIE U CTETMPOBAHHBIE KAPbI.

- Ynanser Bce Kaapbl, KOTOpble HE KJIACCU(PUIMPYIOTCA KaK access
VLAN.

- Ha BwIxozme Bce kaaphl, kinaccuduimpoBanabie kak Access VLAN,
nepenatorcs 6e3 Teros. pyrue (muHamudecku gpodasieHHbie VLAN)
nepeaarTcs ¢ Teramu.

* Trunk (Marucrpanbsble): MarucrpajibHble HOPTHI MOTYT IIEpEaBaTh
TpauK Ha HECKOJIBKO BUPTYAIbHbBIX JOKAIBHBIX CETeH OJJHOBPEMEHHO
U, Kak TIpaBUIO, HCIOJB3YeTCS JUIsl MOJAKIIOYEHUS K JPYyTUM
KOMMyTaropaMm. MaructpaibHble MOPTHl HUMEIOT  CIEAYIOIIHE
XapaKTEPUCTUKHU:

- [To ymomuanwuto, trunk-nopt siBisiercst wienom Bcex VLAN (1-4095).
- VLAN, 4jIeHOM KOTOPBIX SIBISETCS MAaruCTPalbHBIM MOPT, MOKET
OBITH OrpaHuyeHo MmyTeM ucrnonb3oBanusa Allowed VLAN.

- Kaapel, knaccudunupoBanubsie ¢ VLAN, 4jieHOM KOTOPBIX MOPT HE
SBIISIETCS, OTOPACBHIBAIOTCS.

- [lo ymomuanuto, Bce Kaapbl, KPOME KaJpoB, KJIacCU(UIIUPOBAHHBIX
kak port VLAN, nepenarorca  TerupoBaHHbIMH.  Kanpsl,
kinaccuduimpoBanisie B port VLAN, He momyuator C-teramu Ha
BBIXOJIE

- MOXHO HacTpPOUTH YCTPOHCTBO TETMPOBATH HA BHIXOJIE€ BCE KaJIphl, B
3TOM Ciy4ae TOJBbKO TETHPOBaHHBIE KaJpbl OyIyT NMPUHUMATbCS Ha
BXOJIE.

* Hybrid (I'u6punnsie): I'ubpuaHbie mOpPTHl CXOKU C MOPTaMU THUIIA
Trunk BoO MHOTMX OTHOIIEHUSX, HO UMEIOT JOMOJHUTEIbHbIE (PYHKIIUH.
B nononHeHue K XapakTepHUCTHUKaM, OMMCAHHBIM 1S trunk-mopros,
rUOpUIHBIE TTOPTHI UMEIOT CIEYIOIINE BOZMOXKHOCTH:

- Moryt 6bITh ckoH(purypupoBan kak VLAN unaware, C-tag, S-tag
unu Scustom tag.

- C BO3BMOXHOCTBIO (PHIIBTpAIIMU Ha BXO/IE.

- OOpaboTka BXOIAMIMX KaJIpoB M KOH(UIYpPAIMIO BBIXOJHOTO
TErMpPOBAHMSI MOXXHO HACTPOUTh HE3aBUCHMO.

Port VLAN

3apaiite VLAN ID qys mopra. JlomycTuMBbIi 1rMana3oH 3HAaYEHU: OT 1
10 4095. Tlo ymonuanuio 3a1aHo 1.

Port Type

Breibop Tuma mopra. Omepamms Ui BXOJSINETO W HCXOMISIIETO
TpaduKa NopTa Ka)JI0To TUIa onKcaHa B Tabauie 3.86a.
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Ingress Filtering

Ecnmu punpTpanmst BXOASIINUX KaApOB BKIIIOUEHA U BXOISIIUN KaJIp HE
npuHamiexkut VLAN, ykazaHHOMy Ha JaHHOM MOPTY, TaKOW Kajap
otrOpaceiBaeTcs. Ecnu ¢uiabTpalins BXOAAIUX KaJPOB BHIKIIOYCHA U
BXOJAIIUN Kaap He npuHaaiaexur VLAN Takoil kaap NpuHUMAETCS U
nepenaeTcs B koMmytarop. [lo ymonuanuio GuibTpanus BXOASIINX
KaJIpOB BKJIFOYEHA JIJIsl TOPTOB B PEKMMax access u trunk.

Ingress Acceptance

I'uGpuaHple TOPTHI MO3BOJSAIOT HU3MEHSTH PEXHUM  00pabOTKH
BXOJAIINX KaJPOB.

» Tagged and Untagged: TerupoBaHHbIC U HE TETUPOBAHHBIC KaIpbI
MPUHUMAIOTCS.

» Tagged Only: TOJBKO TermpoBaHHBIE KaJapbl MpUHUMaroTcs. He
TETUPOBAHHBIC - OTOPACHIBAIOTCA.

* Untagged Only: TONbKO HE TETMPOBAHHbBIE KaJApbl MPHHUMAIOTCS.
TerupoBaHHBIE - 0TOPACHIBAIOTCSL.

Egress Tagging IMoptet B pexumax Trunk wm Hybrid moryt koHTpomupoBaTh
TErMpoOBaHKE KaJIPpOB Ha BBIXOJIE.
» Untag Port VLAN: Kanpsr ¢ metkoit VLAN coBnagaromieit ¢ port
VLAN nepenatorcss He TerupoBaHHBIMU. OcTallbHbIE  KaJApBI
MepeaaroTCs CO CBOUMHU METKAMHU.
» Tag All: Bce kaapel nepenaroTcs ¢ METKaMHU.
» Untag All: Bce kanpsl mepenarorcs 6€3 METOK. JTa OMIIHS JOCTYITHA
TOJIBKO B peskume Hybrid.

Allowed VLANs [opts! B pexxumax Trunk m Hybrid MoryT KOHTpOIMpOBaTh YieHAMH
kakux VLAN onum moryt craHoButhbcs. [lopTel B pexxume Access
MOeT OBbITh 4jaeHoM Toabko omHoi VLAN, access VLAN. Iloie
MOXKET OBITh OCTAaBJIIEHO MyCThIM. B Takom ciywae, mopt He Oyjaer
ywieHoM Hu ogHoi VLAN.

Forbidden VLANSs [Topt Moxer OBITH CKOHGUTYPUPOBAH TaK, YTOOBl HUKOI/IA HE

CTAaHOBHUThCA UWiIeHOM ompeneneHHbix VLAN. 3To MoxkeT ObITh
MOJIE3HO TIPU  KCHOJB30BAaHUM  JMUHAMHUYECKUX  IPOTOKOJIOB,
paborarommx ¢ VLAN, nanpumep GVRP. [lo ymomuanuto, mosne
OCTAaBJICHO ITYCThIM U O'PaHUYEHUN HE HAKJIAIbIBAETCS.

Tabnuua 5.2.36.1a— Oneparus Juist BXOJSIIEr0 M HCXOASIIEro Tpaduka

Tumn nmopra Onepanus
Onepaunsa Hax BxopsamuM | Onepanusi Haj HCXOIAIIMM
TpadukoM TpadhuKomM

Unaware Bce Bxomsamme kaapel, BHe | Paspemiennsle  VLAN  He
3aBUCHUMOCTH OT TOTO €CTh JIM | YAAJISAIOTCS Ha BBIXOJE
y HUX Ter WIM HET,
TETUPYIOTCSI  METKOM  port
VLAN (PVID).

C-port 1. Ecmu Bo Bxomamem | Mcxopsmue KaJIpbl
TETUPOBAHHOM Kajape | Terupyrorcs metkou C-tag.
TPID=0x8100, OH
nepenaeTcs.
2. Ecnu Kazap He
TErUPOBAHHBIN, W

MIPUOPUTETHO TETUPOBAHHBIH
B Hero n00aBisieTcsl Ter port
VLAN.
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S-port Ecmu BO BxogqamieM | Ucxomsmue KaIpbl
TETUPOBAHHOM KaJpe | TETUPYIOTCS METKOM S-tag.

TIPID=0x8100 mmmu 0x88AS,
OoH mnepenaerca. Ecim xanp
Hcxopsmue KaJpbl
TETUPYIOTCS METKOM S-tag.
108 He TerupoBaHHBIA WU
[IPUOPUTETHO TETHUPOBAHHBII
B Hero jgo0aBiisieTcst Ter port

VLAN.
S-Custom-port 1. Ecmm Bo BxogsmeM | Ucxonsmue KaJIpbl
TETUPOBAHHOM Kajape | terupyrorcss MeTkor Custom

TIPID=0x8100 umu Ethertype | S-tag.
for Custom Sports oH
nepenaercs. 2. Eciu xaap He
TETUPOBAHHbIH, WIN
MPUOPUTETHO TETUPOBAHHBIHN
B HEro Jo0aBisieTcs Ter port
VLAN.

SVL (Puc. 5.2.36.2) (Ta6.1. 5.2.36.2).

B SVL oana unm Heckonbko cereii VLAN conocTaBisitoTcs ¢ uieHTuhuKaTopom GuiibTpa
(FID). Ilo ymonuanuto cymiecTByeT B3auMHO-0HO3HauHoe conocrasieHue oT VLAN k FID, u B
9TOM ciydae Kommyrtarop neictByer kak mocT IVL, mo ¢ SVL neckonbko VLAN moryr
COBMECTHO MCIIOJIb30BaTh OJIHM U T€ *ke 3anucu B Tadiauie MAC-anpecos.

Shared VLAN Learning Configuration

Delete | FID | VLANs
| Delete | |1 | |

| Add FID |
Puc. 5.2.36.2 — Hactpoiika SVL

Tabnuna 5.2.36.2 — Hactpoiika SVL

Delete Y aneHue TeKylIlen 3anucu

FID WUnentudpukatop ¢unstpa (FID) — 310 maeHTHPHUKATOP, KOTOPBIH
VLAN nonydaer B Tabmuie MAC-anpecoB, korma naeiictsyer SVL.
Hukakue aBe ctpoku B Tabmuie He MOTYT UMeTh oguHakoBslii FID, u FID
JIOJKEeH OBITh yucsioM oT 1 10 63.

VLANSs Crnncox ceren VLAN, 0TOoOpakaeMbIX B FID.
Cunrakcuc craenytoumii: otraenbHble ceth  VLAN  paszpenstorcs
3ansAThIMU. J{Mana3oHbl yKa3bIBalOTCA C MOMOILIBIO THUPE, pa3Aelsiomiei
HIDKHIOIO U BEPXHIOIO TPAHUITBL.

Onua u ta ke VLAN M0XeT ObITh WieHOM TOJIBKO ogHoro FID.

Knomnka | oL npeaHa3HadeHa sl Jo0aBieHuss HOBou cTpoku B Tabiuity SVL. FID Gyner

NpeaABapUTCIIbHO 3alIOJIHCH IIEPBbIM HCHUCITIOJIB30BAHHBIM FID

5.2.37. VLAN Translation

Jns moctyma K HacTpodkam HeoOxonumo nepeitu mo Bkimanke Configuration— VLAN
Translation.
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VLAN Translation Port Configuration

Group Configuration

Port -5 tauit | G%ﬂup D
* [ -:::—vl

1 C

2 C

Puc. 5.2.37.1 — Hactpoiika nopTos

Tabmuua 5.2.37.1 — Hactpoiika mopToB

Port Y nanenue Texyuen 3anucu

Default yCTaHOBUTE (iar, dYTOOBl HACTPOWTH MMOPT KOMMYTaTopa Ha
HCMOJIb30BaHKe rpyibl Tpancasiuuu VLAN no ymMoayaHuio.

Group ID Howmep rpynmnsl. ITopT MOKHO HacTpOUTH AJIsl UCIIOIb30BaHUS JII000M 13
IPYIII, HO TOJIbKO OJHOM.

VLAN Translation Mapping Table
Group ID | Direction | VID | TVID |

Puc. 5.2.37.2 — Hactpoiika rpynn

Tabnuna 5.2.37.2 — Hactpoiika rpymni

Group ID Howmep rpymrsi.

DIR Vka3piBaeT HampaBiaeHue TpaHcisauuu VLAN  u  oTHOcuTes K
KoMMyTaropy. HanpaBienue MoxeT ObITh

'Ingress', Korga TpaHCHSAIUS MPOUCXOAUT Ha uaeHTUukarope VLAN
(b periMoB, OCTYMAIOUINX B TOPT KOMMYTATOpA,

'Egress', rhae TpaHCIAUS NPOUCXOIUT Ha wuueHTudukarope VLAN
($peiiMoB, TOKUAAIOIMIKX TOPT KOMMYTaTOpa, WIH

'Both', rae mepeBox ocymiecTBiseTcss MO OOOMM YyKa3aHHBIM BBIIIE

HaTpPaBJICHUSM.
VID uaestupukarop VLAN
TVID npeoOpasoBanHblii  uaeHTu(ukarop VLAN, B koropelii Oyner

npeodpaszoBan uaeHtudukatrop VLAN kasnpa.

52.38.  Private VLANs (Uactubie VLAN)

s noctyma K HacTpoiikam HeoOxoaumo rnepeiTtu mo Bkiaake Configuration— Private
VLANES.

Orta cTpaHMLA MCIONB3yeTcs A KoHpurypupoBaHus uyacTHbIX VLAN. 3xech MOXKHO
no0aBuTh HOBble uyacTHble VLAN u wu3menuts cymiectByromme VLAN. Yactasie VLAN
OCHOBaHbI HAa MacKe MOPTa UCTOYHUKA M HE cOeNUHSAIOTCS ¢ 00bIYHbIMM VLAN. DT0 03Hayaer,
yto HOMepa VLAN ID o6brunbix VLAN u HOMepa VLAN ID uwactHeix VLAN moryT ObITH
OJIMHAKOBBIMH. UTOOBI ObLIa BO3MOXKHA Iepefaya MakeToB, MOPT JOJDKEH NpUHAJUIekaTbh U
oObuHOM, u yactHoM VLAN. TIlo ymomuanuto, Bce mnoptel VLAN  sBastorcs
HEMOoJIep>)KUBAEMbIMH U TipuHaAIexaT kak 00br4Hoi VLAN 1, Tak u yactHoit VLAN 1.

Henonnepxusaempiit mopt VLAN MoskeT mpuHajIekaTh TOJIBKO 0HON 00b1dHON VLAN,
OJIHAaKO OH MO>KET IIPUHAJUIE)KATh MHOXKECTBY 4acTHbIX VLAN.
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PVLAN Membership (Ilpunaanexnocts k Private VLAN) (Puc. 5.2.38.1) (Tao..

5.2.38.1).

Tab6muna 5.2.38.1 —IT

Private VLAN Membership Configuration

Port Members

Delete [ PVLANID [1]2]3[4a[s][s[7[8]9]10
L 1

| Delete || I:I| DOoOO0O0O00ooOO0OCc

| Add New Private WLAN |

Puc. 5.2.38.1 — Ilpunamnexunocts k Private VLAN

UHAIeXKHOCTh K Private VLAN

Delete

VY panser TeKyulyo 3anuch

PVLAN ID

3apaiite Homep PVLAN ID.

Port Members

YcranoBute Quar B moie, eciii TpedyeTcs, 9TOObI TOPT MPHHAICKAT
onpeaeneHHoil yactHOW VLAN. UroObl ynanuth MOPT W3 YaCTHOU
VLAN, cuumure ¢aar B COOTBETCTBYIOILEM TIOJIE.

| Add New Private VLAN |

Kuomka
VLAN.

InpeaHasHa4dyCHa JId I[O68.BJ'ICHI/I$I HOBOM MNPpUHAJJIC)KHOCTH K

Port Isolation (U3oasiust mopra) (Puc. 5.2.38.2) (Ta6.. 5.2.38.2).
Yactaeie VLAN HCcnonp3yroTCs Uil TPYIIIAPOBKH IIOPTOB € LENIBIO IPEAOTBPALLEHUS CBA3U
BHyTpu PVLAN. M30manus nopra ncnosb3yercs A OpeJOTBPALICHUs CBA3H MEXKIY IOpTaMu

KJIMEHTOB B OJHOU H

tor k¢ VLAN wmmm uvactHoit VLAN. Ilopt, KOTOpBI H30JMpPOBaH OT

OCTaJIbHBIX MOPTOB HE MOJKET IeperaBaTh KaKOH-TMO0 OJHOAAPECHbIM, MHOTOAaIpEeCHbIH WIH
MIMPOKOBEIIATENbHBINA TpaduK B It00bIe ApyrHe mopThl ToH ke camoit VLAN nmu PVLAN.

Port Isolation Configuration

Port Number
1]2]3]4][6]6[7][8]09][10

Puc. 5.2.38.2 — U3onauus nopta

Tabmuua 5.2.38.2 — M3ossnus nopra

Port Number

VYcranoBurte Quiar, eciy jKeiaaTeabHO, YTOObI MOPT WU MOPTHI ObUIH
M30JIMPOBaHbI OT OCTAJIBHBIX IOPTOB.

5.2.39. VCL

Jns noctyna K HacTpoiikam HeoOxoaumo nepeitu no Bkiaake Configuration— VCL.
MAC-based (Ha ochoBe MAC-aapecos) (Puc. 5.2.39.1) (Ta0.a. 5.2.39.1).
MAC-based VLAN Membership Configuration

Port Members

Delete |

MAC Address [ VLANID [1]2]3]4]s]s[7]s[9]10

| Delete ||

00-00-00-00-00-00| | 11000000000 |

| Add New Entry |

Puc. 5.2.39.1- MAC-based

Taomuua 5.2.39.1- MAC-based
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Delete Y anser TeKyuryo 3amnuch
MAC Address Vkazan MAC - aapec ucrounuka. Mmeiite B Buny, uto MAC - aapec
HCTOYHMKA MOXKET 0TOOpaxkaThcs ToJIbKO B onmuH VLAN ID.
VLAN ID OTtobpaxaer nanusii MAC-aapec B cBsa3annblii ¢ HUM VLAN ID.
Port Members [TopTel, KoTOpBIe NpUHaAIexkaT 1anHo VLAN.
| Add New Entry | .
Knonka '"——————— npeana3HaueHa ajsi J00aBJIECHUS HOBOM 3alUCH.

Protocol to Group (Puc. 5.2.39.2) (Ta6.a. 5.2.39.2).

Protocol to Group Mapping Table

Delete | Frame Type | Value | Group Name

| Delete | [Ethermetw| Etype 040800 | | |

Add New Entry |

Puc. 5.2.39.2 — Protocol to Group

Tabmuna 5.2.39.2 — Protocol to Group

Delete VY nanser Texyuyro 3anuch

Frame Type MosxHO BeIOpaTh OJWH M3 TpeX THIOB Kaapos. [lose 3HaueHus (value)
M3MEHUTCS COOTBETCTBYIOIIUM 00pa30M aBTOMATHYECKH.

Value » Ethernet: 3mauenue tmma Ether (Etype). [lo ymoiganuio 3amaHo

0x0800. Iunana3zon gomyctumbix 3HaueHuit: ot 0x0600 mo Oxffff.

* SNAP: nmna Tuna xagpa SNAP  oroOpaxaroTcss 3HaYeHUS
unentudukatopa OUI  (Organizationally Unique Identifier —
YHUKQJIBHBIA HMICHTU(UKATOP OpraHM3aluu) U HIACHTU(UKATOpa
npotokoia PID (Protocol ID).

» OUIL: 3Havenue B hopMaTe XX-XX-XX, IJIe Kakaas mapa (Xx) B CTpoKe
SIBJIIETCS IIECTHAIATEPUYHBIM 3HadeHreM B quana3zone 0x00-0x{f.

* PID: ecnu qyist OUI 3amano mectHaamnarepuunoe 3nadenue 000000, To
s protocol ID B mone 3Hadyenus tuna Ethernet ykazan mportoxod,
paborarormmii  Ha  BepmmHe SNAP.  Ecmu  OUI  saBnsercs
UACHTU(DUKATOPOM OIpPEENIeHHON opranusanuu, To protocol ID — 310
3Ha4YEHHE, HA3HAYEHHOE TOM OpraHu3aIfeil MPoTOKOIy, padoTarolemMy
Ha BepmmHe SNAP. JIpyrumu cnoBamu, eciu B nose OUI 3agano 00-00-
00, to 3nauenue PID Gynet etherType (0x0600-0xftff). Eciu 3nauenue
OUI ornmuaercs ot 00-00-00, To mpaBunbHOe 3HaueHue PID Oyzaer
1r00bIM 3HaueHueM B quanazone ot 0x0000 no Oxffff.

* LLC (JIormueckoe ynpaBjieHHE JIMHUEH): BKIOYAaeT B ceOs 3HaYCHUs
DSAP (Destination Service Access Point — Touka 10CTyna Ha3HAYEHUS
ycnyr) u SSAP (Source Service Access Point - Touka g0CTyma HCTOYHHUKA
yeayr). [lo ymomgyanuto 3nadenue pasHo Oxff. J[mamazon momycTumbix
3HayeHuit: ot 0x00 no Oxff.

Group Name

Nmsa rpynmel. [lone moxer copepxkarb He Oonee 16 andaButHo-
1U(POBBIX CUMBOJIOB (a-z; AZ) win 1ensix yucen (0-9).

Kuomka

| Add New Entry |

npeaHa3HauCHa IJIsd I[O68.BJ'ICHI/I${ HOBOM 3aIKCH.

Group to VLAN (Oto0pa:kenue rpynnsl B VLAN) (Puc. 5.2.39.3) (Ta6.1. 5.2.39.3).
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Group Name to VLAN mapping Table

Port Members

Delete |

Group Name | VLAN ID

1]2]3[a]s5][e]|7]8]a]10

| Delete | |

| Add New Entry |

Puc. 5.2.39.3— Group to VLAN

Tabmuna 5.2.39.3 — Group to VLAN

Delete

Y nanser TeKyulyo 3anuch

Group Name

ums rpynmbl. [Toste MoxkeT conepxatb He 6oiee 16 andaBuTHO-
1M (POBBIX CUMBOJIOB (a-z; A-Z) nnu nensix gucen (0-9).

VLAN ID

Homep VLAN ID

Port Members

Hasnauennsle nopTsl

Kuomnka

IP Subnet-based VLAN (VLAN na ocnoBe IP-noacern) (Puc. 5.2.39.4) (Ta6.1. 5.2.39.4).

Ha crtpanune IP Subnet-based VLAN configuration M0XXHO 3agaThb OTOOpa)KeHHE He
TErMPOBAaHHBIX BXOJAIIMX KaapoB B KOHKpeTHy0 VLAN, eciu B Tabnune oroOpaxenus IP-
noacetn B VLAN naiinen [P-agpec ncrounmka. Korma BximtoueHa kinaccuduxanus VLAN Ha
ocHoBe [P-mojiceTn, agpec MCTOYHHMKA HE TETUPOBAHHBIX BXOISIIMX KaJpOB MPOBEPSETCS IO
tabnuie otoopaxkenus IP- moacetm B VLAN. Eciam agpec mcTouHMKA JUIsl JAHHOW TOJCETH
HazHauaercs VLAN, yka3zanHbld B 93TOM sueiike TaOnuibl. Eciam
cornacyrouieiics [P-noncetu He 0OHapyKeHO, HE TETUPOBAHHBIEC KAIPbl KIACCUPUIIMPYIOTCS, KaK

HallIeH, TO KaJpam

| Add Mew Entry

npeaHazHaucHa IJisd I{O6aBJI€HI/I$I HOBOM 3aIKCH.

npuHauiexkanye VLAN, koTopoil IpuHaUIekUT NPUHABLINKN UX nopT (¢ HomepoM PVID).

IP Subnet-based VLAN Membership Configuration

Port Members

Delete |

IP Address

| Delete | [0.0.0.0

| Mask Length [ VLANID [1]2[3[4[5]6][7[8]a]10
| |2£ | | 1| mEEEEEEEE RN EnEE

| Add New Entry |

Puc. 5.2.39.4 — VLAN Ha ocHOBe 1oceTen

Tabmuma 5.2.39.4 — VLAN Ha ocHOBe mojicerei

Delete Y nanser TEeKyLlyro 3aluch

IP Address IP-aipec u1st TaHHOTO MpaBMIa

Mask Length JUIiHa MacKu ceTH

VLAN ID Homep VLAN ID

Port Members [TopThl, Ha3HAYEHHBIE JAHHOMY MTPABUITY

| Add New Entry | .

Knonka '———————— npenna3zHaueHa /i J00aBI€HUs] HOBOU 3aIHCH.
5.2.40. QoS (KauecTBOo 00CTy:KUBAHHA)

CerteBoil TpaduK Bcerjga HEMpencKa3zyeM, IMOAITOMY OCHOBHBIM (DakTopoM oOecrieueHus
KauecTBa SBIIETCS MPEJOCTaBICHUE HAWITYYIIEero crocoda AocTaBkd. s mpeomoneHus ITon
npoOJeMbl UCIOJIB3yeTCsl TOHsATHE KadecTBa oOcmyxkuBanus (Quality of Service (QoS))




MpUMEHsIeMOe KO Bcel ceTu. ['apaHTupyeTcs, 4To ceTeBOM Tpaduk OyJaeT MPUOPUTU3UPOBAH B
COOTBETCTBUU C 3a/IaHHBIM KPUTEPHEM, W TpHUEeM OYIeT MPOU3BOAMUTHCA C HCIOIH30BAHUEM
00pabOTKH IO PUOPHUTETAM.

QoS 1o3BOJISIET HA3HAYUTH PA3TMYHBIC KJIACCHI CETEBBIX YCIYT PA3IUYHBIM THIIaM Tpaduka,
HanpuMep, MYyJIbTUMEAUMHOMY, BUAEO, TPaPUKy KOHKPETHOIO MPOTOKOJIA, KPUTHUYHOMY I10
BpeMeHH Tpaduky, Tpaduky pesepBHOro kommpoBanwus (aiimoB. UToObI 3a1aTh MPUOPUTETHI
MaKeTOB Ha JIaHHOM KoMMyTarope, rmnepedaure Ha crpanuiy “Port Classification”
(Kmaccudukanms mopra).

s moctyna K HacTpoikaM HeoOxoaumo repeitu mo Bkiagake Configuration— QoS.

Port Classification (Kinaccupuxanus na noprax) (Puc. 5.2.40.1) (Ta6a. 5.2.40.1).

QoS Port Classification

Port Ingress
CoS | DPL | PCP | DEI | Tag Class. | DSCP Based | Key Type | Address Mode
= e v |2 v || == v |52 v |_ [== v [== |
1 [Ow]| [0w]| [Ow]| [0w]| Disabled C [ Mormal ~| [Source W
2 [0w]| [0v]| [0w]| [0w]| Disabled C [ Mormal wv| [Source v
3 [Dw| [Dw]| [0w]| [0w]| Disabled C [ Mormal wv| [Source |

Puc. 5.2.40.1 — Knaccudukanus QoS Ha moprax

Tabmuna 5.2.40.1 — Knaccudukamms QoS Ha moprax

Port

Homep nopra. “*” o3HauaeT npuMeHeHne KO BCEM IOPTaM.

Cos

Knacc CoS, Boibupaemsiii mo ymomvyanuw. Kmace CoS ¢ Homepom 0
uMeeT HauMeHblui npuoputeT. [lo ymonuanuto 3agaHo 0.

DP Level

BriOepuTe npropuTeT OTOpAChIBAHMS:
0: ITonTBepxaeHHBIE KaAPHI.
1: Kajipbl, KOTOpBIE MOTYT OBITH OTOPOIICHBI.

PCP

Bribepure cooTBETCTBYIOIIEE 3HAYCHUE MTOITB30BATEIBCKOTO IPHOPUTETA
(Priority Code Point) njist He TEeTHpOBaHHBIX KaJpPOB.

DEI

Bribepure cooTBETCTBYIOLIEE 3HAYCHUE UHAMKATOpa OTOpachIBaHUS IO
kputepuio (Drop Eligible Indicator) /uist He TETHPOBAHHBIX KaJIPOB.

Tag Class

B sToM mosne oToOpaxeH pexuM KiIacCUPUKALMM Ui TerMPOBAHHBIX
KaJpOB HA JAHHOM IOPTY:

* Disabled (Bsikitouen): /i TETUPOBAHHBIX KAJAPOB UCIOIB3YETCS KIIacc
QoS u ypoenb DP no ymomyanuto.

* Enabled (BxitoueH): nansi TerMpoBaHHBIX KaJIpoOB MCIIOJB3yeTCs
3Hauenue PCP u DEI u3 tabmumst (PCP, DEI) to (QoS class, DP level)
Mapping.

DSCP Based

VYcranosure ¢nar B mojie, 4ytoOsl BkIOUuTh QoS Ha ocHoBe DSCP
(BXOASIIUN TIOPT).

Key Type

Tun onpenensdmoomero Kio4ya, CreHEpUPOBAaHHBIM JUIs  KaJpoB,
IIOJIyYEHHBIX Yepe3 NopT. JlomycTuMble 3HaUEHUS:

Normal: coorBercTBYyeT BHeutHemy Tery, SMAC/DMAC, IP-niporokouty,
DSCP, SIP/DIP, SPORT u DPORT.

Double Tag: ueTBepTh Kit0Ya, COOTBETCTBYET BHYTPEHHEMY U BHELLTHEMY
TETY.

IP Address: momoBuHa KiItO4a, COBIAJEHWE BHYTPEHHETO W BHEITHETO
tera, SIP u DIP. [Ins kanpoB, He oTHOCsIMXCS K [P, ncnonb3yiiTe ToJIbKO
BHEIIHUU TET.

MAC and IP Address: Ilonnblil kiItoy, coBHajaromMid BHYTPEHHUH U
pHemHuM Ter, SMAC, DMAC, SIP u DIP.

Address Mode

pexxum IP/MAC-anpeca, onpeensonyi, J0MKHA JIM KiIaccu(uKaIus
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QCL ocHoBbBaThcsi Ha anpecax wuctounuka (SMAC/SIP) wmm
HazHaueHus (DMAC/DIP) va 3Tom mopTy. DTOT mapaMeTp UCTIOIb3YeTCs
TOJILKO B TOM cliydae, ecnu Tun kioda Normal. JlomycTuMbiMu
3HAYEHUSIMU SIBIISIFOTCS:

Source: mo3Bomsier conocraBusite SMAC/SIP.

Destination: mo3Bosisier conoctanisite DMAC/DIP.

Port Policing (Orpanunuyenue ckopoctu Ha noprax) (Puc. 5.2.40.2) (Ta6.1. 5.2.40.2).
QoS Ingress Port Policers

Port | Enable |

* -
|

Rate |
I:I.

Unit | Flow Control
== W [
00] [kbps v | C
00| [kbps | C
00] [kbps v | C

Puc. 5.2.40.2 — OrpannyeHue CKOPOCTH Ha IOPTax

—

L Iy e

[TER
B
mpihjim |l Ch

|

Tabnuua 5.2.40.2 — OrpaHuyeHre CKOPOCTH Ha NOPTax

Port Howmep nopra. “*”” o3HauaeT npuMeHeHHE KO BCEM MOPTaM.

Enabled YcrtanoBute ¢uar B 3TOM moje, 4TOObl BKIIOYUTH (DYHKIHUIO OTpaHUYCHHUS
CKOpPOCTH Ha TIOPTY.

Rate 3amaiiTe CKOpPOCTh, 10 KOTOpPOW OyAeT orpaHuueHa cKopocTh Ha mopTy. llo
ymouanuio 3agano 500 k6ut/c. Jomyctumsbiii muamnaszon s kbps (kOut/c) u
fps (kampos/c): or 100 mo 1000000. Homyctumsiii guana3zon st Mbps
(Mo6wurt/c) u kips (kampos/c): ot 1 mo 3300 Mo6wut/c.

Unit Epunuib1 u3MepeHus orpaHuueHusl CKOPOCTH

Flow Control | Eciu ynpaBieH#e MOTOKOM BKIIIOYEHO U ITOPT pabOTAET B PEKUME yIIPABICHUS
MOTOKOM, TO OYIyT OTHpPaBIATHCA KaJpbl pause, BMECTO OTOpachIBaHH
BXOJISIIIUX KaJPOB.

Queue Policing (Orpanuyenne ckopoctu B ouepensix) (Puc. 5.2.40.2) (Ta6a. 5.2.40.2).
QoS Ingress Queue Policers

Port Queue 0 | Queue 1 | Queue 2 | Queue 3 | Queue 4 | Quewe 5 | Queue 6 | Queue 7
Enable Enable Enable Enable Enable Enable Enable Enable
L [ [ [ [ [ [ [
1 [ B B B B B B B
2 [ [ N [ [ N [ [
3 N B N N B N B

Puc. 5.2.40.2 — OrpanndeHue CKOpOCTH B OUEPEIAX

Tabnunua 5.2.40.2 — OrpaHuueHre CKOPOCTU B 0Yepesix

Port

ko

Howmep nopra. 03HA4YaeT NPUMEHEHHE KO BCEM MOPTaM.

Queue 0~7 Enable

VYcranoBute Quar B COOTBETCTBYIOIIEM IIOJ€, YTOOBI BKIIOYUTH
(GYHKIIMIO OTpaHMYEHUS] CKOPOCTH B OUEpe/IIX Ha MOPTax KOMMYyTaTopa

Rate Ckopoctb, 10 KOTOpoi Oyaer orpaHuyeHa cCKopocTh B ouepenu. I[lo
yMoruanuio 3agaHo 500 kOut/c. JlomyCTUMBIN Trana3oH 3HAYCHUH s
kbps (k6ut/c): ot 100 10 1000000. JomycTrMblii qranma3oH 3HAYSHUN TS
Mbps (Mb6urt/c): ot 1 1o 3300 Mo6ut/c.

Unit EnuvHunBl M3MEpeHHsT OTrPaHUYCHUS CKOPOCTH OYEpPEeId BXOJAIIAX

KaJIpOB.
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Port Scheduler (Puc. 5.2.40.3) (Ta6u. 5.2.40.3).

QoS Egress Port Schedulers

Port Mode

Weight

Qo [a1fQ2]aQ3[Q4]Q5[Q6[Qa7
1 Strict Priority - - - - - - - -
2 Strict Priority - - - - - - - -
3 Sirict Priority - - - - - - - -

L8

QoS Egress Port Scheduler and Shapers Port 2

| Scheduler Mode | Strict Priority |

Queue Shaper Port Shaper

Enable | Rate | Unit | Rate-type | Excess | Credit

Enable | Rate | Unit | Rate-type

3

—1(500

S

—| 200

S

—1(500

S

—| 200

S .

500

=0 =32 A wm

o

500

Qi 5
| 500

6

Qo

500

Puc. 5.2.40.3 — Port Scheduler

Taomuma 5.2.40.3 — Port Scheduler

Port Haxxmure MBIIIBIO Ha TOPT, YTOOBI 3a1aTh JETalbHBIE HACTPOHKH
JWCIIeTYepa mopra.

Mode OTtob6pakaeTcst BHIOpaHHbII peKUM pabOThI

Weight OTtobOpakaeTcst BeC B MPOIICHTAX, MPUCBOEHHBIN ouepensim Q0~Q7.

Scheduler Mode YcTpoiicTBO 00ecrieuuBaeT JBa pekuMa padboThl C OUYepeIsTMH.

¢ Strict mode (Ctporuii pexxum paboThl): B 3TOM pexxkume Kaapsl U3
BBIXOJIHBIX oOdepeneii ¢ Ooiee BBICOKUMH TPHOPUTETAMU OyayT
nepeaaBaThesl MEepBBIMH (10 CPABHEHUIO C KaJpaMH, HAXOIALIMMHUCS B
ouepensx ¢ HU3KHUMHU TPUOPUTETAMH).

* Weight mode (Pexum paboTsl ¢ Becamu): s ouepeaen ¢
B3BemmBanueM DWRR (Deficit Weighted Round-Robin — nuxinnueckoe
B3BELIMBAHHUE C YYETOM Je(UIUTA) JOJDKEH OBITh 3a7jaH BEeC B KaxJIOH
ouepenu. OOciyxuBanue ouepeneil mpu DWRR Bo mHOrom nomo6Ho
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WRR, ognako cienyromas ouepeab 00CTy>KUBAeTCs TOJIBKO TOT/1a, KOTaa
ee cuerunk nepunmra (Deficit Counter) cTaHOBUTCS MEHbBIIE pa3Mepa
NEPEAAHHOTO MAKETa.

Queue Shaper (PopmupoBatens Tpaduka ouepein)

Enable HaxxmMute MBIMIBIO 3TO MMOJE, YTOOBI BKIIOYUTH (OPMHPOBATEIH JIS
HEKOTOPOW o4epe/ i Ha BRLIOPAHHOM TIOPTY.
Rate 3amaiiTe CKOpPOCTh, JIO KOTOpoil (opmupoBaTenp ouepean Oynuer

OTrpaHWYMBaThL CKOpocTh. [lo ymomuanuio 3amano 500 kOwur/c.
Jlomyctumplii muarna3on 3HadeHui 11 kbps (ko6ut/c): ot 100 mo 1000000.
Jomyctumblii nuana3zoH 3HadeHuid s Mbps (Mout/c): ot 1 mo 3300
Moburt/c.

Unit Bribepure  enuHHUIBI  M3MEPEHHS  CKOPOCTH, KOTOpble  Oyner
WCIIO0JIh30BaTh (POPMHUPOBATENb OUEPEAH ITPH OTPAHUICHUU CKOPOCTH.
Port Shaper (®opmupoBatens Tpaduka nopra): 3aaiiTe CKOPOCTh, C KOTOPOH TpapuK MOKET
MOKH/JIaTh TAHHYIO OYepe/ib.

Enable VYcranoBure ¢iar B 3TOM Moje, YTOOBl BKIIOYUTH (POPMHUPOBATEIND
TpaduKa mopTa.
Rate 3amaiiTe CKOpPOCTh, 10 KOTOPOM OyJeT orpaHnYeHa CKOPOCTh Ha BBIXOJIE

dbopmupoBarens Tpaduka mopra. [lo ymomganmro 3amano 500 xOwur/c.
Jomyctumblii quana3on 3HaueHuit 1uis kbps (k6ut/c): ot 100 mo 1000000.
Jomyctumplii mrana3oH 3HadeHuid s Mbps (Mout/c): ot 1 mo 3300
Mourt/c.

Unit Br1bepuTe e1MHUIIbI U3MEPEHUS] CKOPOCTH.

Port Shaping (Popmuposanne Tpaguxa nopron) (Puc. 5.2.40.3a).
Haxmure Ha HOMep mnopra, 4YTOOBl H3MEHUTh WM I€PEyCTAaHOBUTh HACTPOMKHU
dbopmupoBarens Tpaduka Mopra, B YaCTHOCTH, OTPAaHUYEHHE CKOPOCTH.

QoS Egress Port Shapers

Shapers

Port 0 TQi (G2 Q3| Q4 [ Q5 [ Q6 [ Q7 | Port

163 [Pt |t

Puc. 5.2.40.3a— PortShaping

Port Tag Remarking (U3menenue teros Ha nopry) (Puc. 5.2.40.4) (Ta6.1. 5.2.40.4).

QoS Egress Port Tag Remarking

Port | Mode
1 Classified

Classified

Classified

|y |

Qo5 Egress Port Tag Remarking Port 1
Tag Remarking Mode || Classified v||
QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode || Default v||

PCP/DEI Configuration

Default PCP
Default DEI
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QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode || Wapped v||
(CoS, DPL) to (PCF, DEI) Mapping

EDS | DPL| FEF’ | DEI
--
. v v
e vl
vt~

Puc. 5.2.40.4 — MI3MeHeHue TEroB Ha MOPTY

n
!

=}

=

bt (R a5 T s Y o Y Y S U 'S T P T N [ Wt N s R s
B == T e T e B o A e I L= R e T e

Tabmuna 5.2.40.4 — M3MeHeHue TeroB Ha MOPTY

Port HaxmuTte MbIIIbIO Ha OPT, YTOOBI 331aTh JETAJIbHBIE HACTPOMKH.
Tag Remarking Bribepure cooTBETCTBYIOLIHMH PeKUM pabOThI H3MEHEHHsI TETOB Ha 3TOM
Mode TOPTYy.
. Classified (KnaccudunmpoBanusiit): HCIIOJIb3YIOTCA
kiaccuduimpoannbie 3HaueHus PCP/DEI.
* Default (3HaueHuss MO yMOJYAHMIO): MCIOJB3YIOTCS 3HAYECHHUS
PCP/DEI, 3agannsie no ymonuanuto - PCP:0; DEI:0).
* Mapped (OtoOpakeHHe): HCMONB3YETCS OTOOpaKeHWE 3HAYEHUU
ksaccoB QoS u yposHeii DP B 3nauenust PCP/DEL
PCP/DEI Hacrpoiika 3nauennit PCP/DEI nns pexxuma Default.
Configuration

QoS Class/DP
level

IToxa3zanb! onuuu oToOpaskeHUs A 3HaUeHuH kiaaccoB QoS U ypoBHEi
DP (npuopureroB oTOpachIBaHMUsl).

PCP N3mMeHeHne TeroB COryiacyromuxcsi UCXOASIINX KaApOB B COOTBETCTBUU
¢ ykazanHbIM nipuoputeroM Priority Code Point 6o B cooTBETCTBUM C
noJyib3oBarenbckuM npuoputeroM. ([duamazon: 0~7; Ilo ymomuanuto
3a1aHo: 0)

DEI N3mMeHeHne TeroB cOryiacyromuxcsi UCXOASAIIMNX KapOB B COOTBETCTBUU

C 3aJlaHHBIM WHJUKATOPOM COOTBETCTBHUS KPUTEPHIO OTOpachIBaHUS
(Drop Eligible Indicator). (Inanazon: 0~1; ITo ymomuanuto 3agano: 0)

Port DSCP (Hacrtpoiika tpancasiunu DSCP na nopry) (Puc. 5.2.40.5) (Ta6.. 5.2.40.5).
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QoS Port DSCP Configuration

Port Ingress Egress
Translate | Classify Rewrite

* [ = v == v |

1 C Disable | |Disable v |

2 C | Disable ~ | |Disable v |

3 C | Disable ~ | |Disable v |

Puc. 5.2.40.5 — Hactpoiika tpanciasinuun DSCP na nopty

Tabmuua 5.2.40.5 — Hactpotika tpancisuuun DSCP Ha nopty

Port

Howmep mopra. “*” o3HauaeT npuMeHEHHE KO BCEM IOPTaM.

Ingress Translate

YcranoBure ¢uar B mosie, 4TOObl BKIIOYHUTH TPAHCISAIUIO 3HAUYCHHIA
DSCP Ha ocHOBE BEIOpaHHOTO METOAa KI1acCH(UKAIINHI

Ingress Classify

Bribepure COOTBETCTBYIONINI METO/] KIIACCH(PUKALINH:

* Disable (Beiximrounts): Knaccudukanus DSCP Bxomsmux kaapoB He
BeimonHsercs. * DSCP=0: Knaccudukanms Bemonusiercs, ecan DSCP
BXOJSAIINX KaJpoB paBeH 0.

* Selected (BriOpano): knaccudunupyrorcs Toiapko DSCP, ais koTopsix
BKJIIOUEHA Ki1accudukamys B Tadnuie tpancasuuu DSCP.

* All (Bce): knaccudunmpyrores Bee mosist DSCP.

Egress Rewrite

3nayenuss DSCP ucxonsmux kajgpoB OyAyT NepenucaHbl Ha HOPTY.

* Disable (Beiximrounts): Ilepesamuck 3nauenuii DSCP ucxopsimero
TpaduKa BBIKIIIOUYCHA.

* Enable (BximtounTs): [lepesanuce 3nauernii DSCP ucxoasimux kaapoB
BKJIFOYEHA, HO OTOOpaKeHHE TOCIIe ePe3allucy He BBIIOIHIETCS.

* Remap DP aware (Orobpaxenue noanepxxuaembix DP 3anoBo): Kanp
¢ DSCP, noctynuBmuii OT aHalu3aTopa, CHOBa OTOOpakaeTcs H
nomeyaercss HOBbIM 3HaueHueM DSCP. B 3aBucumoctu ot yposHs DP
kajapa, HoBoe 3HaueHue DSCP Gepercs u3 tabnuisl Tpanciusaauun DSCP
u3 nons Egress Remap DPO unu DP1.

* Remap DP aware (OtobOpakenue HenojaepxuBaeMbix DP 3aHoBO):
Kanp ¢ DSCP, noctynuBmuii OT aHaiau3aTopa CHOBa OTOOpaXkaeTcsl U
noMeuaetcss HOBBIM 3HaueHHeM DSCP. Hosoe 3nauenne DSCP Bcerma
oepetcs u3 Tabauis! Tpancsiuu DSCP u3 nons Egress Remap DPO.

DSCP-Based QoS (Hactpoiika kayectBa oocay:xxkuBanus no DSCP) (Puc. 5.2.40.6)

(Tad.. 5.2.40.6).

DSCP-Based QoS Ingress Classification

DSCP [ Trust | CoS | DPL
0 (BE) C
1 C
2 C
3 C

Puc. 5.2.40.6 — Hactpoiika kauectBa oocimysxuBanus no DSCP

Tabauna 5.2.40.6 — Hactpoiika kayectBa obcaykuBanus no DSCP

DSCP

3nauenne DSCP Bxopsumiero nakera. J[Mamna3oH 10MyCTUMBIX 3HAUEHUN
DSCP: ot 0 10 63.
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Trust YcranoBute ¢uiar B 3TOM MoJie, 4ToObl yKaszarh, uro 3HaueHue DSCP
SBJIETCST  HaUeKHBIM. TOJbKO  HamexkHple 3HaueHuss DSCP
OTOOpaXaroTCs B COOTBETCTBYMOIIMK Kkiacc QoS ©  mpHOpHUTET
otOpacweiBanuss DPL (drop precedence level). Kagpsl ¢ HeHaae:xHBIMU
3HaueHusiMu DSCP cuntarorcs He-1P kanpamu.

CoS Bri6epuTte kiacc QoS mis coorBercTByroiero 3Hadenuss DSCP mst 123
o0OpaboTku Bxomsmmx kaapoB. [lo ymomuanuro 3amano 0. J{mamazon
JIONYCTUMBIX 3HaYeHuM: oT 0 110 7

DPL Bribepure mpuoputer otOpaceiBanus DPL 1 cooTBeTCTBYIOLIETO
3HaueHuss DSCP mist 0O0pabGoTku Bxomsmux kaapoB. [lo ymomgaHuio
3agano 0. 3nauenue “1” naer 6osee BBICOKUI MPHOPUTET OTOpAChIBAHUS

DSCPTranslation (Tpancasiuua DSCP) (Puc. 5.2.40.7) (Ta6.a. 5.2.40.7).
DSCP Translation

DSCP Ingress . Egress

Translate | Classify | Remap DP0 | Remap DP1
& = e B |~=c:=~ vl |~=c:=~ vl
0 (BE) C [0(BE) w| [D(BE) w|
1 o [ vl [ v
2 o [2 v [2 v]
3 o [z v| [3 v
‘ 0 [E___v[E___v
5 O[5 lE v]

Puc. 5.2.40.7 —_TpaHénﬂuHﬂ DSCP

Tabmuna 5.2.40.7— Tpaucusius DSCP

DSCP 3nauenne DSCP Bxopsuiero kaapa. /[nana3on A0mMyCTUMBIX 3HaYEHUH
DSCP: ot 0 g0 63.

Ingress Translate Bxrouaer Tpancisanuio 3nadenunii DSCP BXoasmux kaapoB Ha OCHOBE
3aJIaHHOTO METO0/1a KJIacCU(UKALIUU.

Ingress Classify Bxrouaer knaccupukanyio Ha BXOASIIEH CTOPOHE, KaK OMpPEEICHO B
tabsuie HacTpoiiku DSCP QoS Ha nopry.

Egress Remap 3anoBo oroOpaxaer 3HaueHre DP B BoiOpanHoe 3HaueHue DSCP.

DSCPClassification (Kinaccuguxanus DSCP) (Puc. 5.2.40.8) (Tao6.. 5.2.40.8).
DSCP Classification

CoS | DSCPDP0 | DSCP DP1

|'=CJ=' vl |{Z=- vl
0 [D(BE) ~| [0(BE) |
1 [D(BE) +~| [0(BE) |
2 [D(BE) ~| [0(BE) |

Puc. 5.2.40.8 — Knaccudukamus DSCP

Ta6muma 5.2.40.8 — Knaccuduxarus DSCP
CoS Crnincok akTyalbHbIX 3Ha4eHHH Ki1accoB QoS
DSCP: Bri6epute 3nauenne DSCP st orobpaxenus B kiace QoS

QoS Control List Configuration (Cnucok ynpasiaenuss QoS) (Puc. 5.2.40.9) (Tao.1.
5.2.40.9).

Criucok ympaBiieHUSI KaueCTBOM OOCTYXMBAHMS HCIONb3YETCs Ul YCTAHOBKU MPABUII
00paboTKK BXOISIIMX MaKkeToB no Tumy kaapa, MAC-aapecy, 3nauenusim VID, PCP, DEI. Kax
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tonbko QCE npuBsizaH K mopry, TpaduK COracyercs ¢ IepBbIM AJIEMEHTOM CIHCKA YIPaBJICHUS
QoS, xotopomy Ha3HaueH kiacc QoS, ypoBeHb npuopHurera otoOpachiBanus u 3HaueHrne DSCP.
Tpaduky, He cornacyromemycs Hu ¢ kakumu QCE, Haznavaetcs kiacc QoS, UCIonb3yeMbIid 115

opTa 10 YMOJIYaHHUIO.
QoS Control List Configuration

Frame | Action

Tag
Type | CoS [ DPL [ DSCP [ PCP | DEI | Policy [ Ingress Map [ Vid |

Type

QCE ‘ Port ‘ DMAC ‘ SMAC | VID ‘ PCP ‘ DEI

Puc. 5.2.40.9— Cniucox ynpasienust QoS

Tabmuna 5.2.40.9 — Crucok ympasienus QoS

QCE Orobpaxaercst Homep daemenTa crucka QCL

Port OTtobpakaeTcsi HOMep MopTa, ucrnoab3yromero 3toT QCL

DMAC MAC-anpec HazHaueHus. Bo3MOXxHBI clenylolue 3HaueHUs: Any
(JTroboit), Broadcast (IupoxoBemnaTeIbHBIN), Multicast
(MuoroaapecHsrii), Unicast (OqHOaIpeCHBIH).

SMAC MAC - agpec uCToyHuKa

VID OTto6paxkaercs VLAN ID (1-4095)

PCP Orobpaxaercst 3Hauenue PCP.

DEI OtoOpaskaercs 3HaueHue DEI

Frame type OTtoOpakaeTcst TUI Kajapa, MOUCK KOTOPOro OyleT MPOU3BOIUTHCS BO
BXOJSIINX Kaapax. Bo3sMoskHbI cieayromue Tumbl kKaapos: Any (JIxo6oi),
Ethernet, LLC SNAP, IPv4, IPv6.

Action OTtoOpaxaeTcst ornepanus KiacCu(UKaAIUHU, BHITOIHIEMAs: Ha BXOISIIUX
KaJlpaX, KOrja HacTPOWKH IMapamMeTpPOB COTJACYIOTCS C COJEPKUMBIM
KaJipa.

Storm Control (YnpaspijieHue mupokoBemiatejJbHbiM mTopMom) (Puc. 5.2.40.10)
(Taba. 5.2.40.10).

VYrpaBieHrne MIUPOKOBEUIATEIbHBIM IITOPMOM HCIOJNB3YETCS JJs  IPelOoTBPALLEHUS
YXYJAUIEHUs. TPOU3BOJUTEIBLHOCTH CETH WJIM TOJIHOTO TNpeKpalleHus ee paboThl. YIpaBieHHE
OCYIIECTBIISIETCS IyTEM YCTAHOBKM TIOPOTOBBIX 3HAYEHMH [ Tpaduka, M0J100HOTrO
HIMPOKOBEIATENBHOMY, OJITHOAJIPECHOMY WIH MHOT'0a/IpECHOMY . Yxynuenue
MIPOU3BOJUTENIBHOCTH CETU WJIM TMOJHOE MpEeKpaleHhe ee padoThl MOTYT OBITH OOYCIIOBJIEHBI
HEMoJIaJKaMH B paboTe CeTeBBIX YCTPOUCTB, MJIOXON OTIAAKOM U HEMPaBWIbHBIMUA HACTPOHKaMU
npukinagHoro I10. 3amura ceTH OT WITOPMOB MOXKET OBITh OCYIIECTBJIIEHA IyTEM YCTAaHOBKHU
MOPOTOBBIX 3HAYEHUH JJIs ONpeieNieHHOro Tpaduka Ha ycTpoiicTBe. JIoOble yka3aHHbIE aKeThl,
IIpU NIpHEME KOTOPBIX MPEBBILIEHO 33JaHHOE TOPOTrOBOE 3HAUEHUE, Oy1yT OTOPOILIECHBI.

Global Storm Policer Configuration

Frame Type | Enable | Rate [ Unit
Unicast | 1| [fos w
Multicast | 1| [fos ~
Sroadcast | 1| os v

Puc. 5.2.40.10 — YnpaBneHue NMpoOKOBEIIATEIbHBIM IITOPMOM

Tabmuua 5.2.40.10 — YpaBieHue MHUPOKOBEIIATEbHBIM IITOPMOM

Enable Bxmrouaer mopaBneHume mTopMa il makeToB  THUmoB  Unicast
(OnHoanpecHsIit), Multicast (MHoroanpecHslil), Broadcast
(IIlupokoBenaTeabHbIi).
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Rate Bribepure moporoBoe 3HaueHHME B TaKeTax B CeKyHAy. lIpuHsTBHIE

MAaKeThl, MPH KOTOPHIX TPEBBIINICHO BHIOpaHHOE 3HAYCHHE, OYIAyT
OTOPOIICHBI.

Unit Enunauiel namepenust

Weighted Random Early Detection (WRED) (Puc. 5.2.40.11) (Ta0.. 5.2.40.11).

OtcnexuBaeT JUIMHY OYepEIU U OTOPAChIBAET HEKOTOPBIN IPOLEHT TAKETOB B OYEPEH [Tt
yJIy4lIeHUs] TPOU3BOJUTEIBHOCTH CETH.

Weighted Random Early Detection Configuration

Queue | Enable | Min | Max |  Max Unit

0 o 0| | 50| [Drop Probability w |
1 O | 0| | 50| [Drop Probability v |
2 o | 0| | 50| [Drop Probability v |
3 m o] | 50| [Drop Probability w |

Puc. 5.2.40.11 - WRED

Tabmuna 5.2.40.11 — WRED

Queue Howmep ouepenu (CoS)

Enable Omnpenensier, BkimtodeH i1 WRED i1 91oit 3anicu

Min HwuxHuii mopor ypoBHs 3al10JIHEHHS.

Max Bepxuuii mopor ypoBHsI 3a110JTHEHHSL.

Max Unit VYrpaBinsier BEpOSTHOCTBIO MaICHHS JJIs1 KaJPOB
5.2.41. Mirroring (3epkaiupoBanue)

Jnsg otnanku cereBbIX MpoOieM, HCXOAALMM TpaduK MOXKET ObITh CKOINMPOBAaH Ha
3epKaJbHOM IOPTY, TJI€ MOKET ObITh OJKIIOUEH aHAIU3aToP.
st noctyna k HacTpoiikaMm HeoOxoaumo rnepeitu no Bkiagake Configuration— Mirroring
Mirroring (3epkanupoBanue) (Puc. 5.2.41.1) (Ta0a. 5.2.41.1).
Mirror & RMirror Configuration Table

Session ID | Mode | Type | VLAN ID | Reflector Port
Disabled Mirror - -
Disabled Mirror - -
Disabled Mirror - -

I I =
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Mirror & RMirror Configuration

Global Settings

Session ID [2 |
Mode [Disablad v
Type [Mirror w |
VLAN ID 200

ReflectorPort

Source VLAN(s) Configuration

[Vian o] ]

Port Configuration

Port | Source [ Destination
& <= g .
port c
Fort2 c
Port3 C

Puc. 5.2.41.1 — 3epkanupoBanue

Tabnuua 5.2.41.1 — 3epkanupoBanue

Session ID WUnentudpukatop ceccus. Bribepure wuneHtudukarop ceanca s
HACTPOWKHU

Mode Bruttouenne/BBIKITIOUCHIE 3epKaIBHOTO 0TOOpaKEHHS 170031
JMCTAaHIMOHHOTO 3ePKAJIMPOBAHMUSL.

Type * Mirror — 3epkaio;

* Source — McTOYHHK;
* Intermediate — [IpomexxyTOUHBI;
* Destination — Ha3snauenue;

VLAN ID Unentudpuxatop VLAN  ykassiBaer, KyJga OyAeT CKOINHUPOBaH
MoHUTOpHBIN makeT. Mnentudukarop VLAN no ymomuanuto - 200.

Reflector Port [TopT, ¢ KOTOpOro OTIpaBIsgeTcs Tpahuk

Source VLANSs 3epkanupoBanue Ha ocHoBe VLAN

Port Configuration (Hactpoiiku mopra)

Port Howmep nopra

Source Nwmeetcs yeTslpe pekrMa, KOTOPbIE MOKHO HCIIOJIb30BAaTh Ha KaKIOM

MOPTY UHIMBUIYAJIBHO.
* Disabled (Boikmtouen): @yHKIUS 3epKaTupOBaHUsl Ha JaHHOM IOPTY
BBIKJIIOYCHA.

* Rx only (Tonbko nmpruHMMaeMblil Tpaduk): Ha 3epKallbHbII TOPT OyAyT
HaIIPaBJIEHBI TOJIBKO KaJpbl, IPUHATHIE JaHHBIM ITOPTOM.

* Tx only (Tonbko nepenaya): Ha 3epKajJbHBIA NOPT OyAyT HANPaBICHbI
TOJIBKO KaJpbl, IEPETAHHBIE JaHHBIM ITOPTOM.

* Enable (BxitounTs): Ha 3epKajbHBIM MOPT OyQyT MepelaHbl KaJpbl,
IIPUHATHIE U IEPENAHHBIE TAHHBIM [TOPTOM.

Destination [lopT Ha3HaueHHUs, KOTOPBII IMOJIydaeT KOMUIO Tpaduka U3 UCXOIHOTO
opra.

UPnP

5.2.42. Voice VLAN. I'o1ocoBoit VLAN

Jns noctyna K HacTpoiikam HeoOxoaumo nepeiitu mo Bkianke Configuration— Voice
VLAN.
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Configuration (Hactpoiika) (Puc. 5.2.42.1) (Tabn. 5.2.42.1).

Voice VLAN Configuration

Mode | Disabled v |
VLAN ID | 1000 |
Aging Time | 26400 | seconds
Traffic Class | |7 (High) v |

Port Configuration

Port | Mode | Security | Discovery Protocol
= vl= V= v
1 | Disabled v || Disabled ~ | [QUI v |
2 | Disablad + || Disabled » | [OUI |
3 | Disablad + || Disabled ~ | [ OUI |

Puc. 5.2.42.1 — Hactpoiika

Tabnuna 5.2.42.1 — Hactpoiika

Voice VLAN Configuration (Hactpoiika rosocosoit VLAN)

Mode BxmrounTs/BeiKiIOUNTE TOJIOcOBOM VLAN. Ilpexne 4yeM BKIIOYHUTH
rojocoBoit VLAN, otkitounte MSTP, uyTo6b! n36€xaTh KOH(IMKTA.

VLAN ID Wnentudukarop VLAN

Aging Time Vkas3biBaeT BpeMs Oe3omacHoro oOydenus. JlomycTuMblil quana3oH
coctasigeT ot 10 1o 10000000 cexyH.

Traffic Class VYkaspiBaer kiacc Tpadpuka. Becb Tpaduk B Voice VLAN Oyner nmersb

9TOT KJIaCC.

Port Configuration (Hactpoiika mopra)

Port Howmep nopra
Mode * Disabled — oTkiroueH;
* Auto - BKITIOYCHHE PEKMMa aBTOMATHYECKOTO OIIPEICIICHUS;
* Forced - mpuHyauTeapbHOE MOIKIIOYECHHUE.
Security BxrounTe/BBIKITIIOUNTH pexuM Oe3omacHocT nopra VLAN. Korna sta

¢byHkuMsa BKIOueHa, Bce HetenedonHble MACanpeca B VLAN Oynyt
3a050KkupoBanbl Ha 10 cexyH .

Discovery Protocol

VYka3pIBaeT NPOTOKOJ OOHapyxkeHHs mopTa. PaGoraeT ToIbKO mpH
pexume «Autoy. Bo3MoxkHBIE TPOTOKOIIBI 0OHAPYKEHUS:

* OUI: obHapy:xeHue tenedoHHoro ycrpoiictsa no aapecy OUL

* LLDP: oOnapyxeHnue tenegonHoro ycrporcrsa LLDP.

* Both: OUI u LLDP. Ms1 nomkHbl BKItouMTh (yHkiuio LLDP nepen
akTuBauuen mnporokosa oOHapyxeHus Ha «LLDP» wumm «Bothy.
N3menenne npotokosa ooHapyxerus Ha «OUDy unmu « LLDP» npusener
K [Iepe3allycKy Ipolecca aBTOMATHYECKOTO OOHAPYKEHHUS.

OUI Table (Ta6imua OUI) (Puc. 5.2.42.2) (Tad.a. 5.2.42.2).
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Voice VLAN OUI Table

Delete | Telephony OUI | Description
| Delete | | | |

| Add New Entry |
Puc. 5.2.42.2 — Tabmuua OUI

Tabmuua 5.2.42.2 — Tabaua OUI

Delete Y nanser TeKyIyo 3amnuch

Telephony OUI Anpec OUl — 53710 r1n00aNbHBIA YHUKAJIBHBIN HICHTU(UKATOD,
npucBoeHnbli IEEE. OH nmomkeH cocTosiTh M3 6 CHUMBOJIOB, dopmar
BBOJIA - «XX-XX-XX» (X - ecTHaaTepudHas mudpa).

Description Onucanue anpeca OUI. Jlonyctumas jymHa ctpoku ot 0 1o 32.

a | Add New Entry |

Knonk npeaHasHaueHa 1Jisl 100aBIeHUS HOBOH 3aIHCH.

5.2.43. UPnP

s noctyna K HacTpoiikam Heobxoaumo nepeitu no Bkiaaake Configuration—UPnP.
Hacrtpoiika UPnP (Puc. 5.2.43.1) (Ta6.a. 5.2.43.1)

UPNP Configuration

Mode Disabled »
TTL 4
Advertising Duration | |100

IP Addressing Mode

Static VLAN Interface 1D |1

Puc. 5.2.43.1 — Hactpoiika UPnP

Tabauna 5.2.43.1 — Hactpoiika UPnP

Mode Brxutouaer wumm  Beikimowaer  ¢ynkuuro UPnP. [lpu  BkiIrodeHuu
aBTOMATHUYECKU co3/aeTcs naBa mpaswia crnucka nocryna (ACE) ans
nepeHanpasieHus cooTBeTcTByomux UPnP nakeros k nponeccopy. [Tpu
BBIKJIIOYEHHH [TPaBUJIa aBTOMATUYECKHU YIAJISIFOTCSI.

TTL [Mapamerp TTL (Time to live — Bpemsi XKHU3HM) HCHOJB3YETCS IS
YKa3aHusi TOTO, CKOJIbKO IIaroB MOXET ciaenarh yBenomieHue UPnP
(SSDP) 1o cBoero ncue3HOBEHUS.

Advertising DTOT mapaMmeTp OIpeneseT, HACKOJBKO YacTO MOTYT IOCHUIATHCS
Duration yBenomieHust UPnP. JmnTenbHOCTh EPEHOCUTCS MTaKeTaMU IPOTOKOJIA
SSDP (Simple Service Discover Protocol), xoTopsie HHYOPMHUPYIOT
IIyHKT YIpPaBJIEHHUS O TOM, HACKOJIBKO YACTO CJENyeT NPUHUMATh
coobmienus ¢ ysenomsenusmu SSDP ot kommyTaTopa. [1o ymonuanuto
YCTaHOBJIEHA JUIMTENbHOCTh YyBenomisieHus 100 cexkyna. Opgnaxo,
BCJIEJICTBHE HEHAE)KHOCTU poTokosia UDP pekomenyeTcss yMEeHbIIATh
JUTNTENILHOCTh, TaK KaK Ye€M OHa MEHbIIe, TeM ObIcTpee OOHOBISETCA
cocrosgane UPnP.

IP Addressing Pexum [P-agpecanmu mnpemoctaBiser JABa cmoco0a oOmpeseneHHs
Mode Ha3HAYCHUS [P-anpeca:

311



IOunrammueckmir: Beibop no ymomuanuio ans UPnP. Monyns UPnP
MOMOTaeT TMOJIb30BaTesIM BbIOpatTh [P-aapec kommyTtaropa. OH HaXOAUT
IIEPBBII JIOCTYIIHBIN CUCTEMHBII IP-anpec.
Craruueckun: [lonb3oBatens ykasbiBaeT IP-untepderic VLAN nmis
BbIOOpa [P-aipeca KOMMYTHPYIOIIErO YCTPOKCTBA.

Static VLAN Wnpekc xonkpernoro unrepdeiica [P VLAN. On Oyner npuMeHSITHCS
Interface ID TOJNBKO B  cTaTuueckom pexume [P-aapecamuu.  JlomycTumeble
HAcCTpaWBaeMble 3HA4YEHMsI HaxoadTcs B auamnazoHe or 1 go 4095.
3Ha4YeHUE M0 YMOIYAHUIO - 1.

5.2.44. MRP u MVRP

Multiple Registration Protocol (MRP) — 310 o6mas crpykrypa, pekomennoBanuas [EEE
JUISL UCIIOJIB30BAaHUS B CETEBBIX MOCTAX, CETEBBIX KOMMYTAaTOpaX, MM JPYIMX aHaJIOTMYHBIX
YCTPOMCTBaX C BO3MOXKHOCTBIO PETUCTpAllMU U IE€PEeperucTpalyy CHelHMaIbHbIX aTpUOyTOB,
Takux Kak uiaeHTu@ukatopel VLAN U 4jJ€HCTBO B MYyJIbTUKACTOBBIX Ipynnax B OOJBIIMX
nokanbHbIX ceTsax LAN.

[Tpotokon muHOkecTBeHHBIX peructpannii VLAN Multiple VLAN Registration Protocol
(MVRP) siBnsiercs ceTeBbIM MPOTOKOJIOM BTOPOTO YPOBHS JUIsl aBTOMaTHUECKOW KOH(UTrypauuu
unpopmanmu VLAN B kommyrtatopax. OnH Obm1  ompexenén  mpuinoxenuem 802.1ak
pekomenganusm IEEE 802.1Q-2005.

B npenenax Broporo ypoBHs cereBoil mogenu OSI MVRP obecnieunBaer quHamMuueckuit
obmen nadpopmanuu o VLAN u koHpurypamuto Heooxonumbix VLAN. Hanpumep, nocrapieHa
3a7a4a J100aBUTH oOmnpeAeaéHHbl nopt kommyratopa B VLAN, wmiam cereBoe yCTpOMCTBO,
nogaepxxuBatoniee VLAN 1 noaxiarou€HHOe B IOPT KOMMYyTaTopa TpedyeT nepekoHpUrypaiuu,
U Bce HeoOXOQuMBbIE TpPaHKM JUHAMMYECKM CO3JaHbl Ha JPYyruX KOMMYTaTropax,
nojaepxkuBaommx MVRP. Jlns BeimosHeHus 3TOH 3amauum 0e3 Bo3MokHocTed MVRP
norpedyercss pyuHass KoHpurypauus VLAN wunm kakoi-1u00 mOponpuUeTapHbIi  METOJ
npousBoauTens. Ecinu ke BBITOMHATH 3Ty 3amady cpeacrBaMu MVRP, koropslii ucnosns3yer
nuHamuueckue 3HadeHuss VLAN B ¢uubTpyemoil 6a3ze nanubix. Eciam koporko — MVRP
MIOMOTaeT AMHAMUYECKU MojJiepkuBaTh KoHpuryparuuu VLAN B cTaTuyecKuX KOH(UTYpaLusax
ceTen.

802.1Q 1a€T BO3MOXKHOCT:

—  Jlunamuuecku KOH(UTYpUPOBATh U pacipereisTh UHPOPMALMIO O IPUHAUIEKHOCTH
VLAN uepe3 mexannsmsl MVRP.

—  Crarnuecku KoH(GUTrypupoBaTh HH(popMaIHio o npuHauiexHocTy VLAN nocpenctsom
MEXaHU3MOB MEHEIKMEHTA, KOTOPBIE ITO3BOJISIOT YIIPABIATh PETUCTPAMOHHBIMU
JTAHHBIMU O CTaTUYECKHX 3anucsax peructpanuii VLAN.

—  ToanepxuBaTh KOMOMHUPOBAHHBIE CTATHUECKUE U JJUHAMUYECKHE KOH(DUTYpaLuu, IpH
KoTophIX HeKOoTOpble VLAN KoH(pUrypupyroTcs mocpeacTBOM MEXaHU3MOB
MEHEIKMEHTa, a 11 Apyrux VLAN coxpaHseTcst BO3MOKHOCTb JUHAMUYECKON
KoH(urypauuu cpercrsamu MVRP.

s moctyna x HacTpoiikam HeoOxoaumo repeitu no Bkiaagake Configuration— MRP.
Hactpoiika MRP (Puc. 5.2.44.1) (Ta6x. 5.2.44.1)

312


https://ru.wikipedia.org/wiki/VLAN
https://ru.wikipedia.org/wiki/VLAN
https://ru.wikipedia.org/w/index.php?title=802.1ak&action=edit&redlink=1
https://ru.wikipedia.org/wiki/IEEE
https://ru.wikipedia.org/wiki/802.1Q
https://ru.wikipedia.org/wiki/Сетевая_модель_OSI
https://ru.wikipedia.org/wiki/VLAN
https://ru.wikipedia.org/wiki/VLAN
https://ru.wikipedia.org/wiki/VLAN
https://ru.wikipedia.org/wiki/802.1Q

MVRP Global Configuration

Global State | Disabled

Managed VLANSs | | 1-4084

MVRP Port Configuration
Port | Enabled

* |

L Pl =k

MRP Overall Port Configuration

Port | Join Timeout | Leave Timeout | LeaveAll Timeout | Periodic Transmission

*

1
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Tabmuna 5.2.44.1—- Hactpoiika MVRP

Global State

Brutouenne/Boikimouenne Gpyaxmpn MVPR

Managed VLANs

Hactpoiika cnucka VLAN, ynpasnsempix MVRP

Hactpoiika nopros

Port

Howmep nopra

Enabled

Bxrouenue ¢pyakiun MVRP Ha nopty

Join Timeout

Talimep npucoeauHenus. 3Hadenus ot 1-20cc. Ilo ymonuanuto 3HaueHue
20cc

Leave Timeout

Taiimep oTkiroueHus. 3HaueHust ot 60-300cc. Ilo ymonmyanuto 3HaueHUe
60cc

LeaveAll Timeout

TaliMEp OTKJIIOUEHUS OT BCEX MYJIbTHKACTOBBIX Ipymm. 3HaueHus 1000-
5000cc. ITo ymomuanuto — 1000cc

Periodic Bxnrouenne ¢byHKINN PeriodicTransmission JUIS
Transmission Bcex npuinoxenuit MRP na nopry
5.2.45. GVRP

s noctyna x HacTpoiikam HeoOxoaumo rnepeitu no Bkiaaake Configuration—GVRP.
Global Configuration (I'to6anbubie HacTpoiikn) (Puc. 5.2.45.1) (Ta6.a. 5.2.45.1).
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GVRP Configuration

|| Enable GVRP

Parameter Value
Join-time: 20
Leave-time: &0

Leavelll-time: | (1000
Max VLANSs: 20

Puc. 5.2.45.1- I'noGanbHbIe HACTPOIKHU

Tabmuua 5.2.45.1— I'nobanbHbIe HACTPOUKH

Enable GVRP Bxirouenue nporokosia GVRP rinobanbsHo.

Join-time 3nayenue B nuanasone 1-20, yka3piBaeéMoe B CEHTHCEKYHJaX (COTBIX
cexkyHnl). [1o ymonganuro, 3Hauenue pasHo 20.

Leave-time 3nauenue B nquanaszoHe 60-300, yka3blBaéMO€ B CEHTUCEKYH/IaX (COTBIX
cexkyHnl). [1o ymonganuro, 3Hauenue pasHo 60.

Leave All-time 3nayenne B auanazone 1000-5000, yka3piBaeMOe B CEHTHCEKYHIAX
(cotbix cekynpl). [To ymomuanuto, 3HaueHune pasao 1000.

Max VLANs MakcumansHoe 3Hauenne VLAN, nonnepxxkuBaemoe GVRP.

Port Configuration (Hactpoiiku noprta) (Puc. 5.2.45.2) (Tao.. 5.2.45.2)
GVRP Port Configuration

Port | Mode
= |~=c3=~ vl
1 |Disabled v |
2 |Disabled v |
3 |Disabled v |

Puc. 5.2.45.2 — Hactpoiiku nopta

Tabnuua 5.2.45.2 — Hactpoiiku nopta
Port Howmep nopra
Mode [To3Bossier HacTpouTh pexkuM padotel GVRP Ha nopty

5.2.46. sFlow
Jlns noctyna K HacTpoiikam HeobxoaumMo nepeiitu no Bkiaaake Configuration—sFlow
sFlow Configuration (Hactpoiiku sFlow) (Puc. 5.2.46.1) (Tabn. 5.2.46.1).
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sFlow Configuration

Agent Configuration

IP Address | [127.0.0.1

Receiver Configuration

Owner “none=

IP Address/Hostname | [0.0.0.0 |

UDP Port 6242 |
Timeout [0 | seconds
Max. Datagram Size | | 1400 | bytes

Port Configuration

Port Flow Sampler Counter Poller
Enabled | Sampling Rate | Max. Header | Enabled | Interval
o | o] | 128 C 0
1 I_ 1] 128 I_ 0
2 [ 0 23 [ 0
3 C 1] 128 C 0

Puc. 5.2.46.1 — Hactpoiiku nopra

Tabmuna 5.2.46.1— HacTpoiiku mopra

Agent Configuration (HacTtpoiiku arenra)

IP Address

IP-anpec, ucnons3yemslii B kauectBe [P-angpeca arenra B sFlow. On
CIIy’)KUT YHUKAJIbHBIM KJIFOUOM, KOTOPBIA OyJeT MIeHTHU()ULIUPOBATH
areHTa B TeUEHUE JUINTEIbHbBIX IEpu010B BpeMeHu. [lonnepxuBatorcs
anpeca IPv4 u IPv6.

Receiver Configuration

(Kondwurypanus npueMHHKa)

Owner

* None - He CKOH(pUTYpPUPOBaH / HE BOCTpEOOBaH.

* Configured through local management — ckoHpUrypupoBaH uepes
Web mm CLI;

* Eciiu sFlow B HacTosimuii MOMEHT ckoHpUrypupoBaH yepe3 SNMP,
COJIEP’KUT CTPOKY, HASHTUPUIMPYIOUTYI0 TprueMHUK sFlow.

IP Address/Hostname | IP-anpec mnu ums xocra npueMHuka sFlow.
UDP Port [Ipocmatpusaemsiii nopt UDP
Timeout TaiimayT

Max. Datagram Size

MaxkcruManabHOE KOJIMYECTBO OalWTOB JaHHBIX, KOTOPOE MOXET OBITh
OTIIPaBJICHO B OJIHOM TECTOBOM AaTarpaMme

Port Configuration (Hactpoiiku nmopra)

Port Homep nopra

Flow Sampler Bxuttouaet wim OTKIII04aeT BHIOOPKY IOTOKA Ha TMOPTY.

Enabled

Flow Sampler CratucTuyeckasi 4acToTa AUCKPETU3ALNHU AJI BBIOOPKU MaKeTOB.
Sampling Rate

Flow Sampler Max.
Header

MaxkcuManabHOE KOJMYECTBO 0aiToB, KOTOpoe JOKHO OBITh
CKONHMPOBAHO M3 MAKeTa, BBIOPAHHOTO JUIs BBIOOPKH, B JIeHTarpaMmy
sFlow.

Counter Poller Bxuttouaet wim OTKIIIOYaeT ONpOC CYETYMKA HA 3TOM IOPTY.
Enabled

Counter Poller WuTepBan onpoca. Jlonmyctumslil tuana3os: ot 1 go 3600 cexyHza.
Interval
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5.2.47. DDMI (uaTepdeiic uuppoBOro IMArHOCTUIECKOT0 MOHUTOPUHIA)

YcoBepuieHCTBOBaHHBIN HU(POBOM UHTEPQEIc TO3BOISIET YCTAHOBUTH CBS3b B PEAIbHOM
BPEMEHM MEXKIY KOMMYTaTOpoM U TpaHcuBepoMm SFP. OTo mo3BosisieT KoMMyTaTopy HoJay4yaTh
JOCTYII K pabO4YMM IapaMeTpaM B OITOBOJOKOHHOM KaHale.

DDMI kouTponupyer:

* TEMIIEpaTypy

* HaNpsDKEHUE MUTaHUS

* [Iepe1aBacMbIil TOK CMELCHUS.

* [IepenaBaemasi MOIIHOCTD

* [Tony4yenHast MOIIHOCTB

Jnis moctyna K HacTpoiikaM HeoOxoauMo nepeiTH o Bkiaake Configuration—DDMIL

Hacrtpoiika DDMI (Puc. 5.2.47.1) (Ta0.1. 5.2.47.1)

DDMI Configuration

| Mode | Enabled w |

| Save || Reset |

Puc. 5.2.47.1 — Hactpoiiku nopra

Tabmmua 5.2.47.1 — Hactpoiiku mopra
Mode Bxrouenue/Boikimouenne  ynkuuun  DDMI.  @Oynkius DDMI
BKJIFOUCHA TI0 YMOJTYAHHUIO.

5.2.48. UDLD

Jlns noctyna k HacTpoiikam Heobxoaumo nepeitu no Bkiaaake Configuration—UDLD.

[IpoTokon BTOpPOro ypOBHS, CO3[@HHBINA HJii aBTOMAaTHYECKOTO OOHAPYKEHHs TMOTEPH
JIBYXCTOPOHHEN KOMMYHUKAIIMH HA JIUHUSAX CBSA3U

Port Configuration (Hactpoiiku mopra) (Puc. 5.2.48.1) (Tabn. 5.2.48.1)

UDLD Port Configuration

Port | UDLD mode | Message Interval
=~ 7 |
1 [Disable  ~] |7 |
2 [Disabe  ~| |7 |
3 [Disable | |7 |

Puc. 5.2.48.1- Hactpoiiku nopra

Tabnuua 5.2.48.1— HacTpoiiku nmopra

Port Howmep nopra
UDLD mode Brrounts/Boikimounts UDLD Ha nopty
Message Interval WuTepBan cooOuieHui
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Ipuiaoxenue 1 — O0pamenne B C1yK0y TEXHUYECKOU MOAAEPKKHU

O6pamenne B cinyx0y Ttexuudeckod mnomaepxkku 3A0 HIIO «Temekom» BBl MOXKeTe
OCYILECTBHUTD CIEAYIOUIMMHU CIIOCOOAMH:
—3armoJaHUTh (OpMY 00paTHOM CBS3M Ha caiiTe KomMnaHuu http://npotelecom.ru;

—HamnucaTh MMCbMO Ha nouty help@npotelecom.ru;
—TI03BOHHUTH 110 Tenedony 8 (3412) 57-30-32.

OoOpamenne B ciyx0y pemonta 3A0 HIIO «Temekom» BBl MOXKETE€ OCYIICCTBHTH
CJICAYIOUIMMHU CTIOCOOAMH:
—HamucaTh MMCHMO Ha MOYTY remont@npotelecom.ru;

—T03BOHUTH 110 Tenedony 8 (3412) 57-30-39.

[Ipu nmr060M oOpamieHnd HEOOXOIUMO YyKa3aTh CyTh MPOOJEMBI, Ha3BaHHE YCTPOHCTBA,
cepuiinblii HoMep, Bepcuto 110, yka3aTh KOHTaKThI JIs1 0OOpaTHOM CBSI3U.
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