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HeseBas ayauropus

JlaHHO€ PYKOBOZACTBO IO 3KCIUIyaTallMM NPEJHA3HAYECHO I TEXHHYECKOTO IIEpCOHAa,
BBITOJIHSIOLIETO HACTPOIKY M MOHUTOPHHT ycTpoiicTBa mocpeactsom WEB/CLI konguryparopa,
a TakkKe IpoLEeAypbl IO €ro YCTaHOBKE M oOciyxuBaHuio. KBannukanus TeXHHYECKOro
NepcoHaa MpeArnoaraeT 3Hanue paboThl MPOTOKOJIOB U MPUHIMITOB rocTpoeHus Ethernet ceteid,
a TaKk)Ke MpaBuiia JIEKTPOOE30IaCHOCTH.

Hannoe pykoBozicTBO pacnpoctpansiercs Ha monenu: NTS-1024, NTS-1024P, NTS-1080,
NTS-1080P, NTS-15040P, NTS-15080P, NTS-15040, NTS-15080, NTS-25080, NTS-25080P,
NTS-25160, NTS-25160P, NTS-25240P, NTS-25240, NTS-25480P, NTS-25480, NTS-3508F,
NTS-3516F, NTS-3524F, NTS-3532F, NTS-3548F, NTS-5508F, NTS-5516F, NTS-5520F, NTS-
4G2S-AT-Box-150W, NTS-4G2S-AT-Box-200W, NTS-4G2S-BT-Box-350W, NTS-8G2S-AT-
Box-200W,NTS-8G2S-AT-Box-350W,NTS-8G2S-BT-Box-350W, NTS-4G2S-AT-Box-UPS-
120W, NTS-4G2S-AT-Box-UPS-240W, NTS-4G2S-BT-Box-UPS-200W, NTS-8G2S-AT-Box-
UPS-240W, NTS-8G2S-AT-Box-UPS-360W, NTS-8G2S-BT-Box-UPS-200W, NTS-4G2S-AT,
NTS-8G2S-AT, NTS-4G2S-BT, NTS-8G2S-BT.

JlaHHOE PYKOBOJCTBO 0 HacTporke koMMyTatopoB NTS BkirrouaeT o0yro nHGOpPMAaIHIO,
(OYHKIIMOHAJ YCTPONUCTB MOKET OTJINYATHCS B 3aBUCUMOCTH OT MOJIENIN.

Nudopmanus 00 ysA3BUMOCTSAX MPOrPAMMHOTO OOECHeueHHs, PEKOMEHJAIUN 10 HuX
YCTPaHEHUI0 W HEoOXOIMMOCTH mepexona Ha HoByro Bepcuto I1O, ocymiectBisiercs myTteM
PACCBIIKY Ha DJIEKTPOHHYIO IIOYTY 3aKa34YMKa.

Ne | Homep Bepcuu BHecenHble N3MeHeHUs
PYKOBOJICTBA H 1aTA H3M.

1 |1.00122.06.2021 Hexotopsbie onrcanHble QYyHKIUU MOTYT HaXOAUTHCS B
CTaJMU TECTHPOBAHHS

2 | 1.1 07 20.07.2021 JloGaBrnen pasnen «PacuimpenHbie HAaCTPOHKHY,
onucanue KoHpuryparmu yepe3 CLI u Web-unrepdeiic

3 | 1.2 0124.04.2023 JloGaBienbl HOBbIE MOM(UKALIMU 000PYAOBAHUS

4 | 1.3 or 04.05.2023 Ho6asnena rnasa «Kongurypamus PPPoE Intermediate
Agent».

JHo6asnena nnpopmanus no Hactpoiike [P DHCP
Snooping option 82

5 | 1.40t105.07.2024 Uckmrouena rinasa «PTP (Precision Time Protocol)»,
HET TEXHUYECKOW BO3ZMOXKHOCTH PEaJIN30BaATh
IIPOTOKOJL.

6 | 1.50109.10.2024 Jlo6asneH pa3zaen Hactpoiiku RPVST nponpuerapHbiit
IPOTOKOJL.

7 | 1.6 or 14.10.2024 JlonosHeHo U ucnpasieHo B paszaene «Kondurypanus

ayTeHTU(UKAlUY, aBTOPU3ALIMU U YUEeTa» OrpaHUYCHHE
I10JIB30BATENS 10 KOJIMYECTBY BBOAUMBIX KOMAH/.
JloGaBiensl npuMepsl HacTpoekK. J{oO6aBiieHbl onucaHue
snmp, ntp, logging source.

8 | 1.65 or 1.07.2025 Jlo6aBnen paznen «3arpyska [10, uamenenue maposist
J0cTyma, cOpoc KOHPHUTYpaIuu Yepe3 MEHIO
3arpy3urKa» JAomnoJiHeH pasnen «CoxpaHeHue
KOH(UTrypaluu, nepe3arpys3ka 1 Bo3Bpar K 3aBOJICKUM
HaCTPOMKaM»




1.66 ot 19.08.2025

Jlo6aBneH pa3nen «MexaHH3MBbI YIIpaBICHUS
MapoJIbHOW MOJIMTUKOM Oe3omacHocTr. OrpaHnYeHHE
HCYCIICIIHBIX ITOIIBITOK BXOJ4d.»

10

1.67 ot 20.08.2025

JononnHens! pa3aensl onucanusg koman QoSu DHCP

11

1.680t1 10.09.2025

JloGaBieH pa3zen AMHAMUYECKas MapLIpyTH3aIHs

12

1.69 or 11.09.2025

Hob6asnenst RIP, ISIS, BGP, BFD

13

1.70 ot 15.09.2025

Hcnpasnensl HeTouHOCTH B HacTpolike BFD, PBR,
POEwu np.

14

1.71ot 19.09.2025

Jlo6aBnenoARP Proxy, BOOTP,ACL:Time-base

15

1.7201 26.09.2025

Jlo6asneno Gratuitous ARP, 3.2.4. DHCP snooping u
onius 82

16

1.7301 03.10.2025

Jlo6asnensl komanasl B SSH, DHCP Relay mns [Pv4,
loopprotection

17

1.7401 14.11.2025

Jo6aBnensl komanasl DHCPv6 ommun 37 u 38,
M30JIALMS TIOPTOB, private vlan u qpyrue

18

1.75 ot 21.11.2025

Jo6asnens! npaBku B 1. 3.2.6. DHCP Relay nnisa [Pv4
B 11. 3.2.58. CTexupoBaHue JOMOJTHEHO ONMUCAHUE, 1
N00aBJICHO IPUMEUYaHHUe 2

19

1.76 ot 28.11.2025

Jlo6asneno npumevanwue B 1. 3.1.10.1. Hactpotika NTP
Jlo6aBneHbl KOMaHABI B Ta0uIry B 1. 3.2.56.4 BGP
«Hacrpoiika 0JIHOaJIpeCHON U MHOT0aJIpECHOMN
Mapuipytusanuu B MBGPy

20

1.77 ot 05.12.2025

3ameneH n. 3.1.11.1.

Ho6asnen 1. 3.1.10. Hactpoiika DNS u Domain Name
Homnonueno B 1.3.2.32.IGMP Snooping npumeyanue u
OMHMCaHue KOMaH]I.

21

1.78 ot 08.05.2026

B 1. 3.2.25 Hactpoitka TACACS+ nononneHno
onucanue B deadtime; B «ro0abHbIE HACTPOHKID)
Jno0aBieHa KOMaHJla «tacacs—-server primary-
mode»

22

1.79 or 13.05.2026

Ho6asnensl: 1. 3.1.4.1 BepcuonupoBanue 1 OTKat
koHuryparmu; 1. 3.2.6. DHCP-ommwu 60 u 61

23

1.80 ot 14.05.2026

I1. 3.2.14. SNMP 3amMmeHeH TOJIHOCTHIO

24

1.81 o1 17.06.2026

B 0. 3.2.60 O6nosnenne I[10 u aBToMaTH4ecKast
KOoH(uryparus usmeHeH npumep Hactporiku DHCP-
cepBepa.

25

1.82 ot 08.07.2026

JHo6asnen 1. 3.2.62. Hactpoiika bpdu-tunnel-protocol
(12pt/BPDU Tunneling)

OTtpenaktupoBaH 1. 2.2. COpoc HaCTpOEK B 3aBOJICKUE
gyepe3 MEHIO 3arpy3uuka uboot.

26

1.83 oT 11.08.2026

3amenensl! pa3zaensl: 3.2.54. Hacrpoiika Spanning Tree,
3.2.29. Hactpoiika loop-protect (Loop Protection),
3.2.56. Selective QinQ

JHo6asnensl: pazaen 3.2.59. Hactpoiika nporokoia
VRRP u paznen 3.2.64. Control Plane Policing (CoPP)

27

1.84 ot 13.08.2026

B n. 3.2.2. uamenena «Hactpoiika mynia aapecoBy»
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1. Toakiar4yeHue K KOMMYTATOPY

Hacrtpoiika mapameTpoB W YIpaBlIeHHE KOMMYTATOPOM OCYILECTBISETCS: 4epe3 MOpT
Console mpu MOAKIIOYCHWHM K HEMY BHEUIHETO TEPMHUHANA, B KayeCTBE KOTOPOTO MOXKET
MCIIOJIb30BAThHCS TIEPCOHANIBHBIN KOMITBIOTEp; uepe3 mopT Ethernet, ynpasienue ocymiecTBisercs
nocpenctBoM SNMP, Telnet, SSH nnn Web-untepdeiica.

1.1. IMoaxarouenue yepe3 Console (RS-232)

Jis ycTaHOBJIEHHUS COEOUHEHHS MEXAY KOHCOJNBHBIM MOpToM kKommyTatopa u IIK,
HEOOXOIMMO BBITIOJIHUTH JICHCTBUSA:
— coequauth Serial-nmopt 1K ¢ moprom ConsolekoMMmyTaTopa KOHCOTBHBIM KaOeJeM.
—  3amyctuth Ha [IK nporpammy (Putty, HyperTerminal), ycTaHOBUTH HaCTpOWKH:
- BBIOPATh COOTBETCTBYIOMIUI SerialmopT KoMIbroTepa.
- YCTaHOBUTBH CKOPOCTh nepenaun nanHbix 115200.
—  3aaarb hopmar JaHHBIX: 8§ OUT JaHHBIX, | CTOMOBLII OUT, 6€3 KOHTPOJIS YETHOCTH.
—  BKJIIOYMTH TUTAaHUE KOMMYTATOpA.
Ecnu BBl BBIOJIHHUIM JEWCTBUS MPABUIBHO, B OKHE TEPMUHAIA TOSBUTCS JIOT 3arpy3Kd
KOMMYTAaTopa:

DDR3 initializing, ECC mode=4, clk div=06, 2T=on init by pub=0
<>DDR3 up
Clict

U-Boot 2019.10 (Apr 06 2020 - 11:30:43 +0200) fireant

CPU: ARM AbB3

Model: FireAnt PCB135/eMMC Reference Board
DRAM: 2 GiB

MMC : sdhci@600800000: 0

Loading Environment from SPI Flash... SF: Detected mx6611g45g
with page size 256 Bytes, erase size 4 KiB, total 128 MiB

OK

In: serial@600100000

Out: serial@600100000

Err: serial@600100000

Net: ethO: switch@O

Hit any key to stop autoboot: O

SF: Detected mx6611g45g with page size 256 Bytes, erase size
4 KiB, total 128 MiB

Reading 20971520 byte(s) at offset 0x00000000

[Tocne okoHuUaHUS 3arpy3KH HEOOXOAMMO BBeCTH UM monb3oBarens (Username) u mapoib
(Password) (mo ymomuanuto Username — “admin” Password — orcyTcTByeT (I10Ji€ OCTaBUTH
MyCTHIM, HaXKaB KiaBuiny «Enter»). B okHe TepMuHaa MOsSBUTCS MPUTIIANIICHHE K BBOIY KOMaH]T
B BHJIC CHMBOJIA «#»:

Username: admin
Password:

#



[To ymomuanuto ydetHas 3anuch admin HazaeneHa 15 ypoBHeM (HAMBBICIIHM ) TPUBUIICTUMA
CUCTEMHOT'0 a/IMHHHUCTPATOPA.

1.2. Hoakmaouenune yepe3 Telnet, SSH

st moKITFOYeHUsT K KOMMYTaTopy, Ucnoiib3ys nmpoTokos Telnet umu SSH. Heo6xomumo
4T00BI HA KOMMYTaTope OblI CKOHGHUTypupoBaH ipv4 mim ipv6 aapec u xoct ¢ Telnetkauenrom
OBLT JOCTYNEH C KOMMYyTaropa (HaXOIWJICS B OJHOM CETH C HUM WM ObUI JOCTYIEH uepe3
MapLIpyTU3aTop).

B Tekymem npumepe kommytatop umeeT ip-aapec 192.168.0.186, macka 255.255.255.0.
Cuavana HeoOxoaumo HacTpouth IP-agpec nHa IIK, ¢ koToporo OynmeT OCYIIECTBIATHCS
ynpasienue. Hactpoum ampec 192.168.0.176, macka 255.255.255.0. Coemunum IIK wu
KoMMmyTaTop mard kopaom Ethernet. Brimonmnmm komanay: telnet192.168.0.186 B
komauaHOH cTpoke OC mm noakmounMces aepe3 Putty. 3arem BBenem Usernameu Password (o
ymosruanuto Username — “admin” Password - orcyTcTByer).

Username: admin
Password:

#

1.3. IToaxarouenue yepes Web-unrepdeiic

s nocryna k kommyTaropy depe3 WEB-untepdeiic otkpoiite WEB-Opaysep u BBenuTe
B aJpecHON cTpoke http://ip-kommyTtaropa. [lo ymondaHuio Ha KOMMYTaTope IMOIyYCHHE ip-
aznpeca HactpoeHo uepe3 DHCP, ecin mosy4uts ip-agpec He yJanoch, yCTaHaBIMBAETCS ip-apec
192.168.1.1 u mackoii noaceru 255.255.255.0.

B nmannOoM mpumepe ip-ampec kommyTaropa 192.168.0.186. B oTkpeiBmICiics cTpaHuUIle
BBEIMTE MM TOJIH30BATENS M Mapoiib (1Mo ymomdanuto Vimst monb3oBatens — “admin” IMapons -
OTCYTCTBYET).

Bxon
http://192.168.0.186

r:|-_1<.r HHEHHE K ca?';—,-' HE FaWHMWeHD

KA nonesosaTena

Mapone

Bxopg, Crrmena

Pucynok 1.1 Crpanuua aBropuszanuu
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http://ip-коммутатора/
http://192.168.0.186/

[Tpu BepHOM BBOJIE IMEHU MOJIB30BATEIS U MapoJisi OTKpoeTcs: ocHoBHON WEB-unTEepdeiic.

JREPLITOE AKIADHEPHOE OERIECTEO

HNO “TENEROM” G e )

» Configuration . o
vMonit?)r Port State Overview Auto-refresh [ | Refresh |
» System
» Green Ethemet
= Thermal Protection
-+ Ports
= State
» Traffic Overview
= QoS Statistics
= QCL Status
= Detailed Statistics
= Mame Map
» CFM
"APS
= ERPS
b Link OAM
» DHCPv4
» DHCPVG
+ Security
» Aggregation
= Loop Protection
» Spanning Tree

Front panel

= MAC Table
» VLANS
= MVRP
= sFlow
» DDMI
=UDLD
» Diagnostics
» Maintenance

Pucynok 1.2 OcaoBHoe meHro WEB-unTepdeiica
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2. 3arpy3ska I1O, u3MeHeHue MapoJis 10CTyna, coOpoc KoHGuUrypaunu epes
MEHIO 3arpy34uKa.

2.1. 3arpy3ska I1O uyepe3 meH1o0 3arpy3unka uboot

st mponentypsl 3arpy3ku I10 uepes 3arpy3uuk uboot morpeGyercsi KOHCONbHBIN Kabemb 1
tftp-cepBep ¢ (aiistom IPOITUBKH.

— [ToakmrounTh KOHCOJNIBHBIA Kabenb B mopT "Console" Ha kommyrtarope, tftp-cepsep
noAKI0YUTE B IopT "MGMT". BrimtounTs/miepe3arpy3uTb KOMMYTATOD.

- [Tocne coobmienus B TepmuHasie Autobooting in 10 seconds, enter password to stop:
BBECTH Mapoyib nts. B TepMuHaie mosBUTCS CUMBOJ JIJIsl BBOJA KOMaH =>.

- 3anarth ip-apec KOMMyTaTopa KomMaHaoi setenv ipaddr 192.168.102.2

- 3anate ip-aapec tftp-cepBepa komangon setenv serverip 192.168.102.1

- 3arpy3uTh MPOMIMBKY KOMaHIoM tftpboot wMs ¢aiima NpPOMMBKU  HANPUMEP
tftpboot istax nts25.itb.

- ITo 3aBepuieHnu nepenaun ¢aiaa BBECTH KOMAaHIY 3arpy3Kd B OTIEPATHBHOM MaMATH run
ramboot
- [Ipu ycnemHo# 3arpy3ke KOMMyTaToOpa BBIMOJHUTH MOBTOPHYIO 3arpy3ky I1O mraTtHbIM
cnocoboM uyepe3 web-untepgeiic mim CLI komangoir firmware  upgrade
tftp://192.168.102.1/istax nts25.itb
[Ipumeuanuel: nias U3MEHEHHS MAPOJIsl JOCTYIa B MEHIO 3arpy34HKa, BBEIUTE KOMaHIY
password, Iocjie COOTBETCTBYIOLIEIO Npuriamenusa "Enter new password:" BBeOuTe
HOBBIW NIApOJIb, AHAIOTUYHO TOCIE NpUJIalieHus "Retype new password:" MNOBTOPUTE

BBEICHHBIM Mapoib. [lpym ycnemHoM HW3MEHEHUM Maposisi B TEPMHHAJI BBIBEAECTCS 3alUCh
"Password successfully changed"

[Ipumeuanue2: nns BbIXOAA W3 MEHIO 3arpy3ddka M pecrapra KOMMyTaTopa, BBEAWUTE
KOMaHy reset

2.2. COpoc HACTpPOeK B 3aBOJICKHE Yepe3 MEeHI0 3arpy3unka uboot.

[Tepezarpy3uTh KOMMYyTaTOp, Mocie coodmenus Autobootingin 10 seconds,

enterpasswordtostop: BBecTH mapoJib nts

Bapuant 1. Copoc nactpoek aist panaux Bepcuii [10 (uepes3 3arupanue Flash-namsitin)

1 BBectn komanny sf probe

2 Beectn komanny mtd erase rootfs data

3. Ilepesarpy3uth reset

4 ITocne nepe3arpy3ku B c 11 BBecTH KoMaHyay platform debug allow, nanee debug
firmware bootstrap nor

5. Tlepesarpysurts reload cold

Bapuant 2. Copoc HacTpoek U BOCCTaHOBJIEHHE JOCTYMa JUIsl akTyalnbHbIX Bepcuil [10
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B HOBBIX BepcHAX MPOTPaMMHOTO OOECTICUEHHs PEATN30BaH MEXaHU3M CEJICKTHBHOTO cOpoca
napameTpoB 0e3 He0OXOMMOCTH MOIHOTO 3aThpanus cekTopoB Flash-mamsaru. B 3aBucumoctu ot
TEKyIIeH 3a/1a4u UCHOJIb3YIOTCS CIIEAYIOINE KOMAH/IbI:

. BpemenHnblii 00X0/1 mapoJisi aAIMUHUCTPATOpA:

=>setenv ignore config password 1

Komanga  akTuBHpyeT peXHMM  UTHOPUPOBAHHS  Mapoist  JIOKAJbHOW — KOH(UTrypamuu
UCKJIIOYMTEIBHO JJI BCTPOCHHOM yueTHOM 3anucu admin. /leiicTBue KoMaH/ABI He 3aTparnBaer
OCTAJIBHBIX CO3JJaHHBIX B CHCTEME IIOJIb30BaTeled M UX ypoBHM npusuierui. Ilocie
MOCTEAYIOMEH 3arpy3Kd ONEPAlMOHHONW CHCTEMBI OyJeT OCYIIECTBJIECH BXOJ IOJ YyYeTHOH
3amuchlo admin 6e3 mapons (MO yMOJYAHHWIO), YTO IIO3BOJIIET BOCCTAHOBHUTH JIOCTYN K
untepdeiicy CLI 6e3 morepu Tekyiieil paboyeit KoHPUTypaluu KOMMYTaTOpa.

=> sa — COXpPaHUTh NECPEMCHHYIO

° Ouncrka 0a3bI JAHHBIX MOJIL30BATEJICH:

=>restore password

KomaHJa nosiHOCTBIO ylayisieT BCeX CO3JaHHbIX B CHCTEME I10JIb30BaTeNIel U3 JIOKaJIbHOW 0a3bl
JAaHHBIX yuyeTHBIX 3anuced. [locie mpumeHeHHs] KOMaHIbl B CHCTEME OCTAETCs TOJIBKO OJHA
BCTPOCHHAsI y4YeTHas 3aluch MO yMomdaHuio — admin Ge3 maponsi. Tekymas cereBas
KoHpurypanus natepdeiico (IP-anpeca, VLAN, MapmpyTsl) IpH 3TOM COXpaHSETCS.

. ITosHbIii cOpoc KOHUTypanuu yCTPOHCTBA:

=>restore config

Komanaa nHunmanusupyeT npoueaypy nojaHoro yaaneHus (aiina KOoHQUrypauu KOMMYTaTopa.
Bce HacTpoiiku cOpachIBaroTCs K 3aBOJACKUM 3HAYEHUSM 10 YMOJIYaHHUIO.

[Tocne BBOga TpeOyembIX KOMaHJ M3 CIHMCKa BbIINIE BBIIOJHUTH KOMAaHIYy Iepe3arpy3Ku:
=>reset

2.3. 3arpy3ska I10O ugepe3 CLI

[Tpumeps! 3arpy3ku [10 uepes nporokodsl tftp, ftp, scp, sftp, http:

firmware upgrade tftp://192.168.102.1/istax nts25.itb

firmware upgrade
ftp://userl:password@192.168.102.1/istax nts25.itb

firmware upgrade
scp://user:password@192.168.102.1/istax nts25.itb save-host-key
firmware upgrade http://host[:port]/filename
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firmware upgrade
sftp://user:passwordl@192.168.102.1:22/istax nts25.itb save-host-

key
2.4. 3arpy3ska I10 uepe3 WEB
st ooroBnenwus [10 Hy)XHO TIEpeHTH BO BKIIAJIKY:

Maintenance— Software— Upload—KnuknayTs 1o Select File, BeiOpaTs ¢aiin mpormmBk.
Haxatp kHOIKY «Start Upgradey.

Software Upload

[ Select File ... | No file selected

Upload status: Idle

| On/Off auto-reboot | Auto-reboot: On

3. CLIuntepdeiic

s Hactpoliku, ynpasieHuss 1 MoHutopunra uepe3 CLI unTepdelic, nmoakiouuTech K
ycTpoiicTBy uepes mopt Console (cmotpu m.1.1), uepes telnet, SHH (cmotpu 1m.1.2).

3.1. ba3oBble HACTPOIKH

JaHHbIil pa3nen COJAEPKUT ONMHCAaHUE M PEKOMEHJAIMU 1o 0a30BbIM HACTPOIKE
KOMMYTaTopa.

3.1.1.Pe:xxumbl KOHGUTypUPOBAHUS

B untepdeiice koMaHHON CTPOKH JOCTYITHO TpU 0a30BBIX pEXUMA!

—  llosb30BaTeNnbCKUN PEKUM

—  IIpuBunerupoBaHHBIN PEKUM

—  Pexum rinobanbHoM KoHUrypanuuu (11t nepexona Tpedyercss 15 ypoBeHb NpUBUIETHIA U
BBOJI KOMaHJibl ‘“‘configureterminal”, as BeIXxoJa U3 pexumMa TpeOyeTcsl BBECTU KOMaHIY
“exit”)

3.1.2. PaGoTa B KOMaHJIHOH CTPOKeE

Nurepdeiic CLI koMMyTaTopa BBIIOJHEH MO MPOMBIIUIEHHBIM CTaHJIapTaM U 00jajaer
TUIIOBBIM HabOpaM KOMaH/l. JIOCTYIHBI ClIeAyIOIIMEe KIaBHUILIH JUIsl pelaKTUPOBAHMS:

Knasuma DyHKIMA
Backspace VY ansgetr cuMBOJ IOCJIE Kypcopa, MO3UIHI0 Kypcopa HE CIABUTAET.
Hctopust BBEIEHHBIX KOMaH]I.
Baepx BriBoauT npeapiayiyo BBEJCHHYI0 KOMaHAy. MHOTOKpaTHOE HaKaTue
BBIBOJIMT pAHEE BBEICHHBIE KOMAHBI 110 MOPSJIKY.
Buaus Hcropust BBEIEHHBIX KOMaH/I.
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BpIBOIUT clieyIONIYIO BBEICHHYIO KOMAH/TY.

Bneso CaBur Kypcopa Ha OJIMH CUMBOJI BJIEBO

Bnpaso CaBur Kypcopa Ha OJAMH CUMBOJI BIIPABO

Ctrl +P To e uTo 1 Kiasuma «Beepx»

Ctrl + N To e uto u kiaBua «BHU3Y

Cul+Z Bosspar B Adminpexxum u3 100010 KOHOUIYPAIIMOHHOTO PEKUMa

Ctrl + C OcTaHOBKa 3anylIeHHOW KOMaH/Ibl, HAIPUMEDP ping

Tab [Ipu yacTYHOM BBOJI€ KOMaH/Ibl, IPU HA)KaTUU KJIaBUILIU Tab, BEIBOJSTCS BCe
JOMYCTUMbIE BAPUAHTHI MPOJIOJKEHUSI KOMAH/IbI.

s Be13oBa cripaBku B CLI niperycMOTpeHbl KOMaH/IbI:

“help” - gocTymHa B JIO0OOM pEXHUME, BBIBOJUT KpaTKylo HWHGOpPMAIUIO TI0
UCIOJIb30BaHUIO (DYHKIIMU CIIPABKH.

“?’ — noctymHa B JTIOOOM pPEXHUME, BBIBOJUT CIHUCOK BCEX JOMYCTHUMBIX KOMAaHJA C UX
OIMCAaHUEM.

B cnyuae HEKOppEeKTHOTO BBOJJa KOMaH/ bl BO3Bpamaetrcs nHpopmamus 00 ommoke:

% Incompletecommand. - KOMaHAa BBeAeHa He MOMHOCTLIO NIMOO OTCYTCTBYET
obs3aTenbHbI NapameTp.

% Invalid word detected at '~' marker. —HenpaBWIibHbIN BBOS
komaHabl. Mapkep "' ykasbiBaeT Ha MECTO HENpaBWUNbLHOro BBOAA.

% Ambiguousworddetectedat '~' marker. - BBegeHHasi koMaHOa MeeT

ABa n bonee BapmaHTa uHTepnpetaumn. Mapkep "' ykasbiBaeT Ha MECTO HEMPAaBUIbHOIO
BBOAA.

CLInmoanepxuBaeT COKpAIlleHHBIM BBOJI KOMaHJ, €CJIU BBEJIEHHAs CTPOKa MOXKET OBITh
OJHO3HAYHO JOOIIOJIHEHA A0 MOJIHOH KOMaHJbl U HWHTCPHPCTUPOBAHA B CilIydda€ CAUHCTBCHHO
BO3MOJXHOI'O BapHaHTa HWHTCPIpPETALUU. B unom CJIydac BCPHCETCA omunoKa BHaa: “%
Ambiguousworddetectedat '~' marker."

3.1.3. Co3nanue y4eTHOM 3anMCH

[Tpumep co3maHus y4eTHOU 3amucu Yyepe3 UHTepdeiic KOMaHTHOW CTPOKHU:

# configure terminal

(config) # username operator privilege 15 password unencrypted
operator

(config) #

Pazbepem BBe1€HHBIE KOMAH/IBI:

configure terminal —mepexo/ B peKUM II00aTbHON KOHPUTYPALIHH.

usernameoperatorprivilege 15 passwordunencryptedoperator-

CO3/J]aHUE TI0JI30BATEINS C UMEHEM operator, HauBbICIIMM YpOoBHEM npuBuieruii (15) u naponem
operator

3.1.4. Coxpanenue KOH(pUrypauuu, mepesarpy3ka m BO3BPaT K 3aBOJACKHM
HACTpPOKaM
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Jiist coxpaHeHUs! BHECEHHBIX U3MEHEHUH B KOH(UTYPAIIUI0 KOMMYTaTOpa TpeOyeTcst BHIATH
U3 pexuMa rino0anbHOM  KOHQUIypaumu W BBECTM KOMaHAy ‘“‘copyrunning-
configstartup-config”, mubo B pexumMe TI00aTbHON KOH(PHUrypamuyu BBECTH KOMaHIy
“docopyrunning-configstartup-config”.

[Tpumep coxpaHeHus: KOH(GUTYpAIH B SHEPTOHE3aBUCUMYIO TTAMSITh:
(config) # do copy running-config startup-config
Building configuration...

% Saving 1631 bytes to flash: startup-config

[Tpumep coxpanenus koHpuUrypamuu B tftp-cepsep:

# copy startup-config tftp://192.168.30.8/config.txt
Building configuration...

% Saving 1631 bytes to flash: startup-config

[Tpumep BeIrpy3ku KoHHUTyparmu ¢ tftp-cepsepa:

# copy tftp://192.168.30.8/config.txt startup-config
Building configuration...

Qo

% Saving 1631 bytes to flash: startup-config

Jnsa  mepesarpy3ku  YCTPOMCTBA  BOCHOJIB3YMTECH ~ KOMaHIoM  reloadcolds
HNPUBHIIETUPOBAHHOM PEXUME.
[Tpumep BBOsIA B TEpMUHAJIE:

# reloadcold

% Cold reload in progress, please stand by.
Rebooting system...

Jlns Bo3BpaTa K 3aBOJICKMM YCTAaHOBKAM BBINIOJIHUTE KOMaHAy reloaddefaults. B
JAHHOM CJIy4ae KOMMYTATOp He OyJeT epe3arpyskKeH.
IIpumep BBOAA B TEpMUHAIIE:

# reload defaults
% Reloading defaults. Please stand by.

3.14.1. BepcunonnpoBanme U 0TKAT KOH(PUTypaum.

Hcnonb3oBaHue CHCTEMBl BEPCHOHHMPOBAHUS M OTKara KOH(Urypauuu sBIsETCS
HaJCKHBIM U 3(Q(EeKTUBHBIM CHOCOOOM oOOecrneueHusi OTKa30yCTOMYUMBOCTH  CETEBOTO
oOopynoBanus. Cucrema MO3BOJISIET U30JIMPOBATH COOM MyTEM aBTOMATUYECKOTO U PYUYHOIO
COXPaHEHHs CHUMKOB HACTPOEK B JIOKaJIbHOM »HeproHezasucumoit Flash-mamstu ycrpoiictsa, a
TaK)K€ OPraHU3alMK UX BBITPY3KH HAa BHELTHUE CEPBEPBI.

Cucrema mnpenoTBpallaeT IOTEPI0 YNpaBiI€HHUs HaJ KOMMYTATOpPOM IIPH BHECEHUU
OMOOYHBIX M3MeHeHHH. brnaronapst MmexaHu3sMy 0€30MacHOro OTKaTa ¢ TallMepoM OXXMIaHMS,
YCTPOMCTBO aBTOMATHYECKH BO3BpAIlAaeTCsl K 3aBeOMO palbouell KOHQUIypanuu, eciu
aAMMHHMCTPATOpP HE TMOATBEPAMT JOCTYIHOCTb KOMMYTAaToOpa IIOCJIE€ IPUMEHEHHS HOBBIX
IIapaMeTpOB.

Jlnist moctyna K HacTpoikaM He0OX0AUMO MEPEUTH B PEXUM II100aTbHON KOH(PUTypaluu, a
Tak)ke HAaCTPOUTh HEOOXOIMMBbIE MTapaMETPHI.

Komanma Omnucanue

[TpuBUIErMpPOBaHHBIN PEKUM
archive config save ‘ Co3zpnanue Touku coxpanenus (checkpoint) Bo
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BHYTpEeHHEH nmaMsATu 0e3 KOMMEHTapus

archive config save comment
<string>

Co3gaHue TOYKH COXpPaHEHUS] BO BHYTPEHHEU
mamMsiTd ¢ JI00aBJICGHHEM  TEKCTOBOTO
KOMMEHTapHsl

show archive list

BreiBog Tabmuiel coxpaneHHbix Bepeuit (ID,
Jlata/Bpewms, Pazmep, KommenTapwuit)

show archive diff <ID1> <ID2>

CpaBHeHue IByX Bepcuil KOHQUTYpaLuu

archive upload <ID>

PyuHas BbIrpy3Ka ONpenesieHHON JIOKaIbHON
Bepcuu 110 €€ ID Ha BHEIIHUM cepBep

archive upload checkpoint <ID>

Pyunas BbIrpy3ka JIOKaJIbHON BepcUU C

WCTOJIb30BaHUEM KIIFOYEBOTO CclIoBa
checkpoint

archive download <url file> CkauuBanue ¢aiina xondurypauuun nmo URL

[apply] M3BHE C BO3MOXHOCTBIO  HEMEUICHHOTO
MTPUMEHCHHSI

archive clear <ID> VY nanenne KOHKPETHOM 3allUCH apXHBA 110 €€
UACHTUDUKATOPY

archive clear all [TonmHas  ouyucTKa  JIOKaJbHOrO  apXuBa
KOH(UTyparuit

archive clear older-than <1-
3650> days

VYnanenue W3 JIOKaJbHOM IaMATH apXHUBOB
CTapllle yKa3aHHOTO KojudecTBa JHeH (oT 1
nus 1o 10 jer)

archive verify <ID>

Pacyer u mpoBepka KOHTPOJIBHON CYMMBbI

PexxuM mi1o0anpHON KOHpUTypanuu

ip archive-server <word>

protocol <scp|sftpltftp> [user
<word>] [port <uint>] [path
<word>] [filename-template
<word>]

(SHA256) apxuBHOro (haila 1O  ero
yuciopomy ID
Kommiekcnas HacTpouKa rapamMeTpoB
MOJAKIIIOYEHUSI K  CEpBEPY  PE3EpPBHOIO
KOIMPOBAHUS

ip archive-server password
<secure_ pass>

VYcraHOBKa mapoiisi sl aBTOPU3AIMU  HA
BHEIITHEM CepBepe

archive auto-backup enable

BrutoueHne aBTOBBITPY3KH Ha cepBep NpHU
KOKJOW KOMaHJE Copy running-config
startup-config

archive auto-backup disable

Hacrpoiika [IEPUOIUYECKON BBIIPY3KH
aKTyaJIbHOTO KOH(ura 1o pacHuCcaHUIO
(uHTepBaa OT 1 MUHYTHI 10 7 CYTOK)

archive max-files <1-15>

VYcraHoBKa JKECTKOTO JIMMHUTA KOJIHYECTBa
yaepKuBaeMbIX (DaiisioB B TIOKATHHOW MaMSITH

Pexum koHdurypammu (configure)

configure rollback to <ID>

Hememnenuriin OTKaT CHUCTEMBI Ha
KOH(Urypaluio ¢ ykazaHHbiM 1D

configure rollback to <ID>
time <1-10080>

be3onacHelii oTkar Ha ykasaHHbIl ID c
TaiiMepoM OTMeHbI (0T | MUHYTHI 10 7 CYTOK)

configure confirm

[TonTBepkieHe HW3MEHEHWA W OCTaHOBKa
TaiiMepa oOpaTHOTO OTCYETa

IIpumep HacTpONKH:
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Hwxe npuBeaeH NpakTUYECKUW CHEHAPU HACTPOMKHM MapamMeTpOB aBTOMATUYECKOTO
pe3epBHOro KomnupoBaHusi Ha BHemHu SFTP-cepBep, co3maHue JIOKaNbHOM TOYKH, a TaKXKe
BBITNIOJIHEHHE 0€30MacHOro oTkara Ha KoHpurypauuio Nel ¢ mocieayonuM NoATBEPKICHUEM.

1.  Ilepexon B pexxuM riio0anbHOM KOH(UTYpannu, HaCTpOiiKa mapaMeTpoB BHEITHETO CepBepa,

JIMMHUTOB apXHBa U MEPUOJUYHOCTU BHITpYy3Kku: NTS-#

configure terminal
(config)# 1ip archive-server 192.168.1.8 protocol sftp user
backup admin port 22 path /home/backup/ filename-template
switch {hostname} {date}.cfg
config)# ip archive-server password MySecurePasswordl23
config)# archive max-files 10
)# archive auto-backup enable
config)# archive auto-backup period 1440
) # exit

[Tpumeuanue: 3nauenue period 1440 3agaer pesepBHOE KOMUPOBAHUE 10 PACTIUCAHUIO OJIUH

pa3 B cytku (1440 MunyT).
2. Co3naHue KOHTPOJIBHOM TOYKH BPYYHYIO IIEpE] BHECCHHUEM KPUTUYECKUX U3MEHEHUI!

# archive config save comment Before core infrastructure
changes

3. TIpocmoTp criMcka AOCTYIHBIX TOYEK BOCCTAHOBJICHHUS:

# show archive list

ID Date/Time Size Comment

1 2026-05-13 10:15:22 45KB Base configuration

2 2026-05-13 10:35:00 48KB Before core infrastructure
changes

4.  BrinonHeHue 6€30MacHOr0 OTKaTa Ha NpeAblayyo koHgurypauuto (ID 1) va 5 munyT:

# configure rollback to 1 time 5

Cucrema BpeMeHHO IpuMeHniIa KoHpurypanuto ID 1. 3anyuien taiimep oTkara: 5 MUHYT.
5. TloaTBepkaeHHE KOPPEKTHOCTU PabOThl MIPUMEHEHHOM KOHPUTypaIuu:

# configure confirm

Taiimep otkarta octaHoieH. Kondurypamus ID 1 ycnemHo 3adgukcupoBaHa Kak OCHOBHas
pabouast.

3.1.5. HacTpoiika HMeHH yCTPOHCTBA

[Tpumep co3aHus yueTHOM 3amucH yepe3 UHTepQeiic KOMaHTHOW CTPOKHU:
# configure terminal
(config) # hostname switch
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switch (config) #

3ajiaHrie MIMEHH X0CTa BBIMIOJIHAETCSI BBOJIOM KOMaH/bl hostname<muMms ycTporcTBa>.
BBoa kOMaH/ bl 1OCTYIIEH U3 peXuMa ri1odansHoi KoHpurypauuu. [loce BeIoNIHEHNs KOMaH/IbI,
B TEPMHUHAJIE, TIEPE]l CAMBOJIOM “#” OyJeT 0ToOpakaThCsi UMs Balllero yCcTpoucTBa. Jlyist oTMEHBI

KOMaHJEI BBEIUTE “nohostname”

3.1.6. Konpurypauusi nuarepdeiicon

Jlns nepexoaa B pexuM KOHGUTYpaluyd UHTEPPeiicoB He0OOX0IUMO B peKUME TI100anbHON

KOH(HUrypaluu BBECTH KOMaHAy interface<name>.

HHTep(beﬁCOB, COOTBETCTBEHHO BO3MOXXHbBI KOMAaHAbI:
- interfaceGigabitEthernet<port type list> (Hacrpoiika mapameTpoB (uznyecKux

uHTEpQEiicoB)

— interfacellag<1-5> (Hacrtpoiika napamerpos llag untepdeiicos)
- interfacevlan<vlan list> (Hactpoiika L3 nunrtepdeiicoB kommyTaropa)

3.1.7. HacTpoiika napaMeTpoB (pu3n4ecKux uHTepdeicon

Bcero mopnep:xuBaercs Tpu BUIA

Kak ommcano B m. 2.1.6., mis HACTpOHKH IapaMeTpoB (QU3MYECKUX HHTEpP(DEHcoB,

HEOOXOUMO TMEpeuTH B  PEXKUM

TJI00aIbHOM

KOHQHUTYypallii ¥ BBECTH KOMAaHIY

interfaceGigabitEthernet<port type list> (rme<port type list> —3T0
HOMEp WJIH JHarna3oH uaTepdeiic(a)(oB), JOMYCTHMBI HECKOJIIBKO BApUAHTOB BBOJIA!

- (config)# interface GigabitEthernet 1/1

(config-1if) #

- (config) # interface GigabitEthernet 1/1-4

(config-if) #

- (config) # interface GigabitEthernet 1/1,4

(config-if) #

Komanma

Omnucanue

shutdown
no shutdown

Brixrouenue untepdeiica
Bxirouenue untepdeiica

speed {10]100|1000]|auto}

Hacrpoiika ckopoct GpU3MUecKoro mopra:

10 — 10mb/s

100-100mb/s

1000-1000mb/s

auto — aBTOMaTUYECKOE COTTIaCOBaHHE
CKOPOCTH (€CTh BO3MOKHOCTh
JIOTIOJTHUTEIFHO YKa3aTh Kakue CKOPOCTH
pa3penuTh Tpyu aBTOCOTIIACOBAHIH )

duplex{auto|full|half}

Hacrpoiika pexxuma nyruiekca

auto — aBTOMaTH4YECKOE COTTIACOBAHME
AyTIeKca

full - monHBIN AyTIIEKC

half - monmyynekc
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description <onmcahHme>
no description

Ha3HauYeHUE OMUCcaHus uHTepdeiica
yAaJICHUE ONMucaHus nHTepderca

3.1.8. Hacrpoiika L3 nnrepdeiicoB koMmmyTaropa

ITo ymomyanuto Ha kommyTtarope co3nan L3 uatepdeiic “vlan 17 cip-anpecom 192.168.1.1

U Mackou mojceTtu 255.255.255.0.

s HacTporiku mapameTpoB L3 uHTEepdeiicoB HEOOXOMMO IEPEUTH B PEIKUM TI100aTBHOM
KOH(UIYpallMu U BBECTH KOMaHAy interfacevlan<vlan list> (rae <vlan list> —
9TO HOMEp WJIM Juana3oH uHTepdeiic(a)(oB), eciaum Takoro Homepa HWHTepdelica eme HET Ha
KOMMYTATope, TO OH OyJIeT cO37aH aBTOMaTHYECKH ), JOIYCTUMBI HECKOJIBKO BApUAHTOB BBOJIA!

- (config) # interface vlan 1

(config-if-vlan) #

- (config)# interface interface vlan 1-4

(config-if-vlan) #

- (config)# interface interface vlan 1,4

(config-if-vlan) #

Komanna

Omnucanue

ip address
<ipv4 addr><ipv4 subnet>

no ip address
<ipv4 addr><ipv4 subnet>

ip address dhcp

no ip address dhcp

Haznauenue untepdeiicy cratnaeckoro ipv4-
angpeca, TAE <ipv4_addr>—ipﬂﬂpa; a
<ipvé4 subnet>- Macka moJACeTH

Y nanenue
uHTepdeiica

CTaTHYECKOTO  ip-agpeca ¢

[Tonyuenue ipv4-agpeca aBTOMAaTUYECKH OT
cepsepa dhcp

Vnanser TMHAMWYECKHH IP-anpec,
noJlydeHHbI 4epe3 mnporokon DHCP, ¢
uHTepdeiica.

add ip address
<ipv4 addr><ipv4 subnet>

no ip
address<ipv4 addr><ipv4 subnet
>

no ip address secondary

Haznauenue uHTepdeiicy IOMONHUTENBHOTO
CTaTUYECKOTO ipv4-anpeca, rje
<ipv4 addr>- ip-azapec, a
<ipvé4 subnet>- macka MoJaCeTH

VYaanenue  cTaTMYeCKOro  ip-agpeca €
uHTepdeiica

Vnanser Bce BropuuHble [P-agpeca ¢
uHTepdeiica. Bropuunsie aapeca
MIPUMEHSIOTCS JUIS HazHaYEeHHS

JIOTIOJTHUTEIIBHOTO  JTHANa30Ha ajJpecoB Ha
OJTHOM HHTEepeiice.
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IlonHOCTBIO  ynanmseT OCHOBHOM M BCe

no ip address BropuuHsle [P-anpeca ¢ unrepdeiica, aenas
€ro HEaKTHBHBIM JUIi B3aMMOJEHCTBUS C
CETBHIO.

ipv6 address <ipv6_subnet> Hasnauyenue unrepdeiicy craTHuecKoro ipveé-

anpeca, rae <ipv6 subnet>- ip-axpec_
MackKa IMOJICEeTH

no ip address <ipv6_subnet> VYnanenue  craTHYecKOro  ip-aapeca €
unTepdeiica

ipvé address dhcp [Monydenune ipv6-aapeca aBTOMATUYECKU OT
cepsepa dhcp

ip cos <0-7> Hacrporlika MapKUPOBKHU HUCXOIALIErO

Tpaduka c uHTepdeiica yrmpaBicHusI.

no ip cos OTMeHa KOMaH/BbI.

Jns ynanenus L3 untepdeiica B pexume rio0aibHON KOHOUTypalii BBEJUTE KOMAaHY:
nointerfacevlan<vlan list> (rge <vlan list>- 3TO HOMep WM JHMANa30H

unrepdetic(a)(oB)).
3.1.9. Hacrpoiika MmapumipyTosB

s CO3/1aHHUs CTaTHYECKOTO MapupyTa HCIIOJIb3YETCS KOMaH/a
iproute<ipv4 addr><ipv4 subnet><ipv4 ucast>, rae <ipv4 addr>-
LIEJIEBOM a/ipec AJIs YAAICHHOM ceTH, <ipv4 subnet> —Macka MOJICETH AJIS YAAICHHOH CETH,
<ipv4 ucast> - ip-agpec CIeIyIOLIEro nepexona i MepecbUlKU MAaKEeTOB B YAAJICHHYIO
cetb. JlocTynHa B pexxuMe rio0aabHOW KOH(QUTYpaLH.

ITprmep HACTPOMKHM CTATUYECKOTO MAPIIPYTA:
(config)# ip route 192.168.10.0 255.255.255.0 192.168.10.1

Jlng ynanenus mapuipyTa NIpuMEHSETCsl KOMaHJa noiproute
(config) # no ip route 192.168.10.0 255.255.255.0 192.168.10.1

3.1.10. Hacrtpoiika DNS u Domain Name

Komanna Onucanue
I'moGanbHbie HacTpoiiku DNS

ip name-server <0-2> dhcp Komanna mnactpanBaer DHCP-knnent Ha
interface vlan <vlan id> unreppeiice VLAN miis aBTOMaTH4eckoro
nosyyeHus azapeca DNS-cepsepa. Korga
uHTepdeiic moiayyaer KOHQUIypaluio 10
nporokory DHCP, oH aBTOomMarnuecku
nonyuut uHbopmamuio o DNS-cepepax u
MIPUMEHUT €€ JTOKAJIBbHO HA YCTPOMCTBE.
[Tapametpsr:

- <0-2> — uHAeKc cepBepa (MOKET UMETh
3Ha4yeHus ot 0 710 2).
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- dhcp — pexuM JITUHAMHYECKOI'O
nonyueHus KoHpurypanmum DNS  dyepes
DHCP.

- interface wvlan <vlan id> —
ykazanue  uHTepdeiica VLAN, uyepes
KOTOPBII OoyyT MIOJTyYEHBI DNS-
KOH(HUTypaIHH.

ip name-server <0-2> dhcp
[ipv4d | ipVv6]

Komanna ycranaBiamBaeT aBTOMAaTHYECKOE
nonyuenne DNS-cepBepa 10 NpOTOKOIY
DHCP c ykazanuem Bepcuu npotokoja [Pv4
i [Pvo6.

[Tapamerpsr:

- <0-2> — wuHIEKC cepBepa (MOXKET UMETh
3HayeHus ot 0 710 2).

- dhcp — ykazaHue pexuma TUHAMUYECKOM
koH(urypauuu DNS yepe3 DHCP.

- [ipv4d |ipv6] — BBIOOp Bepcuu IP-
npoTokoia i noinydeHuss DNS-cepsepa.

ip name-server <0-2>
[<ipv4 ucast>|<ipv6 ucast>]

Komanna wucnonb3yercss st CTaTUYECKOM
yCTaHOBKM  KOHKpeTHoro  DNS-cepsepa
BPYYHYIO.

[Tapamerpsr:

- <0-2> — wuHJIEKC cepBepa (MOXKET UMETh
3HaueHus ot 0 10 2).

- <ipv4 ucast> — yKa3bIBa€TCsI aapec
DNS-cepgepa B popmare [Pv4.
- <ipv6 ucast> — yKa3bIBaeTCd aJpec

DNS-cepsepa B popmare [Pv6.

ip dns proxy

Komanna wucnonb3yercss Ha KOMMYTaTOpax
Jutst BKtodeHust pyHkimu DNS Proxy. Ortot
pPEXUM MIO3BOJIIET YCTPOMCTBY
IIepeXBaThIBATh DNS-3anpocst oT
MOJKJIIOUEHHBIX Y3JI0B U CAMOCTOSITEJIBHO
oOpatatecst kK BHemtHUM DNS-cepBepam i
ux 00paboTKH.

no ip name-server <0-2>

OtmeHsieT npenpiaylryro HacTpoilky DNS-
cepBepa Il YKa3aHHOTO MHICKCA.

ITapamerp:

- <0-2> — HHJIEKC cepBepa, HaCTpPOUKa
KOTOPOT'O JI0JIKHA OBITh y/laJIeHa.

no ip dns proxy

Komanna otkmrouaer gynkuuio DNS Proxy
Ha ycrpoiictBe. Ecimu panbme  ObuIO
BKJIIOUEHO Tiepeanpecanusi DNS-3anpocos
yepe3 IMpPOKCH, 3Ta KOMaHAa OTMEHSEeT
JIAHHYI0 HACTPOMKY, BO3Bpaimias o0paboTKy
DNS-3anpocoB KIMEHTaM HEMOCPEICTBEHHO
BHemHUM DNS-cepBepam.

Komanma npocmotpa nndopmarmu DNS
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show 1ip name-server

Komanga ucnons3yercs ai1s 0ToOpaxeHus
Tekymux HacTpoek DNS-cepBepoB Ha
YCTpOICTBE.

['moGanbHbIe HacTpoliku Domain Name

ip domain name <domain name>

Haznayaetr nomeHHOE UM IO YMOJTYaHUIO IS
ycTpoWcTBa.  OTO  UMS  HMCIOJIb3YETCs
coBMecTHO ¢ DNS-3anpocamu j1st pa3penieHus
HETOJHBIX JOMEHHBIX UMEH.

[TapameTpbi:

- <domain name> — uMs JOMEHA, KOTOPOE
OyZeT HUCI0JIb30BAThCS YCTPOMCTBOM.

ip domain name dhcp
[ipvi4 | ipve]

YcTaHaBIMBaeT croco0 MOIy4eHUs JOMEHHOTQ
UMEHHU yepes DHCP-npotokon JU1S
COOTBETCTBYIOIIEH Bepcuu IP.

ITapamerpsl:

- dhcp — wucnomp3zoBanne DHCP gas
MOJIyYEHUsI JOMEHHOTO UMEHHU.

- [ipv4 | ipv6] — Bepcusa IP-nporokona
(IPv4 wnu IPv6).

ip domain name dhcp
[ipv4]| 1pv6] interface vlan
<vlan_ id>

[Tomyuyaer pomenHoe wums uepes DHCP,
NPUBS3aHHOE K OIpEeJesIeHHOMY HHTepdeiicy
VLAN.

[TapameTpsi:

- dhcp — mnoaydeHHe OOMEHHOIO HMMEHHU
yepe3 DHCP.

- [ipv4 | ipv6] —Bepcus [P-nporokona,
- interface wvlan <vlan id> —
UACHTU(DUKAITMOHHBIH HOMEDP VLAN-
uHTepdeiica, OTKyna Oyner  MOJIy4EeHO

JOMCHHOC HUMHA.

no ip domain name

Ynanser paHeC YCTAaHOBJICHHOC UM NJOMCHA.

Komanna mpocmotpa napopmarmu Domain Name

show 1ip domain

Komana BBIBOIUT TEKyIIME HACTPOMKHU
nomeHHoi cucreMsl (DNS) Ha ceTeBOM
YCTPOUCTBE.

3.1.11. Hacrpoiika BpemeHu
3.1.11.1. Hacrpoiika NTP
Komanma Omnucanue
['moGasibHbIe HACTPOHKHU
ntp Bxutouenne ¢pyHkuuum ntp
no ntp Briximrouenue GpyHkImu ntp
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ntp server [1-5] ip-address [lo3Bosser  ykasaTb  agpec  WIHU
[domain name|ipv4 ucast|ipv6 ucast] | nomeHHOE UM

NTP-cepsepa. Bo3M0:XKHO HACTPOUTH 10

S azmpecos.
no ntp server [1-5] Brikitrouaet ykazanusiii NTP-cepsep.
ntp source <ipv4 ucast> Jlia  ykasanusa source-IP-ampeca mus

NTPmakeToB 1151 BCEX peer.

no ntp source VYcranaBnuBaer source-IP-agpec s
NTPnakeToB 110 yMOI4aHUIO

Komannma npocmotpa nndopmaruu

show ntp status OtoOpaxaer cTartyc TEKYILECro
COCTOSIHHSI CHHXPOHM3allMd BPEMCHH
ycTporictBa ¢ cepBepamu  NTP.
Wudopmanys BKIIOYAET COCTOSIHUE
CHHXPOHU3AIINHU, BEIOPAaHHBIM MCTOUYHHUK
BPEMEHHU U TOYHOCTh CHHXPOHHU3AIUH.

[Tpumeuanue: 1ist TOro, 4ToObl KOMMYTATOp BbICTyman B poiu NTP-cepBepa nmokaibHO,
HEO0OXOAMMO BKJIIOUUTH Ntp 0€3 yKa3zaHus BHEIIHETO cepBepa:

# configure terminal

(config) #ntp

Ecin HEOOX0AMMO BPYYHYIO YCTAaHOBUTH TOYHOE BPEMsI Ha KOMMYTATOPE, 3TO JIEIacTCs
CIIEIyIOIINM 00pa3zoMm:

time set [<date>Date vyyyy/mm/dd, yyyy=1970-2037, mm=1-12,
dd=1-31] [<time>Time HH:mm:ss, HH=0-23, mm=0-59, ss=0-59]

IIpumep:

# time set 2025/12/03 15:00:00

BaxxHo: ecnm ycTpoHCTBO OBLIO Mepe3arpykeHo, pyuyHble HACTPONKU BPEMEHH TEPSIOTCS,
MOCKOJIbKY OHHM XPaHSTCSl B OTIEPATUBHON MaMsITH.

Ecnu oauH U3 KOMMYTaTOPOB MMEET JOCTYI BO BHEIIHIOK CeTh, HO OyaeT B ponu NTP-
cepBepa, HE0OX0IMMO CHHXPOHU3UPOBATH BpEMS KOMMYTATOpa C BHEIIIHUM CEPBEPOM.

# configure terminal

(config) #ntp

(config) #ntp server [1-5]

ip-address [domain name|ipv4 ucast|ipv6 ucast]

3.1.11.2. Kondpurypauus 4acoBoro mosica

Komanpga Omnucanue
clock timezone <wordl6><-23- <wordl6>- aKpOHUM [Js OIpENeIIeHUs
23> 4acoBOro mosca
<-23-23>- COOTBETCTBYIOIIMA YaCOBOU
MosIC
clock summer-time <wordl6> Konduryparus nepexoaa Ha JIeTHEE BpeMs
date <start time><end <wordl6>- axKpOHUM Ui OIPEAEICHUS
time><offset> 4acoBOIO Iosca
<starttime> - BpeMs Hayaya JACIUCTBUA B
dopmare (MMDDYYYYHH:MM)
<endtime> - BpeMs OKOHYaHUS NEHUCTBUS
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B popmare (MMDDYYYYHH:MM)
<offset> - KOJHMYECTBO MHUHYT A
J100aBJIeHYs B JIETHEE BpEeMs

3.1.12. Kondurypauus :xypHaja CHCTEMHBIX COO0LIEHUH

Systemlog (cucTeMHBIi XKypHald) — CTaHAAPT OTIPABKU M PETUCTPALUH COOOIIEHHUH O
MPOUCXOSAIIUX B CHCTEME COOBITUAX (TO €CThb CO3JaHHs JIOTOB), HCIOJB3YIOLIUICS B
KOMIIBIOTEPHBIX CeTAX, paboTarommx mo mpoTokony IP. Hacrtpoiika moctymHa u3 pexuma

r100anbHOM KOH(PUTYpaIUH.

KomaHga

OnucaHune

logging on
no logging on

logging flash

no logging flash

debug logging flash

debug logging erase

platform debug allow

Pexxum paboThI: BKITIOYEH.
Pexxum paboThl: BHIKIIIOUEH.

COXpPAaHCHUC JIOra B SHCPIrOHE3aBUCUMYHO
IIaMATh

OTMCHA KOMaH/bI

MPOCMOTP KypHaJla B SHEProHE3aBUCHUMOM
aMsTH

yAAJICHHE 3anucen KypHaia u3
SHEpProHe3aBUCUMOI aMATH

repexon B pexxuM debug

logging host {<domain name>
<ipv4 ucast>}

Hacrpoiika agpeca syslog-cepBepa
rae <domain name>- UMs cepBepa
<ipv4 ucast> - ipv4-asipec cepsepa

logging level {error |
informational | notice |
warning}

logging source <ipv4 ucast>

Br16op THNa oTIpaBiIsieMbIX COOOIIEHUH.
Error — oTIipaBasiTh TOJBKO OMIMOKU
Informational - OTHpaBIsATh HHPOPM.
COOOIICHHUS, YBEJOMIICHUS, MPEAYIPEKICHHS
Y OIMIHUOKH.

Notice -  OTHpAaBIATH YBEIOMIEHHS,
NPESYIPEXKACHUS U OIUOKH.

Warning - OTHPABIATH IPENYIPEKICHUS
1 OUIMOKH.

YkazaTpb W CXOAHBIN [P-anpec JJIST
coobiieHu syslog.

[Tpumep HacTpoiiku B TepMuHaje (BKIIOYCHHE BEACHUS KypHala COOBITHIA, YCTaHOBKA
anpeca syslog-cepsepa c anpecom 192.168.0.176, Be1OOp THIIA COOOIIIEHUH JIJIs 3aIIMCH B KypHAJIE

— BCe):

(config) # logging on

(config)# logging host 192.168.0.176
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(config) # logginglevelinformational

3.1.13. VLAN

Hcnonb3oBanne BUPTyalnbHBIX JIOKaIbHBIX ceTelt VLAN (Virtual Local Area Network)
SBIISICTCA TOMYJSIPHBIM W HEAOPOTMM CIIOCOOOM CETMEHTHPOBAHUS PAa3BEPHYTOW CETH IO
JIOTUYECKH CTPYIITUPOBAHHBIM YCTPOHCTBAM O€30THOCUTENBHO K UX (PU3HMUECKUM COEIUHEHUSIM.
Ceru VLAN Taxxe cCerMeHTUPYIOT CeTh Ha pazinuuHble 104 mupokoBeaTenbHble JOMEHbI TAKUM
00pa3zoM, 4TO MaKeThI NepeaaroTcs Ha mopTel BHYTpH VLAN, KOTOpO#t OHM NMPpUHAIIEKAT.

Ceru VLAN noBsIIarOT 6€30MacHOCTh. Y CTPONCTBA, KOTOPBIE YaCTO CBSA3BIBAIOTCS JIPYT C
JIpyroM rpynnupyrorca B oaHy U Ty ke VLAN. Ecnu ycrpoiictBa manHoir VLAN xkenaroT
cBsi3aThCsl ¢ ycrpodicTBamu B npyroii VLAN, Tpaduk IomKeH MpOHTH dYepe3 yCTpPOHCTBO
MapuIpyTU3ALUH I KOMMYTaTOp 3-TO YpOBHS.

Ceru VLAN ympomarot ynpasieHue Tpahukom. B 0OBIYHBIX CETSIX, HE CETMEHTHPOBAHHBIX
Ha VLAN, jierko BO3HHMKaeT Meperpyska, oOycIOBIIEHHAs IIMPOKOBEIIATEIbHBIM TpaduKOM,
aJpECOBAHHOIO  BCEM  YCTPOMCTBaM. CBogs K MMHUMYyMY  pacIpOCTpaHEHHuE
HIMPOKOBEIIATENbHOr0 Tpaduka mo Bcelt cetu, cetd VLAN obneruyaior paboty ycTpoicTBam
IPYIIIbL, YaCTO CBA3BIBAIOIINMCS C IpYTrUMH ycTpoiicTBaMu B Tol ke VLAN 3a cuet nenenus Bee
CETU Ha HECKOJIbKO JOMEHOB BEIIAHMS.

Jnis joctyna K HacTpoKaM HE0OXOAUMO MEPEUTH B PEKUM TI00aTbHON KOH(PHUTYpaluu, a
TaK)Ke HACTPOUTh HEOOXOIUMBIE MOPTHI.

Komannma ’ Onucanue
['moGasibHBIC HACTPOHKHU
vlan <vlan list> Co3manue vlan W 1mepexom B PEXKHM

KoHurypamuu vlan

no vlan <vlan list> VY nanenne vlan

name <vword32> Hactpoiika umenu vlan

no name <vword32> V nanenve umeHu

vlan ethertype s-custom-port Hacrpoiika THNA ethertype/TPID,
UCIOJIBb3YEMOTO sl CHELMAaTU3UPOBAHHBIX
S-TIIOPTOB

Hactpoiika mopros

interface GigabitEthernet Br160p nopToB U1 HACTPOWKU TapaMeTPOB

<port type list>

switchport mode {access | hybrid | Hacrpoiika pexuma paboThl mopTa

| trunk} access ([ocryn): IopTel moctyma, Kak

MIPaBUJIO, UCIONb3YETCs JUISl MOAKIIOYESHUS
K KOHEYHBbIM cTaHIUsAM. JlMHamuueckue
¢byukum, takue kak Voice VLAN moryr
N00aBUTh MOPT K OOJBbIIEMY KOJHUYECTBY
VLAN. IlopTsl 10CTynIa UMEIOT CIEAYIOIINE
XapaKTePUCTUKH:

- Ilpunagnexut poBHo k ogHo VLAN (port
VLAN). - [IpyHuMaeT He TETHPOBAHHBIE U
TErupoBaHHbIE KaJPHI.

- VYpansger Bce Kaipbl, KOTOpbIE HE
knaccuduiupyrorcs kak access VLAN.
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- Ha BBIXOJE BCE KaJIphl,
knaccuduiupoBanabie kKak Access VLAN,
nepearoTCs 0e3 TETOB. Hpyrue
(mmramudecku  mob6aBineHHble  VLAN)
MEepealoTCs C TeTaMHu.

trunk (MaructpanbHbie):
MaructpanbHble IOPTHI MOTYT IepeaaBaTh
Tpaduk Ha HECKOJIBKO BHPTYaJbHBIX
JIOKaJbHBIX CETEeH OJHOBPEMEHHO H, Kak
IIPaBWJIO, UCIIONB3YETCS ISl OAKIOYEHUS
K JIpyTUM KOMMYyTaTopaMm. MaructpajibHble
MOPTHI UMEIOT CIIEeYIOIIHE
XapaKTEPUCTUKHU:

- Mo ymomuanuto, trunk-mopT sBiIsIeTCS
wienoM Bcex VLAN (1-4095).

- VLAN, ujeHOM KOTOpbIX SBJISETCS
MarucTpajJibHbIi  MOPT, MOXKET  OBITh
OTrpaHUYEHO yTeM UCIIOJIb30BaHUs
Allowed VLAN.

- Kanpel, knaccupunupoBannsie ¢ VLAN,
YJIEHOM KOTOpBIX MOpPT HE siBisercs, 106
orOpaceiBatorcs. - Ilo ymomuanuio, Bce
KaJIphl, KpoMme KaJIpOB,
KJIacCU(UIIUPOBaHHBIX Kak port VLAN,
NepeatoTCss  TErMpoBaHHbIMU.  Kaapsl,
knaccuduupoBanusie B port VLAN, He
nosnyyatoT C-TeraMu Ha BbIXOJIE

- MOXXHO  HAacTpOUTh  YCTPOMCTBO
TETUPOBaTh Ha BBIXOJE BCE KaApbl, B 3TOM
Clly4ae TOJIbKO TETMPOBAHHBIE KaJIpbl Oy yT
MPUHUMATHCS HA BXOJE.

hybrid(I'ubpuansie): I'ubpuaneie TOpPTHI
cX0XxH ¢ mopramu tuna Trunk Bo MHOrmx
OTHOULICHMSIX, HO UMEIOT IONOJHUTEIIbHBIE
byHKIHIH. B JOIIOJIHEHHE K
XapaKTepUCTUKaM, OMMCAHHBIM A trunk-
MOPTOB,  TUOpPHUIHBIE  TMOPTHI  HUMEIOT
CJIEIyIOIINE BO3MOXHOCTH:

-Moryr OBITb CKOHQUIYpUpPOBaH Kak
VLAN unaware, C-tag, S-tag nunu Scustom
tag.

- C BO3MOKHOCTBIO (DMIIBTPALIMU HA BXOJIE.
- OOpaboTka BXOmSIMUX KaJApOB H
KOH(UIypaIuio BBIXOJHOTO TETHPOBAHUS
MOKHO HACTPOUTH HE3aBUCHMO.

switchport access vlan vlan id>

switchport trunk allowed vlan
<vlan list>

Hactpoiixa VLAN ID ana nopra.
JomycTuMblid [rana3oH 3Ha4eHUi: oT 1 110
4095. Ilo ymomuanuto 3anano. Komanpabl
MPUBEJICHBI B 3aBUCUMOCTH OT pEeXHUMa
paboThI MopTa.
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switchport hybrid allowed wvlan
<vlan list>

[Topter B pexxumax Trunk m Hybrid moryr
KOHTpOJIUPOBaTh wieHaMu Kakux VLAN
OHHU MOTYT CTaHOBHTHCS. [IOpTHI B pekume
Access MOXKET OBITh YICHOM TOJIBKO OTHOM
VLAN, access VLAN. Ilone mMoxer OBITh
OCTaBJICHO MycThIM. B Takom ciyuae, nopt
He Oynet wieHoM HU ogHOoW VLAN.

switchport forbidden vlan add
<vlan list>

HacTtpoiika mopra /uist TOro 4T00BI HUKOT/1a
HE CTAaHOBUTHCS WUJICHOM ONPEIEICHHBIX
VLAN. D10 MoOXeT ObITb IOJIE3HO IIpH
UCIOJIb30BaHUU JTUHAMHYECKHUX
MPOTOKOJIOB, paborarommx ¢  VLAN,
Hanpumep, GVRP. [lo ymonuanuto, mone
OCTaBJICHO IIYCTBIM U OTpaHUYEHUH He
HAKJIa/IbIBACTCSl.

switchport hybrid ingress-
filtering

HacTtpoiika uiibTpanuy BXOISAIMINUX KaJIpOB.
Ecnmu  ¢unprpanus BXOIAIIMX — KaJpoB
BKJIIIOYEHA W BXOJAIIMHA  Kagp  He
npuHaiexkut  VLAN, ykazaHHOMy Ha
JTAHHOM IIOPTY, TAaKOH KaJp 0TOpachIBaeTCsl.
Ecnmu  ¢unpTpanus BXOIAIIMX — KaJpoB
BBIKJIIOYEHA W  BXOJMIIUMH  Kagp He
MPUHAJIJICKUT VLAN Takou KaJp
IIPUHUMAETCS U NIEPEAAECTCS B KOMMYTATOP.
[To ymonuanuto ¢uiabTpanus BXOIALIMX
KaJIpOB BKJIIOYEHA I IIOPTOB B PEKMUMAX
access u trunk.

switchport hybrid acceptable-
frame-type {all | tagged |
untagged}

HacTtpoiika pexxuma oOpaOOTKH BXOJISIINX
KaapoB (moctymHo Tonbko s Hybrid
MIOPTOB)

All - TerupoBaHHBIE U HE TETUPOBAHHBIE
KaJIpbl MPUHUMAIOTCSI.

Tagged - ToJbKO TETMPOBAaHHBIE KAJIPBI
npuHuMarorcsi. He  terupoBaHHBIE -
OTOpacChIBAIOTCS

Untagged - TonbKO HE TETUPOBAHHBIE
KaJIppl TNPUHUMAIOTCS. TerupoBaHHBIE -
0TOpachIBAIOTCS.

switchport hybrid egress-tag
{all | none}

Hactpoiika TermpoBaHus Ha BBIXOAE IS
hybrid nmopTos.

All - Bee xaapsbl nepearoTcst ¢ METKaMHu.
None - Bee kaapsl nepenarorcs 6€3 METOK.

ITo ymonuanuto - kagpsl ¢ Metkoid VLAN
cosnagaromen ¢ port VLAN nepenarorcs He
TErMpOBaHHBIMHU. OcranbHble  KaJpbl
NIEPEIAlOTCS CO CBOUMHU METKaMHU.

switchport trunk vlan tag native

HacTpoiika TerupoBaHus Ha BBIXOAE JUIA
trunk moproB. Ilpu Takoif komaHze Bce
KaJIpbl IEPEAKOTCS C METKAMH.
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switchport {trunk | hybrid}
native vlan <vlan id>

Hacrtpoiika Port VLAN

switchport hybrid port-type {c-

port | s-custom-port |
unaware}

S—-port

Konduryparust ruOpuHbIX TOPTOB.
c-port - ecii  BO  BXOJALIEM
terupoBanHoM Kaape TPID=0x8100, on
nepenaercs. Ecin kaap He TernpoBaHHbBIN
WIA TPHOPUTETHO TETUPOBAHHBI B HETO
nobasmsiercst ter port VLAN. Ucxonasimue
KaJIpbl TETUpyoTCa MeTKol C-tag.

S—custom-port — €CJIU BO BXOIAILCM
terupoBanHoM kajape TIPID=0x8100 wnu
Ethertype for Custom Sports on nmepenaercsi.
Ecim  kanp He  TerupoBaHHBIA WM
MPUOPUTETHO TETUPOBAHHBIH B  HETO
nobasmsiercst ter port VLAN. Ucxonsmue
KaJpbl Terupyrorcs Metkoit Custom S-tag.

S—port - €CJIM  BO  BXOIILIEM
terupoBanHoM kajape TIPID=0x8100 wnu
0x88AS8, on mepemaerca. Eciam kagp He
TETUPOBAHHBIN WIIH MIPUOPUTETHO
TETUPOBAHHBIN B HETO TOOABIISIETCS TET port
VLAN. Hcxonsmue Kaapbl TETHPYIOTCS
METKOH S-tag.

unaware - BCE€ BXOJSIIUE KaJpbl, BHE
3aBUCUMOCTH OT TOTI'O €CTh JIM y HUX TET WU
HET, Terupyrorcs Metkoil port VLAN
(PVID).  Paszpemiennsie = VLAN  He
YJAISIOTCS HA BBIXOJE

[Tpumep co3nanus vlan u HacTpoiiku vlan Ha pusnueckoM uHTEpPeEiice:

configure terminal

config)# vlan 90

config-vlan)# exit

config)# interface GigabitEthernet 1/7-8
config-if) # switchport mode trunk
config-if)# switchport trunk allowed vlan 90

#
(
(config-vlan)# name office
(
(
(
(

Pa3zbepem KomaHbI:
- Nms Vlan;

- [TepeBoa unTepdeiicos B pexum trunk;
- Ho6asnenne vlan 90 (tagged).

Cosnanue vlan 90 B riobanbHO KOH(pUTYpaumy;

Br160p HeoOxonuMbIx nHTEpdEcoB At HacTpoiiku (mopt 7 u 8);
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[Tpumep Hactpoiiku mopta B hybrid:

# configure terminal

(config) # vlan 10,20,30,40,50,60

config-vlan) # exit

config-if) # switchport
config-if) # switchport
config-if)# switchport
config-if)# switchport
config-if)# switchport
config-if)# switchport

(
(
(
(
( #
( #
( #
( #

mode h
hybrid
hybrid
hybrid
hybrid
hybrid

[Tpumep HaACTpOIKK IOPTa B access:

terminal
config)# vlan 40

configure

config)# interface GigabitEthernet 1/1-4

ybrid

allowed vlan 10,20,30,40,50,60

tagged vlan add 10,20,30
untagged vlan add 40,50,60
ingress-filtering

native wvlan 40

config)# interface GigabitEthernet 1/1
config-if) # switchport mode access
config-if)# switchport access vlan 40

i
(
(config-vlan) # exit
(
(
(

3.2. PacmiupeHHble HACTPOMKH

3.2.1. DHCP
3.2.2. DHCPv4

DHCP (npoTokos IMHaMHUYECKON HACTPOMKH y3j1a) — CETEBOM MPOTOKOJ, O3BOJIIOIUI
KOMIIBIOTEpaM aBTOMATHYEeCKH mnonydarb [P-agpec m apyrue mapameTpbl, HEOOXOIUMBIE IS
pabotel B cetn TCP/IP. [lanHbIf mpoTOKON paboTaeT Mo MOJENIU «KIUEHT-cepep». [l
ABTOMATUYECKOM KOHQUIypalMy, KIUEHT Ha JTane KOHQUIYypalluh CeTeBOro YCTpOMCTBa
oOpartaercs K Tak HazpiBaeMoMy cepBepy DHCP u nmonyuaet ot Hero Hy>kHble TapaMeTphl.

Komannma I()HﬂcaHHe

['moGasibHBIE HACTPOHKH

ip dhcp server Bxmtounts DHCP cepsep
no ip dhcp server Brikmounts DHCP cepsep

ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

no ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

aapeca 0308 KIIMCHTaAM

IP agpecos.

Jl06aBUTh AMAMa30H-TPYMITY UCKITIOYaeMbIX
IP ampecos. OObIYHO aapeca NUIIO30B, TaK
kak DHCP cepBep He A0mKeH pa3aaBaTh

Ynanute auana3oH-rpymiy HCKIYaeMbIX

Hactpolika nmyna agpecoB
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ip dhcp pool <word32>

Cozpate nmyn I[P-ampecoB win BOWTH B
PEXUM HAaCTPOMKH CYIIECTBYIOUIETO IMyJa.
B KayecTBe apryMeHrTa <word32>
yKa3blBaeTCsi  YHUKallbHOE  OyKBEHHO-
udpoBoe UM Myna (pa3audaeT 3arjJaBHbIC
U CTpOYHBIC OYKBBI, JUIMHOW A0 32
CHUMBOJIOB 0€3 Ip0o0OEeTIOB).

no ip dhcp
VYnamure nyn IP-agpecoB co Bcemu ero
HAaCTpOMKaMHU.

{host | network} 3amate ceth aus myna (network) wim

<ipv4 ucast><ipv4 netmask>

no f{host | network}

HACTpOUTH Mmys st oxHoro xocrta (host).
Tpebyer BBoma IP-ampeca xocra wim
nozacetn B popmare <ipv4 ucast> M MacKu
noacetu B Qopmare  <ipv4 netmask>
(manpumep: 192.168.1.0 255.255.255.0).

OTMEHHTh TPUBS3KY CETH WIM XOCTa K
nyiy. Beimada agpecoB u3 3TOTo 1uamna3oHa
PEKPATUTCS.

address <ipv4 ucast> interface
<interface id>

no address <ipv4 ucast>
interface <interface id>

Beimenmutes  dukcupoBanubii  [P-aapec
dopmarta <ipv4 ucast> 1 )KECTKO 3aKPEIUTh
€ro 3a KJIMEHTOM, MOJAKIIOYEHHBIM K
YKa3aHHOMY nopty/uHTepdeicy
<interface id>

Yaanute mpuBsS3Ky QukcupoBanHoro IP-
azpeca K ykazaHHOMY mHTepdeicy. Aapec
CHOBa CTaHET JOCTyNeH /s oOrulei
JIMHAMUYECKOU BbLIAYH.

lease {<0-365> [<0-23>] [<0-59>]
| infinite}

no lease

3amath BpeMs apeHjabl azapeca. MOXXHO
yKa3aTh Cpok B hopmate <{Hm> [<Yacbr>]
[<Munyts>] (Hampumep, lease 1 2 2 — 1
JIeHb 2 Yaca 2 MUHYTHI) UM UCIIOJIb30BaTh
KIItoueBoe cioBo infinite mist 6eccpouHoit
apenpl. [To ymorganuio agpec BpIaeTCs Ha
24 yaca.

COpocuth Bpems apeHIbl ajapeca Ha
CUCTEMHOE 3HaueHHe MO yMoia4aHuwo (24
Jaca).

default-router <ipv4 ucast>

no default-router

Vka3zate [P-agpeca OCHOBHBIX MIITIO30B
dbopmata <ipv4 ucast>, KOTOpbIE KIUEHTHI
noxy4ar Bmecte ¢ [P-anpecom.

VYnanute ykazanubeli [P-aapec numo3za w3
HACTPOEK MyJia.

dns-server <ipv4 ucast>

no dns-server <ipv4 ucast>

VYkazate [P-anpeca DNS-cepBepoB opmara
<ipv4 ucast> ans pa3pelieHuss JTOMEHHBIX
HMMEH.
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Vnamute  ykazanueld  [P-agpec  DNS-
cepBepa M3 HACTPOEK MyJa.

domain-name <wordl28>

no domain-name

3amate cyppukc TOMEHHOTO HMEHH IS
KJIMEHTOB. [IpMHUMAeT TEKCTOBYIO CTPOKY
<word 128> nnuHoii 10 128 cuMBOIIOB.

Y nanuth UMs IOMEHA U3 HACTPOEK MYJIA.

bootfile—name <wordl28>

no bootfile—-name

Onuus 67. 3agate UM 3arpy304HOrO
daiima wim  (daiima  OpomMBKUA €
COOTBETCTBYIOITUM pacIIMpPEHHUEM.
[TpuHUMaeT TeKCTOBYIO CTPOKy <word128>
nnHoN 1o 128 cuMBOJIOB.

Yaanute wuMs 3arpy3odHoro ¢aina w3
HACTPOEK MyJa.

tftp-server <wordl28>

no tftp-server

Onuus 66. 3agats [P-anpec v umst TFTP-
cepBepa, rae XpaHarcs (palibl 3arpy3Ku.
[IpyHrMaeT TEKCTOBYIO WM aJIPECHYIO
ctpoky <word128> mmnHOM g0 128
CHMBOIJIOB.

Y nanute agpec TFTP-cepBepa n3 HacTpoek

myJia.
vendor class-identifier Onuun 60 H 43.
<string64> specific-info 1. Kommnonent vendor class-identifier
<word66> <string64> BKJIFOYAET IIPOBEPKY

no vendor class-identifier
<string64>

unentudukaTopa kiacca Benmopa (Option
60). CepBep OTBETUT TOJIBKO TEM KJIMEHTAM,
KOTOpBIE TIPHUCIIATU TOYHO TAKOU K€ TEKCT.
Crpoka jaiuHOli a0 64 CcHUMBOJIOB
00si3aTe/IbHO NHINETCS B KaBblykax ""
(Hampumep: "Server").
2. Kowmnonent specific-info <word66>
3aaeT cnenu(uuHble HACTPOWKH BEHIOpA
(Option 43). 3HaueHre TPUHUMAET CTPOKY
<word66> (HEX-xom no 64 oxrteToB) u

CTPOro  00s13aTeJIbHO  BBOAMTCH  C
npeguKkcom 0x (Hampumep:
0x0104c0a80101).

VYV nanuth HacTpoiiku 60-i u 43-i1 onui ais
YKazaHHOro Kjacca.

broadcast <ipv4 ucast>

no broadcast

3anaTh KOHKPETHBIM MIMPOKOBEUIATEIbHBIN
IP-anpec  ¢opmara <ipv4 ucast> ans
MCIIOJIb30BaHUs B MOJICETH KJIMEHTA.

YaanuTe  MIMPOKOBEIIATENbHBIN  ajpec.
CepBep BepHETCS K CTaHJApPTHOMY pacyeTy
110 MacKe MOJICETH.

client-identifier {mac-address
<mac_addr> | name <linel28> |
fgdn <1linel28>}

IIpuBsasate [P-ampec Kk  yHHKalIbHOMY
unertudukatopy DHCP-knuenta (Option
61). Tlo3BossieT BBINOJHUTH IMPHUBS3KY IO
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no client-identifier {mac-
address <mac addr> | name
<linel28> | fgdn <1inel28>}

¢uznueckomy MAC-anpecy (mac-address),
IIPOM3BOJILHOMY TEKCTOBOMY MMEHH (name
10 128 cuMBOJIOB) WM IO YCTapeBLIEMY

dopmarty TMOJHOTO JIOMEHHOTO HMEHH
(fqdn).
VY nanuts HPUBS3KY IP-anpeca K

YKa3aHHOMY UJEHTH(PHUKATOPY KIMEHTA.

client-name <wordl28>

no client—-name

3amateh (DUKCHPOBAHHOE HMsS XOCTa IS
koHkpetHoro DHCP-knuenra. Ilpunumaer
ctpoky <word128> mmuuoit go 128
CHUMBOJIOB.

VYaamuTe UMs XOCTa KJIMEHTa U3 HaCcTPOEK
IyJIa.

hardware-address <mac address>

no hardware-address
<mac address>

[IpuBszate IP-ampec &  ¢usznueckomy
annapatHoMmy MAC-aapecy ceTeBoil KapTbl
kiueHTa gpopmara <mac_address>.

VY nanmute npusssky no MAC-aapecy.

netbios-name-server <ipv4 ucast>

no netbios—-name-server
<ipv4 ucast>

Vkazare  IP-agpeca  cepBepoB  HMMEH
NetBIOS (WINS) dopmara <ipv4 ucast>
i1 Windows-KJIMEHTOB.
VYnanute [P-agpec  cepBepa NetBIOS
(WINS) u3 mapameTpoB myJa.

netbios-node-type {b-node | h-
node | m-node | p-node}

no netbios-node-type

3agars Ttun ysna NetBIOS nns Hactpoiiku

MOPsIIKa paspereHus HMMEH.
* b-node — TONBKO HMIMPOKOBEIIATEIbHBIE
3aMmpOoCHI (Broadcast)
* p-node — TONBKO HYepe3 cepBep UMEH
WINS (Peer-to-peer)
* m-node — CcHayana UIMPOKOBEIIAHUE,
3aTemM WINS (Mixed)
* h-node — crmawama WINS, 3arem

mupokosernianne (Hybrid)

Copocuts Tun y3na NetBIOS Ha cuctemuoe
3HAYEHHE M0 YMOTYAHHUIO.

netbios-scope <wordl28>

no netbios-scope

Vkazate TekcToByro o6Omacte NetBIOS
(NetBIOS scope string). [Ipuaumaet cTpoky
<word128> mmuHoi 1o 128 cuMBOJIOB.

VY nanute obnacts NetBIOS u3 napamerpos
nyJja.

nis—-domain—-name <wordl28>

no nis-domain-name

3amath WMs JIOMEHA CIy>XObI ceTeBOM
uHpopmanuu  NIS g Unix-KIHEHTOB.
[Tpuaumaer crpoky <word128> nnuHo# 10
128 cumBOIOB.

V panmuts nMst nomena NIS.
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nis-server <ipv4 ucast>

no nis-server <ipv4 ucast>

Vkazare [P-ampeca cepBepoB ceTeBO
unpopmanuu NIS dpopmara <ipv4 ucast>.

VY nanute [P-anpec cepepa NIS.

ntp-server <ipv4 ucast>

no ntp-server <ipv4 ucast>

Vka3zate [P-ampeca cepBepoB ceTeBOro
Bpemenu NTP dopmara <ipv4 ucast> nmis
CUHXPOHM3AIMH YACOB KIIUCHTOB.

Y nanuts [P-aapec cepBepa NTP.

Reserved-only

no reserved-only

[lepeBecTu My B pPEeKUM BbIAAuU aJIPecOB
TOJIBKO JIJISl T€X YCTPOWCTB, KOTOPBIE SIBHO
yKa3zaHbl B komaHjax address. 3ampocbl OT
BCEX OCTAJIbHBIX HEU3BECTHBIX YCTPOMICTB
cepBep OyJeT UTHOPUPOBATH.

OTKJIIOYUTh CTpOruil pexuMm. Paspemutsb
JTUHAMHUYECKYIO BBIIaYy JTFOOBIX CBOOOTHBIX
aZipecoB IyJa BCEM 3alpalllBarOIIUM
KJIMCHTaM.

DHCP Relay

ip dhcp relay

no ip dhcp relay

Bxutouenne ¢pynkunn DHCP Relay

Brixmouenne pyakuun DHCP Relay

ip dhcp relay server
<ipv4 ucast>

no ip dhcp relay server

Ora komanzaa HacTpausaet [P angpec cepsepa
DHCP, xoTopomy Oy1yT I€peHaIpaBIsIThCs
3anpocel  kaueHtoB DHCP. Ilapamerp
<ipv4 ucast> — sto IPv4 anmpec cepsepa
DHCP.

JlanHas ~ KoMaHAa  yJanuseT — paHee
HacTpoeHHbIN aapec cepepa DHCP Relay
Agent. Ilocne BBIMONHEHHS KOMAaH[bI
YCTPOWCTBO  TEpecTaHeT  OTIPABISATH
3anpocsl DHCP nanHOMY cepBepy.

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br160op nopToB /7151 HACTPOMKYU apaMeTpoB

ip dhcp snooping max-client <1-
2048>

Komanna MO3BOJISIET OTPAHUYUTH
konuuectBO  DHCP-knueHToB, KOTOpPBIM
pa3peleHo mnoiaydarb JuHamudeckuit [P-
azipec Ha omnpeeaEHHOM UHTep(derice
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ip dhcp snooping trust Hacrpolika pexxuma 115 nopra:
JloBepeHHBIH (Trusted) — mopT
KOMMYTaTopa, K KOTOPOMY MOIKIIOUYEH
npyroii kommyrtarop uiau DHCPcepsep.
DHCP-nakersl, IIOJIyYCHHBIE c
JIOBEPEHHOT0 MOPTa, HE OTOPACKIBAIOTCSL.

Henanéxupiii  (Untrusted) — mopt, K
no ip dhcp snooping trust KOTOpPOMY MOAKIKOYeH KiuenT. DHCP-
OTBETHI, TPHUXOJSIIME C JTOro IOpTa,
orOpacbiBatoTC ~ KoMMmyTaTopoM.  Jlnd
HEHAAEKHBIX TIOPTOB BBIMOJHACTCS PAX
nposepok coobuiennit DHCP u co3paéres
06aza panHeix npuBszkn DHCP (DHCP
snooping binding database).

Hacrpoiika interface vlan

ip dhcp snooping Bxutouenne ¢pynkunu DHCP snooping
no ip dhcp snooping Briknrouenune Gpynkuuun DHCP snooping
ip dhcp relay enable Jlannas komanna BkiroyaeT pexxum DHCP

Relay Agent Ha  COOTBETCTBYIOIIEM
uHTepdelice ycTponucTna.

no ip dhcp relay enable Jannas komanja Beikitovaet peskum DHCP
Relay Agent Ha  COOTBETCTBYIOIIEM
uHTepdeiice ycTpoicTaa.

ip helper-address < ipv4_uca st> Komanna 3amaér aapec DHCP-cepBepa’
KoTopoMy Oynyt ornpasiensti DHCP-
3aMpochkl OT KJIMCHTOB, HAXOJSIIIMXCS B
nanHo# nojacetu (VLAN).

no ip helper-address Komanga no ip helper-address cmyxut s
ynanenuss Hactpoiiku DHCP  Helper
Address Ha unTepdeiice.

ip dhcp server Bxmounte DHCP cepBep Ha unTepdeiice.

no ip dhcp server Boikmounts DHCP cepBep Ha unTepdeiice.

[Tpumep Hactpoiiku DHCP cepsepa:

# configureterminal

(config)# vlan 3

(config-vlan) # exit

(config)# ip dhcp server

(config) # interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 3
(config-if)# exit

(config)# interface vlan 3
(config-if-vlan)#ip address 10.10.10.3 255.255.255.0
(config-if-vlan)#ip dhcp server
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(config-if-vlan)# exit
(config) #ip dhcp pool 3

(

(config-dhcp-pool) #lease 1 0 O

3.2.3. DHCPv6

config-dhcp-pool) #network 10.10.10.0 255.255.255.0

Komannma

\ Onucanue

['moGasibHBIE HACTPOHKHU

ipv6 dhcp snooping

no ipv6 dhcp snooping

Bxmrounts pexxum DHCPv6 snooping. Korna
Bkimtoyen  pexum  DHCPv6  snooping,
coobmienus 3anpoca kaueHta DHCPv6 OymyT
IIepechUIaTbCs Ha JOBEPEHHbIE MOPTHl U
paspemiath OTBETHbIE MAKEThl TOJBKO OT
JIOBEPEHHBIX MIOPTOB.

Brikmrounts peskum DHCPv6 snooping

ipv6 dhcp snooping nh-unknown
{allow | drop}

Bri6op 00pabOTKHM HEW3BECTHBIX 3HAYCHHI
3arosoBka  [Pv6. Kommyrtarop JIOJIKEH
aHaAJIM3UPOBATh Bce makeTsl IPv6 ans kmueHTa
DHCPv6, 4T00BI OIIpeenuTh, AHCTBUTETHHO
1 310 coobienue DHCPv6

Bo3smoxzbIe BapUaHTHI:
drop- OTbépackIBaTh MAKEThl C HEU3BECTHBIMU
3aroJIoBKaMu pacluMpeHust IPv6. D10
Hanbosee 0€30MacHbIi BapUaHT, HO OH MOXKET
nmpuBecTH K  mepebosm B Tpaduke
allow-Pa3pemuTh MakeTbl ¢ HEU3BECTHBIMU
3aronoBkamMu pacmupenus [Pv6. 1o menee
0€30MacHbIl BapUaHT, HO OH MPEIOTBPAILLACT
nepedou B Tpaduke.

Dhcep6 Relay mst onpenenensoro vlan.

interface vlan <vlan list>

Co3nanue unrepgeiica Vlan

ipv6e dhcp relay interface vlan
<vlan id>

Vkazanue wuneHtuduxkaropa uHTEpeEiica,
WCIIOJIB3YEMOTO JJIl PETPAHCIISLINHU.

ipv6e dhcp relay destination
<ipv6_ ucast>

VYkazanue anpeca IPv6. IPvb-anpec cepsepa
DHCPv6, Ha KOTOpBIM JOJKHBI  OBITH
pPETPaHCIMPOBaHbl  3alpPOCHL. 3HAYEHUE  II0
ymomyanuto «ff05 :: 1: 3» o3Hauaer «i1ro60M
DHCP-cepsep».

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br160p nopToB 17151 HACTPOIKHU MapaMeTpoB

ipv6 dhcp snooping trust

no ipv6 dhcp snooping trust

Hactpoiika pexuma paboTel mopTa Kak
HaJEeKHBIA HCTOYHUK coobenuit DHCPv6.

OTMeHa KOMaHJIbl M YCTaHOBKA peXHUMa
paboThl  KaKk  HEHAAEKHBIH  HMCTOYHHK
coobmenuit DHCPv6.
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3.2.4. DHCPv6 onuuu 37 u 38

DHCPv6 (Dynamic Host Configuration Protocol for IPv6) mnpumensercs s
aBTOMATUYECKOM BbIIauu KiueHTam [Pv6-anpecoB, mnpeduKcoB M MHpOYUX HEOOXOIUMBIX
HacTpoek. Eciu KiMeHT 3anpammBaeT KOHQUrypanuoHHbIe mapaMeTpsl y ynanéunoro DHCPv6-
cepBepa, pacIooKEHHOTO BHE CBOETO CETMEHTa CeTH, OH oOpariaeTcs kK Hemy dyepe3 DHCPv6
Relay. IlomyuuB cooOiieHre OoT KIMEHTa, pelie OTIPABISIET ero CepBepy B MakeTe Tuma “‘relay-
forward”, a oTBET OT cepBepa BO3BpAIIACTCS aHAJIOTUYHO B coo0meHuu “relay-reply”.

Opnnako npu ucnosnszoBanun DHCPv6 Relay Bo3HukaroT npo0iaeMbl, Takue Kak 3alura ot
HEJIETAIbHBIX TPUCBAWBAHUN aJpecoB M HEOOXOAMMOCTh TOYHOro HazHaueHus [Pv6-aapeca
KOHKpPETHOMY yCTpOMCTBY. [l MX penieHust IpUMEHSI0TCs AonosHuTenbHble onuuun DHCPv6 —
omiuu 37 ("Subscriber-ID") u 38 ("Remote ID"), monpoOHo onurcannbie B JokymeHTax RFC4649
u RFC4580 cooTBeTCTBEHHO.

OTH ONUKU NOMOTAIOT UIACHTHU(PHUIMPOBATH IOJIb30BATENICH U yCTPOWCTBA, TapaHTUPYIOT
IIPO3PAaYHOCTh MPOLEAYPBl PaCHpEeNICHUsl aIpecoB U YIPOLIAIOT OTCIEKHWBAHUE 3aIPOCOB B
o6onpmux ceTsax. DHCPv6 Relay no6apisieT ykazaHHbIE OMITUM K HCXOJISIIMM 3allpocaM KIUEHTa
U yJalnseT UX U3 MOJYYEHHBIX OTBETOB cCEpBepa, OOecrneuuBas TAaKUM 00pa3oM IOJIHYIO
HEIPO3pAaYHOCTh JJIs1 KOHEUHOT'O KJIMEHTA.

Komanpga Omnucanue

B rnob6anpHOM pexume

ipv6e dhcp snooping remote-id Brirounte  momnmepkky ommum 37 B

option DHCPv6-snooping.

no ipv6 dhcp snooping remote-id | BeIKIHOYMTH HOAAEPKKY omuuu 37 B

option DHCPv6-snooping.

ipv6e dhcp snooping subscriber-id | BxmounTs MOMIEPKKY omuu 38 B

option DHCPv6-snooping.

no ipv6 dhcp snooping Boikmtounts momnepkky onuuu 38 B

subscriber-id option DHCPv6-snooping.

ipv6e dhcp snooping remote-id Hacrpours pexUM MIOJIUTUKH pu

policy [drop|keep|replace] nonryaennn DHCPv6 3anpoca, KOTOphIi yike
colepxxut onuuto 37: drop - 3ampoc
Oyner otOpoieH; keep - 3ampoc Oyaet

nepenaH 6e3 00paboTku; replace - moine
ornuuu 37 Oyaet 106aBIEHO areHTOM.
BoccTaHOBUTh 3HAY€HHE IO YMOIYaHHUIO

no ipvé dhcp snooping remote-id (replace) .

policy

ipv6e dhcp snooping subscriber-id | HactpouTh pPEeKUM HOJUTUKHU npu
policy [droplkeep|replace] nonyueann DHCPv6 3anpoca, KoTopblii yke

coJIepKUT onuuto 38: drop -3ampoc Oyzaer
otOpomieH; keep - 3ampoc OyaeT mepenaH
0e3 00paboTku; replace - MOJE OMIUH
38 Oyzaet mo0aBIEHO areHTOM.

BoccTaHoBUTE 3HaueHHE 110 YMOJTYaHUTO

no ipv6 dhcp snooping (replace) .

subscriber-id policy

ipv6e dhcp snooping subscriber-id | Beibparh pa3aenuTenn MEXITY

select pv delimiter [<cr>| HAUMEHOBAHMEM IIOpTA JUIS OMIMU  38.

<word>] JlocTyHBI CHMBOJTBI
#1.1,1:1:1/|+|opobeu.

no ipve6 dhcp snooping BoCCTaHOBUTL 3HAYEHHS MO YMOJIYAHHIO -
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subscriber-id select pv
delimiter

0e3 pa3aenuTens.

ipv6e dhcp relay remote-id option | BxmouwTh MOMAEPKKY omiuu 37 B

no ipvé6 dhcp relay remote-id DHCPv6-relay.

option Brixmounts  mopgepxkky onuud 37 B
DHCPv6-relay.

ipv6 dhcp relay subscriber-id Bxtountes mommepkky ommuu 38 B

option DHCPvb6-relay

no ipveo dhcp relay subscriber-id | BeIKIOUdTh HOMAEPKKY oOnIMH 38 B

option DHCPv6-relay

ipv6e dhcp relay subscriber-id Bribpatb paszieauTenb MEXY

select pv delimiter [<cr>| HauMeHoBaHueM  vlan s ommmm  38.

<word>] JocTynHbl CUMBOJIbI
#1.1,171:1/1+|opoBeut.

no ipv6 dhcp relay subscriber-id
select delimiter

BoccTaHoBUTh 3HaYeHUs MO YMOJYAHUIO -
0e3 pa3aenuTens.

B pexuMe HacTpilku IopTa KOMMyTaTopa

ipv6 dhcp snooping remote-id
<wordl28>

no ipv6 dhcp snooping remote-id

3amate couepkaHUE ONIMU 37 CTPOKOM
<remote-id>, He Oojee 128 cuMBOJIOB.

BoccraHOBUTH 3HaueHHE M0 YMOJIYAHUIO
(VLAN MAC) .

ipv6o dhcp snooping subscriber-id
<wordl28>

no ipv6 dhcp snooping
subscriber-id

3amaTh cojepkaHue onuuu 38 CTpOKoi
<subscrider-id>, He Oomee 128
CHMBOJIOB.

BoccraHoBUTh 3HayeHHE MO YMOIYAHUIO
(VLAN+port)

B pexxume Hactpiiku vlan untepdeiica

ipv6e dhcp relay remote-id
<wordl28>

no ipv6 dhcp relay remote-id

3amathe couepkaHUE ONIMU 37 CTPOKOM
<remote-id>, He Oojnee 128 cuMBOJIOB.

BOCCTaHOBI/ITL 3HAUYCHHUEC II0 YMOJ'I‘-IaHI/IIO
(VLAN MAC) .

ipv6e dhcp relay subscriber-id
<wordl28>

no ipv6 dhcp relay subscriber-id

3amaTh conepkaHue onuuu 38 CTpOKoOi
<subscrider-id>, He Oomee 128
CHMBOJIOB.

BoccraHoBUTh 3HaueHHE MO YMOIYAHUIO
(VLAN+port)

Komasn el mpocMoTpa nH(pOopMaIun

show ipv6 dhcp
snooping[interface|<cr>]

Otobpakaer o0myro uHpOpMaIMO O
coctosiHuM pyHKIMU DHCPvV6 Snooping
Ha KommyTarope. Iloka3piBaeT cocTosiHUE
aKTUBHOCTH, CITHCOK JIOBEPEHHBIX
UHTEpdEIcoB.

- interface — moka3zarh HHPOPMAIIUIO
0 KOHKpPETHOMY HHTep(eiicy.

- <cr> — 3aBepIIUTh BBOJ KOMaHIHOM
CTPOKH M BBIBECTH OOITYI0 HH()OPMAITHIO.

show ipv6 dhcp snooping
statistics [interface|<cr>]

IToka3piBaeT cTaTUCTUKY PabOTHl (HYHKIUU
DHCPv6 Snooping, BKito4as KOJIUYECTBO
00pabOTaHHBIX MAaKETOB, OOHAPYXEHHBIX
aTaK U OTKIIOHEHHBIX 3aIPOCOB.

- [interface | <cr>] —
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MIPOCMOTPETh TOJIPOOHYI0 CTATUCTHKY IT0
yKa3aHHOMY WHTEp(EiHCy WM BBIBECTH
0o0mmii OT4éT.

show ipv6 dhcp snooping
statistics zero-suppress
[interface|<cr>]

[Toka3bIBaeT CTaTUCTUKY pabOThl (HYHKIHMH
DHCPvo6 Snooping, BKJIIOYast
KOJINYECTBO 00paboTaHHBIX MMaKeToB,
OOHapy»EHHBIX aTaKk U OTKJIOHEHHBIX
3anpocoB.  OAHAKO  BBIBOJUT  TOJBKO
HEHYJEBBbIE 3HAYEHUs] CTAaTUCTHUKHU, YTO
yA00HO It OBICTPOrO aHajau3a TEKYIIUX

roKaszaTeeu paboTsI DHCPvV6
Snooping.
- [interface | <cr>] —

MIPOCMOTPETh TMOAPOOHYIO CTATUCTHKY IIO
yKa3aHHOMY HMHTEp(EiCy WIM BBIBECTH
00l OTYET.

show ipv6 dhcp snooping table

OTtob6paxkaeT nmoapoOHy0 MHPOPMALIUIO IO
BCEM TOJIKJITIOYCHHBIM KJIMCHTaM.

show ipv6 dhcp relay [interface
vlan <vlan id>|<cr>]

Hcnosnb3yercs ais npocMoTpa COCTOSHUS U
koH¢puryparun DHCPv6 Relay arenToB Ha
KOMMyTarope. OTa KOMaHAa IOKaXeT
UH(GOPMAIUIO O HACTPOEHHBIX VLAN'ax u
uHTEpdeiicax, HCIIOJIb3YEMbBIX U1
nepenamnpasieHuss DHCPv6-3ampocoB OT

KIIMEHTOB K CEPBEPAM.
- interfacevlan<vlan id> —

MOCMOTPETh  CTAaTyC arcHra DHCPv6
Relay mird ykazanHoro VLAN.

- <cr> — BBIBECTH 0O0llee COCTOSHHE
DHCPv6 Relay.

show ipv6 dhcp relay statistics
[interface vlan <vlan id>|<cr>]

BriBener crarucruueckne  JaHHBIE O
MIPOU3BOAUTENBHOCTH DHCPv6 Relay,
BKJIIOYas 4YHUCJIO II€pEeJaHHBIX M HPUHATBHIX

MaKEeTOB, OMIMOOYHBIC MMAKETHI U TPOYEE.
- [interfacevlan<vlan id> |

<cr>] — MPOCMOTP CTAaTUCTHKU [UIA
koHkpeTtHoro VLAN wnu oGriero otuéra.

[Tpumep nactpoiiku ipv6 dhcpsnooping:

# configure terminal

(config) # hostname NTS

NTS (config)# vlan 200

NTS (config-vlan)# exit

NTS (config)# ipv6 dhcp snooping

NTS (config)# ipv6 dhcp snooping remote-id option
NTS (config)# ipv6 dhcp snooping subscriber-id option

NTS (config-if)# description "client"

NTS (config-if)# switchport access vlan 200

)
NTS (config-if)
)

#
NTS (config-if) #

no ipv6 dhcp snooping trust

(
(
(
(
NTS (config)# interface GigabitEthernet 1/1
(
(
(
( ipv6 dhcp snooping remote-id 00-03-0£-00-00-01
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NTS (config-if)# ipv6 dhcp snooping subscriber-id
v1an200+GigabitEthernetl/1

NTS (config-if) # exit

NTS (config-if)# interface GigabitEthernet 1/24
NTS (config-if)# ipv6 dhcp snooping trust

NTS (config-if)# description "server"

NTS (config-if)# switchport access vlan 200

[Tpumep Hactpoiiku ipv6 dheprelay:

# configure terminal

(config) # hostname NTS

NTS (config) # vlan 10,20

NTS (config-vlan) # exit

NTS (config)# ipv6 dhcp relay remote-id option

NTS (config)# ipvé6 dhcp relay subscriber-id option

NTS (config)# interface vlan 10

NTS (config-if)# ipv6 address 2001:daB8:10:1::1/64

NTS (config-if)# ipv6 dhcp relay destination 2001:da8:100:1::2
interface vlan 20

NTS (config-if)# ipv6 dhcp relay remote-id 00-03-0f-00-00-02
NTS (config-if)# ipv6 dhcp relay subscriber-id
vlan20+GigabitEthernetl/2

3.2.5. DHCP snooping u onuus 82

DHCP snooping konTponupyer mnpouecc nonydenus DHCP-xkimentom IP-ampeca s
npenorBpauienuss arak DHCP u nossnenuss nHenerutumubix DHCP-cepBepoB B certn,
yCTaHaB/IMBasl JOBEPEHHbIE W HE JOoBepeHHble MOPThl. COOOIIEHUS M3 JOBEPEHHBIX IOPTOB
NEepealoTcs KOMMYTAaropoM ©0e3 mpoBepkd. JloBepeHHbIE MOPThl MCIONb3YHOTCS IS
noxkitouenuss DHCP-cepsepa ninun DHCP-petpancnsTopa, a He JOBEpEHHBIE - ISl TOAKIIOUYEHUS
DHCP-xkmuentoB. Kommyrtarop mnepenaer cooOmienns DHCP-3ampocoB M3 HE JOBEPEHHBIX
nopToB, HO He nepeaaer DHCP-otsetsl. Onuus 82 no3possier koMMmyTatopy 106asists B DHCP-
3anpochl KiueHTa HHPopmanuio remote-id (uaeHtuduxkarop kommyraTopa) M circuit-id
(unentudukarop nopra KOMMyTaTopa) nepea nepenaueit sanpoca Ha DHCP-cepsep.

Komanna Onucanue
B rno0anbHOM pexkume
ip dhcp snooping vlan Bxntounts koHTposs mnpotokona DHCP B
<vlan list> npezenax BbIOpaHHOM

vlan.
ip dhcp snooping max-client YCTaHOBUTH  MaKCHUMaJbHOE  KOJUYECTBO
<1-2048> KJIMEHTOB.
ip dhcp snooping information VYeraHoBUTh (opMar 3HadeHUi onuun §2.
option format [ascii]|hex]
ip dhcp snooping information Pa3pemnts komMmmyTaTropy no0aBieHHE ONLUN
option 82 npu pabote nporokosa DHCP.
ip dhcp snooping information Pazpemute npunumate DHCP-makerst ¢
option allowed-untrusted oniueit 82 0T «HEHAJEKHBIX» MOPTOB.
ip dhcp snooping information Ycranosuts uaentugukarop CircuitlD onuun
option circuit-id 82.

hostname CucremHoe ums
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port ITopt B dopmare
Gigabitethernet<stacked>/<inter
faceid>

remote-mac MAC-address kirenra

string ¢popmat ornpenenseTcs moab30BaTelIeM,
KOTOpO€ 3aKII0YaeTcss B JBOMHBIC KaBBIYKU
(""). Crpoka MOXET COJepKaTh JIOObIC
CUMBOIJIbI, BKJIIOYasl CIeIHaIbHbIE CUMBOJIBI U
pooeJIbl.

switch-mac MAC-address kommyTaTopa

vlan Unentuduxarop vlan <vid>

[Ipn ompeneiseHMH MOXKHO —HCIIOJIB30BATh
11a0JIOHBI:

%h: hostname;

%p: KOopoTKO€ UM 1opra, Hanpumep gil/l;
%P: nnuMHHOE WM TIOpTa, HaIpUMep,
gigabitethernet 1/1;

%m: mak-anpec nopta B popmare H-H-H-H-
H-H-H;

% M: mak-aapec cuctemsl B popmare H-H-H-
H-H-H-H;

%S$: HOMEp IOHUTA B CTEKE;

%n: HOMEp mopTa;

%i: IP anpec knueHra;

%v: unentudukarop vlan;

%c: mak-anpec knueHTa B popmare H-H-H-H-
H-H.

ip dhcp snooping information
option delimiter

VY CTaHOBUTH dbopmar pas3aeiuTens
colonCumsoir'":'

dotCumsoir'.'

nonede3 CHMBOJIA

slashCumsoin /'

spacellpoben

ip dhcp snooping information
option remote-id

YcranoButh uneHtudukarop RemoteagentID
ommu 82.

hostname CucremHoe ums

string ¢popmaT ornpenensieTcs noab30BaTeNEM,
KOTOpOE 3aKJII04aeTcsi B JABOMHBbIE KaBbIUKU
(""). Ctpoka MOXET cojAepX)aTh JOObIC
CHMBOJIbI, BKJIIOYasi CHEIIMAIbHbIE CUMBOJIBI U
poOebI.

mac MAC-address kommyTaTopa

[Ipn ompeneneHMH MOXKHO HCIIOJIb30BATh
11a0JIOHBI:

%h: hostname;

%m: mak-anpec nopra B ¢popmare H-H-H-H-
H-H-H;

% M: mak-aapec cuctemsl B popmare H-H-H-
H-H-H-H;

%c: Mak-anpec knuenTa B popmate H-H-H-H-
H-H.

B pexxume HacTpoiiku uHTepdeiica
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ip dhcp snooping max-client
<1-2048>

VYCTaHOBUTE  MaKCUMAaIbHOE
KIIMCHTOB 4JId 3TOI'0 nopTa.

KOJIMYECTBO

no ip dhcp snooping trust

YceraHOBUTH IOPT, Kak He noBepeHHbId. Ilo
YMOJIYAaHHUIO BCE MOPTHI JIOBEPEHHBIE.

ip dhcp snooping information
option

Pa3permuts nob6asnenue omnmuu 82 mpu pabore
npotokonaa DHCP niis storo nopra.

ip dhcp snooping information
option global

Hcnonp3oBaTe  HACTPOHMKHM  TI00aTbHOU
KoHpuryparuu onuuu 82 mnpu  pabdote
nporokosia DHCP juist atoro nopra.

ip dhcp snooping information
option circuit-id

VYcranoButh uaeHtudukarop CircuitID ommumn
82.

hostname CucreMHoe ums

port ITopt B dopmare
Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kinenra

string ¢opmar onpezesnsieTcs: NOJIb30BaATENIEM,
KOTOpOE 3aKII0YaeTCsl B JBOWHBIC KaBBIYKU
(""). Crpoka MOXeET coaepkaTh JtoObIe
CUMBOJIBI, BKJTFOYAsl CIICIIHAILHBIC CHMBOJIBI
poOeIIbI.

switch-mac MAC-address kommyTaTopa

vlan Mnentudukarop vlan <vid>

[Ipm ompeneircHWH MOXKHO HCIIONB30BATh
1abJIOHBI:

%h: hostname;

%p: KopoTKOe UM mopta, Hanpumep gil/1;
%P: mHHOE WMS TOPTa, HANPUMED,
gigabitethernet 1/1;

% m: mak-aapec nopra B ¢popmare H-H-H-H-
H-H-H;

% M: mak-aapec cucremsl B popmare H-H-H-
H-H-H-H;

%s$: HOMEp IOHUTA B CTEKE;

%n: HOMEp MOPTA;

%i: IP anpec kiueHra;

%v: unentudukarop vlan;

%c: mak-anpec kinueHTa B popmare H-H-H-H-
H-H.

ip dhcp snooping information
option delimiter

Y cTaHOBUTH
colonCumaon':'
dotCumsorr'.'
noneode3 CHMBOJIA
slashCumsoin /'
spacellpoben

dbopmar pasnenurens

ip dhcp snooping information
option format [ascii]|hex]

YcranoBuTh (opMmar 3HaYeHUN onuuu 82 mis
9TOrO IOPTAa.

ip dhcp snooping information
option remote-id

Ycranosuts unentugukarop RemoteagentID
o 82.

hostname CucremHoe nms

string ¢popmat ornpenenseTcs MoIb30BaTENIEM,
KOTOPOE€ 3aKJI0YaeTcs B JIBOWHBIE KaBBIUKH
(""M). Crpoka MOXET coJepkaTh JoObIe
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CUMBOJIbI, BKJIIOYasl CHeIMaIbHbIE CUMBOJIBI U
pooeIIbl.

mac MAC-address kommyTaropa

[Ipu omnpeneneHun MOXHO HCIOJIb30BATh
1a0JIOHBIL:

%h: hostname;

%m: mak-anpec nopta B ¢popmare H-H-H-H-
H-H-H;

% M: mak-aapec cuctemsl B popmare H-H-H-
H-H-H-H;

%c: mak-anpec kinuenTa B popmare H-H-H-H-
H-H.

Komaniel mpocMoTpa HH(pOpMaIun

show ip dhcp snooping

OtobpaxkaeT HMHPOPMALIUIO O BKIOYCHHOM

[interface]

[interface|vlan] DHCPSnooping: craryce byHKIUH,
JIOBEPEHHBIX MopTax, VLAN-ax Ha
uHTepdeiicax.

show ip dhcp snooping status Otobpaxaer craryc KOJIMYECTBA

ITOJAKJIIOYCHHBIX KJIIMCHTOB.

show ip dhcp snooping table

OtobpaxaeT nonpoOHYI HMH(POPMALIUIO 10
BCEM TOJIKJIFOUYECHHBIM KITUECHTAM.

show ip dhcp detailed
statistics snooping

OtobOpakaeT  CTaTUCTUKYy IO
DHCPSnooping Ha unTepdeiicax.

pabore

[interface]

IIpumep HacTpoOUKH:

# configure terminal
(config) # hostname NTS

NTS (config)# vlan 200

NTS (config-vlan)# exit

NTS (config)# ip dhcp snooping
NTS (config)# ip dhcp snooping
NTS (config)# ip dhcp snooping information option remote-id %h

NTS (config)# ip dhcp snooping information option format ascii

NTS (config)# interface GigabitEthernet 1/1

NTS (config-if)# description "client"

NTS (config-if)# switchport access vlan 200

NTS (config-if)# no ip dhcp snooping trust

NTS (config-if)# ip dhcp snooping information option

NTS (config-if)# ip dhcp snooping information option circuit-id
string "NTS portl"

NTS (config-if) # exit

NTS (config-if)# interface GigabitEthernet 1/24

NTS (config-if)# description "server"

NTS (config-if) # switchport access vlan 200

vlan 200
information option

~ o~~~ o~ o~ o~ o~ o~ —~

3.2.6. DHCP-onmuu 60 u 61

Onmuu 60 u 61 — 310 mapamerpsl DHCP-nipoTokona, ucnonb3yemsie 171 HACHTU(DUKATIH
CETEBBIX YCTPOUCTB Npu nonyyenun [P-aapeca.
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Option 60 (Vendor Class Identifier) yka3siBaeT Tin yctpoiicTBa (Hanpumep, IP-tenedon,
TB-npucraska).
Option 61 (Client Identifier) yka3piBaeT KOHKpeTHOE YCcTpocTBO (00bIuHO MAC-ampec).

Komanna Onucanue

Komanna B pexxume koHdurypuposanus interface vlan

ip address dhcp class-id Hactpoiika ¢hopmara u 3anucu oniuu 60
[GigabitEthernet

<port type id> |

10GigabitEthernet

<port type id> |
ascii <word31l> |
hex <word64>]

no ip address dhcp class-id VY naneHue moyib30BaTEIbCKON 3alKUCH OIMIIMHU
60

ip address dhcp client-id Hacrpoiika ¢opmara u 3anucu onuunu 61

[GigabitEthernet

<port type id> |

10GigabitEthernet

<port type id> |
ascii <word31l> |
hex <wordo64>]

no ip address dhcp client-id VnaneHnue Mojab30BaTEIbCKOM 3aIllMCH OIIUU
61

IIpumep HACTPOMKH.

# configure terminal

(config) # vlan 100

(config)# ip address dhcp

(config)# ip address dhcp client-id ascii 00-00-00-00-00-01
(config) # ip address dhcp class-id ascii npo telecom

3.2.7. DHCP Relay nas IPv4

®ynkuueit DHCP Relay-arenra siBisiercs nepenaua DHCP-nakeToB OT KiMeHTa K cepBepy
1 00paTHO B cilyyae, €CiIM CepBep U KIUEHT HAaXOAATCS B pa3HbIX nojceTsx. Jpyroit ¢pyHkimein
ABJIsieTCA Jo0aBiieHUe NOMONMHUTENbHBIX onuii B DHCP-3anpockl knueHTa (Hanpumep, ONIUH
82).

[Tpunmun paborst DHCP Relay-arenTta: komMmyTtatop mnpuHuMaer oT kiaueHta DHCP-
3ampOCHI U MEPEIaeT UX CEpBEPY OT UMEHH KJIMEHTA (B 3aBUCUMOCTH OT KOH(HUTYparuu, 100aBIIss
CBOM OIIIUM WIM OCTaBJIsAs MPUHATHIE OT KiHeHTa). [lonydnB OTBET OT cepBepa, KOMMYTATOp
IIEepEeNAET €ro KIUEHTY.

ITpu nHactpoiike kommyTaropa B pexxume DHCP Relay MokHO 3HauMTENbHO MOBBICUTH
3¢ (deKTUBHOCTH ceTH 3a cuéT cokpauieHus komuuectBa DHCP-cepBepoB, koTopeie mpu Jpyroi
cXeMe MOHaJ00MINCE Obl T KaX/10# MMO/ICeTH.

Komanma Omnucanue

B rno6ansHOM pexnme

ip dhcp relay Brmrounte DHCP Relay-arenr.

ip dhcp relay server 3amate  IP-ampec  DHCP-cepBepa s
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<ipv4 ucast>

DHCPRelay-arenTa.

ip dhcp relay information policy

Bri6pars pexxum o6padotkn DHCP-naketos
c ommueit 82:

- keep — mpomyckaeT nakeTsl 0e3 U3MEHEHU I
(HaCTpPOEHO MO YMOJIYAHHUIO);

- replace — 3amemnaer comepKUMOE OIIIUU
82;

- drop — orOpackIBaeT MakeTsl ¢ oniuen 82.

ip dhcp relay information option

Pazpemuts noGaBnenue onmmu 82 1mpU

pabote npotokosa DHCP.
ip dhcp relay information option | VcranoButh wuaeHtuukarop CircuitlD
circuit-id ormu 82.

hostname Cucremuoe ums

port [Topt B dbopmate

Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kineHra

string ¢dopmar OTIpeNIeNsIeTCs
HOJIb30BATENEM, KOTOPOE 3aKIH4YaeTcs B
nBoiiuble kaBbluku (""). Ctpoka MOXKeT
coJiepKaTh J0ObIE€ CHUMBOJBI, BKJIIOYast
CTeIUAIbHBIE CUMBOJIBI M TPOOEITBI.
switch-mac MAC-address kommyTaTopa
vlan Upentudukarop vlan <vid>

IIpu omnpeneneHUH MOXHO HCIIOIB30BATh
11a0JIOHBI:

%h: hostname;

%p: KOpoTKO€ UM mopra, Hanpumep gil/l;
%P: MHHOE uWMs TMOpTa, HaIpUMED,
gigabitethernet 1/1;

%m: mak-aapec nopra B popmate H-H-H-
H-H-H-H;

%M: mak-anpec cucremsl B popmate H-H-
H-H-H-H-H;

%S$: HOMEp IOHUTA B CTEKE;

%n: HOMEp TopTa;

%i: IP agpec xnueHra;

%v: unentudukarop vlan;

%ec: mak-anpec kiauenTa B popmare H-H-H-
H-H-H.

ip dhcp relay information option
remote-id

YcTaHOBUTH UICHTHPHUKATOP
RemoteagentID oniuu 82.

hostname CucremHoe ums

string dbopmar onpeaensieTcs
II0JIB30BATENIEM, KOTOPOE 3aKIHYaeTcs B
nBoiiable kaBbluku (""). CTpoka MOXKeT
coJiepKaTh JII0ObIe CHUMBOJBI, BKJIIOYast
CHelalIbHbIe CUMBOJIBI U POOEIIBI.

mac MAC-address kommyTaTopa

[Ipn ompeneneHUM MOXKHO HCIIOJIB30BaTh
1a0JIOHBI:

%h: hostname;

%m: mak-aapec noprta B popmate H-H-H-

45




H-H-H-H;

%M: mak-anpec cucremsl B popmate H-H-
H-H-H-H-H;

%c: mak-anpec kiauenra B popmare H-H-H-
H-H-H.

ip dhcp relay information option
format [ascii|hex]

YcranoBuTh (hopmar 3HaUeHUN oniuu 82.

ip dhcp relay information option
delimiter

VYcTaHoBUTH dbopmar pasaenuTens
colonCumsour':'

dotCumsorr'.'

noneode3 cUMBOJIa

slashCumson /'

spacellpoben

B pexxume HacTpitku nHTepdeiica vlan

ip dhcp relay enable

Bxmrounts paboryDHCPRelay-arenta Ha
uHTepdeiice.

ip dhcp relay information option

Pazpemmuty poGaBnenue onmuu 82 mpu
pabote nporokosa DHCPHa untepdetice.

ip dhcp relay information option
circuit-id

YcranoButs  ugentudukarop  CircuitlD
oniuu 82 Ha UHTEpPeEiice.

hostname CucreMHoe ums

port [Topt B dopmare
Gigabitethernet<stacked>/<interfaceid>
remote-mac MAC-address kiuenra

string dopmar OTpeeNseTcs
TIOJIb30BATENIEM, KOTOpOE 3aKJII0YacTcs B
nBoiiable kaBbluku (""). CTpoka MOXKeT
colepxaTh JIOObIE CHUMBOJBI, BKJIIOYAs
CIeIIMAbHBIC CUMBOJIBI U TIpoOebl. switch-
mac MAC-address kommyTaTopa

vlan Unentuduxarop vlan <vid>

[Ipu ompeneneHUM MOXHO WCIIOIB30BATH
11a0JIOHBI:

%h: hostname;

%p: KOopoTKO€ UM nopra, Hanpumep gil/1;
%P: mnuHHOE WMS TIOpTa, HAINPUMED,
gigabitethernet 1/1;

% m: mak-aapec nopra B ¢popmare H-H-H-
H-H-H-H;

% M: mak-anpec cucremsl B popmate H-H-
H-H-H-H-H;

%s$: HOMEp IOHUTA B CTEKE;

%n: HOMEp 1OPTA;

%i: IP angpec kiueHra;

%v: unentudukarop vlan;

%c: mak-anpec kiuenta B popmare H-H-H-
H-H-H.

ip dhcp relay information option
remote-id

VYcraHOBUTH UaeHTU(DUKATOP
RemoteagentID onmuu 82 Ha untepdeiice.
hostname CucrtemHoe ums

stringdopmar onpeensieTcs
TOJIH30BaTENIEM, KOTOPOE 3aKJII0YaeTCs B
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nn

nBoriHbie KaBbldkd (""). CTpoka MOXKeT
COACPIKATh HIO6BIC CHUMBOJIBI, BKJIIO4Yas
CICIUATBHBIC CUMBOJIBI M IPOOEITBL.

mac MAC-address kommyTaTopa

[Ipu ompenencHUH MOXKHO HCIIOIB30BATH
1a0JIOHBI:

%h: hostname;

%m: mak-aapec mopra B ¢opmare H-H-H-
H-H-H-H;

%M: mak-anpec cucremsl B popmate H-H-
H-H-H-H-H;

%c: mak-anpec kiauenta B popmare H-H-H-
H-H-H.

ip dhcp relay information option
format [ascii|hex]

YcTaHoBUTH opMaT 3HAYCHHUM oMK 82 Ha
uHTepdeiice.

ip dhcp relay information option
delimiter

VYcTaHoBUTH dbopmar pasaenuTens
colonCumsoir'":'

dotCumsoir'.'

nonebe3 CHMBOJIA

slashCumsoin /'

spacellpoben

ip dhcp relay information option
global

Hcnonp3oBate  HAcTpOHKM  ri100aIbHOM
KOH(uUrypauuu onuuu 82 1yis 3Toro rnopra.

Komansl mpocMoTpa uHpOpMAaIu

show ip dhcp relay

[Ipocmotp koHpurypauu DHCP
Relay-arenTa.

show ip dhcp relay statistics

[IpocMOTp KOHPUTYpALIUK U CTATUCTHKH T10
pabore DHCPRelay-arenTa.

show ip dhcp detailed statistics
relay [interface]

[IpocmoTp AeTaibHOW CTAaTUCTHUKU PAOOTHI
DHCPRelay-arenTta Ha unTepdeiicax.

IIpumep HacCTpONKH:

# configure terminal
(config) # ip routing
(config) # hostname NTS

NTS (config)# vlan 102,200
NTS (config-vlan)# exit

NTS (config)# ip dhcp relay

NTS (config)# ip dhcp relay server 192.168.200.1

)
NTS (config)# ip dhcp relay information option
NTS (config)# ip dhcp relay information policy replace
NTS (config)# ip dhcp relay information option circuit-id %v
NTS (config)# ip dhcp relay information option remote-id %c
)

NTS (config)# interface GigabitEthernet 1/1
NTS (config-if)# description "client"
NTS (config-if)# switchport access vlan 102

NTS (config-if)# exit

NTS (config)# interface GigabitEthernet 1/24
NTS (config-if)# description "server"
NTS (config-if)# switchport access vlan 200

(
(
(
(
(
(
(
NTS (config)# ip dhcp relay information option format hex
(
(
(
(
(
(
(
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NTS (config-if)# exit

NTS (config)# interface vlan 102

NTS (config-if-vlan)# ip address 192.168.102.200 255.255.255.0
NTS (config-if-vlan)# ip dhcp relay enable

NTS (config-if-vlan) # exit

NTS (config)# interface vlan 200

NTS (config-if-vlan)# 1ip address 192.168.200.2 255.255.255.0

3.2.8. BOOTP

BOOTP — cereBoil IpOTOKOJ, UCHOJIb3YEMBIN JIJI1 aBTOMAaTHYECKOI0 TOJY4YEeHHs KiueHToM [P-
azapeca.

[Tpumep Hactpoiiku ip-agpeca 192.168.102.200 nmnst bootp-knmenta (kommyrtatopa) ¢ MAC
aapecoM 1c:a0:d3:40:9d:b2 na DHCP-cepBepe.

allow bootp;

subnet 192.168.102.0 netmask 255.255.255.0 {
range 192.168.102.10 192.168.102.30;
default-lease-time 600;
max-lease-time 7200;

option routers 192.168.102.1;

host switch NTS ({

hardware ethernet 1c:a0:d3:40:9d:b2;
fixed-address 192.168.102.200;

}

}

Komanpga pexxuma HacTpoiiku interface vlan Ornucanue

ip address bootp Bxmrouenne — mosnyueHus — ip-ampeca 1O
MPOTOKOJTY bootp

Komanna mpocmotpa uHpOpManuu o ip ajapece
show interface vlan <vlan list>

IIpumep HacTponKu:

# configure terminal

(config)# interface vlan 2
(config-if-vlan)# ip address bootp
(config-if-vlan)# exit

(config) # interface GigabitEthernet 1/2
(config-if)# switchport access vlan 2
(config-if)# exit

(config) # exit

[TpocmoTtp nHbOpManuu:

# show interface vlan 2

VLAN 2

LINK: 1c-a0-d3-40-9d-b2 Mtu:1500 <BROADCAST MULTICAST>
IPv4: 192.168.102.200/16 192.168.255.255
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IPv6: fe80::1eal:d3ff:fed40:9db2/64 <>
BOOTP: State: BOUND server: 192.168.102.1

3.2.9. Yposuu npuBwieruii. Privilege Levels

Komanma

‘ Ornucanue

['moGasibHBIE HACTPOHKHU

webprivilegegroup { APS |
Aggregation | Alarm | CEFM |
DDMI | DHCP | DHCPV6_Client
Debug | Diagnostics | ERPS |
ETH LINK OAM | Firmware |
Green Ethernet | IP |
IPMC_Snooping | LACP | LLDP

Loop Protect | MAC Table | MRP

| MVR | Miscellaneous | NTP
POE | Ports | Private VLANs
QoS | RMirror |

Security (access) |

Security (network) |

Spanning Tree | System | UDLD

| UPnP | VCL |

VLAN Translation | VLANs |
Voice VLAN | XXRP | sFlow |
uFDMA ATL | uFDMA_CIL} level
{configRoPriv | configRwPriv
statusRoPriv | statusRwPriv}
<0-15>

Beibop rpymnmbl W HacTpoO#Ka  YpOBHS
MPUBWICTUH ISl OJAHOTO WM HECKOJIBKHX
MOJTyJICH:

-System: Contact, Name, Location, Timezone,
Daylight Saving Time, Log;

-Security: Authentication, System Access
Management, Port (contains Dot1x port, MAC
based and the MAC Address Limit), ACL,
HTTPS, SSH, ARP Inspection, IP source
guard;

-IP: Bce, kpome ping;

-Ports: Bce, kpome VeriPHY;

-Diagnostics: ping u VeriPHY;

- Maintenance: CLI

- System Reboot, System Restore Default,
System Password, Configuration Save,
Configuration Load and Firmware Load. Web
- Users, Privilege Levels u Bce B Maintenance;
-Debug

configRoPriv - Koundurypanus:
TOJIbKOYTEHHUE

configRwPriv - Kondurypauus: urenue
U 3aIlUCh

statusRoPriv -  Craryc/cTaTucTHKa:
TOJIbKO YTCHHUE
statusRwPriv -  CraTryc/cTaTucTHKa:

YTCHHUC U 3allMCh

Yposens mnpusmieruii rpynmnsl ot 0 go 15
[IpuBuneruss mnonb3oBaTeNs MAOKHA OBITh
TaKOW e WM Oojbllle, YeM YpOBEHb 3TOU
IpYIIbl, 4TOOBI UMETh JOCTYI K 3TOH rpyIie.

ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

no ip dhcp excluded-address
<ipv4 addr><ipv4 addr>

Jl06aBUTh qUana3oH-rpynILy UCKIro4aemMbIx [P
aapecoB. OOBIYHO ajpeca MNUIIO30B, TaK Kak
DHCP cepBep He noikeH pas3naBaTh aapeca
[UTF030B KJIIMEHTAM

VY nanute auana3zoH-rpynny HCKiIrodaemsix [P

aJIpecoB.
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3.2.10. MexaHu3Mbl YNPaBJICHUS NAPOJbHOH MOJUTHKOH 0€301ACHOCTH.
OrpaHuveHne HeyCIEIIHBIX NMONMBITOK BXO/AA.

Hacrpoiika noJIMTHKH napoJiei.

HacTtpouB monutuky mnaposieid, Bbl MOBBICUTE OOLIYI0 0€30MacHOCTh CBOEH CETH, ClIENaB
MPOIIECC Ay TEHTU(UKAIIUY TTOTIh30BaTeNIel 00JIee HAC)KHBIM U 3allUIIICHHBIM.

Komanma

‘ Ornucanue

I'1oGanpHBIC HACTPOMKH

password history
no password history
password history size <1-50>

password min-length <0-128>

password complexity-level {
medium| strong | weak}

password lifetime <0-90>

BxiroueHnune ucropum napoiien;

BrikitoueHue ucTopuu naposiei;

Komanzga ycranaBiMBaeT pa3Mep XpaHWIMILA
HCTOPUU MapoJieit;

Komanga 3amaét MUHUMaIBLHOE  YHCIO
CHUMBOJIOB, KOTOPOE JIOJKHO COJIEP)KAThCs B
apoJie MoJIb30BaTesl. ;

3ajaHne YPOBHS CJIOKHOCTH TTapOJIs:

- weak (ciaOblil) — camblii HU3KUI YpOBEHBb
TpeOOBaHU K CIIO’)KHOCTH apoJIs.
[Tonp30BaTenb MOXKET 3a1aTh IPOCTOM MAPOJIb,
COCTOSIIIMIA JIMIIb M3 MPOCTHIX KOMOWHAIIUN
CUMBOJIOB (HampuMep, TOJIbKO MAaJICHbKUE
OYKBBI WJIH TOJIBKO YHCTIA).

- medium (cpenHuil) — cpeaHHl ypOBEHBb
cinoxHoctu. Ilapons pomkeH copepxarb
COYETaHUE pa3IUYHbIX THUIIOB CHMBOJIOB,
TaKHUX Kak OoJibllIne U MaJible OYKBBI, HU(PBI U
CrellUaIbHbIE CUMBOJIBI.

- strong (CUJIBbHBIM) — BBICOKHH YypOBEHb
CII0)KHOCTH. DTOT YPOBEHb TpeOyeT Haubosee
CTPOTHX TpaBWJ  COCTaBJIEHUS  MHapo,
BKJTFOYAIOIINX pa3HooOpa3Hbie THUTIBI
CHUMBOJIOB, 4YTO JejaeT moadop mnaposis
3HAUUTEIBHO TPYyHEE.

Ha3nauenue cpoka »u3HHM aposist

Cpok XM3HM Tapossl ONpPENENsIeTcs YHUCIOM
MECSIIIEB, B T€YEHUE KOTOPOTrO MOJIb30BATENb
o0si3aH cMeHUTh mnapoib. Ilo wucreyenun
YCTaHOBJIEHHOT'O UHTEpBaJla cucreMa
noTpe0yeT CMEHbI MapoJIs.

Hacrtpoiika 0J10KHPOBKHM JIOKAJBHOH YYeTHOH 3alMCH NPH HEyAAa4YHbIX MONBITKAX

aBTOpH3ALMH.
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PeanuzoBan (yHKIMOHAT OJOKUPOBKH JIOKAJBLHOM YYETHOW 3aliCH TMPU HEYJAYHBIX
HOMBITKax aBTopu3anuu. Hactpoiika ¢pyHKIMOHANMA peann3oBaHa B I100adbHONH KOH(UTYpaluu
KOMMYTaTopa.

(config)#passwords lockout <1-5> YcTaHOBUTH KOJIMYECTBO HIYIIUX MOJPS] MOIBITOK
BBOJIa NMapoJisi ¢ OMIMOKON 0 OIOKUPOBKH JIOKATHHON YUETHON 3alKCH TOJIb30BaTEIS.

(config)#passwords time block <0-7200> YcraHoBUTH Bpemsi OJOKHPOBKH JIOKAIbHON
YUETHOM 3aIMCH N10JIb30BATEIS.

[Tpumep KoHUTYpaLUU:

passwords lockout 2
passwords time block 90

IIpumeuanue: xomanma no passwords lockout u nopasswords time block cOpocur
3HAaYEHHE 110 YMOIYAHUIO Ha:

passwords lockout 3
passwords time block 0

[Tocne nByX HeyJauHBIX MOMBITOK aBTOPU3aLMU 3a0JOKUpPOBaTH Mosb3oBarens Ha 90
CEKYyH/I.

#show users accounts [IpocmoTp crircka mosib3oBaTelieid, cratyca OJJOKUPOBKH U TaiiMepa
OJIOKHPOBKH

#show users accounts

UserName Privilege Locked State Left time

user 15 locked &7
admin 15 usable 0

#set username username activePa3010kupoBaTh MOJB30BATENS, 3a0JOKUPOBAHHOTO IO
NPUYHHE HEBEPHOTO BBOJIA TIAPOJIS.

#set username user active
#show users accounts

UserName Privilege Locked State Left time

user 15 usable 0
admin 15 usable 0
3.2.11. Konpurypauus ayreHTupukanuu, aBTOpM3aLUMM W  y4era.

Authentication, Authorization, Accounting
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Authentication (ayTeHTH(UKALMA) — COMOCTABIEHUE 3aMpoca CYHIECTBYIOMIEH YYETHOU
3aIlUCH B cUcTeMe 0e301acHOCTH.

Authorization (aBropuzanusi, IpoBepKa YpOBHS JOCTyIa) — COIOCTaBJICHUE YUYETHOUH
3aIlUCH B CUCTEME (IIPOIIE/IIeH ayTeHTU(UKAIUIO) U ONIPEICIIEHHBIX TOJTHOMOYHIA.

Accounting (y4€t) — clie)xeHHe 3a MOTPEOICHHEM PECYPCOB MOJIE30BATEIIEM.

Komannma \ Omnucanue

['moGasibHBIE HACTPOHKHU

aaa authentication login Local - WCHOJB30BaTh JIOKAIBHYIO 0asy
{console | http | ssh | JAaHHBIX HA KOMMYTATOpE JUIs IIPOBEPKH
telnet} {local | radius | OUTMHHOCTH;

tacacs} Radius - UCTIONB30BaTh yIAJIEHHBIE CEPBEPHI

RADIUS st ayrenTudukanim; -
Tacacs - HCIIOJIB30BATh yJIAJICHHBIC CEPBEPHI
TACACS nns aytreHTUDUKALIY;

no aaa authentication login
{console | http | ssh |
telnet}

OTkimroueHne ayTeHTHU(HUKAIMA, U BXOA B
CHCTEMY HEBO3MOJKEH;

[[aHHaSI KOMaHJZla HaACTpauBaCT IIOPAIOK

aaa authentication enable
ayTeHTU(UKANMA  aTMUHUCTPATOPOB  TIpU

default { tacacs | radius } o
BXO/JI€ B IPUBHJICTHPOBAHHBIN PEKUM.
enable
aaa authorization {console | Tacacs - JUISL aBTOPU3AIMHA KOMaH]I
ssh | telnet } tacacs UCIOJB3YeTCS  OAMH  WJIM  HECKOJBKO
yaaneHHbix cepBepoB TACACS+. Ecnu Bce
yAaJICHHbBIC (530):1570) i HaXOJATCS B
ABTOHOMHOM peKUMeE, MIOJIb30BATENI0

npegocrtasisercs Aoctyn k komannam CLI B
COOTBETCTBHUU C €r0 YPOBHEM MPUBUIICTHI.

Otkimouenne aBropuzauuu. [lomp3oBarens
nomyyaeT goctyn kK komangam CLI B
COOTBETCTBUU CO CBOMM YPOBHEM NPUBHIIETUI

no aaa authorization {console
| ssh | telnet }

ABTOpHU3aLMKY KOMaH/ MO3BOJISIET OTPAaHUYUTh
koiauuectBo  komaHa ~ CLI,  moctynHbIX
MIOJI30BATEIIIO. ITons3oBarenio
npegocrtasisgercs aoctyn k komannam CLI B
COOTBETCTBUU C €r0 ypoBHEM IpuBuieruit 0-
15. Wcnonb3oBaHWE yAAJIEHHOTO CepBepa
TACACS+ nns aBropuzaunuu komania. Ecmu
BCE  yHNaJeHHBIE CEpPBEPHI  OTKIIOYECHBI,
TOJTH30BATEI0 TPEIOCTABISIETCS JTOCTYIl K
komanaMm CLI B COOTBETCTBHUU C €r0 YpOBHEM

aaa authorization { console |
ssh | telnet } commands {0-15}
config-commands

MIPUBUIIETUI.
aaa accounting {console | ssh Commands - BkioJaeT y4eT BceX KOMaH/I
| telnet } tacacs commands {0- | ¢ ypoBHEM NpHUBWIETHIl BBIIIE MM PABHBIM
15} exec TOMYy ypOBHKO. JlomycTUMBIe 3HAa4YeHUs
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HaxonasaTcsd B auara3one oT 0 ;1o 15. OcraBbTe
MoJie MYCThIM, YTOOBI OTKJIIOYHTHh y4eT
KOMaHJI,

Exec - Pexum yuyera EXEC

No aaa accounting {console | OTKIIOYEHHE yueTa
ssh | telnet }

[Tpumep nactpoiiku TACACS nns ssh ¢ orpannueHreM moiap30Bareseii Mo BBOAY KOMaH/
commands sets:

# configure terminal

(config)# tacacs-server host 10.10.10.5 timeout 60 key
unencrypted test

(config)# aaa authentication login ssh tacacs local
(config) # aaa authorization ssh tacacs commands 15 config-
commands

(config) # aaa accounting ssh tacacs commands 15 exec

3.2.12. Koundurypauus SSH, Telnet, HTTP, HTTPS

Komannma ’()HHC&HHC

['moGasibHBIC HACTPOHKHU

ip ssh Bxrounts ssh

no ip ssh BrikarounTs ssh

ip telnet Bxirounts telnet

no ip telnet BrIkmounts telnet

ip http server Bxurouenue pexuma HTTP

no ip http server Brixmouenne pexxuma HTTP

ip http secure-server Bxnrouenne pexxuma HTTPS

no ip http secure-server Beikmrouenne pexxuma HTTPS

ip http secure-certificate Hactpolika oO0ciy:)kuBaHUsl CepTU(UKALUH.

{delete | generate | upload} Bo3MoxHBIE AEICTBUSA:
Delete - ynamuTh cepTHdUKAT
Upload - 3arpy3ka cepTU(HUKaTa, MOXKHO
BbIOpaTh ABa MeToja 3arpy3ku. Heob6xonumo
BBECTHU CCBIJIKY Ha CepTU(UKAT.
Generate - co3gaHue cepTH]UKaTa.

No ip http secure-certificate 0

TKJIIOUYEHHUE cepTU(UKALUU

ip http secure-redirect BxnroueHne — pexxmMa  aBTOMAaTHYECKOTO
nepenanpasienuss HTTPS. Ilpumensercs
TOJIbKO, eciu i pexxuma padorst HTTPS
BKJItOUeH. ABTOMarndecku Hanpasisier HTTP
web-0pay3epa Ha coequHenue HTTPS, korna
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No ip http secure-redirect

BKJIIOYEHBI 00a pexuma padbotsl — HTTPS u
Automatic Redirect

BBIKJIIOYCHHE  pEeKuMa
nepenanpanienuss HTTPS

ABTOMAaTH4YCCKOI'O

Hactpoiika mudposanus SHH

crypto key generate dsa

Bxrouenne renepauuu napsl kmoued DSA
(Digital Signature Algorithm).
@ukcupoBaHHAs JUIMHA KIIOYa COCTABISET
1024 bura.

crypto key generate ecdsa

Chayxutr s BKJIIOYEHHUS TeHepaluu mnap
KPUNTOTpaPHUECKUX KITFOYCH,
ucnons3yronmx anmroputm ECDSA (Elliptic
Curve Digital Signature Algorithm). 3toT
QITOPUTM  OCHOBaH  Ha  MaTeMaTHKe
UTUNTHYCCKUX KPUBBIX M MPEIHAZHAYCH IS
co3/1aHusl NU(POBBIX MOAMHUCEH.

crypto key generate ecdsa size
<256,384,521>

Yucno  6ur, ompenenswooliee  pasMep
co3zaBaeMoro kitoua s anropurma ECDSA.
ITo ymomyanuio 256 OuT.

crypto key generate ed25519

Bxnrouenue reHepanuu napbl
ACUMMETPUYHBIX KpunTorpapuueckux
KJIIOYEd C UCHOJB30BAaHUEM  AJITOpUTMaA

Ed25519. JlanHbIil aaropuT™M MpeacTaBiseT
co0OH pa3HOBHIHOCTH CXEMBI HH(POBOI
MOAINKCH, OCHOBAaHHOW Ha Kpunrorpapuu c

WCIIOJIb30BAHUEM  DJUIMIITUYCCKUX  KPHUBBIX
(ECQC).

crypto key generate ed25519 Uucmo  OwWt,  ompenmensioniee  pasmep

size <256,384,521> CO3/1aBa€EMOr0  KJIIOYa  JUIS  ajropuT™Ma
Ed25519. Ilo ymonuanuto 256 6ur.

crypto key generate rsa Bxrouenue reHepanuu napbl
ACUMMETPUYHBIX KpunTorpaguueckux

kimoueit RSA (Rivest-Shamir-Adleman). Ot
KJIIOYM TPUMEHSIOTCA s udpoBaHUs
JIAHHBIX, oOecrieyeHHs: KOH(PUICHIINATbHOCTH
U ayTeHTU(DUKAIMU  TIOJb3OBaTeNe |
YCTPOMCTB.

crypto key generate rsa size
<1024-3072>

Huama3zon OuT, oOmpeaensioniee paMep
co371aBaeMoro Kirova st aaroputma RSA.
[To ymymuanuio 1024 6ur.

3.2.13. Kondurypauus ynpasijenuss aocrynom. Access Management
Configuration
Komanna Onucanue

access management

no access management

Pexxum pabGoThI: BKITIOYEH.

Pexxum paboThI: BBIKJIIOUYEH.

access management <1-16><1-

[IpuMep HaACTPOMKH TOCTyIa
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4095> {<ipv4 ucast> |

{telnet | web | snmp}

no access management <1-16>

<1-16> — yKa3bIBaeT Ha NOPAAKOBBIM HOMED

<ipv6_ucast>} to <ipv4_ucast>} |ppasuma (Bcero BO3MOKHO HACTPOUTH 16

IIpaBuII)

<1-4095> — HoMmep vlan misa 3yeMeHTa
YIIPABJICHUS JOCTYIIOM.

{<ipv4 ucast> | <ipv6 ucast>}
to<ipv4 ucast>} — JMama3oH  ip-

agpecoB  JUIL  YIPABIECHUA  TOCTYIOM.
JlomyckaeTcsi 3amuch TOJBKO OJHOTO ip-
azpeca.

telnetwebsnmp— cepBUCHI K KOTOPBIM
OyJIeT npeaoCTaBIeH JOCTYII.

OtkiroucHue YKa3aHHOTO HOMCpa 3alurcCu B
CIIMCKC YIIpaBJICHUS JOCTYIIOM.

IIpumep HacCTpoOlikM access management:

# configure terminal

(config) # access management
(config) # access management 1 1 192.168.102.2 telnet

3.2.14. SNMP

Hcnonp3oBanue nmpotokoina ynpasieHus cersMmu SNMP (Simple Network Management
Protocol) sBisieTcss OCHOBHBIM OTpacieBbIM CTAaHAAPTOM Ul YJAJ€HHOIO MOHHUTOpPUHIA
COCTOSIHUSI CETEBOT0 000pYyJOBaHMs, cOOpa CTATUCTUYECKUX METPUK IPOU3BOJIUTEIILHOCTH U
OIEPATUBHOIO pearupoBaHUs Ha aBapHIHbIE COOBITHUS.

Cucrema no3BoJisieT riOKo pa3rpaHUYMBaTh IIpaBa JOCTyNa K IepeMEHHbIM 0a3bl JaHHBIX
ynpasnenus (MIB) ¢ momolpio Ki1accuueckoit Mmoenu pazaensieMbix cTpok (Community Strings)
JUIsl paHHUX Bepcuil mportokona (SNMPvl/v2c), a Taxke CTpOUTHh CKBO3HBIE 3allMILIEHHBIC
TYHHEJIM aJIMUHUCTPUPOBaHMA Ha 0aze mpoaBuHyTOM poiesoit Mmogenu USM/VACM B pamkax
crangapra SNMPv3. Apxutekrypa TpeTbel BEpCHM TOJHOCTHIO HCKIIOYAET IepexBaT
yIpaBIOIEro Tpaduka 3a cueT NPUMEHEHHUs KPUNTOrpaduyeckux MEXaHU3MOB 00s3aTeNIbHON
aBTOPU3AIINY 0JIb30BaTENEN U OJIOUHOTO MK(POBaHUS NTEPEIABAEMbIX [TAKETOB.

Komanma

Onucanne

['moGasibHBIE HACTPOHKH

snmp-server

no snmp-server

Bxitounts snmp-server
(1Mo yMOI4aHUIO
snmp-server BKIIOYEH)

Beikimounth snmp-server

snmp max-milliseconds-
to-packets <100-10000>

MaxkcumanbHOe BpeMs, KoTopoe JaéTcs makeraM snmp
JUIsl  OTIpaBKM B MWUIMCEKyHZaX. 3HA4Y€HHUE 10
ymosganuo: 100.

snmp-server engine-id
local <wordl0-64>

Hacrpoiika nokansHoro uaentudukaropa enginelD s
SNMPv3.

Crpoka 10mKHa cofepkKaTh YETHOE YUCIIO CUMBOJIOB B
16-puynoM ¢opmate (uucino mudp or 10 mo 64).
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Orpannyenue: KomOunamuum 1udp, cocrosmue wu3
OIHUX HYJIEW U U3 OJHUX «F» HENONYCTUMBI.

SNMP community

snmp-server community
<Security name>
<Community
secret>|encrypted <Use
encrypted community
secret>

Coznlanue UMEHHU U IapoJid snmpcommunity.
<Security name>: Wwms rpynmnsl 6e30macHOCTH
WU WACHTH(PUKATOP coodiecTBa (10 32 CUMBOJIOB).
<Community secret>: Ilapons (community
string) B OTKpBITOM BU7E (10 32 CUMBOJIOB).

encrypted: <Use encrypted community
secret> YKa3bIBaeT, 4TO BBOJAUMBIN Maposib (0T 96 10
160 cumBosoB) 3ammdpoBaH (KUCIONB3YETCS IS
IIepeHoca HacTPOEK).

snmp-server community
<Security name> ip-range
<ipv4 addr>

<ipv4 netmask>
<Community secret> |
encrypted <Use encrypted
community secret>

VYka3zanue ip-agpeca 1 MacKu UCTOUYHUKA IIPU JAOCTYIIE
mo SNMP

<ipv4 addr>: HavanbHbIil agpec ceTu.

<ipv4 netmask>: Macka noaceru

Omnpenenser auanazoH paspeuieHHblx [Pv4-anpecos
ynpasneHus. (Harpumep, 192.168.1.0 255.255.255.0)

snmp-server community
<Security name> ipv6-
range

<ipv6 addr>/<ipv6 netmas
k> <Community secret> |
encrypted

<Use encrypted community
secret>

VYkazanue ipv6-ajpeca W MacKd HMCTOYHHKA MPHU
nocryne no SNMP

<ipv6_ addr>: HavaupHblii anpec CETH.

<ipv6 netmask>: Macka noaceru

Omnpenensier nuana3oH paspeuieHHbIx [Pv6-anpecos
ynpasienus. (Hanpumep, 2001:db8::/64)

no snmp-server community
<word32>

VYV naneHue yka3aHHOM 3allUCH.

SNMP User Configuration

snmp-server user
<word32>

engine-id <wordl0-64>
{md5 |

sha}l <word8- 32 | 40>
priv
{aes | des} <word8-32>

Cosnanue 3anmucu user<word32> - UM IT0JIb30BaTels,
KOTOPOMY IIPMHAJUIEKUT aHHBIN IapameTp.
Honyctumas jyinaa ctpoku 1~32 cumosos ASCII ¢ 43
HoMepamu B auana3one ot 0x21 no 0x7E.
engine-id<wordl 0-64> -uneHTuuKaTop.

B apxurekrype SNMPv3 wucnons3yercs Mozenb
Oe3omacHocT Ha ocHoBe monb3oBarenst USM (User
based Security Model) mist o6ecniedenust 6e30macHOCTH
COOOLIEHHH ¥ MOJIeNb YIpaBJIeHHUs JOCTYIIOM Ha
ocHoBe Buaa VACM (View-based Access Control
Model) npu ynpaBieHUH 1OCTYIOM.

Jmns Bxoma USM xirodyaMud  BXOAOB  SIBIISIFOTCS
usmUserEnginelD u usmUserName. B npoctom arenre
usmUserEnginelD Bcerma coBmamaer ¢ COOCTBEHHBIM
3HaueHueM snmpEnginelD arenta. B  kauecTBe
3HAYEHHUS] TaKKE€ MOXKET HCIOJIb30BaThCS 3HAUYECHUE
snmpEnginelD  ynanenHoro ycrpoiictBa  (SNMP
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engine), C KOTOPHIM MOXET CBS3BIBATHCS JTAHHBIN
M0JIb30BATENb.

Hpyrumu cinoamu, eciu engine 1D

nojbp3oBarenst paBeH engine ID cucrembl, TO OH
SBIIIETCS JIOKAJIBHBIM IOJIb30BaTE]IeM, B MPOTUBHOM
Cllydae I10JIb30BaTelb SBJISIETCS YAAIECHHBIM.

mdS, sha — mpoTokonbl ayTeHTH(HKAIMU, €CIH HE
YKa3bIBaTh KOHKPETHBIH MPOTOKOJI — 3HAYUT IIPOTOKOJ
orcyrctByeT. Ilpu BbIOOpe mpoTokona Tpedyercs
BBECTH IAPOJIb JJIsl Ay TeHTU(DUKAIIUH.

Aes, des — mpoOTOKOJIBI KOH(UIEHIIMAIBHOCTH, €CIH
IIPOTOKOJI HE BBIOPAH — 3HAYUT IIPOTOKOJ OTCYTCTBYET.
[Ipu BBIOOpPE MpPOTOKOIA TpeOyeTcsi BBECTH Mapoiib
KOH(HICHIIMATHHOCTH.

SNMP Group Configuration

snmp-server security-to-
group
model {vl |
name
<word32> group <word32>

v2c | v3}

Hacrpoiika rpynn SNMP

vl | v2c | v3 — BEIOOp MOaeH

0e30MmacHOCTH, KaXKJ1as 3ape3epBUpPOBAHA B
cooTBeTcTBUU C Bepcueil SNMP.

name<word32> - Ha3HA4Y€HUE UMEHU

0€301acHOCTH

group<word32> - Ha3HAYeHHE UMEHU I'PYyIIIbI.

no snmp-server security-

VY naneHue COOTBGTCTBYIOIHGﬁ T'pyHIIbl

to-group model {vl | v2c

| v3} name <word32>

SNMP View Configuration

snmp-server view Hacrpoiika obmactu BHUMOCTH MIB.

<word32><word255> <word32> — yKa3aHue UMEHHU BHJIA.

{exclude | <word255>  — ykasanume OID nomrepesa.

include} include — TOMIEPEBO BKIYEHO B  BHI.
exclude — MNOAAEPEBO UCKIIOYEHO U3 BHUJIA.
IIpaBui10 mepekpbITHSi: €CIU 3alaHO exclude, B
CUCTEME 00s13aTeNbHO JODKHO CYIIECTBOBATh JIPYroe
npawio include, OID KOTOpPOro mOJHOCTBHIO
MIEPEKPBIBAET JAHHOE UCKIIFOYAEMOE MTOAIEPEBO.

no snmp-server view VYV ianeHue COOTBETCTBYIOIIEH 3aIIUCH

<word32><word255>

SNMP Access Configuration

snmp-server access HacTtpoiika npas nocryna amis rpynn SNMPv3

<word32> <word32> - UMs IPYIIbI

model {any | vl | vZc | model —  BBIOOp MoOmenM  0E30MACHOCTH.

v3} level —  BBIOOp  ypoBHS  0O€30MaCHOCTH:

leyel fauth | nc?auth | . noauth — AyTeHTudukanus U

priv}{read | write}

<word3os KOH(HIEHIIMATbHOCTh OTCYTCTBYIOT.
* auth — DBrmonnasercs — ayTeHTH(UKaLuS,

KOH(UACHIMAIBHOCTh  (IHU(POBAHUE) OTCYTCTBYET.
* priv — DBrmonagercs ayTteHTHQUKANUS W
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oOecrieunBaeTcs
(mmmdposanue).
read | write <word32> (Bropoii) — ums Buga MIB,
OTIPEIEIISAIONIETO JOCTYI Ha YTEHHE TEKYIIMX 3HAYCHU I
(read) nnm yCcTaHOBKY HOBBIX 3HAUEHUH (Write).

KOH(HUICHITNATEHOCTh

no snmp-server access
<word32> model {any | vl
| v2c | v3} level {auth
| noauth | priv}

Vnanenue HACTpPOWKM MpaB JOCTyHa i YKa3aHHOM
rpynnbsl  0€30MacHOCTH C KOHKPETHOW MOJAENBI0 H
YPOBHEM 3aIIUTHI.

Trap Configuration

snmp-server host
<word32>

no snmp-server host
<word32>

VYkazpiBaeTr ycrpoiictBy IP-ampec (IPv4/IPv6) wnmm
DNS-ums  cepBepa ympaBlleHUs, KyJa HMEHHO
OTINPABJIATH COOOLICHUS O KPUTHUECKUX COOBITHUSX.

Hcnons3yercs JUTS IIpEKpaLICHUs
YBEIOMJICHUI Ha KOHKPETHBIN aapec.

OTIPABKH

shutdown / no shutdown

Breikmouenne / BkiaodeHue oTmpaBku SNMP  trap
(BHYTpH KOHTEKCTa XOCTa).

Version {vl | v2 | v3}

<word63>

Br160p Bepcuu npoTokoia snmp
<word63> - trap community (1o ymonuaHuio Version
v2)

Host {<domain name> |
<ipvé4 ucast> |
<ipvb6_ucast>}

Hacrpoiika angpeca cepBepa mis otnpaBku SNMP
trap/inform. Jlomyctumo yka3zath KOppekTHbIH [P nm
uMs xocta. Beibop pexxuma padotsl (informs niu traps)

{informs | traps} <1- u ykazaaue UDP-nopta. (ITo ymoruanuio mopt 162).
65535>

informs retries<0-255> VYcraHoBKa TaliMepa MONBITOK TOBTOPEHUS

timeout coobmenuit SNMP trap inform. J/[uanazon
<0-2147> JIOITyCTUMBIX 3Ha4eHui: ot 0 10 255.

YeraHoBka Taiimepa coo6menuit SNMP trap
inform. /lmanma3oH nomycTuMbIX 3HadeHuil: ot 0 g0
2147.

Snmp-server source
<ipv4 addr>

Vka3piBaeT KOHKpeTHbIM [P-aapec wucrouHmka, ¢
KOTOpPOro OyayT OTHpPaBIATHCS COOOLIECHUS-TOBYILIKU
(trap) B ceTb.

B rno6anbHOM pexxuMe HacTpoiika snmp trap

snmp-server trap <cword>

I'moGanbHo BKiIrOyaeT reHepanuto SNMP-TpanoB ams
YKa3aHHOTO (PyHKIMOHAILHOTO MOyl <cword>.

- coldStart: ormpaBiaseTcs YCTPOWCTBOM Cpasy
[I0CJIe NIepe3arpys3Ku.

- warmStart: OTHPaBISIETCA YCTPOMCTBOM IIOCIE
MSTKOTO  Mepe3amycka CHUCTeMbl  (TpOrpaMMHBIN
pectapT 0e3 npepbIBaHUS TUTAHUS YUIICETA).
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-1inkUp, linkDown:yBeOOMJIEHUS OTIPABISAIOTCA
COOTBETCTBEHHO IIPHU IOAKIIOYEHUH UIH OTKIOYCHUHU
uHTepdeiica.

- authFail: yBexoMjcHHE OTIPaABIAETCA IPHU
HEyJauyHOW  mombITKe  ayTeHTH(ukanun  SNMP-
3ampoca.

- authOK: yBe1OMJICHUE OTIIPABIISETCS IIPU YCIICITHON
ayrentuduxanuu SNMP-3ampoca.

- topologyChange: OTIpaBisAeTCs IIPU U3MEHEHUU
TOMNOJIOTUM CETU (HampuMep, U3MEHEHUE COCTOSIHUS
opTa).

- newRoOt: YyBEJOMIIEHUE O CMEHE KOPHEBOI'O MOCTa B
CeTH.

- alarmTrapStatus: COCTOSIHHC TPEBOTH
YCTPOMCTBA.

- sensorl, sensor2: ONOBELIEHUSA O COCTOSHUHU
JTATYMKOB OTKPBITHUS IBEPH, IEPEKITIOYCHUE IUTAHNS HA
akkymyjsaTop  (trap Uit Mozened  YJIMYHBIX
KOMMYTaTOpOB)

- fan: craTtyc BEeHTWIATOPOB OXJIAKICHUS.

- dyingGaspsEvent: cOObITHE KPUTHUECKOTO COOsI
IIATaHUs.

- udldPortDisable: cpabateiBanne UDLD
(Unidirectional Link Detection Protocol), oTkmtouenus
nopra.

-pmbusPsul, pmbusPsu2:yBeIOMJICHHS OT OJ0Ka
nutanus (PSU) no mporokomy PMbus.

- fallingAlarm, risingAlarm: HU3MEHEHUSA
IIOPOrOBBIX 3HAYEHNUN CEHCOPOB.

- poeBudgetExceeded: mpeBbimeH Oromker PoE
(Power over Ethernet).

- entConfigChange: u3MeHeHHE KOH(pUTypauuu
000pyaOBaHUS.

- ipTrapGlobalsMain,
ipTrapInterfacesLink: cnenuaibHbIe
yBenomiieHus IP-noacereit u coctosHuit uHTEpPENCOB.
- lldpRemTablesChange: u3MEHEHHUS TaOIHI]
yaaneHHbix ycrpoiictB LLDP (Link Layer Discovery
Protocol).

[TpuBuerupoBanHbIid pexxum (J{narHocTrka u mpoBepka)

show snmp

BriBog o6mieit cratuctuku padboter SNMP-cepBepa
(BKurouast cratyc pexuma, jJokainbHbli Engine ID, a
TaKk)ke TaOJIMIbBI COOOIIECTB, MOJb30BaTENEH, TPy,
1paB JOCTyNa U aKTUBHBIX BU0B MIB).

show snmp access
[<word32>]

BeiBog Tabmumpl  koHTposiss  goctyna  (VACM).
OtoOpakaer mapametrpbl: Group Name, Security
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Model, Security Level (NoAuth, NoPriv / Auth / Priv),
a taxke obnactu Read View Name u Write View Name.
[Ipu ykazanmm aprymeHTa <word32> QUIBTpYET
BBIBOJ] 10 MMEHH KOHKPETHOW I'PYIIIIHI.

show snmp community
[<word32>]

OtobpaxkeHre 3aperucCTpUPOBAHHBIX CTPOK COOOIIECTB
(Community  Strings).  BeBoaur  mapaMmeTpsl:
Community/Security Name, pa3pemieHHbIH Tuana3oH
Source IP (rae 0.0.0.0/0 — mocTym 0OTOBCIOAY) U ITapOJIh

Community secret. [lpum yka3anum aprymeHra
<word32> BBIBOAMT MapaMeTpbl KOHKPETHOTO
CO00111eCTBaA.
show snmp host BeiBom mapaMeTpoB  cepBEepOB  HA3HAYCHHS IS
[<word32>] OTIpaBKH  yBegomieHuid. OtoOpakaeTr UM U
cucremubii  ID  Xocra, craTyc  aKTUBHOCTH,

accoruupoBanHoe Community, IP-agpec (Destination
Host), wuenesoit UDP Port, Bepcuro mpoTokoia
(Version) u mapaMeTpbl peXuUMa MOATBEPKICHUS
(Inform  Mode/Timeout/Retry). Ilpu  yxazanuu
apryMmeHTa <word32> (QuIbTpyeT BBIBOJ IO MMEHHU
KOH(HUTypaIu XOCTa.

show snmp mib {context |
ifmib}

[Tpocmotp ©0a3bl naHHbIX yrpaBieHus MIB. Onuus
context oroOpaxkaeT gocTymHble KOHTeKCThl MIB;
omuusi ifmib BeIBOAMT cnenmanmsupoBannyro MIB-
MH(OPMALIMIO U CTAaTUCTUKY 10 CETEBBIM HHTEpPericam
KOMMYyTartopa (BKJIrouasi HHeKChl mopToB iflndex).

show snmp security-to-
group [vl | v2c | v3]

Oto0paxkeHue  TaOIUIBl ~ COOTBETCTBUS ~ HMMEH
6e3onacHoctH (Security Names) KOHKPETHBIM TpyIIIIamMm
nosip3oBaTeneid. be3 apryMeHTOB BBIBOAMT IIOJHBIC
JAHHBIE ISl BCEX BEPCHM; MpPH YKa3aHWU KIFOYa
(v1/v2c/v3) ¢punbTpyeTr BBIBOA MO BHIOpAaHHON MOJETH
0€30IaCHOCTH.

show snmp trap [<cword>]

trap [<cword>] IIpocmoTp r106aIBHOrO CTaTyca
aKTUBHOCTH OTIpaBKH TpamoB. be3 aprymeHToB
BBIBOOIUT COCTOSAHHE AOJId BCEX q)YHKHI/IOHaJ'II)HI)IX
MOJIyJIeH CUCTEMBI; IPU YKa3aHUU KOHKPETHOI'O UMEHU
Monynsa <cword> (Hampumep, linkDown, coldStart,

DyingaspEvent) oToOpaxaer crTaTyc TI€Hepaluuu
YBEIOMJICHHH TOJIBKO ISl TOTO COOBITHSI.
show snmp user user [<word32>] ITpocmotp CIIMCKa
[<word32>] 3apPETMCTPUPOBAHHBIX  TMoyb3oBareneii  SNMPv3.
OTto0paxaeT MX JOKAJbHBIA WM yJaJeHHBIH cTaTyc
(EnginelD), AITOPUTMBI u rapameTpsl
ayTeHTH(pUKanuu/mudpoBaHus. ITpu yKa3aHuu

aprymeHra <word32> (QuIbTpyeT BBIBOA IO HUMEHHU
KOHKPETHOI'O IOJIb30BATEIS.

show snmp view
[<word32>]

OTtoOpakeHne co3laHHbIX oOmactedt Buaumoctu MIB
(MIB views) ¢ neTanbHBIM YKa3aHHEM BKIIFOUEHHBIX
(included) n uckmouennsix (excluded) Berok OID. Ilpu
yKa3aHUU aprymMeHTa <word32> puiabTpyeT BbIBOJ 110
MMEHH KOHKPETHOr 0 BHJia (Hanpumep, show snmp view
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default view).

IIpumep nacrpoiiku SNMPv2c u oripasku SNMP-Trap/Inform:

Bxirowaer craHmapTHhle COOOIIECTBA YTCHHUS/3alMCH W HACTPaWBaeT OTIPABKY
MOATBEPIKIAEMbIX YBeIOMIICHHH (informs) Ha cepBep 192.168.10.8 uepe3 AedoaTHBIN TOpT 162.

#configure terminal

config)# snmp-server community private private
config)# snmp-server community public public
config)# snmp-server host test
config-snmps-host) # no shutdown
config-snmps-host)# host 192.168.10.8 162 informs
config-snmps-host) # version v2 public

(
(
(
(
(
(

Hedoarnbie napamerpsl (Ilo ymoruanuio)

[TpenycTaHoBiEeHHBIE 3aBOACKHE IApaMeTpbl CHUCTEMbI, AKTHBHbBIE IPH OTCYTCTBHH
MI0JIb30BATEIbCKON KOH(DUTYpALIUH:

snmp-server

no snmp-server source

snmp-server engine-id local 80009d38031ca0d3433074

no snmp-server contact

no snmp-server location

snmp max-milliseconds-to-packets 100

snmp-server security-to-group model v1 name public group
default ro group

snmp-server security-to-group model v1 name private group
default rw_group

snmp-server security-to-group model v2c name public group
default ro group

snmp-server security-to-group model v2c name private group
default rw group

snmp-server view default view .1 include

snmp-server access default ro group model any level noauth
read default view

snmp-server access default rw group model any level noauth
read default view write default view

IIpumep 3amumennoi HacTpoiiku SNMPv3:

1.  3anaem nokanbHbl uaeHtudukatop (Engine ID) ycrpoiicTBa
(config) # snmp-server engine-id local 80009d38031ca0d3433074
2. Co3znaeM nomnb3oBarens (Tenepb OH PU3NYECKH MPUBSA3aH K Tekyuiemy enginelD)
(config) # snmp-server user USM_USER engine-id

80009d38031ca0d3433074 sha AUTH PASS priv aes PRIV PASS

3.  Coznaem obnacts Bugumoctu o0bexToB MIB (View)
(config) # snmp-server view MY VIEW .1 include

4.  Accomuupyem CO3IaHHOTO TTOJIH30BATENS C TPYMION 0€30MMacHOCTH
(config) # snmp-server security-to-group model v3 name USM USER
group ADMIN GROUP
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3amaem mpaBa focTyma s 3o rpymisl (VACM)
(config) # snmp-server access ADMIN GROUP model v3 level priv

read MY VIEW write MY VIEW

3.2.15. RMON
Komanna ‘()HHC&HHC
Alarm
rmonalarm<l-65535> {ifInDiscards | Hacrpoiika aBapuiiHBIX CUTHAJIOB
| 1fInErrors | 1fInNUcastPkts <1-65535> - MWupekc
| 1ifInOctets | i1ifInUcastPkts |
1fInUnknownProtos | {ifInDiscards | 1ifInErrors |
ifOutDiscards | ifOutErrors | ifInNUcastPkts |ifInOctets |
ifOutNUcastPkts | i1ifOutOctets | ifInUcastPkts |
ifOoutQLen | ifOutUcastPkts} ifInUnknownProtos l
<uint><1-2147483647> {absolute | ifOutDiscards | ifOutErrors |
delta} rising-threshold<- ifOutNUcastPkts | 1ifOutOctets
2147483648-2147483647><0-65535> | ifOoutQLen | ifOutUcastPkts}

falling-threshold <-2147483648-
2147483647><0-65535> {both |
falling | rising}

- BBIOOp MEepEeMEHHON

<uint> - HOMep mHTepdeiica
<1-2147483647> - wWHTEpBal ompoca
P BBIOOPKE U CPABHEHUU C HIKHUM WIIH
BEPXHHUM MOPOTOBBIM 3HAYEHUEM.
absolute | delta -BwiOOp THHa. s
YKa3aHHOM MEPEMEHHON TECT MOXET ObITh
BBITIOJTHEH I A0COMIOTHBIX 3HAYEHUH WK
X OTHOCUTEIBHOIO U3MEHEHUS.
rising-threshold<-2147483648-
2147483647> - Bxurouaer
CUTHAJIM3AlIMI0, KOT/JAa 3HAYEHHE TMEPBBIM
pa3  NOPEBBICUT  IIOPOrOBOE  3HAYECHUE
moabeMa JHOO CTaHET MEHbBIIE, 4YEM
IIOPOrOBOE 3HAYEHHUE craja

<0-65535> - HHaekc moabema s
COOBITHS.

falling-threshold <-
2147483648-2147483647> -
IToporosoe 3Hauenue cnaga. Ecinu texkymee
3HaYeHHWE CTaHeT MEHBIIE [OPOrOBOTO
3HAYEHUs Clafa M, TPU ITOM, IOCIEIHEee
3HaYe€HHWE  BBIOOPKKM  OONBIIE  ITOTO
MOPOTOBOTO  3HAYEHHWs, TO  BBIAACTCS
curnanuzanus. Ilocne renepaunu coObITHS
crajga, JIPyroe Takoe cOOBITHE HE Oyner
CTEHEPUPOBAHO JI0 TEX TOP, MTOKa 3HAYCHUE
BBIOOPKHU HE CTaHeT OoJIbliIe MOporosoro 49
3HAYCHHUsl CIaja, JOCTHTHET MOPOTOBOTO
3HAYEeHUsl TOJbEMa M CHOBAa BEPHETCS K
MIOPOTOBOMY 3HAYEHUIO CIIaja.
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<0-65535> - Nunexkc coama nos
COOBITUSA

{both | falling | rising} -
Bri6op METO/12, KOTOpBIH Oyzner
UCIOJIb30BaThCS [l BBIOOPKU BBIOpAaHHOM
IIEPEMEHHON W BBIYUCIIEHUS 3HA4YECHMS,
KOTOpPO€ CpaBHMBAETCS C IOPOTOBBIMU
3HAYEHUSIMHU.

Event

rmon event <1-65535> {log |
trap} description <linel27>

Hacrpoiika coObITHH.
<1-65535>- Unaekc

{log | trap} —BBIOOp THTIA

log: Korma renepupyercss coObITHE,
reHepupyercs u 3anuch xxypHaia RMON.
trap: MOCBUIAET COOOINEHHE trap BCEM
YCTaHOBJICHHBIM MEHEKepaM COOOIICHHIA
trap.

Logtrap: O coObITHH CO3/1aETCsI 3aMKCh B
JKypHaJe, OChUIaeTCsl COOOIIeHue trap.

description <linel27>- onvdcaHue

3.2.16. Port Security

Oyukms ynpaeieHueM OezomacHocThio moprta (Port Security Limit Control) moxer
OTPaHUYMUTh YMCIIO II0JIb30BaTENEH, KOTOPBIM Pa3pelleH OCTYI K KOMMyTaTopy Ha ocHoBe MAC-
aapecoB 1 VLAN ID (Beimonusiercs s kaxzaoro nopra). Kak Toiapko uMcio mosiab3oBaTelie,
KENaIIIKUX MOJyYUTh JIOCTYNl K KOMMYTAaTOpy, NMPEBBICUT 33JaHHOE YHUCII0, OyAEeT HEMEJIEHHO

BBITIOJTHCHA BI>I6paHHa$I onepanus.

Komanma

| Onucanue

['moGasibHBIE HACTPOHKHU

port-security aging

Bxutounts ¢yHkuuio ycrapeBanus. Eciu
GyHKIUS  BKJIIOYEHA, TO OILIEHHWBAETCS
«Bo3pact» OesonacHbix MAC-agpecoB B
TOM CMBICJI€, B KOTOPOM OH YUYWTBIBaeTCA
napamerpoMm  Aging  Period  (Cpox
yCcTapeBaHusi). Korna ycTapeBaHue
BKJIFOUEHO, C TOTO MOMEHTA, KaK KOHEUHBIN
XOCT CTaHeT O0e30macHbIM, 3alycKaercs
TanMep. Ilo  wucreuenum  Taiimepa,
KOMMYTAaTOp HAuWHAeT HCKaTh KaJphbl
KOHEYHOI'0 XOCTa U, €CIU TaKUX KaJpOB HE
MOSIBJISIETCA B TEUYEHHUE CJENYIOUIEro Cpoka
yCTapeBaHus (Aging Period), TO
MpEIoNaraeTcsi, 4YTO KOHEYHBIM XOCT
OTKJTFOUHIICS U Ha KOMMYTaTope
0CBOOOXKIArOTCSA COOTBETCTBYIOIINE

pecypchl
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no port-security aging

BBIKITIOUNTD (PYHKIIUIO YCTapeBaHMUS.

port-security aging time <10-
10000000>

YcraHnoBka cpoka  ycrapeBaHus. llo
YMOJTYAQHHIO YCTAaHOBJICH CPOK yCTapeBaHUs
3600 cekyH.

port-security hold time<10-
10000000>

Hacrpoiika BpEMEHU yaepKaHusl,
UCIIONB3YETCS Il ONpEJIETICHUsI TOT0, Kak
noiro MAC-anpec xpaHUTCS B TaOJyuIle
MAC-anpecoB, ecnu ObUIO OOHAPYKEHO,
4TO OH Hapymlaer OTrpaHHYEHUE.
Jonyctumblii quana3oH cocrasiseT or 10
1o 10 000 000 cexynp, nmo ymosdanuto - 300
CEKYH]I.

Hacrpoiika noptos

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

port-security

no port-security

BxitoueHne ympaBiieHUsT OTpaHUYCHUEM
KOJIMYECTBA XOCTOB mopta. YToOkI clenarhb
JaHHYI0  (yHKIUIO  paboTOCTOCOOHOM,
HEOOXOIMMO BKJIIOUHTH €€ KakK INI00aIbHO,
TaK U JJIs [opTa.

Briknmrouenue YHOpaBJICHUA OI'PaHUYCHHUEM
KOJMYCCTBA XOCTOB IOpPTa

port-security maximum<0-1023>

VcranoBka MakcuManbHOTO umciaa MAC-
aJpecoB, KOTOPhIE MOTYT OCTaBaThCs
0€e30MacHBIMH Ha TOM MOPTY. DTO YUCIIO HE
MOJKeT npeBbimath 1024.

port-security violation {protect

| restrict | shutdown }

Br16op pexxuMa mpu MpeBbIIeHHH Tpe/ena
MAC-anpecoB Ha IOpTy

Protect - HMUYEeTO He
NIpennprHMMaTh
Restrict - Ecnu npenen OOCTUTHYT,

nocneaytomue MAC-agpeca mopta OyayT
MOJICYUTAaHbI u OTMEYEHBI KaK
Hapymaromue.  Takue axpeca MAC
yaanstores u3 tadaunsl MAC-anpecos mo
WCTEUYEHNHU BPEMEHU yiepKaHus. B myumem
clly4yae HapylIEeHUs MpeleabHbIX 3HaYEHHU
MAC - aapec MOXeT OBITh MOMEUYEH Kak
HapylIeHHEe B 000K MOMEHT BPEMEHH.
Shutdown- Ecau npenen I1O0CTUTHYT, TO
3TO MPUBEAET K OTKIIOYEHUIO NOpTa. JTO
O3HayaeT, 4To Bce 3ammuiieHHsle MAC-
azpeca OyIQyT yJalleHbl U3 MOpPTa U HOBBIE
azpeca He OYyT U3yUCHBI.

port-security maximum-

Hactpolika MakCMMaJIbHOTO KOJMYECTBA
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violation<1-1023>

MAC-agpecoB, KOTOpble MOTYT OBITh
IIOMEYEHbl KaK HapylIaloolle 3TOT MOpT.
Ot0 yncno He MoxeT npesbimarh 1023. Ilo
yMomuaHuio - 4. OH UCHONb3YETCsl TOIBKO
TOrJa,  KOrJa  YCTAHOBJIEH  PEXHUM
restrict

port-security mac-address sticky

Bxmouenne npuxpennenuss MAC-anpecos
K nopty. Korga nopt Haxoqurces B pexxume
sticky, Bce MAC-agpeca, KOTOpble B
IIPOTUBHOM cilyyae ObLIM Obl M3Y4YEHbI Kak
JTMHAMUYECKHUE, y3HAIOTCS Kak
3akperieHHble. [Ipukperienneie  MAC-
azpeca  SABISIOTCS  4YacThlo  paboueid
KOHQUIypalMd M IO3TOMY MOTYT OBbITh
COXpPaHEHBI B startup-config.
[IpukpenieHubie MAC-anpeca
COXpAHSIOTCS TP M3MEHEHHWU CCBUIOK (B
OTJIMYME OT JMHAMMYECKHX, KOTOpbIE
IIPUJIETCS 3allOMUHATh 3aHOBO). OHHU TaKxke
BBIJICP)KUBAIOT IIEpe3arpysKy, eciiu padoyas
KOH(Hryparnms coxpaHeHa B startup-config.

port-security mac-address
<mac_ucast> vlan
sticky

<vlan_id>

n00aBIICHHE CTaTUYECKOTO WIIH
3aKPETUICHHOTO MAC-anpeca,
ynpasinsiemoro Port Security.

Jns  pgoGaBimenus cratudeckoro MAC-
anpeca BBoJ sticky omyckaercs.

[Tpumep HacTpoiiku mopTa B pexkume Restrict:

configure terminal

config) #interface GigabitEthernet 1/1

port-security
port-security
# port-security
# port-security
# port-security

config-if) #
config-if
config-if

#

(
(config-if) #
(

(

(

(config-if

)
)
)
)

[Tpumep HacTpoliku mopTa B pexume Sticky:

configure terminal

maximum 20

violation restrict
maximum-violation 1000
mac-address 00-00-00-00-00-01

config)#interface GigabitEthernet 1/1

port-security
port-security
# port-security
# port-security
# port-security

config-if)#
config-if
config-if

#

(
(config-if) #
(

(

(

(config-if

)
)
)
)

maximum 6

violation restrict
maximum-violation 1000
mac-address sticky
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3.2.17. NAS (Network Access Server)

Kondurypuposanue cepsepa nocrymna B cetb (Network Access Server) moje3Ho B ceTeBOi
cpene, B KOTOPOM JKelaTeIbHO ayTeHTH(HUIIMPOBAaTh KIMEHTOB (supplicants) 10 Toro, kKak OHHU
HOJIyYaT AOCTYH K pecypcaM 3aluieHHoi cetu. s 23 PeKTHBHOTO yIpaBiIeHUs JOCTYIIOM st
HensBecTHhIX KimeHToB, IEEE paspabotan cranmapt 802.1X, obecrnieunBaroniuii mpouesypy
ayTeHTH(UKALUU Ha MOPTY, MPEJOTBPAIIAIOIIYI0 HECAHKIIMOHUPOBAHHBIA TOCTYIN K CETH IO
3arpocaM IOJb30BaTeNel, BIEPBbIE MPEJOCTABISIONIMX YyUYeTHbIE JaHHbIE s Lenei
ayreHTudukanuu. KommyTarop, coeAMHAIONNI KIHeHTOB U radius-cepBep, 00bIYHO paboTaeT Kak
ayteHtudukarop. i1 oOMeHa coob1eHusMU ayTeHTU(UKALUY MEXAY KIMEHTaMH U y1aJICHHBIM
RADIUS-cepBepom, NpOBEPSAIOIIMM ayTEHTUYHOCTh IIOJb30BATENII W €ro ImpaBa JAOCTYIA,
ucnonb3yercss EAPOL (pacimupeHHbI TPOTOKOJI ayTeHTH(PHUKAIIMK TI0 JIOKAIbHBIM ceTsiM). Ha
JAHHOM CTpaHMIIE MOKHO HACTPOUTH KOH(MUTYpPAIUIO ayTeHTH(PHUKATOpa JTUO0 ri1o0anbHo, 1160
JUTSL KQKJIOTO TOPTa OTAEIBHO.

Komannma ’ OnmucaHue
['moGasibHBIC HACTPOHKHU
dotlx system-auth-control BxitoueHne Ha KoMMyTaTtope TIJ100ajIbHO

802.1X u ayTeHTHU(HKAIMIO Ha OCHOBE
MAC- anpecos.

no dotlx system-auth-control BrIk/IOUeHHE HA KOMMYTATOpE TII00aIbHO
802.1X u ayTeHTHU(UKAIIMIO Ha OCHOBE
MAC- aapecoB. Ecmu rinobampHO 3TH
MIPOTOKOJIBI BBEIKITFOUEHBI, Iepeada KaapoB
OyzleT pa3pelnieHa Ha BCeX MOPTax.

dotlx re-authentication BkirounTh MOBTOPHYIO ayTEHTH()UKAIHIO
0 WCTEUYCHHHM HHTEpBAJa  BPEMEHH,
3aganHoro B nione "Reauthentication Period"
(MaTepBan moBTOpHOW ayTEHTHU(HUKAIMHN).
[ToBTOpHY!IO  ayTeHTH(PHUKANUIO  MOXKHO
UCMOJIb30BaTh JJISI  OINpENEeNIEHUs] TOro,
MOJKITIOYEHO JIM K TIOPTY KOMMYTaropa

no dotlx re-authentication HOBOE YCTpPOICTBO.

dotlx authentication timer re- VYcraHoBKa  MHTEpBajia  BPEMEHH, TI0

authenticate <1-3600> UCTEUCHUH  KOTOPOTO  MOIKIIOUCHHOE
YCTPOMCTBO MOKET OBITH
ayTeHTU()UITUPOBAHO IIOBTOPHO. ITo
YMOJIYaHHUIO YCTaHOBIIEH MHTEpPBAl

noBTOpHOM ayTeHTH(uKauu 3600 cexkyH.
Jonyctumslii 1uana3oH 3Ha4eHU ot 1 1o

3600 cekyH.
dotlx timeout tx-period <1- VYcraHoBKka MHTEpBaJia BpEMEHHU, B TCUCHUE
65535> KOTOPOrO KOMMYyTaTtop OyJeT OXHaaTh

OTBET OT TIOJABIIEro 3ampoc Ha JOCTYH K
CeTH YCTpOWCTBA B TEUYEHHUE CECCUU
ayTeHTH(HUKAMKU TIepe]] TeM, KaK ImepenaTh
MakeT Request Identify (3ampoc
uaentuduxau) EAPOL. Tlo ymonuanuto
3agaHo 30 cexyna. JlomycTuMslil quana3zoH
3HaYeHu oT 1 10 65535 cexkyHa.

dotlx authentication timer VcTaHoBKa WHTEpBaJIA BPEMCHH,
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inactivity <10-1000000>

ONpPENENSIOIEr0  JIOMyCTUMOE  Bpems
JIOCTyNIa KIJIHMEHTa K KOMMYTaropy MAJis
ayreatupukanun o 802.1X u MAC-
anpecy. Ilo ymomyanuto cocrasiger 300
ceKyH[. [lonmycTuMblidi quara3oH 3HAYECHHI
ot 10 10 1 000 000 cexkyHa.

dotlx timeout quiet-period <10-
1000000>

YcraHoBKa  BpEeMEHHM, [0 HCTCUYECHUU
KOTOporo wHaumupyercs otkaz EAP, nu6o
MIPEBBIIICHNE WHTEpBaja 0XKHMJIaHUS
RADIUS, u3-3a 4ero KJIMEHT HE MOJIYYHJI
JIOCTYIl. DTa HACTpPOWKa NPUMEHSETCS K
nopram, paboTaroumm npu
ayrentupukanun Single 802.1X, Multi
802.1X unu Ha ocaoBe MAC - anpecos. Ilo
YMOJTYAHUIO BpeMsi yAepKUBaHUS
cocraBisier 10 cekyna. Jlomyctumsbri
nuamna3od 3Hauenuii or 10 o 1 000 000

CEKYH]I.

dotlx feature radius-gos Bxmouenue QoS, HaznauenHoro RADIUS.

dotlx feature radius-vlan Bxitouenue VLAN, Ha3HAYCHHOT'O
RADIUS.

dotlx feature guest-vlan Bxirouenune rocreBoro VLAN sBagercs
CHeuaiIbHON VLAN, TUITNYHBIM
Ha3HAYCHHEM KOTOpOH SIBIISICTCS
MIPEIOCTABIICHUE OTPAHUICHHOTO JIOCTYIIA K
cetu. Korma  ¢ynkums  BKIIOYeHa,

MyOIMKaThl HACTPOSK HHIUBUIYATHLHOTO
MOpTa OMPEAETSIOT, MOXKET JIU MOPT OBITH
nepemenieH B rocteByto VLAN. Korna
GyHKIUS ~ BBIKJIIOYEHA,  BO3MOXHOCTh
nepemMenieHus nmopra B rocteByro VLAN
OTKJIFOYEHA Ha BCEX MOpTax.

dotlx guest-vlan <1-4095>

VcranoBka Homepa rocrteBoro  vlan,
paboTaeT TOJBKO B TOM cllyyae, Korja
rocteBass VLAN Bxiouena. VLAN 1D
IIPEJICTaBIISIET coboi 3HAUYEHHUE,
pucBauBaeMoe  MOpPTy, €CIu  MOpT
nepeMmemiaercss B rocreByro  VLAN.
Jwnana3on 3Hauenwuii: ot 1 1o 4095.

dotlx max-reauth-reg<l-255>

YcraHoBka MaKCHUMaJbHOTO qyucna
ITOBTOPHBIX ayTeHTU(UKALINH.
MakcumanbHoe YUCIIO nepeaay
KOMMYTaTOpOM Kazapa 3arpoca

uaeatudukamn EAPOL, ocratomuxcs 6e3
OTBETa Tiepe] TeM, Kak TmopT Oynaer
nobasieH B rocreBylo VLAN. 3nHauenue
MOXET OBITh HW3MEHEHO TOJIBKO B TOM
ciayyae, ecnu rocreBass VLAN BkiroueHa
riaob6anpHo. Jmanazon 1~255.

dotlx guest-vlan supplicant

Paspemenne rocreBoro VLAN, ecnu BuaeH
EAPOL. KommyTtatop HOMHHUT, ObUI JH
npusT kagap EAPOL B TeueHue BpeMeHH
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ku3HM  noprta.  Korma — koMmyTaTop
MPUHUMAET PELIEHHE O BXOJI€ B FOCTEBYIO
VLAN, oH cHayajla npoBepsieT, BKIOYEHA
WIK BBIKJIIOYEHA 3Ta onius. Ecnu oHa
BBIKJTIOYCHA ((y1ar B TOJIE CHAT — 3HAYCHHE
[0 YMOJYaHHIO), KOMMYTAaTOp BOWIET B
rocteByto VLAN TOJIBKO B TOM cCiydae,
ecim kajip EAPOL He ObLI IPUHSAT HA TOPTY
B TEYCHHE BpPEMEHM KU3HM Topra. Ecnum
ommus  BKIYeHa  (dimar B mone
YCTaHOBJIEH), KOMMYTAaTop BOieT B
rocteByto VLAN, naxe ecnu kaap EAPOL
OBUT MPUHAT Ha TIOPTY B TEUCHHE BPEMEHU
KU3HU TIOpTa. 3HAYEHHE MOXET OBITh
U3MEHEHO TOJBKO B TOM Cllydae, €CiH
rocreBasi VLAN BkiIro4eHa riio6aibHO.

Hactpoiika nmopros

interface GigabitEthernet
<port type list>

Br160p mopToB A HACTPOIKK TapaMeTpoB

dotlx port-control {auto
force-authorized | force-

unauthorized
| single}

| mac-based

| multi

Bri6upaeT pexxum ayTeHTU(UKALUY MOpTa.
JlanHast HacTpoiika paboTaeT TOJIbKO B TOM
ciydae, Korja riiodanbHO BKIOUueH NAS.
Pexumbl paboThI:

Auto - B »aTOoM pexume pabOTHI
Tpebyercs, 9TOOBI CcepBEpPOM
ayreHTU(UKaUKA ObUT aBTOpr30BaH dotlx-
COBMECTHMbIN  KiMeHT. Kiuenrtam, He
0013 1aF0IIIM dot1X-COBMECTUMOCTBIO,
JnocTyn Oy/eT 3ampelieH.
force-authorized - B arom pexume
paboThl KOMMYTATOp OTIPABUT OAMH Kaip
ycnemHoil  (ayrentudukanuu) EAPOL,
€CIIN  OCYLIECTBIISIETCA TOJKIIOYEHHE K
MOpTy, HpPH 3TOM JIIOOOMY KIHMEHTYy Ha
nopTy OyAeT pa3pelleH AOCTyH K ceTu 0e3
ayTeHTU(UKALINH
force-unauthorized - B »31oM
pexxume paboThl KOMMYTAaTOp OTIPABUT
OIIMH KaJp oOTKa3a (ayTeHTU(UKAIIH)
EAPOL, ecimu Oyner ocyluecTBiIseTcs
MOJIKJIFOUEHUE K MOPTY, MPHU 3TOM JIFO0OMY
KJIMEHTY Ha MOPTY OyJeT 3ampeleH J0CTyI
K CeTH.

mac-based - aBTOpH3aLHsg Ha OCHOBE
MAC — agpecoB. He nmpuHuMaroTca u He
nepenatorcss  kaapsl  EAPOL.  Ilpu
ayreHTHUKanmuu Ha ocHoBe MAC -
aZpecoB, 1 IIOJOBUHBI  KJIMEHTOB
KOMMYTaTop paboTaeT, Kak KIHUEHTCKOe
YCTPOICTBO, NOCTABIIEE 3apOC HA JOCTYII
K pecypcaM cetd. HauvanpHblii Kaap
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(;mroboro THMA), OTIPABICHHBIN KIMEHTOM,
aHAJIM3UPYyeTCs KOMMYTAaTOPOM, KOTOPBIii, B
CBOIO ouepenb, ucnoiabzyer MAC - aapec
KJIMEHTa B KAYeCTBE MMEHU MOJIb30BaTEINS U
1apoJist B MOCJIEAYIOIEM OOMEHE JTaHHBIMU
¢ RADIUS-cepBepom no EAP. 6-6aiiTHbIiN
MAC - agpec npeoOpasyercs B CTPOKY BUAA
"XX-XX-XX-XX-XX-XX", rae Tupe (-)
UCIIOJB3YETCSl B KadecTBE CHUMBOJA-
pa3esuTeNs MeX 1y IeCTHAAIaTePUIHBIMU
muppamMu  (3aMCAaHHBIMH  CHMBOJIAMHU
HUKHETO PErucTpa).

Multi - B pexume paborsr Multi 802.1X,
OIHO WK Oojiee KIMEHTCKHX YCTPOMCTB
MOTYT OBITh ayTEHTU()UITUPOBAHBI HA OJTHOM
U TOM >XK€ MOPTYy B OJHO M TO K€ BPEMs.
Kaxnoe KJIMEHTCKOE YCTPOMCTBO
ayTeHTU(UIUPYETCS WHAUBUAYAIbHO; €ro
6e3onacHocth B Tabmuue MAC - agpecos
oOecrnieunBaer Moxyiab “Port Security”
(be3zomacHocTh TIOpTAa).

Single - B pexume pabotsl Single
802.1X, ayreHTH(UIMpPOBATECA HA TOPTY
OyZeT mpeuMyIIeCTBEHHO OHO KJIMEHTCKOe
YCTPOICTBO, OTHpaBUBILIEE 3alpoc Ha
JIOCTYT K pecypcaM ceTh. i CBA3U MKy
KIIMEHTCKUM YCTPOHCTBOM U
KOMMYTaTOpOM UCIOJNIB3YIOTCS
HopManbHble Kaapsl EAPOL. Ecnu k nopty
MOJKIIOYEHO OoJiee OAHOTO KIMEHTCKOIo
YCTPOWCTBA, TEPBBIM M3 HUX Oyzaer
CUUTATHCS TO, KOTOPOE MOSBUIIOCH paHbllIe
BCEX OCTAJIBHBIX B TOT MEPUOJI, KOTIA TOPT
Obul BKIIOYEH. Ecnm Takoe KIMEHTCKOe
YCTPOWCTBO HE OTIPABHIO TPABUILHON
yuyeTHOH  uHpopManmMu B TEUYCHHE
3aJJaHHOTO BPEMEHHU, IIaHC TOJYYHUT APYroe
KJIMEeHTCKoe ycTpoiictBo. Kak  Tonbko
KIIMEHTCKOE YCTPOWCTBO OYyJeT YCHENIHO
ayTeHTU(UIIUPOBAHO, TOJBKO eMy OyJleT
paspenieH JOCTYI. OTOT PEXUM PpadOThI
ABIIsieTCd HaubOosiee Oe30macHbIM M3 BCEX
MOJIEP)KUBAEMBIX ~ PEXKHMOB. B 3TOM
pexxume Uit obecrieueHus: 0e30MacHOCTH
MAC - azmpeca KIMEHTCKOTO YCTPOMCTBA
ucrnonb3yercss moaynb “‘Port  Security”
(bezomacHocTes mopta) (TOCiEe TOTrO, Kak
YCTPOMICTBO Oyner YCIIEILTHO
ayTEeHTU(UIIMPOBAHO).

dotlx radius-gos

BkimoueHne RADIUS-Assigned QoS Ha
OpTy

dotlx radius-vlan

BkitoueHne RADIUS-Assigned VLAN Ha
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opTy

dotlx guest-vlan

BKJItOUeHME TocteBoro VLAN Ha nopty

dotlx re-—-authenticate

PectapT mporiecca ayTeHTH(PHUKAINN

3.2.18. ACL. Cnucku gocryna

ACL sBnsieTcst nociie10BaTeIbHbIM CIIMCKOM, UCIIOJIb3YEMbIM ISl pa3pelICHUs UK 3a1IpeTa
JIOCTyTa TIOJNb30BaTeNiell K HMH(OpPMAlMM WM K BBHIMOJHEHUIO 33734 IO CeTH. B aaHHOM
KOMMYTATOpPE I10Jb30BaTEIM MOI'YT 3aJaTh IIpaBWIA, NPUMEHSAEMbIE K HOMEpPAM IOPTOB A
paspenIeHus WK 3alpeTa onepanui, Wi OrPaHUYEHHUs IPEIEIbHOU CKOPOCTH.

Komanma

‘ Onucanne

I'1oGanpHBIC HACTPOMKHU

access-1list rate-limiter <1-16>
{100kbps | 100pps | pps}

Hacrpolika orpanndyeHus CKOpOCTH:
<1-16> - uaeHTHUKATOP IPABUIA
{100kbps | 100pps | pps} — BBIOOp €IUHUIT
U3MEpEHMs, MOocle  BBOJA  €QUHUL
U3MepeHusi TpeOyeTcss BBECTH IOPOTOBOE
3HaUYE€HHE, MpPU MPEBBILIEHUH KOTOPOIO
MaKeThl OyIyT OTOPACKIBATHCS.

access-list ace <1-128>

no access-1list ace <1-128>

Coznanne mpaBwia  QUIbTpalUM Ui
HOJHUTUKHU JIOCTYINa — JUIS ONPEIEIICHHOTO
nopra ujiun ajigd BCEX IMMOPTOB

Y nasienue npaBuiia

access-list ace <1-128> ingress
{any | interface}

Br160p BXopsiero nopra.

access-list ace <1-128>
policy<0-63>

Beibop  ¢unbTpa  MOMUTHKH,  YTOOBI
0T(hUABTPOBATH KOHKPETHYIO MOJIUTHKY IO
nanHoMy ACE. Ilo ymonyaHHio yCTaHOBJIEH
(GWIBTP HE MPUCBOEH.

access-listace<l-128>frame-type

Br16op tuna kaapa. [lo yMogaHuo MOKHO

{any | arp | etype | 1pv4d | HCIIOJIL30BATh JIFOOO0M THIT Kaapa.
ipvd-icmp | ipvéd-tcp | ipvé4-udp
| ipv6e | ipvé-icmp | ipve-tcp |
ipvée-udp}
access-list ace <1-128> action | Beibop omepamuud ¢ KaapoMm, KOTOPBIH
{deny | filter | permit} nonagaet B 31oT ACE
Deny - kanp, nonaBmuii B 310T ACE,
0oTOpackIBaeTCsl.
Permit - Kaapy, KOTOpBIM IONANacT B
stor ACE, mpenocraBisieTcsi pas3pelieHHe
Ha onepannio ACE.
Filter - Kaipel, COOTBETCTBYIOLIUE
ACE, dbunpTpyrorcs.
access-list ace <1-128> rate- | BxirodyeHue orpaHUYEHHs] CKOPOCTH.
limiter <1-16>
access-list ace <1-128> rate-

limiter disable

Brixmouenune OrpaHM4YCHUS CKOPOCTH.
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access-list ace <1-128> mirror Brxurouenue GyHKIINM 3epKana

access-list ace <1-128> mirror Brikmouenue GpyHkuu 3epkana

disable

access—-list ace <1-128> logging BkiroueHne perucTpandd B CHCTEMHOM
JKypHae.

access-list ace <1-128> logging

disable BeIktoueHre perucTpalud B CHCTEMHOM
KypHaJIe.

access-list ace <1-128> shutdown | Bkarouuts QyHKIUIO OTKIIOYCHHS IOPTA

access-list ace <1-128> shutdown

disable BEIKITFOUNTS (PYHKIIUIO OTKIFOUEHUS IOpTa

access-list ace <1-128> tag Bb16op KafpoB B COOTBETCTBHU C TEraMH

{any | tagged | untagged} 802.1Q.

Any - JoIlycKaercs J11000e 3HaueHue
Tagged- TonbKO Kaap C TEraMH.
Untagged - Toabpko Kajapsl 0€3 TEroB.
3HaueHue 10 YMOIYAHUIO - Any

access-1list ace 1 vid {<1-4095>

Bri6op vlanid s nannoro ACE

| any} Any - GWIBTP HE 3a1aH

access-list ace 1 tag-priority Bri6op 3nadenus User Priority (ITpuoputer
{0-1 | 0-3 | 2-3 | 4-5 | 4-7 | [0JI30BaTesIs), HaliaeHHOro B Tere VLAN
6-7 | <0-7> | any}

Hactpoiika nmopros

interface GigabitEthernet
<port type list>

Br160p mopToB A HACTPOIKK apaMeTpoB

access—-listpolicy<0-63>

VcranoBka — uaeHTH(dUKaTOpa  MpaBUI
CIIMCKAa JOCTyIa OIPEAECICHHOMY IIOpPTY.
ITopT MO)XeT HCHOJB30BaTh TOJBKO OJUH
UACHTU(UKATOP TpaBHJ CIHMCKA JOCTYTIA,
OJIHAKO, MJIEHTU(HHUKATOp MNpPaBUI CIHCKA
JIOCTYTIa MOXKET OBITh MPUMEHEH KO MHOTUM
nopraMm. Ilo ymonuanuio uaeHTuuUKaTop
uMmeet 3HaueHue 0.

access-1list action {deny |
permit}

Paspemaer nim 3anpemaer Kaap Ha OCHOBE
TOrO, COITIACyeTCs JU OH C MPAaBWIOM U3
IIPUCBOEHHOM TPYMNIIbI ITPaBUIL.

access—-1list rate-limiter <1-16>

YcraHoBka I/II[eHTI/I(l)I/IKaTOpa OrpaHHUYUTCIIA
CKOPOCTH, MIPUMEHACMOTO K IopTy.
HpaBI/IJ'IO OrpaHu4CHUusd CKOPOCTH MOXKCT

OBITh 33/laHO B PEXKHUME TII00ATBHOMN
KOH(UIYypalyu, KOMaHJI0i access—-1ist
rate-limiter <1-16> {100kbps
| 100pps | pps}

access-list redirect interface Bri6op opra, Ha KOTODBIH

GigabitEthernet <port type list> | mepeHampaBusoTCA COTTIACYFOIHECS
KaJpBbI.

access-list mirror Bkiroyenne  (QyHKIMH  3€pKalMpOBaHMS.
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No access-list mirror

Korna byHKUIMSA 3epKaJIUpOBaHUS
BKJIIOUCHA, KOIMU COTJIIACOBAHHBIX KaapOB
OoyayT 3epKaTUPOBATHCS B opT

Ha3HAa4YeHHUs. DTUM MapaMeTpoM 3aJaeTcs
3epkaniMpoBanue nopra Ha ocHose ACL, a
MOPT 3EPKATUPOBAHUS 33aJaeTCsl HA OO0IIen
CTpaHHUIIE HaCTPOMKHU 3epKana,
pealn30BaHHOI HE3aBUCUMO.

Brikmouenne pyHKIMY 3epKaTupOBaHUS

access-list logging

no access-list logging

BxiroueHne peructpanuy corjiacyroumxcs
KaJ[pOB B CUCTEMHOM XYpHaJe.

BrikaroueHue perucTpanuu

access-1list shutdown

no access-1list shutdown

Briknrouenue opTa, Korzaa
COrjlacyrouMecss KaApbl TMOSBIAIOTCS Ha
MopTYy.

OTMeHa KOMaH bl

access-1list port-state

HM3MeHeHne CcoCTOsSIHUS mopTa. HOBTOpHOC

BKJIIOYCHHE  TOPTAa,  KOTOPBIA  OBLI
BBIKJTIOUEH MPABUIIOM acl

no access-list port-state W3menenue COCTOSIHUS opTa.
Briknrouenue

Hactpoiika Time-base Onwucanue

time-range <word32>

no time-range [<word32>]

Komanna ucronb3yercs Uit CO3/IaHusl WU
W3MEHEHHMs  JMana3oHa  BPEeMEHH  Ha
KommyTarope. Mcmonb3yeTcss B crnmckax
noctymna (ACL) nist yripaBiaeHuUs: 1OCTYTIOM
K CETH B OIpeJIeNIEHHbIE EPHO/Ibl BPEMEHH.
<word32>—3T0 yHUKaJIbHOE UMS, KOTOPOE
BbI JlaeTe quana3oHy BpeMeHu. OHO MOXXeT
COJIepXkKaTh 70 32 CUMBOJIOB.

Komanga wcnonb3yercs g ynajieHHUsS
JIuana3oHa BPEMEHHU, KOTOpBI ObLT paHee
CO3/1aH Ha KOMMYTaTope.

[Toxpexum HaCTpOMKH time-range

Onucanue

absolute [start <hhmm><date>]
[end <hhmm><date>]

no absolute

periodic
{Monday | Tuesday|Wednesday| Thursd
ay|Friday|Saturday|Sunday|daily|

VYcraHoBka aOCOIIOTHOTO BpEMEHHU Hauaia
WIM KOHIA JWana3oHa BpeMeHu. Bpems
3amaercs B (opmare YacoB W MHHYT
(HH:MM), a nata — B ¢opmare rona,
mecsna v 1HA (YYYY/MM/DD)

OtmeHa HaCTpOﬁKH a0COJIFOTHOTO BPCMCHH.
YcranoBka Nnepuoan4eCKOro BPCMCHHU.

MoxHO yKka3aTh AHM Hexenu (TSATHUIA,
MOHENIEbHUK,  Ccy000Ta,  BOCKpECEHBE,
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weekdays |weekend} <hhmm> to YeTBEpr, BTOPHHUK, CpEJa) WU THIIbI
[Monday|Tuesday|Wednesday | Thursd | nepuomoB  (eXKEIHCBHO,  E€KEHEAETBHO,
aylFriday|Saturday|Sunday] BBIXOJHBIC). Bpems 3amaercs B Qopmare
<hhmm> gyacoB u muHyT (HH:MM).

no periodic
{Monday|Tuesday|Wednesday|Thursd | Ormena HacTpoHKM  IEpPUOIUYECKOIO
ay|Friday|Saturday|Sundayldailyl| | spemenn.

weekdays|weekend} <hhmm> to
[Monday | Tuesday|Wednesday| Thursd
ay|Friday|Saturday|Sunday]
<hhmm>

Hactpoiika ACL Time-base Onucanue

access-list ace <1-1024> action Co3manue cmucka gocrynma (ACL) ¢
{permit|deny|filter {switchport ykazanueM Homepa (ot 1 mo 1024),

<l~53>|interface neiictBust  (pa3pelinTh, 3aNpeTUTh WIN
<port_type list>}} [time-range ¢unbTpoBaTh), MOpPTA KOMMYTaTOpa WIN
{<word>|disable}] nHTepdeiica, ¢ IMaa30HOM BPEMEHH.

[Tpocmotp nnpopmanuu Time-base
show time-range [<word32>] Komanna ucnomnb3yercst Uisi 0TOOpaskeHUs
uHGOpMAlMM O  JMana3oHe BpPEMEHH,
KOTOPBIN ObLIT CO3/1aH HAa KOMMyTaTope. JTa
KOMaHza [103BOJIET POCMOTPETH
HACTPOMKM  BPEMEHH,  CBS3aHHBIE  C
OIPEJCICHHBIM HMEHEM JHMana3oHa, WK
BCE CO3JIaHHbIE IUANAa30Hbl BDEMEHHU.

3.2.19. IP Source Guard. 3amura IP-agpeca ucrounuka

Oyukmus [P Source Guard B Ethernet-kommyTaTopax mpenHa3HaueHa JJisl 0OecriedeHHs
JIOTTOJTHUTENIbHOM 3alIUThl OT HECAHKIIMOHUPOBAHHBIX JCHCTBHI MOJIb30BATEIICH.

3.2.20. IP Source Guard

Komanna Omnucanue

I'moGanbHBIE HACTPOHKH

ip verify source Bxurouenue 3anmtel [P-agpeca nctrounuka

no ip verify source Beixmroyenue 3amutel [P-agpeca ncroynuka

ip verify source translate npeoOpa3oBaHUe JUHAMHMYECKUX 3amuced B
CTaTHYECKHE.

no ip verify source translate OTMeHa KOMaH bl

ip source binding interface HacTpoiika craTuyeckux IpaBui. Y CTaHOBKa

GigabitEthernet cootBeTcTBUU Mexnay [P-ampecom, Homepom

<port_type_ id><vlan_id><ipv4_u | mopra, MAC-ampecom u VLAN ID.

cast><mac_ucast>

Hactpoiika mopros
interface GigabitEthernet ‘ Br100p NOPTOB /17151 HACTPOIKYU MapaMeTpoB
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<port type list>

ip verify source

no ip verify source

Bxurouenue 3anutel [P-agpeca ucrounuka Ha
nopty. nst Toro, uroOsl 3amuTa [P-agpecos
HMCTOYHHMKA padoTtaina, GyHKIUS J0JDKHA ObITh
BKJIFOUEHA B II100QJIBHOM PEXHUME U Ha MOPTY.

Brikimtouenue 3amutel [P-agpeca ucroyHuka
Ha [OPTY.

ip verify source limit <0-2>

Br160p MakcHManbHOTO YHCIIAa TMHAMHYECKUX
KJIMEHTOB Ha MOPTY. BO3MOXHBI cieayromue
Bapuantbl: 0, 1, 2 Ecnu BkiIOYeH pexum
paboTel MOpPTa U MAaKCHUMaJbHOE YHCIO
KIIMEHTOB paBHO 0, KOMMYyTaTOp OYJET TOIBKO
nepeaBaTh [P-nakeTsl, KOTOpBbIE
COIJIACYIOTCSl CO CTaTUYECKUMH 3JIEMEHTaMH
cnucka (IP-anpecamu) muis nannoro nopta. 1o
YMOJTYaHHUIO 3HaYEHUE unlimited
(HEOrpaHMYEHHOE KOJIMYECTBO)

3.2.21. IPv6 Source Guard

Komannma

Omucanue

I'moGanbHBIE HACTPOHKH

ipv6e verify source

no ipvé6 verify source

Bxmrouenne 3amutel [P-anpeca uctounnka

Brikmrouenue 3ammtsl [P-anpeca nctounnka

ipv6o verify source translate

no ipv6 verify source
translate

npeoOpa3oBaHue IMHAMHYCCKHUX 3aluceil B
CTaTHYECKHE.

OtmeHa KOMaH/bI

ipv6 source binding interface
GigabitEthernet <port type id>
{<ipv6_ucast> | vlan}

Hacrpoiika crarnueckux npaBwil. Y CTaHOBKa
cooTBeTCcTBUN Mexay IP-agpecom, HoOmepoM
nopta, MAC-aapecom u VLAN ID.

Hactpoiika mopros

interface GigabitEthernet
<port type list>

Br160p nopToB 7151 HACTPOIKHU MapaMeTpoB

ipvée verify source

No ipv6 verify source

Bxurouenue 3anutel [P-agpeca ucrounuka Ha
nopty. Jnst Toro, uroOsl 3amuTa [P-agpecos
HCTOYHUKA paboTana, QyHKIUS TOJIKHA ObITh
BKJIIOYEHA B IN100aJIbHOM PEXHUME U Ha MOPTY.

Brikimrouenue 3amutel [P-agpeca ucroyHuka
Ha MOPTY.

ipve verify source 1limit<0-2>

Br160p MakcHManbHOTO YKCIa TMHAMHYECKUX
KJIMEHTOB Ha MOPTY. BO3MOXHBI cieayronue
Bapuantel: 0, 1, 2 Ecnu BkmoYeH pexum
paboTel MOpPTa M MAaKCHUMaJbHOE YHCIO
KJIMEHTOB paBHO 0, KOMMYyTaTop OYJET TOIBKO
TepeaaBaTh IP-mmakeTsl, KOTOPBIE
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COTJIACYIOTCSI CO CTaTUYECKUMHU DIIEMEHTaMHU
cnucka (IP-anpecamu) must nanuoro nopta. 1o
YMOJIYaHHUIO 3HaYEHUE unlimited
(HEOrpaHMYEHHOE KOJIMYECTBO)

3.2.22.

ARP inspection. Uucnexkuuss ARP

Wucneknus ARP-niakeToB ucmonb3yercs s OT(QHIBTPOBBIBAHUS HECAHKIIMOHHUPOBAHHBIX
naketoB ARP. DTo mo3BojisieT nmpeaoTBpaTUTh MHOTHE BUJBI aTak Kiacca «man-in-the-middle»
(araka «denoBek mocepenuHey). I[Ipu oOHapyKEHUH KOMMYTAaTOPOM HECAHKIIMOHUPOBAHHOTO
ARP-naketa uM aBTomaruuecku cosnaercsa ¢uiabTp MAC-ampecoB, OJIOKHpYIOMUNA TpahuK OT
MAC-anpeca u cetu VLAN, 0T KOTOpBIX ITOCTYIINI HeCaHKIMOHUpoBaHHbII ARP-naker. [lepuon
akTUBHOCTH PuiibTpa MAC-angpecoB Ha KOMMYTaTOpPE MOXKHO HACTPanuBaTh.

no ip arp inspection

Komannma Onucanue

I'nmoGasibHbIE HACTPOHKHU

ip arp inspection Bkmouenne ¢QyHkuuu uHcnekuuu  ARP-
IIAKETOB

Beikmouenne ¢yaknun  wHCekun  ARP-
MAKETOB

ip arp inspection vlan
<vlan list> logging {all |
deny | permit}

Bri6op VLAN Ha xoTopbIX OyAeT BKJIIOYEHA
¢bynkius uacnekiun ARP-maketoB. A Takke
HaCTpOMKa THIA 3alKCeil, MepeaaBacMbIX B
KYpHAIL.

ip arp inspection entry
interface GigabitEthernet
<port type id><vlan id><mac uc
ast><ipv4 ucast>

Hactpolika cratndeckoi 3anucu
<port type id> - HoMep mopra
<vlan id> - Homep vlan
<vlan id> - mac-aapec

<ipv4 ucast> - ip-ajpec

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160op mopToB 117151 HACTPOUKH MapaMeTpoB

no ip arp inspection trust

ip arp inspection trust

Bxmrouenne ¢ynknum uHcnekuun  ARP-
MMAKETOB Ha MOPTY.

Brixmouenne ¢ynkuun wHcneknun  ARP-
IIAKETOB Ha MOPTY.

ip arp inspection check-vlan

no ip arp inspection check-
vlan

Bxmrouenne nmposepkun VLAN.

Brikmouenue nposepku VLAN.

ip arp inspection logging {all
| deny | permit}

deny - B xypHan = nomenjarorcs
3alpeLLECHHbIE 3alIUCH.
permit - B  KypHaAI NOMEMANOTCS

pa3pemIeHHbIe 3aUCH.
All - B xypHaJ IOMELIAIOTCS BCE 3aIIUCU
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no ip arp inspection logging

B xypHai HUYero He 3anKCchIBaeTCsl.

3.2.23. Hacrpoiika Gratuitous ARP

Gratuitous ARP (GARPs) — 5310 cneumaneneiii Bua mnakeroB ARP, ormpaBnsiembix
YCTPOMCTBOM Jake TOr/a, Korjga oHO He 3amnpammrBanio MAC-aapec apyroro ycTrpoucTBa. IOTu
HaKeThl UCHOJNB3YIOTCsA JUIsi oOHOoBiIeHHs Tabimuiy ARP Ha coceqHHX yCTpoWCTBax, MO3BOJISS
CBOEBPEMEHHO OOHOBJIATH 3anucH B Tabymie ARP.

Hactpoiika Gratuitous ARP mone3Ha B curyanmsix, KOrja yCTPOMCTBO MEPEMENIACTCs
BHYTpPH CeTH WM u3Mensercs IP-aapec, yTtoOb1 ObicTpo 0OHOBUTH Tabiuisl ARP coceneit u
n30exarhb 3a/1ep>KEK CBSI3U .

Komanna Onucanue

Hactpoiika uatepdetica L3

ip gratuitous-arp tx-interval Bxurounts MIEPUOIUYECKY IO OTIPaBKY
<5-200> gratuitous-arp xaapoB (cpa3y request u reply)

c untepdetica L3.

no ip gratuitous-arp OTKIIOYaeT  MEPHOAUYECKYIO  OTIPABKY
gratuitous-arp kaapoB ¢ L3 unrtepdeiica.

3anpeTuTh MM pa3peliuTh  IOJyuyeHUe

ip gratuitous arp {deny | gratuitous-arp kaxpos Ha L3 untepdeiice .
permit}

IIpumep:

interface vlan 10
ip address 192.168.10.18 255.255.255.0
ip gratuitous-arp tx-interval 5

ip gratuitous-arp deny
|

3.2.24. ARP Proxy

ARP Proxy (Proxy ARP) — 310 MexaHu3m, KOTOpbIH MO3BOJISIET KOMMYTaTOpy OTBEYaTh Ha
ARP-3anpocsl, npeHa3HauY€HHbIE U1 yCTPOUCTB, KOTOPBIE HAXOAATCSA 32 HUM, HO HE B TOM K€
HOJACETH. JTO IMOJIE3HO B CETAX C HECKOJBKMMHU IOJCETSIMM, Ie TpedyeTcs 00ecrnednuThb
B3aMMOJEMCTBUE MEXAY YCTPOUCTBAMHU, HAXOASIIMMUCS B Pa3HBIX MOJCETAX.

[Tpuniun padotsr ARP Proxy
Korna ycrpoiicto otnpasisier ARP-3anpoc ans [P-anpeca, KOTOpbIii HAXOIUTCS B APYTOi
MOJICETH, KOMMYTaTop ¢ BKItOYeHHBIM ARP Proxy oTBewaer Ha 3TOT 3ampoc, UCHOJb3Ysl CBOM

MAC-agpec. DTO NO3BOJSET YCTPOMCTBY, OTIpPABUBLIEMY 3allpOC, YCTaHOBHUTH CBS3b C
YCTPOWCTBOM B JIPYrOM MOJICETH Yepe3 KOMMYTATOp.
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Komanma

Omnucanne

Komanna B rio0aabsHOM peKuMe

ip arp proxy

no ip arp proxy

Bxiowaer pexum npokcupoBaHus ARP-
3a1pocoB AJI1 KOMMYTaTopa

Otkiroyaer pexum npokcupoBanus ARP-
3aIpOCOB AJIs
KOMMYTaTopa

ip arp timeout <1-4294967295>
| default

Hacrtpoiika Bpemenu oxkuaanus ARP-3anuceit
B TNI00aTBbHOM KOH(UTYpAIIH KOMMYTAaTOPA.

- [Tapamerp <1-4294967295> yka3bpIBaeT Ha
JIMaria3oH 3HAaYeHU BPEMEHH OXKUIaHUSI.

- default — 3nauenue mo ymomganuro 60000
CEKYHJ.

Hacrpoiika B pexxume koHpurypupoBanus L3
uHTepdeiica

Onucanue

ip arp proxy

no ip arp proxy

Bximtowyaer pexum npokcupoBaHus ARP-
3aIpocoB it KOHKpeTHoro L3 unTtepdeiica.

Otkiroyaer pexuMm npokcupoanus ARP-
3anpocoB Juisl KOHKpeTHoro L3 untepdeiica.

ip arp timeout <1-4294967295>
| default

Hacrtpoliika BpeMeHM OXHUAaHUA B PEKHUME
koH(purypupoBanus L3 unrepdetica.

- [Tapametp <1-4294967295> yka3biBaeT Ha
JUana30H 3HAUYE€HUN BPEMEHU OKUaHUS.

- default — 3navenue mo ymoruanuto 60000
CEKYH/]I.

Komaniel npocMoTpa HHOpMAITHH.

show ip arp configuration

Komanpa  mpocmotpa
koH(urypauyu ARP.

uHpopmanuu 0

show ip arp

Komanzaa npocMotpa unpopmanuu o ARP.

[Tpumep KoHpUTYpaLUu:
| swi

hostnameSWl

!

vlan 2-4

|

ip arp proxy

ip arp timeout 60

!

interface GigabitEthernet 1/1
switchport mode trunk

switchport trunk allowed vlan 2,3

description Connect SW2

|

interface GigabitEthernet 1/2
switchport access vlan 2
description Client A
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I
interface VLAN 2

ip address 192.168.2.1 255.255.255.0

no ip arp proxy
|

interface VLAN 3

ip address 192.168.3.1 255.255.255.0

no ip arp proxy
|

interface VLAN 4

ip address 192.168.4.1 255.255.255.0

| sw2

hostname SW2

|

vlan 1-4

1

ip arp proxy

ip arp timeout 60

1

interface GigabitEthernet 1/1
switchport mode trunk

switchport trunk allowed vlan 2,3

description Connect SW1

|
interface GigabitEthernet 1/2
switchport access vlan 3
description Client B

|

interface VLAN 2

ip address 192.168.2.2 255.255.255.0

no ip arp proxy
|

interface VLAN 3

ip address 192.168.3.2 255.255.255.0

no ip arp proxy
|

interface VLAN 4

ip address 192.168.4.2 255.255.255.0

3.2.25. Radius

Komannma

Ornucanue

I'moGanpHBIE HACTPOMKH

radius-server timeout<1l-1000>

Hactpoiika BpeMeHM OXHIaHUS OTBETa OT
cepBepa ayTeHTH(HUKAIMU Tepea TeM, Kak
TMOBTOPHUTH 3aIPOC.

radius—-server retransmit<l-
1000>

Hacrtpoiika 4ucna MOBTOPHOM —Iepenayu
3ampoCOB Ha CepBEp ayTeHTU(DUKAIUH.

radius-server deadtime<l-

HacTtpoiika BpemMeHM OTCYTCTBHUS _cCeEpBepa
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1440>

(Bpemsi, B TEYEHUU KOTOPOr0 KOMMYTATOp HE
OyZeT mochlIaTh HOBBIE 3allpOCHl Ha CEpBEp,
KOTOPBIN HE OTBETUJI HA MPEbLIYIIUHN 3a11pOC)

radius—-server
(unencrypted |
<linel-63>

key
encrypted)

BBog xiroua mmHON He 6ostee 64 CUMBOJIOB.

radius—-server attribute 4

<ipv4 ucast>

Hacrpoiika ipv4-aapeca, B kKauecTBe aTpulyTa
4 B nakerax 3anpoca nocryna RADIUS. Ilo
YMOJTYaHHUIO UCIIOJIB3YETCS ip-aapec
MCXOJSIIero uHTepdeiica.

radius—-server attribute 95

<ipv6_ ucast>

Hacrpoiika ipv6-aapeca, B kauecTBe aTpudyTa
4 B nakerax 3anpoca gocryna RADIUS. Ilo
YMOJTYaHHUIO UCIIOJIB3YETCS ip-aapec
MCXOJSIIero uHTepdeiica.

radius—-server attribute 32

<linel-253>

Nnentudukarop mouHOM HE Oonee 256
CUMBOJIOB, HCIIOJIb3yeMbIi B  KadecTBE
atpuOyTta 32 B makerax 3ampoca JOCTyIa
RADIUS.

Hacrpoiika cepepa

radius-server host<wordl-255>

Hacrtpoiika umenn xocta RADIUS cepsepa
WJIU €T0 ip-aJipec

radius-server host <umsa wuiu
ip-amgpec> auth-port <0-65535>

Hactpoiika nopra UDP, ucnons3zyemoro s
ayrentudukauuu Ha RADIUS-cepBepe.

radius-server host <wumsa wuaum
ip-ampec> acct-port <0-65535>

Hactporika nopra UDP, ucnons3zyemoro st
AKKayTHHIa

radius-server host <umMa wunm
ip-ampec> timeout <1-1000>

Hactpoiika Bpemsi oxugaHusi, OHO Oyner
KCIIOJIb30BaHO BMECTO TJIOOAIIBHOTO BPEMEHU
oxumanug. Eciu JkenaTeabHO HMCIIONIL30BaTh
MI00aNbHOE 3HAYCHUE, KOMAHIY BBOJWTH HE

HYKHO.
radius-server host <uma wnim HacTtpoiika BpeMeHM NOBTOPHOHM Ie€penayw,
ip-anmpec> retransmit <1-1000> OoHO  OyJer  WCIONB30BAaHO  BMECTO

rJ100abHOTO 3HAYEHHs] BPEMEHU MOBTOPHOMN
nepenayd. Eciu jkenaTtenpbHO HMCIOJIb30BaTh
rJ100aMpHOE 3HaUY€HUE, KOMaH/ly BBOJUTH HE
HY’KHO.

radius-server host <umsa wuiu
ip-ampec> key (unencrypted |
encrypted) <linel-63>

Hactpoiika kitoua, oHO OyA€T UCIIOJIb30BAHO
BMECTO TJ00aJbHOTO 3HAYEHUs CEKPETHOIro
Kimo4a. Eciom  kenaTeslbHO  MCHOIB30BATh
rio0anbHOE 3HAaYEHHWE, KOMaHAy BBOJIUTH HE
HYKHO.

IIpumeuanue: mnepenatb BcEe MapaMeTpbl CepBEpa MOXKHO OJHOM CTPOKOW, YKas3bIBas
3HaYeHHs MapaMeTpoB mocienoBatesnbHo. CepBep, yKa3aHHBIM paHbIle B KOHUTYpaILUH

CUHUTACTCs OCHOBHBIM.

3.2.26. Hacrpoiika TACACS+

Komanma

‘()HHC&HHC

['moGasibHBIe HACTPOUKHU

tacacs-server primary-mode

| Biouenne (yHKIMOHANA BEIGOPA CEPBEPOB
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JUIsL OIpOca, HauMHas C TMEPBOT0, Kak OHHU
yKa3aHbl B HACTPOMKaxX

tacacs-server timeout<1-1000> Hacrpoiika BpeMeHH OXHJIaHUS OTBETa OT

cepBepa ayTeHTH(HUKALUMU TIepea TeM, Kak
IIOBTOPUTH 3aIIPOC.

1440>

tacacs-server deadtime<l- Hactpoiika BpemeHH OTCYTCTBUS cepBepa

(Bpemsi, B T€YEHUU KOTOPOrO0 KOMMYTATOp HE
OyleT MmochlIaTh HOBBIC 3aIPOCHI Ha CepBep,
KOTOPBINA HE OTBETUJI Ha MPEIBIAYIIUHN 3a1IpOC)
PaGoraer TOJIBKO c BKJIFOYECHHBIM
(byHKIMOHATIOM tacacs-server primary-mode

tacacs-server key

<linel-63>

(unencrypted | encrypted)

BBog xiroua mmHON He 6osiee 64 CUMBOJIOB.

Hactpoiika cepBepa

tacacs-server host<wordl-255> Hacrpoiika umenun xocra TACACS+ cepsepa
WJIU €T0 ip-aJipec

tacacs-server host <umMsa wnim Hactpoiika nopra TCP, ucnons3yemoro s

ip-ampec> port <0-65535> ayrentudukanuu Ha cepeepe TACACS+.

tacacs -server host <wmmsa wnim Hactpoiika Bpemsi oxugaHusi, OHO Oyner

ip-ampec> timeout <1-1000> HCII0JIb30BAHO BMECTO TNT0OOAIBHOTO BPEMECHHU

oxugaHus. Eciau jkenaTelmbHO HCIIOJIB30BaTh
riao6aabHOE 3HA4YCHUEC, KOMaHAy BBOIUTH HEC

encrypted) <linel-63>

HYKHO.
tacacs-server host <uma wnim Hactpolika kito4a, OHO OyZAeT UCIOJIBb30BaHO
ip-agpec> key (unencrypted | BMECTO TJ100albHOTO 3HAYEHHS CEKPETHOTrO

KiIoda. Eciou  JKenaTesNbHO  UCIOJIb30BaTh
rio0anbHOE 3HaYEHHE, KOMaHAy BBOJIUTH HE
HYKHO.

[Tpumeuanue: nepenaTb BCe INApaMeTpbl CEpPBEpPA MOXKHO OJHOM CTPOKOM, YKa3bIBas
3HaueHUsl MapaMeTpoB TocienoBaTesnbHO. CepBep, yKa3aHHBIM paHbllle B KOHQUIypaluu

CUHUTACTCSA OCHOBHBIM.

3.2.27. LAG

Komanma

Onucanne

aggregation mode
(smac|dmac|ip|port)

no aggregation mode

HacTtpoiika pexxuma paGoThl Ui pacyeTa JIMHEHHOTo MopTa,
Yyepe3 KOTOPbI OyIeT rmepeaaBaThest Kaap.

smac - ucnosab3yercsi MAC-aapec HCTOYHHMKA

dmac - ucnonp3yercss MAC-anpec Ha3HaueHUS

ip — UcnoJb3yeTcs ip-azpec

port - wucnonp3ytorcs noptel TCP/UDP waznauenus u
UCTOYHHUKA.

B03MOXHO BKIIIOUEHNE HECKOJIBKUX PEKUMOB PabOTHI.

BEpHYTh CTAaHAAPTHOE 3HAYEHUE

Hactpoiika rpynmsl arperupoBaHust

interface
GigabitEthernet
<port type list>

Br16op untepdeiicos 1ist 00beIUHEHUS B TPYIIITY
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aggregation group <1-
32> mode
{active|on|passive}

Hasznauenwue id rpynmsl 1 BKIIIOYECHHE PEKUMA arperaiu
On - cTaTuueckas arperamus

Active — pexxum aktuBHOM arperaiun LACP

Passive- pexxum naccuBHoi arperaniuu LACP

3.2.28. LACP

LACP (Link Aggregation Control Protocol) — 3T0 mpoTokon ympaBieHHs arperaiuei
kaHayioB, moakomnoneHT crannapta IEEE 802.3ad.

OH 1o3BOIsIET OOBEAMHUTH HECKOIBKO (PU3MYECKMX KaHAJIOB MEXIY CETEBBIMU
yCTpOICTBaMH B OJIMH JIOTUYECKUI KaHall. B pe3ynbrare KaHalbl, HOIICPKUBAIOLINE TPOTOKOII
LACP, MoryT yBeIMUYUTh JIOTHUECKYIO II0JIOCY IPOIYCKaHUs U HaJE&KHOCTh CETU 0€3 N3MEHEHUs
KaKoi-1100 ceTeBoil HHPPACTPYKTYPHI.

Kpome Toro, maxke eciu ojHa CChbUIKA BBIXOJUT U3 CTpos, B pexxume LACP apyrue
JIOCTYITHBIE WICHBI CChIIKH B ToM e rpynne LACP Oyayt 6GanaHcupoBaTh HarpysKy.

LACP ucnionszyer LACPDU coobmienus yist ooMeHa nHpopManuei ¢ coceTHel CTOPOHOM.
ITocne Brmouenuss LACP mnopr nocemaer LACPDU, yBemomiisis OTBETHYHO CTOPOHY O
npuopurere 1 MAC-aapece cuctemsbl, MPUOPUTETE U aJipece MmopTa, U Kiroue onepannn. Korga
OTBETHBIN MOPT MOIy4aeT 3Ty HHPOPMAINIO, OH CPAaBHUBAET €€ ¢ MHPOPMAaLIUEil O CBOHX MOpTax,
HACTPOCHHBIX Ha arperamuio. TakuM o0pa3omM o00€ CTOPOHBI JOCTHTAlOT COTJIAIICHUS O
BKJIFOUEHUU WM UCKIOYEHUH OPTA U3 IUHAMUYECKON IPYIIIbl arperaiuu.

Komanna

’ Onucanue

['moGasibHBIC HACTPOHKHU

lacp system-
priority<1-65535>

Hacrpolika 3Hauenus system-priority. [lo ymomuanuro
- 32768

Hactpoiiku moptos

interface
GigabitEthernet
<port type list>

Br160p mopToB Al HACTPOIKK apaMeTpoB

lacp port-priority
<1-65535>

YeM MeHbIIIE 3TO LeJI0€ YUCIIO0, TEM 00JIbIIe IPHOPUTET. DTO
3HaYeHHE TPUOPUTETA ONpEeNeNseT, Kakod mopT Oyaer
AKTHUBEH, a KaKoi — OyJIeT urpaTh pojb Pe3epBHOIO.

lacp timeout (fast |
slow)

[Tapamerp Timeout (Bpemst oxxunanusi) onpenenser nepuosa
BpeMeHM Mexay nepenadyamu BPDU. Korna mapamerp nmeer
3nauenue Fast (beictpo), makerst LACP OyayT nepenaBarbes
KXyl CeKYHJy; KOorja napameTrp uUMeeT 3HadeHue Slow
(Mennenno), mnepen ortnpaBkoi mnakera LACP Oyger
BbIIepKaH nHTepBa 30 CEKyH.

[Tpumep HacTpoiiku noptoB B pexxume LACP:

# configure terminal
(config) #interface GigabitEthernet 1/1-2
(config-if)# aggregation group 1 mode active

3.2.29. Hacrpoiika loop-protect (Loop Protection)

Oyuknus Loop Protection mpenHasHaueHa A oOHapykeHusl neTisiHus Tpaduka Ha L2-
YpPOBHE M MPEJOTBpAILCHUS IIHMPOKOBEIIATEIbHBIX INTOPMOB. MeXaHu3M paboTaeT IMyTeMm
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OTNpPaBKM CHEIHANbHBIX chykeOHbIXx kaapoB (PDU) u orciexxuBaHus HuX BO3BpaTa Ha

KOMMYTaTop.

B Tekymieii Bepcuu nporpaMMHOTro o0ecrieueHus MoAIep:KUBAETCs ABa pexkruMa paboThI:

- Port-based (mo ymouuanuio): [Ipu oOHapy>XEHHWH TMETIM KOMMYTATOP BBITIOJHSIET
HACTPOEHHOE AeicTBUE HAJ (PU3NUECKUM ITOPTOM.

- Vlan-based: 3amuTa 610Kkupyer nepenaudy tpaduka TOIbKO B paMKaX KOHKpEeTHBIX VL AN,
Ha KOTOPBIX ObUIa OOHApy>KEeHA IMETIsl, COXPAHss MPH 3TOM OOIIYI0 padoTOCTIOCOOHOCTH
(bu3rYecKoro mopra s Apyrux He3arpoHyThix VLAN.

Komannma

Onucanue

['moGasibHBIE HACTPOHKHU

loop-protect

no loop-protect

Bxitouenne GyHKINU 3aIIUTHI OT TETENb.

BrikaroueHue (bYHKI_II/II/I 3alIUTHI OT IICTCJIb.

loop-protect mode {port-
based | vlan-based}

Beibop omepaumonHoro pexxuma  3amuthl.  Ilo
YMOJTYaHHIO UCIIOJIB3YyeTcs port-based.

loop-protect shutdown-
time <0-604800>

no loop-protect
shutdown-time

Ilepuon BpemeHu (B CeKyHIax), Ha KOTOpPBIH
nopT/VLAN BeIKiIIOUaeTCs mpu OOHAPYKEHUU METIIH.
Bmauenme (0 o3Ha4aeT, YTO OOBEKT OCTAHETCS
BBIKJIFOUEHHBIM JI0 [1€pe3arpy3ku yCTPOUCTBa.

BeicTaBnenne 3HaueHHsT BPEMEHHM OJIOKMPOBKH TIO
ymoauanuio (180 cek).

loop-protect transmit-
time <1-10>

no loop-protect
transmit-time

WNurepBan mexay ornpaBkamu nakeroB PDU 3amuTel
OT METENTb Ha KaXKJIOM MOPTY (OMYCTUMbIE 3HAYCHHS: OT
1 mo 10 cexynn).

BricraBieHue wuHTEpBaia
YMOJTYAHHUIO (5 ceK).

OTIIPABKHU  IIAKCTOB IIO

loop-protect with-stp

no loop-protect with-stp

AKTHBaIUs MEXaHU3Ma 3alUThI OT MeTeNIb COBMECTHO C
nporokosoM  Spanning Tree  Protocol  (STP).
IIpumeuyanue: koMaHaa padoTaeT TOJbKO B peKnuMe
port-based.

OTKITIOYCHE MEXaHU3Ma 3alTUTHI OT IeTETh COBMECTHO
¢ npoTokosoM Spanning Tree Protocol (STP).

loop-protect vlan
<vlan list>

no loop-protect vlan
<vlan_ list> <cr>

Bxmrouenne ¢ysHkuuu loop-protect Ha BBIOpAaHHBIX
VLAN (cnucok ID, nanpumep: 1,3-5,7) nns paGotsl B
pexxume vlan-based.

Otkmouenne ¢QyHKIUM loop-protect Ha BBIOpAaHHBIX
VLAN wnnu Ha Bcex VLAN cpa3zy.

Pexxum koHduryparmu dusndeckoro natepderica

interface
GigabitEthernet
<port type list>

Br100op mOpTOB /17151 HACTPOMKH MTapaMeTPOB.

loop-protect / no loop-
protect

BxitoueHne win BBIKIIOYEHHE (YHKIMU 3aIIUTHI OT
neTesib Ha BBIOPAHHBIX TMOpTax. (MO YMOJIYAHUIO
BKJIIOYEHO Ha BCEX MOPTax)

loop-protect action {log

HacTpoiika omepanuu npu OOHapy>KEHHUH NETIM Ha
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| log shutdown | TOpTY:

shutdown} e log — CoObITHsI PETUCTPUPYIOTCS B KYPHAJIE, HO
MOPT OCTAETCS BKJIIOUCHHBIM.

¢ log shutdown — IlopT oTkIIIO9aeTCs Ha EPUOST
BpPEMEHHU, 3a/IaHHBIN B II100aIbHBIX HACTPOHKAX,
U COOBITHSI PETUCTPUPYIOTCS B )KypHAJIE.

e shutdown — IlopT oTkitoyaercs Ha TEPUOL
BPEMEHH, 3a/IaHHBIN B III00AIBHBIX HACTPOMKAX.

loop-protect tx-mode BxiroueHue reHepanuy NAKETOB 3alUTHI OT IETEIIb
PDU (akTUBHO 110 YMOJTYaHHUIO).

no loop-protect tx-mode BhIKIIOYEHNE TeHEpaAlUK MAKETOB 3aIUThl OT IIETEIb
PDU.

[IpuBuUIIErMpOBaHHBIN PEKUM (€XeC)

loop-protect unblocking [TpunyaurensHoe py4yHOE pasz0JI0KupoBaHUE

interface yKa3aHHBIX  (PU3MUYECKUX  MOPTOB, OTKIIOYCHHBIX

<port_type_ list> (QyHKIHEH 3aIMTHL

loop-protect unblocking [TpunynuTensHOE pydHoe pa30iokupoBanue Tpaduka B

vlan <vlan list> ykazaHHbIX VLAN, 3a0J0KHpOBaHHBIX (QYHKIHEH
3alMTHI.

show loop-protect Orobpaxxenue I00ATEHBIX rnapameTpoB

KOH(pUTypallui W KpaTkoi uWHGOpPMAalUU TO BCEM
dbu3ndeckuM uHTEpPEricaM CUCTEMBI.

show loop-protect OtoOpakeHue JeTanbHOW HH(POPMAIMH U TEKYIIETO
interface craryca (QYHKIMM HAa YKa3aHHbIX  (DU3HYECKUX
[<port type list>] nHTepdeiicax (WM Ha KOHKPETHOM IOPTY).

show loop-protect vlan- OtobOpaxxenue rao0anbHON KOHGUTYpallud U OOIIEro

based crucka 3anuimaeMbix VLAN (wm cooOmieHust 00 ux
OTCYTCTBHH).

show loop-protect vlan- OtoOpakeHne NeTanbHON TaONHIIBI cTaTyca 3alluThl,

based vlan [<vlan_list>] | c4eTYynKOB METEIb U BPEMEHH MOCIIEIHETO HHIMICHTA
Ju1s ykazaHHbix VLAN.

IIpuMepsl HaCTPOUKHU:

1) Hacrpoiika 3ammTsl Ha ypoBHe puznyeckux nopros (Port-based) ¢ orkiaouennem STP

OTOT BapUaHT UCIIOIB3yeTcs Ha aboHeHTckuX noprax (Edge-moprax) uimm cTeikax, rie NpoTOKOII
Spanning Tree He nmomkeHn pabGoTtath. YUYTOOBI TMaKEeThl 3aIIUTHl OT TETEIh KOPPEKTHO
oOpabarbiBasiuch, Ha camoMm wuHTepdeiice GigabitEthernet 1/1 mnporokon Spanning Tree
NPUHYIUTENBHO IeaKTUBUpYeTcs. JlelicTBUE MpU OOHAPYKEHUHU METIN IePeBOJUTCA B peKuM log
shutdown.

# configure terminal

! BrioueHMe OQYHKUMM 3alMTH ITJioBaslbHO (Ha I[opTax OHa akTMBHAa II0
YMOJIYAHUIO)

(config) # loop-protect

!

! HacTpoMka ¢uasMueckoro MuHTepderca
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config)# interface GigabitEthernet 1/1
config-if)# no spanning-tree

config-if)# loop-protect action log shutdown
config-if)# exit

(
(
(
(

2) Hacrpoiika 3amutbl Ha ocHoBe VLAN (Vlan-based)

DTOT BapHaHT NpUMEHSETCss Ha MarucTpaybHbIX noprax (Trunk), rae TpeGyercs n3omupoBaHHas
3aIuTa OT neTenb BHYTpU KOHKpeTHBIX VLAN (Hanpumep, VLAN 100). ITpu metine B VLAN 100
OJIoKHpyeTcsl nepeadya JaHHBIX HCKIYMTENbHO BHYTpU 3Toro VLAN, B TO BpeMs Kak cam
¢usnueckuit uarepdeiic u tpadpuk ocranbHbix VLAN (manpumep, VLAN 200) mpopomkaroT
pabotaTh B IuTaTHOM pekume. Ha noprax (yHKIMs aKTUBHA 110 YMOJIYAHUIO.

# configure terminal

! BrJIOUeHMe sBammMTh 1Jio6asibHO, BHOOP pexmuma VLAN ©m  ykaszaHue
3anmmaeMoro cnmcka VLAN

config)# loop-protect

config)# loop-protect mode vlan-based

config)# loop-protect vlan 100

(
(
(
!
! HacTpolka MaTrMCTPaJIbHOT'O NopTa

(config) # interface GigabitEthernet 1/1
(config-if) # switchport mode trunk

(config-if)# switchport trunk allowed vlan 100,200
(config-if)# exit

3.2.30. IPMCProfile

PMC npodunu ucnons3yroTest i obecnedeHus: KOHTpois gocryna k IP mynbpTHkact
norokaM. CyIecTByeT BO3MOKHOCTb co3/1aTh 64 mpodwis ¢ 128 mpaBuiaMu B KaKIOM.

Komanna \ Onucanue

['moGasibHbIe HACTPOHKHU

ipmc profile Bxirouenne ¢pynkiuu ipme profile
no ipmc profile Brixiouenne GyHkimu ipme profile

ipmc profile <wordl6> | Ha3naueHne uMeHH npoduis, 0OpU BBOJE KOMAaHJbI
OCYIIECTBIISIETCS  ME€PEXOJ B  PEXUM  KOHQUTYpaluu

npodus.
no ipmc profile V najeHne cOOTBETCTBYIOIIETO MTPOQHMIISL.
<wordl6>
Ipmc range <wordlo6> Co3nanue W Ha3HAuYCHWUE WMEHH JHara30Hy ip-aJipecoB, a
(<ipv4_mcast> | TaKXe yKa3aHue JAuana3zoHa ipv4 win ipv6 MyJIbTHKACTOBBIX
<ipv6 mcast>) aJPECOB JIUISI MHOTOAIPECHOMN PACCHIIKH.
Hactpoiika npodumis IPMC

Description <line64> | Hactpoiika onurcaHus mpoduis

range <wordl6> (deny | Komanaa pa3peliaet WM 3amperiaet MpaBuiio Aast Ipodus.
| permit)

IIpumep HacTpoiiku ipmc:
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# configure terminal

(config)# ipmc range 1 233.3.2.1 233.3.22.1
(config) # ipmc range 2 233.3.23.1 233.3.44.1
(config) # ipmc range 3 233.3.45.1 233.3.66.1
(config) # ipmc range 4 233.3.67.1 233.3.88.1
(config) # ipmc profile

(config) # ipmc profile 1
(config-ipmc-profile)# description 1
(config-ipmc-profile)# range 1 permit
(config-ipmc-profile)# range 2 permit
(config-ipmc-profile)# range 3 permit
(config-ipmc-profile)# range 4 permit
(config-ipmc-profile)# ipmc profile 2
(config-ipmc-profile)# description
(config-ipmc-profile) #
(config-ipmc-profile) #
(config-ipmc-profile) #
( ) #

config-ipmc-profile

ipmc profile
description
ipmc profile
description

SO W N

3.2.31. MVR

[Tporokon MVR - peructpauus muoroagpecusix VLAN (Multicast VLAN Registration)
MO3BOJISIET MEAMACEPBEPY NEpeIaBaTh MHOT0QAPECHBIN MOTOK 110 0JIHON MHOToaapecHor VLAN,
IIpY 3TOM KIMEHTHI, NPUHUMAIOIIKE IOTOK MHoroaapecHod VLAN, MoryT ocraBarbcs B
pazmuusbix cersix VLAN. Kumentsr pasznumunbix VLAN, HamepeBaroliuecss BCTYHOUTh B
MHOT'03IpECHYIO I'PYIIly WIN BBIMTH U3 HEe, OTHPABIAIOT B MOPT NpueMHUKa coobiienue IGMP
Join (Bcrynutre B rpymmy) mmbo IGMP Leave (Ilokunyts rpymmy). Ilopt npuemnmKa,
IIPUHAUICKANIMI OJHON U3 MHOTOAJPECHBIX I'PYIIl, MOKET IPUHUMATh MHOTOaIPECHBIN IIOTOK
oT meauacepsepa. Hanee, MVR uzonupyer nonp3oBaTenei, HE HAMEPEBAKOIINUXCA MPUHUMATh
MHOI'0a/IpECHbII TpaduK U, ClIeqoBaTelIbHO, oOecrneyuBaTh O€30IaCHOCTh JAaHHBIX 33 CUeT
cerperauun VLAN, nomyckaromiei ToJabKO MHOToaapecHblil Tpaduk B npyrue cetu VLAN, k
OJTHOM M3 KOTOPBIX MPUHAMISKUT a00HeHT. HecMoTps Ha TO, 4TO 001U MHOTOaApeCHbIH Tpaduk
npoxoguT oT MVR VLAN B VLAN paznuusbIx rpyii, noias3osarenu pasninyisix VLAN IEEE
802.1Q wmmm uactHeix VLAN He MoryT oOMeHHMBaTbcs Kakoi-nuOo uHpopmanueit (3a
UCKJIIOYEHHEM YCIIyT MaplIpyTHU3allMi BEPXHETO YPOBHS).

Komannma \ Onucanue

['moGasibHbIe HACTPOHKHU

mvr Bxmrouenue pyHKIMM mvr

no mvr Brikmouenne GyHKIMA mvr

mvr vlan <vlan_ list> | Vkazanme naeHtudukaropa MHoroagapecHoii VLAN
mvr name <wordl6> Ha3zHauyeHHe UMeHU MHoroaapecHoi VLAN

mvr vlan <vlan list> | Hasnauenue IPv4-ampeca B KadecTBe ajapeca HCTOYHHKA,

igmp-address ucnoJsib3yemoro B 3arosioBke IP xagpos ynpasinenus IGMP
mvr vlan <vlan list> | Beibop pexxuma padotst MVR

mode (compatible | Dynamic ([Iunamuueckuii): MVR paspemaer quHaMAYeCcKH
dynamic) OTIPABJIATh COOOIIEHUSI O WIEHCTBE HAa MOPThl UCTOYHMKA.

OTOT pexxuM padoThI 3a/1aH 110 YMOJTYAHUIO.

Compatible (CoBmectumsliif): OtnpaBka Ha  MOPTHI
MCTOYHUKA coobmmeHnnit MVR o 4iieHCTBe 3ampernieHa.

mvr vlan <vlan list> | Hactpoiika mnpuopuTeTa mepefadd KaapoB yIpaBJICHHS
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frame priority <0-7>

IGMP/MLD. TIlo ymonuyanuto, mpuopurer paseH 0.
Honyctumblie 3HaueHus npropurerta: O -7

mvr vlan <vlan list>
frame tagged

Hacrpoiika TerupoBanus kagapos ynpasienus IGMP/MLD.

mvr vlan <vlan list>
channel <wordl6>

Br16op npoduns IPMC (Hactpoiika npoduis onucana B 1I.
1.2.14)

mvr vlan <vlan list>
last-member-query-
interval <0-31744>

HacTpoiiku MakcMMallbHOTO BpEMEHU 0XKHUJIaHUS COOOIICHUS
o wienctee IGMP/MLD Ha nopTy npueMHUKa 0 yAaJCHUS
nopra u3 MHoroajapecHou rpymmbl. [lo ymomuanuio LLQI
paBHO 0,5 cexyHnpl. /JlMama3oH AONMyCTUMBIX 3HaueHHi: 0-
31744 necsaThIX 107€H CEKYH/IbI

Hacrpoiika nmopra

interface
GigabitEthernet
<port type list>

Br160p nmopToB A HACTPOIKK apaMeTpoB

mvr immediate-leave

Bxnrouenue Q)yHKHI/IH HCMCIJICHHOI'O BbIXO/Jld U3 I'PYIIIIBI

mvr vlan 131
type (receiver |
source)

Hasnauenwue ponu nopra

Source- Ilopt (Bxozmsmero Tpaduka) sSBISETCS MOPTOM
uctoyHuka. llopTel UCTOYHMKOB OyAyT NpPUHUMATH H
MOChUIATh MHOTOAQJpPECcCHbIe JaHHbIe. AOOHEHThI HE MOTYT
OBITH HAMPSMYIO MOJKIIOYEHBI K TOPTaM HUCTOYHHKA.
Receiver - [Ilopr ycraHOBI€H Kak MOPT INPUEMHUKA.
Knuentckue mnu abOHEHTCKHE MOPTHI CKOH(DUTYpPUPOBAHBI,
KaK MOPTHl MIPUEMHUKOB, TaK YTO OHM MOTYT HCIIOJIb30BATh
coobmenuss IGMP/MLD mis npuema MHOTOaapeCHBIX
JTAHHBIX

[Tpumep HACTpPOMKHU MV r:

configure

terminal

config)# vlan 10,20

config-vlan)# exit

conflg # mvr

config-if)#
config-if) #
config-if
config-if

config-if
config-if

)
)# mvr vlian 10 name 1
)# mvr name 1 election
conflg)# no mvr name 1 frame tagged
)# mvr name 1 channel 1
)# no ip igmp unknown-flooding
) # interface GigabitEthernet 1/1
switchport mode access
) switchport access vlan 20
)# mvr immediate-leave
)# mvr name 1 type receiver
onfig-if)# interface GigabitEthernet 1/3
)# switchport mode trunk
)# mvr name 1 type source
)

config-if)# interface vlan 10

config-if-vlan)#

ip address 192.168.10.2 255.255.255.0

config-if-vlan)# interface vlan 20

#
(
(
(
(
(
(
(
(
(config
(
(
(
(
(c
(
(
(
(
(
(

config-if-vlan) #

ip address 192.168.20.2 255.255.255.0
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3.2.32. IPMC
3.2.33. IGMP Snooping

[Tporokon ynpasienus rpymnnamu uarepaera IGMP (Internet Group Management Protocol)
obecrieunBaeT ymnpaBlIeHHE ydacTHeM B MHoroajpecHbix IP-rpynmax. IGMP ucnons3yercs IP-
XOCTaMU U COCEJHUMH  MHOIOQJPECHBIMH  MapLIPYTU3aTOpaMu JUIsl  YCTaHOBJICHUS
MPUHAJJISKHOCTH K MHOTOaJpecHoi rpyrmme. OH MOXET UCI0NIb30BaThesl Hanboee 3pGeKTUBHO
IpU TOJJIEPKKE TaKUX YCIYyT, KaK MOTOKOBOE OHIaiH-Buaeo U urpel. IGMP Snooping — 310
npouecc ciaymanus Tpaguka IGMP. Kak cneayer u3 nHazpanusi, IGMP snooping npeacrasiser
cO0OH (PYHKIHMIO, TO3BOJISIOUIYI0 KOMMYTATOpPY «IPOCITYIIMBATH» OOMEH HTaHHBIMHU MEXKIY
X0CTaMU U MapuIpyTHU3aTopaMu, 00padartbeiBas makeTsl 3-ro ypoBHs (makeTsl IGMP, noceuiaembie
1o MHoOTroapecHoi cet). Korna na kommyTtarope Bkitouen IGMP snooping, oH ananu3upyer Bce
MAKETHl, IEPEAABAEMbIE MEXKAY XOCTaMH, OJKIFOYEHHBIMU K KOMMYTATOPY U MHOT0aIpECHBIMU
MapupytuzaropaMmu B cetd. Korga kommyrartop npunHumaer ortder IGMP nns  nanHoi
MHOT0QJIpECHOM TPYMNIbl OT XOCTa, KOMMYTaTrop JA00aBiseT HOMEp TMopTa XocTa K
MHOT03IPECHOMY CIIMCKY Uit 9Tod rpynmbl. Korma xoMMmyTaTtop oOHapyXMBaeT COOOIEHHE
IGMP Leave (Ilokunyts rpynmy IGMP), on ynanser nopt xocrta u3 sueiiku tabmunsl. IGMP
snooping mo3BossgeT 3PpPEKTUBHO CHUKATH MHOTOQIPECHBIN TpauK MpH CTPUMHUHTE U IPYTHX
SKCTEHCUBHO pacXoAyloIMX mojocy mnpomyckanus [P npunoxenusx. Kommyrarop,
ucnonp3ytonmii  IGMP  snooping, B 3TOoM Tpaduke Oyaer mepenaBarb XOCTaM TOJBKO
MHOroasipecHblii Tpaduk. CHIKEHHE MHOTO03JPECHOro TpaduKa YMEHBIIAeT YHCIO MAaKETOB,
0o0pabaTbIBaeMbIX KOMMYTAaTOpOM (OJHAKO TPH ITOM TpeOyeTcs YBEIHMUYCHHE OIEpaTUBHOU
naMsTH 11 00pabOTKU MHOTOAIPECHBIX TaOIUI) U CHIKAET Harpy3Ky Ha OKOHEUHBIE XOCThI, TaK
KaK UX CETeBbIC KapThl (WM ONEPalHOHHBIC CUCTEMBI) He Oy IyT MPUHUMATh U (HUIBTPOBATH BECh
MHOT0a/IpECHBIN TpadUK, FEHEPUPYEMBIH CEThIO.

Komannma ’ Onucanue

['moGasibHBIC HACTPOHKHU

ip igmp snooping Bxrouenue pyHKIMM igmp snooping

no ip igmp snooping | Bpixmouenue GyHKIUM igmp snooping

ip igmp unknown- BKJIFOYEHHUE PEKMMa Tepeaud He3aperucTpUPOBAaHHOTO (HE

flooding MPUHAJJISKAIIETo rpyInaM) MHOToaapecHoro [P-tpaduxa.

no ip igmp unknown- BBIKIIFOYECHHE PEXUMa II€penadyd He3aperucTpUpPOBAHHOIO

flooding (He TpUHAIEKANIEr0 TpymmaM) MHOroajapecHoro IP-
Tpaduka.

ip igmp ssm-range Ha3znauenne nauama3oHa MHOTOAIPECHBIX aJpECcOB JUIA

<ipv4_mcast> KOHKpeTHOro ucroynnka SSM (Source-Specific Multicast),

NO3BOJIIET  MojAepkuBaroluM  SSM xoctaM
MapLIpyTU3aTOpaM BBIMOIHATH MOJAENb yciayr SSM s
TPy B 331aHHOM JIMAIIa30HE aJIPECOB.

ip igmp host-proxy ITonasmnster COOOIIIEHNSA 0 BBIXOJIE u3 TPYIIIBL,
leave-proxy OTJIMYAIOIINAECS OT TMPHUHATBIX, OT TOCJIEIHEro IMopTa
ydacTHUKa rpymisl. [Ipokcu-cepBep coob1ieHunit 0 BbIXOAE U3
IpyNIbl MOJABISIET BCE HE SBIAIONMECS HEOOXOIUMBIMHU
coobmenuss IGMP o Brixojie U3 Tpymnibl TAKUM 00pa3oM, 4To
KOMMYTaTop, He SBISAIOLIUICS querier, TepeaaeT NakeT
BbIXO/Ia M3 TPYIIbl TOJIBKO TOrAa, KOTJa MOCIEAHHNA
JUHAMUYECKUM TNOPT-yYaCTHUK IOKUIAET MHOT03JPECHYIO
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rpyniy

ip igmp host-proxy

no ip igmp host-proxy

Bxurouenue npokcu-cepsepa

BrikimioueHue npokcu-ceppepa

Hacrpoiika nmopra

interface
GigabitEthernet
<port type list>

Br160p nmopToB A HACTPOIKK apaMeTpoB

ip igmp snooping
mrouter

Haznauenue nopra mopTomM MapuipyTuszaropa

ip igmp snooping
immediate-leave

Brurouenne GyHKIME OBICTPOTrO BhIX0Ja U3 rpymmbl. Korma
MPUHAT MMAaKeT BBIXOJA U3 TPYMIIbl, KOMMYTAaTOp HEMEJIECHHO
yAajnseT MOpPT W3 MHOTO0AJpPECHOW YCIyru, HE IOChLIast
cenuduunplii g rpynmnel 3anpoc IGMP GS Ha sToT
uHTEepdeiic.

ip igmp snooping max-
groups

HazHaueHne MakCHMalabHOIO YHCIa MHOTOAIPECHBIX TPy,
B KOTOpBIE IOPT MOXKET BCTYNUTh 0AHOBpeMeHHO. Koraa s
nopra OyJIeT JOCTUTHYTO MAaKCHUMajJbHOE YHWCJIO TpyIl,
HOBBIe cooOmeHust ¢ oruetamu IGMP o BcrymieHun B
rpynimy OyayT orOpachiBaThes. Ilo ymonuaHuio BbIOpaHO
HeorpanndeHHoe uucio rpynn (unlimited). JlomycTumebrii
nuamna3od 3HadyeHuii ot 1 no 10.

ip igmp snooping
filter <wordlé6>

Hactpoiika ¢unpTpa Ha nopTy AJii MHOTOAJAPECHBIX I'PYMII.
Korna onpeneneHHas MHOroajapecHasl rpymmna BblOpaHa Ha
nopty, coobmenust IGMP join reports (OTYETHI O BCTYILIICHUH
B I'PYIIY) HAa OPTY OTOPACHIBAOTCSL.

[Ipumep HacTpolKU igmp snooping:

configure
config)# vlan 10

config-vlan) # exit

terminal

config)# ip igmp snooping
config)# no ip igmp unknown-flooding
config)# interface GigabitEthernet 1/1

config-if) #

config-if
config-if
config-if

—_ — — ~—

switchport mode access

# switchport access vlan 10

# 1p igmp snooping immediate-leave
# interface GigabitEthernet 1/3

# switchport mode trunk

config-if)# interface vlan 10

config-if-vlan) #
config-if-vlan) #
config-if-vlan)#
config-if-vlan) #

#
(
(
(
(
(
(
(config-if
(
(
(
(
(
(
(
(

ip
ip
ip
ip

snooping

snooping compatibility wv2

snooping query-max-response-time 10
snooping query-interval 45

igmp
igmp
igmp
igmp

[Tpumeuanue. [P IGMP SNOOPING naunnas ¢ sepcun [10 2020.12v1.18.6 1 nanee
ummurpuponai ¢ L3 B L2, Hike HOBOe onMcaHuEe KOMaH/I.

Komannma

Omnucanue

B rno6GansHOM pexxnmMe

ip igmp snooping

‘ Bxuitouenne GyHKIMU igmp snooping
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no ip igmp snooping

Brikmouenne QyHKIMH igmp snooping

ip igmp snooping wvlan
<vlan list>

no ip igmp snooping vlan
<vlan list>

Ora koMmaHJa BKIodaeT nojaepxkky IGMP
Snooping  mns yka3zanHeiXx  VLAN'oB
(<vlan_list> mnepeuncnsoTcs BiIaH dYepe3
3anstyro, npumep: 20, 30, 40). Korma sta

KOMaH/1a MIPUMEHSIETCA, KOMMYTaTOp
otciexuBaer 3amnpockl IGMP ot ycrpolictB
KOHEUHBIX y3JI0B u bunbpTpyer

NIMPOKOBEIIATEIbHBIE — TakeThl — multicast-
Tpaduka TakuM 00pa3oM, 4TOOBI OTIPABIATH
UX TOJILKO aKTUBHBIM YYaCTHUKAM TPYIIIIBL.

OTta KoMaHJa OTKiIro4aeT noanepxky IGMP
Snooping ans ykazanueix VLAN'os. Ilocne
OTKJIIOYECHHUS JTaHHAs TEXHOJIOTUs OoJibllle He
oyxnet orcnexxuatb IGMP-3anpocs! KieHTOB
U mepenaBath multicast Tpaduk B mpemenax
ykazaHHbIX VLAN'OB, HCHOJIb3ys] MEXaHU3M
"flooding" (mmpokoBemaTeNbHAs PACCHUIKA
TTaKETOB).

ip igmp unknown-flooding

no ip igmp unknown-flooding

Bxutouenue pexxuma nepeaadu
HE3aperucTpUpPOBAHHOTO (HE
MPUHAJIEKALIETO IPyHIaM) MHOT0AJPECHOI0

IP-tpaduxka.

BBIKJTFOUCHHE pexuMa nepeaadn
HE3apEeTUCTPHPOBAHHOTO

(He MIPUHAICIKAIIETO rpymnmnam)

MHOTO0a/ipecHoro Iprpaduka.

OTtkmrogaer nepenavy
HEe3aperuCTPUPOBAHHBIX (HE MPUHAIEKALTIX
U3BECTHBIM TIpyIIlaM) MHOroajapecHsix [P-
nakeroB. be3 aToro mapamerpa KOMMYTaTOpPbI
OyayT  OrpaHHYMBaTH  PACHpPOCTpaHEHUE
multicast-Tpaduka IMIIb TEMU YCTPOHCTBAaMH,
KOTOpblE O(HIMANBHO MOATBEPAMIN CBOE
ydacThue B rpymme udepe3 Mexanusm IGMP.
Hcnons3oBanue JTOU KOMAaH/Ibl
MpeloTBpalaeT  M30BITOUHYIO  Iepenady
HEHYXXHOro Tpaguka W Yyiaydmaer oOIIyIo
MIPOU3BOJUTEIBHOCTD CETH.

ip igmp ssm-range
<ipv4 mcast>

HasnaueHne  nuama3oHa  MHOTOQJIPECHBIX
aJpecoB s

KOHKpeTHOro ucrtouHuka SSM  (Source-
Specific Multicast),

MO3BOJISIET OAJIEpKUBaOIIUM SSM xocTam 1
MapIIpyTU3aTopaM BBIMOJHITh MOJAETh yCIyT
SSM s

TPy B 33/IaHHOM JUara3oHe aJpecoB.

KoMaHza oTMeHsieT HacTpOWKy Juana3oHOB
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no ip igmp ssm-range
<ipv4 mcast>

SSM.

ip igmp host-proxy leave-proxy

no ip igmp host-proxy leave-
pProxy

[TomaBmnsieT cOOOIICHUS O BBIXOIE U3 TPYIIIIBL,
OTJIMYAIOIINECS OT MPHUHSATHIX, OT MOCJIEIHETO
nopra

YYaCTHHKA TPYIIIIHIL.
COOOILIEHUH 0 BBIXO/IE
W3 TPYNINbl MOJABISAET BCE HE SBISIOIIMECS
HEOOXOIUMBIMHU

coobmienust IGMP o BbIXo/1e U3 TpyIITbI TAKUM
obpa3zom,

YTO KOMMYTATOp, HE SIBJISIOIIUICS querier,
nepeaaeT maxkeT

BBIXOJIa W3 TPYIIBI TOJBKO TOTJA, KOTJa
MOCICIHUM

[Ipokcu-cepsep

JTMHAMUYECKUNA  TOPT-YYaCTHHK  TOKHIAET
MHOT03JIPECHYIO

rpyIiy.

OTkmrouaer  mapaMmeTp,  BOCCTaHaBJIMBas
CTaHJapTHOE MOBEJICHHE OTIIPaBKH

COOOIIEHUH O BBIXOJIE BCEMU YYaCTHUKAMH
rpynnsl. B pesynbrare kaxnablil ysen ceTu
OyIeT peryiaspHO OTCbUIaTh COOCTBEHHOE
COO0O0I1LIEHUE O BBIXOIE, HE3aBUCUMO OT CTaTyca
JPYTUX YJICHOB I'PYMIIBL.

ip igmp host-proxy

no ip igmp host-proxy

Bxurouenne mnpokcu-cepsepa. Korga arta
(GyHKIMS BKIHOYEHA, KOMMYTaTOp ACHUCTBYET
KaK IMOCpeIHUK Mexay kineHTamu (host) u
MapuIpyTU3aTOPOM, OCYLIECTBIsIsI 00paboTKy
IGMP-3anpocoB u JeicTBUM, HapaBJIEHHBIX
Ha MO//Iep’)KaHue CIIUCKOB MYJIbTUKACT-TPYIIIL.

BrlIkitoueHne npokcu-cepaepa.

ip igmp snooping vlan
<vlan list> mrouter interface
<port type list>

no ip igmp snooping vlan
<vlan list> mrouter interface
<port type list>

¢uKkcupyer  CTaTHYECKH  ONpPEJEICHHBII
uHTepdeiic, yepe3 KOTOPBHIH MNPUHUMAIOTCS

multicast-packets oT MapHIpyTu3aropa
(mrouter). To ecTh BpyuHyO 3amaércs
uHTepdeiic, Ha  KOTOPOM  OXHJIACTCS

noctymieHue multicast-rpaduxa.

CHUMAeT JAaHHOE CTaTUYECKOE Ha3HAudCHUE,
BO3Bpallasi mpolecc OOHapyXeHHs mrouter
00paTHO B aBTOMATHYECKUH (IUHAMUYECKHIA)
pexum. B sToM ciydwae  KOMMYyTaTop
aBTOMAaTHYEeCKH OOHApy>KMBaeT U BbIOMpaeT
noAXonAuMil  uHTepdeiic  ans  npuéma
multicast-Tpaduka OT MapIIpyTH3ATOPA.

ip igmp snooping vlan
<vlan list> compatibility
[auto|v1|v2]|v3]

Komanna wcnone3yercss Uil  HAacTpOMKH
comectumoctu npotokona IGMP (Internet
Group Management Protocol) ¢ paznuuHbIMu
BEpPCHUsIMH NPOTOKOoIa Ha ypoBHe VLAN.
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no ip igmp snooping vlan
<vlan list> compatibility

ITapamerpsl:

- <vlan_list> — cmucok HOMepoB VLAN,
pasfeNeHHbIX Mpo0enaMu WIH JUANa30HOM
(manpumep, 1, 1-5, 1,3,5). 1o Homepa VLAN,
JUTSE KOTOPBIX HACTPAUBAETCS COBMECTHMOCTb.
- [auto|v1|v2|v3] — pekuM COBMECTUMOCTH:

- auto — aBTOMAaTHMYECKOE OIpPEIEIICHNE
Bepcun IGMP Ha ocHoBe Tpaduka
(pexoMeHTyeMblil BApUaHT);

- vl — mnpuHyauTeIbHOE HCIOJIb30BAHUE
Bepcuu IGMPvI;

- V2 — MpUHYAUTEIHHOE HCIIOJIb30BAHUE
Bepcuu IGMPv2;

- V3 — MNpuHYAUTEIHHOE HCIIOJIb30BAHUE
Bepcun IGMPV3.

Komanna oTmeHsier paHee HaCTPOCHHYIO
coBMmecTuMocTh Bepcuit IGMP 11 ykazaHHBIX
VLAN, cTaBuT pexum auto

ip igmp snooping vlan
<vlan list> last-member-query-
interval <0-31744>

no ip igmp snooping vlan
<vlan list> last-member-query-
interval

Komanza ycranaBimuBaeT MHTEpBaJl OTIIPABKH
nocneaHero 3ampoca wieHa rpymnsl (Last
Member Query Interval) mns ykasaHHOrO
cnucka VLAN. UHrepBan  omnpenensier
BPEMEHHOM IPOMEKYTOK, B TEUEHHE KOTOPOTO
KOMMYTaToOp  OXHJAeT  IOATBEPKICHUS
HAJIMYUS WICHOB TPYIIBI MEpea yAaJeHUEeM

3alUCH  TPYIIBI M3 TAaONWIBI TPYHIOBBIX
aJIpecoB.

ITapamerpsl:

- <vlan_list> — Cnucox HomepoB VLAN,

pa3fAenéHHbIX MpodeaMi WA JThana3oHaMH.
Hamnpuwmep, 1-5, 1,3.5.

- <0-31744> — 3naueHHe WHTEpBaJa B
MUIIHCEeKyHAaxX. /lnana3on 3nauenuit ot 0 10
31744 mc

VY nanser ycTaHOBJIEHHOE 3HaYEHHE NHTEpBaJla
Last Member Query st yka3aHHOTO CIHCKa
VLAN u BoO3Bpamaer ero K 3HAYEHUIO II0
YMOJTYaHHUIO.

ip igmp snooping vlan
<vlan list> priority <0-7>

Komanga mnpenHazHadeHa [ yCTaHOBKHU
MpUOpPUTETa  MOpPTa  KOMMYyTalUu  JJs
yIpaBJI€HUS  MHOTOQJPECHBIM  TpadukoM
IGMP (Internet Group Management Protocol)
BHYTpH 3aJaHHbIX VLAN.

[Tapamerpsr:

- <vlan_list> — nepeuenr HOMepoB VLAN,
JUISL KOTOPBIX YCTaHABIMBAETCS MPUOPUTET
(MO>XHO yKa3bIBaTh AMaMa3oH, Hanpumep, 1-10
i otaenbHeie  VLAN, mnepedncieHHbIe
4yepe3 3amsITyo Wwin npoben, Hanpumep, 1,3,5).
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no ip igmp snooping vlan
<vlan list> priority

- <0-7> — ypoBeHb IpHOPHUTETA TIOPTA (1IeJT0e
yucao oT 0 1o 7, rae 0 siBisieTcs HAaUBBICIIIUM
MIPUOPUTETOM, & 7 — HAUMEHBLINM).

Komanma wucnosb3yercss Ui yIJaJICHHS
YCTaHOBJICHHOW KOH(PUTYpallud TPUOPUTETA
nopra I 3aJaHHBIX VLAN u
BOCCTaHOBJICHUSI ITapaMeTpa M0 YMOJIYAHUIO.

ip igmp snooping wvlan
<vlan list> querier election

no ip igmp snooping vlan
<vlan list> querier election

Komannma akTuBHpyeT MeXaHU3M BBIOOPOB
MacTepa 3arpocoB (querier) cpeau yCTPOMCTB,
MOAKIIOUEHHBIX K yKazaHHbiM VLAN, s
MPOTOKOJIa IGMP (Internet Group
Management Protocol). Korna Bkitouena sta
byHKIMA, yCTpoiicTBa oOMeHUuBaloTCA
COOOIIEHUSIMU,  ONPEICISIIONIMMHA  OJIHO
yCTPOMCTBO B~ KayecTBE  OCHOBHOTO
ornpaButens 3anpocoB IGMP, koropoe
YIPAaBIAET MHOIOAJIPECHOM PpPACCBUIKOM B
CETH.

ITapamerpsl:

- <vlan_list> — cnucokx HomepoB VLAN,
pa3feNeHHbIX MpoOeTaMu WM JUAra30HOM
(mampumep, 1, 1-5, 1,3,5). Otu VLAN Oyayt
y4acTBOBaTh B BEIOOpAx Macrep-
3anpanmBaroIIero yCTPoilCcTBa.

Komanna otkiroyaer mnpouenypy BbIOOpPOB
master-querier aus ykazanasix VLAN. Tlocie
e€  BBIIOJHEHUS, KakKIOE  YCTPOHCTBO
CaMoCTOSITeNIbHO oTIpanisier 3amnpockl IGMP
HE3aBUCUMO Jpyr OT Jpyra, 0Oe3 yuwacTus
LEHTPAIN30BaHHOT O KOOPIHHUPYIOILIETO
YCTPOUCTBA.

ip igmp snooping vlan
<vlan list> querier address
<ipv4 ucast>

Komanna 3apmaer IP-agpec uHTepdeiica,
HCIOJIb3YEMOI0 YCTPOMCTBOM MJIsi OTIPAaBKU
3anpocoB IGMP (Internet Group Management
Protocol) B npenenax onpeneneHubix VLAN.
YerpoiicTso, Ha3HA4CHHOE MacTepoM-
3ampammBaroImuM  (querier), HMHULUUPYET
MEPUOJUYECKHE 3allPOChl, HEOOXOIUMBIE IS

MO JIEP/KAHUS aKTyaJIbHOCTH TabIHI
multicast-rpymr.

ITapamerpsl:

- <vlan_list> — Cmucox HomepoB VLAN,

pa3fefeHHbIX MpoOenamMu WM JUana30HOM
(mampumep, 1, 1-5, 1,3,5), ang KOTOphIX
ykaszbiBaeTcs  [P-agpec  3ampammBaromero
YCTpOMCTBA.

- <ipv4 ucast> — Vuukanpubslii [Pv4-anpec,
HCMOJIb3YEMBI YCTPOMCTBOM [IJIsi OTHPABKH
3anpocoB IGMP.
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no ip igmp snooping vlan
<vlan list> querier address

KomaHnma oTMEHsieT yKa3aHHYI0 BPYYHYIO
KOH(UTYypalio aapeca 3ampocymKka s
cootBeTcTBYOMX VLAN 1 BocCTaHaBIMBAET
HACTPOMKY IO YMOJIYAHUIO.

ip igmp snooping wvlan
<vlan list> query-interval <0-
31744>

no ip igmp snooping vlan
<vlan list> query-interval

Komanna ycranaBiauBaeT MHTEpBaJ OTIPABKU
obmux  3ampocoB  (General  Queries)
IIPOTOKOJIA IGMP (Internet Group
Management Protocol) mis ompenenéHHoro
Habopa VLAN. 3anpocskl UCHIONB3YIOTCS ISt

OOHOBJICHUS CIIMCKOB YYaCTHHUKOB
MYJIbTUKACT-IPyIIIbI u MOAJIEp/KaHUs
COCTOSIHUS TPYIIIIOBOIO YIEHCTBA.
ITapamerpsl:

- <vlan_list> — Ilepeuenp HomepoB VLAN,
JUTSE KOTOPBIX U3MEHSICTCS MHTEPBAJ 3aIPOCOB.
MosxkHo 3amate oguHouHble VLAN (1) wmm
nuama3zon (1-5, 1,3,5).

- <0-31744> — IlepuoUYHOCTh OTHPABKHU
obmiero 3ampoca B MHJUIMCEKyHAAX (ms).
Jonyctumblii uana3zoH 3HayeHuil or 0 1o
31744 ms.

KOMaHI[a OTMCHACT HU3MCHCHHC HHTCPBaAJIa
OTIIPpAaBKH  3allpOCOB MW  BOCCTAHABJIMBACT

3HAYCHUEC TI0 YMOJHYAaHUIO IS YKA3daHHBIX
VLAN.

ip igmp snooping vlan
<vlan list> query-max-
response-time <0-31744>

no ip igmp snooping vlan
<vlan list> query-max-
response-time

Komanma 3amaer MakcHMManbHOE BpeMs
OTKJIMKa Ha oO0mmui 3ampoc (general query)
MPOTOKOJIA IGMP (Internet Group
Management Protocol) s  yka3aHHBIX
VLAN. OTOT  TalmayT onpeenseT
MaKCUMaJbHBIH CPOK, B TEYEHHE KOTOPOTO
XOCTBI JIOJDKHBI TIOATBEPIUTH CBOE YYacTHE B
rpynmne, WHaye OHU OyIyT MCKIIOYEHBI W3
TPYIIIBL

ITapameTpsl:

- <vlan_list> — Cnucox HomepoB VLAN,
pa3feNeHHbIX MpoOeTaMu WM JUAra30HOM
(mampumep, 1, 1-5, 1,3,5). [nsg stux VLAN
MEHSIETCSl BpeMsl MaKCHMAaJIbHOTO OTKJIMKA.

- <0-31744> — Bpems oxuaaHus B
MUJUTHCEKYHIaX (Mc), nuama3oH ot 0 go 31744
MC.

KoManga oTMeHsleT py4HYIO YCTaHOBKY
MaKCUMaJbHOTO  BPEMEHM  OTKIMKA U
BO3BpAIllaeT 3HAYCHUE II0 YMOIYAHWUIO JUIS
ykazaHHbIX VLAN.

ip igmp snooping vlan
<vlan_ list> report-suppression

Komanma BrirouaeT TOJAaBIIEHHE OTYETOB
(reports suppression) B mpotokone IGMP
(Internet Group Management Protocol) ans
YKa3aHHBIX VLAN. Orta dbyHKIUSA
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no ip igmp snooping vlan
<vlan list> report-suppression

MpPeIOTBPAIIAeT Mepeaadyy MOBTOPSIIOIIMXCS
OTYETOB OT Pa3HBIX XOCTOB OJAHOM U TOM XKe
MOATPYNIBL, yMeHbIas 00BEM Tpaduka B
cetu. Ecnm onumH XOCT OTHpaBMi OTYET O
MIPUHAITICKHOCTH K TPYIIIE, OCTATbHBIE XOCTbI
B Toil k¢ VLAN MOryT BO3AepkKHUBaTbCS OT
MTOBTOPHOM OTIPABKH aHATIOTHYHBIX OTYETOB.
ITapamerpsl:

- <vlan list> — Cmucox HOoMepoB VLAN,
pa3fenéHHbIX MpoOenaMu WM JUana30HOM
(manpumep, 1, 1-5, 1,3,5). IlomaBnenue
OTY€TOB BKJIFOYAETCS HMMEHHO I JTHX
VLAN.

[TonaBnenue OTYETOB YIIy4IlaeT
3¢ PeKTUBHOCTh 00PaOOTKH MHOT0AJIPECHOTO
Tpaduka, OCOOCHHO B OOJBIIUX CETAX C
OO0JIBIIUM KOJTMYECTBOM KJIUEHTOB.

KoManga oTKIIOYaeT IOOaBICHHE OTYETOB
IGMP nns  ykazannbix VLAN. Kaxnerit
KJIHUEHT CHOBA HAYHET OTHPABJIATH
coOCcTBEHHBIE  OTYETHI  HE3aBHUCUMO  OT
JEHCTBUIM JIPYTUX XOCTOB.

ip igmp snooping vlan
<vlan list> robustness-
variable <1-255>

no ip igmp snooping vlan
<vlan list> robustness-
variable

KOMaHJa  yCTaHaBiIMBaeT KO3 UIIUEHT
ycroiunBocTH  (robustness variable) s
IIPOTOKOJIA IGMP (Internet Group
Management Protocol) B ykazanusix VLAN.
KoaddunmeHT ycToMYMBOCTH TMpEACTaBIISICT
cO0Ol MHOXKUTEIb, KOTOPBII IMpUMEHSETC K
BpEMEHHBIM HHTepBajiaM mporokona IGMP
JUIs  TIOBBILIEHUS  HAJE&KHOCTH  pabOTHI
CUCTEMBl B YCJOBMSIX HECTaOWUJIBHOW CBSA3M
WK OOJBIIOTO KOJIMYECTBA YCTPOUCTB.

UYem Oosnbllie 3HaUeHUE KO3(PPUIMEHTa, TeM
J0JbIlIe COXpaHseTcs 3amuch B TabmuIe
Ipynnbl Jaxe MpU OTCYTCTBUM aKTUBHBIX
YIEHOB TPYMIBI, YTO CHUXAET BEPOSITHOCTH
MOTEpPHU BaXXKHBIX CBEJIEHUH O Ipymmax.
ITapamerpsl:

- <vlan_list> — Ilepeuenp HOomMepoB VLAN,
pa3fenéHHbli nmpobenamMu MM JTUAa30HOM
(manpumep, 1, 1-5, 1,3,5). UmenHo st 3Tux

VLAN WU3MEHHUTCS Ko3ppHULEHT
YCTOWYHUBOCTH.

- <1-255> — [llenoyuciieHHOE 3Ha4YCHHE
kod(pdurmenrta YCTOMYUBOCTH,

IIpUHMUMAOIee 3HaueHus oT 1 1o 255.

KoMaHnga oTMEHSET yCTaHOBIIEHHBIE BPYUHYIO
3HaueHus Kod(p(ULMEHTa YCTONYMBOCTH U
BO3BpallaeT CTaHAApTHbIE HACTPOWKH I
ykazaHHbIX VLAN.
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ip igmp snooping vlan Komannma mo3BojisieTr co3gaTh CTaTHYECKYHO
<vlan_list> static IpylIly MHOroajapecHoi pacceuiku (Multicast
<ipv4_mcast> group) musi ompenerneHHoro Habopa VLAN.
Cratudyecku CKOH(PUTYpUPOBAHHAS TpyIma
O3HAYaeT, 4YTO YCTPOWCTBA AaBTOMATHYECKH
BKJIIOUAIOTCS B HEE, JJaXE €CIIM OHU CaMH He
MPUCHUIAIOT 3alpochl Ha MPHUCOEAMHEHUE K
rpymme.

[TapameTpbi:

- <vlan_list> — IlepeuncneHHbIil CIHCOK
HomepoB VLAN, pasnmeneHHbI mpoOenamu
WM Juana3oHoM (Hampumep, 1, 1-5, 1,3.5).
Bce ykazannsie VLAN mnonydaroT noctyn K
YKa3aHHOM Ipyme.

- <ipv4 mcast> — Axapec MHOTI0aJIpecHOM
rpynnsl  IPv4  (manpumep, 224.0.0.1). Oto
aZipec, Ha KOTOPBIA MPOM3BOAMTCS PacChLIKA

MaKEeTOB.

no j_p j_gmp Snoopj_ng vlan Komanna yaasaeT paHee CO3JaHHBbIC

<vlan list> static CTaTHYEeCKUe TpyMIIbI MHOT0aJIpeCHOMN

<ipv4 mcast> pacceuiku  myis  ykazaHHbix  VLAN wu
COOTBETCTBYIOILIETO apeca IPYIIIbIL.

ip igmp snooping vlan Komanna Omnpenensier uHTEpBal OTIPaBKU

<vlan_list> unsolicited- HecBoeBpeMeHHbIX  (unsolicited)  oTueros

report-interval <0-31744> nporokona  IGMP (Internet  Group
Management Protocol) ans  yka3aHHBIX
VLAN. HecBoeBpemeHnHble OTYETHI

OTIIPABISIOTCS YCTPOHMCTBAMM Cpazy Iociie
MPHUCOCTUHEHNST K TPYyIIe, MUHYS OOBIYHBIN
LUKJI PEeryjspHbIX 3allpoCOB OT MacTepy-
3anpamuBaroniemy (querier).  Ilapametpsr:
- <vlan_list> — Cnucku HOmMepoB VLAN,
pasaenéHHple mpoOenaMu WU JUanazoHoOM
(mampumep, 1, 1-5, 1,3,5). UWsmeHenus
MPUMEHSIOTCS K JaHHBIM VLAN.

- <0-31744> — BpemeHHON HHTEpBall B
MUWJUTHCEKYHIaX (Mc), B auamnazone ot 0 1o
31744 wmc. OrnpenenseTr MUHUMAJIbHBIN
MHTEpBaJl BpEMEHH MEXKIY OTIPaBKaMH TaKHX
OTYETOB.

VYcTaHOBKa MEHBIIETO MHTEPBAla MOBBIIIAET
OT3bIBUMBOCTh  CETH, TMO3BOJSAS  OBICTPO
N00aBJIATH HOBBIE YJIEHBI B TPYIIIIbI, HO TAKXKe
yBEJIUYMBAET Harpy3Ky Ha CETh.

no ip igmp snooping vlan Komanna oTMmeHsieT npeablaylne HacTpOUKH
<vlan list> unsolicited- WHTEpPBAJIA  OTIPABKU  HECBOEBPEMEHHBIX
report-interval OTYETOB U  BO3BpALAET 3HAYEHHUE IO

YMOJIYaHHIO i yKa3zaHHeIX VLAN.

B pexxumMe HacTpoiiky mopTa KOMMYyTaTopa

interface ‘ Bb160p mopTOB U1 HACTPOIKK TapaMeTPOB
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GigabitEthernet
<port type list>

ip igmp snooping
immediate-leave

no ip igmp snooping
immediate-leave

Brutouenrne QyHKUIMU OBICTPOrO BBIXOJA W3
rpynnsl. Koraa

OPUHAT  TAKeT  BBIXOJA W3  TPYIIIBL,
KOMMYTAaTOpP HEMEJIEHHO

yIanseT NopT U3 MHOTOAJIPECHOW yCIyTH, HE
HochLIas

cneunuyHbIi s rpynmsl 3anpoc IGMP GS
Ha 3TOT

uHTepdeiic.

BosBpamaer  00bIYHOE  TOBEJCHHE, NpHU
KOTOPOM 3allCHU COXPAaHSITCS JO KOHIA
TEKYILIETo LUKJIIA OIpoca.

ip igmp snooping max-groups
<1-10>

no ip igmp snooping max-groups

Hasnauenue MaKCHUMAaJIbHOT'O qyciia
MHOT0a/IPECHBIX TPYII,

B KOTOpbIE  TMOPT  MOXET  BCTYNHUTh
onHoBpeMeHHo. Korna

JUTIsl TIopTa OyAeT JOCTUTHYTO MAaKCHMAaJbHOE
YHCIIO TPy,

HOBBIE cooOmieHus ¢ otueramu IGMP o
BCTYIUICHUU B

rpymiy OyIyT 0TOpachIBaThCSL.

Jlonyctumblii Auana3zoH 3HadeHui ot 1 go 10.

Otmenser mnpenplayliee OrpaHUYEHUE U
IIPUMEHSET HACTPOUKHU

10 YMOJIYaHUIO HEOTPAHUYEHHOE YUCIIO TPYIII
(unlimited).

ip igmp snooping filter
<wordl6>

no igmp snooping filter

Hactpoiika  ¢wibTtpa Ha mopry s
MHOT0a/IpECHBIX TPYIIIL.

Korna onpenenennas MHOroaapecHas rpymnmna
BbIOpaHa Ha

noprty, coobuienus: IGMP join reports (oTueTs
0

BCTYIUIGHUM B  TIpymmy) Ha  THOPTY
0oTOpackIBaOTCA

OTMmeHsieT TpeaBapUTENbHO YCTaHOBJIEHHBIN
GuIbTp Ipynnbl U BO3BpALIaeT CTaHIApTHOE
MIOBE/ICHHUE.

Komasn el mpocMoTpa HH(pOpMaIun

show 1p igmp snooping
[detail|<cr>]

- show ip igmp snooping: BBIBOIUT 0a30BYIO
nHpOpPMALMI0O O HACTPOHKaX M COCTOSIHUU
IGMP snooping.

- show ip igmp snooping detail: oToOpaxkaer

MOAPOOHYIO uHpopmaruio, BKJTFOYAsT
JIOTIOJTHUTEIbHBIE  CBEIEHUS O  KaXJIOM
uHTepdeiice, COCTOSTHUE ¢GbunbTPOB,
MaKCUMAaJIbHYIO POJAOKUTEIBHOCTD
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YACPIKaHUA 3almce u Apyruc AC€TaJIbHbIC
apaMeTphl.

show ip igmp snooping group-
database [detail|interface
<port type list>|vlan

<vlan list>|<cr>]

- show ip igmp snooping group-database:
BBIBOJUT 0000ImMEHHYI0 HHPOpMaNHIO 000
BCEX aKTHBHBIX TPYIIAX.

- show ip igmp snooping group-database
detail: moka3pIBaeT pacHIMpEHHbIE CBECHUS O
KQXJI0M TpyIie, BKIIOYAs JOMOJHUTEIBHYIO
CTaTHCTUKY U BPEMEHHBIC METKH.

- show ip igmp snooping group-database
interface  <port_type list>:  oToOpaxaer
MH(POPMAIIHIO TOJBKO Il BBIOPAHHBIX THUIIOB
uHTEpQEICcOoB.

- show ip igmp snooping group-database vlan
<vlan_list>: BbIBOAUT HMH(OPMAIHIO TOJIBKO
Ju1s1 ykazaHHbIX VLAN.

show ip igmp snooping group-
database sfm-information
[detail|interface

<port type list>|vlan

<vlan list>|<cr>]

- show ip igmp snooping group-database sfm-
information: BBIBOOUT OOINUE CBEICHUS O
rpynmne W UCTOYHHWKAX, YYacTBYIONIUX B
(dbunpTparum.

- show ip igmp snooping group-database sfm-
information detail: oroOpakaeT pacmpeHHbIC
MOAPOOHOCTH O KaXJOW Tpymme, BKIHOYast
CTaTUCTHYECKUE JJAHHBIC U CIIUCKU aKTHBHBIX
HMCTOYHUKOB.

- show ip igmp snooping group-database sfm-
information  interface  <port_type list>:
BBIBOJUT  MH(POpPMAIMIO  TOJBKO  JJIs
yYKa3aHHBIX TUTIOB HHTEP(EICOB.

- show ip igmp snooping group-database sfm-
information vlan <vlan list>: oToOpaxkaet
JTaHHbBIE TOJBKO 1715 BBIOpaHHbIX VLAN.

show ip igmp snooping mrouter
[detail|<cr>]

- show ip igmp snooping mrouter: BHIBOAUT
OCHOBHYIO uH(bOpMAITIIO 0
3apEeTUCTPUPOBAHHEIX mMrouters.

- show ip igmp snooping mrouter detail:
npenocTaBisgeT Oojiee NeTalbHBIE CBEICHHS,
BKJIIOYAsl CTATyC U CTATUCTHYECKUE TaHHBIE 110
KOKJIOMY UHTEpGEHcy.

show ip igmp snooping vlan
<vlan list>

[IpenHazHavyeHa g MPOCMOTPA COCTOSTHUS U
HacTpoek MexaHuzmMa IGMP snooping nans
oraensHblx  VLAN.  IGMP  snooping
UCIIONB3YeTCsl ISl ONTUMU3ALMU  Tpaduka
MHOT03/IpecHOM paccbulku (multicast) B ceTsx

Ethernet, KOHTPOJIUPYS npouecc
MPUCOEIUHEHUST M yXola  y3J0B W3
MHOT'0A/IpECHBIX TpyII 5 yCTpaHas

HCKCJIATCIIbHOC U POKOBCIIAHUC.

IIpumep HacTpoliku igmp snooping:

(config)# vlan 100,2036
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config-vlan)# exit
config)# no ip igmp unknown-flooding

)
onfig)# ip igmp snooping
config)# ip igmp snooping vlan 2036
config)# ip igmp snooping vlan 2036 querier election
config)# ip igmp snooping vlan 2036 querier address 2.2.2.2
)# ip igmp snooping vlan 2036 report-suppression
config)# interface GigabitEthernet 1/24

config-if) # switchport mode trunk

switchport trunk allowed vlan 100,2036
interface GigabitEthernet 1/1
switchport mode access

switchport access vlan 2036

)
config-if)
config-if)
config-if)
config-if)

(
(
(c
(
(
(
(config
(
(
(
(
(
(

3.2.34. MLD Snooping

MLD - MulticastListenerDiscoveryProtocol - mporokos ompeneneHuss ToydaTesnen
MHOT'03JIpECHBIX MOTOKOB, HcNoOdb3yromuiics B [IPv6. Anamornunyro posib B IPv4 BbimosnHser
nportokos IGMP.

Komannma ’ Onucanue
['mobGanbHBIE HACTPOIKHU
ipv6 mld snooping Bxkiarouenne (yHknmmd mldsnooping, BKIIOYEHO II0

no ipvé mld snooping YMOIYaHHUIO
Brixmrouenne pyaknuu m1d snooping

ipv6 mld unknown-— Bxitouenne (yHKIHMM PacCBUIKH HE3aperHCTPHPOBAHHOTO

flooding Tpaduka

no ipv6 mld unknown- | OrkmoueHue (GyHKIUM PACCBUIKM HE3apErUCTPHPOBAHHOIO

flooding tpaduka. YnpapieHHe JIaBUHHOW DAacCBUIKOM BCTYIIaeT B
CHIIly TOJNBKO TOT/a, KOrjga BKIOUeHAa  (PyHKIUA
mldsnooping.

Korga MLD Snooping OTKJIIOYEH, HE3aperuCTPHUPOBAHHBIN
tpapuk IPMCv6 Bcerna akTHBEH, HECMOTpS Ha 3TOT

rnapamerp.
ipve mld ssm-range Hacrtpoiika amanmazona SSM (MHoroagpecHas pacchUIKa C
<ipv6_mcast> Y4€TOM HCTOYHHUKA) MO3BOJSAET y3JaM U MapLIpyTH3aTOpaM,

noaaepxkuBaoIuM SSM, 3amyckaTh MOJENb CIy>KO0be SSM
JUIS TPYTII B IMAna3oHe aJIpecoB.

ipv6e mld host-proxy BkiroueHne mpokcu-cepBepa. OTy  (QYHKIHIO MOXHO
UCMOJIb30BaTh, YTOObI H30€XKaTh MEPECHUIKH HEHYXHBIX
COOOIIEHUN O TPUCOCAMHEHUH U OCTaBUTH COOOIIECHUS Ha
CTOpPOHE MapLIpyTH3aTOPA.

no ipvé mld host- OTKIIIOUEHHE TIPOKCH-CEPBEPA

proxy

ipv6 mld host-proxy Bxmouenne MLD Leave Proxy. Oty (yHKIHIO MOXKHO
leave-proxy WCIIOJIB30BaTh, YTOOBI M30€XaTh IEPEChUIKH HEHYKHBIX

COOOIIEHNH 0 BBIXOJIE Ha CTOPOHY MapIIpyTHU3aTopa.

no ipveé mld host- Brikmouenne MLD Leave Proxy.
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proxy leave-proxy

ipv6e mld

vlan <vlan list>

snooping

MLD Snooping VLAN Configuration

interface vlan<vlan list>

Coznanne uaTepdeiica

ipv6o mld

snooping

no ipvé6é mld snooping

Brxutouenne ¢ynkmum mldsnooping s
VLAN

Brixmouenune ¢ynkuuu mldsnooping s
VLAN

ipv6o mld
election

snooping querier

no ipv6 mld snooping querier

election

Bxutouenne Beibopa MLD Querier B VLAN

Brixmrouenue Beioopa MLD Querier B VLAN

ipv6e mld

snooping

compatibility {auto | vl | v2}

Hactpotika COBMECTUMOCTH.
3HaYeHHE COBMECTUMOCTU MO YMOJIYAHUIO -
MLD-Auto.

ipv6o mld
7>

snooping priority <0-

[Ipuoputer uHTepdeiica
OH  yka3plBaeT ypOBEHb  NpUOpUTETA
YIIPABJISAIOLIETO KaJzpa MLD,
CTE€HEPUPOBAHHBIM CHUCTEMOMN. DTH 3HAYEHUS
MOXHO HCIOJIb30BaTh IS ONPEICICHUS
MIPUOPUTETOB PA3IMYHBIX KJIACCOB Tpaduka.
3HayeHne npuopuTeTa HMHTEpdeiica 1o
yMoI4aHuto - 0.

ipv6o mld
variable

snooping robustness-
<1-255>

Hacrtpoiika mnepeMeHHOM  yCTOWYMBOCTH.
[lepemMeHHass ~ yCTOMYMBOCTM  IO3BOJISET
HAaCTPOUTh OXKHUIAEMYIO0 IIOTEPI0 IIAKETOB B
KaHaje.

Honyctumblid  nuana3oHl k 255, 3HaueHue

HepeMﬁHHOﬁ yCTOﬁQHBOCTH 0 YMOJIYaHUIO -
2.

ipv6e mld
interval

snooping query-
<1-31744>

Hacrpoiika UHTEpBaia 3ampoca.
WNHTtepBan 3ampoca - 3TO MHTEPBANT MEXKIY
o0ImuMu 3aIpocamu, OTIIPABJIIEMbIMU
3aIPOCYUKOM.

Jonyctumbiidi nuana3zoH <1-31744>CeKyH[I,
MHTEpBAJ 3al1poca [0 YMOIYAHUIO COCTABIISET
125 cexyH.

ipv6e mld

response-—

snooping query-max-
time <0-31744>

Hactpoiika wuHTepBana oOTBeTa Ha 3ampoc.
MaxkcumansHas 3a7epKKa OTBETAa,
HCIOJIb3yeMas A pacueTa MaKCHUMaJbHOTO
KOJIa OTBETA, BCTaBJISIEMOIO B MIEPUOINYECKUE
o0mue 3aIpOoCHl.
JlonmycTumbli JAaIa3oH <0-31744>
WHTepBan oTBeTa Ha 3ampoc MO YMOJIYaHUIO
cocrapiseT 100 B necsaThix qomsx cekyH bl (10
CEKYHJI).

ipvée mld

snooping last-member-

query-interval <0-31744>

Hacrpoiika MakcMMaJIbHOW 3a/1€pKKH OTBETA,
Honyctumblid  nuanazoH <0-31744> B
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JECATBIX JIONSIX CEKyHJAbl, HHTEpPBal IO
yMOJT4aHUI0 coctaBisier 10 B gecarsix qosei
cexkyHbl (1 cexynaa).

ipve mld snooping unsolicited- | Hacrtpoiika HHTEpBajga He3alpalIdBaeMOroO
report-interval <0-31744> OTYETA — ITO BPEMS MEKIY MOBTOPEHUIMH
[IEPBOHAYAILHOTO oTyeTa y3ia,
MPEICTABIISIONICTO UHTEpEC, B

MHOTI'03JIPECHOM aJipece.
Honyctumblid  nuanazoH <0-31744> B
JECATBIX JIOJISIX CEKyHJAbl, HHTEpBal IO
YMOJYaHHUIO - | cekyHaa

Hactpoiika noptoB

interface GigabitEthernet Be160p mopTOB U1 HACTPOWKU ITApaMeTPOB

<port type list>

ipv6 mld snooping mrouter Hactpoiika mopra B KadecTBe IOpTa
MapuipyTusaropa

no ipv6 mld snooping mrouter OTMeHa KOMaHIbl

ipv6 mld snooping immediate- Bxrouenue byHKIIH HEMEUICHHOTO

leave orkimoueHuss. CucremMa yAaauT — 3aluch

IPYIIBl W MPEKPATUT MEPEChUIKY JIaHHBIX
mocje TOJTYYCHUsT COOOIIEHUS O BBIXOJE W3
MLDv1, He oTnpapisis cooOIeHus 3ampoca
IIOCJIETHETO YYaCTHUKA.

Breikmrouenne  (QyHKIMHM — HEMEJIEHHOTO

No ipv6 mld snooping OTKITIOUCHUSL.

immediate-leave

ipv6e mld snooping max-groups Orpannuenue KOJIM4YeCcTBa Irpynn

<1-10> MHOT'0aJJPECHOM PACCBUIKU, K KOTOPBIM MOXKET
MPUHAJICKATh TOPT KOMMYTATOpa.

ipv6e mld snooping filter Hacrporika KOHTpPOJIA JIocryna npu

<wordl6> perucTpanyu rpynn MHOT'0aIpECHON
pacChbUIKU
<word16> - mnpoduns IPMCB kadecTBe

YCJIOBUS q)HHLTpaI_II/II/I JJIs KOHKPETHOT'O TTOPTa

3.2.35. LLDP

[Tporoxon LLDP (LinkLayerDiscoveryProtocol) sBnseTrcs mnpoTOKOJIOM KaHaJIbHOTO
YPOBHsI, HA KOTOPOM CETeBbIE YCTpOiicTBa O0OMEHHBaIOTCS MHpOpManueil o cebe ¢ Ipyrumu
YCTPOWCTBAMH, HANPSIMYI COEIMHEHHBIMM 4depe3 ceTb. Mcnonb3ys LLDP, nBa ycrpoiicTsa, Ha
KOTOPbIX (YHKIIMOHMPYIOT CETEBble MPOTOKOJIbI pa3HbIX YpOBHEH, MOryT oOyd4arbes
uHpopmanuu napyr npyra. Jns oOHapyXeHHs COCEIHUX YCTPOMCTB HCHOJB3yeTcsl Habop
aTpubOyTOB, cchutaromuiics Ha TLV. YerpoiictBo MoxkeT mepenaBaTh M HNPUHUMATh TaKylo
JeTallbHYI0 HH(OpPMaLIKIO, KaK OMMCAHKUE MOPTa, OIMCAHUE CUCTEMBI M €€ BO3MOXKHOCTEH, aapec
yIpaBIEHUS.

Komanma \ Ormcanue
['moGasibHbIe HACTPOUKHU
1ldp timer<5-32768> | Hactpoiika WHTepBala MeXAy KaapaMu
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LLDP, ornpasisieMbIMH COCEISIM JAHHOTO
YCTpOWCTBA AJiT OOHOBJICHUSI MH(POPMAIIUH
0 JaHHOM ycrpouctBe. Jlomyctumbie
3HadyeHus: oT S5 npo 32768 cexkyna. Ilo
YMOJYaHHUIO 3a1aH0 30 CeKyH/I.

1ldp holdtime <2-10>

JlaHHas HacTpolKa OompeaeisieT, KaK J0JIro
KaJapbl LLDP OoyayT CUUTATHCS
NPaBWIbHBIMU U HUCHOJB3YETCS  JUIsS
Boluncienuss TTL. Jlnana3oH IomyCTUMBIX

3HayeHuii: 2~10 pa3. Ilo ymomyaHuro
3a7aHo 4.

lldp transmission—delay <1-8192> HaCTpof/'IKa 3az[ep>1<1<1/1 MEXIOy KaapaMu
LLDP, COZEpKALLIUMHU U3MCHCHHUS

KOHuryparuu. JlonycTimpie 3HAaUSHHS: OT
1 1o 8192 cekyH.

1ldp reinit <1-10>

Hacrtpoiika 3amepkku MexAay Kaapom
OTKJIIOYEHHS W HOBOW WHUIIMAJIU3AIHEH
LLDP. lonyctumelie 3Hayenusi: ot 1 go 10
CEKYH/I

Hacrpoiika nopra

interface GigabitEthernet
<port type list>

Br16op mopToB 17151 HACTPONKH MapaMeTpoB

lldp transmit

no lldp transmit

Pexxum  paboThl:  TOJNBKO  Iepejaaya.
KommyTtarop Oyner IOCHLIATh
nHpopmaIuio LLDP, HO Ooyner
oTOpachIBaTh nHpOPMALINIO LLDP,

MMPUHATYIO OT COCCAHUX yCTpOﬁCTB.

Brikmrouar PCIKUM

11ldp receive

no lldp receive

Pexnm paboTHI:
KommyTtatop Oyner
uHpopmanuo  LLDP,
COCEIHUX YCTPOMCTB.

TOJIBKO MIpUEM.
aHaJIU3UpOBaTh
IPUHATYI0  OT

Brikmouar PEIKUM

1l1ldp cdp-aware

Omnepanus CDP aware (Pacno3naBanue
CDP) ucnonb3yercss A J1€KOAUPOBAHUS
Bxosmumx kaapoB CDP (Cisco Discovery
Protocol). Eciu aTa onus Brrouena, CDP
TLVs, KoTOpble MOTYT OBITH OTOOPA’KEHBI B
COOTBETCTBYIOILEE MOJIE TAOIHUIIBI COCETHUX
ycrpoiicte LLDP OyayT nexkoaupoBaHbl, B
IPOTHUBHOM Cllydyae A3TH KaJapbl OyayT
otOpomiensl. CDP TLVs otoOpaxatorcs B
noJie TabJuIlBl cocenHux yerpoicts LLDP

11dp tlv-select (management-

address vid| port-description
system-capabilities | system-
description | system-name)

Hactpoiika atpuOyToB st 0OHaApyXEHUS
COCETHUX YCTPOHUCTB. OTH  aTPUOYTHI
colepKaT ONUCAaHWS TUMA, JJIMHBI H
3HaueHUr U cchiiatotes Ha TLVs. [lanHoe
YCTPOMCTBO MOKET TepeAaBaThb TaKylO
JeTalbHyl0 WHGOpPMAIUIO, KaK OMUCAHHE
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no 1lldp tlv-select (management-
address vid| port-description |
system-capabilities | system-
description | system-name)

nopra, uMs M ONHUCAHHUC CUCTCMbBI U C€C
BO3MOYKHOCTEH, aJipec yrpaBIICHUS.

OTKITIOUCHHE COOTBETCTBYIOIIETO
atpubyrta. CocenHue ycTpoiicTBa He OyIyT
OJIy4aTh COOTBETCTBYIOIIYIO

uHpopManuio 00 yCTpoicTBe.

3.2.36. LLDP MED

[Tporokon LLDP st koneunsix meaua-ycrpoiicte LLDP-MED (LLDP for Media Endpoint
Devices) siBnsercs paciupernneM LLDP u pabotaetr Mex 1y KOHEUHBIMU yCTPOHCTBAMHU, TAKUMH
kak [P-tenedoHbl U ceTeBbIMU ycTpoiicTBaMu (Hampumep, kommyTtaropamu). [Ipotokon LLDP-
MED o06ecnieunBaeT noAepkKKy nIpuiiokeHui nepenauu rosnoca o IP (VoIP) u nononuurensHbie
TLVs mis oOHapyxeHUs, oOecriedeHHs TOJUTUKH ceTd, ¢yHkiuu Power over Ethernet,
YIpaBJIEHUS PEeCTPOM U UHPOPMAIIUH O MECTOIIOJI0KEHUH.

Komannma

‘ Onucanne

['moGasibHBIC HACTPOHKHU

11ldp med fast <1-10>

Hacrtpoiika napamerpa Fast start repeat
count (Yucio moBTOPOB OBICTPOTO CTapTa)
MO3BOJIIET 3a7aTh, CKOJIBKO pa3 Oyxer
MOBTOPEH  OBICTPBIM  CTapT MEpeaayu.
Pekomengyemoe  3Hauenue (4  pasa)
O03HAYaeT, 4YTO C HMHTEpBAIOM | CceKyHzaa
Oynyt mnepenanel 4 kagpa LLDP, ecnu
npusaT kagp LLDP ¢ HoBol uHpopMmaruei.
Cnenyer ormeruth, uto LLDP-MED wu
mexanu3sm LLDP-MED Fast Start 100
npelHa3HayYeHbl TOJMBKO JJs paboThl Ha
JIMHUSAX MEXIY YCTPOHMCTBAMU COCIUHEHUS
no ceru, noaaepxusarommumu LLDP-MED
u KOHEYHBIMHU yCTpOMCTBaMU u
HEMIPUMEHUMBl K JIMHUSM MEXIY
aneMeHTaMu  MHQpacTpykTypsl  LAN,
BKJIIOUAsl M YCTPOMCTBA COEAUHEHHUS 110 CETU
WJIY JIMHUH JIPYTOr0 THUIIA.

11dp holdtime <2-10>

[lanHast HacTpolKa OIpenensieT, KaK J0Jro
KaJpbl LLDP OynyT CUUTATHCS
NPAaBWIBHBIMM U HUCIOJB3YETCS UL
BberunciieHnss TTL. /lmana3oH momyCTUMBIX
3HaueHuit: 2~10 pa3. Ilo ymomuanuto
3agado 4.

11dp transmission-delay <1-8192>

Hacrtpolika 3amepxku MexIy Kaapamu
LLDP, COJZIEPKAINMHA N3MEHEHUS
KoH(uryparuu. /[omycTumbie 3HAYSHUS: OT
1 no 8192 cexynn.

11ldp reinit <1-10>

Hactpoiika 3amepKku Mexay KaIpoM
OTKJIIOUEHHS M HOBOW WHUIIMAIU3AIINEN
LLDP. [lonyctumsle 3HaueHus: ot 1 mo 10
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CEeKYHJ

HacTtpolikyu MecTonosioKeHust

11dp med location-tlv latitude
(north south) <word8>

3aganue mupothl. Illupora nomkHa OBITH
npuBeaeHa B auamnazoHe 0-90 rpamycoB u
comepxkare He Oonee 4 uudpp. MoxkHO
3a]aTh AKBAaTOPHAIBHOE ITOJIOKEHUE OO
Ha ceBep oT ’kBaropa (North) mmubo Ha ror
(South) ot skBaTOpa.

11dp med location-tlv longitude
(east west) <word9>

3amanue n0oarotel. Jonrora momkHa OBITH
npuBeaeHa B auanazone 0-180 rpamycoB u
comepxkare He Oonee 4 uudpp. MoxkHO
yKa3aTh HampajeHHe — 100 Ha BOCTOK OT
HyJneBoro mepuauana (East) mu6o Ha 3aman
OT HyJieBoro Mepuanana (West).

11dp med location-tlv (floors
meters) <wordll>

3aganue BBICOTHI. BpIcOTa [JOKHA OBITh
NpuBeAcHa B JauMana3oHe ot - 32767 no
32767 wm comepxarb He Oomee 4 1UD.
MoxHO BBIOpAaTh E€IUHUIIBI HM3MEPEHUS
BBICOTHI — JINOO B METPaX, JI0O B ATAXKAX.

11dp med datum (nad83-mllw
nad83-navd88 wgs84)

Br100p crcTeMbl KOOpIMHAT:

» WGS84: (I'eorpaduueckue, TpeXMEepHBIC)
— Bcemupnas reone3unueckas cucrema 1984,
CRS Code 4327, nyneBoii MepuauaH:
TPUHBUYCKHUH.

* NADS3/NAVDS&S: CeBepoamepukaHCKas
cucrema koopauHat 1983, CRS Code 4269,

HYJIEBOU MEpUANAH: TPUHBUYCKHIA;
CBsI3aHHAas C ATOW cHCTeMa KOOPJMHAT IO
Beptukamun - North American Vertical

Datum of 1988 (NAVDS88). DOrta mapa
CUCTEM KOOpPJIMHAT MCIONb3yeTcd JJid
YKa3aHMsI MECTOIIOJIOXKEHUS Ha 3eMile, Ha
BOJHBIX IPOCTPAHCTBAX, IOJIBEP)KEHHBIX
NPUIMBAM U OTJIMBAM (11 KOTOPBIX MOXKHO
HCII0JIb30BaTh CUCTEMY KOOpJIUHAT
NADS3/MLLW).

« NADS3/MLLW: CeBepoamepukaHcKas
cuctema koopaunat 1983, CRS Code 4269,
HYJIEBOU MEPHUINAH: TPUHBUYCKHII;
CBsA3aHHAsl C 3TOM CHUCTEMa KOOPAMHAT IO
Beptukain - Mean Lower Low Water
(MLLW). Dta mnapa CBfA3aHHBIX CHCTEM
KOOpJMHAT HCIIOJIb3YETCS NpHU yKa3aHUU
MECTOIIOJIOKEHHSI B OKEaHe, Ha MOpsSIX U Ha
101 npyrux BogHBIX IpocTpaHcTBax. Onuus
BiitoueHa, CDP TLVs, kortopsle moryt
ObITh OTOOpaXEHBI B COOTBETCTBYIOILEE
noJjie TabauIbl coceHux ycrpoicts LLDP
OyIyT 1€KOJUPOBaHbI, B IPOTUBHOM Cllydae
9TH KaJpbl OynyT otOpomiensl. CDP TLVs
OTOOpaXXaroTCsI B TMOJIE TAOIHMIBI COCETHUX
ycrpoicts LLDP
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11dp med location-tlv civic-addr
(additional-code | additional-
info | apartment | block |
building | city | country |
county | district | floor |
house-no | house-no-suffix |
landmark | leading-street-
direction | name | p-o-box |
place-type | postal-community-
name | room—number | state |
street | street-suffix |
trailing-street-suffix |
code)

zip-

VYkazanue ajgpeca

additional-code - [loGaBO4HBII KO
additional-info - [lononHuTEnpHAS
nH(pOpMaLIKA O MECTOIOJIOKEHHUH.
Apartment - AnapTameHT, HOMEp.
Block - Knapran, Gyok.

Building - Crtpoenue.

City - Topon, mocenoxk.

Country - Kox crpansl no cranmapry
ISO 3166, cocrosmuii U3 AByX MPOMUCHBIX
oyks ASCIL

County - OKpyr.

Paiton ropoma, oxpyr
ropoja, aAMUHUCTPATUBHBIN paliOH TOPOJIA.
Floor - Orax

house-no - Homep noma
house-no-suffix - Cyddukc HOMEpa
Joma.

Landmark -  Azpec Kakoro-imoo

3aMETHOI0 00BbEKTa Ha MCCTHOCTH.
leading-street-direction -

HamnpaBnenue riiaBHON yJIHIIBI.

Name - O@OHO pe3uaeHTa wiau Juua,
apeHIYoIIero oguc.

p-o-box - Homep abOHEHTCKOTO sIIKKa
place-type - Tun nnomaau

District -

postal-community-name - ©®HO
MIOYTOBOI'O aJpecara

room-number - Howmep
KOMHaTblstate - Ennanna

aJIMMUHHACTPATUBHO-TEPPUTOPHAIIBHOTO
neneHus  (WTar,  KaHTOH,  PEruoH,
NPOBUHIINSA, IPEPEKTYpa).

Street - VYiuna.

street-suffix - Cyddukc ynuibl
trailing-street-suffix -
HaBuranuonHsiii cyddukc ynuibt
zip—-code - IlouyToBEBIl KOJI

Co3znanue npaBui

11dp med media-vlan-policy <0-
31> (guest-voice

guest-voice-signaling (CurHanusanmys — TOJIOCOBOTO  BBI30Ba),
softphone-voice “Guest Voice” ([ocTeBol ToJ0COBOM
streaming-video video- BbI30B),  “Guest  Voice  Signalling”
conferencing video-signaling | (CurHanusalus TOCTEBOTO TOJOCOBOTO
voice voice- BbI30Ba), “Softphone Voice” (Tonocosoit
signaling) (tagged untagged) BEI3OB 10 codrodony),  “Video
<vlan_id> (dscp 12- Conferencing” (Buneokondepenmus),
priority) “Streaming”  (IloTokoBasi  mepejaya),

Tuns! npuioxxeHuit, B ToM uucie: “Voice”
(T"'onmocoBoit  BbIZOB), “Voice Signalling”
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“Video Signalling” (Curnanuzanus
BHJICOTIOTOKA).

12-priority - BBIOOp OJHOTO U3
BOCBMH YPOBHEU NPUOPUTETA

dscp - OJHO U3 3HAYCHUM 64-TOYCUHOTO
KoJ1a

3.2.37. Tabiauua mac —aapecos

Ta6mma MAC-aapecoB — 310 Tabimia cooTBeTcTBUM Mexxty MAC-anpecaMu yCTpOHCTB
Ha3Ha4YeHUs U opTaMu KoMmyTtaTtopa. MAC-aapeca MOTYT ObITh CTATUYECKUE U TUHAMUYECKUE.
Cratnueckue MAC-aapeca HacTpaWBalOTCSl IMOJIb30BATEJIEM BpPYYHYIO, UMEIOT HaWBBICIIWNA
MPUOPHUTET, XPAHATCS MOCTOSHHO M HE MOTYT OBITh mepe3anucanbl quHamudeckumu MAC-
aapecamu. MAC-aapeca — 3TO 3alUCH, MOJyYEHHbIE KOMMYTATOpPOM B IE€PECHUIKE KaJpOB
JIAHHBIX, U XPAHATCA B TEYCHHE OIPaHUYEHHOTO Tieproa BpemeHu. Korjma komMyTaTop nojyqaer
KaJp NaHHBIX JJIs JalbHelIe nepeaayu, on coxpanser MAC-aapec kajpa JaHHBIX BMECTE C
COOTBETCTBYIOIIUM eMy nopToM HazHaueHus. Korma MAC-tabnuna onpammBaercs i MOUCKa
MAC-aapeca Ha3HaueHUs, IPU HAXOXKJEHUU HYKHOTO ajjpeca KaJp JaHHBIX OTIPABISETCS Ha
COOTBETCTBYIOIINI MOPT, HHAYE KOMMYTATOP OTIIPABIISET KaJip HA MIMPOKOBEIIATEIbHBIN JIOMEH.
Ecnmu nunamuuecknit MAC-aapec He BcTpeuaeTcsi B MPUHATHIX KaapaxX NaHHBIX JIUTEIbHOE
BpeMsl, 3aiCh 0 HeM Oynet ynaneHa u3 MAC-tabnuibl KOMMyTaTopa.

Komanna Onucanue
mac address-table aging-time Hacrpoiika cpoka ycrapeBanus miss MAC -
<0,10-1000000> aJpecoB, IOJYYEHHBIX 00yYEeHHEM, KOTOPHIE

OyayT mpucyrctBoBarh B Tabiuune MAC -
angpecoB. J[Manma3oH IONMYyCTUMBIX 3HAYECHUM:
ot 10 1o 1000000 cexyHa

mac address-table learning Bxmouenne wu3yuenus MAC-aapecoB B
vlan <vlan list> 3a1aHHOM Vlan
mac address-table static Hacrpoiika crarngeckux MAC-anpecoB

<mac_addr> vlan <vlan id>
interface GigabitEthernet
<port type list>

3.2.38. Privatevlan

Yactasle VLAN ocHOBaHBI Ha Macke MOpTa UCTOYHMKA U HE COCTUHSIOTCA C OOBIYHBIMU
VLAN. 310 o3Hauaer, uro HoMepa VLAN ID o6bruynbix VLAN u HOMepa VLAN ID uvacTHbIX
VLAN wmoryT ObITh OMHaKOBBIMH. YTOOBI OblIa BO3MOXKHA Iepejaya MakeToB, MOPT JIOJIKEH
npUHaJIeKaTh U 00bIyHON, U yacTHOM VLAN. Ilo ymonuaHuto, Bce HOPThl HE MOAAEPKHUBAIOT
VLAN u asnstorcst wieHamu VLAN 1, u Private VLAN 1.

[Topr, He noanep:xuBaromuii VLAN, MoxeT ObITh YWiIeHOM ToJIbKO 0JHOU VL AN, HO MOXeT
OBITH YWIEHOM HECKOJbKUX YacTHBIX VLAN.

Yactasie VLAN ncnons3yroTces A TpyIIMPOBKY IIOPTOB € LEJIBIO IPEAOTBPALICHUS CBSA3H
BHYyTpu PVLAN. M3onsamus nopra ncnosb3yercs Al NpeJOoTBPALCHHs CBA3M MEXKIY NOpTaMu
KIMeHTOB B onHOW W Tou *€ VLAN wmnm vactHo VLAN. IlopT, KOTOpBI H30JIUPOBaH OT
OCTaJIbHBIX MOPTOB HE MOJKET TepenaBaTh KaKOH-TMO0 OJHOAAPECHbIM, MHOTOAIPECHBIH WIH
HIMPOKOBEIaTeNbHbIN TpaduK B Jt00bIe qpyrue noptel Toil ke camoit VLAN unu PVLAN.
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Komanna ‘()nucaHHe

Hactpoiika noptoB

interface GigabitEthernet Be160p opTOB U1 HACTPOWKU ITapaMeTpoB

<port type list>

pvlan <range list> Co3znanue Private VLAN

no pvlan <range_ list> Vaanenue Private VLAN

pvlan isolation KomaHga BbIONHEHHME KOTOPOU MPUBEAET K
U30JIALUHI BBIOPAHHBIX IOPTOB OT OCTAJIBHBIX.

no pvlan isolation OTMeHa KOMaHIbI

ITpumep Hactpoiiku Port Isolation :

# configure terminal

(config) # interface GigabitEthernet 1/1
(config-if)# pvlan 1-2

(config-if)# pvlan isolation
(config-if)# interface GigabitEthernet %z
( ) # pvlan 3-4

( )# pvlan isolation

config-if
config-if

[Ipumep nactpoiiku PVLAN st rpynnsl KOMMYyTaTOpOB:

Router

munus
_— PVLAN| _ b
/-/___'.-.—_r--———'“-hhh Trunk ] Trmr;mm//—\
i

el ] e \\:\

/ i N
/ /. Host 1 2—| Switch 1 -3 Host 3
! Isolated Community
,’ Port Port
/ | Secondary . Ah Secondary
| Isolated i:z::“rd | Community
| \Vipt10 ror "I ViD= 26
1 = ] =
l'., Isolaled Community|
Port . Paort
AN Host2 [— Switch 2 [ Host 4 / /
5 i
AN s o
ot & i,
“x;;% - S fijﬁ;
~lT---="" PVLAN Domain T

\_\Primary VID = 39/_/

Swith 1 (config)# hostname Swith 1
Swith 1(config)# vlan 10
swith 1 (config-vlan)# name Isolated VLAN
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swith 1
Swith 1
swith 1
swith 1
Swith 1
swith 1
swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1

config-vlan)# exit

config)# vlan 20

config-vlan) # name Community VLAN
config-vlan)# exit

config)# vlan 30

config-vlan)# name Primary VLAN
config-vlan)# exit

config)# svl fid 30 wvlan 10,20,30

config)# interface GigabitEthernet 1/1
config-if)# description to Router
config-if)# switchport mode trunk

config-if)# exit

config)# interface GigabitEthernet 1/2
config-if)# description Isolate port
config-if)# switchport mode hybrid

)
Swith 1 (config-if)# switchport hybrid native wvlan 10
Swith 1(config-if)# switchport hybrid allowed vlan 30
Swith 1 (config-if)# no switchport hybrid ingress-filtering
Swith 1(config-if)# switchport hybrid egress-tag none
Swith 1(config-if)# exit
Swith 1(config)# interface GigabitEthernet 1/3
Swith 1(config-if)# description Community port 1
Swith 1(config-if)# switchport mode hybrid

Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1
Swith 1

config-if switchport hybrid native wvlan 20
config-if
config-if)# switchport hybrid egress-tag none
config-if)# exit

config)# interface GigabitEthernet 1/4
config-if)# description to Swith 2
config-if)# switchport mode trunk

config-if) #

config-if)#

N o ~ m ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ o~ o~ o~ —~

end

config)# switchport vlan mapping 1 egress 10 30
config)# switchport vlan mapping 1 egress 20 30

config-if)# switchport trunk allowed vlan 10,20,30

)
) #

config-if) # switchport hybrid allowed vlan 20,30
)# no switchport hybrid ingress-filtering
)

switchport trunk allowed vlan 10,20,30

B npumepe unrepdeiic GigabitEthernet 1/1 ciyxuT 11 noaxiIoueHus: MapIpyTHU3aTopa,

OH MOJKET 0OMEHHUBATLCS JaHHLIMU ¢ XocTaMu 1-4 u Switch 1 u 2.

XocTtsl 1 1 2 MOryT 0OMEHMBAThCS TAaHHBIMH C TOJIbKO MapripytusatopoM (Isolated VLAN

10).

Xoctel 3 M 4 Mory OOMEHHMBATHCS [AaHHBIMH C MapIIPyTH3aTOpPOM M MeX1y co0oi

(Community VLAN 20).

3.2.39. N3o0asuus noptoB (Protected ports)

(DYHKI_II/IH, KOTOpasa MO3BOJIACT MPCAOTBPAIIATH oOMeH JaHHBIMU MCIKIY OHpCIleJ'IéHHLIMI/I

nmopramu, IO3BOJISAA UM BSaHMOHeﬁCTBOBaTL TOJIBKO C Ha3HAYCHHBIMHU uplil’lk-l'[OpTaMI/I.

Komanma Omnucanue

Komanja B pesxuMe HacTpoiku uuTepderica (rpymnisl HHTEpQEiicoB)
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switchport protected-port

no switchport protected-port

[lepeBectn mopt (rpymiy MOPTOB) B PEKHUM
HN30JIA0UNA.

BoccTranoBuTh 3HaUCHUE 110 YMOJIYaHHIO.

Komanga npocmoTpa nnhopmanuu

show switchport protected-port
[ interface <port type list> ]

[Tokazats nHGOPMANHMIO O GYHKIINH H30JIALUH
Ha uHTepdericax (rpynmbl uHTEpdEHcoB).

3.2.40. VCL

MAC-basedVLAN -nHa3znadenne Homepa VLAN B COOTBETCTBHH ¢ MaK-aAPECOM XOCTa.

Komanma

‘()anaHHe

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Bo160p mopToB /1 HACTPOIKK apaMeTpoB

switchport vlan mac
<mac_ucast> vlan <vlan id>

no switchport vlan mac
<mac_ucast> vlan <vlan id>

Hactpoiika mpuBsizku mac-aapeca K vlan

VY nanenue npuBsA3Ky.

Protocol-basedVLAN — na3znauenne Homepa VLAN B 3aBUCUMOCTH OT UCHOJIb3yEMOTO

IIPOTOKOJIA

Komannma

‘()anaHHe

['moGasibHBIC HACTPOHKHU

vlan protocol eth2 <0x600-
Oxffff> group <wordl6>

vlan protocol snap 0x00EO02B
0x0001 group <wordl6>

vlan protocol 1llc Oxff Oxff
group <wordl6>

BBI60p COOTBCTCTBYIOLLICTO IMTPOTOKOJIA
0x00E02B — OUL (0x000000 - 0XFFFFFF)
0x0001 — PID(0x0 - OXFFFF)

Oxff — DSAP(0x00 - 0xFF)
0xff - SSAP(0x00 - OxFF)

Hacrpotika rpynimsl

interface GigabitEthernet
<port type list>

Br160op nopToB A1 00bEAMHEHUS B TPYIILY

switchport vlan protocol group
<wordl6> vlan <vlan id>

no switchport vlan protocol
group <wordlo6>

Komanpna, BBIOIHEHHE KOTOPOW NPHUBEAET K
O0BbETUHEHNIO TOPTOB B OJHY TIpymdmy u
HazHaueHue el VLAN.

VY naneHue COOTBETCTBYIOIIEH IPYIIITBI
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IP Subnet-based VLAN - naznauenne Homepa VLAN B 3aBHCUMOCTH OT ip-azipeca

Komanma

‘ Onucanue

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Br160p MOPTOB U1 HACTPOIKK TapaMeTPOB

switchport vlan ip-subnet
<ipv4 subnet><vlan id>

no switchport vlan ip-subnet
<ipv4 subnet><vlan id>

Hacrpolika npuBs3Ku ip-aapecos K vlan

Vz[aneHHe IIPUBA3KHU.

3.2.41. Voice VLAN

Oyukus rosocoBoii VLAN mo3BoJsieT mepechuiaTh TOJIOCOBOH TpaduK B TOJIOCOBOM
VLAN, mocie 4ero KOMMYTaTOp MOXET KIacCU(PUIMPOBAaTh M IUIAHUPOBATH CETEBOM
Tpaduk. Pekomenayercs, 4ToObl Ha TOpTy ObLIO 1Be ceTrt VLAN - ontHa ist TOJI0Ca, ApyTas s

JaHHBIX.

Komanna

’ Onucanue

['moGasibHBIC HACTPOHKHU

voice vlan

no voice vlan

Bxnrouenue ¢ynkiuu voice vlan
[Ipumeuanue. Ilepen akTuBanuen ro10CoBOro
VLAN na xommyratopax: NTS-1080, NTS-
1024, NTS-15040, NTS-15080, NTS-1080P,
NTS-1024P, NTS-15040P, NTS-15080P,
NTS-4G2S-AT, NTS-8G2S-AT, NTS-4G2S-
BT, NTS-8G2S-BT. Otkitounte MNpPOTOKOI
MSTP, uToOBI HPEIOTBPATUTH BO3MOXKHbBIE
KoHGuUKTBI. Ha ocrasbHBIX ycTpoHcTBax
cepun MSTP coBmectum ¢ dynkuueir Voice
VLAN.

Boikmouenune @yHkuuu voice vlan

voice vlan vid

Haznauenue Homepa vlan

voicevlanaging-time<1l0-
10000000>

Hacrpoiika BpemeHnu 6e30macHoro oOy4deHwusl.
JlomycTuMblii auamnazoH coctaBiuser ot 10 g0
10000000 cexynn. Ilo ymomuanuto —
86400cek.

voice vlan class <0-7>

VYkasbiBaeT knacc Tpaduka. Becy Tpapuk B
Voice VLAN Oyner umets 31oT Kimace. [lo
YMOJIYaHHKO YCTAHOBJIEH 7 Kjacc.

voice vlan ouil <oui>
description <line32>

Cosnmanue 3anmcu B Tadmure OUI

Oui - 93TO T1I00aJBbHBIN YHHUKAJIBHBIN
uneHtudukartop, npucBoeHHbliii IEEE. On
JIOJDKEH COCTOATh M3 6 CHMBOJIOB, (opmar
BBOJIA - «XX-XX-XX» (X - IIECTHaJALaTepUyHas

uudpa).
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Description - Omnwucanue agpeca OUI

no vlan oui <oui> Y jaeHue cOOTBETCTBYIOIIEH 3aMHCH.
Hactpoiika noptoB

interface GigabitEthernet Br16op nopToB

<port type list>

switchport voice wvlan mode Hacrpoiika pexxuma

{auto | disable | force} Auto — aBTOMATHYECKOE OINPECIICHHUE

Disable - OTKIIOYEH

Force - NpUHYIUTEIHHOE BKIFOYCH
switchport voice vlan security | BkiuroyeHue pexuma OGesomacHoctu. Korna
9Ta (YHKIHS BKJIIOYEHA, BCe HeTeaeOHHBIC
MAC-aapeca 8 VLAN OynyT 3a0I0KHpOBaHbBI
Ha 10 cexkyHa.

no switchport voice vlan Brixmrouenue pexxuma Oe3onacHoct. Korma
security 9Ta (YHKIMS BKJIIOYEHA, BCe HeTeaeOHHBIC
MAC-aapeca B8 VLAN OynyT 3a010KHUpOBaHbI
Ha 10 cekyH/I.

switchport voice vlan Hactpoiika mpoTokona oOHapyXeHHs MOpTa.
discovery-protocol { both | PaGotaer ToNbKO TIpU pexuMme «Autoy.
lldp | oui} B03MOKHBIE IIPOTOKOJIBI OOHAPYKEHHS:
Both- OUIlu LLDP
Lldp- oOHapy KeHHe TeneOHHOTO
ycrpoiictsa no LLDP
Oui- OoOHapyXCHHE TeICPOHHOTO

ycTtporcta 1o aapecy OUI

[Tpumep HacTpoiiku voice vlan:

# configure terminal

(config)# vlan 184,220

(config-vlan) # exit

(config-vlan)# voice vlan

(config) # voice vlan vid 184

(config) # voice vlan oui 24-9A-D8 description YearLink
(config) # interface GigabitEthernet 1/1

(config-if)# switchport mode hybrid

(config-if)# switchport hybrid allowed vlan 184,220

( switchport hybrid untagged vlan add 184,220
( switchport hybrid native vlan 220

( switchport hybrid ingress-filtering

( switchport voice vlan mode auto

)
config-if)
config-if)
config-if)
config-if)

3.2.42. QoS (KayecTBO 00C/Iy’)KUBAHUA)

CereBoil Tpaduk Bcerjga HeNpeacka3zyem, MOITOMY OCHOBHBIM (PaKTOPOM OOecIieUeHHs
KauecTBa SIBJIICTCS TPEIOCTaBICHUE HAWIYUIIero crocoda goctaBkd. [ MpeogoieHus 3TOH
npoOJieMbl HUCTOJNB3yeTcs MoHsATHE KadectBa oOcmyxuBaHus (Quality of Service (QoS))
mpuUMeHsieMoe KO Bcel ceTH. ['apaHTupyercs, 4to ceteBoil Tpaduk OyJeT MpUOpUTE3UPOBAH B
COOTBETCTBUHU C 3a/IaHHBIM KpUTEpPHEM, W TpHUeM OYyIeT MPOU3BOAMUTHCA C HCIOIH30BAHUEM
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00paboTku o mproputeTaM. 115 QoS mo3BosiseT Ha3HAYUTH PA3THUYHBIE KJIACCHI CETEBBIX YCIYT
pa3IMYHBIM THMAaM Tpaduka, HampuMep, MYyJIbTUMEAUMHOMY, BHIIE0, TpadUKy KOHKPETHOTO
MPOTOKOJIAa, KPUTHUHOMY IO BpeMeHU Tpaduky, TpaduKy pe3epBHOrO0 KOMHPOBaHUs (HaiioB.
UTo0B! 3a/1aTh MPUOPUTETHI MMAKETOB HA JJAHHOM KOMMYTaTope, IepeauTe Ha cTpanuity ‘“Port
Classification” (Knaccudukanus mopra FIFO,PQ).

Komanna ‘ Ornucanue

['1oGanpHBIC HACTPOMKHU

DSCP-Based QoS Ingress Classification

gos map dscp-cos <0-63> cos HacTpoiika ocHOBHBIX QoS DSCP Ha ocHOBe
<0-7> dpl <0-1> napamerpoB QoS Ingress knaccupukanuu.
dscp-cos<0-63>- 3HadeHue DSCP
BXOJISAIIETO MaKeTa.

<0-"7> - 3HaUEHHUE COS

dpl<0-1> - BriGbop  mpuopurera
orOpacsiBanusi DPL nist cooTBeTCTBYIOIIETO
3HaueHusi DSCP st 06paboTku BXOIALINX
kaapoB. 1o ymonuanuto 3anano 0. 3naueHue
“l” npmaer Oojiee BBICOKHH  IPHOPUTET

0TOpachIBaHUSI.
DSCP Translation
gos map dscp-ingress- IIpeoOpasosanue DSCP Ha  Bxogsmen
translation <0-63><0-63> cropose B 1000e u3 <0-63>3nauenuiit DSCP.
gos map dscp-classify <0-63> Bxirouenre kimaccuuKampyd Ha BXOMISIICH
CTOpOHE, KaK OIpeaesNeH0 B  TabmuIe
Hactpoiiku DSCP QoS Ha nopty
gos map dscp-egress- Hacrpoiiku muist ucxosmieit cTopoHsl. 3aHOBO
translation <0-63><0-1> to <0- | orobpaxkaer 3uauecine DP B BbIOpaHHOE
63> 3Hauenue DSCP.
<0-1>
0- YmpasisieT nepepacrpeeieHueM KaapoB ¢
ypoBHeM DP 0.
1- YrpasiseT rnepepacrpeeieHueM KaapoB ¢
DP yposns 1.
B mro6om ciydae mocie BbiOopa TpeOyercs
BBECTHM 3HaueHWEe, Ha KOTOopoe Oyner
nepeHasHaueH DSCP
DSCP Classification
gosmapcos-— Hactpoiika comocraBinenuss CoS u DPL co
dscp<0~7>dpl<0~1>dscp {<0-63> 3naueHneM DSCP
| afll | afl2 | afl3 | af2l | <0~7> - Kacc 00CITyKUBAHUSI
af22 | af23 | af3l | af3 | <0~1> - ypOBHH IPHOPUTETA OTOPACHIBAHHSI,
af33 | afdl | afd2 | af43 | be |y KOTOPOT'0 HEOOXOIMMO BHIOpATh 3HAYCHHE
| csl | cs2 | cs3 | cs4 | csb dscp
| cs6 | cs7 | ef | va }
QoS Control List Configuration
gos gce <1-256> Cospnanue 3anucu QCE
gos gce <1-256> interface Bbe10op MOpTOB, HAaCTPOEHHBIX C IMOMOIIBIO
GigabitEthernet storo QCE

<port type list>
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<1-256> dmac

gos gce Hacrpoiika MAC-anpeca Ha3HAYCHMUS.

{<mac_addr> | any | broadcast B03MOKHBI ClIeAyIOIIHE 3HAYCHHUS:

| multicast | unicast} any(JIro6oit),
broadcast(lllnpokoBemareabHbIil),
multicast(MHuoroaapecHsii),
unicast(OanoaapecHblit).

gos gce <1-256> smac Hacrpoiika MAC-anpeca HMCTOYHHKA.

{<mac_addr> | any} Bo3moxHO ykazath KOHKpeTHbIH MAC wim
BBIOPATH JIFOOOM.

gos gce <1-256> tag type Vkazanue Thn Tera. BosMo)kHbIE 3HAYEHUS:

{any | c-tagged | s-tagged | any: ComocraBjieHre KaapoB ¢ TeraMu u 0e3

tagged | untagged} TErOB.

untagged: CootBeTcTBHE
HEMapKUPOBaHHBIM Kajpam.
tagged: ComocraBieHnue KaapoB C TETaMu.
c-tagged: CoorBerctBue @QpeiimoB ¢ C-
TEraMH.

s-tagged: CootBercTBUEe (peiiMoB ¢ S-
TEraMH.

3HaYeHHEe M0 YMOJYaHUIO - «J[r000i».

gosgce<l-256>tagvid {<vcap vr>
| any}

Vkazanue muanazoma VLAN win mro00it
VLAN

gosqgce<l-256>tagpcp {<pcp> |
any}

VYka3zanue 3HaueHusi PCP, Bo3M0xHO yKka3aTb
KOHKpPETHOE  3HayeHHe, JMana3oH WM
BbIOpaTh BapuaHT “‘Mro00i”. JlomycTumsle
3HaueHus 0-7.

gos gce <1-256> tag dei {<0- | Vkazaume 3nauenuss DEL. Moxer ObiTh “0”,
1> | any} “1” i “mroboe”

gos gce <1-256> inner-tag type | VYka3aHue THIA BHYTPEHHETO TETa.

{any | c-tagged | s-tagged |

tagged | untagged}

gos gce <1-256>
{<vcap vr> | any}

inner-tag vid

gos gce <1-256> inner-tag pcp
{<pcp> | any}

gos gce <1-256> inner-tag dei

{<0-1> | any}

gos gce <1-256> frame-type
{any | etype |ipv4d | ipv6e |
1llc | snap}

VYkazaHue Tuma Kajpa, HCIOIb3yeMOIro MHpH
IIPOCMOTpPE BXOASAIIMX KaApoB. Bo3MOkKHBI
CJIEYIOIINE TUIIBI KaJIPOB:

Any - QCE Oyzmer cOOTBETCTBOBAaTH BCEM
TUIIAM KaJpOB.

Etype - ByayTt pa3penieHsl TOJIbKO Kaapbl
Ethernet (c Tunom EtherType 0x600-0xFFFF)
1lc - byayr pa3pemeHsl TOJBKO KaJpbl
LLC.

snap -bynyt paspemeHsl TOJBKO Kaaphbl
SNAP.

ipv4-QCE Oyzner coOTBETCTBOBATH TOJIBKO
kaapam [PV4.
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ipv6-QCE Oyzaer cooTBETCTBOBATH TOJIBKO
kagpam [PV6.

gos qce <1-256> action {cos |
dpl | dscp | pcp-dei | policy
| vid}

Hactpoiika omnepanuu, BBITOTHAEMOW Ha
BXOJMIIMX  Kajapax, KOrJga  HaCTPOMKH
[IapaMeTPOB COTJIACYIOTCS € COIEPKUMBIM
Kajpa.

Cos—3Hauenus (0-7) unu «Ilo ymonuanuto»
Dpl—3navyenus (0- 1) wm «llo ymonuanuto».
Dscp- (0-63, BE, CS1-CS7, EF umu AF11-
AF43) nwnn «Ilo ymonuanuio».

pcp-dei— 3nauenus pcp(0-7) wm «llo

ymomyanutoy, dei - (0-1) wmmm  «lo
YMOTYaHUIO»

policy— Homep acl mnomutukm wmm «Ilo
YMOTYaHUIO»

vid -3HauyeHue vlan

«Ilo YMOJTYAHHIO O3HaYaer, 910
KJaccu(UIMpoBaHHOE 3HAYCHHE o

yMoa4aHuio He u3Mmensercs 3tuM QCE.

Global Storm Policer Configuration

gos storm {broadcast |
multicast | unicast} <1-
1024000> {fps | kfps}

Hactpotika YIIPaBJICHUS
IIAPOKOBEMATEIBHBIM IITOPMOM
broadcast | multicast | unicast
— BEIOOp TuUIA [IAaKEeTOB
<1-1024000> - 1IOPOrOBOE 3HAYEHHUE B
IaKerax B CeKyHAay. lIpuHAThIE MakeTsl, npu
KOTOPBIX MPEBHIINICHO BHIOpAHHOE 3HAYCHHE,
OyIyT OTOPOIIECHBI.

fps | kfps-—- eguHUIBI U3MEPEHUS

Weighted Random Early Detection Configuration

gos wred queue <0~7> min-fl
<1-100> max <1-100> fill-level

Hactpoiika ymnpaBieHusT MOEpEeNoOJIHEHUEM
ouepenen

<0~7>- HOMep ouepenu

min-f1<1-100>- HWKHUHA IOPOrOBBIN

YPOBEHBb 3anonHenus. Ecin YPOBEHBb
3allONIHEHHA OYEepeNu HUXKE HTOro Iopora,
BEPOSTHOCTh 0TOpachIBaHUS paBHa
Hymo. 3Hauenue 0—100%.

max<1l-100>- VYmpasiser BEpXHEN
BEPOSITHOCTBIO 0TOpachIBaHUS WIH

[IOPOTOBBIM 3HAYEHUEM YPOBHSI 3allOJIHEHMS
JUIs  KaApoB, IIOMEYEHHBIX KaK YPOBEHb
npuopurera oropaceiBanus > (. 3HaueHue 1—
100%.

fill-level- max YIpaBJIsSeT YPOBHEM
3all0JIHEHHSA, TPU KOTOPOM  BEPOSTHOCTH
BEITIAZIEHUS JIOCTHTAET 100%. Ota
KOH(Urypamus MO3BOJISIET 3ape3epBUPOBATH
4acTh OYepe/ld MCKIIOUUTENbHO NIl KaJpoB,
OTMEUYEHHBIX YPOBHEM MPUOpHUTETA
oTOpachIBaHUS 0 (3enenbie
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KaJipbl). 3ape3epBUPOBAHHAs 4acThb
paccuutsiBaercs kak (100 - Makc) %.

[Io ymomyanuro - max  yHOpaBiseT
BEPOSATHOCTHIO BBIMAJCHUS, KOI/Ia YPOBEHb
3anonHeHus yyTh Huxe 100%.

Hactpoiika nopta

interface GigabitEthernet Bei6op nopToB
<port type list>

QoS Port DSCP Configuration

qos dscp-translate Bxirouenue tpancnsinuio 3Hauenuit DSCP na
OCHOBE YCTaHOBJICHHOTO METO/1a
KJaccu(uKauuu

gos dscp-classify {any | Br160op MeTona knaccupuxanuu

selected | zero} Zero - Kraccupukaius BBIOJHSICTCS,

eciin DSCP Bxogsmux kaapos paseH 0.
Selected- kiIaccuGUUUPYIOTCS  TOJIBKO

DSCP, JUTS KOTOPBIX BKJIKOYEHA
kinaccudukanus B Tabnuue  TpPaHCIALUU
DSCP.

any - kiaccudunupyrorcs Bee mosus DSCP.

Knaccudukammss DSCP Bxoasiimux kaapoB He

, BBITIOJTHSIETCS
No gos dscp-classify
gos dscp-remark {remap | Hactpoiika mnepe3zanucu 3Hauenuii DSCP
remap-dp | rewrite} UCXOIAIINX KaIpOB.
rewrite - Ilepe3anuch 3Hauenunii DSCP
HCXOISIIINX KaJIpoB BKJIIOUEHA, HO
OTOOpakeHHe  Mocjie  Mepe3alucu  He
BBITIOJTHSIETCS.

remap - Kagp ¢ DSCP, nocrynuBmmii ot
aHamu3aTopa, CHOBa  OTOOpaxkaeTcss H
nomeuyaercss HOBbIM 3HaueHuem DSCP. B
3aBUCUMOCTH OT ypoBHA DP kazapa, HOBoe
3HaueHue DSCP Gepercs u3 Tabmuisl
tpa"casauuu DSCP u3 nons Egress Remap
DPO unu DPI.

remap-dp - Kangp ¢ DSCP, noctynusmmii
OT aHalu3aTopa CHOBAa OTOOpaXkaeTcss U
nomeyaeTcs HoBbIM 3HaueHruem DSCP. Hosoe
3HaueHue DSCP Bcerna G6epercs u3 TabauIbl
tpancasauuu DSCP u3 nons Egress Remap
DPO

Ilepesanucy 3Hauennii DSCP  ucxopsiero

No gos dscp-remark
TpaduKa BBIKJIIOUYEHA

QoS Egress Port Tag Remarking

gos tag-remark {mapped | pcp ‘ Br100p pexnMa n3MEHEHHs TErOB Ha IOPTY
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<0-7> dei <0-1>}

Mapped - HWcnomws3yeTcss oToOpaxeHHe
3HaueHud kiaccoB QoS u ypoBHeir DP B
snauenus PCP/DEL

pcp<0-7>dei<0-1> - Hcnons3yroTcs
snayenuss PCP/DEL Ilo ymomuanuto - PCP:0;
DEI:0.

QoS Egress Port Shapers

gos wrr <1-100>

No gos wrr

YcraHoBka pexxuma paboThl ¢ OUepeasiMH —
B3BCIICHHBIN, JIOJDKEH OBITh 3a/laH BEC B
KaX0¥l ouepe/u.

[To ymoI4aHuI0 PeKUM pabOTHI C OUSPEISIMH -
cTporuii. B aToM pexxrmMe Kaipbl U3 BBIXOIHBIX
ouepesieit ¢ 0oyiee BHICOKUMU MPHOPUTETAMU
OoyyT nepeaaBaThCs MePBBIMHU (o
CPaBHCHHIO C KaJpaMu, HAXOAAIIUMHUCS B
ouepeix ¢ HU3KUMU MPUOPUTETAMHU).

BrikimtoueHe B3BEIIEHHOTO peKuMa paboThl ¢
ouepesiMu

Ingress Queue Policers

gos queue-policer queue

<0~7><1-3276700> {kbps | mbps}

Hacrpolika ckopocTu B ouepensx

<0~7> - HOMEp ouepeau

<1-3276700> - CkopocTb, A0 KOTOPOH
Oyzer orpaHuyeHa CKOpocTb B ouepeau. [lo
ymordanuto 3aaano 500 kout/c. JomycTumplii
nuana3oH 3HadeHui 1 kbps (k6ut/c): ot 100
o 1000000.  [omycTumblii  Auana3oH
3HadeHuit s Mbps (M6wut/c): ot 1 go 3300
Mobwurt/c.

{kbps | mbps} - Enunuiel uamepeHus
OTpaHUYEHUSI CKOPOCTH OYEpEeAN BXOMSIIUX
KaJpOB.

Ingress Port Policers

gos policer <1-3276700> {fps
kbps | kfps | mbps}
flowcontrol

Hactpoiixa u  BkIloueHHME  (QYHKIMH
OTrpaHUYEHUSI CKOPOCTH Ha IIOPTY
<1-3276700>- CKOpOCTBb, J10 KOTOpPOH
OyZeT orpaHudeHa cKopocTb Ha mopty. Ilo
ymonyanuio 3agano 500 kout/c. JlomycTuMbIit
nuanasoH 1ist kbps (kout/c) u fps (kaapos/c):
ot 100 no 1000000. JonmycTuMmBbIil quanazoH
st Mbps (Mowut/c) u kfps (kanpos/c): ot 1 10
3300 Mb6wur/c.

{fps | kbps | kfps | mbps} -
EnvHuier n3mMepeHuss orpaHu4YeHus: CKOPOCTH
Flowcontrol - BkIIOYeHUE (QYHKIIUH

yhOpaBieHus TMOTOokoM. Ecnm ympaBieHue
MMOTOKOM BKJIIOYEHO M TIOPT paboTaer B
peXHMe yHOpaBlIeHUS TOTOKOM, TO OyayT
OTIIPaBIATBCA  KaIpbl  pause,  BMECTO
0TOpachIBaHUS BXOSIINX KaJPOB.
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Port Classification

goscos<0-7>

Hacrtpoiika kimacca QoS, BBIOMpaeMbIii 1O
ymomuanuto. Kinace QoS ¢ Homepom 0 umeer
HauMeHbplIMi mpuoputer. Ilo ymomuanuio
3azaHo 0.

gos dpl<0-1>

Hactpoiika npropurera oTOpachIBaHU:
0: ITonTBepxaeHHBIE KaAPHI.
1: Kajippl, KOTOpBIE MOTYT OBITH OTOPOIICHBI

gos pcp<0-7>

Hactpoiika 3HayeHus MOJIb30BATEIBCKOIO
npuopurera (Priority Code Point) mis He
TETMPOBAHHBIX KaJpPOB.

gos dei<0-1>

Hactpoiika 3HAYCHUS WHJIUKaTOpa
orOpacsiBanus no kputeputo (Drop Eligible
Indicator) 11 HE TETMPOBAHHBIX KAJpPOB.

gos trust tag

No gos trust tag

pPeXKHM KIACCH(PUKAIUU ISl TETHPOBAHHBIX
KaJIpOB Ha JAHHOM IIOPTY:

* Enabled (Bxmrouen): s TerupoBaHHBIX
KaapoB ucnoipzyercs 3HaueHue PCP u DEI u3
tabmunel (PCP, DEI) to (QoS class, DP level)
Mapping.

* Disabled (Boikatouen): [[ns TerupoBaHHBIX
KaJIpoB HCHoJb3yeTcs: kiacc QoS u ypoBeHb
DP no ymosuanuso.

gos trust dscp

BriroueHue QoS Ha ocHoBe DSCP (Bxomsmuii
opT).

gos qgce key {double-tag | ip-
addr | mac-ip-addr | normal}

Boibop Tuma ompexpensioniero  Kiroda,
CT€HEPHUPOBAHHBINA JJISI KAJAPOB, MOTYyYEHHBIX
yepes nopt. JJonycTuMble 3HaUEHU S :

Normal - COOTBETCTBYET BHEIIHEMY TETY,
SMAC/DMAC,  IP-nmporokomy, DSCP,
SIP/DIP, SPORT u DPORT.

double-tag - YETBEPTh  KIIIOYA,
COOTBETCTBYET BHYTPEHHEMY M BHEIIHEMY
TETYy.

ip-addr - mojoOBHHA KIKOYa, COBIIAJECHUE
BHYTpeHHero u BHewmHero tera, SIP u DIP.
Hns  xkaapoB, He oTHOcsmmxcs Kk [P,
HCIOJIb3YHTE TOJBKO BHEIIIHUH TET.
mac-ip-addr - [Tonuei  xiIrOY,
COBIIAJAIOIUN BHYTPCHHUN U BHELIHUH TET,
SMAC, DMAC, SIP u DIP.

gos gce addr {destination |
source}

Br16op pexumMa IP/MAC-anpeca,
OIIPENIENIAIONIET0, TOJKHA JIH KJIaCCU(PUKALIHS
QCL ocHOBBIBaThCS Ha aJpecax HCTOYHUKA
(SMAC/SIP) unu nasnauenuss (DMAC/DIP)
Ha 3TOM MOPTY. DTOT MapaMeTp UCIOIb3yeTCs
TOJNBKO B TOM CIyd4ae, €CIM THII KIIO4Ya
Normal. JomyctumsiMu 3HaYECHUSAMU
SIBIISTFOTCSL:
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source — Ilo3BomsgeTr COMOCTaBIATH
SMAC/SIP.

Destination - Ilo3BoasgeT COMOCTABIATh
DMAC/DIP.

Hactpoiika Storm Policer Configuration Ha untepdeiice

interface GigabitEthernet
<port type list>

Br16op nopToB

gosstorm{broadcast| multicast

| unicast]| unknown } <1-
13128147> { fps | kbps]
kfps| mbps | shutdown| <cr>

} { shutdown } <cr>

no gos storm {broadcast|
multicast | unicast| unknown }

Komanner QoS Storm Control npeana3nayeHbl
IVl 3allUThl CeTe OT LIMPOKOBEIIATEIBHOTO
mropMa (storm control) myTéM orpaHUYEHUS
ckopocTd Tpaduka onmpenenéHHOro TUla Ha
uHTepdeiice ycTpoicTBa. OTH  KOMaHJbI
MO3BOJISIIOT  3a/laTh I[OPOTOBYIO CKOPOCTH,
MIPEBBIILICHUE KOTOPOI BBI3bIBACT
onpenesi€HHOE  JEHCTBHE,  Takoe  Kak
CHIDKEHHE HPOITYCKHOW CIOCOOHOCTH WU
OJIOKMPOBKA MOPTA.

THUI OTPAHUYUBAEMOTO TpaduKa:
- Broadcast — mmpokoBemaTEIbHEIC
MAKEeTHI.
- Multicast — MHOTOaIpECHBIE TTAKETHI.
- Unicast — oJIHOaIpeCHbIE MAKETHI.
- Unknown — nemn3BectHbie MAC-aapeca.
MoskeT 3a71aBaThCsl B €IMHUIIAX U3MEPEHUSI:
- fps — Kxazapsel B cekyHy.
- kbps — kunoOUTHI B CEKyHY.
- kfps — ThICSYM KaipOB B CEKYHY.
- mbps — MeraduT B CEKyH]Y.
{shutdown} — nmomonHuTeIBHAS OMIUS, IPU
BbIOOpe KOTOpoH HHTepdelc BpEeMEHHO
OTKITIOUHTCS pu JOCTHKCHUH
YCTAHOBJICHHOTO 110pOTa.
[Ipumeuanue. Komanna ‘errdisable storm-
control interval <int>' mnpeaHa3zHaueHa s
YCTaHOBKH UHTEpBaJa BpEMEHHU
BOCCTAaHOBJICHHSI ~ COCTOSHUSI  uUHTepdeiica
mocje aBTOMATHYECKOTO OTKIFOYEHUs (err-
disable) BcieacTBHE AOCTHXKECHHS JTUMHUTA
MakeTa ONpEeIeNICHHOTO THIa (IITOPMOBOTO
Tpaduka).
Jlns BO3Bpara K 3HAYEHHUIO 10 YMOJYAHHIO
(300 cexyHa) NpUMEHUTb KOMaH[Y:
noerrdisablestorm-controlinterval

Komanma oTMeHseT paHee YCTaHOBJIEHHYIO
3a0MTy  OT  IITOPMAa HA  YKa3aHHOM
uHTepdeiice.
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3.2.43.

Mirroring (3epkajupoBanue)

3epkanupoBaHue MOPTOB— TEXHOJOTHUS MyOIMpOBaHUS MAKETOB OJHOTO IMOPTa CETEBOTO
koMMmyTaTopa (wiau otaensHoit VLAN) Ha npyrom.

3epKalMpOBaHUE MOPTOB HCIIONB3YETCS HA CETEBOM KOMMYTATOPE JJisi OTHPABKUA KOIUU
CETEeBBIX MAKETOB, BUJUMBIX Ha YKa3aHHBIX MOpTax (MCXOIHBIA MOPT), HA APYTUe YKa3aHHbIC
nopthl (mopT HaszHauyeHusi). [Ipy BKIIOYEHHOM 3€pKAIMPOBAHUMU TIOPTOB IMAKEThI MOKHO
OTCIIC)KMBATh W AHAIU3UPOBATh. 3€pKaJIUPOBAHUE MOPTOB MPUMEHSETCS IIUPOKO, HAIpHUMeEp,
CETEBbIE WHXKEHEPhl MOTYT HCIOJIb30BATh 3€PKAJIMPOBAHHE MOPTOB I aHAIM3a M OTIAIKU
JAHHBIX WM JUAarHOCTUKU OUIMOOK B CBOMX CETSAX, 0€3 BIMSHHUS Ha BO3MOXXHOCTH 00pabOTKU

MMAKETOB CETEBBIX YCTPOMCTB.

no monitor session <1-5>

Komanna \ Ornucanue
I'1o6anpHBIC HACTPOMKH
monitor session <1-5> Bxirouenue byHKIIIN 3€pKaIbHOIO

otoOpakeHHs (BCEro BO3MOXHO CO31aTh JI0
MIATH CEaHCOB)

Brikmrouenue ®YHKHHH 3CPKaJIbHOI'O
0T06anfHHﬂ U JUCTAaHIITMOHHOT'O
3CPKAJIMPOBAHUS

monitor session <1-5> source
interface <port type list> { both | rx |
tx}

Br16op nopta ucrounuka u tuna tpaduxa
Both - Ha 3epkanpHbiii nopt OyayT nepesaHbl
KaJpbl, NPUHATbIE W IEPEIAaHHBIEC JTaHHBIM
IIOPTOM

Rx - Ha 3epkasibHbIii TOPT OyAyT HAaNPaBJICHBI
TOJIBKO KaJpbl, IPUHATHIE JAHHBIM [IOPTOM.
Tx - Ha 3epkanpHblif mopT OyAyT HanpaBiIeHbI
TOJIBKO KaJpbl, IEPEIAHHbIE JAHHBIM IIOPTOM.

monitor session <1-5>
destination interface
<port_type list>

Boibop mopra  Ha3HaueHHs,  KOTOpBIH
MoJlyyaeT KOIUI0 Tpaduka M3 HCXOJHOTO
nopra.

monitor session <1-5>
remote vlan <vlan id>

source

Bxmouenne pexxuma  RMirrorSource  u
HazHaueHue vlan kyna OyJeT CKONUMpOBaH
IIaKET. KommyTaTop ABNAETCA UCXOOHbIM y35IOM And
notoka. ITopt
HMCTOYHHKA pacnonoxeHbl Ha 3TOM KOMMyTaTope.

oTCcnexumBaHuA

monitor session <1-5>
destination remote vlan
<vlan id>

Brutouenne pexxuma RMirror Destination u
HazHadyeHWe vlan Kynga OyZeTr CKONMpoBaH

IMMaKeT. KommyTaTop SIBNSIETCS KOHEYHbIM Y3NoM Afis
oTcnexuBaHua noToka. MopT HasHa4YeHUst pacrnonoxeH
Ha 3TOM KOMMyTaTope.

monitor session <1-5> source
vlan <vlan list>

HacTpoiika dyHKUMM 3epKkannupoBaHna Ha OCHOBE
VLAN. Ecnu Bbl  XOTUTE  KOHTPOIIMpPOBaTb
HekoTopble VLAN Ha koMmyTaTope, Bbl MOXeTe
YCTaHOBUTb BbliOpaHHble VLAN.
CeaHCc 3epkanupoBaHWA [OMMKEH WMeTb B
KayecTBe MWCTOYHMKOB NnbO nopTbl, NMbO ceTu
VLAN, HO He TO 1 Apyroe BMecTe.
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3.2.44. UPnP

Komannma \ Onucanue

I'1oGanpHBIC HACTPOMKH

Upnp Bxirouenue Gpyukuuu UPnP. Ipu BKiIOYeHHH
aBTOMATUYECKH CO3JaeTcsl JBa IpaBuia
cnucka jpocryna (ACE) nis nepeHanpaBieHUs
COOTBETCTBYIOLIUX UPnP IIaKETOB K
MPOIIECCOPY.

No Upnp
Brikmarouaer (hyHKIHIIO UPnP. [Tpu
BBIKJIIOYEHMM  IpaBuUja  aBTOMAaTUYECKU
YAQISAOTCSL.

upnp advertising-duration<l00- | Hacrpoiika mapamerpa MpOIOKATEILHOCTH.
86400> DTOT mapamerp omnpeiesseT, HACKOJIBKO YacTo
MOTyT noceuiaTecss yBenomuieHus UPnP.
JIMUTEeNbHOCTh ~ NEPEHOCUTCS  IaKeTaMHu
mporokosna SSDP  (Simple 129  Service
Discover Protocol), koTopsie HHPOPMHUPYIOT
IIyHKT YINpPaBJIE€HUSI O TOM, HACKOJIbKO 4acTo
cienyer MIPUHUMATh cooO01IeHus c
yBenomiienusimu SSDP ot kommyrtaropa. [lo
YMOJIYAHUIO  YCTAHOBJIEHA  JUIMTEIbHOCTh
yBepomnenuss 100 cexkyna.  OpHako,
BCJIEJICTBME HEHAJIE)KHOCTU MpoTokona UDP
PEKOMEHIYeTCSl YMEHbLIaTh JJIUTEIbHOCTD,
TaKk KaKk 4YeM OHa MEHbIle, TeM ObIcTpee
oOHoBisietrcs coctosinue UPnP.

upnp ip-addressing-mode Pexwuwm ip-agpecanuu

{dynamic | static} dynamic - pexuM no ymoa4aHuro. Moayib
UPnP nomoraer nosib3oBarensM BolOpath IP-
aapec kommytaropa. OH HaXOIUT TEPBBIM
JNOCTYIHBIN cucTteMHbI [P-anpec.

static - Ilomws3oBarens ykaspiBaer [P-
untepdeiic VLAN nns Beibopa IP-agpeca
KOMMYTHPYIOIIETO YCTPOMCTBA.

upnp static interface vlan Hacrpoiika Vlanid mis pexxuma cTaTH4ecKOi
<vlan id> ip aapecanuu.

3.2.45. GVRP

GVRP (GenecicVLANRegistrationProtocol) siBasiercs oguum u3 npunoxenuit GARP
(GenericAttributeRegistrationProtocol, IIporokon peructpauuu oOmmx atpudytoB). GARP
UCIIONB3YETCSI B CETEBBIX MOCTaX, CETEBBIX KOMMYyTAaTopax, WIH JIPYrMX aHaJOTMYHBIX
YCTPOMCTBaX C BO3MOKHOCTBIO PETHUCTPALMU U TMEpPEeperucTpalliy CHEHalbHbIX aTpuOyTOB,
Takux Kak wujeHTtudukaropsl VLANM 4ieHCTBO B MYJIBTUKACTOBBIX TpyMNIax B OOJBIIUX
nokanbHBIX ceTsix. GVRP- mpunoxenne GARP, koropoe oTBeuaer 3a oOMeH WHPOpMAIHEH O
VLANwu nossossier kommyTaTopam peructpupoBats VLANanHaMuuecku.
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Komanma

‘ Onucanue

['moGanpHBIC HACTPOMKHU

gvrp

Bxutouenne nporokosnia GVRP rnobansHo

gvrp time join-time <1-20>

Hacrpoiika TaiimepoB. Taiimepsl Ha 000uX
KOHIIaX CETH JIOJDKHBI OBITH OJMHAKOBBI,

gvrp time leave-time <60-300> unade  GVRPHe  cmoker — paborarh
HOPMAJIBbHO.

gvrp time leave-all-time

<1000-5000>

gvrp max-vlans<l1-4094> Hactpolika  MakcMMaJIbHOTO  KOJIMYECTBa

VLAN, kotopbimu GVRP M0OKeT ynpaBisiTh.

Hactpoiika nopta

interface GigabitEthernet
<port type list>

Br16op nopToB

gvrp

Bxirouenue ¢pyHKIUM gvrp
Pexomenayercs wu3beraTh HMCHOJIB30BAHUS
¢ynkuit GVRPu RSTPognoBpemeHHO Ha
KoMMmyTarope. Eciu He0o0X0auMO BKIIOYUTH
GVRP, chHayana HeOOXOOMMO OTKIIIOYUTH
¢ysakuuto RSTP s noproB

3.2.46. sFlow

sFlow — 3T0O TeXHOJOTHUSI CUCTEMBI U3MEPEHHUS CETeBOro Tpaduka OOIIero Ha3HAYCHHS.
sFlow mnpennasHadeH s BCTpauBaHHS B JII0O0OE CETEBOE YCTPOWCTBO W obOecmeueHus
HENPEPBIBHON CTAaTUCTUKHU MO Jrobomy npotokony (L2, L3, L4 u Bmnots no L7), Tak 4To Bech
TpauK B CETU MOXKET ObITh TOYHO OXAPAaKTEPU30BaH U OTCIEKEH. DTU CTATUCTUUECKUE JTaHHBIE
Ba)XHBI JUISI KOHTPOJISL NEeperpy3Kku, yCTpaHEHUsl HENoJaJoK, HaOIroAeHus 3a 0e30MacHOCThIO,
1aHupoBaHus cetu U T. JI. OHu TakkKe MOTYT UCHOIb30BaThCs A1 1eneit yuera IP.

Komanma

‘ Onucanue

['moGasibHbIe HACTPOHKHU

sflowagent-ip {ipv4 |
{<ipv4 addr> |

ipvb6}
<ipv6_addr>}

Hactpoiika [P-agpeca, wucnonb3yemoro B
kayectBe [P-agpeca arenta B sFlow. On
CIIy)KUT YHHUKQJIbHBIM KJIIOYOM, KOTOPBIA
OyzaeT WIeHTU(UIMPOBATh areHTa B T€UECHUE
JUITUTEIBHBIX NepHUoIOB BPEMEHH.
[Tonnepxxusarores agpeca IPv4 u IPv6

sflow collector-address
{<domain name> | <ipv4 addr> |
<ipv6_ucast>}

Hacrpoiika IP-agpeca wnm  wums  Xxocra

npueMHuka sFlow

sflow collector-port <1-65535>

Hacrpoiika npocmarpusaemoro UDP nopra

sflow max-datagram-size <200-
1468>

Hacrtpoiika MakcUMajabHOTO  KOJMYECTBO
0aliTOB JaHHBIX, KOTOPOE MOXET OBITh
OTIPABJICHO B OIHOW TECTOBOM Jararpamme
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sflow timeout <0-2147483647> Hactpoiika Taiimayra

Hactpoiika nopros

interface GigabitEthernet Br160p noptos

<port type list>

sflow Bxrouaer ¢pynkiuto sflow Ha mopty.

sflow sampling-rate <1-4096> Hacrpoiika CTaTUYECKOM 4aCTOTHI
TUCKPETH3AIIHH.

sflow max-sampling-size <14- MakcumanbHOE KOJTHMYEeCTBO OATOB, KOTOPOE

200> JOJDKHO OBITh CKONUPOBAHO U3 IIaKeTa,
BBIOPAHHOTO JJI1 BBIOOPKH, B AcHTarpamMmy
sFlow.

sflow counter-poll-interval<l- | HMurepBan ompoca. J[OmyCTUMBII TUana3oH:

3600> ot 1 10 3600 cexyHna

3.2.47. UDLD

Ob6napyxxenue opgHoHamnpasieHHoro coenuHenuss (UDLD) — »To ypoBeHb KkaHana
nepeIavuu TAHHBIX MPOTOKOJ JIJIsl KOHTPOJIS (PU3HUYECKON KOHPUTYparuu kabemneil 1 00Hapy KeHus
OZHOHAIIpaBJIeHHBIX KaHainoB. UDLD pomosHseT mpoTOKOJ CBA3YIOLIErO JEpeBa, KOTOPBIU
WCIIOJIb3YETCS ISl yCTPAHEHHUS] IETIIN NEPEKITFOUECHUS.

UYtoObl 0OHAPYKHUTh OJHOHAMpPABIECHHBIE KaHAJbI A0 CO3/AaHus neTiu nepecbuiku, UDLD
paboraet myteM oOMeHa MaKkeTaMu MPOTOKOJIA MEXKITY COCETHUMH YCTPOUCTBAMHU.

s pabotsr UDLD 06a KOMMYTHPYIOIIKMX YCTPOICTBa B KaHAJE JIOJDKHBI OJIEPKUBATH
UDLD u uMeTh €ro BKIIFOYEHHBIM Ha COOTBETCTBYIOIIUX MOPTaX.

Komannma \ Onucanue

['moGasibHbIe HACTPOHKHU

Udld enable Bximrouenne UDLD Ha BceX ONTOBOJIOKOHHBIX
opTax.

Udld aggressive Bxirouenne UDLD B arpeccuBHOM pexume
Ha BCEX ONTOBOJIOKOHHBIX MOPTaXx.

udld message time-interval<7/- Hacrpoiika untepsan cooOmenuit <7-90>

90>

udld unblocking Pydynoe  BritoueHHE — 3a0JIOKMPOBaHHBIX
IOPTOB.

3.2.48. DDMI (unTepdeiic uuppoBOro AMArHOCTUIECKOT0 MOHUTOPUHIA)

VYcoBepiieHCTBOBaHHBIN IU(PPOBOM HHTEp(deic MO3BOJISIET YCTAHOBUTH CBSI3b B PEAbHOM
BPEMEHM MEXKIY KOMMYTaTOpoM M TpaHcuBepoMm SFP. DTo mo3BossieT KoMMyTaTopy MOJy4yaTh
JOCTYT K paboyuM HapaMeTpaM B ONTOBOJIOKOHHOM KaHalle.

DDMI xouTponupyer:

- TEeMIIEpaTypy

- HaIPsHKEHUE TUTaHUs

- [IEPENABAEMBIN TOK CMEILICHHUS.
- IlepenaBaemMasi MOIIHOCTD
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— [TonydyeHHass MOIIHOCTh

Komannma | OnucaHue
I'1oGanpHBIC HACTPOMKHU
ddmi Brxmtouenne ¢ynkumn DDMI.  DyHkims

DDMI BkiiroueHa 1o yMoI4aHulo.

no ddmi Brixmrouenune ¢pynknuu DDMI

3.2.49. MRP u MVRP

Multiple Registration Protocol (MRP) — 310 06mas crpykrypa, pekomennoBanuas [EEE
JUISl UCTIOJIB30BAHMS B CETEBBIX MOCTaX, CETEBBIX KOMMYTATOpax, WM JIPYTUX aHAJOTHYHBIX
YCTPOHCTBAX C BO3MOXKHOCTBIO PETHUCTPAIIMK M TEPEPETUCTPAlMM CHEIHAJIbHBIX aTpUOYTOB,
Takux Kak uaeHTuQukatopsl VLAN U 4YJIe€HCTBO B MYJIBTUKACTOBBIX TPYIIax B OOJBLINX
nokanbHbIX ceTsix LAN.

[Tporoxon muHoxkecTBeHHBbIX peructpauuii VLAN Multiple VLAN Registration Protocol
(MVRP) siBnsercst ceTeBbIM IPOTOKOJIOM BTOPOTO YPOBHS JUIsl aBTOMaTUYECKON KOH(pUTYpaluu
unpopmanuu VLAN B kommyTtatopax. OnH Obul  omnpenenéH npuiokerrem 802.1ak k
pexomennauusm IEEE 802.1Q-2005.

B npenenax Broporo ypoBHsi ceteBoit mogenu OSI MVRP obGecnieunBaeT nuHaMuyeckuit
oomen napopmarmn 0 VLAN u koHpurypanuio Heooxoanmeix VLAN. Hanpumep, nmocrasiena
3ajaya 100aBUTH ompeneiaéHHbli mopT komMmyTatopa B VLAN, uiam cereBoe yCTpPOMCTBO,
noguepxxuBatoniee VLAN 1 noaximrou€HHoOe B MOPT KOMMYyTaTopa TpeOyeT nepeKoHpHUryparmm,
U Bce HEoOXOQuMBbIE TpPaHKH JTUHAMHYECKM CO3JaHbl Ha JIPYTUX KOMMYTaTopax,
noanepxuBaommx MVRP. Jlns BeimosHeHus 5ToW 3amauum 0e3 Bo3moxkHocter MVRP
notpedyercss pyuHas KoHpurypauus VLAN wunum Kakod-mub0 MOponpHUeTapHBIA  METOJ
npou3BOAUTENs. Ecin ke BBINOIMHATH 3Ty 3anady cpeacrsamu MVRP, koTopslil ncnomns3yer
nuHaMudeckue 3HaueHuss VLAN B ¢unbTpyemoil 6a3e manubix. Ecmm kopotko — MVRP
oMoraeT AMHAMHUYECKHU MojaepkuBaTh KoH(purypamuu VLAN B craTudeckux KOHQUTYpauusax
ceTen.

802.1Q 1aét BO3MOKHOCTb:

- JluHamuuecku KOH(QUIypHUpOBaTh M pacCHpeneisiTh HH(OPMALUI0O O TNPUHAAIEKHOCTH
VLAN uepe3 mexannsmsl MVRP.

- Cratnuecku KOH(UrypupoBaTh MHpoOpManuoo o npuHamiexkHoctd VLAN mocpenctsoM
MEXaHU3MOB MEHEP)KMEHTA, KOTOpPbIE IIO3BOJSAIOT YIPABIATH PETUCTPALMOHHBIMU
JIAHHBIMU O CTaTUYECKHX 3amucsx peructpamuii VLAN.

- [TonnepkuBaTh KOMOMHUPOBAHHBIE CTAaTUYECKHE U JUHAMHUYECKHE KOH(UTypaluu, MpH
KOTOpbIX HeKoTopble VLAN KOH(DUTYpHPYIOTCS IOCPEICTBOM MEXaHU3MOB MEHEPKMEHTA,
a it apyrux VLAN coxpaHsercs BO3MOXHOCTb JMHAMHMUYECKON KOH(MUTYypaluu

cpeacteamu MVRP.
Komanna \ Onucanue
['mobanpHBIC HACTPOMKHU
mvrp Bxutouenne ¢pynkunn MVPR.
no mvrp Brikmouenue pynkiun MVRP
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mvrp managed vlan {<vlan list>
| add | all | except | none |
remove}

Hactpoiika cnucka VLAN, ynpaBisembix
MVRP

<vlan 1list>-co31aHie HOBOIO CIHMCKA
Add— po6aButh VLAN K cyliecTByIOmEeMy
CIIUCKY

All-Bce VLAN

Except— Jlo6aBute Bce VLAN,
CJIETYIOIINX

None—IycToi CIIMCOK

Remove— yaamTth VLAN wu3 Tekyiero
CIIMCKa

KpoMme

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Br16op nopToB

Mvrp
No mvrp

Brutouenne ¢pynkuun MVRP Ha nopty
Brixmrouenune ¢pyakuru MVRP Ha nopry.

mrp periodic

no mrp periodic

Brmrouenne ¢ynkimun PeriodicTransmission
U1t Beex npuioxkenniit MRP na nopry

Brikmouenune @ynkuuu PeriodicTransmission
Ha TIOPTY

mrp timers {default | Jjoin- Hacrpoiika TaiiMmepoB

time | leave-all-time | leave- | Default- YcraHoBka Bcex TaiimepoB MRP

time} 0 YMOJTYAHHIO
join-time—ralimMep IIPUCOEAUHEHUS.
3nauenuss or 1-20cc. Ilo ymosyanuro
3HayeHue 20cc.
leave-all-time— TaliMep OTKIIIOYECHUS
OT BCEX MYJIbTUKACTOBBIX TpyMNI. 3HAYEHUS
1000-5000cc. ITo ymomuanuto — 1000cc
leave-time— TaMep OTK/IIOYEHUS.
3nauenuss ot 60-300cc. Ilo ymomyanuro
3HaueHue 60cc

3.2.50. Link OAM
Komannma ‘ Onucanue

Hactpoiika nopros

interface GigabitEthernet
<port type list>

Br160op noptos

link-oam

no link-oam

Bxmouenne Link OAM wHa mopty
koMMmyTaropa. Bximouenue Link OAM naer
oriepaTopam ceTn BO3MOYXHOCTD
OTCII)KHMBATh COCTOSIHHE CETH U OBICTPO
OTIPEJICIIATh MECTOIIOJIOKEHNE
HEUCTPABHBIX KaHAJOB WJIM HEHCIPABHBIX
COCTOSIHHU.
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Brixmouenne Link OAM Ha nopty

link-ocam mode {active |}
passive}

Hacrpoiika pexxuma OAM Kak akTUBHBIN
W naccuBHbId. [To YMOJIYAHUIO
YCTaHOBJICH IIACCUBHBIN PEIKUM.

active- DTE, HacTpoeHHbIE B aKTUBHOM
pexuMe, MHULUUPYIOT oOMeH
uHpopmanmonaeimut - OAMPDU, KakK
OIPEEIICHO B nporecce
oOHapyxenus. [locne 3aBEPILICHUS
nporecca oOHapyxkeHus: akTuBHbBIM DTE
paspemiaercs OTHPABJISATH mo0bIe
OAMPDU pu MIOAKJIIOYEHUN K
YAaJEeHHOMY  OJHOPAaHTOBOMY  OOBEKTY
OAM B akTuBHOM pexxume. AxktuBHble DTE
paboTaloT B OrpaHUYEHHOM OTHOILEHUH,
eciu yjaneHHblil 00bekT OAM pabotaer B
MaCCUBHOM pexume. AKTUBHBIE
yCTpoOiicTBa HE JOJDKHBI OTBEYaThb Ha
KOMaH/Ibl yIaJICHHON 00paTHOH cBsizn OAM
U 3alpochl IMEPEMEHHBIX OT MAacCCHUBHOIO
OJIHOPAHT'OBOTO Y3JIa.

passive-  DTE, HacTpoeHHblE B
[IACCUBHOM  pPEXKHUME, HE HWHULUUPYIOT
nporecc oOHapyxkenwus. [TaccuBapie DTE
pearupyroT Ha WHUIMHPOBAHUE IHpolecca
obnapyxenuss  ygaienusiM  DTE. D10
HCKIIFOYAeT BO3MOXHOCTh Ilepexojia OT
MaCCUBHBIX K MAaCCUBHBIM
cceuikaM. IlaccuBaple DTE He HOJDKHEBI
OTHPABJISITH 3alpPOCHhl MEPEMEHHBIX HIIU
OAMPDU ynpasnenust nuieigom.

link-ocam remote-loopback
supported

no link-oam remote-loopback
supported

Bxtouenne (yHKIMM yoaieHHOW METIIH.
MoxeT MCIoab30BaThCs I JIOKAIM3ALUU
HEHCIPaBHOCTEN u TECTUPOBAHUS
MIPOU3BOAUTEIBHOCTHU CBS3H.

Brikmrouenue GyHKIMM y1aleHHON TEeTIIH.

link-ocam link-monitor supported

no link-oam link-monitor
supported

Bxitouenne (yHKIMM MOHMTOpUHIA Ha
HOPTY.

Boikmrouenne (QyHKIMM MOHMTOpPHUHTA Ha
OpTY.

link-ocam mib-retrieval supported

no link-oam mib-retrieval
supported

Bxmrouenne nomnepxkkn MIB Ha mnoprty
KOMMYTaropa

Beixmouyenne nopuep:xkku MIB Ha mopry
KOMMYTaropa

HacTtpoiika coObiThii

link-oam link-monitor frame

| CobriTHE "Oummnbo4HbIN Kkaap"

124



{threshold | window} [IOJCYUTHIBAET KOJMYECTBO OIIMOOYHBIX
KaJIpoB, OOHApPYKEHHBIX B  TEYCHHE
ykazaHHoro nepuonaa. llepuon 3amaercs
BPEMEHHBIM HMHTEpBaJIOM (window). 210
COOBITHE TEHEPUPYETCS, €CIH KOJIHYECTBO
OIIMOOYHBIX KaJPOB PABHO WM MPEBBILIACT
3alaHHBIA  TOpPOr Il  ATOr0  Iepuoja
(threshold).

Window - OKHO OLIMOKU JAOJKHO UMETh
nenoe 3HaducHue oT 1 g0 60, a ero 3HaUCHHE
10 yMOJIYaHHo paBHo "1".

Threshold - mnopor OomMOKU JOKEH
HaxoauThcs B auana3oHe 0-4294967295, a
€ro 3Ha4eHHE 10 YMOJYaHUIO paBHO "1".
link-oam link-monitor symbol- CoObITHE  MOACYUTBHIBAET  KOJIUYECTBO
period {threshold | window} omMbOK CHMBOJIA, IMPOU3OMICAINIAX B
T€YeHHE YyKazaHHoro mepuona. llepuon
ONpEeNeNsAeTCs KOJIMYECTBOM  CHUMBOJIOB,
KOTOpbIE MOTYT OBITh TIONy4YeHBI 32
ONPENICTICHHBIN MPOMEKYTOK BPEMEHH Ha
6a30BoM (pr3uIECKOM ypOBHE. ITO COOBITHE
TCHEPUPYETCS, €CJIM KOJMYECTBO OIIMOOK
CHUMBOJIa PaBHO WJIM IMPEBBIIIACT 3a/IaHHBIH
MOPOT JIJIs1 TOTO TIEPUO/Ia.

window - OKHO ONIMOKM JOJKHO HMETh
nenoe 3HaueHue ot 1 10 60, a ero 3HaueHHne
0 yMoJi4aHuto paBHo "1".

threshold - mopor OmUOKH JOKEH
HaxoauThcsl B auanasone 0-4294967295, a
€ro 3Ha4eHHE N0 YMOJYaHHIO paBHO "1".
link-ocam link-monitor frame- CoObITHE  MOACYUTHLIBAET  KOJIUYECTBO
seconds {threshold | window} CeKyHJ] C OIIMOKaMu, NPOHM3OIICIIINX B
TEUEeHHE yKa3zaHHoro nepuona. Ilepuon
ONpeNeNsieTcss BPEMEHHBIM HHTEPBAJIOM.
OT0  cOoOBITHE  TE€HEepupyercs,  eciu
KOJIMYECTBO CEKYH]I C OIIMOKaMHU B KaJpe
PABHO WJIU MIPEBBIIIACT 33JaHHBIN TOPOT IS
ATOr0 NEPHUOJIA.

Window — OKHO OMMOKH JOJIKHO UMETh
menoe 3HaueHue B aguanasone ot 10 go 900,
a ero 3HaueHue M0 yMOI4aHuio paBHO "60".
threshold - mopor OIMOKH JOJKEH
HaxoauThcsl B jguanazoHe 0-65535, a ero
3HAYEHHE 110 YMOJYaHUIO paBHO "1".

3.2.51. CFM

CFM (Connectivity Fault Management), IEEE 802.1 ag — npegoctaBisieT (yHKIHH
HaOJIO/ICHWsI, TIOMCKAa W YCTpaHeHHWs HewcnpaBHocTeli B ceTsx Ethernet, mo3Bomss
KOHTPOJIMPOBATh COETUHEHUE, U30JUPOBATh MPOOJIIEMHBIE YYaCTKH CETH U UACHTU(PHIHUPOBATH
KJIMEHTOB, K KOTOPBIM NMPHUMEHSIJIICH OTPAHUYCHUS B CETH.
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Komannma

\ Onucanue

['moGasibHBIE HACTPOHKHU

cfm sender-id-tlv {chassis |
chassis-management | disable |
management}

Br160p unentudukaropa tlv

Chassis— wunpentudukarop maccu (MAC-
azapec)

chassis-management- uICHTU(DUKATOP
maccu (MAC-agpec) u aapec ynpaBieHUs
(IPv4-anpec)

management- azapec ynpasieHus (IPv4-
azapec)

disable— ucKiIOYUTh UACHTUDUKATOD tlv

cfm port-status-tlv {disable
enable}

Brutouenue wim BoIkiroueHue tlv st craryca
mnopra

cfm interface-status-tlv
{disable enable}

Bxuirouenue win BoikitoueHue tlv st cratyca
uHTepdeiica

cfm organization-specific-tlv | Hckmounts TLV ISt KOHKPETHOM

disable OpraHu3aluu

cfm organization-specific-tlv | BkmaouuTs TLV ISt KOHKPETHOMU

enable oui <oui> subtype <0- OpraHHu3aIuu

255> value <string63> <oui> — Dto TtpexbaitToBeiii OUI,
nepenaBaeMbii ¢ TLV, 3aBucamum ot
OpTraHU3aLNN.

<0-255> — DTO noaTHIl, NEepeJaBacMbIil C
TLV nyisi KoHKpeTHOM opraHu3anuu. Moxer
OBITH JTIOOBIM 3HaUCHUEM B rana3one [0; 255]
<string63> — 210 3HAYEHUE,
nepegaBaeMoe B TLV i kOHKpeTHOM
OopraHu3alyy. 3HaueHue MpPeCTaBIsIeT co00it
1e4aTaeMyro CTPOKY CUMBOJIOB JUIMHOM 0-63.

CFM Domain Configuration

cfm domain <kwordl-15>

Co3anne UMEHHU TOMEHA

Format {none | string} Beibop ¢opmara wumenn MD. UroOsl
MMHUTHPOBATh UJCHTU(DUKATOPBI MEG
Y.1731, ucnons3yiite Tun None.

Level <0-7> VYposeub MD / MEG »artoro pomeHa.

JlonycTuMble 3Ha4eHMsI OrpaHu4deHsbl 10 0—7.

sender-id-tlv {chassis |
chassis-management | defer |
disable | management }

Br16op unentudukaropa tlv

Chassis— wunentudukarop maccu (MAC-
azapec)

chassis-management- wuaeHTU(UKATOP
maccu (MAC-aapec) u azapec ymnpaBieHUs
(IPv4-anpec)

management- azapec ympasineHus (IPv4-

azapec)
disable— uckiounuTh uAaeHTUGUKaTOp tlv
defer - IIPUMEHAIOTCS  HACTPOMKH
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r7100anbHOM KOHPUTY ALK

port-status-tlv {defer |
disable | enable}

Bxutouenne wim BeIkiroueHue tlv st craryca
nopra

Defer- NPUMEHSIOTCS
MI00aNbHOM KOH(PUTYpaIun

HACTPOMKHU

interface-status-tlv {defer |
disable | enable}

Bxrouenue wiu BeikitoueHue tlv s cratyca
unTepdeiica
Defer - [IPUMEHSIOTCSA

MI00aTbHOM KOH(PUTYpaIuu

HaCTPOUKH

organization-specific-tlv
{defer | disable}

disable - uckmouuth TLV st KoHKpeTHOM

OpraHu3aIH

Defer - HNPUMEHSIOTCS ~ HACTPOWKH

r106ansHOM KOH(pUrypanuu
Service<kwordl-15> [Tepexon B PEXKUM KOH(UTYpaIuu

CFMService

CFM Service Configuration

Format {integer
vid string }

primary-

Br16op popmara umenu ciyx0bl. ITO peraer,
Kak OyJeT MHTepIpeTUPOBAThCS 3HAYCHHE
rnapamerpa Name.
Bo3moxHbIE 3HaUCHMS:

integer

primary-vid

string

type {port | vlan<1-4095>}

Br16op MEP B cepsuce

OcnoBuoit VID MA. VLAN, pasnsiii 0,
o3Haudaer, 4yTo Bce MEP, co3gaHHEIE B 2TOM
MA, Oyayr co3gansl kak MEP mnopra
(uaTepdericHble MEP). Ha KaXJI0M
uHTepdeiice MokeT OBITh TOJBKO OJHA
noproBast MEP. MEP nannoro mopra Moxet
ObITH co3maHa ¢ Teramu, ecii VLAN stoit
MEP He paBHa HyJIIO.

continuity-check interval
{100ms | 10ms | 1s | 3.3ms}

Hacrpoiika ckopoctu CCM Bcex MEP,
MPUBSI3aHHBIX K ATOM yCIIyre

sender-id-tlv {chassis |
chassis-management | defer |
disable | management}

Br16op unentudukaropa tlv

Chassis— wunentudukarop maccu (MAC-
azapec)

chassis-management- uIEHTU(DUKATOP
maccu (MAC-agpec) u aapec ymnpaBieHUs
(IPv4-ampec)

management- anpec ymnpasienus (IPv4-

azapec)
disable— uckiounuTh uAaeHTUGUKATOP tlv
defer - MIPUMEHSAIOTCS ~ HACTPOUKH

r7100anbHOM KOHUTYpaiu
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port-status-tlv {defer |
disable | enable}

Bxutouenne wiu BeIkIroueHue tlv st craryca
nopra

Defer- MIPUMEHSIOTCS
MI00abHOM KOH(PUTYpaIun

HACTPOMKHU

interface-status-tlv {defer |
disable | enable}

Bxrouenue wiu BeikitoueHue tlv s cratyca
uHTepdeiica
Defer - [IPUMEHSIOTCSA

MI00abHOM KOH(PUTYpaIun

HaCTPOUKH

organization-specific-tlv
{defer | disable}

disable - uckmounth TLV st KoHKpeTHOM
OpraHu3aluu
Defer - [IPUMEHSIOTCSA

r7100anbHOM KOHPUTY ALK

HaCTPOUKH

Mep<1-8191>

[Tepexon B pexxuM koHpuryparuun CFMMep

CFM Mep Configuration

interface GigabitEthernet
<port type id>

VYKka3zaHue nopra Ha KOTOPOM HaxOIUTCs 3Ta
MEP

V1an{1-4095 | inherit}

VYkazanue unentuduraropa VLAN.
inherit- ucnonb3yercs misa 00O3HAYECHUS
HE TETUPOBAHHOTO Tpaduka
(nogpazymenaercs MEP nopra).

Pcp <0-7>

Br160op 3nauenus PCP B rere VLAN PDU. He
UCHOJb3yeTcsi 0e3 Teros.

Smac <mac_ ucast>

Hactpoiika MAC-anpeca HCTOYHUKA,
KOTOpBI OyZeT HCIOIb30BaThcsl B OJIOKax
PDU CCM, ucxonsamux ot 3troit MEP. Anpec
JoJKeH ObITh omHoaapecHbM. Dopmar: XX:
XX: XX: XX: XX: XX. Ecnu Bce Hynw,
BMeCTO Hero Oyner ucnonb3oBaThcst MAC-
aapec mopTa KOMMYTaTopa.

alarm-level <1-6>

VYcraHoBKa ypOBHSI CUTHAJIM3ALUN.

Ecmun obnapyxkeH aedekT C TpPHOPUTETOM
BBHIIIIE ATOTO YPOBHA, OYyIEeT CreHepHUpOBAHO
YBEJIOMJICHHE O HEUCIIPABHOCTH.
Jonyctumblii  guanaszon: [1; 6], rme 1
YKa3bIBaeT, 4TO JI000N JedeKT BBHI3bIBACT
aBapuiHbI curHaia, a 6 O3Ha4aer, 4YTO
HUKaKoW J1epeKT He MOXET BBI3BaTh
ABapUIHBIN CUTHAIL

alarm-time-present <2500-
10000>

VYcTaHOoBKa BpPEMEHHM B MUJUIMCEKYHIaX, B
TEYEHUE KOTOPOrO JOJIKHBI MPHUCYTCTBOBATh
nedekTel, Tpexae dYem OyAeT  BBIIAHO
YBEIOMIIEHHE 0 HeucnpasHocTH. [Io
yMosrganuro 2500 mc.

alarm-time—-absent <2500-10000>

VYcraHOBKa BPEMEHHM B MUJUIMCEKYHJaX, B
TEYEHHE  KOTOPOro  Je(eKThl  JOJIKHBI
OTCYTCTBOBaTh JI0 cOpoca YBEAOMIIEHUS O
HencnpasHocTH. [To ymomuanuro 10000 mc.

128




continuity-check
no continuity-check

BKJIFOUEHHUE TeHEePAIUN COOOIIEHUI TTPOBEPKHU
nenoctaoctu (CCM)
OTKITIOYCHHUE reHepaluu cooOmIeHNH
MIPOBEPKH I[EJTOCTHOCTH

admin-state {disable | enable}

BKJIIOUHUTH WM OTKI0UUTH 3Ty MEP. Korga
sra MEP BxmodyeHa, oOHa IpoOBEpsSET
noy4yeHHble / oTcyTcTBYIoIe CCM 1 MOXKET
BBI3BIBATH J1€(DEKTHI.

remote mep<l-8191>

VYcranoBka ynanennod MEP, ot kotopoit 3Ta
MEP, kak oxupnaercs, Oyaer monydars PDU
CCM.

3.2.52. APS

APS cereBoli MPOTOKOJ KaHAJTBLHOTO YPOBHS, IIPEIHA3HAYCH JIJISl TIOJIEPIKKU TOIOJIOTHH,
UCKITIOYAIONIEH 3alMKIIMBaHue Tpaduka, U e€ MepecTpoeHHue B CiIydyae HapyIICHHH B KOJIBLEBBIX
cetsx Ethernet Ha nepBom-BTOpOM ypoBHE cereBoii moaenu OSI.

Komanna \ Onucanue
['mobGanbHbIE HACTPOIKHU
Aps <1-10> Cosnanue sx3emmispa APS

working interface
GigabitEthernet <port type id>

Haznauenue
pabouero nopra

untepdeiica B KayecTBe

working sf-trigger link

Br16op Tpurrepa /is curaana oumoku
B kadectBe  Tpurrepa = HCHOJIb3yeTCS
COCTOSTHUE TIOPTa

working sf-trigger mep domain
<kwordl-15> service <kwordl-
15> mep-id <1-8191>

B kadecTtBe Tpurrepa HCHONB3yeTCd mep.
Tpebyercs  BBOA  domainservicemep-id,
oTHOcsIHKeCH K dKk3eMIusipy MEP, koropsii
JOJDKEH TPEACTaBIATh paboyuil  MOTOK.
BeiOpannsiii  sxk3emmiusip MEP  Mmoxer He
CYyIIECTBOBAaTh MPH HACTpoiike 3Toro APS.

protect interface
GigabitEthernet <port type id>

Ha3nauenne  wuHTepdeiica B  KauecTBe
3alIMIIEHHOT O 1opTa

protect sf-trigger link

Br16op Tpurrepa asisi curaasa ommuoKu
B kadectBe  Tpurrepa = HCHOJb3yeTCS
COCTOSIHUE TOpTa

protect sf-trigger mep domain
<kwordl-15> service <kwordl-
15> mep-id <1-8191>

B kadectBe Tpurrepa wucmnoib3yerca mep.
Tpebyercas  BBOox  domainservicemep-id,
oTHOcsmuecs K sk3eMiusipy MEP, koropsiit
JOJDKEH  TPEeACTaBIATh  pabouyMii  MOTOK.
BeiOpannsiii  sxk3emmiisip MEP  Mmoxer He
CYyILIECTBOBATh IIPH HACTpoOiike 3Toro APS.

Mode {1-for-1 | bidirectional- |1-for-1 - B IuHelHOH apXWTEKType
1-plus-1 | unidirectional-1- 3aMIMTHOM KoMMyTamuu 1: 1 3amuTHBIH
plus-1} TPAHCIIOPTHBIA OOBEKT BBIAENEH paboueMy
TPAHCIOPTHOMY 00BEKTY. O1HaKo
HOPMaJbHBIH  TpadHK  TPaHCHOPTUPYETCS
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a1n00 Ha pabodeM TPaHCIOPTHOM OOBEKTE,
700 Ha 3aIlIMTHOM TPAHCIIOPTHOM OOBEKTE,
UCIIOJIB3YSI MOCT CEJIEKTOpa B HCTOYHUKE
3amuieHHoro  gomena.  Cenektop B
MPUEMHHKE 3aIUIICHHOTO JOMEHa BhIOMpaeT
00BEKT, KOTOPBIA HECET HOPMAaJIbHBIN TpaPUK
bidirectional-1-plus-1 - B
JIMHEWHOMN APXUTEKTYpE 3al[UTHON
komMmyTauuu 1 + 1 nnsg kaxugoro padodero
TPAHCIIOPTHOTO OOBEKTA BbIIEICH 3aIIUTHBII
TPaHCHOPTHBIA  00BEKT. OObIUHBIA  TpaduK
KOMUPYETCS W HaIpaBiIeTCs Kak padbouum,
TaK M 3alIUTHBIM TPAHCIOPTHBIM OOBEKTaM C
IIOCTOSIHHBIM ~ MOCTOM B HCTOYHHKE
3alIMIIEHHOTO ToMeHa. Tpaduk Ha pabounx u
3AIUTHBIX TPAHCIIOPTHBIX o0BeKTax
nepefaeTcsi OJHOBPEMEHHO B  IPUEMHUK
3alUIICHHOTO JOMEHA, T/ BBIOOP MEXIY
pabouuM ¥  3alUTHBIM  TPAHCIIOPTHBIMHU
00BEKTaMH  OCYIIECTBISIETCS Ha OCHOBE
HEKOTOPBIX 3apaHee OTpeIeTICHHBIX
KPUTEPUEB, TaKUX KaK WHIUKALWS
HEHCIIPAaBHOCTHU CEPBEPA.
unidirectional-1-plus-1 —
OJIHOHarpaBiieHHbI APS.

Komanna modeunidirectional-1-
plus-1 tX—apsSBKIKOYAECT  IIepenady
omokoB  APS PDUs. PS gpgaxe B
OJHOHamnpasiieHHOM pexume 1+1. Ilpuem
APS

PDU B 3TOM pexume UCOJIb3YIOTCS TOJIBKO B
WH()OPMAITMOHHBIX ETSX.

Level<0-7>

VYcranoska  ypoHs MD  / MEQG,
ucnone3yemeii B L-APS  PDU. Tlo
ymomuanuo 0.

Vlan<vlan id>

VYcraHoBka uaeHTupUKaTopa VLAN,
ucnoiaszyemoro B L-APS PDU.

Komanzna vlanuntagged— He BCTaBIATh TET
VLAN B PDU LAPS

vlan <vlan id> pcp <0-7>

Hactpoiika PCP (mpuopurer) (1o yMOIT4aHUIO
7). 3nauenue PCP, ucnonp3yemoe B Tere
VLAN, ecmu L-APS PDU He sBmsercs
HEMapKUPOBAaHHBIM. J[OJDKHO OBITh 3HAYCHHE
B quanasone 0-7.

Smac <mac_ ucast>

VYcraHoBka MAC-anpeca HMCTOYHMKA,
ucnons3yemsiii B PDU L-APS. Anpec nomken
ObITh ofHOaApecHbIM. Eciiu Bce Hynu, Oyaer
UCIIOJIb30BaThCS MAC-anpec rnopra
KOMMYTAaTopa.

Revertive

BxiroueHrne peBepCHBHOTO peXuMa, TO €CTh
TpaduK MepeKsIrogaeTcss 00paTHO Ha pabodmit
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opT nocie yCTpaHEHUs YCIIOBUH,
BBI3BIBAIOIIMX  MepekitoueHue. B ciydae

copoca KOMaH/1bI (manpumep,
NPUHYTUTEILHOE HIEPEKITFOUCHHE) 9TO
MIPOUCXOTUT HeMeUIeHHO. B cirydae

ycTpaHeHus JeeKTa 3TO OOBIYHO TPOUCXOAUT
no wucreyeHun Ttaiimepa WTR (oxupanus
BOCCTAHOBJICHUS).

. PesxiM BOCCTaHOBJICHHSI TOpTa HE SIBISCTCS
no revertive PEBEPCHBHBIM, H TpapuKy paspemaercs
OCTaBaThCsl Ha 3aIlUIICHHOM IIOPTE MOCIe
YCTpaHCHHSA IMPUYIMHEL IICPCKITOYCHUA.

walt-to-restore <1-720> Hacrpoiika OXKUIAHUS nepen
BOCCTAHOBJICHHEM pabodyero Imopra IMocie
YCTpaHEHUS HEHUCHPAaBHOCTH. JlOMyCTHMBIi
nuamnason 1-720

hold-off-time <0-10000> YcranoBka Taiimepa 3amepxkku. Korma
BO3HUKAET HOBBIM (Miau Oosiee Cepbe3HbIN)
nedeKT, 3amycKaeTcs TaiMep 3alep)KKH, U O
COOBITUN OYJET COOOIIEHO MOCIE UCTCUCHUS
TaliMmepa. Bpems ynepkaHuss usMepsieTcs B
MUJUTICEKYHAAX, a JOMYCTUMbIC 3HAYCHHUS
Haxoxgarca B guanasoHe or 0 mo 10000. Ilo
yMmoyanuio 0, 94TO O3HA4YaeT HEMEJICHHOE
cooO1ieHue o nedeKxTe.

admin-state {disable | enable} | H3meHenue cocrossHHs SK3eMiusipa APS
(BBIKJTFOYEHO/BKIIFOYECHO)

3.2.53. ERPS

ERPS -cereBoif mpoTOKOJI, MCHOIB3YIOIIMNICA Ul UCKIIOUEHUS OOpa3oBaHMs KOJell B
Tornosioruu. MoskeT ObITh 3aMeHOil cemeiicTBy nporokosos STP.

Komannma | Onucanue
['moGasibHBIE HACTPOHKHU
Erps <1-64> Cozpanue sk3emiursipa ERPS
rpl {neighbor | owner} {portO | BeiOop pexuma KOJBLEBOW 3allUTBHl U
portl} KOJBLIEBOI0 ITIOpTa
Version {vl | v2} Br160p Bepcun nportokona ERPS
ring-type {interconnected-sub- Br16op Tuma konblia.
ring | major | sub-ring}
ring-type sub-ring Br16op pexxrma moaKobIo
[Ipy BBOJIE AOMOJHHUTEIBHON KOMAaHIbI
virtual-channel - BKJIFOYAET

BUpTyanbHbIl KaHan R-APS, To ecte PDU
R-APS  He  mepecputaloTcsi = MEXAY
KOJBIIEBBIM IIOPTOM, €CJIM OJUH KOHEIl
3a0JI0KHpPOBaH

ring-type interconnected-sub- Bri6op pexuma B3aUMOCBSI3aHHOT'O
ring connected-ring <1-64> MMOJKOJIbLIA, KOTOPOE UMEET

131


https://ru.wikipedia.org/wiki/STP

TOJIBKO OJUH KOJbIeBOM nopT (rmopt 0), HO
MOAKJIIOYAETCS K INIABHOMY KOJIbILY.
<1-64> - Homep sx3emmuiipa ERPS
MOAKJIIOYEHHOTO KOJIbLA

JomonHuTenpHas KoMmaHAa propagate-
topology-change - VYmopaBiser TeM,
JIOJKHO JIM KOJIBIIO, HA KOTOPOE CChUIAETCS
sk3eMIUip Interconnect, pacmpocTpaHATh
R-APS nns PDU Beskmit pa3, koraa
M3MEHSIETCS TOIOJIOTHSI 3TOTO MOA-KOJIbLA.
IIpu BBOAE KOMaHAbl virtual-channel
- PDU R-APS nepenatorcst 10
MOJKIIFOYEHHOMY  KOJIbILY, K KOTOPOMY
MOAKJIIOYAETCS 3TO MOA-KOJIBLIO

{port0 | portl} interface
GigabitEthernet <port type id>

Hasnauenue wuHTepdeiica  KOIbLIEBOMY
nopty 0

{port0 | portl} sf-trigger link | VYcraHnoBka B KayecTBe Tpurrepa c0os
CHIHAJIa COCTOSIHUE COEIUHEHHS
{port0 | portl} sf-trigger mep B kauecTBe Tpurrepa MCIOJIB3yeTCS mep.

domain <kwordl-15> service
<kwordl-15> mep-id <1-8191>

TpebGyercs BBOA domainservicemep-id,
OTHOCsIIHECS K dK3eMIusipy MEP, kortopslit
JIOJDKEH TPEJCTaBIIATh pabouuil IOTOK.
BoiOpannbiii sx3emmuiip MEP moxer He
CYILLIECTBOBATh IIpU HAcTpouke 3Toro APS.

ring-id <1-239>

Hactpoiika  mmeHTudukaropa  KOJIbIA.
WnentudukaTop KojibLa HUCIOJB3YETCS -
BMecTe c¢ ynpasistouieii VLAN - g
unentudukanuu 6okoB PDU R-APS kak
MPUHAIISKAINIMX ONPEICICHHOMY KOJIBITY.

node-id <mac_ucast>

Hacrpotiika uaeHTU(UKaTopa y3I1a.
Unentudukatop  y3n1a  HCHOIb3YETCS
BHyTpu KOHKpeTHoro PDU R-APS s
YHUKaJIbHOW WACHTU(UKAMM 3TOrO y3ia
(KkoMMyTaTOpa) B KOJIBIIE.

Level <0-7>

VYcranoska yposus MD / MEG

control-vlan <vlan id>

Ycranoka VLAN, no kotopoii 6ok PDU
R-APS mnepepatroTcss m mnpuHHMarOTCA Ha
KOJIBIIEBBIX MMOPTAX.

control-vlan <vlan id> pcp <0-7>

VYcranoska 3nauenust PCP, ucnonb3yemoe B
tere VLAN PDU R-APS.

revertive

Bxirouenue pexuma
BoccranoBsneHnue 3HaueHUN 110
YMOJTYaHUIO TIOCJIE€ MCTEYEHUs TailMepa
0KUJIQHUS BOCCTAHOBJICHUS.

BO3Bpara.

guard-time<0-2000>

YcraHoBKa TaliMepa 3aliuThl.

walt-to-restore<1l-720>

YcranoBka BpEMEHHU OKMIaHUS
BOCCTAaHOBJIEHUS B CeKyHax. JlomycTrMbli
nuanasoH 1-720 cek. Mcnonb3yercs TOJIbKO
B PEBEPCUBHOM PEXHME

hold-off-time<0-10000>

VYcranoBka Taiimepa 3anepxkku. Korma
BO3HUKAET HOBbIN (WM OoJiee cepbe3Hblil)
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nedekT, 3amycKaeTcs TaiiMep 3aAepKKHU, U O
COOBITHH Oyner CO0O0IIIEHO mocJie
ucTeyeHus: TanMepa. Bpems ynepxanus
u3MepseTcs B MUJUTACEKYH/IaX, a
JIOMyCTUMbIE ~ 3HAYEHUS  HAXOJATCA B
nuana3zone ot 0 mo 10000. ITo ymomyanuro
0, yTO 0O3HAYAET HEMEJICHHOE COOOIICHHE O

nedexre.
admin-state {disable | enable} M3meHeHre cocTosiHus dk3emiuisipa ERPS
(BBIKJTFOYEHO/BKIIFOYEHO)
protected-vlans<vlan list> Vkazanne VLAN, 3amuiieHHble 3THM

sK3eMIUIIpoM Koubla. [lo kpaiiHelt mepe,
oxHa VLAN noipkHa OBITE 3aluIeHa.

rpl {neighbor | owner} {port( | Hacrpoiika pexuma rpl

portl} Neighbor - 3TOT KOMMYTaTOp SBIAETCS
coceqom RPL
Owner - 3TOT KOMMYTAaTOp SBIISIETCS

Biagensiem RPL
B o0oux pexumax TtpebyeTcs yKaszarb
KOJIBLIEBOM TTOPT.

3.2.54. Hacrpoiika Spanning Tree

[Tporokonel cemeiictBa Spanning Tree Protocol (STP/RSTP/MSTP/PVST/Rapid-
PVST) npennasnauensl [uisi  obOecriedeHHs  OTKazoycroiiumBoctu  L2-cereld  mytem
ABTOMATHYECKOTO OJIOKMPOBAaHUS M30BITOYHBIX (METIEBBIX) (PHU3MUECKUX CBS3e H HX
JUHAMHYECKOIO BKIIFOUEHUS B Cllydae aBapuM Ha OCHOBHBIX MaplIpyTax.

Ha xommyratopax cepum NTS mportokon Spanning Tree BKIJIIOYEH MO YMOJTYAHHUIO
rio0anbHO U Ha Beex uHTepdeiicax B pexxume MSTP (Multiple Spanning Tree Protocol). 1o
YMOJYaHHUIO BCE HACTpOeHHble Ha KommyTarope VLAN aBTOMAaTW4yecKd NPUBSA3BIBAIOTCA K
6a3oBomy nHcTaHcy Instance 0.

Komannma Omnucanue

['moGasibHbIe HACTPOHKHU
spanning-tree ['mobanpHOE BKIIFOYEHHE MPOTOKOIA Spanning Tree Ha
kommyTtarope. (ITo ymomuaHuio BKIIIOUEHO)

no spanning-tree ['moGanpHOE OTKIIIOUEHHUE MPOTOKOIa Spanning Tree Ha
KOMMYTaTOpE.
spanning-tree mode {mstp | BeiOop omnepairoHHOro pexnma paboThl MPOTOKOJA:
| pvst | rapid-pvst | e mstp — Pexum Multiple Spanning Tree
rstp | stp} (crammapr IEEE  802.1s), BkioueH 10
YMOJIYaHUIO.

e pvst — Pexum Per-Vlan Spanning Tree (mo-
VLAN-o0Bo€ cBsA3yIOIIIEE IEPEBO).

e rapid-pvst — Pexxum Rapid Per-Vlan Spanning
Tree (Ovictpoe mo-VLAN-oBoe cBs3yloliee
JIEPEBO).
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no spanning-tree mode

e rstp — Pexxum Rapid Spanning Tree (cranmapt
IEEE 802.1w).

o stp — Knaccuueckuii pexxum 802.1D Spanning
Tree.

COpoc pexuma paboThl MPOTOKOJIA HA 3HAYCHHUE IIO
yMOJTYaHUIO (mstp).

spanning-tree mst <0-64>
priority <0-61440>

Hacrpoiika npuoputera kommyTtaropa (Bridge Priority)
st ykazanHoro uHctanca MSTP. 3Hauenue HOMKHO
ObiTh  KpatHO 4096. Jlns 0a30BOMl  TOMOJIOTHH
ucnone3yercs <instance id> pasmeii 0. Ilo
yMoa4aHuio: 32768.

spanning-tree mst <0-64>
vlan <vlan list>

[Ipsamas mpuBsizka cnucka uiau guanazoHa VLAN k
BbIOpanHOMY nHCcTancy MSTP u3 rinobansHOro peskuma
KOHpuryparum.

no spanning-tree mst <0-
64>

Copoc HacTpoek KOHKpeTHOro uHcranca MSTP
(ynanenne mannuHara VLAN u Bo3BpaT npuopurera
110 YMOJYaHHUIO).

spanning-tree mst name
<word32> revision <0-
65535>

OnHOBpEMEHHOE 3a7aHUEe TEKCTOBOTO MMeHHU (10 32
CUMBOJIOB) U HoMmepa peBuzuu ains MST-peruona.
Baxno: jaas koppektHoi  padorsi MSTP
napaMeTpbl HMEHU M PeBU3UM TOJKHBI MOJHOCTHIO
COBIIA/IaTh HA BCeX KOMMYTATOPaX B paMKaX OIHOT0
pervoHa.

spanning-tree edge bpdu-
guard

no spanning-tree edge
bpdu-guard

['mobGanpHOe BKiIOYeHHE (yHKIMH 3ammtel BPDU
Guard nyig Bcex rpaHUyYHbIX NOPTOB. Eciau Ha mroOoi
Edge-mopr npunmer mnaker BPDU, wunrepdeiic
ABTOMATHUYECKU 3a0JI0KUPYyETCS.

['mobanpHoe oTkMoueHue QyHKuuM 3amuTsl BPDU
Guard 7151 BceX rpaHUYHbIX IOPTOB.

spanning-tree edge bpdu-
filter

no spanning-tree edge
bpdu-filter

['mobanpHas akTuBanusa QuibTpanuu nakeros BPDU
JUIS BCEX TPaHMYHBIX MOPTOB. KommyTaTop mepecraer
OTNpaBiATh U oOpabaTeiBaTh Bxoasmue BPDU nHa
Edge-unrtepdeiicax.

['mo6anpHOe oTKIIIOYeHHE GuiIbTpanuu nakeroB BPDU
JUIsl TPAHUYHBIX ITOPTOB.

spanning-tree recovery
interval <30-86400>

no spanning-tree

recovery interval

Hactpoiika MHTEpBaja aBTOMAaTUYECKOTO
BOCCTaHOBJEHMs (B  CeKyHJax) Juid  IOPTOB,
3a0JIOKUPOBAHHBIX 3alUTHBIMU MeXaHU3MaMHu
(manmpumep, BPDU Guard).

OTKIIIOUEHNE aBTOMaTHYECKOI'O BOCCTAaHOBJICHUA

33.6J'IOKI/IpOBaHHBIX IMOPTOB.

spanning-tree vlans
<vlan list>

VYkaszanue cniucka VLAN, BHyTpU KOTOpBIX pa3pelieHa
pabota potokosioB PVST/Rapid-PVST.
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no spanning-tree vlans
<vlan list>

Uckmouenne ykazanubix VLAN wu3
POTOKOJIAMHU PVST/Rapid-PVST
otkouenue STP mns manasix VLAN).

00paboTKu
(monHoE

spanning-tree vlan
<vlan list> priority <0-
61440>

Hacrpoiika npropureTa KOMMyTaTopa JJisi KOHKPETHBIX
sk3eMIsipoB VLAN (B pexxumax pvst u rapid-pvst).
3HaueHue JI0JKHO ObITh KpaTHO 4096

spanning-tree vlan
<vlan list> hello-time
<1-10>

Hacrpoiika nHTepBana reuepauun KOH(QUIypaluoOHHbIX
nakeroB BPDU (B cexkyHaax) MHAMBUAYAJIbHO JUIS
yka3zaHHbIX VLAN.

spanning-tree vlan
<vlan list> forward-time
<4-30>

Bpemss HaxoxkIeHHs TOPTOB B HIPOMEXKYTOUHBIX
cocrosausax Listening u Learning (B cexyHaax)
MHAMBUAYAIBHO s yKazaHHbIX VLAN.

spanning-tree vlan
<vlan list> max-age <6-
40>

MakcumanabHOe BpeMsl 0)KUJaHUs CITyKEOHBIX TAKETOB
BPDU (B cexyHzax) MHAMBUAYAIBHO JUIsl YKa3aHHBIX
VLAN.

no spanning-tree vlan
<vlan list>

COpoc Bcex UWHIAMBUAYAIbHBIX IApaMETPOB H
npuopurera, BbiOpaHHoro VLAN Ha 3Ha4eHHs 110
YMOJTYaHUIO

[Toapexxum KOH(UTypaIuu arperipoBaHHbBIX KAHAJIOB.

spanning-tree
aggregation

Ilepexonq B moapexum  TIPYNIOBOM  HACTPOMKHU
napameTpoB Spanning Tree st BC€X arperupoBaHHBIX
kaHasnoB (LAG/Port-Channel).

spanning-tree auto-edge
/ no spanning-tree auto-
edge

YHpaBJICHI/Ie ABTOMAaTUYCCKHUM OIIPCACIICHUCM CTaTyCa
I'paHUYHOIO IIOpTa.

spanning-tree bpdu-guard
/ no spanning-tree bpdu-
guard

Bxirouenue,Beikinrouenne 3anutel BPDU Guard.

spanning-tree link-type
{auto | point-to-point |
shared}

Onpenenenne Tuna cBa3u (tuna L2-cpeapl) s
arperupoBaHHbBIX UHTEP(EHCcoB:

point-to-point (Touka-Touka) — ArperupoBaHHBII
KaHaJl COCJMHCH HANpPSIMYIO C OJHHM COCCIHHUM

KOMMyTatopoM. Bxmouaer MexaHusMm  ObIcTpoit

cxogumoctu Proposal/Agreement, 1mo3Boisisi TpaHKy
nepexoauTe B cocTosHue mnepenaun (Forwarding)
MI'HOBEHHO.

(O6mas
HNOJYYIUIEKC MM Xad MOJKIIOYEHO HECKOoJIbKo L[2-
YCTPOMCTB. MrHOBEHHAss CXOJIMMOCTb HEBO3MOXHa,

shared cpena) — K Tpanky uepes

TpaHk mnepexoauT B Forwarding meajieHHO uyepes
craguu Listening/Learning ¢ 3aiep)XKoil 1Mo TaiiMepy
(mo 30 cek).

auto

(ABTOOmIpEneNeHNe, MO YMOIYaHHUIO) —

KOMMYTaTOp CaM BBICTABJIACT THUII CBA3M Ha OCHOBEC
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no spanning-tree link-
type

nyruiekca nopra. [Ipu Full-Duplex Bkimtowaercst point-

to-point, nmpu Half-Duplex — shared.

COpoc HaAcTpoeK THIIa CBSI3M HA 3HAYCHUS TIO
YMOJTYaHHIO.

spanning-tree mst <0-64>
cost {<1-200000000> |
auto}

no spanning-tree mst <0-
64> cost

Hacrpoiika croumoctu niytu (STP Path Cost) mst Bcex
arperupoBaHHBIX KAHAJIOB B paMKaX BBIOPAHHOTO
nHcranca MSTP. KiroueBoe cioBo auto Bo3BpamiaeT
ABTOMATUYECKUH pacyeT CTOMMOCTH Ha OCHOBE
CKOPOCTH KaHaya

C6poc croumocTH myTH (cost) BBIOpAaHHOTO MHCTAaHCA
Ha 3aBOJICKOE 3HA4YCHHWE [0 YMOJYAHHMIO UL
arperupoBaHHbBIX KaHAJIOB.

spanning-tree mst <0-64>
port-priority <0-240>

no spanning-tree mst <0-
64> port-priority

Hactpoiika mpuopuTeTa MOPTOB arperMpoBAHHBIX
KaHaJIOB JUIst BeIOpanHoro nHctanca MSTP. 3nauenue
OpUOpUTETAa JOJDKHO OBITh KpaTHO 16 (JOCTymHBIE
3Hauenus: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240). ITo ymonuanuto: 128

COpoc npuoputeTa nopToB (port-priority) BEIOPAHHOTO
MHCTaHCa Ha 3aBOJICKOE 3HAUYCHHE 110 yMordaHuto (128)
JUISL arPETUPOBAaHHbBIX KAHAJIOB.

spanning-tree
restricted-role / no
spanning-tree

restricted-role

AxTuBanus, auakTuBanusa 3amutel Root Guard st
BCEX arperupOBAHHBIX CTHIKOB.

spanning-tree
restricted-tcn

no spanning-tree
restricted-tcn

['mobanbHas OJIOKMpOBKa pacnpocTpaHeHus
yBeaoMieHuit 06 maMeHeHuu Ttomonoruu (TCN) st
BCEX arperupoBaHHbIX UHTEp(dericoB Bo Bcex VLAN.

Cusitue  rnobaneHOil  OmokupoBku  TCN  mns
arperupoBaHHbIX HHTEPPEICOB.

spanning-tree
restricted-tcn vlan
<vlan id>

no spanning-tree
restricted-tcn vlan
<vlan id>

Beibopounass GnokupoBka yBegomsieHnit TCN  Ha
arperupoBaHHBIX KaHAJIAX TOJIBKO BHYTPU YKAa3aHHOTO
VLAN.

CHsatue  OnoxkupoBku  yBenomienudd TCN  Ha
arperupoBaHHBIX KaHaNax g ykazanHoro VLAN.

spanning-tree vlan
<vlan id> cost {<1-
200000000> | auto}

no spanning-tree vlan

Hactpoiika croumoctu mytu (Path Cost) mis Bcex
arperupoBaHHbIX KaHAJIOB B paMKaX BBIOPAHHOTO
VLAN (mpumensiercs B pexxumax pvst / rapid-pvst).
KnroueBoe croBo auto Bo3Bpaiaer 1eQOITHBIN pacueT
CTOUMOCTH.

COpoc croumoctd myTH, YykazanHoro VLAN nmus
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<vlan id> cost

arperupOBaHHBIX UHTEP(EHCOB.

spanning-tree vlan
<vlan id> port-priority
<0-240>

no spanning-tree vlan
<vlan id> port-priority

Hacrtpolika npropurteTa arperupoOBaHHbBIX KaHAJIOB IS
BeiOpanHoro VLAN (B pexummax pvst / rapid-pvst).
3HaveHune JOJDKHO ObITh KpaTHO 16. ITo ymomuanuro:
128

VLAN s
nedonTHOMY

COpoc  mpuopuTeTa, yKa3aHHOTO
arperupoBaHHbIX ~ MHTEp(PEHCOB K
3HaueHuio 128

Pexxum koHburypanuu dusndeckoro narepderca

interface
GigabitEthernet
<port type list>

Ilepexon B pe:kMM HACTPOMKH YKA3aHHBIX ITIOPTOB.

spanning-tree / no
spanning-tree

NunuBuayanbHOE BKIIOUEHHUE WM TMPUHYAUTEIBHOE
neakTuBupoBaHue paborel STP Ha BBIOpaHHOM
¢duznueckom unrtepgerice.

spanning-tree portfast /
no spanning-tree
portfast

YrpasieHue ObICTPBIM IEPEXOIOM ITOPTa B COCTOSIHUE
Forwarding.

spanning-tree edge / no
spanning-tree edge

Hasnauenune konkperHoro moprta rpanuunbiM (Edge)
WM cOpoC TaHHOU POJIH.

spanning-tree bpdu-guard
/ no spanning-tree bpdu-
guard

Bxiatouenue wnm BeikiIrodenue 3amutsl BPDU Guard
WHBUIYAITBHO Ha BBIOPAHHOM ITOPTY.

panning-tree bpdu-filter
/ no spanning-tree bpdu-
filter

Bxuirouenne win BbIKIIOUYEHUE (GUIBTPAIMN TaKETOB
BPDU uHauBH1yanbHO Ha BHIOPAHHOM TOPTY.

spanning-tree

Bxmouenune wnm otkmodenne Root Guard (3amper

restricted-role / no HNOJAKJIIOYEHHOMY YCTPOWMCTBY CTaHOBUTBCA Root
spanning-tree Bridge).

restricted-role

spanning-tree ['moGanbHas OJ0KUpPOBKA pacnpocTpaHeHus

restricted-tcn

no spanning-tree
restricted-tcn

yBenomsiennii 00 u3meHeHun Ttomnojoruu (TCN) c
nanHoro ¢usudyeckoro narepderica Bo Bcex VLAN.

Custue rinobansHoN 6s10kupoBkH yBenomieHuit TCN ¢
JTAaHHOTO MHTep(eiica.

spanning-tree
restricted-tcn vlan
<vlan_id>

no spanning-tree
restricted-tcn vlan
<vlan id>

— Bri6opounas OnokupoBka ysenomieHuit TCN Ha
¢uznueckoM uHTEpdeiice TONbKO BHYTPU YKAa3aHHOIO
VLAN.

CHsatue  OnoxkupoBku  yBenomieHudd TCN  Ha
¢uznueckom untepdeiice st ykazanaoro VLAN.

spanning-tree link-type
{auto | point-to-point |
shared}

Hactpoiika tuna cBsizu (L2-cpenpl) nns pusmdeckoro
uHTepdeiica:

e point-to-point (Touka-touka) — WHTepdeiic
HaNpsSMYI0 COEIMHEH POBHO C OJIHUM COCEIHUM
KOMMYTaTOpPOM. Bxurouaer MEXaHU3M
Proposal/Agreement, opTy

nepenavyu

ITO3BOJISAA

NEpEXOINUTH B COCTOSHHE
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no spanning-tree link-
type

(Forwarding) MraHoBeHHO (3a JOJM CEKYH]IbI)
0e3 0)KUIaHHUs TaliMepOB.

o shared (O6mas cpema) — K mopty uepes
nonynymieke (Half-Duplex) wim crapeiii xad
MIOJKIIIOUEHO HECKOJIbKO L2-yctpoiicTs.
MrHOBEeHHAas: CXOJUMOCTh HEBO3MOXKHA, IMOPT
nepexonut B Forwarding wmemieHHO uepe3
craqun Listening/Learning ¢ 3amepxkoil 1o
taiiMepy (110 30 cex), 9ToObI N30€KaTh METEb.

e auto (ABTOoompeneneHHe, MO YMOJYAHUIO) —
KoMMyTaTtop cam BBICTABISIET THUIT CBSI3M Ha
OCHOBE AyIuiekca nopra. Eciau nopt noaHsics B
Full-Duplex, Bxirovaercs point-to-point. Eciu
B Half-Duplex, npuHyIuTenbHO BBICTaBIACTCS

shared.

COpoc HacTpoOiKH THIIA CBSI3U UHTEpdeiica Ha 3HAaUCHHE
10 YMOJYAHHUIO

spanning-tree auto-edge BxinoueHMe NI OTKJIUEHME byHKUMM
/ no spanning-tree auto- | aBTOMaTMYECKOTO onpeneyieHmsa
edge TPAaHMYHOT'O IopTa.

spanning-tree mst <0-64> | Hacrpoiika CTOUMOCTH yTH KOHKPETHOTO

cost {<1-200000000> |
auto}

no spanning-tree mst <0-
64> cost

¢duznueckoro uHTepdeiica s BHIOPAaHHOIO MHCTaHCA
MSTP (q1st 6a30BO# TOTIOIOTHU UCTIOIB3YETCSI HHCTAHC

0).

COpoc CcTOMMOCTM TYTH YKa3aHHOTO HWHCTaHca Ha
(bu3nIecKoM MopTy (BO3BpaT K auto).

spanning-tree mst <0-64>
port-priority <0-240>

no spanning-tree mst <0-
64> port-priority

Hacrpoiika npuoputera (puzndeckoro uHTepdeiica s
BbIOpaHHOro nHctaHca MSTP (3HaueHue 101KHO OBITH
KpaTHO 16, o ymomdanuto 128)

COpoc mpuopuTeTa BBHIOPAaHHOTO HHCTaHCA Ha
bu3nYeCKOM NMOpPTy K AePoATHOMY 3HaueHuro 128.

spanning-tree vlan
<vlan id> cost {<1-
200000000> | auto}

no spanning-tree vlan
<vlan_id> cost

HacTtpoiika croumoctu myTu ¢puzndeckoro unrepdeiica
n1st BeiopanHoro VLAN (B pexxumax pvst / rapid-pvst)

C6poc crommoctH myTH YykazaHHoro VLAN Ha
buznaeckoM uHTEpdeEiice.

spanning-tree vlan
<vlan id> port-priority
<0-240>

no spanning-tree vlan
<vlan id> port-priority

Hactpoiika npuopurera puznueckoro natepderica s
BeIOpanHOro VLAN (B pexxumax pvst / rapid-pvst)

Copoc  mpuopurera, BbeiOpanHoro VLAN  Ha
dbuznueckom uHTepdeiice k 3HaueHu0 128.

[TpuBHIETHPOBAHHBIN PEKUM (exec)

show spanning-tree

\ OTtoOpakeHue

r700aJbHOTO  CTaTyca  IPOTOKOIIA,
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napaMeTpoB KOPHEBOTO MOCTa W TaOJUIl COCTOSHUH

MOPTOB  MOCJENOBATEIbHO MO BCEM  AKTUBHBIM
nHcTtancaM MSTP.
show spanning-tree BriBox NEeTaILHOU TaOJIULIBI COCTOSTHUN
active UCKITIOYUTEIILHO 10 aKTHBHBIM (HAXOSIIIIUMCS B paboTe
up) nHTepdericam KOMMYTaTOopa, oTCeKas

BBIKJIFOYCHHBIC ITOPTHI.

show spanning-tree
summary

Kpatkas cBomka o miobasibHOM coctossHun  STP,
UCIIOJIb3yEeMOM BEpPCUU MIPOTOKOJIA, TEKYLIUX
3HAYCHMSIX II100aTbHBIX TAMMEPOB M CTATYCE 3alIUTHBIX
MEXaHH3MOB.

show spanning-tree
interface
<port type list>

OrobOpaxxenue kpatkoro craryca STP u meTpux s
KOHKPETHO YKa3aHHOro wuHTepdelica WU TPYIHIbI
MIOPTOB.

show spanning-tree mst BeiBog napamerpoB MST-peruona: TeKylEro MMEHU

configuration koHpuryparuu  (Configuration Name), Homepa
pesusun (Configuration Revision), a Takke KapTbl
pacnpenenenuss VLAN no uncrancam (MSTI).

show spanning-tree mst BbiBon Tomosoruu, mnapameTpoB COOCTBEHHOIO H

<0-64> KOPHEBOIO MOCTOB, a TaKkKe TaOJIMIbl COCTOSHUMN
IIOPTOB CTPOro Jyisl BIOpaHHOro nHctanca MSTP.

show spanning-tree mst IIpocMoTp cOCTOSIHUA M METPUK  KOHKPETHOTO

<0-64> interface (U3UYECKOTO WM JIOTHYECKOTO TopTa CTpPOro B

<port type list> KOHTEKCTE BbIOpanHoro nuucranca MSTP.

show spanning-tree BriBog cBOHOM TaOMUIIBI CUETYMKOB TOJYYECHHBIX U

detailed oTrnpaBiieHHBIX BP-makeroB mo Bcem wuHTEepdeiicam
KOMMYTAaTopa.

show spanning-tree Bb1Bos1 TabnuIIbl CYUETYMKOB AKETOB JJI1 KOHKPETHOIO

detailed interface ¢bu3nueckoro nopTa (GigabitEthernet /

<interface type> 10GigabitEthernet) wu 1oru4eckoro arperupoBaHHOTO

<port_ id> kanana (Port-channel).

show spanning-tree [IpocMOTp  J€TaJbHBIX CUETYMKOB MAKETOB  JUIA

detailed vlan koHKpeTHBIX VLAN. Ilpumeyanne: janHasi KOMaH1a

<vlan_list> AOCTYNHA TOJbLKO B m0-VLAN-0BBIX pexumax
padotbl (PVST/RPVST).

show spanning-tree vlan Orobpaxxenue Tomojoruu Juisi BeiOpaHHOTO VLAN

(JIOCTYTIHO TOJIBKO B pekuMax pvst u rapid-pvst).

IIpumepsI HACTPOHMKH:

1.banancupoBka Tpaduka B pe:xxnme MSTP

3agaya: OOecrieunTh OTKAa30yCTOMYMBOCTh M PACHpPEICIICHUE CETEBOW HArpy3kKu MeExay
kommyTtaropaMmu NTS1 u NTS2, coeauHEHHBIMH MO TONOJOIMHM «TOYKA-TOUYKA» dYepe3
untepdeiicel GigabitEthernet 1/24. Cers comepxur VLAN 10, 20, 30, 40. Harpyzka
pacripenensercst cienyromuM obpazom: kommyrtaTtop NTS1 HazHadaeTcst KOPHEBBIM MOCTOM
(Root Bridge) mnst VLAN 10 u 20 (MSTI 1), a kommyTtatop NTS2 — st VLAN 30 u 40 (MSTI
2).

Hacrpoiika kommyTaTtopa NTS1:

1.  Co3nanue unentugpukatopoB VLAN B JIoKanbHOM 6a3e TaHHBIX
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vlan 10,20,30,40

exit

2. Koundurypuposanue napamerpoB perrona MSTP ogHoit cTpokoit

spanning-tree mst name NTS REGION revision 1

3. Acconmanus (ManmuHT) VLAN ¢ cooTBeTcTBYrONMMHU nHcTancamu MSTP

spanning-tree mst 1 vlan 10,20

spanning-tree mst 2 vlan 30,40

4.  Hacrpoiika npuopUTETOB KOMMYTaTOpa Ui pacupeneneHus poieir Root Bridge

spanning-tree mst 1 priority 4096

spanning-tree mst 2 priority 28672

5. T'moGanbHas akTHBAIMS 3aIIUTHBIX MEXaHU3MOB Ha ADOHEHTCKOM IepUMETpe

spanning-tree edge bpdu-guard

spanning-tree recovery interval 300

6.  Koudurypuposanue maructpansHoro uarepdeiica (Trunk) must csizu ¢ NTS2

interface GigabitEthernet 1/24

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

exit

7. Hactpoiika abonenTckoro nopta gocryna (uarepdeiic moaxmouenus [IK 8 VLAN 10)

interface GigabitEthernet 1/1

switchport mode access

switchport access vlan 10

- [TepeBon naTEpdeiica B Kareroputo rpaHnuHbIX opToB (Edge) amst onTuMu3anuy BpeMeHH
CXOANMOCTH

spanning-tree edge

- [TomaBnenue reHepanuu yBegomieHud o0 w3menenuu Ttomosorun (TCN) mpu
HECTAOMJIBHOCTH JTMHKA Ha a0OHEHTCKON CTOPOHE

spanning-tree restricted-tcn

exit

Hacrtpoiika kommyTtaTtopa NTS2:

1.  Co3nanue unentugpukatopoB VLAN B 1oKanbHOM 6a3e TaHHBIX

vlan 10,20,30,40

exit

2. KoudurypupoBanue mnapamerpoB peruoHa MSTP (3HaueHust AOMKHBI ObITH UIACHTHYHBI
NTSI1)

spanning-tree mst name NTS REGION revision 1

3. Accounanuss VLAN c uncrancamu MSTP

spanning-tree mst 1 vlan 10,20

spanning-tree mst 2 vlan 30,40

4.  Hacrpoiika npropuTEeTOB KOMMYyTaTOpa (3epKajibHOE pacmpe/ieieHue poeii)

spanning-tree mst 1 priority 28672

spanning-tree mst 2 priority 4096

5. T'moGanbHas akTHUBAIMA 3alIUTHBIX MEXaHU3MOB Ha ADOHEHTCKOM IEepUMETpe

spanning-tree edge bpdu-guard

spanning-tree recovery interval 300

6.  Kondurypupoanue maructpaiabHoro uatepdeiica (Trunk) mmst csizu ¢ NTS1

interface GigabitEthernet 1/24

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

exit
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7.  Hactpoiika aboHeHTCKOTO MTopTa noctyna (narepderic noakmouenus [IK 8 VLAN 30)
interface GigabitEthernet 1/1

switchport mode access

switchport access vlan 30

spanning-tree edge

spanning-tree restricted-tcn

exit

IIpumep BoIiBOAA B pe:xxknme MSTP:

NTS1# show spanning-tree

MSTIO Bridge STP Status

Bridge ID : 32768.1C-A0-D3-42-71-FF

Root ID : 32768.1C-A0-D3-42-71-FF

Root Port -

Root PathCost: 0

Regional Root: 32768.1C-A0-D3-42-71-FF

Int. PathCost: O

Max Hops : 20

TC Flag : Steady

TC Count : 25

TC Last : 0d 00:01:09

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 20000 Yes Yes
0d 00:01:16

Gi 1/24 DesignatedPort Forwarding 128 20000 No Yes

0d 00:02:35
MSTI1 Bridge STP Status

Bridge ID : 4097.1C-A0-D3-42-71-FF

Root ID : 4097.1C-A0-D3-42-71-FF

Root Port : -

Root PathCost: O

TC Flag : Steady

TC Count : 16

TC Last : 0d 00:01:09

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 20000 Yes Yes
0d 00:01:17

Gi 1/24 DesignatedPort Forwarding 128 20000 No Yes

0d 00:01:39
MSTI2 Bridge STP Status

Bridge ID : 28674.1C-A0-D3-42-71-FF
Root ID : 4098.1C-A0-D3-43-AB-49
Root Port : GigabitEthernet 1/24

Root PathCost: 20000
TC Flag : Steady
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TC Count : 16

TC Last : 0d 00:01:10

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 20000 Yes Yes
0d 00:01:17

Gi 1/24 RootPort Forwarding 128 20000 No Yes

0d 00:01:39

NTS2# show spanning-tree
MSTIO Bridge STP Status

Bridge ID : 32768.1C-A0-D3-43-AB-49
Root ID : 32768.1C-A0-D3-42-71-FF
Root Port : GigabitEthernet 1/24

Root PathCost: O
Regional Root: 32768.1C-A0-D3-42-71-FF
Int. PathCost: 20000

Max Hops : 20

TC Flag : Steady

TC Count : 4

TC Last : 0d 00:01:47

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes
0d 00:01:50

Gi 1/24 RootPort Forwarding 128 20000 No

Yes 0d 00:01:50
MSTI1 Bridge STP Status

Bridge ID : 28673.1C-A0-D3-43-AB-49

Root ID : 4097.1C-A0-D3-42-71-FF

Root Port : GigabitEthernet 1/24

Root PathCost: 20000

TC Flag : Steady

TC Count : 9

TC Last : 0d 00:01:17

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes
0d 00:01:20

Gi 1/24 RootPort Forwarding 128 20000 No

Yes 0d 00:01:20
MSTIZ2 Bridge STP Status

Bridge ID : 4098.1C-A0-D3-43-AB-49
Root ID : 4098.1C-A0-D3-43-AB-49
Root Port T -

Root PathCost: O

TC Flag : Steady
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TC Count : 8

TC Last : 0d 00:01:17

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes
0d 00:01:20

Gi 1/24 DesignatedPort Forwarding 128 20000 No

Yes 0d 00:01:20
2 .llo-VLAN GanaHcupoBka Tpadpmka B pexmme Rapid-PVST

3anaua: IlepeBectn koMmyTaTtopsl B pexxuM 1o-VLAN-oBoro cpssyromero aepeBa (0e3
ucnonb3oBaHusi pernoHoB). Kommyratop NTS1 nomken ¢(yHKIMOHHpPOBaTH B KadecTBe Root
Bridge s VLAN 100 (¢ yckopeHHBIME Taiimepamu), a kommyTtaTop NTS2 — B kayecTBe Root
Bridge mms VLAN 200. MaructpaibHOe COCIMHEHHE OpraHU30BaHO depe3 uUHTepderic
GigabitEthernet 1/20 na NTS1 u untepeiic GigabitEthernet 1/4 na NTS2.

Hacrpoiika kommyTaTtopa NTS1:

1. Co3maHMe JIOKAJIbHEX MAOeHTUOMKaTopoB VLAN

vlan 100,200

exit

2. UVBMeHeHMe TJIODAJILHOT'O pexyMa QyHKUMOHMPOBAaHMS Spanning Tree Ha
Rapid-PVST

spanning-tree mode rapid-pvst

3. AKTMBALMA NPOLIECCOB CRBA3YHIETO OepeBa IOJg yka3aHHHX VLAN

spanning-tree vlans 100,200

4. KoHOuryprmpoeaHMe IIpPMOPUTETa U BPEMEeHHHIX IapaMeTpos njasa VLAN
100 (OCHOBHOV KOPEHB)

spanning-tree vlan 100 priority 4096

spanning-tree vlan 100 hello-time 2

- [lopanok CTPOTO BEIBEPEH: CHadajla CHMXaeM max—-age, 3aTeM
forward-time nOyia NpPoOXOXIOeHMS NPOBEPKM AIpa
spanning-tree vlan 100 max-age 15
spanning-tree vlan 100 forward-time 10
5. KoHQuUI'ypMpOBaHME MNpUOPUTETa M BPEMEHHEX apamMeTpoB nJysa VLAN
200 (Pe3epBHEI MOCT)
spanning-tree vlan 200 priority 28672
spanning-tree vlan 200 hello-time 2
spanning-tree vlan 200 max-age 20
spanning-tree vlan 200 forward-time 15
6. HacTpolka napaMeTpoB 06e30rnacHOCTM abOHEHTCKOI'O CeIMeHTa
spanning-tree edge bpdu-guard
spanning-tree recovery interval 300
7. KoHOUI'YpUpPOBaHME MaruUCcTpallbHOTO UHTepderca crBa3u c NTS2
interface GigabitEthernet 1/20
switchport mode trunk
switchport trunk allowed vlan 100,200

- AxTMBauUMsa BBEIOOPOUHOM OGunbTpaumy TCN-yBeOOMJIEHMM, [NOCTYIIAMMX
13 TpaHkKa, B pamkax VLAN 200
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spanning-tree restricted-tcn vlan 200

- OnTmMmM3auMsa MeTPUKM CTOMMOCTHM NOyTH Ojad Tpadmxa VLAN 100
spanning-tree vlan 100 cost 500
exit
8. HacTpolka abOHEHTCKOTO IopTa moctyna (Hanpumep, [IK B VLAN 100)
interface GigabitEthernet 1/1
switchport mode access
switchport access vlan 100
spanning-tree edge
spanning-tree restricted-tcn
exit

Hacrpoiika kommyTaTopa NTS2:

1. Co3maHmMe JIOKanbHEX MISHTUOMKATOPOB VLAN
vlan 100,200
exit
2. UVBMeHeHMe TJIODAJILHOT'O pexyMa QyHKUMOHMPOBAaHMS Spanning Tree Ha
Rapid-PVST
spanning-tree mode rapid-pvst
3. AKTMBALUMUSA MNPOLECCOB CBA3YHIETO OepeBa IOJS yKa3aHHHX VLAN
spanning-tree vlans 100,200
4. KoHOurypmpopaHMe IIPpMOPUTETa U BPEMEeHHBIX IapaMeTpos njsa VLAN
100 (Pe3epBHHM MOCT)
spanning-tree vlan 100 priority 28672
spanning-tree vlan 100 hello-time 2
spanning-tree vlan 100 max-age 15
spanning-tree vlan 100 forward-time 10
5. KoHQuUIrypMpOBaHME MNpMOPUTETa M BPEMEHHEX apaMeTpoB nJjsa VLAN
200 (OCHOBHOM KOPEHBb)
spanning-tree vlan 200 priority 4096
spanning-tree vlan 200 hello-time 2
spanning-tree vlan 200 max-age 20
spanning-tree vlan 200 forward-time 15
6. Hacrpolika napaMeTpoB 0e30MlacHOCTM abOHEHTCKOI'O CeIMeHTa
spanning-tree edge bpdu-guard
spanning-tree recovery interval 300
7. KoHOurypupoBaHUe QakKTUUECKOT'O MAI'MCTPAaJIbHOTO MHTepdelca CBA3U
c NTS1
interface GigabitEthernet 1/4
switchport mode trunk
switchport trunk allowed vlan 100,200
- AxTHBaUMS BHOOPOUYHOM OGuiabTpaumy TCN-yBemoMJieHMM B paMkax VLAN
100
spanning-tree restricted-tcn vlan 100

- OnTuMMzauMsa MeTPUKM CTOMMOCTM NyTu njsa Tpadmxa VLAN 200
spanning-tree vlan 200 cost 500
exit
8. HacTporka abOHEHTCKOI'O IopTa IocTyhna (Hanpumep, IIK B VLAN 200)
interface GigabitEthernet 1/1
switchport mode access
switchport access vlan 200
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spanning-tree edge
spanning-tree restricted-tcn
exit

IIpumep BuIBOAA B pexxume Rapid-PVST:

NTS1# show spanning-tree
VLAN 1 bridge RPVST status

Bridge ID 32769.1C-A0-D3-42-71-FF

Root ID 32769.1C-A0-D3-42-71-FF

Root Port -

Root PathCost: O

Regional Root: 32769.1C-A0-D3-42-71-FF

Int. PathCost: O

Max Hops 20

TC Flag Steady

TC Count 6

TC Last : 0d 00:00:59

Port Port Role State Pri PathCost Edge
P2P Uptime

VLAN 100 bridge RPVST status

Bridge ID 4196.1C-A0-D3-42-71-FF

Root ID 4196.1C-A0-D3-42-71-FF

Root Port T -

Root PathCost: 0

Regional Root: 4196.1C-A0-D3-42-71-FF

Int. PathCost: O

Max Hops 20

TC Flag Steady

TC Count 4

TC Last : 0d 00:00:03

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 20000 Yes Yes
0d 00:03:50

Gi 1/20 DesignatedPort Forwarding 128 500 No Yes
0d 00:00:07

VLAN 200 bridge RPVST status

Bridge ID 28872.1C-A0-D3-42-71-FF
Root ID 4296.1C-A0-D3-43-AB-49
Root Port : GigabitEthernet 1/20
Root PathCost: 20000

Regional Root: 28872.1C-A0-D3-42-71-FF
Int. PathCost: 0

Max Hops 20

TC Flag Steady

TC Count 6
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TC Last 0d 00:00:05

Port Port Role State Pri
P2P Uptime

Gi 1/20 RootPort Forwarding 128
0d 00:00:07

NTS2# show spanning-tree

VLAN 1 bridge RPVST status

Bridge ID 32769.1C-A0-D3-43-AB-49

Root ID 32769.1C-A0-D3-42-71-FF

Root Port GigabitEthernet 1/4

Root PathCost: 20000

Regional Root: 32769.1C-A0-D3-43-AB-49

Int. PathCost: O

Max Hops 20

TC Flag Steady

TC Count 27

TC Last : 0d 00:01:41

Port Port Role State Pri
P2P Uptime

VLAN 100 bridge RPVST status

Bridge ID 28772 .1C-A0-D3-43-AB-49

Root ID 4196.1C-A0-D3-42-71-FF

Root Port : GigabitEthernet 1/4

Root PathCost: 20000

Regional Root: 28772.1C-A0-D3-43-AB-49

Int. PathCost: 0

Max Hops : 20

TC Flag Steady

TC Count 5

TC Last : 0d 00:00:49

Port Port Role State Pri
P2P Uptime

Gi 1/4 RootPort Forwarding 128
0d 00:00:52

VLAN 200 bridge RPVST status

Bridge ID
Root ID
Root Port

Root PathCost:
Regional Root:
PathCost:

Int.
Max Hops
TC Flag
TC Count

4296.1C-A0-D3-43-AB-49
4296.1C-A0-D3-43-AB-49
0
4296.1C-A0-D3-43-AB-49
0

20

Steady

6

PathCost Edge
20000 No Yes
PathCost Edge
PathCost Edge
20000 No Yes
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TC Last 0d 00:00:50

Port Port Role State Pri PathCost Edge
P2P Uptime

Gi 1/1 DesignatedPort Forwarding 128 200000 Yes Yes
0d 00:01:38

Gi 1/4 DesignatedPort Forwarding 128 500 No Yes
0d 00:00:52
3.2.55. POE

Power over Ethernet (PoE)— TexHomorus, mo3Boisiomas TepenaBaTh yaaléHHOMY

YCTPOMCTBY 3JIEKTPUUECKYIO SHEPIHI0 BMECTE C JAHHBIMHU uYepe3 CTaHAApTHYIO BUTYIO Mapy B
cetu Ethernet. [lannas texHosorua npenHasHavaerca i IP-tesedonmu, Todyek gocTtyna
OecripoBoHBIX cerel, IP-kamep, ceTeBbIX KOHLIEHTPATOPOB U JAPYTUX YCTPOMUCTB, K KOTOPBIM
HEXeNaTeJIbHO WM HEBO3MOXKHO IMPOBOANTH OTIACIBHBIA dJIEKTPUUCCKUN KaOeb.

Komannma ’()HHC&HHC

['moGasibHBIC HACTPOHKHU

poe supply <0-460> Hacrpoiika MaKCHMaJTbHOM MOIIIHOCTH,
KOTOPYIO MOXET OOeCHeYduTh HMCTOYHHK
MTUTAHUA.

poe capacitor-detect

no poe capacitor-detect

Brutouenne ¢pyHkumu capacitor-detect

Brikinrouenue
detect

byHKIUN capacitor-

Hacrpoiika noptos

interface GigabitEthernet
<port type list>

Bo160p noptoB

poe mode{plus | standard}

no poe mode

Br160p pexuma poe i nopra

Plus - Bxmouaet PoE PoE IEEE 802.3at ¢
nojaepxxkoit IEEE 802.3af
Standard - BKJTFOYAET
cootBeTcTBUd POE IEEE 802.3af

pexuM

OTKJIXOYACT POC HA ITOPTY

poe priority {critical |
| low}

high

VYcranoBka mpuopurera. CyliecTByeTr TpH
YPOBHS IPHOPUTETa MOIIHOCTH: HU3KHUH,
BBICOKHM U KPUTHYECKUH.

[IpuopuTter ucnosnb3yeTcs B TOM ciiydae, Koraa
yIaJIeHHBIM YCTpoWcTBaM Tpedyercst Oosblie
SHEPrUHM, YeM MOXET O0eCHeuyHuTh HCTOYHUK
nutaHus. B atom ciydae mopr ¢ cambIM
HU3KUM  TNpPUOPUTETOM OylIeT OTKIIIOYEH,
HA4yMHasl C IOpPTa C CaMbIM BBICOKMM HOMEPOM
nopra

poe 1lldp

Bxmtouenne o00pabotku  mapameTtpoB  PoE,
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no poe lldp

nosy4yeHHsIx yepes LLDP.
OTtkiroueHre 00padboTKH

npotokoa LLDP nHacTpamBaercsi oTIeiabHO, a
nepenady uHpopmanuu PoE uepes LLDP
MOKHO HacCTpOWTh KoMaHioM 1ldp med
transmit-tlv poe.

BxiatoueHue poe Ha KOMMYTAaTOpe 3aJaeTcsli HACTPOMKOM MAaKCUMaJbHOM MONIHOCTH,
KOTOPYIO MOXET 00€CTIeYNTh HCTOYHUK IMUTAHUS:

# configure terminal
(config) # poe supply 180

3.2.56. Selective QinQ u Double QinQ

Selective QinQ — ¢yHKUMH, TO3BOJIAIOIIAsA TETUPOBATh MAKEThl Pa3HbIM BHELUIHUM T3IOM
VLAN B 3aBUCHUMOCTH OT pa3HOro BHYTpeHHEro 1ora VLAN B COOTBETCTBUM C TpeOOBaHHUIMHU

IIOJIB30BAaTCJIA.

Double QinQ — 3T0 TeXHOJIOTHS IBOHHOTO TETHPOBaHUs TpapuKa.

Komana HacTpoliku uaTepdeiica

Omucanue

evc ingress selective-ging
inner-vlan <vlan list> add
outer-vlan <vlan id>

no evc ingress selective-ging
inner-vlan <vlan list>

Cozpanue 3anucu, rae:

inner-vlan <vlan list> - 3HaueHus
KJIMEeHTCKUX vlan Bo ppeiimax npuxoasiem Ha
UNI mopt (mopT, K KOTOPOMY TOAKIIOYACTCs
[10JIb30BaTEILCKOE 00OPY0BAHUE).
outer-vlan <vlan_ id> - HOBOE
3HaueHue vlan g gpeiiMoB, KoTopoe OyneT
n00aBiIeHO IpU

otcbuike yepe3 NNI mopt (mopt B
HaMpaBJICHUU s/Ipa CETH).

Y nanenue COOTBGTCTBYIOH_Ieﬁ 3aliucu

evc ingress double-ging
untagged-vlan native add
outer-vlan <vlan id>

no evc ingress double-ging
untagged-vlan native

3amuce Juis 100aBICHWST BHEUIHEW METKU
VLAN (outer-vlan <vlan id>) K
OOBIYHOMY BXOJSIIEMY IMaKeTy 0e3 METOK,
KOTOpBIH  NPUXOAUT  C  KJIMEHTCKOTO
yCTpoiicTBa U AoOaBieHue 2-ii MeTKu (native).

VY naneHue cCOOTBETCTBYIOLIEH 3alIUCH

evc egress vlan <vlan id>
action inner-vlan <vlan_ id>

no evc egress vlan <vlan id>

3anuce I ucxomsmero Tpaduka (egress),
KOTOpasi yKa3bIBaeT KOMMYTATOpPY 00ABISITh
BHYTPEHHUH TEr inner-vlan
<vlan 1id> g NAKeTOB, YXOAAIIUX B
vlan <vlan id>.

Y naneHue COOTBETCTBYIOLIEH 3alIUCU
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evc egress vlan <vlan id>
action outer-vlan <vlan_ id>

no evc egress vlan <vlan id>

3anuchk s ucxomsmiero tpaduka (egress),
KOTOpast yKa3blBaeT KOMMYTATOpPy 3aMEHSATh
Ter vlan <vlan id> Ha 3Ha4YeHHE
outer-vlan <vlan id>.

YnaneHue COOTBETCTBYIONIEH 3alUCH

Komannma npocmotpa nndopmaruu

Onucanue

show evc interface

[IpocmoTp MHpOpPMAIMK TO CO3AAHHBIM Ha

GigabitEthernet uHTepdeiicax KOMMYyTaTopa 3anucei
<port type list> | ingress/egress
10GigabitEthernet
<port type list>
3.2.57. JAMHaMHUYecKas MapLIpyTH3aALUs
3.2.57.1. OSPF
OSPF (Open Shortest Path First) — mnpoTokonm IWHAMHYECKOW MapIIpyTH3AIHH,

OCHOBaHHBIM Ha TEXHOJOTHMH OTClexuBaHUs cocTtosiHus Kanama (link-state technology) u
VCIOJIB3YIOLIMI /11 HaxXxOKJAeHUs Kparuaumiero nytu anroputMm Jleiikcrpol. IIporokon OSPF
pacrpocTpaHser MH(pOpMaIuo O JOCTYIHBIX MapLIpyTax MEXIy MaplIpyTH3aTOpaMH OJHOM

ABTOHOMHOU CUCTEMBI

Komannma

Omnucanue

I'moGanbHBIE HACTPOHKH

router ospf | router ospfo

Pexxum xondurypauuu nporokona OSPF

virtual-link

area <id> authentication | nssa | range | stub |

WNnentudukatop obnmactu OSPF moxer
OblTh ykazaH anpec [Pv4  ¢opmar
(A.B.C.D) nnu necstuunoe 3HaueHue ot 0

10 4294967295

authentication Bxmrounts
ayTEeHTU(UKALINIO

nssa 3oHaruma NSSA (Not so stubby area)
- no-summary HE MPUHUMATH
uH(bOpMAITHIO 0 CYMMHUPOBAHHBIX

BHEIIHUX MapuipyTax BHYTpb NSSA-
30HBI

- translate type7
<always/candidate/never>
(yHKIIMOHUpPOBaHUE pexuMa

tpanciaropa (U3 Type7 B TypeS): B
MPUHYIUTEIIEHOM — PEXHM/B  PEKUME
BBEIOOPOB/HE y4aCTBYET

- range <ipv4 addr><ipv4 netmask>
CYMMHPOBATh MapIIpyThl,
COOTBETCTBYIOIIME JHANA30Hy aJpecoB
(TOJIBKO /17151 TPAHUIIBI 30HBI)

- advertise ~ cost  <0-16777215>
AQHOHCHPOBATh CO3JIaHHBIM CyMMAapHBIH
MapuIpyT ¢ BHIOpAaHHBIM ITOKa3aTeIeM
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- not-advertise  He
CYMMAapHBIA MapuIpyT

- stub Hactpoiika 30HbI B pexxume stub
-no-summary HE OTHPABIIATH
uH(pOpMAIIHIO 0 CYMMHUPOBAHHBIX
BHEITHUX MapIIpyTax

- virtual-link  <ipv4 addr> nactpoiika
UeHTH(UKATOpa BUPTYaIBHOTO KaHaja
710 YJAJIEHHOTO MapIIpyTHU3aTopa

aHOHCHPOBATH

- authentication Bxirounts
ayTeHTH(UKALINIO
- message-digest Hcnons3oBath

ayTeHTH(UKanuio ¢ mudpoBanueM MDS
- null Mcnone3oBaTh mycToe 3HAUCHHE
ayTeHTU(UKAIIH

- authentication-key
<encrypted/unencrypted> HACTpOiiKa
OpOCTOW ayTeHTU(UKALMKU [0 IapoJko

- dead-interval <1-65535> wuHTepBan
BPEMEHH, 110 UCTEYCHUU KOTOPOTO COCE]
00BsBISETCS] HEPAOOTAOIIUM

- hello-interval <1-65535> Bpems Mexay
nakeramu HELLO

- retransmit-interval <3-65535> Bpewms
MEXIY ITIOBTOPHOU nepenayen
OOBSBICHUI O COCTOSHUM MOTEPSHHOTO
KaHaya

- message-digest-key <1-255> md5
<encrypted/unencrypted> HACTpoOMKa
ayTeHTH(UKanuu ¢ mmdposanuem md>S

default-metric <0-16777214>

Y CTaHOBUTH METPUKY MapuipyTa

distance <I1-255> AJMUMHUCTpAaTUBHOE  paccTosiHue (110
ymomdanuio 110)

max-metric router-lsa administrative | on- AHoHC  coOctBeHHbIi  Router-LSA ¢

shutdown <5-100> | on-startup <5-86400> | MakCUMaJIbHOW METPUKON
- administrative = HacTpauBaeT  pPEXHUM
TynukoBoro  mapmpytuzatopa  OSPF,
OpUMEHSeMbIl  aJMUHUCTPAaTUBHO,  Ha

HEOIPENEIICHHBIN IEPHOL

- on-shutdown <5-100> nacrpauBaetr OSPF
IUIE OOBSBICHHUS MaKCHUMAIBHOW METPHKH
BO BpeMs 3aBepILICHHsS PabOThl B TEUEHHUE
HaCTPOEHHOTO nepuoaa BpPEMEHH.
VYCTpolicTBO  0OBSBISET MaKCUMAIIbHYIO
METPUKY, KOIJla PEeXHUM MapLIpyTHU3aTopa
OSPF otkitoueH

- on-startup <5-86400> nactpauBaer OSPF
Uil OOBSBICHHUS MaKCHUMAJIbHOM METPHKHU
BO BpeMs 3alycKa B Te€UeHHE HACTPOEHHOI'O
NeproJia BPEMEHH
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network <ipv4 addr><ipv4 wildcard-
mask> area <area id>

Hactpoiika mapupytuzanuu B cetu [Pv4

passive-interface

3anper OOHOBJIEHMSI MapLIpyTH3allUUd Ha
uHTepderice

redistribute connected metric <0-16777214>
metric-type <1-2> | rip metric <0-
16777214> metric-type <1-2> | static metric
<0-16777214> metric-type <1-2>

AHOHCHPOBaHUE MapPIIPyTOB

connected metric <0-16777214> metric-
type <l-2>pa3zpemuTth aHOHCHUPOBAHUE
connected-mapuipyToB, metric — 3Ha4YCHHE
METPUKHU TUTS UMITOPTUPYEMBIX
MapuipyToB, metric-type — nmomerka OSPF
external

rip metric <0-16777214> metric-type <I-
2>pa3peluTh AHOHCUPOBAHUE rip-
MapIIpyTOB, metric — 3Hau€HUEe METPUKHU
JUTSE UMIIOPTHPYEMBIX MapIIpyToB, metric-
type nometka OSPF  external

- static metric <0-16777214> metric-type
<1-2>pa3pemnTh aHOHCHUPOBaHHE static-
MapIIpyToB, metric — 3Ha4eHHUE METPHKHU
JUISE UMIIOPTUPYEMBIX MapLIpyTOB, metric-
type — nometka OSPF external

router-id <ipv4 addr> WUnentudukatop mapmpytuzatopa  JUis
nporiecca OSPF, anpec IPv4 ¢opmar
(A.B.C.D)
HacTtpoiika uatepdeiica
ip ospf authentication | authentication-key | |- authentication BKIIFOUUTh

cost | dead-interval | hello-interval |
message-digest-key | priority | retransmit-
interval

ayreHtudukanuio B OSPF u onpenenuts ee
TUI

- message-digest ayTreHTU(UKaLUg C
Ucrosb30BaHue mudposanus MDS5

- null He ucnosb30BaTh ayTEHTU(PHUKAIIUIO

- authentication-key
<encrypted/unencrypted> HA3HAYUTh
napoiab Juid ayTeHTU(UKaLUU cocenen

- cost <1-65535> ycraHOBUTE METPUKY
coctosiHus kaHaina OSPF mns unrtepdeiica.
OH ucnonp3yeTces Ui pacueTa KpaT4aiiiero
yTH
- dead-interval <1-65535/minimal>
ycraHoBuTe 3HaueHue dead-uHTepBana
- hello-interval <1-65535> ycraHoBuTe
3HaYeHWE MHTEpBaja MPHUBETCTBUS UL
KOHerTHOFO uHTepderica
message-digest-key <1-
255><encrypted/unencrypted> Hacrpoiika
ayreHTH(UKanus ¢ mdpoBanueM MDS
- priority <0-255> YcTaHOBHUTE MPHOPUTET
Mapuipytuzaropa OSPF st KOHKpPETHOTro
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uHTepdeiica

- retransmit-interval <3-65535>
VYcranosure 3HA4YCHUE UHTEpBaia
IOBTOPHOW mepenayd s KOHKPETHOTO
uHTepdeiica. D10 MHTEpPBAJ BPEMEHU Nepea
IOBTOPHOW Mepefayeil IMakera OINUCAHUA
0a3pl JAHHBIX WJIM 3arpoca COCTOSIHUSA
KaHaJla, €CJIM OH He ObLI MOATBEPXKICH

Komanel npocmotpa nadopmaiuu o OSPF

show ip ospf Otobpasuth koHburypaiu OSPF.

show ip ospf database Oto0pa3uth cocTosiHue 0a3bl  JTaHHBIX
npotokoia OSPF.

show ip ospf neighbor Oto6pazuts uHpoOpMammio 00 OSPF-
COCEJIsIX.

show ip ospf interface OTto6pasuth KoH(purypauuto Bcex OSPF-
uHTEPhErCOoB.

show ip ospf route OTto06pazuth Bce OSPF-mapuipyTsl

[Tpumep HACTPOMKH.

(config) #vlan 1-10

(config) #ip routing

(config) #interface vlan 1

(config-if-vlan)#ip address 192.168.2.120 255.255.255.0
(config-if-vlan) #ipv6 address 2::6/32

(config) #interface vlan 2

(config-if-vlan)#ip address 100.101.105.1 255.255.255.0
(config-if-vlan)#ipv6 address 3:1::6/32

(config) #interface vlan 3

ip address 100.101.106.1 255.255.255.0

ipv6 address 4:1::6/32

(config) #router ospf

(config-router) #router-id 192.168.2.120

(config-router) #redistribute connected

(config-router) #redistribute static

(config-router) #network 192.168.0.0 0.0.255.255 area 0.0.0.0
(config) #router ospf6

(config-router)#area 0.0.0.0 range 2::/32
(config-router) #redistribute connected

(config-router) #redistribute static

(config-router) #interface vlan 1 area 0.0.0.0

3.2.57.2. RIP

RIP (Routing Information Protocol) — 3T0 mpoTokon AMHAMHUYECKOW MaplIpyTHU3alluy,
ucnonp3ytoumii anroput™m Distance Vector (paccrosiaue-sektop). [IpoTtokon pacmpocTpanser
UHPOPMALIMIO O CETAX CPeAM MapIIpyTHU3aTOPOB, MO3BOJISAS aBTOMATUYECKH CTPOUTH TAOIUIIBI
MapIIpyTH3AINH.

OcHoBHble ocobenHocTH RIP:

- MeTpukoif MapuipyTa ciaykuT uncio nepexonoB (hop count); MmakcumanbHOE 3HaYEHHE
METpUKU — 15 (ceTu ¢ GOJBIINUM YUCIIOM MEPEXO00B UTHOPUPYIOTCS).

- CymectByer aBe Bepcuu RIP:
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- RIPv1: kmaccoBeiii (classful), mmpokoBemareasHble 0OHOBICHUS.
- RIPv2: mognepxxkusaer CIDR, multicast, ayTeHTHpUKAIHAIO.

Komanna

Omnucanue

['moGanpHBIC HACTPOMKH

router rip
no router rip

Boiitu B pexxum koHpurypamnuu RIP
VY nanser kondpurypamuo RIP

default-information originate

default-metric <1-16>

distance <1-255>

redistribute connected metric <1-16>

redistribute ospf metric <1-16>

redistribute static metric <1-16

neighbor <ipv4 addr>

network <ipv4 addr>

CooOmraer  1pyrum  yCTpoHCTBaM O
HQJIMYUM MaplipyTra IO YMOJIYAHHUIO.
[Ipumeuanue: ITo YMOTYaHUIO
BKJIIOYAETCsl  OTIpaBKa  CTAHAAPTHBIX
MapIIpYyTOB (€CIU OHU IPUCYTCTBYIOT).

3amaBaeMasi BpPYYHYIO METpHKa  JUIsS
CTaH/IapPTHBIX MapIIPyTOB.

®opmart: Yucno ot 1 10 16 (uem Oosblie
YHCII0, TEM XYK€ MapUIpyT).
[Ipumeuanue: CrangapTHas MeTpUKa I10
YMOJTYaHHIO paBHa 1.

AJMHUHUCTpaTUBHOE paccrosiHue
(IpeanoYTUTENBHOCTD) JUTS
OIIpEeIeIEHHOTO TUIIa MapUIPyTOB.
®opmar: Yucno or 1 mo 255 (MmeHblune
qucia O3HAYarT 6onee
IPEIIOYTUTENbHBIE MAPIIPYTHI).

Iepepacnpenenser JIOKAJIbHBIE
MOAKIIIOYEHHBIE MapIpyThl B RIP.
®opmart: 3HaueHue MeTpuku ot 1 1o 16.
IIpuMedaHue: HCHOIB30BATH OCTOPOXKHO,
9T0ObI U30€XKaTh MeTeIb MapUIPyTU3ALIUH.

Ilepepacnpenenser MapuIpyThI u3
npotokosia OSPF B RIP.

®opmart: 3HaueHue MeTpuku ot 1 1o 16.
[Tpumeuanue: BaYKHO MIPaBUJIbHO
HacTpauBaTh (PUIBTPBI, YTOOBI M30EKaTh
KOH(JIMKTOB MapLIpyTOB.

Ilepepacnpenenser CTaTUYECKH 3aJaHHBIC
MapuipyTsl B RIP.
®opmar: 3HaueHue meTpuku ot 1 10 16.

Hcnonezyercs nmiusg  OpUHYIUTEIBHOTO
OOBSIBIIGHUSI COCElel B PaHHUX BEPCUSAX
RIP.

®opwmar: IPv4 agpec
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offset-list <word1-31> in | out <0-16> vlan
<vlan_id>

passive-interface default | vlan <vlan_list>

timers basic <5-2147483><5-2147483><5-
2147483>

version 1 |2

OOBsBAsIET  CeTh, JOCTYIIHYIO  uepes3
JTAHHBIN HHTEpdeEiic.
®opwmar: IPv4 angpec cetu.

[Ipumensiercs s 3agaHus  CMELICHUU
(MeTpHK) K ompe/ielIeHHbIM MapuIpyTam Ha
OCHOBAHHUU CITUCKOB JIOCTYIIA.

®opmatr: HMms  chnumcka jgoctyma  +
HanpasjieHue (in/out) + HOBas MeTpHuKa +
Homep VLAN.

[IpenotBpamaer pacnpoctpanenue RIP-
0OBsIBIICHUI Yepe3 yKa3aHHbIH nHTepdeiic
VLAN.

@®opmar: Tun wunTepdeiica (Vlan) +
HoMepa VLAN win KIH04YeBOE CIJIOBO
default (st Bcex nnTepgeiicos).

Menser WHTEPBAJIbI OOHOBJICHNS,
yAaJICHUS CTAapbhIX 3alMCed W OYUCTKHU
MYCOPHBIX MapIipyTOB.

@opmar: Tpu BpeMEHHBIX IapameTpa
cootBercTBeHHO: Update Time, Timeout,
Garbage Collection.

- IIpumeuanmue: IIo YMOJIYaHUIO
O0OHOBJIEHHE MapUIPyTOB UAET Kaxble 30
CeK., OUYMCTKa YAANEHHBIX MapIIPyTOB
HauuHaercss cmycts 180 cek., mosiHoe
yAajJeHue  1ocie  JOIMOJHUTEIHHOTO
oxunanus B 120 cek.

Boioupaer Bepcuto RIP  (Bepcus 1
KJ1accoBasi, Bepcus 2 noanaepxuaer CIDR
Y TPYIIIBI MyJIbTUKACTA).

®opwmar: Ludps! 1 nim 2.

Hacrpoiika uatepdeiica L3

ip rip authentication key-chain <word1-31>

ip rip authentication mode md5 | text

ip rip authentication string encrypted
<word128>

VYka3plBaeT  IEMOYKY  KJIIOYEeH s
ayteHTuukanuu coodmenuit RIP.
®opmar:  <wordl-31> — Ha3BaHue
I[ETIOYKH.

Omnpenensier MeTol  ayTEHTU(UKAIUH:
MDS35-xemmnpoBaHue WM NPOCTON TEKCT.

- md5: Hcnonb3oBanue
Kpunrorpaguueckoro xsma MDS  ans
3aIIUTHI LIEJIOCTHOCTU COOOIICHUH.

- text: IlpocToii Tekct 6e3 mmdpoBaHUSL
(MeHee Oe30MacHBI BapUaHT).

VYcranaBiauBaeT 3amu(poOBaHHYIO CTPOKY
MapoJst 171 ayTeHTUUKALUH.
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®opmar: <word128> — maponab AIMHOM
ip rip authentication string unencrypted <wordl- | o 128 cumBoIOB.

15>
YcranaBnuBaer He3amuGpPOBaHHYIO
CTPOKY TMapoJis I ayTCHTU(DUKAITHH.
®dopmar: <wordl-15> — crpoka maposs
ip rip receive version 1 | 2 | none JUIMHOM 110 15 cuMBOJIOB.

VYmpasnser npuémom  Bepcui  RIP-
IIAKETOB.

- 1: Tonpko nmaketsl RIPv] npunumarorcs.
- 2: Tonbko nakeTsl RIPv2 nmpunumarorcs.
ip rip send version 1 | 2 - none: Ilakerst RIP BooOme He
IPUHUMAIOTCS.

Vnpasnsier otnpaBkoit Bepcuii  RIP-
ip rip split-horizon poisoned-reverse IIAKETOB.

- 1: ornpasisitores Tonbko nakersl RIPvI.
- 2: OTIPABJISAIOTCS TOJIBKO MakeThl RIPv2.

Bxiroyaer  MexaHU3M  pacuIeTIeHUs
ropusoHta (split horizon) ¢ oOpaTHBIM
OTpaBJICHUEM (POison reverse).

[IpuHnun padboTel: MapuipyThl, IpUHATHIE
¢ wuHTrepdeiica, OoOpaTHO Ha OJTOT IKE
UHTEpdEIC HE OTIPABISIOTCS.
OcoOenHocTu: 3TO MOMOTaeT
PEAOTBPALIATh NETIU MAPIIPYTH3AIHH.

basoss1it npumep Hactporiku RIP g 2 kommyTaTopos:
[ar 1: ba3oBas HacTpoiika KOMMYTAaTOPOB

1.1 Konduryparus ycrpoiictea SW1

hostname SWI1
vlian 1-4

interface GigabitEthernet 1/4

switchport mode trunk

switchport trunk allowed vlan 1-4
interface vlan 1

ip address 192.168.1.10 255.255.255.0
interface vlan 2

ip address 192.168.2.1 255.255.255.0
interface vlan 3

ip address 192.168.3.1 255.255.255.0
interface vlan 4

ip address 192.168.4.1 255.255.255.0

1.2 Konduryparnus ycrpoiictea SW2

hostname SW2
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vlan 1,10-13

interface GigabitEthernet 1/4

switchport mode trunk

switchport trunk allowed vlan 1,10-13
interface vlan 1

ip address 192.168.1.16 255.255.255.0
interface vlan 10

ip address 192.168.10.1 255.255.255.0
interface vlan 11

ip address 192.168.11.1 255.255.255.0
interface vlan 12

ip address 192.168.12.1 255.255.255.0
interface vlan 13

ip address 192.168.13.1 255.255.255.0

[IIar 2: Hactpoiika npotokosna RIP

2.1. Ha SWI:

router rip
version 2
network 192.168.
network 192.168.
network 192.168.
network 192.168.

S w N
O O O O

2.2.Ha SW2:
router rip
version 2
network 192.168.1.0
network 192.168.10.0
network 192.168.11.0
network 192.168.12.0
network 192.168.13.0

Kax npoBeputsb npaBuIbHOCTh HACTPOUKH?

[Tocne 3aBepiIeHs] HACTPOEK BBEIUTE HA 00OUX KOMMYTAaTOPaxX KOMaHYy:

show ip route - oHa oTOOpaxaeT TadIMIly MapIIpyTHU3aLUU, TJ€ MOYKHO YBHJIETh MapILIPYThI,
HOJIyYeHHbIE OT BTOPOTO YCTPOICTBA.

Komanns! qiig nunarsoctuku RIP:

Komanga show ip rip BBIBOAMT MOJPOOHYI0 MH(POPMALMIO O COCTOSIHMM W Hapamerpax
nporokona RIP.

Komanpna show ip rip database npeanasHadena Juist oroOpakeHHst 6a3bl JaHHBIX MapIIPyTOB
nporokona RIP.

3.2573. IS-IS

IS-IS (intermediate system to intermediate system) — TpPOTOKOJ JAMHAMHYECKOM
MapIIpyTU3allii, OCHOBaHHBINA Ha cocTosSsHUM KaHaloB (link-state). OH paboTaeT 1mo aaropuTmy
JIeWKCTpBl M CTPOUT eMHYI0 0a3y JaHHBIX TOIOJIOTHH CETH, 4TOOBI BBIOMpPATh ONTHMAJbHbIE
MapLIpyThl s nepenadyu aaHHbiX. [S-IS mpencrasnser coboit MpOTOKOJI BHYTPEHHErO LLTI03a
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(IGP). IIporokon IS-IS pacmpocTtpanseT HHPOPMALUIO O MOCTYMHBIX MapIIPyTax MEXIy
MapIIpyTU3aTOPaMu OJHOM aBTOHOMHOU CHCTEMBI.

Komanpna nacrporiku ISIS Onucanue

router isis <word> Boiittu B pexkumM  KOH(GUTYpUPOBaAHUS
Mapupyrtusaropa ISIS.

area-password [clearjmd5] <word> Hacrpoiika naposs ayTeHTH(UKAITIN 001aCTH
- clear — ayreHTH(UKAKUS OTKPHITHIM
TEKCTOM;

- md5 — ayrentudukanus MDS.

domain-password [clearjmdS] <word>

Hacrpoiika naposs ayTeHTH(UKAIMN TOMEHA
- clear — ayTreHTH(UKAUSA OTKPHITHIM
TEKCTOM;

- md5 — ayrentudukanus MDS.

is-type [level-1| level-1-2| level-2-only]

Hacrpoiika Tima MapupyTruzaTtopa B JOMEHe:
- level-1 — Bce B3auMoOIEHCTBHS TPOUCXOMIST
Ha | ypoBHe;

- level-2-only — Bce B3aumojeicTBUS Ha 2
YPOBHE;

- level-1-2 — ycTpolicTBO MOAJEPKUBACT
B3aMMOJICHCTBHS

000MX ypOBHEM.

log-adjacency-changes

Bxirouenne B okypHan wuHQOpMANMH 00
W3MCHCHHUSX B OTHOIICHHUSX CMEXHOCTHU
Mexay Mapuipytuszaropamu ISIS.

Isp-gen-interval [<1-120>|level-1|level-2] <1-
120>

Hacrpoilka MHMHMManbHOTO HTEpBajga B
CEKyHax MEXJIy IOBTOPHOM TIeHepauuen
oJiHOrO U Toro xe LSP

- level — ypoBeHb, 11 KOTOPOT'O YKa3bIBaeTCs
HHTEpBAJL.

Ecnu He yka3piBaTh, HHTEpBAJ IPUMEHUTCS K
000MM YPOBHSIM.

Isp-refresh-interval
[<1-65235>|level-1|level-2] <1-65235>

HacTtpolika MakcMMajabHOTO HHTEpBaJa B
CeKyH/1ax, Mexay renepanueit LSP.

- level — ypoBeHb, /U1 KOTOPOTO YKa3bIBaETCs
HMHTEpBAIL.

Ecnn He yka3piBaTh, HHTEpBAJ IPUMEHUTCS K
000MM YPOBHSIM.

max-Isp-lifetime [<350-65535>|level-1|level-
2] <350-65235>

Hactpoiika Bpemenu xu3nu LSP.

3HayeHue JO0KHO ObITh x0T Obl Ha 300
CeKyH/ OOJIbIIIE,

yeM Isp-refresh-interval.

level — ypoBeHb, ISl KOTOPOTO YKa3bIBa€TCS
BpeMs.

Ecmu He yka3wiBaTh, BpeMsi NMPHMEHUTCS K
000HM YPOBHSIM.

metric-style [narrow|transition|wide]

Hacrpoiika cTuis MeTpuKH.

- narrow —  TOAJAEPKHUBATh  TOJIBKO
CTaHJAPTHYIO (Y3KYIO)

METPHKY.

-wide — MO/JICP)KUBATH TOJIBLKO
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pacIIMPEeHHYIO0 METPHKY.

- transition — moOQAEpXKUBaTH 00a CTHUIS
METPUKH.

mpls-te [on|router-address] Bxmrouenne  ¢ynknumonana MPLS-TE wn
HACTPOHKa CTAaTUYECKOTO ip-azpeca.

mpls-te [on|inter-as] [level-1|level-1-2|level- | Bkmtouenne d¢ynkuuonana MPLS-TE wn

2-only] Hactpoiika ypoBHs st INTER-AS LSP.

net <word> Haznauenne NET agpec — yHHKaJbHBIHA

UACHTU(DUKATOP MAPLIPYyTH3ATOPaA B
npenenax IS-IS nomena. Ilpu 3anucu NET

UCIIOJIB3YETCS
IICCTHA/IIIATCPUYHAS CHCTEMa CUUCIICHUSL.
set-overload-bit YcranoBka OuTa Teperpy3kd, KOTOPBIHA

YKa3bpIBa€T JAPYrMM MapuipyTu3aropaMm He
HCIOJIb30BaTh JAHHBI MaplIpyTU3aTOp Kak
TPaH3UTHBIN ISl IEpEJadM IaHHbIX.

spf-interval [<1-120>|level-1|level-2] <1-
120>

Hacrtpoiika MUHUMAaIbHOTO UHTEPBAJIA MEXKAY
nociuenosareabHbiMu - pacdyeramu  SPF B
CEKyHaX.

- level — ypoBeHb, 111 KOTOPOTO YKa3bIBaeTCs
HMHTEpBAIL.

Ecnn He yka3piBaTh, HHTEPBAJ IPUMEHUTCS K
000MM YPOBHSIM.

Komanza Hactpoiiku unrepdeiica vlan Onucanue

ip router isis <word> Brnrouenne  mapmpytmzammm - IS-IS s
nHTepdeiica

isis circuit-type [level-1|level-1-2|level-2- Hactpoiika YpOBHS COCeIICTBA TUTSE

only] uHTepdeiica

isis csnp-interval <1-600> [level-1|level-2] Hacrtpoiika untepBana ortnpaBku CSNP B
CeKyHIax

- level — ypoBeHb, 111 KOTOPOTO YKa3bIBaCTCS
WHTEPBAJL

Ecnu He yka3pIBaTh, HHTEpBAJ MIPUMEHUTCS K
000MM YPOBHSIM.

isis hello padding

BritoueHne majiMHT BO BCEX COOOIIEHUSX
HELLO

isis hello-interval <1-600> [level-1|level-2]

Hactpoiika HELLO B
CeKyHJax
- level — ypoBeHb, A5l KOTOPOTO YKa3bIBaeTCs
WHTEpBAJ.
Ecnun He yka3biBaTh, HHTEpBAI MPUMEHHUTCS K

000MM YPOBHSIM.

HHTCpBAJIa  JIA

isis hello-multiplier <2-100> [level-1|level-2]

Hactpoiika MHOXUTENSI BpeMEHHU yIepsKaHus
(hold-timemultiplier) qst makeroB HELLO

isis metric <0-16777215> [level-1|level-2]

Hacrpoiika METPUKU TS JIaHHOT'O
uHTepdeiica.

- level — yposens IS-IS, miis koToporo 6yzaer
MIPUMEHSITHCSI METPHUKA.

isis network point-to-point

YcranoBuTh THI HHTEpQeiica point-to-point.

isis passive

IlepeBecTu nHTEpdEiic B MacCUBHBIN pexuM. B
3TOM pEXKUME
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uHTepdeiic He OTMIpaBisieT U HE MPUHUMAET
HELLOPDU.

isis password [clear|mdS] <word>

Hacrpoiika naposst ayreHTH(PUKALIMU KaHAIa

- clear — ayreHTH(UKAIUS OTKPHITHIM
TEKCTOM;
- md5 — ayrentudukanus MDS.

isis priority <0-127> Hactpoiika  mpumoputera ans  BeiOOpa

[level-1|level-2]

Ha3HAYCHHOT'O MapLIPyTU3aTOpa

- level — ypoBeHb, 111 KOTOPOTO YKa3bIBACTCS
HPUOPHTET.

Ecnu He yka3bIBaTh, IPUOPUTET IPUMEHUTCS K
000UM yYpOBHSIM.

isis psnp-interval <0-120> [level-1|level-2]

Hactpoiika wuHTepBajila OTHPABKU I1AKETOB
PSNP

- level — ypoBeHb, 111 KOTOPOTO YKa3bIBACTCS
WHTEPBAJL

Ecnu He yka3piBaTh, HHTEPBAI MPUMEHUTCS K
000UM yYpOBHSIM.

isis three-way-handshake

BKi1104HUTh TPEXCTOPOHHEE PYKOIOKATHE

Komanzga npocmoTtpa undopmaiuu o ISIS

Omnucanue

show isis database OtoOpa3zute  0a3zy  JaHHBIX  TOMHOJOTHH
[<word>|detail ] nporokona [S-IS.
- detail — oroOpaxkeHne mNOAPOOHOIA
nHdopmanuu o TLV;
- <word> — oToOpaxxeHHe HHPOPMAIUH TIO0
BbIOpanHoii LSPID
show isis hostname OTto0pa3uth m3BectHbIC ISIS Hostname
show isis interface - vlan-id — orobpasure uHDOpMaIHIO 00

[<vlan-id>|detail]

unTepodeiice vlan, yyactyromem B IS-IS
- detail — oToOpa3uth HH(pOpPMaLHIO O BCEX
uHTepdeiicax vlan, yyactytomux B IS-IS.

show isis mpls-te interface [<vlan_id>|router]

OT00pa3uTh napaMmeTpbl yIpaBlIeHUs
tpadukom MPLS myg Bcex MM yKa3aHHOTO
uHTepdeiica.

show isis neighbor
[<word>|detail]

Oto0pa3uth HHPOpPMAIIMIO O BCEX MU
YKa3aHHOM COCEJISIX.
- detail — oroOpa3uTh  JETANBHYIO

MH(}OPMALIHIO O COCesIX.

show isis spf-delay-ietf

Oto0pa3uth uHpOpMAIUIO O 3anepikke [S-
ISSPF

show isis summary

OT00pa3uTh  KpaTKyro
cocrostHuM IS-IS

uHpOpMALIUIO O

show isis topology
[level-1|level-2]

Otob6pasute Tomosoruto myrteit IS-IS
MIPOMEXYTOUYHBIM CHUCTEMaM TJI00ATBHO WM
JUISL YKa3aHHOTO YPOBHSI

IIpumep HaCTpOHKH.

# configure terminal
(config)# vlan 20-21
(config) # ip routing
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(config) # interface GigabitEthernet 1/2

(config-if)#s witchport mode trunk

(config-if)# switchport trunk allowed vlan all

(config)# interface vlan 1

(config-if-vlan)# ip address 192.168.1.240 255.255.255.0
(config) # interface vlan 20

(config-if-vlan)# ip address 192.168.20.240 255.255.255.0
(config-if-vlan)# ip router isis 1

(config) # interface vlan 21

(config-if-vlan)# ip address 192.168.21.240 255.255.255.0
(config)# router isis 1

(config-router)# net 49.0001.0000.0000.0240.00

3.2574. BGP

BGP (Border Gateway Protocol — mpoToko rpaHUYHOTO IUTI03a) SBISETCS MTPOTOKOIOM
MapLIpyTU3alUUd MeX1y aBTOHOMHbIMU cucteMaMu (AS). IIporoxon BGP npennasnauen nns
oOMeHa wuH(popmanmeld O TOCTHKUMOCTH TOJCeTe Mexay AS, To ecTh Trpynnamu
MapuIpyTH3aTOPOB TOJI €IWHBIM TEXHUYECKUM ¢  aJMUHUCTPATUBHBIM  YIPABICHUEM,
MCIOJIB3YIOUIUMH MIPOTOKOJ BHYTPHIOMEHHON MapIIPyTHU3AIMK IJis ONpeNeieHHs] MapuIpyTOB
BHYTPH C€0Si W MPOTOKOJ MEXKJIOMEHHOW MAapHIPYTU3allK JJIsl OINpENeICHUs] MapUIpyTOB
JIOCTaBKH MMaKETOB B Apyrue AS.

Komannma Omnucanue

I'moGasibHbIE HACTPONKHU

router bgp <1-4294967295> BxirounTe MapmipyTHU3alUilo MO MPOTOKOIY
BGP.

3anath uaeHTHPUKATOP AS U BOUTH B PEXHUM
€ro KOH(QUI'ypUpPOBaHHSL.

Hactpoliku koHpurypupoBanus mapuipytuzaropa BGP

aggregate-address Bxnrounts arperanumo crenn(UIHbIX
[{<ipv4 subnet>|<ipv6 subnet>}] [{as- MapIIpyTOB
setjsummary-only} |

bgp always-compare-med Bxutounts cpaBHenue merpuku (MED) npu
BBIOOpE MapHipyTa.

bgp bestpath compare-routerid Hcnone3yercs IE; YKa3aHHUs
MapuipyTH3aTopy, 4YTO  TOpuU  BBIOOpe

HaWJIy4dIlero MapupyTa, €ciid IBa MaplipyTa
MMEIOT  OJMHAKOBBIE  3HAYEHUS  JIPYTUX
aTpuOyTOB, TO MapLIPyT ¢ MeHbLIMM Router ID
JIOJKEH OBITh MTPEIIOYTUTENbHEE.

as-path - Hcnone3yercs JUIS yKa3aHUs
confed MapuipyTU3aTopy HMTHOPHPOBAaTh  aTpUOYT
AS PATH npu BeiOOpe Jydliero Mapupyra,
€CId  3TOT  MyTb  TPOXOTUT  dYepe3
koHpurypamuto Confederations.

multipath-relax - HacTtpauBaeT npOTOKONA MOTPaHUYHOIO
nuiio3a  (BGP)  ans oOpaboTku  IBYX
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MapuipyroB BGP kak paBHOLEHHBIX, aaxe
eciu ux AS-1yTu pa3nnyaroTcs, Ipu YCIOBHH,
yTO JnauHa uXx AS-ytell u apyrue
COOTBETCTBYIOIINE aTPUOYThHI OJMHAKOBBIL.

bgp cluster-id <ipv4 addr>

3anaTe uaeHTU(UKATOP KiIacTepa

bgp dampening

<1-45> Half-life time

<1-20000> Reuse-limit

<1-20000> Value to start suppressing a route
<1-255> Maximum Suppress-time

Hacrtpoiika MeXaHn3Ma 3aIUTEI oT
HECTa0MIILHOCTH MapIIPyTOB

bgp deterministic-med

N3mensier mporecc BbIOOpa JTyYIIEro ITyTH.
[locne BKiIIOYEHHS KOMaH[Ibl, 3HAUYCHUE
atpubyra MED Oyner mnpoBepsThCcs cpa3y
rocse npoBepku AS-path.

bgp ebgp-requires-policy

Ncnonb3yercst myist TpeOOBaHUS TMPUMEHEHUS
MOJIUTHKH MapuIpyTU3aLUuU npu
ycTaHoByieHn# ceanca eBGP

bgp listen range
[{<ipv4_ subnet>|<ipv4 subnet>
peer-group <word>}]

Konduryparus auHaMUYecKOro coceacTBa
BGP (peerings) Ha OCHOBE 3a/JlaHHOTO
nuanaszoHna [P-agpecos.

bgp route-reflector allow-outbound-policy

Hacrtpoiika OTHpaBKM aHOHCOB MapuIPyTOB,
MOJIyYEHHbIE OT KJIMEHTa, APYIUM KJIHEHTaM,
JTa)Ke €CJIM ATH MapIIPYThl HE ObUIM MTOJIy4YEHbI
ot camoro Route Reflector Hanpsimyio.

bgp router-id [ {<ipv4_addr>

VY cTaHOBUTH UIeHTU(HUKATOD
Mapupyruzaropa BGP

distance [ {<1-255>|bgp

YCTaHOBUTh 3HAYCHHS AJMHHUCTPATHBHOTO
pacCTOsTHHUSI

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
activate

3anate [Pv4- unu [Pv6-anpec niist BGP-cocena
1 BKJIrOYeHHue noaaep:kku address family.

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}]
addpath-tx-all-paths

Bxirouenne oTnpaBKy BCeX AOCTYIHBIX ITyTEN

(path)

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
addpath-tx-bestpath-per-AS

BxnroueHne  OTHpaBKM — TOJBKO  JIYYILIETO
MaplIpyTa, paCCYMTaHHOTO Ha ypoBHE AS

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}]
advertisement-interval <0-600>

Hactpolika nHTEpBana, ¢ KOTOPHIM COCETHHI
MapILIpyTU3aTop Oyner OTIIPABJISATH
coobuieHus: 00 0OHOBJICHUSAX MAPUIPYTH3AIUH

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] [{<1-
10>|origin} ]

Hactpolika npuHUMaTh BXOASAIIME MApIIPYThI
¢ AS-mmyteM, coaeprkanuM Homep AS ¢ TeM xe
3HAUEHHUEM, YTO U y TEKyIIeH CUCTEMHON AS.
[Tapametrp (1-10) yka3piBaeT KOJUYECTBO
JOTIYCTUMBIX BXOXJACHUM HOMEpPA AS CHCTEMBI
B AS-nyTn.
[TapameTp origin yka3bpIBaeT Ha MPUEM TOJIBKO
MapIIpyTOB, CO3/IaHHBIX C TEM >X€ HOMEPOM
AS, 4TO U y CUCTEMBI.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}] as-

Hacrpoiika nepeornpenenenus Homepa AS npu
aHOHCE MapILIPYTOB 3TOMY COCELY.
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override

neighbor
[{<ipv4_addr>|<ipv6 addr>|<word>}]
attribute-unchanged [ {as-pathjmed|next-hop} ]

Bxirouaer  atpuOyThl, KOTOpBIE ClEIyeT
OCTaBUTh 0€3 W3MEHEHUH Il AaHOHCOB,
OTIPABJIIEMbBIX OJTHOPAHTOBOMY Y3IIy.

neighbor

[{<ipv4 addr>|<ipv6 addr>|<word>}] bfd
[{<2-255>|check-control-plane-
failure|multihop|singlehop} ]

Hacrtpoiika mnporokona BFD wna BGP-

COCCACTBC.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}]
capability dynamic

Bxirouaer nuHAMHUYECKYIO COTJIaCOBAaHHOCTH
Bo3MmoxxkHOcTel BGP.

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}]
extended-nexthop

Bxirodaer mojiep)kka pacuIMpPeHHBIX next-
hop anpecos.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
capability orf [ {both|receive|send}]

Hacrpoiika
MapuipyToB.

bunbTpanus HUCXOISIIIX

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}]
default-originate

AHOHCI/IpOBaTB MapaipyTa 1o yMOoJI9aHHio.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
description <line80>

Ornucanne cocencTna.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
disable-connected-check

OTtkitoueHue IIPOBEPKHU ¢bu3nIecKoro

IIOAKJIFOYCHHMA COCCaAa.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
distribute-list <word> [ {in|out} ]

Hacrpoiika ¢puibTpanium aHOHCOB MapIIpyTOB.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] dont-
capability-negotiate

OTkII0YeHHE TEPETOBOPOB O BO3MOXKHOCTSAX
(capabilities) BGP ¢ cocemom.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}] ebgp-
multihop

BxiroueHne yCTaHOBKH CECCHM C COCENIOM,
ucnonb3ys nporokoia EBGP

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}]
enforce-first-as

Bxiroyaer mpoBEepKy  COOTBETCTBHSI  UTO
nepBblii AS-HOMED B ITyTH AS, IOJTy4YEHHOM OT
cocella, COOTBETCTBYeT oOxujgaemomy AS-
HOMEpY 3TOr0 cocea.

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}]

Bxmrowaer oskupmanue, 4ro mnakeTtel BGP,
OTMPABIIIEMBIE 3TOMY COCEAY, MOTYT MPOUTH

enforce-multihop yepes HECKOJIbKO MIPOMEXYTOYHBIX
MapuUIpyTU3aTOPOB, @ HE TOJIBKO HAPIMYIO.
neighbor Hacrpoiika MPUMEHEHHUS bunsTpa

[{<ipv4 addr>[<ipv6_addr>|<word>}] filter-
list <word> [ {injout} ]

MapIIpyTOB, KOTOPBII ONpPENEIEH CIUCKOM
(bUILTPOB.

neighbor

[{<ipv4 addr>|<ipv6_addr>|<word>}] local-
as <1-4294967295>

no-prepend

Hacrpoiika anprepHatuBHOM AS 11 3TOrO
nporecca BGP

- Ecmu yxazan arpuOyTt no-prepend, TO
npenocTaBieHHbI local-as He moOaBnsieTcs K
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nonydeHHomy AS PATH.

replace-as - Ecnu yxazan artpubyt replace-as, To mpu
nepeaaye OOHOBJICHU JOKaJIbHbIX
MapuipyToB 3TOMY OJHOPAHTOBOMY Y31y K
AS PATH no0aBisIeTCA TOJILKO
npenocraBieHHbIN local-as.

neighbor Hactpoiika orpaHuueHuss Ha KOJIMYECTBO

[{<ipv4 addr>|<ipv6 addr>|<word>}]
maximum-prefix <uint>

pepUKCOB, KOTOPHIE MAPLIPYTU3ATOP MPUMET
0T cocefa.

neighbor

[{<ipv4 addr>|<ipv6_addr>|<word>}] next-
hop-self

all

Bxrouaer usmenenue arpudyra next-hop ans
MapIiipyToB, TMOJYYEHHBIX OT YKa3aHHOTO
cocela Ha CBOM.

- atpuOyt all yka3piBaeT, 4To KOMaHaa next-
hop-self mpumeHsieTcss KO BceM MapuipyTam,
MOJIYYCHHBIM OT YKa3aHHOT'O COCe/a.

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}]
override-capability

Otkiro9aeT POBEPKY
ompezaeneHHoM capability y cocena.

HaJIn4us

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
passive

OTKIIIO4aeT
COCEOM.

Z05050007E:000%040) COCAMHCHU A C

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}]
password

YcTaHOBUTD I1apoJib.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] peer-
group <word>

BxiroueHnue coceacTsa B rpymiie.

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] prefix-
list <word> [ {injout}]

Hactpoiika npuMeHeHus crucka mpeQuKcoB.

neighbor

[{<ipv4 addr>|<ipv6 addr>|<word>}]
remote-as [ {<I-
4294967295>|externallinternal } |

Hacrtpoiika HOMepa AS nmns cocega wim
ornpezeneHue K Kakoi AS OH IpUHAJIEKUT.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}]
remove-private-AS [allreplace-AS]

Vnanenue YacTHbIX HOMEpPOB ABTOHOMHBIX
cucteM (ASN) B ucxoasmux 0OHOBIIEHUSX

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}] route-
map <word> [export[import|in|out]

VYkazanue MapuIpyTHOU KapThl,
MPEACTABISIOMEH TMOJUTUKY HUMIIOPTA WU
AKCIOPTa OJTHOPAHTOBOTO Y3714, HACTPOCHHOTO
Kak RS-knmeHTt

neighbor
[{<ipv4 addr><ipv6_addr>|<word>}] route-
reflector-client

VYcraHoBHTH 3TOT y3en kak RR

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}] route-
server-client

Y CcTaHOBUTH ATOT y3en Kak RS

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] send-
community

Bxrouenue ornpasku BGP Community

neighbor

Otkmrouenne  cocema  0e3  ynaneHus
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[{<ipv4 addr>|<ipv6 addr>|<word>}]
shutdown

KOH(UTYpaIu JIj1sl HETO

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}] soft-
reconfiguration inbound

Bxiroyaer NMpUMEHEHHWE HOBBIX IOJIHTHK U
MapHIpyTHOM nHbopmanuu 0e3
NepeyCTaHOBKH CeaHca

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] solo

DTa KOMaHIA HCIOJB3yeTCs IS yKa3aHWs
TOr0,  YTO  MapLIPyThl,  OOBSIBICHHbIE
OJHOPAHTOBBIM  Y3JIOM,  HE  JIOJDKHBI
oTpaXkaTbcst 00paTHO

neighbor
[{<ipv4 addr>[<ipv6_addr>|<word>}] strict-
capability-match

Hacrpoiika cTpororo cpaBHeHHS YIaIEHHBIX U
JIOKQIbHBIX BO3MO>KHOCTEH. Ecmm
BO3MOKHOCTH Pa3jIMYarOTCs, OTIPABISACTCS
omuOka «Henoanep:xuBaeMass BO3MOXHOCTbY
1 COCIMHEHUE COpaChIBACTCSI.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}] timers
[<0-65535>|connect] <1-65535>

YcranoButh TaiiMepsl connect, keepalive u
hold mis cocena.

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}] ttl-
security hops <uint>

OmnpezencHue KOJUYECTBA IEPEXOJOB, TMPHU
KOTOPOM OyJIeT pa3pelieHO CTaTh COCEISMH.
OTa KOMaH/1a SBISETCS B3aMMOMCKITIOYAFOIIEH
¢ ebgp-multihop.

neighbor
[{<ipv4 addr>|<ipv6_addr>|<word>}]
unsuppress-map <word>

[Tonutuka QuIbTpanyu, KOTOpas OTMEHSET
paHee yCTaHOBJIIEHHOE OTpaHUYEHUE HAa AaHOHC
OTpeeNIEHHBIX MapUIPYTOB.

neighbor
[{<ipv4_addr>|<ipv6_addr>|<word>}]
update-source

[{<ipv4 addr>|<ipv6 addr>|<word>}]

VYkazanue ucxoaHoro ajapeca s ceanca BGP
C 9TUM COCEJIOM.

neighbor
[{<ipv4 addr>|<ipv6 addr>|<word>}] weight
<0-65535>

YcranoButh aTpudyT weight uist Toro cocena

network
[<ipv4_addr>|<ipv4 subnet>|<ipv6 subnet>]
[backdoor|label-index/mask|route-map]

VKka3zaHue ceTred I aHOHCA M HAacTpoMKa
aTpUOyTOB U MOJINTHK JJIs1 HUX

redistribute
[connected|kernel|ospf]rip|static|vpn]

Bxiarouaer MMIIOPT U DKCIOPT MAapIIPyTOB,
COOTBETCTBYIOIIMX BHIOPAHHOMY MApAMETPY

table-map <word>

Hactpolika kapThl MapLIpyTOB

update-delay <uint><uint>

Bxirouaer PEKUM «TOJIBKO YTCHHEC» Ha
YKa3aHHOC BpEMs IIpU IICPE3aIlyCKE IMpoIecca
BGP

Hactpoiika oiHOaipecHON M MHOT0aApecHol Mapuipytusauuu B MBGP

address-family [ipv4|ipv6] multicast

Bxox B naactpoiitky MBGP mns nactpoiiku
MHOT'0aJpECHON MapIpyTU3aLIHH.

address-family [ipv4|ipv6] unicast

Bxon B Haactpoiiky MBGP st HacTpoiiku
OJIHOAPECHOU MapLIPYyTU3ALUH.

Koman el npocmoTtpa nadopmaru o BGP

show bgp
[<ipv4 addr>[<ipv6 addr>|<ipv4 subnet>|<i
pv6 _subnet>] [bestpathjmultipath|longer-

BoiBon uHbopmanuu 00  ONTHUMAaJIbHBIX
MapuipyTax u O0BSIBIICHUSX Oonee
cnenupUUHbIX MpedUuKCOB JUIsl BHIOPAHHOMN
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prefixes]

MOJICETH

show bgp attribute-info

Hcnonw3yercss ays mpocMoTpa MOAPOOHOM
uHpopmanuu 06 arpudyrax nytu BGP

show bgp cidr-only

Hcnonp3yercs uisi MpOCMOTpa MapIIpyTHOH
tabmuusl BGP u orobpakenus Tonsko CIDR-
0JI0KOB (ceTeil) B TabsnIIe

show bgp community

ITokaspiBaeT wuHpOpManuioo 00 aTpudyTax
BGPCommunity, MPUMEHEHHBIX K
MapUIpyTaM.

show bgp community-info

Hcnonp3yercs it IPOCMOTpa HHPOPMALIUH O
BGP-coobmectBax (BGP communities)

show bgp community-list

Iloka3plBaeT  CHMCOK  HAaCTPOGHHBIX  Ha
Mapuipytuzarope BGP-coolmiecTB 1 mpaBui
GuibTpaluy, KOTOpbIE HCHOJIB3YIOTCA IS
yIOpaBJIEHUS MapIIpyTaMH U TpapuKoM B
BGP-ceTsix

show bgp dampening [dampened-paths|flap-
statistics|parameters]

[IpocMoTp  MapumipyTOB, KOTOpbIE  OBLIN
BPEMEHHO  TOJABJICHBI  (3a0JIOKMPOBAHBI),
CTaTUCTHKE 10 HECTAOMILHOCTH MapIIPYTOB U
HAaCTpOeHHbIe mapaMmeTpbl MexaHusma BGP
Route Dampening

show bgp detail

OTtobOpakenue mMoApOOHOH HMHPOPMALIUK O
coctossHuM npoTtokosia BGP

show bgp filter-list <word>

[Toka3zpiBaeT HH(OPMAIHIO 10 PHIBTPY

show bgp import-check-table detail

[Toka3piBaeT nOAPOOHYI0 HHGMOPMAIMIO O
KOH(DIMKTaX Npu UMIopre Mapupytos B BGP-
TaOJIMIy U3 JIOKAIBHBIX JaHHBIX (HampuMmep,
u3 OSPF unu cratuyeckux MapuipyToB).

show bgp [2vpn evpn
[allneighbors|rd|statistics|update-groups]

Hcnonezyercs ISt OTOOpaKEHHS
nnpopmanuu o BGP B kontekcre Ethernet
VPN (EVPN).

show bgp large-community [<0-
65535>|exact-match]

BriBoaut cnimcok Bcex BGP large-community
aTpuOyTOB, KOTOpBIE OBUIM HACTPOEHBI, C
yKa3aHHEM UX THIA U WICHTU(PUKATOPA CETH.

show bgp large-community-info

Otobpakaer wuH(pOpMAIMIO O TOM, Kak
oOpaOateiBatoTcsi U nepenatorca BGP large
communities MEXJy TUPaMH.

show bgp large-community-list [<1-
500>|<word>] exact-match

Hcnone3yercst A1t 0TOOpaskeHUs, yKa3aHHOTO
BGP large community, koTopslii ObLIO
HACTPOCHO U IPUMEHSIETCS] B CETH

show bgp memory Hcnonp3yercs 1uisi mpocMoTpa MoApoOHOM
uHpopMaIuu 00 MCIIOJIb30BaHUU
JMHAMHAYECKOW MmaMsTh npoTtokosiom BGP

show bgp multicast paths Ucnons3yercs JUTSt O0TOOpaXKEeHHs

WHGOPMAIMY O MYJIFTUKACTOBBIX MapIIPyTax,
KOTOpble ObLIM mepefaHbl yepe3 Multicast
BGP (MBGP)

show bgp neighbors Hcnonb3yercs ans 0ToOpaKeHUst MapIIpyTOB,
[<ipv4 addr>[<ipv6 addr>|<word>] KOTOpPBIE€ OBLITM aHOHCHUPOBAHBI, TTOTABICHHBIX
[advertised-routes|dampened-routes|filtered- | mapmpyToB M3-3a HMX  HECTaOWJIBHOCTH,
routes|flap-statistics|prefix- OT(QUJIBTPOBAHHBIX  MapUIPYTOB  COIJIACHO
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counts|received|received-routes|routes]

3aJJaHHBIM paBUJIaM, CTaTUCTUKH
HECTAaOMIILHOTO  COCMHEHUS, KOJIUYECTBO
AQHOHCHUPYEMBIX MNPEPUKCOB U  MPUHATHIX
MapHIpyTOB

show bgp nexthop detail Ucnonb3yercs TUTSE OTOOpaXKCHHUS
nHopMmanuu o cienyromeM ysne s BGP-
MapupyToB

show bgp paths Hcnonw3yercs 11t mpocMoTpa nHOpMaIuu o

mapuipyrax BGP

show bgp peer-group <word> Hcnons3yercs TUTS OTOOPaKECHUS
uHpopmanuu o rpynie BGP-coceneit
show bgp prefix-list <word> Otobpaxenue COJIEPIKUMOTO CITHCKa

npeduKCcoB, KOTOPBI HCHONB3YyeTCs s
GuIbTpanIMM WM yNpaBICHUS MapLIPyTHOU
uHpopmanuen

show bgp regexp <word>

Hcnonb3yercs TUISL 0TOOpaKEHUS
uHpopmannuu o BGP-cocensx m mapmpyrax,
KOTOpPBIE ~ COOTBETCTBYIOT  PEryJIIPHOMY
BBIPAKECHUIO

show bgp route-leak

Hcnonb3yercs s 0TOOpaKEHUS
uHbOpMAIMK O TEepEeHANpaBiIeHUN Tpaduka
yepe3 cTopoHHue AS

show bgp route-map <word>

Hcnons3yercs JUTS OTOOpaXKEHUS
KOHQUIypalluM Y HOpaBWiI MapLIPyTHOTO
CIIMCKa

show bgp statistics [-all]

OtoOpakaeT CTATUCTHYECKHE JIAHHBIE O
pabote nporokona BGP

show bgp summary

OtoOpakenue Kparkod wuHGpOpMAIMA O
coctosHnn ceccuii BGP ¢ cocemnummu
Mapuipytuszaropamu, Bkiarouas [P-azgpeca,
COCTOSIHUS TUPOB M CYETUUK COOOIICHHIA

show bgp summary failed

OtoOpaxkaeT CBOJAKY MO OImMHOKaM WA
HeyTaYHbIM MIOMBITKAM YCTaHOBUTH
coeqnuenne ¢ BGP-cocenom

show bgp

Hcnonb3yercs ans oToOpaXkeHHs TaOJIUIIbI
BGP, mnoxassbiBaromeii Bce uszBectHnle BGP
MapuipyThl 0e3 KakuX-THOO METOK WU
JOTIOJIHUTEBHBIX JAHHBIX, HCIIOJIb3YEMBIX B
JPYTHX TEXHOJIOTHAX, TakuX Kak MPLS

show bgp [<word>|advertise-
queueladvertised-routes|packet-
queuelstatistics]

OtoOpaxkaeT  odepenb  OOHOBIEHHUU O
npepukcax Uil OTHPAaBKU/TIONYyYEHUS U
mpocMoTpa CTAaTUCTUKU 110 rpynmnamMm
obHoBnenuit BGP

show bgp view [<word>|all|default]

HUcnonb3yercs  mayist  mpocMoTpa  BCell
uHpopmanuu o mporokone BGP, Bkmouas
TaONMHIBl MapIIpyTH3AIUK, WH(POpPMAIUIO O
cocesiXx W TaOMMIBI C MapHIpyTamMu IO
YMOJYaHUIO, KOTOpPAsi COJIEPKUT MapUIPYThI,
WCIIONb3yEMbIE, KOTJIa JUIsl TaKeTa He HalJeH
0ojilee KOHKPETHBIM MapmipyT B TaOJHIle
MapuIpyTU3aluu
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show bgp vpn paths Hcnons3yercs TUTS OTOOpaKECHUS
nH(OPMALIMK O MapIIPyTaxX, MOTYyYEHHBIX IO
npotokony BGP g VPN

show bgp vrfs [Toka3piBaeT wHpOpMaMIO O  TabIUIAX

mapuipytuzauuu BGP nis kaxnoit VRF

[Ipumep HACTPOUKH.

configure terminal
config)# vlan 2-3,100
config)# ip routing

config)# interface GigabitEthernet 1/24
config-if)# switchport mode trunk

config-if)# switchport trunk allowed vlan

config)# interface vlan 2

config)# interface vlan 3

config-if-vlan)# ip address 192.168.103.1

config)# interface wvlan 100

config-if-vlan)# ip address 192.168.101.1

config)# router bgp 100

100

255.255.255.0

255.255.255.0

255.255.255.252

config-router)# bgp router-id 192.168.101.1
config-router)# neighbor 192.168.101.2 remote-as 200
config-router)# network 192.168.102.0/24
config-router) # network 192.168.103.0/24

3.2.575. BFD

#
(
(
(
(
(
(
(config-if-vlan)# ip address 192.168.102.1
(
(
(
(
(
(
(
(
(

[Iporoxon BFD (Bidirectional Forwarding Detection) mo3Bossier ObICTpO OOHapyKHUTh
HEHCIPaBHOCTH JMHKOB. BFD MokeT paboTarh Kak CO CTaTHYECKMMH MapIIpyTaMH, Tak U C
poToKoJaMu AuHaMudeckoi Mapmpytuzauuu RIP, OSPF, BGP.

Komanma

Omucanue

Komanza B rno6ajibHOM pexxuMe

bfd

Bximrouenne BFD

peer <A.B.C.D[X:X::X:X>
[{multihop|local-address
<A.B.C.D|X:X::X:X>|interface
IFNAME | vrf NAME} ]

Co3maer M HacTpauBaeT HOBOIO IapTHEpa
BFD jansa  mpocnymmBanuss u - oOMeHa
JTAHHBIMU.

- multihop coobmaer, 4To ciaeayeT 0XXHIAThH
naketsl ¢ TTL wMenee 254 (IOCKOJIBKY
norpedyercss Oosee OJIHOTO Iepexoaa), H
MPOCITYIIUBATh opT MHOT'03IpECHOT0
pexuma (4784). Ilpm  wucmosb30BaHUU
MHOT03JIPECHOT0 PeKUMa PEXXUM dXa He OyieT
pabortarsb.

- local-address mpemocTaBisieT JOKAIbHBINA
aZipec, K KOTOPOMY MBI JIOJDKHBI NPUBS3ATH
Hall NPOCITYIIUBATEb, U aPEC, KOTOPHIA MBI
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JOJDKHBI ~ WCIIOJIb30BaTh  JIIL  OTIPABKHU
MAaKeTOB. DJTOT MapaMeTp OO0s3aTeleH s
IPv6.

- interface BbIOMpaeT, kakoil uHTepdelic HaMm
CIIEyeT UCIIOIb30BATb.

- vrf BbIOMpaeT, KakoW JOMEH MbI XOTHUM
HCIIOIL30BaTh.

Komanpa B pexxume konpurypuposanus BFD | Onucanue
napTHepa
detect-multiplier <2-255> HacrpanBaeT  MHOXKHTENb  OOHAPYKEHUS

[IOTEPU NIAKETOB.

[Ipumep: ecau JoKajlpHas cUCTEMa HMMEET
MHOXHUTENh OOHapyXeHus 3, a yAaJeHHas
cuctremMa umeeT wuHTepBan nepeaaun 300,
JOKaJbHAsA CUCTeMa OOHApPYKUT COOHM TOJIBKO
yepes 900 wMuumcekyHn 0e3 MOIy4YeHHUS
MIAKETOB.

echo-interval <10-60000>

3agaéT  MUHUMQIbHBIA ~ MHTEpBal  JJiA
nepegayr  cUCTeMoM »xo-makeroB BFD B
MUJUIMCEKYHAaX (C  y4€ToM  JDKUTTEpA).
3HaueHue no ymonuaHuo — 50 mc.

echo-mode

Bxurouaer PCKUM IICPCAAUHM 9XaA.

receive-interval <10-60000>

3amaét  MUHUMAJBHBIA  WHTEpBAN  JJIA
MOJIyYEeHHUS CUCTEMOH YIPaBISIONIUX MAKETOB
B MWUIMCEKYH/JaX. 3HAYCHHUE 0 YMOJIYAHUIO
— 300 mc.

transmit-interval <10-60000>

3a1aéT  MUHUMQJIbHBI  MHTEpBaNn  JUIs
Iepelaun CUCTEMON YIIPABIAIOIIUX TAKETOB B
MUUIMCEKYHAaX (C  y4€ToM  JKUTTEpA).
3Hauenue no ymomuanuo — 300 mc.

shutdown

OTkirouaer OIHOp AQHTOBBIN Y3CII.

Komasn el mpocMoTpa HH(POpMAITHH O CTEKE

show bfd [vrf NAME] peer
[<WORD>|<A.B.C.D|X:X::X:X>

[ {counters|multihop]|local-
address
<A.B.C.D|X:X::X:X>|interface

ITokasate craTyc onpezaeneHHoro ysiaa BFD.

IFNAME } ]
show bfd peers ITokasate cratyc Beex y310B BFD.
show bfd [vrf NAME] peers OT00pa3uTh KpaTkyro HHGOPMAIHIO 000 BCEX

brief|counters

HacTpoeHHbIX Yy31ax BFD u ux Tekymem
cTaryce.

IIpumep HaCTpOHKH.

# configure terminal
(config)# vlan 11
(config-vlan)# exit
(config)# interface vlan 11
(config-if-vlan)#

ip address 192.168.1.1 255.255.255.0
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config-if-vlan)# exit

config)# bfd

config)# peer 192.168.1.1 local-address 192.168.1.2 interface
config)# peer 192.168.1.1 local-address 192.168.1.2 interface

o~ o~ o~ o~

11
(config-bfd-peer)# no shutdown

3.2.57.6. PIM

PIM (Protocol Independent Multicast) — 3TO NPOTOKOJ MHOTOAIPECHOM IepeaaydH,
obecnieunBaromuii dQHEKTUBHYIO JOCTaBKYy MYJIBTUMEIUHHBIX IMOTOKOB TPYIIE KIHNEHTOB
oIHOBpeMeHHO. [IpoTokoI 03BOJIsIET yCcTpoiicTBaM 0OMEHUBATHCS MH(OpMAIHEl O TPyIIax 1
UCTOYHUKAX MepeIad u CTPOUTH 3P (HEKTUBHBIC ITYyTH JOCTABKH JAHHBIX.

1. OcHoOBHBIE HACTPOIKHU
conf t
vlan 2-3
exit

- 3nech cozpatotest 1Ba VLAN'a ¢ Homepamu 2 u 3. Otu VLAN'BI OyayT HCHOIB30BATHCA
JUIs Pa3/ieIeHUsl CETMEHTOB CETH M OPraHU3allii MHOT0APECHON IepeiadH.

2. AxrtuBanus IP-mapupyruzanuu

ip routing

Komanaa akTtuBHpyeT BO3MOXKHOCTh IOCTPOCHHS TaOJMIbI MapIIpyTHU3alMd Ha
ycTporictBe. be3 Hee HeBO3MOKHA Tepeaayda Tpaduka MEXIy Pa3TMIHBIMUA CETMEHTAMU CETH.

3.  Hnrepdeiicet Loopback

interface loopback 1

ip address 2.2.2.2 255.255.255.255
ip pim

ip igmp

exit

Co3znaercss BupTyanbHbll uHTepdelic loopback ¢ agpecom 2.2.2.2. DT1oT HHTepdeiic
HE0O0XO0UM JUIsl CTaOMIIBHOCTH M UJIEHTU(UKALIMU YCTPOICTBa B MapuIpyTu3zauuu. [lapameTpsl ip
pim u ip igmp paspematot ucnonszoBanue PIM u IGMP na nannom nntepoeiice.

4.  Craruueckoe HazHaueHue RP (Rendezvous Point)

ip pim rp 2.2.2.2 224.0.0.0/4

Hasnauaercs y3en ¢ anpecom 2.2.2.2 B kauectse RP s Bcex rpynn IPv4 mynpTHKacTHHTA.
I'pynmel oxBateiBaroT auanas3oH ot 224.0.0.0 no 239.255.255.255.

5.  ®wusnueckue unrepdeiicel Ethernet

interface GigabitEthernet 1/1
switchport access vlan 3
exit
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interface GigabitEthernet 1/2
switchport access vlan 2
exit

Ob6a ¢usnueckux uHTEpdEiica pabOTAIOT B PEXKUME CBHUTY-TIOPTA, MPUBS3AHBI K Pa3HBIM
VLAN'am (VLAN 2 u VLAN 3 COOTBETCTBEHHO).

6.  Hacrtpoiika L3 unTepdeiicon (vlan)

interface vlan 2

ip address 10.0.12.1 255.255.255.0
ip igmp snooping

ip pim

ip igmp

exit

interface vlan 3

ip address 10.0.13.1 255.255.255.0
ip igmp snooping

ip pim

ip igmp

exit

Coznarotcst jornueckue uHTepdeicel st kaxaoro VLAN ¢ npucBoenuem IP-aapecoB u
paspemenuem padotsl PIM u IGMP. Komanna ip igmp snooping obecrieunBaeT GUiIbTpamuio 1
Mpea0TBpalCHUE IUPOKOBEIIATEIbHBIX IITOPMOB

Hacrpoiika OSPF

router ospf

router-id 2.2.2.2

redistribute connected

network 2.2.2.2 0.0.0.0 area 0.0.0.0
network 10.0.12.0 0.0.0.255 area 0.0.
network 10.0.13.0 0.0.0.255 area 0.0.
exit

0.0
0.0

OSPF 3amyckaercsi ¢ YHUKaJIbHBIM HJIEHTH(PUKATOPOM pOyTepa, COOTBETCTBYIOLIMM
loopback-unrepdeiicy. I[loaxmtouaemble cetn aHoHcupyroTcs B obnacts 0.0.0.0, mo3Bossis
JIpYT'MM yCTPOMCTBaM HaxOIUTh MapUIPyThl K HUM.

Jannass xoHurypauus cosgaer 0a30Byl0 HHQPACTPyKTypy [Uld B3aUMOJIEHCTBUS
ycTpoiicTB B cpene ¢ nopaepxkoid PIM u IGMP. Ona none3Ha B cutyanusx, korjaa Tpedyercs
nepesaBaTh BUJICOCTPUMBI, ayAHONEpeaud WK Jpyrue MyJIbTHUMeIua-IaHHbIE Yepe3 CETEBYIO
Cpefy C BO3MOKHOCTBIO MacIITaOUpyeMOro paciupeieeHHs.

Ecnu notpeOyeTrcs 10NOJHUTENBHOE yIpaBiIeHUe WX MOHUTOPUHT paboTsl PIM u IGMP,
M10JIE3HO MPUMEHSATh TAKUE KOMAH/Ibl TUAarHOCTHKH, KaK:

show ip route - Komanaa ucnoib3yercst i MPOCMOTpa aKTUBHBIX MapLIpyTOB
MHoOTroa/ipecHOl pacceliku (multicast). [TokassiBaeT nHGopManuio o morokax multicast-tpaduxka,
UCTOYHUK I'PYTIIbI, COCTOSIHUE MapIIpyTa U UHTEepQeichl, MpUHUMAIOIIUE TpaduK.

show ip mroute - OtobOpaxkaet criucok coceneit mporokoia PIM (Protocol Independent
Multicast). Orta komaHna moje3Ha JUIsi MPOBEPKU COEOUHEHHUS MEXAYy YCTpOHCTBaMu,
YUYacTBYIOLIMMHU B IPOIIECCE PACIPOCTPAHEHHs IPYIIIOBOro Tpaduka.
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show ip pim neighbor - [loka3piBaeT aKTUBHOE WICHCTBO YCTPOMCTB B rpynmnax PIM.
Nudopmanus BrirouaeT uHTEpQEic, rpynimy, yaaaéHHOTO cocela U TakMephbl MPUCOSTMHEHUS.

show ip pim Jjoin - OTa koMaHzaa BEIBOAUT nHpopmanuio o rpynnax IGMP (Internet
Group Management Protocol), BKIIFOU€HHBIX yCTpOHCTBaX U uX HHTEpdeiicax. Micronp3yeTcs nis
MPOBEPKU MPHUHAICIKHOCTH y3JI0B CETH K OIpeIeIeHHbIM multicast-rpyrimam.

show ip igmp groups - Hudopmanmus o wucrounmkax multicast-rpaduxka,
3aperucTpupoBaHHbIX TMpoTokojaoM IGMP. OtobpaxkaroTcs aapeca MCTOYHHUKOB M TPYMIBI, K
KOTOPBIM OHU IIPUHAIJIEHKAT.

show ip igmp sources - OTa KOMaHJa MMOKa3bIBaeT UH(POPMALIMIO O Ha3HAYECHHBIX
Mmapmpyrax perrkatopoB (RP — rendezvous point). Ponu u craryc ycrpoiictBa RP kputuyHs!
JUTs ipaBuiIbHOM paboThl PIM Sparse Mode (pexxnma pa3pexEHHON MHOTOTOYEYHOU PACCHUIKH).

show 1ip pim rp-info - wucnomp3dyercs A OTOOpaKeHHS HHGOPMAIMUA O
Ha3HAYCHHBIX MapIIpyTax MPOTOKOJIOB MHoroaapecHoi mepemaun PIM (Protocol Independent
Multicast)

OT0 MO3BOJMIUT OBICTPO  BBISIBUTH MNPOOJIEMbI W JUArHOCTHPOBATh  BO3MOXKHBIE
HEHCIIPAaBHOCTH.

3.2.57.7. PBR

IHonutuka-Based Routing (PBR) — 3T0 TexHoyorus mapumpyTH3aluu, MO3BOJISIOIIAS
Ha3Ha4yaThb MapuIpyThl U oOpabarbiBaTh TpaduK HA OCHOBAHWHU 3apaHee 3a/JlaHHBIX MPaBUI
MOJINTUKHU, UTHOPUPYS CTaHAAPTHBIE TaOIHIIBI MapiIpyTu3anuu. OHa MHUPOKO MTPUMEHSETCS IS
MIPUOPUTE3AIMU ONPEAEIEHHBIX TOTOKOB JIAHHBIX, PA3ACICHHS HArpy3KU MEXAy IpoBaiiiepaMu
WJIM HapaBJICHUS crieliupuyeckoro Tpaduka mo oTAeIbHBIM MapIIpyTaMm.

[Ipouecc HACTPOKKHM BKJIFOYAET TPU OCHOBHBIX dTarla:
Oran 1. Onpenenenue rpynmsl next-hop (ciaemyromux maroB)

I'pynna next-hop — 310 Habop I[P-agpecoB mNpOMEXYyTOUHBIX Y3J0B, Ha KOTOpHIE
OTIIPABJIAIOTCS IAKEThl COIVIACHO IOJIMTHKE MaplIpyTHU3auuu. s mpumepa paccMOTpUM JBa
CLEHapUsA: OJMH UIA INIABHOTO IILIK03a, BTOPOM — JJIsl PE3€PBHOTO IILII034.

KoHn¢urypanronHsie KOMaHIbL:

configure terminal

pbr nexthop-group main-gateway
nexthop 10.0.0.1

exit

pbr nexthop-group backup-gateway
nexthop 10.0.0.2

exit

DTH KOMaH]IbI CO3/Ial0T JIBE TPYMIIBI CICTYIONINM y3J1aM: epByro rpymmy ("main-gateway")
¢ ogauM ocHOBHBEIM [P-aapecom (10.0.0.1) u BTOpyto rpynmy ("backup-gateway") ¢ pe3epBHBIM
[P-agpecom (10.0.0.2).

Oran 2. Hactpoiika PBR-kapThI (paBuia MOJUTUKYA MapIIpyTHU3ALIUN)
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Crnenyronuii 3Tanm — co3faHue caMuXx NpaBwil MapupyTtusanuu (kaptel PBR), koTopsie
OTIPE/ICNISAIOT yCIIOBUSI COMOCTaBlieHUs Tpaduka W JanbHeimue aelcTBus (Ha3HAUYCHUE
MapuipyTa).

PaccmoTpum npuMep IByX MPOCTHIX MPABUIL

1. ITpaBuio Nel: [TakeThl C HICTOYHMKOB BHYTPEHHETO CErMEHTA CETH Oy IyT HalpaBJIeHbI HA
TJIaBHBIN LIITFO3.

pbr-map traffic-routing seq 100
match src-ip 192.168.1.0/24

set nexthop-group main-gateway
exit

2. ITpaBuiio Ne2: Becw mpouwii Tpaduk, MAYMIKI HA yIAIEHHYIO CETh, IEPEHAIPABIISETCS HA
pE3EpBHBIN ILTIO3.

pbr-map traffic-routing seqgq 200
match dst-ip 10.10.10.0/24

set nexthop-group backup-gateway
exit

[lepBast xapta (traffic-routing) ompenensier, 4yTo Bech TpauK C BHYTPEHHUX CeTEH
(192.168.1.0/24) ormpaBinisieTcst Ha OCHOBHOM IUTIO3. BTOpast kapTa oTmpaBiisieT BeCh OCTaIbHON
Tpaduk, HanpaBieHHbIH Ha mojceTh (10.10.10.0/24), Ha pe3epBHBIN MITIO3.

napameTp seq — 3TO HOPSIOK MCIIOHEHHs TpaBuil. MeHblee 3Ha4eHne seq 03HaYaeT, YTo
COOTBETCTBYIOIIIEE IPABHIIO MPOBEPSETCS U UCTIOTHIETCS PaHbIlle OCTATbHBIX.

Oran 3. [Ipumenenue PBR Ha unrepdeiicax

UroObl MPUMEHHUTh CO3JIaHHBIE MpaBUjia MapIIPYTU3alMd Ha KOHKPETHOM HHTepdetice,
BBITNIOJIHUTE CIEAYIOUIYI0O KOMaHy:

interface VLAN 2
pbr-policy traffic-routing
exit

OTOT KOJA Ha3HAyaeT MOJUTHKY MapuipyTuzauuu traffic-routing s Bcero Ttpaduka,
npoxojsuiero yepes3 uurepgeiic VLAN 2.
Komanas! npocMmoTpa koHpurypauuu u ctaryca PBR

show pbr map - Iloka3siBaeT cnmcok Bcex co3naHHbIX kapT PBR ¢ ykazanmem
MOCNe0BAaTENbHOCTH (sequence number), kpuTepueB BbiOOpa (match criteria) u nmelcTBuit
(actions).

show pbr map detail - [IpenocraBnsger noapoOHyro HHPOPMAIHIO 000 BceX KapTax
PBR, BKItOUasi KpUTEpUN COMOCTABJICHMS], BBIOPAHHBIE MApIIPYThl U KOJIUYECTBO COBIAAAIOIINX
[IaKEeTOB.
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show pbr map traffic-routing - OroOpaxkaer KoHKpeTHbIe KapThl PBR ¢
uMeHneMm traffic-routing. Ilone3Ho, eciim BaM HY)KHO YBHACTh MMEHHO OIPEACIICHHYIO KapTy
MapuIpyTHU3ALNHU.

show ©pbr interface 2 -Iloka3bBaeT COCTOSIHUE U TPUMEHEHHBIE TOJIUTUKH PBR
Ha ykazaHnHoM uHtepgetice (Hanmpumep, VLAN 2). 31ech MOKHO YBHJIETh aKTUBHBIE TIpaBmiia PBR
Y CTaTUCTUKY 11O HUM

show pbr nexthop-groups - CIHCOK BCEX CYIIECTBYIOIIMX IPYIII CIEAYIOIIETO
nrara (next-hop groups), BKIIOUaIONIMX KMEHA TPYII U COOTBeTCTBYIOMME [P-aapeca ciaemyrommx
TOYEK HA3HAYCHUS.

show pbr nexthop-groups main-gateway - [logpoOnas wHbopMaius o
KOHKPETHOW TpyIIe CIeIyIONIero Iiara, yka3aHHOW B KoMaHJe (Hampumep, main-gateway).
Bxmrogaer Ciucok 4JIeHOB TPYMIBI M CTATUCTUYECKHUE JaHHBIC O TpaduKe.

3.2.58. VRF

VRF (Virtual Routing and Forwarding) — 3T0 TexHOIIOTHs, MO3BOJIAIONIAS CO3/1aTh Ha
OJTHOM (PU3UYECKOM YCTPOMCTBE HECKOJIHKO HE3aBUCHMBIX BHPTYaIbHBIX MapIIpyTH3aTOPOB,
KOKIBIA M3 KOTOPBIX OO0a/zaeT cOOCTBEHHOW TaliuIed MapuipyTH3anuu. ITo oOecrneyuBaeT
W30JISIIHEO TparKa pa3HBIX KIMSHTOB HITH TTOIPa3elICHUH, TT03BOJISIS HCIIOJIB30BATh OJJMHAKOBBIC
[P-anpeca u paznuyarommecs CXeMbl MapUIpyTH3AIUHU, a TaKXkKe MPEeI0TBPAIAeT CMEUINBAaHUE
Tpaduka mexxy VRF-rpynnamu.

Komanma Omucanue

I'moGanbHBIE HACTPOHKH

vrf <word> | default Co31aéT HOBYIO BUPTYQJIBHYIO JOMEHHYIO
tabnuny Mapmpytuzauud (VRF) ¢ umenem
<word>.

default — yka3piBaeT Ha UCHOIB30BaHUE
OCHOBHOI1 o0acTu TaOJIUIBI
MapuipyTu3aluyd, He MpUHAANIeKalmel K
kakomy-1n6o VRF.

VYaanser CO34aHHYIO paHEe BHPTYaIbHYIO

no vrf <word> | default JIoMeHHY1o Tabmuiy Mapupytuzamuu (VRF) ¢
nMmeneMm <word> | default
ip route <ipv4 _addr>/ <ipv4 subnet> | KOMaHJla IpeJHa3HaueHa i J100aBJlIeHUs

<ipv4 netmask> | <ipv4 ucast> vrf <word> | cratuueckoro  mapmpyTa B  TaOIuIE
MapuIpyTHU3alluu YCTPOHCTBA € MOAJEPKKON
BHUpTYyanbHOro Mapiipytuzatopa (VRF).

- <ipv4_addr>/<ipv4 subnet> WIH
<ipv4 netmask> — o0o3HauaroT uenesoi [Pv4
aJipec CeTH U e€ Macky.

- <ipv4 ucast> — 3TO aapec CIEeAYIOIIETO
TPAH3UTHOTO y371a (XOCTa WIM IUII03), KyAa
oyayT OTIPABISTHCS MaKeTHl,
npeJHa3sHauYeHHbIE I yKa3aHHOM CeTH.

- vrf <word> — yka3pIBaeT, 4TO MapuipyT
co3zaercs B paMKax KOHKPETHOTO
BUpTyanbHOoro  mapupytuzaropa (VRF),
0003HaYEHHOTO UMeHeM <word>.
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no ip route <ipv4 addr>/<ipv4 subnet> |
<ipv4 netmask> | <ipv4 ucast> vrf <word>

VYaanser craTU4ecKuii MapuipyT, CO3JaHHBIN
paHee ¢ ucnoyib3oBaHueM KOHKpeTHOro VRF

Hactpoiika untepdetica L3

ip vrf forwarding <word64>

no vrf forwarding

Komanna wucnonedyercs Ha uHTepdelicax
ypoBus 3 (L3-unTepdeiicax) ycTpoicTB s
CBsI3bIBaHUS HHTep(eiica ¢ OompereseHHbIM

BUPTYaJIbHBIM MapLIpyTOM (VRF).
[IpumeHneHne STOM KOMaHABI IO3BOJISIET
pa3lienuTh JIOTHYECKH pas3Hble  TaOJUIIbI

MapHIpyTHU3allM Ha OJHOM YCTPOMCTBE,
co3/aBasi OT/EIbHBIC TMPOCTPAHCTBA MMEH U
TrapaHTHpys W3OJBIIUI0 Tpaduka pasHBIX
KJIMEHTOB MJIU CEPBUCOB JIPYT OT ApPYTa.
<uma_VRF> —  yHuKanbHOE€  Ha3BaHHUE
BHUPTYaJbHOW MapIIPyTH3AIMOHHOW 00JIaCTH
(0OBIYHO CITOBO JUTMHOM 10 64 CUMBOJIOB).

VYnanser koudurypamuro VRF  (Virtual
Routing and Forwarding) ¢ omnpeneneHHOTO
nHtepdeiica L3.

[Tpumep:

JomyctuMm, y Hac e€cThb JIB€ AaBTOHOMHBIE CETH ([IBa KIHMEHTA), Kaxaas U3 KOTOPBIX
HYX/Ia€TCS B CBOCH COOCTBEHHON MapIIpyTH3allMM U TMOJHOM OTACJICHUU APYT OT Apyra. ITy

npobiieMy uneanbHo pemaer VRE.

[Topsinox HacTporiku VRF

1. OcHOBHBIE HACTPOUKH (7151 0OOUX KOMMYTATOPOB)

Beinonnsem 6a3oBble HACTPOHKHU yCTpoiicTBa:

hostname PE1
|

vlan 2-4
AHanornusabsM oopaszom g PE2:
hostname PE2

|

vlian 2-4

I'ne:

VLAN 2 u VLAN 3 — ceTu KIueHTOB (pa3IeibHbIE),
VLAN 4 — cnyxe6nbiit VLAN s cBszu mexay PE1 u PE2.

2. Hacrtpoiika IP-agpecoB u craTuueckux MapuipyToB

ITpumep nns PE1L:
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interface loopback 1

ip address 1.1.1.1 255.255.255.255
|

interface GigabitEthernet 1/47
switchport access vlan 2
description Interface to Client A
|

interface GigabitEthernet 1/48
switchport access vlan 4
description Interface to PE2

|

vrf VRF_A
|

vrf VRF B

|

interface vlan 2

ip vrf forwarding VRF A

ip address 192.168.1.2 255.255.255.0

!

interface vlan 3

ip vrf forwarding VRF B

ip address 192.168.2.1 255.255.255.0

!

interface vlan 4

ip address 10.0.0.1 255.255.255.0

!

ip route 192.168.1.0 255.255.255.0 192.168.1.3 vrf VRF A
ip route 192.168.2.0 255.255.255.0 192.168.2.2 vrf VRF B

[Ipumep nua PE2:

interface loopback 1

ip address 2.2.2.2 255.255.255.255
|

interface GigabitEthernet 1/23
switchport access vlan 3
description Interface to Client B
|

interface GigabitEthernet 1/24
switchport access vlan 4
description Interface to PEl

|

vrf VRF A

|

vrf VRF B

|

interface vlan 2

ip vrf forwarding VRF A

ip address 192.168.1.3 255.255.255.0
|

interface vlan 3

ip vrf forwarding VRFEF B

ip address 192.168.2.2 255.255.255.0
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interface vlan 4

ip address 10.0.0.2 255.255.255.0
l

ip route 192.168.1.0 255.255.255.0 192.168.1.2 vrf VRF A
ip route 192.168.2.0 255.255.255.0 192.168.2.1 vrf VRF B

3. Hacrpoiika nporokona OSPF (onuuonanbHO)

Ecnu xotuTe 00MEHMBATHCS MapUIIpyTaMU MEXKIY YCTPOMCTBAMH, UCTIONB3YHTE MPOTOKOI
OSPF:

[Tpumep nnsa PEL:

router ospf

router-id 1.1.1.1

redistribute connected

network 10.0.0.0 0.0.0.255 area 0.0.0.0
network 192.168.1.0 0.0.0.255 area 0.0.0.0
network 192.168.2.0 0.0.0.255 area 0.0.0.0

[Ipumep nia PE2:

router ospf

router-id 2.2.2.2
redistribute connected
network 10.0.0.0 0.0.0.255 area 0.0.0.0
network 192.168.1. 0.255 area

0 0.0. 0.0.0.0
network 192.168.2.0 0.0.0.255 area 0.0.0.0

JnarHocTruka u KOHTPOJIb

Uto06s! yOeauThCsl, 4TO Halla KOH(Urypamus padboTaeT KOPpeKTHO, BOCHOJIb3YHTECh 3TUMU
KOMaHJaMH:

[TocMoTpHTE aKTUBHBIE MAPIIPYTHI:

show ip route vrf all
show ip route vrf VRF A
show ip route vrf VRF B

[TocmoTpeTts TabmuIty arp:

show ip arp

3.2.59. Hacrpoiika nporokosa VRRP

VRRP (Virtual Router Redundancy Protocol) — »5T0 cereBod NpPOTOKOJ, KOTOPBI
00BbEeIMHACT HECKOJBbKO (PU3MYECKUX YCTPOHCTB B OJHY JIOTUYECKYIO TPYIIy A CO3IaHUS
PE3epBHOTO MLTI03a 10 YMOJTYAHUIO. DTO MO3BOJSET M30EkKaTh COOCB B CETH: €CIIM OCHOBHOMW
poytep (Master) cTaHOBUTCSI HEIOCTYIHBIM, pe3epBHbIN (Backup) Geper ero gynkuumn Ha cebs,
obecrmieunBas 6ecrepeboitHyro paboTy
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Komanna nacrpoiiku VRRP

Komanga Hactpoiiku uatepdeiica vlan

Omucanue

vrrp <1-255>

Bri6op VRID (naenTudukaTop BUPTyaaIbHOTO
MapIIpyTH3aTopa)

vrrp <1-255> advertisement-
interval <10-40950>

Hactpoiika uHTepBana (B MHJUIMCEKYHIaX)
MEXIy OTHpaBKaMH aHOHCOB, KOTOpBIE
MapIIpyTU3aTOP-MacTeP pacchbulaeT ApPYTrUM
YCTpPOMCTBaM B IpyIIe Ui MOATBEPKIACHUS
CBOEH paboTOCIOCOOHOCTH

vrrp <1-255> ip <ipv4 addr>

Hactpoiika BuptyansHoro IP-agpeca
IMpumeuyanue: IP He n0/KeH cOBHAAATH €
HactpoennbiMu IP-agpecammu Ha interface
vlan B rpynmne

vrrp <1-255> preempt

Bxitouenne QyHKIumM, KoTopas pasperaet
pe3epBHOMY YCTPOICTBY (Backup)
nepexBaTuTh cTaryc raBHoro (Master), eciu
OH CTaJl HEJIOCTYIEH.

vrrp <1-255> priority <1-254>

Hacrtpoiika nmpuopurera - omnpenenser poJib
ycrpoiictBa (ot 1 1o 254). Mapmipytuszatop ¢
HauOoOJNIBIIMM  HPUOPUTETOM  CTAHOBMTCS
Master-oM (OCHOBHBIM aKTHBHBIM IILJTIO30M)

vrrp <1-255> shutdown

Brixmrouenne VRID 6e3 ynaieHust HacTpoek

vrrp <1-255> version <2-3>

Bo16op Bepcuu nporokosa VRRP

Komana npocMoTpa nHhopManuu

Omucanue

show vrrp

[IpocmoTp nH(pOpMaIuy 0 BCeX HACTPOSHHBIX
sk3eMiusipax VRRP Ha koMMmyTarope

show vrrp <1-255> interface
vlan <vlan list>

[IpocmoTp nHpOpMaluy 0 BCeX HACTPOSHHBIX
sxzemiuisipax VRRP Ha onnom unTtepdetice

show vrrp <1-255> summary

IIpocmoTp cBoxHOM wHHpOpManMU O Bcex
HacTpoeHHBIX Kk3emsipax VRRP

IIpumep HacTpONKH:

configure terminal
config)# interface vlan 10
config-if-vlan) #

ip address 192.168.10.1 255.255.255.0

config-if-vlan)# vrrp 10 ip 192.168.10.10

config-if-vlan)#
config-if-vlan)# exit
config)# interface vlan 20

no vrrp 10 preempt

config-if-vlan)# ip address 192.168.20.1 255.255.255.0
config-if-vlan)# vrrp 20 ip 192.168.20.10
config-if-vlan)# vrrp 20 priority 254

3.2.60. CrexnpoBanue

#
(
(
(
(config-if-vlan)# vrrp 1 advertisement-interval 10000
(
(
(
(
(
(

Crek paboTaeT Kak €IWHOE YCTPOMCTBO U MOXKET OOBEOUHATH 10 8§ KOMMYTaTOPOB
(ormmmoHansHO 10 12) oxHOM 1 TO# ke MoAenu. CTeKUpOBaHUE TOCTUTAETCS Yepe3 CIeHaTbHBIN

177



CTEKOBBI TPOTOKOJI, KOTOPBIM OOECIIeYNBAET B3aMMOJICHCTBHE MEXAY KOMMYTaTOpaMHu,

dbopMHpysT IENOYKY MIIA KOJIBLIO.

Komanna

Onucanue

switch stack enable

Bxirounts CTCKHUPOBAHHUEC HA KOMMYTATOPE;

switch stack disable

BrIKITIOYNTE CTCKUPOBAHNEC HA KOMMYTATOPE,

switch stack interface
GigabitEthernet|10GigabitEther
net <port type list>

Br16op mopToB 1151 cTeKa, MOKHO YKa3aTh JBa
uHTepdeiica ang  crekupoBaHus  (JTMOO
GigabitEthernet, mu6o 10GigabitEthernet);

switch stack priority <1-
12>]1local <1-4>

Breibop mpuopuTera I CTEKHPYEMOTO
KOMMYTAaTopa :

- <1-12> - ID xommyTaTopa B CTEKE;
- local — komMyTaTOp, KOTOpBII SBISETCS
MAacTEPOM B JaHHBI MOMEHT;

- <1-4> - 3HaueHWe TMpUOpPUTETA JJIA
BBIOPAHHOT'O KOMMYTATOPAa;

switch stack swap <1-12>|local

W3MeHeHne HOMepa FOHUTA B CTEKE :

- <I1-12> - ID xommyTaropa B CTEKE;
- local — komMMmyTaTOp, KOTODBI SIBIISETCS
MacTepOM B JIaHHBI MOMEHT;

switch stack set <1-12> mac
<mac_ addr>

Hacrpotiika HOMEDPA IOHUTA JUIS
MOJIKJII0YaeMOro KOMMYTaTopa B CTEKE I10
MAC anpecy;

no switch stack <1-12>

Uckmrouennn umHdopManuu 0 KOMMYTaToOpe,
BBIOBIBIIIEM U3 CTEKA.

Komanpl mpocMoTpa HHPOpPMAIIHH O CTEKEe

show switch stack

Kpatkas wHpOpMammsi mo KOMMyTaTtopaMm B
CTEKE

show switch stack details

Pacmmpennas uHpopManus o
KOMMYTAaTOPaM B CTEKE

[Tpumeuanue 1. Ilpu crekupoBanuu KoMMyTaTopoB yepe3 noptel GigabitEthernet Henb3s

ucnonb3oBathk nopt GigabitEthernet 1/1

HpI/IMeanI/IC 2. HpI/I HeO6XO,[[I/IMOCTI/I Mepe3arpy3ku OonpeaACJICHHOTO KOMMYTAaTOopa B CTCKE

MO>KHO BOCIIOJIb30BaThCSI KOMaHAO0U
reload cold switch <1-12>
rae <1-12> - ID kommyTaTopa B CTEKeE.

IIpumep HACTpOHKH.

HaCTpOI/ITI) KOMMYTAaTop I CTCKUPOBAHUA,

BbIOpaTh B KauecTBE CTEKHPYIOIIMX

untepdeiicoB moptel 10GigabitEthernet 1 u 2, BeIOpaTh A7 3TOr0 KOMMyTaTopa OHUT N5 B

CTCKCE.

# configure terminal

(config)# switch stack enable

Change will take effect upon next reboot
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(config) # switch stack interface 10GigabitEthernet 1/1-2
Change will take effect upon next reboot
(config) # switch stack swap 1 5
Change will take effect upon next reboot
# exit
# reload cold

3.2.61. Oo6noBisenne IO 1 aBTOMaTH4Yeckasi KOHGUrypauus

KommyTaTtop nMeeT BO3MOXHOCTh aBTOMAaTH4YecKoW KoH(urypamuu u oOHoienus 110
yepe3 DHCP (66,67 omiun)

KommyTartop 3arpy3ut koHpurypammto i oopas [10 Tonpko B TOM ciydae ecinu startup
U running config OyayT paBubl default config.

Ba:xxHo, B 67 onuuu nepenaercs ums Qaitna konpurypauuu wim uMms Qaiiiga mporIMBKH.
Nmena (aitnoB KOHQUrypaluy U MPOIIMBKU B 00s3aTEIbHOM MOPSAKE JOJKHBI HAUMHATHCS C
config u image coorBeTcTBeHHO. MM (haiina mpoumMBKH HEOOXOIMMO YKa3blBaTh C
pacIIMpEeHHeEM, HAIPUMEP «image istax.itb»

[Tpumep nactpoiiku DHCP-cepsepa:
ip dhcp server
ip dhcp excluded-address 192.168.102.1 192.168.102.20
ip dhcp pool name-pool
network 192.168.102.0 255.255.255.0
default-router 192.168.102.1
lease 0 0 5
tftp-server 192.168.102.5 (option 66)
bootfile-name config nts.cfg (option 67)
interface vlan 1
ip dhcp server

S oS e S S o S o e o

3.2.62. Koundurypauuss PPPoE Intermediate Agent

Komannma \()nncaHHe

['moGasibHbIe HACTPOHKHU

pppoe intermediate-agent Bxmtounts  ¢ynkuuio PPPoE  Intermediate
Agent

no pppoe intermediate-agent OTKJIIOYNTD pyHKIHIO

PPPoEIntermediateAgent

ppproe intermediate-agent 3a1aTh pa3aenuTenhb
delimiter <wordb>

pppoe intermediate-agent type | 3apare coberBeHHBIH popmar circuit-id
self-defined circuit-id

<line64>

ppproe intermediate-agent type
self-defined remote-id
<line64> / raw-mac

3anath coOCTBeHHBIN (popmaT remote-id win
nepeiaBaTh mac

ppproe intermediate-agent type
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tr-101 circuit-id identifier-
string <word32> option (pv sp
spv sv) delimiter <word5>

Hactpouts pobGaBnsiemble monsg — circuit-id
dopmara tr-101. pv - mopT u vlan, sp - CJIOT #
HOPT, SPV - CJIOT MOPT U vlan, sv - ciot u vlan.
3anaTh pa3fenuTelb

Hacrpoiika nmopros

pppoe intermediate-agent

no pppoe intermediate-agent

Bximtounts ¢ynkuuio PPPoE Intermediate
Agent

Otxmounth GyHKMio PPPoE Intermediate
Agent,

ppproe intermediate-agent trust

no pppoe intermediate-agent
trust

Haznauuth IIOPT B KAYECTBC JOBCPEHHOI'O

Haznauuth IIOPT B KAYECTBC HEAOBECPEHHOI'O

pppoe intermediate-agent
vendor-tag strip

no pppoe intermediate-agent
vendor-tag strip

BxittounTh QyHKIUIO CHATHS Tera BEHIO0pa Ha
opTy

OTkmounTh (YHKLUIO CHATHUS Tera BeHA0pa
Ha IIOpTYy

pppoe intermediate-agent
circuit-id <line64>

3anmath CTpOKy circuit-id, s Jo0aBiIeHUs Ha
nopTy

pppoe intermediate-agent

3amath CTPOKYy mWIM mac remote-id, s

remote-id <line64> raw-mac JI00ABJICHHS HA TIOPTY

3.2.63. Hactpoiika bpdu-tunnel-protocol (I2pt/BPDU Tunneling)

@ynkus Layer 2 Protocol Tunneling (L2PT / BPDU Tunneling) npeanasnadena Juist
npo3payHoil mepenadyn ciykeOHoro ympasisitouiero L2-Tpaduka KIMEHTCKHX ceTeil uepes
TPaH3UTHYIO MHQPACTPYKTypy omepaTtopa cBA3M. J[aHHBIII MeXxaHM3M MO3BOJISIET OOBENAUHATH
pa3po3HEHHbIE CEIMEHTHI CeTe KIMEHTOB, o0ecredynBas KOPPEeKTHOE (PYHKIMOHHUPOBaHHUE UX
BHYTPEHHUX IIPOTOKOJIOB YIIpaBJIeHUs 0€3 U3MEHEHUs CETEBOM TOMOJIOTMH OIepaTopa.

Cuctema Mo3BOJISET epexXBaThIBaTh KaJAphl yIIPaBJIEHUs HA BXOIAIIEM OPT-UHTEpdeiice,
U OCYILECTBIIATh MOAMEHY opuruHaibHoro Destination MAC-aznpeca npoTokosia Ha TYHHEIbHBIN
MYJIBTUKACT-a/IpeC.

[To ymonuaHuio AJ11 MHKANCYJISIUU KaJpOB BCEX MOJJIEPKUBAEMBIX POTOKOJIOB 3a7jaHO
3Hayenne DMAC 01:00:0C:CD:00:02. Ilpu HeoOXOAMMOCTH JaHHBbIE 3HAYEHHS MOTYT OBITh
V3MEHEHBI.

Orpannuenue: Ha unTepdeiicax, yuyacTByromux B mpouecce TyHHenupoBanus L2PT,
BKJIIOUEHHBIE MPOTOKOJIbI Spanning Tree u LLDP npensTcTBytoT KOppekTHON pabore QpyHKINU.
JlokanbHbIH Mporeccop KOMMyTaTopa OyJIeT epexBaThIBaTh ITH KaJpbl U1 COOCTBEHHBIX HYX]I,
YTO MOXKET OTPHULIATENIBHO CKa3aThCsl HAa €ro padboTe.

Ilepen axtuBamuell (yHKIMHM Ha KOHKPETHOM HHTepdeiice B 00s3aTeIbHOM IMOPSIKE
TpeOyeTcst JeakTUBUpoBaTh Spanning Tree, a TakkKe OTKJIIOUUTH MPUEM U Niepeady COOOIIeHUN
LLDP

Komanna Onucanne

['moGasibHBIe HACTPOHKHU

bpdu-tunnel-protocol <protocol> BxiroueHne — TyHHENIMpOBaHHMS AN YKa3aHHOTO
default-group-mac [vid <vlan list>] | mpoTokona ¢ Ha3HayeHueM rpynnoBoro MAC-aapeca
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mo ymomyanuto (01:00:0C:CD:00:02) B 3amaHHBIX
VLAN. Ecnu napametp vid omymen, 3agaercs VLAN
1.

bpdu-tunnel-protocol <protocol> Bxiatouenne — TyHHeNMMpOBaHUS IS YKa3aHHOTO
group-mac <mac_addr> [vid MPOTOKOJIA ~ C  HAa3HAYeHWEM  HECTaHJapTHOIO
<vlan_list>] rpynmoBoro  MAC-agpeca  TyYHHEIUpPOBaHUS B

3aganHom crmcke VLAN.

no bpdu-tunnel-protocol <protocol> | OTkiOYeHHUE TYHHEIUPOBAHUS [JII BBIOPAHHOTO
IPOTOKOJIA.

AprymeHT <protocol> BO BceX THIAaxX KOMaHJ NMPHHHMAeT OAHO M3 17 (PUKCUPOBAHHBIX
sraueHuit: cdp, dotlx, dtp, gvrp, isis-11, isis-12, lacp, lldp, oam, ospf, pagp, pvst, rip, stp, udld,
vITp, VIp.

Pexum kKoHurypammu ¢puzndeckoro narepderica

no spanning-tree HeaxktuBamuss  mpoTokosia  Spanning Tree  Ha
untepdeiice. O0s3aTeTbHOE YCIOBUE IS AKTUBAIMH
TyHHEJIMPOBAHUA.

no lldp receive Otximrouenne npuema mnaketoB LLDP  nokanbHbIM
poreccopoM Ha mHTEpdeiice.

no lldp transmit Ortkitouenne reHepanuu mnakeroB LLDP nokanbHbIM
poreccopoM Ha mHTEpdeiice.

bpdu-tunnel-protocol <protocol> AKTHBaIys anmnapaTHOW oOpabOTKU (MHKANCYJISIUN U

JIEKaICyJIALMK) KaJIpoB YKa3aHHOIO IMPOTOKOJA Ha
JTaHHOM uHTepdeiice.

no bpdu-tunnel-protocol <protocol> | OTknroueHue 00paboTku TYHHEIUPOBAHUS
BBIOPAHHOTO MTPOTOKOJIA HA JAHHOM HHTepderice

[TpuBMIETHPOBAaHHBIN PEKUM (€Xec)

show bpdu-tunnel-protocol OtoOpaxkeHne CyMMapHOW  TaOMUIBI  CUCTYHUKOB
MHKAICYJIUPOBAHHBIX, JIeKarCyJINpPOBaHHbIX,
NepeHaIIpaBICHHbIX U OTOpolIeHHbIX nakeToB (Rx/Tx
Encap/Decap, Redirect, Drops) no Bcem unrepdeiicam

CHCTEMBI.
show bpdu-tunnel-protocol interface | Otobpaxenue neranbHON TabmuIBl cTaTucTHK BPDU
<port_type list> Tunneling 17151 ykazaHHBIX PU3NYECKOT0 UHTEP(EHCOB.

IIpumepsl HACTPOUKH:

1) Hacrpoiika TyHHequpoBaHusa mnporokona STP ¢ mcnmosb3oBaHueM rpynmnoBoro
MAC-aagpeca no ymoauanunio B VLAN 100:

# configure terminal

(config)# vlan 100

(config-vlan)# exit

(config)#

(config)# bpdu-tunnel-protocol stp default-group-mac vid 100
(config)# interface GigabitEthernet 1/1

(config-if)# switchport mode hybrid

(config-if)# switchport hybrid native vlan 100
(config-if)# switchport hybrid allowed vlan all
(config-if)# switchport hybrid untagged vlan add 1,100
(config-if)# no spanning-tree
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(config-if)# bpdu-tunnel-protocol stp

2) Hacrpoiika tyHHegupoBanusi nporokojoB CDP u LLDP ¢ ucnojgb3oBaHuem
kacToMHoro rpynnosoro MAC-agpeca B VLAN 100:

(config)# bpdu-tunnel-protocol cdp group-mac 01:00:0c:cd:cd:04 vid 100
(config)# bpdu-tunnel-protocol lldp group-mac 01:00:0c:cd:cd:04 vid 100
(config)# interface GigabitEthernet 1/1

(config-if)# switchport mode hybrid

(config-if)# switchport hybrid native vlan 100

(config-if)# switchport hybrid allowed vlan all

(config-if)# switchport hybrid untagged vlan add 1,100

(config-if)# no spanning-tree

(config-if)# no Ildp receive

(config-if)# no lldp transmit

(config-if)# bpdu-tunnel-protocol cdp

(config-if)# bpdu-tunnel-protocol 11dp

Komanabl npoBepkn padoTocrnoco0HOCTH

Jlns  BBIBOJA CTATHCTHYECKHX JAHHBIX IO paboTe TYHHEIUPOBAHUS IPOTOKOJIOB
UCToJIb3yeTcs Komania show bpdu-tunnel-protocol.

IMpumep BHIBOAA 00IIElH TAGIMIBI CTATUCTHKH:
# show bpdu-tunnel-protocol

Port Protocol Rx Encap Rx Decap Tx Encap Tx Decap Rx redir Tx redir Drops

HpnMep BBLIBO/1A A€TaJbHON CTATUCTHKH JJIs KOHKPETHOT0 nHTepq)eﬁca:

# show bpdu-tunnel-protocol interface GigabitEthernet 1/1

Gi1/1 stp 142 0 0 139 0 0 0
Gi 1/1 cdp 45 0 0 42 0 0 0
Gi1/1 lldp 78 0 0 75 0 0 0

Hwxe npusenena pabGouass KoHpUrypauus JUisi OpraHu3alMi CKBO3HOTO MPOXOKIACHUS
Tpaduka.

Wutepdeiic mepBoro ycrpoiicTBa HacTpauBaeTcsi Kak aOOHEHTCKMH CTBIK C aKTHBalMen
HEOOXOUMBIX MPOTOKOJOB. MHTEpdeiic BToporo ycrpoicTBa BHICTYNAET B POJIM TPAH3UTHOM
MarucTpajii B CTOPOHY CETH OIIEpaTOpa CBA3H.

vlan 1,100

exit

!

bpdu-tunnel-protocol stp default-group-mac vid 100

bpdu-tunnel-protocol cdp default-group-mac vid 100

bpdu-tunnel-protocol udld default-group-mac vid 100

bpdu-tunnel-protocol oam default-group-mac vid 100

bpdu-tunnel-protocol lacp default-group-mac vid 100

bpdu-tunnel-protocol lldp default-group-mac vid 100
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bpdu-tunnel-protocol gvrp default-group-mac vid 100
bpdu-tunnel-protocol dotlx default-group-mac vid 100
bpdu-tunnel-protocol isis-11 default-group-mac vid 100
bpdu-tunnel-protocol isis-12 default-group-mac vid 100
bpdu-tunnel-protocol pvst default-group-mac vid 100
bpdu-tunnel-protocol dtp default-group-mac vid 100
bpdu-tunnel-protocol vtp default-group-mac vid 100
bpdu-tunnel-protocol pagp default-group-mac vid 100
bpdu-tunnel-protocol rip default-group-mac vid 100
bpdu-tunnel-protocol ospf default-group-mac vid 100
bpdu-tunnel-protocol vrrp default-group-mac vid 100

!
interface GigabitEthernet 1/1

description CLIENT PORT INTERFACE
switchport mode hybrid

switchport hybrid native vlan 100

switchport hybrid allowed vlan all

switchport hybrid untagged vlan add 1,100

no Ildp receive

no lldp transmit

no spanning-tree

bpdu-tunnel-protocol stp

bpdu-tunnel-protocol cdp

bpdu-tunnel-protocol lacp

bpdu-tunnel-protocol 11dp

bpdu-tunnel-protocol dotlx

bpdu-tunnel-protocol gvrp

bpdu-tunnel-protocol dtp

bpdu-tunnel-protocol isis-11

bpdu-tunnel-protocol isis-12

bpdu-tunnel-protocol oam

bpdu-tunnel-protocol ospf

bpdu-tunnel-protocol pagp

bpdu-tunnel-protocol pvst

bpdu-tunnel-protocol rip

bpdu-tunnel-protocol udld

bpdu-tunnel-protocol vrrp

bpdu-tunnel-protocol vtp

exit

!

interface GigabitEthernet 1/2

description MAGISTRAL PORT_ INTERFACE
switchport mode trunk

switchport trunk allowed vlan 1,100

no lldp receive

no lldp transmit

no spanning-tree

exit

Jloruka u ycjaoBuUs CpabaThIBAHUS MEXaHH3MOB WHKATICYJISIIUN U JICKATICYJISAIUN
ePexxum mukancyasinun  (3amena DMAC mnporokona na DMAC rpynnsi):

AmmapaTHBIE MEXaHU3M IOJMEHBI aJpecoB Ha JAHHOW KOHQHUTypaluu cpabaThiBaeT TpH
BBITTOJTHEHUH CJICAYIOIIUX YCIOBHMA:
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1. Kanp ympapnsromero mpoTokosia OT KJIMEHTCKOTO 00O0pyIOBaHMS IOCTYNaeT Ha
nopt GigabitEthernet 1/1.

2. B 3aronoBke BXOASIIEro Kaapa COAEPKUTCS OpUTHMHAIBbHBIA Destination MAC-
anpec (nampumep, 01:80:C2:00:00:21 s nporokona GVRP).
3. JlaHHBIN MPOTOKOJI SIBHO aKTUBHPOBaH B KoHpurypamuu wuHTepdeiica (bpdu-

tunnel-protocol gvrp), a cam unTepdeiic npeaBapuTeIbHO H30IMPOBAH OT JIOKAIBHBIX MPOLIECCOB
00pabOTKH  YMpaBIAIOIIETO MPOrpaMMHOr0 obOecrnedeHuss (no spanning-tree, no lldp
receive/transmit).

Pesynomam: Kommyrtatop otnpabiisieT nakeT B VLAN 100 u npuHyIUTEIbHO MEpe3anuchiBacT
ero DMAC na rpynnoBoit aapec qmo ymomuanuto (01:00:0C:CD:00:02). B takom Buae kaiup
OecnpensaTCTBEHHO MepeIaeTcsl MeX/ly YCTPOHCTBAMU U BBIXOJMT B CETh OIEpaTOpa CBSA3H uepe3
maructpanbhblii mopt GigabitEthernet 1/2.

4. BHUMAHHE: eciu xanp ¢ DMAC npoTokosia NpusieT Ha MOPT C BKIIOYEHHBIM
bpdu-tunnel-protocol nanHOro0 NMPOTOKOIa — OH BBIKAAET ¢ VLAN IpYrUiX MOPTOB C BKIIFOYCHHBIM
bpdu-tunnel-protocol storo nmpotokona 6e3 m3menenus DMAC. DMAC Oyaer u3MeHEH Ha
DMAC rpynmsl TOJIBKO IPU BBIXOJIE € TIOPTa € BBIKIIOYEHHBIM bpdu-tunnel-protocol.

ePexxum nexancyasinum  (3amena DMAC rpynnst Ha DMAC mnportokosia):
OOpatrHbIii anmapaTHBII MEXaHW3M BOCCTAHOBIICHHS CTPYKTYpHl Kaapa cpabaThiBaeT IpU
BBITTOJIHEHUH CIICIYIONINX YCIOBUIL:

l. WNukancynupoBanubliii TerupoBanHbli VLAN 100 xagp co cTOpOHBI MarucTpajiu
orepaTopa cBs3u nocrynaet Ha nopt GigabitEthernet 1/2.

2. DMAC kanpa - rpynnosoit TyHHenbHbIH anpec (01:00:0C:CD:00:02).

3. Mertanannble kaapa, 3a uckinoueHueM DMAC, cOOTBETCBYIOT BKIIIOUEHHOMY
npoTtokony (etype, subtype, PID, LLC SSAP, ipproto, u 1.11.)

4. Kanp xommyTHpyercs BHyTpH CHCTeMbI Ha aboHeHTckui mopt GigabitEthernet 1/1,
Ha KOTOPOM JJIs IaHHOTO TUIa Tpaduka akTuBUpoBaHa Komania bpdu-tunnel-protocol mporokosna
c 00OHapyKEHHBIMHU METaIaHHBIMHU.

Pezynomam: Tlpu npoxoxxaenun kaapa depes nopt GigabitEthernet 1/1 Ha Brixon anmapartHas
JOTHKa WHTepdeiica CUMTHIBACT MpaBWiIa TPHUBSI3KH MPOTOKOJOB. KoMMmyTaTop Bo3Bpamiaer
opurnHanbHbIA KMeHTckuit MAC-aapec nmpotokosna (Harmpumep, 01:80:C2:00:00:21). Kinenr 3a
MOPTOM IOJIy4aeT UCXOAHbIN [2-nakeT

3. BHUMAHHE: ecnu xaap c rpynnoBsiM DMAC npuaer Ha nopr, rie BKIOUYEH
npoTtokoii ¢ TakuM DMAC rpynnsl — kaap otOpocutcs. Jlekancymasnus IpoucXOoauT TOIbKO €ClIn
KaJp NPUXOAUT Ha MOPT C BBIKIKOYEHHBIM IIPOTOKOJIOM.

3.2.64. Control Plane Policing (CoPP)

CoPP — 510 MexaHu3M ceTeBoit 6e30macHOCTH, KOTOpbId 3amtuiiaet npoieccop (CPU) ot
neperpy3ku. OH GUIBTPYET U OTPAaHUYUBAET CKOPOCTh Tpaduka, mpeaoTBpaias coon uz-3a DoS-
aTaK WX ONINOOK B TOIIOJIOTHU CETH.

Komanza Hactpoiiku CoPP

Komanna HacTpoliky U3 pexxumma Onucanue

r7100a1bHOM KOH(UTYpaIiu

Control-plane-policing ['ARP' BxiroueHne mexaHu3Ma OTpaHUYEHMS IS
'Everything' 'HTTP' 'HTTPS' BbIOpaHHOTO TUMA AaHHBIX. [lo ymMomyaHuto
'ICMP' 'IGMP' 'IPv4' 'IPv4- BKJIIOUYCHO

Link-Local' 'IPve6' 'IPvo-Link-
Local' 'L2CP-Cisco' 'L2CP-
Ethernet' 'L2CP-LLC' 'PVST'
'SNMP' 'SSH' 'STP' 'Slow-
protocols' 'TCP' 'Telnet'
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'UDP' ]

no control-plane-policing
['ARP' 'Everything' 'HTTP'
'HTTPS' 'ICMP' 'IGMP' 'IPv4'
'IPv4-Link-Local' 'IPvo6'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet' 'UDP']

BrikIroueHrne MeXaHH3Ma OrpaHHu4YCHUud IJid
BI)I6paHHOFO THUIIA JaHHBIX.

control-plane-policing rate
['"ARP' 'Everything' 'HTTP'
'"HTTPS' 'ICMP' 'IGMP' 'IPv4'
'IPv4-Link-Local' 'IPvo'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet' 'UDP'] fps <10-
100000> burst-size <16-4096>

VYkazanue 3HaueHus fps u burst-size s Bcex
WM BBIOPAHHOTO THIA JAHHBIX.

Komanzga npocMoTpa undopmaiuu

Omnucanue

show control-plane-policing
['"ARP' 'Everything' 'HTTP'
'HTTPS' 'ICMP' 'IGMP' 'IPv4'
'IPv4-Link-Local' 'IPvo'
'IPv6-Link-Local' 'L2CP-Cisco'
'L2CP-Ethernet' 'L2CP-LLC'
'PVST' 'SNMP' 'SSH' 'STP'
'Slow-protocols' 'TCP'
'Telnet' 'UDP']

[IpocmoTp 3HaueHwit fps u burst-size s
BCEX HJIM BBIOPAHHOTO THIIA TAHHBIX.

4. Web-unrepdeiic

» Configuration
+Monitor
» Syslem

Port State Overview

Front panel

* Loop Protection
» Spanning Tree
»MVR

»IPMC

» Diagnostics
» Maintenance

Auto-refresh [

Puc. 4.1 — Web-unrepdeiic

Refresh
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st ynoOCcTBa HaBUTAIIMU BCe KOMAHIbI Pa3JIeIeHbI HA YETHIPE OCHOBHBIE TPYTIITHL:
configuration — koH(}uUrypauus;

monitor — MOHUTOPHHT,

diagnostics — AMarHOCTHKa;

maintenance — o0CIy)KUBaHUE.

4.1. OcHOBHBbIC KOMaH/bI YIIPABJICHUS HACTPOMKAMM

Auto-refresh [
- BKII0YHTE/BBIKITFOUNTE aBTOMAaTHYECKOE OOHOBJICHHE [TaPaMETPOB;

| Refresh |
—— - OOHOBUTH IIAPAMETPEL;

| Save |
———— - COXpaHuTh BBEJICHHBIE 3HAUCHUS;

| Reset |
— - COpocuTh BBEJICHHBIC 3HAUCHHUS,

J
- Update — OGHOBJICHHE TTPOIIIMBKYA KOMMYTATOPa;

- Home — Otob6paxaet cTapToBYIO CTpaHUILy MOHUTOPHUHTA;

- Logout — Cmena nosib3oBarens;

CIE

- Show Help — I[lokazats cpaBky.

4.2. Kondurypauus

Bxnanka kondurypanuu (Configuration) crpynnupoBaHa 1o Ha3BaHUSIM IPOTOKOJIOB
U MCII0JIb3yeMbIM HacTpoiikam (Puc. 6.2).
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Puc. 4.2 — Bknaznka Configuration

i JAKFRITOE AKNADAEFHOE DBRVECTED
o

HIO “TENEROM™

——— O

~ Configuration

» System

» Green Ethemnet
= Thermal Protecfion
» Ports

» CFM

" APS

* ERFS

» DHCPv4

» DHCPvE

» Security

» Aggregation

b Link OAM

= Loop Protection
» Spanning Tree
k IPMC Profile

* MVR

» IPMC

» LLDP

= PoE

= SyncE

= MAC Table

» VLANS

» VLAN Translation
» Private VLANS
» VCL

» Voice VLAN

b QoS

= Mirroring

= UPnP

«PTP

» MRP

» GVRP

= sFlow

= DDMI

= UDLD

4.2.1. System. CucreMHbI¢ HACTPOMKH

Kondurypamus cucremnoit unpopmanuu (System Information Configuration) (Puc.
4.2.1.1) (Tabn. 4.2.1.1). ITo3Bonser 3anaTh MHPOPMAIMIO O KOMMYTAaTOpe B COOTBETCTBHM C

MNpEAITOYTCHUSAMMU I1OJIL30BATCIIA.
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System Information Configuration

System Contact | |

System Name

System Location

| Save || Reset |
Puc. 4.2.1.1 — Brimanka System Information Configuration

Tabmuna 4.2.1.1 - Bknagka System Information Configuration

System Contact Konraktnas undopmanus. B 3ToMm mone MOXHO yKaszaTh
KOHTakTHyl0 uH(popmauutoo. HWwms, damwiua nuna,
OTBETCTBEHHOTO 32 CUCTEMY, PEC IEKTPOHHON NOYTHI MIIN
JPYTHe CBEICHUSI.

System Name Nwms cuctemsl. UM xocTa [u1s JaHHOTO ycTporcTBa. MOKHO
ucronb30Bath (A-Z), (a-z), (0-9), (-). [Ipumenenue cumBoIa
«1poOem» HexonycTumo. llepBblii CUMBOJI JOJKEH OBITH
OykBO# (ITPOMUCHOM 1K cTpouHol). [lepBblil 1 mocneaHmit
CHUMBOJIBI HE JOJDKHBI OBITH 3HaKOM MuHYC. [lomyctumas
JMHa cTpoku 0~255.

System Location Pacnionoxenune cuctemsl, (PU3NIECKOE PACIIONIOKEHUE ITOTO
ycTporictBa (Hampumep: garderob, etazh3 wu T.IL.).
Honyctumas nnuna ctpoku ot 0 1o 255.

Kondgurypanus IP (IP Configuration) (Puc. 4.2.1.2) (Ta0x. 4.2.1.2).

IP Configuration
Domain Name | | No Domain Name V|| |
Mode
DMNS Server 0 | Mo OMS server V|| |
DNS Server 1 | |No DNS server V|| |
DNS Server 2 | | No DNS server V|| |
DNS Server3 || v/
DNS Proxy Il

Puc. 4.2.1.2 — IP Configuration

Tabmuna 4.2.1.2- IP Configuration

Domain Name CTpoka UMEHH JIOKAIBHOTO JIOMEHA, B KOTOPOM HaXOJUTCS
YCTPOMCTBO.
BonbIMHCTBO 3ampoCcoB Jii UMEH B 3TOM JOMEHE MOTYT
UCII0JIb30BaTh KOPOTKHE UMEHA OTHOCUTENIBHO JIOKAIBHOTO
JIoMeHa. 3aTeM cucTeMa J00aBiseT JOMEHHOE HMS B
KauecTBe cy(pdukca K HEKBATH(PHUIMPOBAHHBIM HMEHAM.
Hampumep, ecmu moMeHHOE UM 33]]aHO Kak «example.com»
)4 BBI YKQKETE MyHKT HazHauenust PING 1o
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http://192.168.0.186/help/glossary.htm#ping

HEKBATM(UIIMPOBAHHOMY MMEHH Kak «test», TorJa cuctema
ONPEIEIUT UM KakK «test.example.comy.
[Toanepx’uBarOTCs CIEYIONUINE PEKUMBI:
No Domain Name- JlIoMeHHOE UM HUCIIOJIb30BATHCS
He Oyer.

Configured Domain Name -SBHO yKaxure
uMs JIOKQJIBHOTO JIOMEHa.
VYbeaurech, UYTO HACTPOEHHOE JOMEHHOE HMs
COOTBETCTBYET JOMEHY Balllell OpraHU3aLiHy.

From any DHCPv6 interfaces -byxer
UCII0JIb30BATHCS nepBoe JIOMEHHOE M,
npemioxeHHoe npu apergae DHCPv6 unTepdeiicy ¢
noanepxkoir DHCPv6.

From this DHCPv6 interface -VYkaxure,
u3 kakoro wuHTepdeiica ¢ mogaepxkkoit DHCPv6
cienyer OTAAaBaTh MPEIIIOYTEHNE
MIPEA0CTAaBICHHOMY JIOMEHHOMY UMEHHU.

Mode B cnmcke MokHO BBIOpaTh, Kak OyaeT (yHKIMOHHPOBATH
CTEK IpOTOKOJIOB [P — Kak XoCT WM Kak Mapupyrtuszarop. B
pexxume Host (Xoct) [P-tpaduk mexny unrepdeiicamu He
MOKET ObITh MapuipyTu3upoBaH. B pexume Router
(Mapmpytuzatop), Tpadhuk MOMXKET MaplIpyTU3UPOBATHCS
MeXIy BcemHu uHTepdeiicamu. [Ipu HacTpoiike TaHHOTO
ycTpoiictBa 1 MHokectBa VLAN, cnemyer BbIOpaTh
pexum Router. Pexxum 21 Host BEIOpaH 10 yMOJTYaHHIO.

DNS Server 0..3 JlanHast HacTpoiika MO3BOJISIET 3aJaThb CEPBEP JOMEHHBIX
umeH (DNS). Pexxum paboTsi:

* From any DHCP interfaces (U3 mo0six uHTEpdelicoB
DHCP): Oymer wucnons3oBan [P-agpec  mepBoro
DNScepsepa, monyuennsii ot DHCP, npu BxitoueHHOM
nognepxxku DHCP na unrepdeiice.

* No DNS server (bes DNS-cepepa): DNS-cepsep
HCIIOJIh30BaTHCA HE OyIeT.

* Configured (3aganusriii [P-anpec): 6yner ucnons3oBan IP-
aapec DNS-cepBepa, BBeZIeHHBIN B JeCATHUYHOM (hopmate ¢
TOYKOM.

e From this DHCP interface (U3 manHoro unTepdeiica
DHCP): moxHO yka3aTb U3 Kakoro wuHTepdeiica c
aktuBupoBaHHbIM DHCP-nipoTOKOIOM TPEeanOYTHTENHHO
BBIOpaTh DNS-cepBep.
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DNS Proxy ITpokcu-cepBep noMeHHbIX HMeH. Korzma akTuBHpoOBaH
npokcucepBep DNS, cuctema OyaeT oTmpaBisTh 3ampoChl
DNS Ha Texymmii HactpoeHHslii DNS-cepBep, mpu sTom
OTBETHI OymyT oOTHpaBisaThesa, Kak DNS-paspemenus
KJINEHTCKUM YCTPOMCTBAM CETH.

IP Unurepdeiicol (IP Interfaces) (Puc. 4.2.1.3) (Ta6.a. 4.2.1.3).

IP Interfaces

DHCPv4 1Pv4 DHCPv6 IPvé

[ Client ID | Current Mask . Rapid | Current Mask | CoS
Ennhle‘ Type | liMac | ASCI | HEX | (FEILets Lease LETED Length PriSec | Enable | commit | Lease s Length

0 "™ g o Py O s

Add Interface

Delete

F

Puc. 6.2.1.3— IP Interfaces

Tabmuna 4.2.1.3- IP Configuration

Delete Bribepure, uToOb! yaanuTh Tekymuil [P-uatepdeiic.

VLAN B stom none yka3zan Homep VLAN, accomuupoBaHHblil ¢ [P-
unrepdeiicom. [loctyn k [P-unrtepdeiicy OyayT uMeTs TOIBKO
nopThel ¢ JaHHBIM HomepoM VLAN. DTo mone AOCTymHO AJis
BBOJIa TOJIBKO IIPH CO3/IJaHUU HOBOT'O UHTEpQelica
DHCPv4 | Enable Bxmtounts kiment DHCP. Eciau 3TOT mapaMerp BKIIIOYEH,
cuctema Hactpout anpec IPv4 wu wmacky wuHTepdeiica ¢
ucnonszoBanueM mnpotokona DHCP. Knuent DHCP o0bsBut
CKOH(HUTYPHPOBAHHOE UMsI CHCTEMBI Kak uMs xocta (hostname),
4yT00BI 00ecneunTh mouck DNS.

Hostname HUmsa xocta DHCP-kmenta. Ecim knuenr DHCPv4 BiaroueH,
HACTPOEHHOE UMS XOcTa OyJeT ucrosb3oBarbes B mone DHCP
option 12. Ecnau 3T0 3HaueHHE MpEACTaBIAECT COOOW ITyCTYIO
CTPOKY, B I10JIE UCIIOJIB3YETCSI HACTPOEHHOE UMS CUCTEMBI ILTIOC
nocienHue Tpu Oaita cucreMHbix MAC-anpecoB B KauecTBE
MMEHU XOCTA.

Fallback Onuus IPv4 DHCP Fallback ompenenser xak ponro (B 22
CeKyHJaXx) KoMMmyTaTop OyneT oXujgaTb OTBeTa  OT
DHCPcepBepa, mnpexiae uYeM OH HayHET HCII0JIb30BATh
HacTpoeHHbIN cratndeckuil IP-agpec. JlomycTumble 3HaYEHUS:
oT 0 mo 4294967295 cexynn. HyneBoe 3HaueHHE OTKIIOYAECT
MEXaHU3M pE3epBHBIX JIeHCTBMH, TakuM o00pa3oM, YTO
KOMMYyTaTtop OyJeT 0XuJIaThb OTBETa J0 TeX IOop, MoKa He

TIOJIyYUT
Current [Toxa3pIBaeT Tekymwui ajapec uHTEepdeiica, IpeaoCcTaBIeHHBIN
Lease cepsepom DHCP.

Client ID Type | Tun wunentudukaropa kimumentra DHCP  IPv4.

Bri6epuTte, kakoil U3 Tpex TUIOB HUXe, TO ecTh [fMac,
ASCII mm HEX, pobkeH WUCIOIb30BaThCa IS
UIeHTHPHUKATOpA KIHEHTa

IfMac | Unentuduxarop kmmenta DHCP IPv4 IfMac. Korna
xmeHtT DHCPv4 BkimoueH W TUN HACHTUPHUKATOpA

knueHta - ifmac, ammapatHbiii  MAC-aapec
HacTpOCHHOro WHTepderica OyaeT HCIOIb30BaThCs B
nosie DHCP option 61.

ASCII | Uneatudukarop xknmmenra DHCP 1Pv4 ASCII. Korna
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knmueHT DHCPv4 BritoueH W TUI HUIASHTHPHUKATOpA
KJIMeHTa - ascil, ctpoka ASCII Gyner ucrnonbp3oBaThCs
B nosie DHCP option 61.

HEX | Unentudukarop kmmenra DHCP IPv4 HEX. Korma
kmueHT DHCPv4 BritoueH W TUI HIASHTHPHUKATOpA
ximenta «HEX», mectHaanaTrepuunoe 3HaueHue OyaeT

ucnosib3oBarkes B nosie DHCP option 61.

IPv4 Address IP v4-anpec untepdeiica. Ecmu DHCP Britrouen, To 3To mosie He
ucnoae3yercs. Ilome Moxer ocraBaThCs IyCTBIM, €CIM HE
tpedyercs IP v4.

Mask Length | Macka cetu IP v4. Eciiu npotokon DHCP axtuBupoBaH, 310
1oJie He ucrnosb3yercs. [1oae MOXKHO OCTaBUTH MTyCTHIM.
Pri/Sec OcHoBHo¥//lononHuTenbHBIN ip agpec
IPv6 Address IPv6-aapec untepdeiica. [Toe MOKHO OCTaBUTh IMYCTHIM
Mask Length | Macka cetu IP v6. [Tosie MOKHO OCTaBUTh IMYCTHIM.

DHCP v6 | Enable Bxmtounts kiment DHCP. Ecnu »TOoT mapamerp BKIIIOYEH,
cucreMa HactpouT azapec IP v6 um macky wuHTepdeiica ¢
ucnoJip3oBaHueM nporokoia DHCP.

Rapid [To3Bonsier cepBepy ObICTpO (PUKCHPOBATH KOHTEHHEp WIH
Commit rnobanpHyto rpynmy. [1o ymonuanuio 3Ta onius He 3ajaHa u
CUUTAETCS] OTKIOYECHHOM.
Current [Toka3biBaeT Tekymui aapec uHTEepdeiica, MpeaocTaBIeHHbIN
Lease cepsepom DHCP.
CoS [To3Bomsier 3anath MapkupoBky 802.1p ucxozsmero Tpapuka ¢

uHTepdeiica ynpaBiaeHUs..

IP-mapupytsl (IP Routers) (Puc. 4.2.1.4) (Ta6.1. 4.2.1.4).

IP Routes

| Delete | Network | Mask Length | Gateway | Next Hop VLAN (IPv6) | Distance |

| Add Route |

Tab6muna 4.2.1.4- IP Route

Puc. 4.2.1.4— IP Route

Delete VY naneHnue TeKymero Mapupyra

Network Anpec cetn HazHaueHusa. Jto IP-agpec cetu nasznauenus wim IP-ampec xocra
ATOrO MapuIpyTa.

Mask Macka cetu. 910 macka [P-agpeca ceTr Ha3HaUYECHHS UM Macka XocTa.

Length

Gateway [P-anpec nutro3a. 1103 1 ceTh AOMKHBI OBITH OJJHOTO THIIA.

Next Hop | Uneratudukarop VLAN (VID) konkpernoro mutepdetica [Pv6, cBszanHoro co
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VLAN nuto3oM. Jlanusiit VID Haxoaurtes B muanasone ot 1 10 4094 u 6yner paborartb
TOJIBKO TOT]1a, KOTJ]a COOTBETCTBYIOTNI nuTepdeiic IPvo nericreurenen. Eciu IP-
aapec unumno3a I[Pv6 nokanbHbd, OH goibkeH yka3zatb VLAN crenyroiiero
nepexoaa g uuitoza. Eciu IP-aapec mnwmoza IPvé He JokanbHBIM, cucTema
urHopupyet VLAN cuenyromiero nepexosa Aajis IUI03a.

Distance 3HauYE€HHE PACCTOSHHMS B 3alIMCU MApPUIPYTa UCIOJIb3YETCS sl MPEJOCTABICHUS
MapuIpyTu3aropaM HHPOPMALUU O MPHUOPHUTETE MPOTOKOJIOB MAapIIPYTHU3ALHH.
Korna 3anelicTBoBaHbl /1Ba Win 0oJjiee pa3HBIX MPOTOKOJIA MapIIPyTHU3ALUH U
UMEIOT OAWH M TOT K€ MYHKT Ha3HA4YEHUs, 3HAUECHHUE PACCTOSIHUS MOKET
MCIIOJIb30BAThCS /ISl BBIOOpA HAMJIYYILIEro MyTH.

| Add Route |
Kuonka ———————' mpeaHasHaveHa Jjist 100aBICHUS HOBBIX MapIIPyTOB.

Kondurypauus NTP (NTP Configuration) (Puc. 4.2.1.5) (Ta6.a. 4.2.1.5)
NTP Configuration

Mode | |Disabled v |

Server 1

Server 2

Server 4

Server 5

| |
| |
Server 3 | |
| |
| |

Puc. 4.2.1.5—- NTP

Ta6muma 4.2.1.5- NTP
Mode Pesxxum paboter NTP: BKITOUSH/BBIKITIOUECH

Server 1..5 [Pv4 unu [Pv6-anpec NTP-cepeepa

Kondurypauus yacoBoro nosica (Time Zone Configuration) (Puc. 4.2.1.6) (Tao.. 4.2.1.6).

Time Zone Configuration
Time Zone | (UTC) Coordinated Universal Time v |
Hours
Minutes
Acronym | | ( 0-16 characters }

Puc. 4.2.1.6 — Konguryparus yacoBoro nosica

Tabnuua 4.2.1.6 - Kondurypauus gyacoBoro nosica
Time Zone | BriOepuTe COOTBETCTBYIOMINI YaCOBOH IOSIC U3 PACKPHIBAIOIIETOCS CITUCKA

Acronym HacrtpanBaemplii mosib30BaTeIeM aKpOHUM JIJIs1 ONIPEAEIICHUS YaCOBOIO Mosica
(1o 16 cuMBOIIOB).

Kondurypanus nepexona Ha snernee pemsi (Daylight Saving Time Configuration) (Puc.
4.2.1.7) (Tab.a. 4.2.1.7).
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Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time | | Disabled w

Start Time settings

Month

Date

Year

Hours

Minutes

End Time settings

Month

Date

Year

Hours

Minutes

Offset settings

Offset

1 (1 -1439) Minutes

Puc. 4.2.1.7— Kondurypanus nepexo/ia Ha JISTHEE BpeMs

Tabmuna 4.2.1.7- Korduryparys 4acoBoro mnosica

Daylight Saving Time

Disabled (OtkitoueHo) — mepexoja Ha JIeTHEe Bpems
otkioveH; Recurring (IToBTopstommiicsi) — MOBTOPSITH
nepexo Ha JeTHee BpeMs Kaxablil roa; Non-Recurring
(EnmHOBpEMEHHBIN) - Mepexo/ Ha JIETHEE BPEMsI OJUH
pa3

Start Time settings | Month

Mecsi Hagana

(Bpems nHauana Date JlaTa Hayaia
NeNCTBUSA) Year I'ox Hauana
Hours Yac Hagana
Minutes MuHyTHI Hayasa
End Time settings Month Mecsi KkoHIIa
(Bpems okonuanust | Date Jlata xoH1a
TENUCTBUSA) Year I'ox xoHIIA
Hours Yac xoHna
Minutes MUHYTBI KOHLIA
Offset settings BBemuTe KOIMYECTBO MUHYT JJIsl TOOABJICHUS B JIETHEE

Bpemsi. ([unamazon: 1-1440)

Kondurypanus xxypHana cucremMHbix cooOmenuii (System Log) (Puc. 4.2.1.8) (Taou.

4.2.1.8).

Syslog (cucremHBIil XypHall) — CTaHIApT OTHPABKHM M PETHCTpallMU COOOIIEHUH O
MPOUCXOSAIMINX B CHCTEME COOBITUAX (TO €CThb CO3JaHHs JIOTOB), HCIOJB3YIOLIUICS B
KOMITBIOTEPHBIX CEeTAX, paboTarouux no nporokomny IP.
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System Log Configuration

Server Mode | Disabled v |
Server Address |
Syslog Level | Informational v |

Puc. 4.2.1.8— System Log

Tabmuna 4.2.1.8- System Log

Server Mode Pexxum pabotel cepepa: Brmtouen (Enabled)/Brikimtouen (Disabled);
Server Address | IP v4 — anpec syslog-cepBepa, Tak:ke MOKHO yka3aTh host name;
Syslog Level YKaKUTE THIT OTIIPABIISIEMBIX COOOIICHHIA. BO3MOXKHBIE pEKIMBIL:

* Error (Omm0ka) —0TrnpaBiisTh TOJIBKO OLUIHOKH;
* Warning (IIpexynpexnenue) — OTIpaBiIsTh MPEIyIPEKICHAS U OUIHOKH;

* Notice (YBenomMieHne) — OTIPABIATh YBEAOMIICHHUS, IPEAYIIPEKACHUSI U
OIUOKU;

* Informational (Mudopmanust) — oTpaBiaTs HHPOPMAITUIOHHBIE
COOOICHHS, YBEIOMJICHUS], TPEAYNPESKACHUS U OIINOKH;

4.2.2. Green

Ethernet. Hacrpoiika 3Heprocoepe:xenusi. Hacrtpoiika

JHeprocoepeKeHus.

Port Power Savings Configuration

| Optimize EEE for |[ Latency V]|

Puc. 4.2.2.1 — Port Power Savings Configuration

Tabmuua 4.2.2.1 - Port Power Savings Configuration

OptimizeEEEfor

KommyTaTtop mMoxeT ObiTb HacTpoeH Ha ontumusauuo EEE gna Haunydwero
aHeprocbepexeHus (Power) unm MuHMManbHOW 3agepxku Tpadgumka (Latency).

Kondurypanus nopros.
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Port Configuration

EEE Urgent Queues
Port | ActiPHY | PerfectReach |[EEE (1|2 [3[4[5]6]|7]8
- ] ] O OO OO 0gOogoogo-g
1 O ] O OO0 0O0O0QOocoo
2 ] ] ) 1 O OO OO
3 O ] O OO0 0O0O0QOocoo
4 ] ] O OO0 0O0O0O0cO
5 ] ] O OO0 0O0O0Oooo
6 ] ] O OO OO ooo
7 ] ] O OO0 0O0O0OoOoo
8 ] ] O OO0 0O0O0Oo0Oood
9
10

Puc. 4.2.2.2 — Port Configuration

Tabmuna 4.2.2.2 - Port Configuration

ActiPHY Bxutouenne/Boikmouenne ¢pyaknun ActiPHY. ActiPHY cHmwkaer
MOIIHOCTh MOpTa MpPU OTCYTCTBHHM CBs3H. [lopT BKiIIOUaeTcs Ha
KOPOTKOE BpeMsi, 4TOOBI OIIPE/ICIINTh, BCTABJICH JIU Ka0elb.
PerfectReach Bxmouenue/Boikmouenne  ¢ynkuuu PerfectReach. PerfectReach
pabotaeT, omnpeaessist [UIMHY KaOels ¥ CHUKast MOITHOCTH JUTSI TIOPTOB
C KOPOTKUMHU KaOelsIMHU.
EEE Brxrouenune/Beikimodenrne EEE st mopra kommyTaropa.

Jns MakcMManbHOW SKOHOMHUH YHEPTHM CXEMa HE 3aIlyCKAETCs cpasy
MOCJIE TOT0, KaK JaHHbIE JJIs Iepeayu TOTOBBI AJI MOPTA, @ BMECTO
9TOr0 CTaBUTCA B OUCPECAb 0 TCX IOP, ITOKA MAKET AaHHBIX HE 6YI[€T
TOTOB K Mepeaayde. ITo MPUBEAET K HEKOTOPOH 3a/iepikke Tpaduka.
EEE Urgent Queues | Hactpoiika ouepeneii. YCTaHOBJICHHBIE O4YE€peId aAKTUBUPYIOT
nepefady KajapoB, KaK TOJbKO JaHHbIE CTaHyT JOCTYyIHbIL. B
IIPOTUBHOM CJIy4ae O4epe/lb OTIOXKHUT Mepeady A0 TeX Mop, IOKa He
OyJeT mepenaHa mayka KaJpos.

4.2.3. Thermal Protection Configuration. Hactpoiika 3aiursl OT neperpesa.

OTa CTpaHMLa MO3BOJIAET IOJI30BATEII0 IPOBEPUTh U HACTPOUTH TEKYILYH HACTPOHKY
3alllUThI OT MEeperpena.

Korzna temmnepaTypa mpeBbIIa€T HACTPOCHHYIO TEMIIEPATypy TEIJIOBOM 3aIMTHI, IOPTHI
OTKJIIOYAIOTCS, YTOOBI CHU3UTh dHEpronorpediienne. MoXHO pacnpeenuTh MOPThl M0 Pa3HbIM
rpynnam (Puc 4.2.3.1). Kaxxno#t rpynmne moxer ObITh 3aiaHa temneparypa (Puc 4.2.3.2), npu
KOTOPOM COOTBETCTBYIOIIME MOPTHI TOJKHBI OBITH BBIKITIOYEHBI.
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Temperature settings for groups

Group | Temperature
0 (255 C
2 |255 C
3 |255 °cC

Puc. 4.2.3.1 — Hactpolika TeMneparypbl

Port groups

Port | Group
R W

Disabled »

—
[ S = It [ = R B LTI O B

Puc. 4.2.3.2 — I'pynnsl mopToB

4.2.4. Konpurypauus noptoB. Ports

Port Configuration

e ‘ el |'-i"k } Current | sﬂre:“r, a ‘ = D“IEX ﬂmﬂmﬂ : [5G 106 ‘ S e IE e Jl_FM“im:'m e I ;E"&?. K
= O O O 0 0 _;y_? [ 10240] [« - 0
1 ® Down m] X X m] 0-7 10240 [Discard ~| m]
2 1Gfdx (] X X O 0-7 10240 [Discard v] 0
3 ® D0Down (m] X X (m] 0-7 10240 [Discard ~] (m]
4 ® Down O X X O 0-7 10240 [Discard ~| O
5 @® Down [m] X X 0 0-7 10240] [Discard v] 0
6 ® Down m] X X m] 0-7 10240| [Discard ~| m]
7 ® Dovn O b X O 0-7 10240 [Discard ~| O
8 @® Down (] X X O 0-7 10240 [Discard v] 0
9 ® oomn [m] X X [m] 07 10240 [m]
10 @ Down [Autonegotiation v | O X X O 0-7 10240 O

Puc. 4.2.4.1 — Port Configuration
Tab6nuia 4.2.4.1 - Port Configuration

Port Howmep nopra

Description

Link Tekymiee cocrosinue (Link):

- HAJIMYUE,
. - OTCYTCTBHC,
Speed Current OTo0pakaeT TEKYIYI0 CKOPOCTh COeIMHEHMS;
Configure | YcranoBka ckopoctu  coeauHeHus. OTOOpakarOTCs  TOJIBKO
d MOAACPKUBACMEIC CKOPOCTH. Bo3MmoxkHbIe BAapHWAHTHI:
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* Disabled - oTKIIOYMTH TOPT KOMMYTATOPA;

* Auto — aBTOMATHYECKHH pPEXKUM, BBIOMpAECTCSs MaKCHUMaJbHas
CKOPOCTb, KOTOpasi BO3MOXHA IIPU TEKYILEM COCAUHEHUU;

* SFP_Auto AMS — aBTOMaTH4ECKHUI PEKUM ONPEICTICHHUS CKOPOCTH
SFP;

» Cxopoctu: 10Mbps HDX/10Mbps FDX/100Mbps HDX/100Mbps
FDX/1Gbps FDX/ 2.5Gbps FDX/10Gbps FDX/100-FX/100-
FX AMS/1000- X/1000-X AMS;

Adv Fdx [Ipu ycranoBineHHOM pexumMe aBToMaTHueckoro Hdx ompenenenus
Duplex Hdx FDX/HDX, mopt Oyner mnpennarath ykazaHHble pexumbl (FDX
nymneke) 1 (HDX nonyaynuiekc) B kauecTBe IPeIOUTUTENBHBIX IS
IIOpTa, CBSI3aHHOI'O 110 3TOMY KaHaJly YCTPOMCTBa (€CiM Ha HEM TakKe
YCTAHOBJIEH aBTOMATHUYECKHH PEXKUM);
Adv 10M IIpn yCTaHOBIEHHOM pEXHME AaBTOMAaTHYECKOTO OIPENEICHUs
speed 100M CKOpOCTH, NMOPT OyAeT mpeanaraTb yKa3aHHble CKOPOCTH B KauecTBE
1G NPEANOYTUTEIIPHEIX JUIST IIOPTa, CBA3aHHOTO IO 3TOMY KaHally
2.5G YCTpPOMCTBa (€CIM Ha HEM TAaKKe YCTaHOBJIEH aBTOMAaTUYECKUM
5G pexIMm);
10G
Flow Enable VYnpasinenne morokom. B crombme Current Rx  ykasaHo,
Control | Curr Rx NOJIEP)KUBAeT JIM MOPT May3bl NMpU Ipueme Kaapos. B crondue
Curr Tx Current Tx yka3zaHo, HOJAepKUBAET JM MOPT Nay3bl IpU Iepeaade
kampoB. Hactpoiiku Rx wu Tx omnpenenstorcs pe3yJbTaTamMu
MOCJIEIHETO ~ aBTOCOIVIacoBaHUsl MmapamerpoB. Ilepen Tem, Kak
UCIOJIb30BATh YNPaBJIEHUE MOTOKOM HPOBEPhTE HACTPOMKU B 3THX
cronbuax. JlaHHas HacTpoilka cBsi3aHa Takke C BbIOpaHHOMU
ckopocthio Configured Speed.
PFC Enable Ycranosuts npuoputet (0-7) IOTOKA yrnpaBiIeHuUs;
Priority

Maximum Frame Size

MaxkcumanbHbIi pasMep (peiimMa a1 TopTa KOMMYTaTopa, BKIFOYas
FCS;

Excessive Collision

Pexxum pa6OTI>I npu CJIUIIKOM OOJIBIIIOM 4YHUCJIE CTOJIKHOBEHHI

Mode nakeroB: JlaHHas HacTpolika KOHQUIypuUpyeT MOpPT Ha YCTAHOBKY
pexuma mepefayd [pU  CTOJIKHOBeHMsX makeroB "Discard”
(orOpaceiBanre Kajapa mocie 16 CTOJKHOBEHUHI — BbIOpaHO IO
YMOJIYaHHIO),

Frame Bxrouenune/BrIKITIOUeHHE TIPOBEPKU IIWHBI Kajapa. Ecnu BritoueHa

Length Check «TIpOBEpPKa [UIMHBI KaJpa», KaJpbl C Pa3MEPOM IOJIE3HOW Harpys3ku

MeHee 1536 GaiitoB oTOpacsiBatoTcs, ecnu nosie EtherType / Length
HE COOTBETCTBYET (haKTHUECKOW AJMHE Moje3HOM Harpys3ku. Ecmm
«TIpOBEpKa JUTMHBI KaJpa» OTKJIIOYECHA, KaJpbl HE OTOPACchIBAIOTCS H3-
3a HECOOTBETCTBUS JUIMHBI Kajapa. Ilpumeuanue. CueTunku
OT6paCI)IBaHI/I$[ HC MOACUYHUTBIBAIOT KOJIMYECTBO IMOTCPAHHBIX KaapOB
13-32 HECOOTBETCTBHUS JUTMHBI KaJIpa.
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4.2.5. CFM Global Configuration

CFM Global Configuration

Sender Id TLV | None v |
Port Status TLV | Enable v |
Interface Status TLV | Disable V|
Organisation Specific TLV | Disable v |
Organisation Specific TLV OUI | 000000 |

Organisation Specific TLV Subtype |D |

Organisation Specific TLV Value | |

Puc. 4.2.5.1 — CFM Global Configuration

Tabmuua 4.2.5.1 - Port Configuration

Sender Id TLV

Br160op naentudukaropa tlv:

Chassis — uneatudukarop maccu (MAC-amapec)
chassis-management - unentudukarop maccu (MAC-anpec) u
anpec ynpasienus (IPv4-aapec)

management - agpec ynpasienus (IPv4-anpec)

disable — uckmounTh aeHTUUKATOP tlV

Port Status TLV

BxiroueHue WM BBIKIIOUEHUE tlv IJIg ¢TaTyca nopra

Interface Status TLV

Bxurouenue i BeikiIroueHue tlv as craryca unrepdeiica

Organisation Specific TLV

Bximtoyenue wnu  BeIKIodueHue TLV st KOHKpeTHOH
OpraHu3aluu

Organisation Specific TLV
OUI

tpex6aiitoBbiii OUI, nepenaBaemslii ¢ TLV, 3aBucammm ot
OpraHH3al1y.

Organisation Specific TLV
Subtype

noarun, nepenasaembli ¢ TLV  nmng koHKpeTHOU
opranu3anui. Moxxer ObITh JIFOOBIM 3HAUEHHWEM B JHara3oHe
[0; 255]

Organisation Specific TLV
Value

3HayeHue, mnepegaBaemoe B TLV  nmmda  KOHKpeTHOH
OpraHu3aliy. 3HAaUeHUEe MPEJICTaBIsIeT CcOo0Oi IMeyaTaemylo
CTPOKY CUMBOJIOB juyinHOU (0-63.

Hacrpoiika nomena CFM
CFM Domain Configuration

Delete | Domain | Format | Name

TLV option select
Sender Id | Port Status | Interface Status | Org. Specific

Level

*

Nao entry exists

| Add New Entry |
Puc.

4.2.5.2 — nactpoiika nomena CFM

198




Tabmuua 4.2.5.2 - Hact

orka nomena CFM

Delete

Knonka ynanenus 3anucu. 3anuch OyJeT ynajieHa HpU CIEAYIOIEeM

COXpaHCHHH.
Domain WUmsi nomeHa. 3HayeHHEe — 3TO OTAEIBHOE CJIOBO, HAUMHAIOIIEECS C
OykBeHHOM OykBbl AZ uiu az JyinHou ot 1 jo 15.
Format Br16op popmaTa numenu:
None
String
Name CoxepxuMoe 3TOr0 mapamMeTpa 3aBHCUT OT 3HAYCHHUs IapaMmerpa
dbopmara.
Ecin dopmar None: Mms He ucmonb3yercs, HO 3a KaapoM Oyner
YCTaHOBJIEHBI BCE HYJU. DTOT (hopMaT 0OBIYHO HCTIONb3yeTCs OJI0KaMu
PDU tuna Y.1731.
Ecmu dopmar String: Mg momKHO coaepkath CTpoky oT 1 go 43
CHUMBOJIOB.
Level YpoBenb 3T0oro gjoMeHa. JlomyctuMelie 3HaYeHUsT OrpaHudeHbI 0—7.
TLV Sender Id | Beibop unentudukaropa tlv
option Chassis — ugentuduxatop maccu (MAC-amapec)
select chassismanage - wunentudukarop maccu (MAC-aapec) u azapec
ynpasnenus (IPv4-agpec)
management - anpec ynpasienus (IPv4-anpec)
none — UCKJIIOYUTh UaeHTHHUKATOp tlv
defer — mpuMeHSIOTCS HACTPOMKH TII00ATBHON KOHPUTY ALK
Port Status | Bxirrouenne i BeikitodeHue tlv s craryca nopra
Defer— npuMeHstoTca HACTPOMKHU T1100aTbHON KOHGUTYpAIUH
Interface | Bxirouenue unu Beikitouenue tlv ans craryca unrepdeiica
Status Defer — npuMeHsI0TCS HACTPOMKU I7100aIbHON KOHPUTYpaLUU
Org. disable - uckmounts TLV 11 KOHKpEeTHON OpraHu3au
Specific Defer — npuMeHSFOTCS HACTPOHKH TTI00AIBHON KOH(PHUTYpaIuu

CFM Service Configuration

CFM Service Configuration

Delete | Domain | Service

Format | Name | VLAN | CCM Interval

TLV option select
Sender Id | Port Status [ Interface Status | Org. Specific

=

Mo entry exists

| Add Mew Entry |

Puc. 4.2.5.3 — CFM Service Configuration

Tabmuna 4.2.5.3 - CFM Service Configuration

Delete Knonka ynanenus 3anucu. 3anuck OyJeT yJalleHa IpU CIeAyIoLeM
COXPAaHEHHUH.

Domain Nms momena, mos1 KOTOpbIM Haxoautes 9ta Ciryxoa.

Service Ha3panue cmyxObl. 3HaueHWe — OSTO OTAEIBHOE CJIOBO,
HauuHaroIeecs ¢ OykBeHHOM OykBbl AZ wiu az aynuHo# ot 1 go 15.

Format Beibop ¢Qopmara umenu ciayxObl. DTO pemiaer, Kak OyaeT

HHTCPIPCTUPOBATHCA 3HA4YCHUC ImapamMeTpa Name.
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Bo3moxxHbIe 3HAUCHUS:
String

Two Octets

Y1731 ICC

Y1731 ICC CC

Name

ConepkUMoO€ 3TOro mnapamerpa 3aBUCUT OT 3HAUYCHHUS JJIEMEHTa
Format. Tlomumo orpanuueHuid OOBSICHUTH IS KaXJO0r0 U3 HUX,
MIPUMEHSIETCS CIICTYIONIEE B LIEJIOM:

Ecnu ¢popmar nomena none, pa3mep HE MOXKET MpeBbIIIATh 45 OaiT.
Ecnmu dopmar momeHa He none, pa3Mep HE MOXKET IpEBbIIATh 44
Oalira.

Ecin ¢dopmar String, mpuMeHseTCs CleIyroliee: UIHHA TOJKHA
ObITh B nuamnasone [1; 44].Coneprxanue T0HKHO OBITH B TUAIIa30HE
[32; 126]

Eciu ¢popmar Two Octets, npumensiercst cienytomiee: Umsa [0] u
Nwms [1] OyayT HHTEpIPETHPOBATHCS KaK 8-pa3psiIHbIC LEIbIC YUCIa
6e3 3Haka (nmomyctum auanason [0; 255]). Ums [0] Oynet momernieHo
B PDU nepen umenewm [1].

OcraBumecs JOCTYIMHBIE 0AaHTHI B MMEHHU MCIIOIH30BaTHCS HE OyIyT.

Ecnu ¢popmar Y1731 ICC, npumensiercs cienyrouiee:

JuHa qoikHa ObiTh 13. Comepkumoe JOKHO OBITh B JAMAara3oHe
[az, AZ, 0-9]. Y.1731 yka3biBaer, uto 310 koHkareHauus ICC (koma
omepatopa cBs3u ITU) wu UMC (yHHKaIbHOTO  KOZAa
uaentuduxaropa MEG): ICC: 1-6 6aiitoB UMC: 7-12 6aiiToB

B npunniune UMC mMoxeT npruHUMAaTh J1000€ 3HaUeHUE B IMana3oHe
[1; 127], Ho aToT API He mo3BossieT yka3piBath yHy ICC, mosTomy
0a30BEbIi Ko He 3HaeT, rae 3akanunBaeTca ICC u naunnaercs UMC.
dopmMmar JoMeHa JI0JKEeH OBITh none.

Ecnu ¢popmar Y1731 ICC CC, npumensiercs cieayrouiee:

JUIMHA JTOJIKHA OBITH 15.

[Tepssie 2 cumBona (CC): momxHBI OBITH cpeau [AZ]

Crnenyromue 1-6 cumBosioB (ICC): momkHbl ObITH cpenu [az, AZ, 0-
9]

Crnenyromue 7-12 cumBonoB (UMC): nomxHO OBITh cpenu [az, AZ,
0-9]. B umenu [3-7] moxxet npucytcrBoBath O/IVH (kocas uepta).
d®opmaTt ToMeHa JIOJHKEH OBITh none.

VLAN

Bri6op MEP B cepsuce

OcuoBHoit VID MA. VLAN, pasnslii 0, o3Hadaer, uro Bce MEP,
co3gaHHble B 3ToM MA, Oynyt cosnanel kak MEP mopta
(uatepdeiicapie  MEP). Ha xaxmom wunTepdeiice MoxkeT OBITh
tonibko ojgHa noproBass MEP. MEP nanHoro mopra mMoxer ObITh
co3znaHa ¢ teramu, ecaiu VLAN stoit MEP He paBHa HyJI10.

CCM Interval

Hacrpoiika ckopoctn CCM Bcex MEP, npuBsi3aHHBIX K 3TON yciTyTe

TLV option
select

Sender Id

Br16op nnentuduxartopa tlv

Chassis — uaentudukatop maccu (MAC-anpec)

chassismanage - waentudukarop maccu (MAC-aapec) u aapec
ynpasnenus (IPv4-aagpec)
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management - aapec ynpasienus (IPv4-anpec)
none — UCKJIIOYUTH UAeHTUUKaTOp tlv
defer — mpuMeHSIOTCS HACTPOMKH TI100ATBHON KOHPUTYpALTIH

Port
Status

Bxurouenue wim BeIKITIOUeHHE tlv aiist cTaryca mopta
Defer— npumMensitoTcs HaCTpOMKHU I1100aIbHON KOH(GUTYpaIUK

Interface
Status

Bxirouenne winm BeikiitoueHue tlv as craryca uarepdeiica
Defer — npuMeHsIOTCS HACTPOHKHU TTI00aJIbHOM KOH(PHUTYpaIuu

Org.
Specific

disable - uckmounts TLV 119 KOHKPETHOM OpraHu3aIuu
Defer — npuMeHsIOTCS HACTPOHKHU TTI00AJIbHON KOH(PHUTYpaIuu

CFM Mep Configuration
CFM Mep Configuration

Service

Delete ‘ Domain

MEPID ‘ Direction

Remote MEPID

[ Alarm Control [ State Control |
FGI ‘ VLA ‘ Her ‘ sAolE [ Level [ Present | Absent | CCM [ Admin |

No entry exists

| Add New Entry |

Puc. 4.2.5.4 — CFM Mep Configuration

Tabmuna 4.2.5.4 - CFM Mep Configuration

Delete Knonka ynanenus 3anucu. 3anmuch OyaeT yaaleHa Py CIEAYIOIeM
COXpaHEHHUH.

Domain Nms nomena, B koTopoM Haxogutces 3ta MEP.

Service Nwms cepBuca, moa KOTOpeIM HaxoauTcs AaHHbli MEP.

MEPID Unentuduxatop storo MEP. JlomkHO OBITH LENBIM YHCIOM
[1..8091]

Direction VYcranoBure, siBisieTcs i 3Ta MEP Bocxoasiei nian HUCXOASIIEH.

Port ITopt, Ha kOTOpOM Haxoautcs 3tra MEP.

VLAN Unentuduxatop VLAN. Hcnonwsyiite 3Hauenne O i
0003Ha4YeHHsI He TeTUpoBaHHOTO Tpaduka (moapazymeBaercs MEP
opTa).

PCP Bri6epure 3nauenue PCP B tere VLAN PDU. He ncnons3yercs 6e3
TETOB.

SMAC VYcranosure ~ MAC-agpec  HUCTOYHHMKA,  KOTOpbIH  Oyner
ncnons3oBatbea B 0jgokax PDU CCM, ucxonsmux ot stoi MEP.
Anpec nomkeH ObITh ogHOaapecHbIM. DopMmat: XX: XX: XX: XX:
XX: XX. Ecnu Bce Hyl, BMECTO HETO Oy1eT ucnosib3oBaThess MAC-
aJipec nopTa KOMMYTaTopa.

Alarm Level VYcTaHOBKa YPOBHS CUTHAJIM3AIINH.

Control Eciu oGnHapyxkeH nedeKT ¢ MPUOPUTETOM BBIIIE ITOTO YpPOBHS,
OyZIeT CrTeHepHUPOBAHO YBEIOMIICHHE O HEUCTIPABHOCTH.
Jomyctumblii nuanasoH: [1; 6], rae 1 ykaspIBaeT, 4To 1t000it qedeKT
BBI3BIBACT aBAPUITHBIN CUTHAIL, a 6 03HAYAET, YTO HUKAKOU AePEKT HE
MO>KET BbI3BATh aBAPUUHBIN CUTHAL.

Present | YcraHoBKa BpeMeHHM B MWUIMCEKYHJIaX, B TEYEHHE KOTOPOro
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JOJKHBI TIPUCYTCTBOBATh AC(PEKTHI, MpEkIe 4eM OyAeT BBIIaHO
yBeJIOMJIEHHE 0 HercrpaBHOCTH. 1o ymomuanuio 2500 mc.

Absent | YcraHoBka BpeMEHHM B MIIIMCEKYHNIaX, B TEYCHHE KOTOPOTO
nedeKThl JOJDKHBI OTCYTCTBOBAaTh N0 cOpoca yBEJOMIICHHS O
HeucnpasHocTH. [To ymomuanuio 10000 mc

State Control | CCM BxiroueHrne WM OTKIIIOYEHHE TeHEpaluu COOOUICHHM MpPOBEPKH
nenoctHoctu (CCM)

Admin | BxrounTh WK oTKIIOYMTE 3Ty MEP. Korna ata MEP BritoueHa, ona
npoBepsieT mosrydeHHble / oTcyTeTByIone CCM U MOXKET BBI3BIBAThH
Je(EKTHI.

Remote MEPID Vkaxure yganeHnyro MEP, ot koropoit 3ta MEP, xak oxunaercs,
oyner mnomydarb PDU CCM. JlomkHO OBITh LEIBIM YHUCIOM
[0..8091], rtne O o3HauaeT HeompeaeleHHOEe. 3HaueHue Remote
MEPID nomxuo oTiinuatsesa ot 3Hauenuss MEPID.

4.2.6. ABTOMaTH4YeCKoe 3alUTHOE nepexaryeHue (APS)

APS - cereBoil MPOTOKOJ KAHAJILHOTO YPOBHS, MPEAHA3HAYEH IS TTOAIEPKKU TOMOJIOTHH,
UCKITIOYAIONIEH 3allMKIIMBaHue Tpaduka, U e€ MepecTpoeHHue B CiIydyae HapyIICHHH B KOJIBLEBBIX
ceTsx Ethernet Ha nepBom-BTOpOM ypoBHe cereBoii moaenu OSI.

APS Configuration

Working T Protectin: E
Trigger | SFMEP | Port | SF Trigger | SFMEP Mode | Level | VLAN | PCP | SMAC | Rev | TxAps | WTR| HoIdOFf| Enable ‘ Oper | Warning | |

I
APS# SonTsF

APS Configuration

APS# | Mode | SMAC [Level | VLAN [PCP[Rev]|[ TxAps | WTR [ HoldOff | Enable
| o] [11 ]| 00:00:00:00:00:00] | 0] [ O | 300] | 0] [
APS Signal Fail Trigger
Working [ Protecting
Port | SF Type | Domain [ Service | MEPID | Port [ SF Type | Domain [ Service [ MEPID

[1 v] [unk v] | | | | o] [1 v] [Link v] | | | i 0]

Puc. 4.2.6.1 — HacTpolika aBTOMaTHYECKOT0 3aIIUTHOTO NIEPEKIIIOUEHUS

Tabnuna 4.2.6.1 - HacTpoiika aBTOMaTHYECKOT0 3aIIMTHOTO MEPEKITIOYECHUS

APS Unentuduxarop APS. MakcumaibHOE KOJHUYECTBO CO3/1aBAEMBIX
sk3eMIuisipoB APS - 10. llenkHuTe cChUIKY, 4YTOOBI TNEpPEWTH Ha
cTpanuIly sk3emiuisipa APS, Bel MoxkeTe cOpachiBaTh CUETUYHKU U
BbIJ1aBaTh KOMaH/Ibl.

Mode 1: 1- B nmHeiiHO# apxuTekType 3ammTHOW KoMMmyTtammu 1: 1
3aIUTHBIN TPAHCIIOPTHBIN 00BEKT BBIJICICH pabouemy
TpPaHCHOPTHOMY  00bekTy.  OJgHako  HOpPMalbHbBI  Tpaduk
TPaHCHIOPTUPYETCS MO0 Ha paboueM TPaHCIOPTHOM OOBEKTE, MO0
Ha 3al[UTHOM TPAaHCHOPTHOM OOBEKTE, HCIOJIb3YsI MOCT CEJIEKTOpa B
WUCTOYHUKE 3alllMIIeHHOTo JjgoMeHa. CenekTop B IpUEMHHUKE
3alIMIIEHHOTO  JIOMEHa BBIOMpaeT OOBEKT, KOTOpBI  Hecer
HOpMaJIbHBIN Tpaduk

1 + 1 Bi- B nuHeiiHO# apXuTekType 3aiuTHON KommyTaruu 1 + 1
JUIsL K&KI0ro paboyero TpaHCIIOPTHOTO OOBEKTa BhIJENEH 3allIUTHBIN
TPaHCTIOPTHBI  00bekT. OObIyHBIA  Tpaduk  Komupyercs U
HampaBisieTcss Kak padouyuM, Tak M 3allUTHBIM TPaHCIOPTHBIM
00BEKTaM C IIOCTOSIHHBIM MOCTOM B MCTOYHHUKE 3alIUIIEHHOTIO
nomeHa. Tpaduk Ha pabouMX U 3aIIMTHBIX TPAHCIOPTHBIX 00BEKTAX
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MepelaeTcsl OJJHOBPEMEHHO B MPUEMHUK 3alUIIICHHOTO JOMEHA, TIe
BBIOOp MEXIy pabOYMM M 3allUTHBIM TPAHCIOPTHBIMU OOBEKTAMH
OCYIIECTBIISIETCS HA OCHOBE HEKOTOPBIX 3apaHee ONpPEeeICHHBIX
KPUTEPHUEB, TAKUX KaK WHIMKAIIWSI HEHCITPABHOCTH CEpPBEpA.

1 + 1 Uni- oxnonanpasienasiii APS.

SMAC

MAC-agpec ucrounuka, ucnosnb3dyembiii B PDU L-APS. Anpec
JIOJKEH OBITh 0/1HOaIpecHbIM. Eciiu Bce HyiH, OyAeT UCIoIb30BaThCs
MAC-aapec nopra KOMMYTaTOopa.

Level

VYcranoBka ypoBas MD / MEG, ucnonbs3yemsiii B L-APS PDU. Tlo
ymoa4asuo 0.

VLAN

VYcranoBka uaentudukaropa VLAN, ucnonszyemoro B L-APS PDU.
[Ipu VLAN 0 — ne Bcrasisath Ter VLAN B PDU LAPS

PCP

Bri6op 3nauenust PCP B tere VLAN PDU. He ucnonssyercs 0e3
TErOB.

Rev

BrxrroueHre/BRIKITIOUCHIE PEBEPCUBHOTO pPEXUMa, TO €CTh Tpaduk
MepeKiIovaeTcss oOpaTHO Ha pabouuid MOPT TOCie yCTpaHEHHS
YCIIOBUH, BBI3BIBAIOIIMX IEpekitoueHue. B cioyuae cOpoca komaH bl
(Hampumep, TPUHYIUTENBHOE TMEPEKII0YEHHE) 3TO IPOUCXOAUT
HeMeUIeHHO. B cirydae ycrpanenus qedexra 3To 0ObIYHO MPOUCXOAUT
1o ucteueHnu taiimepa WTR (oxu1aHusi BOCCTAaHOBIICHHUS ).

TxAps

BriGepute, Oyaer mau 3TOT KOHell mnepenaBarh Ojoku PDU
APS. Ucnonb3yercs Ttonmbko juist pexuma 1+ 1 Uni-
oJIHOHanpaBJieHHbIH APS

WTR

Hacrtpolika oxumaHusi Tepel BOCCTAHOBIEHHEM pabodero mopra
1I0CJIE YCTPaHEHUs HeUCIpaBHOCTH. JlonmycTumslii auanason 1-720

HoldOff

VYcraHoBka Taiimepa 3aaepxku. Koria Bo3HUKaeT HOBBIN (Mu Oosee
CEepbE3HbIi) Ie(eKT, 3almyCcKaeTcsi TaiiMep 3aJepKKH, U O COOBITHH
Oyner cooOIieHo mocjie HcTedeHusl Taiimepa. Bpems ynepikanus
U3MepsieTcsl B MUJUIMCEKYH/IaX, a JONyCTUMbIE 3HAUEHHs HaXOATCs B
muanazone ot 0 go 10000. ITo ymomuanuto 0, YTO O3HaAYaeT
HEeMeJUIEHHOE coo0lIeHne 0 aedekre.

Enable

N3menenune cocrosiHus 3k3eMIuIsipa APS (BKIIIOUEHO /BBIKIIIOUEHO)

Working

Port

Br16op unHTEpdeiica B kauecTBe pabouero nmopra

SF Type

Domain

Service

MEPID

Br16op Tpurrepa ans curHaina omuoKu

LINK - B xauecTBe Tpurrepa MCnoJib3yeTcsi COCTOSIHAE ITOpTa

MEP - B kauecTtBe Tpurrepa ucrnosub3yercs mep. Tpebyercs BBOX
domain, service, mep-id, oTHOocsmMecs K 3xk3eMIusipy MEP, kotopsiii
JIOJKEH MPeICTaBIATh pabounii noTok. BeiOpannslii sx3emiusip MEP
MOJKET HE CYIIECTBOBATh IIPU HacTpoike 3Toro APS.

Protecting

Port

Haznauenne I/IHTep(beﬁca B KaUCCTBC 3alIUIICHHOIO IMOPTa

SF Type

Domain

Service

MEPID

Br16op Tpurrepa assi curaasna ommuoKu

LINK - B xauecTBe Tpurrepa UCnoJib3yeTcsi COCTOSIHHAE ITOPTa

MEP - B kauecTtBe Tpurrepa ucrnosub3yercs mep. TpeOyercss BBOX
domain, service, mep-id, oTHocsmuecs K 3xk3eMIusipy MEP, kotopsiii
JIOJDKEH MPECTaBIATh pabounii noTok. BeiOpannslii sx3emiuisip MEP
MOXET HE CYHNIECTBOBATh IIPU HACTPOMKe 310ro APS.
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4.2.7. ERPS

ERPS -cereBoil mpoOTOKOJI, MCIONB3YIOMIMICS Ui MCKIIOYEHUsT 0Opa30BaHUs KOJEIl B
TomnoJIorui. MoXeT ObITh 3aMEeHOM ceMelcTBY NpoTokoioB STP.

ERPS Configuration

RPL Interconnect | Portd Port1 Control k
ERPS # Mode | Port Ver | Type ‘ vC Instance | Prop | Port | SF ‘ Port | s—{ Ring Id ‘ Node Id | Level VLAN | PCP Rev | Guard | WTR | Hold Off | Enable ‘ Oper ‘ Warning |
€]

ERPS Configuration

Configuration

A Interconnect Port If - Control
ERPSﬂ|Vers|on| Type |VC Instance | Prop | Port0 | Portl Ringld ‘ Nodeld ‘Level VLAN PCP Rev| Guard ‘ WTR | HoldOff ‘Enable

| 0| [Major  ~| D ] | 1] ] 00:00:00:00:00:00] | 1] | s00] [ a00] | o] ]
Signal Fail Trigger
Port0 Perti
Type Domain [ Service | MEPID | Type | Domain [ Service [ MEPID
Link v [ 0] [Link ~] | [ | ] 0|

Protected VLANs

[vian[] ]

Ring Protection Link

Puc. 4.2.7.1 — xoudurypanus ERPS

Tabnuua 4.2.7.1 - koudurypauus ERPS

ERPS

Wnentuduxarop ERPS. Jlomyctumoe 3nagenne ot 1 10 64 .

Version

Bepcus npotokona ERPS. Tlognepxxusatorcs Bepcuun vl u v2 .

Type

Tun xoab1ia. Bo3MOXXKHBIC 3HAUCHHU

Major: ocHoBHOE KOJb110 ERPS

Sub: IToakoasio ERPS

InterSub: noakosbiio ERPS Ha coenuHuTenIbHOM y3i1€

VC

Bxutouenne/BeIKiIIOuUeHIE BUPTyalibHOTO KaHana R-APS, To ectp
PDU R-APS He nepecbuiatoTcs MexAy KOJIbLEBBIM IOPTOM, €CIIU
OJINH KOHEI] 3a0JIOKUPOBaH

Interconnect | Instance

UACHTU(PHUKATOP FK3EMILISAPA KOJIbI[A, K KOTOPOMY 3TO TOIKOJIBIIO
ITOJIKJIIOYCHO.

Prop

Onpenensier, OOJKHO JM KOJNbLIO, Ha KOTOPOE CCBUIAETCS
Interconnect Instance, pacmpoctpansats PDU ouunctku R-APS
BCSKHI pa3, KOTJ1a M3MEHSETCS] TONOJIOT U ATOr0 NOIKOJIbIIA.

Port If Port0

VYkazanue uarepdeiica ucnosib3yeMoro B kauectse nopra 0

Portl

VYkazanue unTepgeiica HCOIb3yeMoro B KayecTse nopra 1

Ringld

Wnentudpukatop konbuma. Mcmone3yercs -  BMecTe  C
ynpasisitomied VLAN - nnst unentudukanun 6moxkos PDU R-
APS kak npuHaUIeKaIIMX ONPEAEIEHHOMY KOJIBILY.

Nodeld

ID y3na. Ucnonb3yercs BHyTpu KoHKpeTHOro PDU R-APS nns
YHUKaQJIbHOW WICHTU(UKAIMM 3TOro y3iaa (KOMMyTaTopa) B
KOJIBLIE.

Level

VYcranoBka yposus MD / MEG

Control VLAN

VLAN, mno xoropoit Omoku PDU R-APS mnepenatorcs u
PUHUMAIOTCSI Ha KOJIBLIEBBIX MTOPTaX.

PCP

3unauenue PCP, ucnonsszyemoe B tere VLAN PDU R-APS

Rev

BxuroueHne/BhIKITIIOUEHHE peXuMa Bo3BpaTa. BoccraHoBieHue
3HAYEHUH 110 YMOJIYaHUIO TOCJIE€ UCTEYEHUs TaliMepa OKHUIaHUS
BOCCTaHOBJICHUSI.
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Guard Bpewms 3amutsl B Mc. [Jonmyctumsiii quanason: 10 - 2000 mc.

WTR Bpemsi 0xumaHus BOCCTAHOBIICHHsI B CEKyHJIax. J[OIyCTHUMBII
nuamna3ol 1 - 720 cek.
HoldOff Bpewms 3aznepxku B Mc. 3HaueHue okpyrisercs 10 Tousoctu 100
Mc. Jonyctumbiii tuana3on 0 - 10000 mc.
Enable N3menenue COCTOSIHUS HK3EMILIIpa ERPS
(BBIKJTFOYEHO/BKIIFOYEHO)
Port0 Type HacTtpoiika Tpurrepa curnanusanuu i nopta0. Tum:
Domain LINK - B kauecTBe TpUIrepa UCHOJb3y€ETCsl COCTOSIHUE TOPTa
Service MEP - B kauecTBe Tpurrepa ucnoiniyercs mep. Tpedyercs BBOI
MEPID domain, service, mep-id, oTHOCsIMECs K dK3emIusipy MEP.
Portl Type Hacrpoiika Tpurrepa curnanm3sanuu st nopral. Tur:
Domain LINK - B xauectBe Tpurrepa UCoJib3yercs COCTOSHUE ITOpTa
Service MEP - B kauectBe Tpurrepa ucnoisiyercs mep. TpeOyercs BBOJ
MEPID domain, service, mep-id, otHocsHMEecs K dk3emIusipy MEP.
VLAN ID Cern VLAN, 3amuiieHHble 3THUM 3K3eMIUIpoM Kosbla. [1o

KpaiiHeil Mepe, onHa VLAN nomkHa ObITh 3alllMIIeHa. Y KaKuTe
B BUJI€ CIICKa HOMEPOB vlan niu quamna3oHoB vilan, pa3aeneHHbIX
sansiteiMu. Hanmpumep: 1,4,7,30-70

RPL Mode PexxuM coenHEeHHS ¢ KOIbIIEBOM 3aIIUTOM.

None: y atoro kommyraropa Het nopra RPL B kombLie.

Owner: 3TOT KOMMYTaTOp sBIIsAeTCs BianenblieM RPL ams konbia
Neighbor: a3ToT KOMMyTaTOp siBisieTcs: coceaom RPL st korbiia

RPL Port VYkasbiBaeT, sABIg€TCS JIM 3TO nopToM O min 1 KaHaJIOM 3aluThI
konelia. He wucnonw3yercs, ecnm st mapamerpa RPL Mode
YCTaHOBJIEHO 3Ha4YeHue None.

4.2.8. Konpurypuposanue DHCPv4 cepepa

DHCP (npoTokos InHaMHU4ECKONH HACTPOMKH y3j1a) — CETEBOM MPOTOKOJ, O3BOJIIOINI
KOMIIBIOTEpaM aBTOMATHYeCKW mnonydarb [P-agpec um apyrue mapameTpbl, HEOOXOTUMBIE IS
pabotel B cetn TCP/IP. [laHHbI mpoTOKON paboTaeT Mo MOJENU «KIUEHT-cepep». [l
ABTOMATUYECKOM KOHQUIypalMy, KIUEHT Ha JTane KOHPUIYypallUh CeTeBOro YCTpOMCTBa
oOpamtaercss Kk Tak HaszpiBaeMomy cepBepy DHCP u momywaer oT Hero Hy’kKHbIE HapameTphl.
MoxHO 3a7aTh JMAIa30H aapecoB, 28 pachpenesieMbIX CEpBEPOM CPed KOMITBIOTEPOB. DTO
NO3BOJISIET U30€KaTh PYYHOH HACTPOMKN KOMIBIOTEPOB CETH U YMEHBINAET KOJIMYECTBO OIINOOK.

DHCP Server Mode Configuration
Global Mode

| Mode | | Disabled v | |

VLAN Mode

VLAN | Enabled
1

Puc. 4.2.8.1 — DHCP Cepsep

Tabnuna 4.2.8.1 - DHCP Cepgep
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Mode Bruroyurs/Beikimrounts DHCPv4

VLAN Homep VLAN

Enabled BkntoueHus / otkntodeHne DHCP-cepBepa anga cooteetctytowero VLAN.

HUcknrwyenne rpynn IP agpecon (Puc. 4.2.8.2) (Ta6.. 4.2.8.2).

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
| Delete | | |r
| Add IP Range |

Puc. 4.2.8.2 — Uckmouenue rpynm [P agpecos

Tabnuna 4.2.8.2 - Uckmouenue rpynm [P angpecos

Delete VY nanuth Tekymui auanasol IP agpecos

IP Range 3ajarh nUana3oH-rpymniy uckitodaemsix [P anpecos.
OO6b1yHO aspeca nu030B, Tak kKak DHCP cepBep He
JIOJKEH pa3JaBaTh apeca NUIK030B KIMEHTaM

Add IP Range Jlo6aButh nuamnason IP anpecos

Co3znanue aapecnbix nyjaoB DHCP (Puc. 4.2.8.3) (Ta6a. 4.2.8.3). [Ipu sTtoM MmeToze,
DHCP cepgep 6ynet Boinensats [P agpec u3 myna agpecoB (MHOTIa HA3bIBAEMBIM JTHANIa30HOM HIIH
00J1acThI0) Ha IEPUO BpEMEHH (B apeH]1y ), KOTOPBI HACTPauBaETCs.

Pool Setting

Delete ‘

Name ‘ Type ‘ IP

Mask only Lease Time

| Delete ||

‘ Subnet ‘Reserved

1 days 0 hours 0 minutes

| Add New Pool |

Puc. 4.2.8.3— Anpecnbie mynst DHCP

Tabmuua 4.2.8.3- Anpecuble nynsl DHCP

Delete VY 1anuTe TEKyIIUI aIpeCcHbI Myl

Name Nwmsa nmyna

Type Tun y3na ana ximenta NetBIOS Node Type. 3mece MoryT OBITH
cienyroue 3HaueHus:: b — broadcast, p - peer-to-peer, m — mixed, h —
hybrid ot 3Toro 3aBucHUT mopsiiOK MpeoOpa3oBaHus uMeHu B [P s
KJIMEeHTOB ceTH Microsoft.

IP IP anpec, nuana3on

Subnet Mask Macka noaceru

Reserved only

Tonbko 3ape3epBupoBaHHbIe ajpeca. Ecnu 3ToT mapamerp BKiItoyeH, [P-
azpeca, KOTOpble MOXKHO BBIOpaTh W3 IMylia, OTPAHUYUBAIOTCS TEMH,
KOTOpBIE BBEJICHBI B TAOJIMITY 3ape3epPBUPOBAHHBIX 3aMMHUCEH.

Lease Time

Bpewms apennel agpeca. [lo ymomganuto BpeMst apeHbl paBHO 24 yacam.
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MOo3XHO BBICTaBUTEL CBOE BpEMs apCHBI.

DHCP snooping (Puc. 4.2.8.4) (Ta6.1. 4.2.8.4). DHCP snooping (Orcnexuanrie DHCP)
— 3amuTHas (QYHKIMS, MO3BOJIAIONIAS MPEJOTBPATUTh HECAHKUIMOHHUPOBAHHOE MOJKIIOYCHHE K
cetu ctoponHero DHCP cepsepa c¢ nenbto nepexsara kineHTckux DHCP 3anpocos. CymHocTb
DHCP snooping 3akiiro4aeTcst B TOM, 4TOOBI 3aKpbITh BO3MOKHOCTh 00padoTkn DHCP 3ampocos
Ha HEJOBEPEHHBIX MOpTax. AJIMHUHUCTPATOP CETH JOJDKEH BPYUHYIO HACTPOUTH JIOBEPEHHBIE
MOPTHI, - TOPTHI, 32 KOTOphIMU HaxoauTcs Hactosmuii DHCP cepsep.

DHCP Snooping Configuration

Snooping Mode Disabled v

Max Count Client | | 2048 |
Vian 1 |
Option 82
Circuit ID | | circuit_id |
Remote ID | remote_id |

Format HEX w

Port Mode Configuration

Port | Mode | Max Count
* <> v| |2048 |

1 [Trusted v| |2048 |
2 [Trusted | |[2048 |
3 [Trusted | |[2048 |
4 [Trusted ~| |[2048 |
5 [Trusted ~| |[2048 |
6 [Trusted | |[2048 |
7 |
8 |
9 |

|

[Trusted v| |2048
[Trusted v| |2048
[Trusted v| |2048

10 [Trusted | |2048
Puc. 4.2.8.4 — DHCP snooping

Tabmuua 4.2.8.4 - DHCP snooping

Snooping mode

Bxutouenue/Boikmouenue ¢pynkimuu DHCP snooping

Max Count Client

MakcuMalbHOE KOJIMYECTBO KIIMEHTOB

Vlan

Howmep vlan

Option 82 Bxmtouenune/BrIKIIIOUeHHE ONIIAN 82
Circuit ID Wnentuduxatop nopra KOMMyTaTopa
Remote ID W nenTudukatop KoMMyTaTopa
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Format dopmar omuu 82 HEX/ascii

Port Howmep nopta

Mode Pexxum it mopra:
» Henanéxwusriii (Untrusted) — mopT, K KOTOPOMY MOJKIIFOUEH KIIHEHT.
DHCP-oTBeTHI, TpUXOIANIME C ITOrO0 TIOPTa, OTOPACHIBAIOTCS
KOMMYTaTopoM. /{115t HeHaAEKHBIX TOPTOB BBITIOIHSETCS PSJ] IIPOBEPOK
coobmenuit DHCP u co3gaéres 6a3a gmanasix npusssku DHCP (DHCP
snooping binding database).
* JloBepennswiii (Trusted) — mopT KOMMyTaTtopa, K KOTOPOMY
nozakitoueH Apyroil kommyrarop nian DHCPcepsep. DHCP-nakertsl,
MOJIy4YEHHBIE C JOBEPEHHOI'O MOPTa, HE OTOPACchIBAIOTCSL.

Max Count MakcuMalIbHOE KOJIMYECTBO KIIMEHTOB

DHCP Relay (Puc. 4.2.8.5) (Ta6a. 4.2.8.5). Hactpoitika DHCP Relay mno3Bossier
KOMMYyTaropy mnepeaapecoBbiBath 3amnpocbkl oT DHCP-kimenta x apyromy DHCPcepsepy

(Hampumep, cTapuieMy B UEPAPXHUH CETH).

DHCP Relay Configuration

Relay Mode | Disabled v |
Relay Server |II].III.[I.I}

Relay Information Mode | | Disabled v |
Relay Information Policy | Keep V|

Puc. 4.2.8.5 — DHCP Relay

Tabmuna 4.2.8.5 - DHCP Relay

Relay Mode

Bxrouenune/Boikimouenue pynkuuu DHCP Relay

Relay Server

Anpec DHCP cepsepa

Relay Information Mode

Bxrouenune/BrIKIIIOUEHHE PEXKUMa BbIOOpa JEHCTBHS, KOTOpPOE
HE0OXOMMO BBITIONHUTH, €CJIH TepechuIaeMoe COOOIIEHUE YKe

COJIEP’KUT MH(POPMAIUIO O IIepeapecaluu

Relay Information Policy

Hevicteue: Keep — wunpopmanus He MeHsiercs; Replace —

uHpopmanus nepesanucbiBaercsi. Drop — oTOpOCHUTH MaKeT.
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4.2.9. DHCPv6

Switch Configuration

Snooping Mode Disabled »

Unknown IPvb Next-Headers | | Drop w

Port Configuration

Port | Trust Mode

* <= w
Gi 111 | Untrusted »
Gi 1/2 | Untrusted +
Gi 1/3 | Untrusted

Gi1/4
Gis
Gi 16
G T
Gi /8
Gi1/9

Gi 110 | Untrusted »

Untrusted «
Untrusted +
Untrusted
Untrusted w
Untrusted «
Untrusted »

Taobmuua 4.2.9.1 - DHCPv6

Puc. 4.2.9.1 — DHCPv6

Snooping Mode

Bxutouenue/Boikmouenue pynkuun DHCPv6 snooping

Unknown IPv6 Next-Headers

Beibop 00pabGoOTKM  HEU3BECTHBIX 3HAYEHHH  3arojioBKa
[Pv6. KoMmmyTaTop AOMXKEH aHAIW3UpPOBATh BCe MakeThl I[Pv6
st knueHTa DHCPv6, 4To0B1 onpenenuTs, JeMCTBUTEIBHO JIH
sT0 coobenne DHCPv6

Bo3moxHbie BApUAHTHI:
drop- OtOpacbkiBaTh MaKkeThl C HEU3BECTHBIMHU 3aroJIOBKAMH
pacmupenus [Pv6. Oto Haubosee Ge30macHbIil BApHAHT, HO OH
MOXET IIPUBECTH K nepebosim B Tpaduxe.
allow-Pa3pemuTe makeTbl € HEW3BECTHBHIMH 3aroJIOBKaMu
pacmmpenust [Pv6. 910 MeHee Oe30macHBI BapuaHT, HO OH
peoTBpamiaet nepedou B Tpaduke.

Port

Howmep nopra

Trust Mode

Pexxum i1 mopra:

* Henanéxusiit (Untrusted) — mopt, kK KOTOpoMy MOJKIIOYEH
kimuent. DHCP-oTtBeThl, mnpuxXomsiime ¢ 3TOTO TOPTa,
0TOpachIBalOTCS KOMMYyTaTopoM. Jlisi HeHaaEXHBIX MOPTOB
BBINOJHSETCS pall mpoBepok coobmenuit DHCP u co3maéres
6a3a manabix npusssku DHCP (DHCP snooping binding
database).

* JloBepennsnii (Trusted) — mopT kKoMMyTaTropa, K KOTOPOMY
noakatoueH Apyrod kommyrarop wim DHCPcepsep. DHCP-
MIAKEeThl,  IIOJy4CHHBIE C  JIOBEPEHHOIO  IIOpTa,  HE
OTOpaChIBAIOTCSI.
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DHCPv6 Relay (Puc. 4.2.9.2) (Ta6.1. 4.2.9.2). Hactpoiika DHCPv6 Relay mis vlian

DHCPv6 Relay Configuration

Delete | Interface | Relay Interface | Relay Destination
| Delete | | VLAN 1] | VLAN 1| | ff05::1:3

| Add New Entry |

Puc. 4.2.9.2— DHCPv6 Relay

Tabmuna 4.2.9.2— DHCPv6 Relay

Delete Y 1anuTh TEKyIIyo 3aMuch
Interface Howmep unTepdeiica
Relay Interface Howmep unTepdeiica, NCIONb3yeMbIH ISl pETPAHCIISIIH.

Relay Destination | Aapec IPv6, npeacraBieHHbI B BUAE yA000YNTaEMOr0 TECTA, KaK YKa3aHO
B RFC5952. IPv6-anpec cepsepa DHCPv6, Ha KOTOpBIA HOIKHBI OBITH
PETPAHCIUPOBAHbI 3ampockl. 3HaUeHUe Mo ymomuanuro «ff05 :: 1: 3»
o3Hauaer «0boit DHCP-cepepy.

4.2.10. Kondpurypauus nosan3oBareneid. Users Configuration.

Jlns ynpaBiieHHs YYETHBIMH 3alIUCSMH I0JIb30BaTeIeld He0OOX0AMMO TEepEelTH 1O BKIIAAKE
Configuration— Security—Switch—Users. Ha sToli cTpanune npeacraBieH 0030p TEKYIIUX
nosb3oBareneit (Puc. 4.2.10.1) (Tabxa. 4.2.10.1).

Users Configuration

User Name | Privilege Level
admin 15

| Add New User |

Puc. 4.2.10.1 — Kondurypanus nonb3oBareneit

Tabmuua 4.2.10.1 — Konduryparius nosip3oBaresnei

User Name Mms monp3oBarTens

Privilege Level | YpoBenp mpuBwiernii monszoBatens. Jlomyctumerii auanason: ot 0 go 15.
Kak npasuio, ypoBeHb npuBWIErHi 15 Hcmonb3yercs A y4eTHOW 3alucH
aIMUHUCTpaTOpa, ypoBeHb mpuBwieruii 10 st cTaHmapTHON yueTHOM
3allUCH TIOJIB30BATENsl W YPOBEHb MNPUBUWIETUN 5 i1 YYETHOM 3allluCch
HabJro1aTesl.

| Add New User |
Knonka
42.10.2) (Ta6m. 4.2.10.2).

IpeJHa3HayeHa s Jo0aBlieHHs HOBBIX monb3oBarened (Puc.
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Add User

User Settings

User Name

Password (again)

|

Password | |
|
|

Privilege Level 0 hd |

Puc. 4.2.10.2 — JIoGaBiieHuEe MOIb30BaTEIICH

Ta6ymma 4.2.10.2 — Jlob6aBieHHE MOJIb30BaTEIICH

User Name Nwms nonws3oBarens

Password [Taposb

Password (again) [ToBTOp Maposis

Privilege Level YpoBeHs npuBuieruii nonb3zosarens ot 0 go 15.
4.2.11. Yposuu npuBmieruii. Privilege Levels

s moctyma K HAcTpOWKaM YPOBHEW MPHUBWICTHH HEOOXOJMMO TEPEHTH MO BKIIAIKE
Configuration— Security—Switch— Privilege Levels. Ha 3Toif crpanune npencrasieH 0630p
TeKymux ypoBHell npusmieruit (Puc. 6.2.11.1) (Tabxn. 6.2.11.1).
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Read/write

Status/Statistics | Status/Statistics

Read-only

Privilege Levels

Configuration/Execute

Read/write

Configuration

Read-only

Privilege Level Configuration

Group Name
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Puc. 4.2.11.1 — YpoBHU nTpuBUIIETHI

B

Wms, waeHTHHUUMpYIOUlee TPYNIy HPUBUIETHHA.

OOJIBIIMHCTBE CITy4aeB TIpyMIa COCTOMT M3 OJHOTO
monyisi (manpumep, LACP, RSTP wumn QoS), Ho

Tabmuma 4.2.11.1 — YpoBHU IPUBUIIETHI

Group Name
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HEKOTOpBIE coieprkaT Oosiee 0qHOro. ['pymsl B AeTasx:
-System: Contact, Name, Location, Timezone, Daylight
Saving Time, Log; -Security: Authentication, System
Access Management, Port (contains Dotlx port, MAC
based and the MAC Address Limit), ACL, HTTPS, SSH,
ARP Inspection, IP source guard; -IP: Bce, kpome ping; -
Ports: Bce, kpome VeriPHY; -Diagnostics: ping u
VeriPHY; - Maintenance: CLI - System Reboot, System
Restore Default, System Password, Configuration Save,
Configuration Load and Firmware Load. Web - Users,
Privilege Levels um Bce B Maintenance; -Debug:
NPUCYTCTBYET TOJbKO B CLI.

Privilege
Levels

Configuration Read-only

Kouduryparus: TOIpKO YTCHHE YpoBeHb

Configuration/Execute
Read/write

Kondurypanus: ureHne u 3anuch | NPUBUIIETUH
rpynnsl ot 0 go 15.

Status/Statistics Read- Craryc/cratuctuka: TOJIbKO [TpuBwmiterus

only YTCHUE MOJIH30BATEIS

Status/Statistics Craryc/craTucTuka: YTeHHue u J0JDKHA OBITH

Read/write 3aIuCh TAKOW K€  WIH
0oblIIE, yeM
YPOBEHB 3TOMN
TPYIIIIHI, YTOOBI

MMETh JOCTYNl K
3TOU TpyMnIe.

4.2.12. Konpurypanus ayreHTU(PHUKANUN, ABTOPU3ALNH U y4eTa.
Authentication, Authorization, Accounting

Jnist moctyma K HacTpoikam ayTeHTH(HUKAINN, aBTOPU3AINH U y4eTa He00X0IUMO NIepeiTH
no Bkuazke Configuration— Security—Switch— Auth Method. Authentication (ayTenTHuKaMs)
— CONOCTaBJICHHE 3alpoca CYHIECTBYIOMIEH YYETHON 3amucu B CHCTEeME O€30IMacHOCTH.
Authorization (aBTopH3alys, IpOBEpKa YPOBHS J0CTYyNa) — CONOCTaBIEHHE YYETHOM 3amucu B
cucrteme (mpoieanei ayTeHTu(GpUKaIuio) 1 onpeneaeHHbIX TOTHOMOUYMH. Accounting (Yuér) —
CJIeXKEHHUE 3a MOTpeblieHneM pecypcoB Ioiib3oBaTeneM. Ha 3Toif ctpanuie npencrasieH 0630p
TEKyIIMX apaMeTpoB ayTeHTU(UKauu, apropuzauuu u yuera (Puc. 4.2.12.1) (Tabn. 4.2.12.1).

213




Authentication Method Configuration

Client | Methods
console  [local  w

felnet

zzh

http local W

Command Authorization Method Configuration

Client | Method | Cmd Lvl | Cfg Cmd

felnet
ssh

console [no__ ~]| |0 | C

| ¢«

Accounting Method Configuration

Client | Method | Cmd Lvl | Exec

felnet

5sh

console | no w | |‘

no o | [
no W | C

Puc. 4.2.12.1 — Kondurypauus ayTeHTUPHUKALUN, aBTOPU3ALNH U yueTa

Tabmuua 4.2.12.1 — Kondurypanwst ayTeHTHQHUKAINN, aBTOPU3AILIUHN U y4eTa

Authentication
Method
Configuration

Client

Kimenrt: console, telnet, SSH, http

Methods

- no: ayTeHTU(UKAUs OTKIIOYCHA, M BXOJ B CHCTEMY
HeBO3MOXeH; 35 - local: ucmonb3oBaTh JIOKaidbHYIO 0a3y
JAHHBIX Ha KOMMYTATOpE [JIsi IPOBEPKU IOJUIMHHOCTH; -
radius: ucnonb3oBaTh yaaneHHble cepBepbl RADIUS s
ayTeHTu(UKanuM; - tacacs: MHCIOJNb30BaTh YyAAJICHHbBIC
cepepsl TACACS s ayrentudukanuu; JloctynHocTs
METO/1a POBEPSIETCS CIIEBA HAIPABO.

Command
Authorization
Method
Configuration

Client

Knuent: console, telnet, ssh

Method

- no: aBTOopU3auMs KOMaHja oOTkiaroueHa. [lomb3oBarensb
nosty4daeT noctyn k komangam CLI B cooTBeTCTBUU CO CBOUM
YPOBHEM NpPUBWJIETHM. - tacacs: JUisi aBTOPH3aLUU KOMaHJ
WCIIOJIb3YETCA OJMH WJIM HECKOJBKO YAAJEHHBIX CEPBEPOB
TACACS+. Ecnu Bce ypaneHHbIE CEpBEpbl HAXOUATCA B
ABTOHOMHOM DPEXHUME, II0Jb30BaTEI0 MPEAOCTABIAETCA
noctyn kK xkomangam CLI B COOTBETCTBUU C €ro YpOBHEM
IIPUBUIIECTUI.

Cmd Lvl

ABTOpH30BaTh BCE KOMaHJbl C YPOBHEM MPUBUIIETUN BHIIIIE
WIK paBHBIM 3TOMY YypoBHIO. JlomycThMble 3HadeHUs
HaxongaTcd B nuamaszone ot 0 go 15.

Cfg Cmd

ABTOpH30BaTh KOMaH bl KOH(MUTYpaLHH

Accounting
Method
Configuration

Client

Knuent: console, telnet, ssh

Methods

- NO: y4YeT OTKITIOYEH; - tacacs: JJIs ydeTa UCTIOIb3yeTCs OIMH
WJIM HECKOJIbKO ynaneHHbIX cepBepoB TACACS+

Cmd Lvl

BxirouaeT yder BceX KOMaH]I C YPOBHEM IPUBWIECTUH BBIIIE
WIM pPaBHBIM 3TOMY YypOBHIO. JlOmMyCTUMBbIE 3Ha4YeHUs
HaxonaTcs B auanaszone ot 0 1o 15. OcraBbTe MOJe MyCThIM,
9TOOBI OTKJIFOUUTH YUET KOMAH/I.
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‘ ‘ Exec ‘ Pexum yuera EXEC

4.2.13. Kondpurypanusa SSH

Hns  pgoctyma k  HacTpodkam  SSH  HeoOxomMMoO — mepedTH 1O BKIJIAJIKE
Configuration—Security—Switch— SSH. Ha »3T0#i cTpanume mnpeacrtaBieH 0030p TEKYLIMX
napameTpoB SSH. ITapamerp Mode yka3biBaeT pexxum padotsl SSH.

4.2.14. Konpurypauus HTTPS

Hnsa  ngocryma k  Hactpoiikam HTTPS  HeoOxomumo  mepedTH 1O BKIIAJKE
Configuration—Security—Switch—HTTPS. Ha »T0#i ctpanuue mpeacraBieH 0030p TEKYIIUX
napametpoB HTTPS (Puc. 4.2.14.1) (Ta6n. 4.2.14.1).

HTTPS Configuration

Mode | Disabled v |
Automatic Redirect

Certificate Maintain | | Naone |
Certificate Status Switch secure HTTF cerfificate is presented

HTTPS Configuration

Mode | Disabled ~ |
Automatic Redirect

Certificate Maintain [Ucload w]
Certificate Pass Phrase | |
Certificate Upload ‘Web Browser d |
File Upload | BrifepwTe diaiin | @3N He BRIGpaH

Certificate Status Switch secure HTTF certificate is presented

Puc. 4.2.14.1 — Kondurypauus HTTPS

Tab6muma 4.2.14.1 — Kondwurypanus HTTPS

Mode Pexum pabotst HTTPS. Korpa texymee coeaunenue HTTPS, no
HTTPS  BeixmioueH, web-Opay3zep  Oyner  aBTOMaTH4eCKHU
nepeHanpasisATbes Ha coequHenne HTTP.

Automatic Redirect Pexxum paborel  aBTOMaTmueckoro mepeHanpasienus HTTPS.
[Ipumensierca Tonbko, ecau s pexuma padotst HTTPS BoiOpano
"Enabled" (Bxmtouen). ABromaruuecku Hampasiasier HTTP web-
Opay3epa Ha coenuHeHue HTTPS, korma BkitoueHsl 00a pexuma
pabotel — HTTPS u Automatic Redirect

Certificate Maintain 370 nojie MOXKeT ObITh HACTPOEHO TOJILKO MpH oTKItoueHHoM HTTPS.
OHo ucnonb3yercs A 00ciyXKUBaHUs cepTUPHUKauu. Bo3moxHbie
neiictBus: - None: HMKakux JeidctBuil ceptudukauuu; - Delete:
yaanuth cepruduxat; - Upload: 3arpyska ceprudukara, MOXHO
BbIOpATh JBa MeTOMa 3arpy3ku; - Generate: co3fanue cepTUQHKATa.
Certificate Algorithm | Anroputm ceptuduxarnuu. Bosmosxkubie Tunbl: DSA, RSA.
Certificate Status Cratyc ceprudukanuu. Bosmoxuwiii cratyc: 37 - Beigaercs
samumieHHbl cepruukar HTTP. Ceprudukar xpanutcs B 0aze
nanabix HTTPS; - Ceptuduxar 6ezonacHoro nepexitouenus SSL He
npencTaBieH: cepTudukar He xpaHutca B 0aze manubix HTTPS. -
Boyraya  zammmenHoro  ceprudukara HTTP.  Tenepupyercs
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cepTuQHKaT

Pass Phrase [[Ta6n0H 115 M pPOBKU cepTrdHUKaTa

Certificate Upload 3arpy3ka ceprudukara. BosmoxHbie pexumbl: - Web Browserr:
3arpy3ka ceptudukara uepe3 BeO - Opaysep; - URL: mis 3arpy3ku
ceprudukara yepe3 URL

File Upload @aiin 11 3arpy3Ku

4.2.15. Kondurypauuss ynpasjeHusi gocrynom. Access Management
Configuration
Jnis noctyna K KOH(GUrypaluu yrnpaBlIeHHs] JOCTYIIOM HEOOX0AUMO MEPEHTH MO BKIIAJIKE
Configuration— Security—Switch— Access Management. Ha 3Toii cTpanuiie MOKHO HACTPOUTH
tabmuiy ynpasinenus pocrynoMm (Puc. 4.2.15.1) (Tabm. 4.2.15.1). MakcumanbHOE YHCIIO
AJIEMEHTOB crucka 16. Ecnu THI TPUIIOKEHUsST COBMATAeT C OJHUM W3 THIIOB, UMCIOIIUMCS B
CIKCKE yIPABJICHHUS JOCTYIIOM, TO JOCTYII K KOMMYTaTopy OyJIeT pa3pelicH.

Access Management Configuration

[¥ioie | Gsmei~]

Delete [ VLANID | Start IP Address [ End IP Address [ HTTP/HTTPS | SNMP [ TELNET/SSH
[ Delete | | 1] 0.0.0.0] | 0.0.0.0] = [& [

| Add New Entry |

Puc. 4.2.15.1 — Kondurypanus yrnpaBieHHs JOCTYIIOM

Tabmmua 4.2.15.1 — Konduryparmst ynpasieHus TOCTYIIOM

Mode BrxroueHne/BIKITIOUSHHE
Delete Y 1amuTh TEKYIIYIO 3alUCh
VLAN ID Homep VLAN i1 sneMeHTa ynpaBJIeHHs] 1I0CTYIIOM

Start IP Address | Hauanwnsiii [P-anpec aiist aneMenTa yrpaBiaeHHs JOCTYIIOM

End IP Address | Koneunsiii IP-aipec asist aeMenTa yrpaBiaeHHs JOCTYIIOM

SNMP Ecnu B 3TOM mose ycTaHOBJEH uiar, 3TO yKa3bIBaeT, uTo XocTy ¢ IP-
alpecoM M3 YKa3aHHOI'O JMana3oHa MOXKET ObITh MPEJOCTaBJIEH AOCTYI K
KoMMyTatopy 1o SNMP.

TELNET/SSH Ecnu B aTOM moine yctaHoOBieH (uar, 3TO yKa3bIBaeT, 4yTo Xocty c IP-

aJipecoM U3 yKa3aHHOTO JMana3oHa MOKET ObITh MPEAOCTaBIEH AOCTYI IO
TELNET/SSH

. | Add New Entry |

Knomnk CITLYKUT JUIsl 10OaBJI€HUSI HOBOM 3aIlUCH.

4.2.16. SNMP

Hnsa pocrynma k  koHpurypaumun SNMP  HeoOxonuMo mepedTH 1O BKIIAJKE
Configuration— Security—Switch— SNMP.

SNMPSystemConfiguration (Cuctemubie HacTpoiiku SNMP) (Puc. 4.2.16.1) (Tabm.
4.2.16.1).

SNMP System Configuration

Mode | Enabled |
Engine ID | |300019c503001232541243 |

Puc. 4.2.16.1 — Cucremusle HacTpoiiku SNMP
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Tabnuna 4.2.16.1— Cucremubie HacTpoiiku SNMP

Mode

Pexxum paboter SNMP

Engine ID

Nnentudukarop engine ID mms SNMPv3. Crpoka aomkHa cOAepKaTh YETHOE
yucio (B 16-Hom dopmarte), yrcno 39 mudp or 10 no 64; komObunammu uudp,
COCTOSIIIIME U3 OJAHUX HYJeH U u3 oaHuX «F» HelonmycTUMBL.

Trap Configuration (Hactpoiiku curnaau3auun) (Puc. 4.2.16.2) (Tabmn. 4.2.16.2).
Trap Configuration

Trap Destination Configurations

| Delete | Name | Enable | Version | Destination Address | Destination Port |

| Add New Entry |

SNMP Trap Configuration

Trap Config Name

Trap Mode | Disabled v |
Trap Version | SNMP vc v |
Trap Community | public |
Trap Destination Address | |
Trap Destination Port 162 |
Trap Inform Mode | Disabled v |

Trap Inform Timeout (seconds)

3 |

Trap Inform Retry Times |

Trap Security Engine 1D

5
800019 b03001232541243

Trap Security Name

Puc. 4.2.16.2 — Hactpoiiku curHaau3anuu

Tabauna 4.2.16.2 — HacTpoiiku curHaiu3aiuu

Mode

BxutounTts/BbIKIIOUNTH OTHpaBKy SNMP trap

Trap Config Name

Wwms koHurypammu

Trap Version

IlonnepxxuBaemas Bepcuss SNMP  trap. 1/ SNMP

v2¢/SNMP 3)

(SNMP

Trap Community

Crpoxka goctyna community st oTnpaBku nakera SNMP trap.

Trap Destination Address

[P-anpec cepsepa st ornpaBku SNMP trap. Koppextnsiii IP-
azpec B JecaTMYHOM (opmaTte ¢ Toukoil. JlomycTumo Takke
yKa3aTb KOPPEKTHOE MMsI XOCTa.

Trap Destination port ITopt naznauenuss SNMP trap. SNMP-arent Oyzaer mnocwuiaTh
coobmenuss SNMP Ha 3TOT mopT; AMana3oH HOMEPOB IMOPTOB
1~65535. ITo ymomuanuto nopt juist cooduenniit SNMP trap umeer
HoMep 162.

Trap Inform Mode Bxi1rounTh/BbIKIIIOUUTH pexkuM padoTel SNMP trap inform

Trap Inform Timeout

Taiimep coobmmenuit SNMP trap inform. /{nana3oH nomycTUMBIX
3HaueHwmii: ot 0 1o 2147.

Trap Inform Retry Times

Taiimep mombITok moBTOpeHHs cooOuieHuit SNMP trap inform.
Jnana3zoH nonycTuMbix 3HadeHui: ot 0 1o 255
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Trap Security Engine ID | Pexxum pabotrst SNMP trap security engine ID. IIpotokon SNMP
v3 moceutaet coobmenus trap u inform, ucnonp3ytonme USM mist
ayreHTH(UKanuuu ©u  o0ecreyeHuss  KOH(UICHIUAIBHOCTH.
Coo01eHnsIM Ha3HA4YaeTcsl YHUKaJIbHBIM MICHTH(UKATOp engine
ID u neoOxomumas unpopmanus. Ecnu Bkimoden pexxum "Trap
Probe Security Engine ID", wunentuduxarop (ID) Oyner
TeHEepPUPOBATHCS ABTOMATH4eCKU. B mpoTuBHOM ciyuyae, Oyzaer
ucronb3oBad ID, ykazanHbli B 3TOM mnosie. CTpoka JOJKHA
cozepkarh 4etHoe ymcio (B 16-Hom dopmare), unucio uudp ot 10
10 64; komOnHaMu HUdp, COCTOSALIME U3 OTHUX HYJIEH U U3 OJTHUX
«F» HeqonyCTUMBI

Trap Security Name Nwmsa SNMP trap security name. Coobmenus SNMP trap u inform
SNMP v3 ucnons3ytor USM ju1s ayTeHTU(DUKAUN 1 00ecTieueHHsI
KOHHAeHIMaTbHOCTH. Kora BKIIFOUYEH PEXUM OTIPABKU trap U
inform, HEOOXOAMMO 3aJlaTh YHHKAILHOE MM JIJIsi OOecTieueHus

0€30IaCHOCTH.
Trap Scurce Configurations
Delete | Name | Type | Subset OID
| Delete |[coldStart w |included v |

| Add New Entry |

Puc. 4.2.16.3— Trap Source Configurations

Tabmuua 4.2.16.3— Trap Source Configurations

Delete Y naneHne TEKyIen 3arncHu.
Name VYka3beIBaeT UMs 3aIIMCH.
Type Tun GribTpa 1St 3anucH (BKIFOYUTH WIIM UCKITFOYHTD)

Subset OID | ITogmuoxkectBo OID s 3amucu. 3HaYeHUE JOJDKHO 3aBHCETh OT TOTO, KaKOE
uMs ykazaHo B nosnie Name. Hanpumep, ifldex — 3to OID noamuoxecTBa 11
linkUp u linkDown. Homyctumsiit OID moamHOXecTBa — 3TO OIHO WU
HecKosbko UppoBeIx uncen (0-4294967295) nnu 3Be3gouka (*), pa3aeneHHbIX
toukamu (.). IlepBbIii cUMBOJ HE JOJKEH HAUYMHATHCSA CO 3Be3l0YKH (*), a
MakcuMaibHoe KonuuecTBo OID He noymkHO mpesbimarh 128.

SNMPv3 Community Configuration (Hacrpoiika SNMPv3Community) (Puc. 4.2.16.4)
(Tada. 4.2.16.4).
SNMPv3 Community Configuration

Delete | Community name | Community secret | Source IP | Source Prefix
[ Delete | | | | | | | | |

| Add Mew Entry | | Save || Reset |
Puc. 4.2.16.4— Hactpoiika SNMP v3 Community

Tabmuna 4.2.16.4 — Hactpoiika SNMP v3 Community

Delete Y 1aneHue TeKyLIei 3alucu.

Community name | Yka3piBaeT uMsi 0€30MaCHOCTH JIJIsl COTIOCTABIICHUS COOOIIECTBa ¢
KoHpurypamuent rpynn SNMP. Jlonmyctumast AMHA CTPOKH COCTABIISIET
ot 1 10 32, a monyctumoe coaepxkumoe - cuMBoJibl ASCII ot 33 o 126.
Community secret | I[Taposib cooOriecTBa (CTPOKY JIOCTYMA) JUIsl pa3pelieHus JOCTyna ¢
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ucnoaszoBaHueM SNMPv1 u SNMPv2c¢ k arenty SNMP. Jlonyctumast
JUTMHA CTPOKH COCTaBJsET OT 1 10 32, a 10MyCTUMOE COAEPHKUMOE -
cuMBoibl ASCII ot 33 no 126.

Source IP

IP-anpec ucrounuka npu gocryne no SNMP

Source Prefix npeduKc azpeca HCTOYHUKA.

Kuomnka

| Add New Entry |

CIIYKUT IJIA ,I[O63BJ'ICHI/I${ HOBOM 3aITHCH.

SNMP v3 User Configuration (ITosb3oBaTennckast HacTpoiika SNMP v3) (Puc. 4.2.16.5)
(Taba. 4.2.16.5).

SNMPv3 User Configuration

. User Security Authentication | Authentication | Privacy Privacy
Lezi =l | Name ‘ Level Protocol Password Protocol | Password
| Delete | [ 300019cb03001232541243] | | [Auth, Priv v MOSwv| | | [DESw] | |

| Add New Entry |

| Save || Reset |

Puc. 4.2.16.5 — Ilons3oBarenbckas HacTporika SNMP v3

Tabmuna 4.2.16.5 — Ions3oBatenbekas HacTporika SNMP v3

Delete

Y naneHue TeKymien 3amnmcu.

Engine
ID

Crtpoka, unentuduiupytomias engine D, KoTopoMy NpUHAAIEKHUT ITOT SJIEMEHT
crucka. CTpoka JTOJDKHA COJepKaTh YeTHOE ducio (B 16-yHOM Qopmare), 9ruciio
nudp ot 10 1o 64; komOuHAIMK U(P, COCTOAIITUE U3 OAHUX HYJICH U U3 OTHUX «F»
HeponycTuMbl. B apxurekrype SNMPv3 ucnons3yercst Mozenb 6e301MacHOCTH Ha
ocHoBe momnb3oBarenss USM (User based Security Model) nns oGecnedyenus
0€30MacHOCTH COOOIIEHU W MOJENb YIPABICHHUS IOCTYIIOM Ha OCHOBE BHUIA
VACM (View-based Access Control Model) npu ynpaenenun goctymnom. [lms
Bxona USM xmogamu BXx010B siBisitoress usmUserEnginelD 1 usmUserName. B
npocrom arenre usmUserEnginelD Bcerna coBnamaer ¢ COOCTBEHHBIM 3HAYCHHEM
snmpEnginelD arenta. B kauecTBe 3Haue€HHS TaKKe€ MOKET HCIOJIb30BaThHCS
3Hauenue snmpEnginelD ynanennoro yctpoiictBa (SNMP engine), ¢ KoTOopsIM
MOJKET CBSI3bIBaThCS JaHHBINA MOJB30BaTenb. [pyrumu cioBamu, ecinu engine ID
noib3oBarenss paBeH engine I[D cuctembl, TO OH SBIAETCS JOKAIHHBIM
M10JIb30BATEJIEM, B IPOTUBHOM CIIy4ae MOJIb30BATENb SIBISIETCS YAAICHHBIM.

User
Name

Crpoka, uAeHTHQUUUpPYIOIIAas HMs [OJb30BaTeNsl, KOTOPOMY HPUHAIIECKUT
naHHbll mapamertp. [omyctumass qymHa ctpoku 1~32 cumBonoB ASCII ¢ 43
HoMepamu B auana3oHne ot 0x21 no 0x7E

Security
Level

Monenb 6€30macHOCTH, KOTOPOW NPUHAUIEKUT JaHHBIA mapameTp. Bo3moXHBI
CIIEAYIOLIME MOJIeNIN O€30aCHOCTH:

* NoAuth, NoPriv: AyrenTudukanus u KOHPHIEHINATbHOCTh OTCYTCTBYIOT.

* Auth, NoPriv: BeimonHsercs ayTeHTHPHUKANUSA, KOHPUACHINATHLHOCTD
OTCYTCTBYET.

. Auth, Priv: BBITOJIHAETCS ayTeHTH(]UKanus, obecrieunBaeTcs
KOHQHUIECHIIMATBHOCTh. Ecim mapaMeTp yKe CymecTByeT, 3HAueHHWe YPOBHS
0€30MaCHOCTH M3MEHUTh HEBO3MOXKHO. OTO O03HA4aeT, YTO CHayaja HaJjo
YIOCTOBEPUTHCS, UYTO 3HAUCHHE YCTAHOBIICHO MPABUIIBHO.

Authenti
cation
Protocol

[Iporokon ayTeHTHUKALMK, KOTOPOMY MPHHAICKUT JaHHBIA MapaMmerp.
Bo3MoxHBI crieayrommye NpoTOKOJIbI ayTeHTU(PUKAIIH:

* MDS5: nomonHuTenbHBIN ¢uiar, yKa3plBarOIIUA, YTO MOJB30BaTENbh HCIIOIb3yET
npotokoi ayreHTudukamuu MDS5. « SHA: nononHUTENbHBIN (har, yKa3bIBaroIIUH,
YTO TOJH30BATENb UCTIONB3YET MPOoTOKON ayTeHTHuKanuu SHA. Ecnu napamerp
yKe CYIIECTBYET, 3HAaUYE€HUE YPOBHS 0€30MacHOCTH M3MEHHTHh HEBO3MOXKHO. DTO
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O3HA4aeT, 4TO CHadaja HaJ0 YJOCTOBEPUTHCSA, YTO 3HAYEHHUE YCTAHOBJIIEHO
MIPaBHJIBHO.
Authenti | Ctpoka, uaentudpunmpyoomas ¢pazy mnaposs ayreHtudukanuu. Jlomyctumas
cation JUTMHA CTPOKH I MpOTOKoia ayTeHTHuukanuu MDS5: or 8 mo 32 cumBOJIOB.
Passwor | Jlomyctumasi niuHa CTpOKH i TpoTokona ayreHtudukammu SHA: ot 8 go 40
d cuMBoJIOB. [Ipu 3anucu cTpoku ayTeHTU(UKALIUKA MOTYT UCTIOJIb30BATHCS CUMBOJIBI
ASCII ¢ xomamu B quanasone ot 0x21 no 0x7E.
Privacy | [IpoTokon KOHGUIACHIMATBLHOCTH, KOTOPOMY MPUHAUICKUT HTaHHBIA BXOI.
Protocol | Bo3moxkHBI cienyronue npoToKoIbl KOH(PUIECHINAIBHOCTH:
» AES: nomonmHuTeNnbHBIA (iar, YKa3bIBAIOIIWMA, YTO I0JIb30BATENb HMCIOIb3YET
npotokon ayreHTH(ukannu AES.
* DES: nomonHuTenbHBIA ¢ar, yKa3bIBAIOIIWMA, YTO I0JIh30BATEb HMCIOIB3YET
npotokon ayreHTudukanuu DES.
Privacy | Ctpoka, unentuduiupyromas ¢ppasy napois koHpuaeHuanbHocTH. Jlonycrumas
Passwor | nnuna ctpoku 8~32 cumBosioB ASCII ¢ Homepamu B auanaszone ot 0x21 no 0x7E.
d
| Add New Entry | .
Knonka ——————— cuyxut it 100aBIeHUs] HOBOM 3aIMUCH.

SNMP v3 Group Configuration (Hacrpoiiku rpynnst SNMP v3) (Puc. 4.2.16.6) (Ta0.1.

4.2.16.6).

SNMPv3 Group Configuration
Delete | Security Model | Security Name | Group Name
. i public | default_ro_group|
[ vl private | default_r&_group |
C v2e public | default_ro_group |
C v2e private | default_rw_group|

| Add New Entry |

| Save || Reset |

Puc. 4.2.16.6 — Hactpoiiku rpynnsr SNMP v3

Tabauna 4.2.16.6 — Hactpoiiku rpynnsl SNMP v3

Delete

VY aneHue TeKynien 3anucu.

Security Model

Mogens 0€30MacHOCTH, KOTOPOW TPHUHAIJICKUT JaHHBIA Mapamerp.
Bo3MoxHBI citeyromme Mo i 0€30macHOCTH:

* v1: 3ape3epBupoBano ans1 SNMPvl.

* v2c: 3ape3epBupoBano aisi SNMPv2c.

* usm: MoJieJb 0e30macHOCTH Ha ocHOBe mojb3oBarenss USM (User-based
Security Model) nist SNMPv3.

Security Name

Crpoka, naeHtuumpyomas 6e30nacHoe UMs, KOTOPOMY NPUHAJIEKHUT
naHHbIM mapameTtp. Jomyctumas niuuHa ctpoku 1~32 cumBosioB ASCII ¢
HoMmepamu B auanasoHe ot 0x21 no 0x7E.

Group Name

Crpoka, uaeHTUGUUUpPYIOLWAs HMS TPYIIbl, KOTOPOMY HPUHAIJICKHUT
NaHHbIA mapamerp. Jomyctumas nnuHa ctpoku 1~32 cumsosioB ASCII ¢
HoMepamu B auamna3one oT 0x21 go 0x7E.

Kuomnka

| Add New Entry |

CILy>KHT JUIsl T0OaBIE€HHUSI HOBOM 3aIUCH.
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SNMPv3 View

Configuration (Hacrpoiika Buga SNMP v3) (Puc. 6.2.16.7) (Ta6u. 6.2.16.7).

SNMPv3 View Configuration

Delete | View Name | View Type | 0ID Subtree
| Delete | | | [included v | |
| Add Mew Entry | | Save || Reset |

Tabmuua 4.2.16

Puc. 4.2.16.7— Hactpoiika Buga SNMP v3

.7 — Hactpoiika Buia SNMP v3

Delete

Y naneHue TEKyLen 3aIncH.

View Name

Crpoka, uaeHTUQUIUpYIOMIAs HWMs BHUIA, KOTOPOMY TPUHAIICKHUT ITAHHBIN
napamertp. Jlonycrumas mmuHa crpoku 1~32 cumosioB ASCII ¢ Homepamu B
nuamasone oT 0x21 go Ox7E.

View Type

Tun Buma, KOTOPOMY MPHUHAICKUT JTAHHBIN mapameTp. Bo3aMokHBI crienyromnime
THUTIBI BHJIOB:

* included (momnepeBo BKIFOYEHO): JOTIOTHUTENBHBIN (hJ1ar, yKa3bIBarOIIUH, 4TO B
BUJI JIOJDKHO OBITH BKJIFOUEHO ITOJISPEBO.

* excluded (moanepeBo MCKITFOYEHO): AOTIOTHUTENBHBIN (hJ1ar, yKa3bIBarOIIUH, 4TO
U3 BUJA JODKHO OBITH MICKJIFOYEHO IMOAJEpeBO. B 1enoM, eciu s THIa BUOA
3amano ' excluded ' (mogepeBo UCKITFOYEHO), TOJDKEH CYIIECTBOBATh IPYTOM BU/T
¢ tunoMm ' included ' (momnepeBo BkiroueHO) U ero moguepeo OID momxHO
MepeKphIBaTh MO IepeBo Buaa ¢ TunoM ' excluded ' (moaaepeBo HCKIIFOYEHO).

OID
Subtree

OID ompenenseT KOpeHb MOAJEpEBa, 100aBIEMblii K MMEHOBAHHOMY BHJY.
Huanaszon ponyctumbix 3HayeHuit OID: ot 1 go 128. B crpoke MOXHO yKa3aTh
anbo0 Ymcio, cocrosiee u3 nudp, oo 3Be3104Ky (*).

Add M
Kuomka |

ew Entry |

CIIYKUT IS I[O68.B.]'I€HI/I$[ HOBOM 3amuCH.

SNMPv3 AccessConfiguration (Hacrpoiika nocryna SNMPv3) (Puc. 4.2.16.8) (Tao0.1.

4.2.16.8).

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name

| Delete | [defauli_ro_group w | [any »| [NoAuth, NoPriv w | Mong w Mone w

| Add New Entry |

| Save || Reset |

Tabmuma 4.2.16

Puc. 4.2.16.8 — Hactpoiika noctyma SNMP v3

.8 — Hactpoiika noctyrna SNMP v3

Delete

Y aneHue TeKyLIei 3aucu.

Group Name

Ctpoka, uieHTu(UIUPYIOas UMs TPYIIbL, KOTOPOH MPUHAJICKUT JaHHBIN
napameTtp. Jlomyctumas niuHa ctpoku 1~32 cumBosioB ASCII ¢ Homepamu B
nuanasone ot 0x21 no 0x7E.

Security
Model

Monienb 6€301macHOCTH, KOTOPOH MPUHAIEKUT JaHHBIN apameTp. Bo3zMoxkHbI
CJIEAYIOLINE MOJIENI OE30MaCHOCTH:

* any (;ro6ast): OyaeT npuHsTa Jitodas Mojenb 0ezonacHocTH (v1|v2clusm).

* v1: 3ape3epBupoBano ayig SNMPvl.

* v2c: 3ape3epBupoBano st SNMPv2c.

* usm: Mojenb Oe3omacHOCTH Ha ocHoBe moib3oBarenst USM (User-based
Security Model) mist SNMPv3.

Security Level

YpoBeHb 0€30MacHOCTH, KOTOPOMY TNPUHAJICKUT JaHHBIM mapamerp.
Bo3MoxHBI ciieyromuye Mojiean 0e30MacHOCTH:
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* NoAuth, NoPriv: AyrenTuduxanys u KoHQUICHINATBHOCTh OTCYTCTBYIOT.
* Auth, NoPriv: BbmonHsercs ayTeHTHUKAIMUSA, KOH(PUICHIHAIBHOCTh

OTCYTCTBYET.
* Auth, Priv: BemmonHsercs — ayTeHTHUKAIMSA,  OOCCICUMBACTCS
KOH(HICHIIMATIBHOCTb.
Read View WNwms Buma nipu urennn, ums Buaa MIB, onpenensromero oo0sextel MIB, mis
Name KOTOpBIX JIaHHBIM 3allpoCc MOXET OBITh 3allpOCOM TEKYIIMX 3HA4YEHUH.

Honyctumas nnuna ctpoku 1~32 cumBosnoB ASCII ¢ Homepamu B 1uamna3zoHe
ot 0x21 no Ox7E.

Write View WNwms Bupa npu 3amucu, ums Buga MIB, onpenenstomero o0bexTsl MIB, mis
Name KOTOPBIX JIAHHBIN 3aMpOC MOTEHIIUATBHO MOXET YCTAHOBUTH HOBBIC 3HAUCHHSI.
Honyctumas nnuna ctpoku 1~32 cumBonoB ASCII ¢ Homepamu B 1uamna3zoHe
ot 0x21 mo Ox7E.

| Add New Entry |

Knormnka CITY’KUT JUIsl TOOABJICHUS] HOBOW 3aITUCH.

4.2.17. RMON

Hns poctynma k koHpurypauuu RMON HeoOXonuMo TMepedTd 1O  BKIAAKE
Configuration— Security—Switch— RMON.
RMON Statistics Configuration (Hacrtpoiika cratucruk RMON) (Puc. 4.2.17.1) (Ta0..
4.2.17.1).

RMON Statistics Configuration

Delete | ID | Data Source
| Delete || | 1361212211] 0]

Puc. 4.2.17.1 — Hactpoiika craructuk RMON

Tabauna 4.2.17.1 — Hactpoiika cratuctuk RMON

Delete Y naneHue TeKyIen 3amucu.
ID WNunekc Bxona. Jlonyctumsbie 3HaueHUs — OT 1 10 65535.
Data Source ID mopTa, MOHUTOPUHT KOTOPOT0 TPeOYyeTCsl OCYIIECTBISTh.
| Add New Entry | .
KHonka ————————— ciyuT Ju1s 100aBJIeHUs] HOBOW 3aITUCH.

RMON History Configuration (Hacrpoiika skypnana RMON) (Puc. 4.2.17.2) (Ta0..
4.2.17.2).

Ha crpannue RMON History Configuration MOXHO HacTpOUTh COOp CTATUCTUKHM Ha
¢u3ndeckomM uUHTEpdEiice I MOHUTOPUHTA HCIIOJL30BAHMS CETH, THIIOB IAaKETOB M OIIHOOK.
3anucu xypHana RMON M0XHO HCIIOSIB30BaTh IPU MOHUTOPUHTE CIIOPAMUECKH BOSHUKAIOLINX
npobiieM.

RMON History Configuration

Buckets

Delete D Data Source Interval Buckets
Granted

| Delete || | 1281212211] 0| | 1800 | 50]

| Add NewEntry | | Save || Reset |
Puc. 4.2.17.2— Hactpoiika xxypHaia RMON
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Tab6mmma 4.2.17.2— Hactpoiika sxypHaia RMON

Delete VY naneHue TeKymen 3amnmcu.

ID Wunekc Bxona. Jlonyctumsbie 3HaueHus — oT 1 g0 65535.

Data Source ID nmopta, MOHUTOPUHT KOTOPOTO TpeOyeTcs OCYIIECTBIISATD.

Interval NurtepBan omnpoca. [lo ymomuanuto 1800 cekynn. [[uama3oH 10myCTHMBIX
3HayeHuii: ot 1 10 3600 cexyH/.

Buckets Uwncno cerMeHToB, TpeOyeMbIX aiis dToro mapamerpa. [lo ymomuanuio 50.
Jwnana3on qonyctuMbix 3HadeHuii: ot 1 1o 3600.

Buckets Granted | [Ipeamonaraemoe 4uciio CETMEHTOB.

| Add New Entry | .
a ————————— CIyXUT 111 100aBJIEHUS HOBOW 3aITUCH.

Kuornk
RMONAIlarmConfiguration (Hacrpoiika curnanusauuiic RMON) (Puc. 4.2.17.3) (Tao..
4.2.17.3).

Ha sToli cTpaHuiie MOXXHO 3a7aTh KOHKPETHBIM KPHUTEPHid, COTIACHO KOTOpOMY OymyT
reHepupoBaTbes cOObITUSA. OH MOXKET OBITh YCTAHOBIIEH ISl JAHHBIX TECTa, COOPaHHBIX 3a 000
YKa3aHHBII UHTEpPBaJ BpeMeHU. MOXHO KOHTPOJIMPOBATH KaK a0COJIFOTHBIC 3HAUCHUS, TAK U HX
M3MEHEHHUs. MOXKHO TakKe 3a7aTh CUTHATIN3allu1, KOTOpbIe OYyT BbIIABATHCS MPU MPEBBIIICHUU
MOPOTOBBIX 3HAYECHUH JTMOO MIPU CHIDKEHUH HIKE MOPOTOBBIX 3HAUCHUM.

RMON Alarm Configuration

. Startup Rising Rising Falling Falling
TatE ‘ o ‘ eiyal | AT | VEITE | Alarm | Threshold ‘ Index Threshold Index

| Delete || | 30] 1.38.1.21.2.21] 00| [Delta 0 [RisingOrFaling v ] | o | 0| | o | 0]

| Add New Entry | | Save || Reset |

Puc. 4.2.17.3 — Hactpoiika curnanuzaruii RMON

Tabnuna 4.2.17.3 — Hactpoiika curnanuzamuii RMON

Delete Y naneHue TeKyIeH 3ammucH.

1D Wupekc Bxoaa. Jlonycrumbie 3HaueHus — ot 1 1o 65535.

Interval WuTepBan ompoca mpu BHIOOPKE M CPAaBHEHUHU C HUKHUM WIH BEPXHHUM
OPOroBbIM 3HaUeHHeM. J{nana3on ot 1 1o 2”31 cekyHz.

Variable Howmep o6bexta nepemennoit MIB, n3 kotopoii 6epyTes Bbi6opku. Beioopku

MOryT OpaThcs TosbKo U3 nepemeHHol ifEntry.n.n . BoamoxHs! cneayronme
nepemennbie: InOctets, InUcastPkts, InNUcastPkts, InDiscards, InErrors,
InUnknownProtos, OutOctets, OutUcastPkts, OutNU-castPkts, OutDiscards,

OutErrors u OutQLen.
Sample type Tun BeIOOpKH. JIJis yKa3aHHOW MEPEMEHHON TECT MOXKET OBITh BBHITIOJHEH
JUTsl a0COTIOTHBIX 3HAYSHHUM UM MX OTHOCUTEIBHOTO U3MEHEHHSI.
Value CratucTuyeckoe 3Ha4eHHE B TEYEHHE MTOCIEAHEr0 Mepruoia BEIOOPKH.
Startup Alarm BreiOupaer Meron, KOTOpbI OyAeT HCIONB30BAThCSl Ui  BBIOOPKHU

BI)I6paHHOI\/JI HepeMCHHOﬁ N BBIYUCIICHUSA 3HAYCHUA, KOTOPOC CPaBHHUBACTCA
C ITOPOroBbIMH 3HAYUCHUSAMMU.

Rising Threshold | Bxmrouaer curnHanusanuio, KoOrja 3Ha4eHHE TEPBBIA pa3 IPEBBICUT
MOPOrOBOE 3HAYEHHME NOAbEMa JIMOO CTaHET MEHbIIe, YeM IIOpPOroBOe
3HaUCHHE CIIa Ia.

Rising Index Wuneke noapema st coobitus. Jlnanazon 1~65535.

Falling Threshold | IToporoBoe 3nauenme cmama. Eciam Tekyiee 3HaYeHHE CTaHET MEHBIIE
MOPOTOBOTO 3HAYECHHUS CIaja M, MPU ITOM, TOCTEeIHEee 3HAUCHUE BBIOOPKH
0O0JIBIIIE 3TOTO MOPOTOBOTO 3HAYCHHUS, TO BbIIAeTcs curHaim3anms. [locie
TeHepaluu  COOBITHS  CHaja, Jpyroe Takoe CcoObITHE He Oyner
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CT€HEpUPOBAHO JI0 TeX IOp, MMOKA 3HaYCHHE BHIOOPKHM HE CTAHET OOJblie
MOPOTOBOT0 3HAYEHHS CIa/a, JOCTUTHET OPOTrOBOTO 3HAYEHUSI TIObeMa 1
CHOBa BEpHETCA K IOpPOroBOMYy 3HaueHHIo cnaja. ([Juanazon: ot -
2147483647 no 2147483647).

Falling Index Wuneke cnana uist coObitust. Junamnason 1~65535.

| Add New Entry |

Knormnka CITY’KUT JUIsl TOOABJICHUS] HOBOW 3aITUCH.

RMON Event Configuration (Hactpoiika coobiTuii RMON) (Puc. 4.2.17.4) (Tada. 4.2.17.4).
Ha 3T0ii cTpanuiie MOXHO 33/1aTh OIIEPAIIMIO, KOTOPAs BBIMOIHACTCS MPHU BbIJIa4Ye CUTHATN3AIINH.
RMON Event Configuration

Delete | ID | Desc | Type | Event Last Time
| Delete || | | | [none v 0

| Add New Entry | | Save || Reset |
Puc. 4.2.17.4 — Hacrpoiika coobrruit RMON

Tabmuna 4.2.17.4 — Hactpotika coositniit RMON

Delete Y naneHne TEKyIer 3amucHu.

1D Unpekc ID. Junana3on 1~65535.

Desc Beenute B 3T0 noJie onrcaHue Jyisi JAHHOTO BXOJ1A.

Type Bribepute THI COOBITHS, KOTOpOEe OyIeT BbIOUpaThCs IMpU cpabaThIBAHUU
CUTHATTN3AINH:

* None (Her): CoObiTHe creHeprupoBaHO HE OyeT.

* Log (Kypnai): korga reHepupyercsi cOObITHE, TEHEPUPYETCS U 3aIKCh
*kypHaia RMON.

* snmptrap: MoceuIaeT cooOIEHKE trap BCEM YCTaHOBJIEHHBIM MEHEKEpam
COOOIIeHUH trap.

* logandtrap: o coObITUM cO3[@eTCsl 3alUCh B JKypHaJle, IMOCHLIAETCA
cooOuieHue trap.

Event Last Time | Bpems nmocnennero coobrtus. 3nauenue sysUpTime, xorma coObITHE AIIs
3TOr0 BX0j1a ObLIO CTeHEPUPOBAHO MOCIIEIHUHN pas.

| Add New Entry |

Kuomnka CIIYKUT I ,Z[O68.BJ'I€HI/I$I HOBOM 3aIlHCH.

4.2.18. Network. CeTb

Port Security Limit Control Configuration. Ynpasiienue 6e3onacHocTu nopra

@ynkuus ynpasieHueM Oe3omacHocThio moprta (Port Security Limit Control) moxer
OTPaHUYMUTh YUCIIO MOJIb30BaTENEN, KOTOPHIM pa3pelleH JOCTYI K KoOMMyTaTopy Ha ocHoBe MAC-
aapecoB 1 VLAN ID (BemmonHsieTcs s Kaxaoro mopta). Kak Tompko 4Hcio MOIb30BaTeNeH,
KENAIOLIUX MOJIYYUTh JOCTYN K KOMMYTaTOpY, MPEBBICUT 3aJaHHOE YHUCII0, OYJET HEMEJIEHHO
BBINOJIHEHA BHIOpaHHAs OTlepalusl.

Hns JOCTyTa K HACTpOUKaM HE0OXOIMMO nepenTn o BKJIaJIKE
Configuration— Security—Switch—Network— Port Security—Configuration (Puc. 4.2.18.1)
(Tabn. 4.2.18.1).
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Port Security Configuration

Global Configuration

Aging Enabled |

Aging Period 3600 seconds

Hold Time |3-:|E- | seconds

Port Configuration

Port| Mode | Limit | Violation Mode | Violation Limit | Sticky | State
= |z L 4 == w 4 _
1 4 4 C Disabled
2 4 4 [  Disabled
3 4 4 [J  Disabled
4 4 4 [  Disabled
5 4 4 (0 Disabled
& 4 4[]  Disabled
7 4 4 [  Disabled
8 4 4 C Disabled
g 4 4 (0]  Disabled
10 4 4 (]  Disabled

Puc. 4.2.18.1- Ynpasienue 6e€30MacHOCTH MOpTa

Tabmuua 4.2.18.1— Yupasinenue 6€300aCHOCTH OPTA

System Configuration (Hactpoiika cuctemsr)

Aging Enabled

Bxmrounts ycrapeBanue. Eciam B 3TOM mone ycraHoBieH duar, TO
olieHMBaeTcs «Bo3pacT» Oe3omacHbix MAC-agpecoB B TOM CMbICIE, B
KOTOPOM OH yuuThIBaeTcs nmapamerpoM Aging Period (Cpok ycTapeBanus).
Korna ycrapeBanue BKIIOYE€HO, C TOTO MOMEHTA, KaK KOHEYHBIN XOCT CTaHET
6e3omacHbIM, 3amyckaercs Taiimep. Ilo ncredyenun TaiiMepa, KOMMYTaTOp
HAauMHAEeT WMCKAaTh KaJpbl KOHEYHOTO XOCTAa M, €CIH TaKUX KaJpOB He
HOSBIISIETCS B TEUEHUE CIeyoIero cpoka ycrapeBanus (Aging Period), To
NPEIOIaraeTcsi, YT0O KOHEYHBIM XOCT OTKIIOYHIICS M Ha KOMMYTaTope
0CBOO0XKJIAIOTCSI COOTBETCTBYIOIINE PECYPCHI.

Aging Period

Ecnu B mone Aging Enabled (Y cTapeBanue BKITIIOU€HO) yCTaHOBJIEH ¢iar, TO
CTaHOBUTCS BO3MOXKHO 337aTh JKeJaeMoe 3HaueHHne cpoka ycrapeanus. [1o
YMOJITYQHUIO YCTaHOBJIEH cpok ycrapeBanus 3600 cexkyHn. JlomycCTHMBIi
auanasod 3Hauenuit ot 10 go 10 000 000 cexkyH.

Hold Time

Bpemsi ynepxaHus, usMepseMoe B CEKyHJaX, HCIIOJIb3YyeTcs JUIs
omnpenenenuss Toro, kak poaro MAC-anpec xpanutcs B Tabnmuue MAC-
azpecoB, eciu ObUI0O OOHApY)XEHO, 4YTO OH HapyllaeT OrpaHUuYEHUE.
Honyctumsiii nuamnaszon coctasiaser or 10 go 10 000 000 cexynna, mo
yMourgaHumo - 300 cexkyH/I.

[Ipuunna coxpanenust Hapymawomero MAC-aapeca B Tabmune MAC-
aJIpecoB 3aKJII0YAETCS B IEPBYIO OYEPEb B TOM, YTOOBI TapaHTUPOBATh, YTO
onuH u TOT X6 MAC-anpec He BBI3BIBAET HENPEPHIBHBIX YBEIOMIICHUN
(ecny BKJIIIOYEHBI YBEJIOMJICHHUS O KOJMUYECTBE HApYIICHHH).

Port Configuration

(Hactpoiika nmopra)

Port

OtobpaxkaeTcst HOMep mopTa. “*” 03Ha4ar0T MPUMEHEHHUE KO BCEM IOPTaM.

Mode

BkirouaeT iy BEIKIIOYAeT YHpaBJICHUEC OIrPAHUYCHUEM KOJIMICCTBA XOCTOB

nopta (1o KaXJI0My MOPTY OTAENbHO). UT0OBI cienath JaHHYI (QYHKIIHIO
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paboTocmocoOHO, HEOOXOAUMO BKIIOYHUTH €€ Kak T00aabHO, TaK W IS
opTa.

Limit Bxmrodaer wim BBIKJTFOYAST YIPABIICHUE OTPaHUYCHUEM KOJIMYECTBA XOCTOB
nopta (1o KakJoMy MOPTYy OTACNbHO). UTOOBI cienath JaHHYIO (YHKIIHIO
paboTocmocoOHOM, HEOOXOAUMO BKJIIOYHTH €€ Kak TI00aabHO, TaK W IS
opTa.

Violation Mode Br160p pexuma npu npesbiiiennun npenena MAC-aapecoB Ha IopTy
Protect — HMYero He npeaNpPUHUMATD

Restrict - Ecim mpenen mocrurnyt, mocneayromme MAC-anpeca mopra
OyIyT MOJCYMTAHBI M OTMEYCHBI Kak Hapymaromue. Takue aapeca MAC
yaanstores u3 Tadnuubl MAC-agpecoB 110 UCTEUEHUH BPEMEHU Y 1€ KAHUS.
B nyumem ciyudae HapymieHus npeaeibHbiX 3HadueHuid MAC - anpec MOXeT
OBITH MIOMEUYEH KaK HapyIICHUE B TIOOOH MOMEHT BPEMEHH.

Shutdown- Ecnu mpegen QOCTUTHYT, TO 3TO NPUBEAET K OTKIIOYEHHUIO
nopTa. OTo 03HayaeT, yTo Bce 3amuimenHsie MAC-anpeca OyayT yaaieHbl
U3 [OpTa ¥ HOBBIE ajpeca He OYAYT U3YUEHBI.

Violation Limit Hactpoiika makcumanbHoro konuuectBa MAC-aapecoB, KOTOpbIE MOTYT
ObITh IIOMEYEHBbl KaK HapyIIAloUIHe 3TOT MOPT. DTO YHUCIO HE MOXKET
npesbimiath 1023. Ilo ymomyanuto - 4. OH uCHOJB3YyeTCS TOJIBKO TOTINA,
KOTJ]a YCTaHOBJIEH PE&XUM restrict

Sticky Bxutouenue npuxperuienuss MAC-aznpecos k nopty. Korna nopt HaxoauTcst
B pexxnMe sticky, Bce MAC-aapeca, KOTOpbIe B IPOTUBHOM CiTy4ae ObLTH
Obl UW3y4YEeHbl Kak JUHAMHYECKHE, Y3HAIOTCS KaK 3aKperjIeHHbIE.
[Tpuxpennennsie MAC-azipeca SBISIOTCSA YacThlo padoueil KoHpUrypanuu
U TMO3TOMY MOTYT ObITh coxpaHeHbl B startup-config. IlpukperieHHbie
MAC-aapeca COXpaHSIOTCS TpPU H3MEHEHHUU CCHUIOK (B OTJIMYHUE OT
TUHAMHYECKHX, KOTOpbIE MpPUJIETCS 3aloMUHATh 3aHOBO). OHHM Takke
BBIJICPKUBAIOT TEpe3arpys3Ky, eciim padodasi KOHQUTYpaLusi COXpaHEHa B
startup-config.

State OtoOpaskaeTcsi TEKyllee COCTOSHUE IMOpTa C TOYKHU 3PEHMS yHpaBiICHUS
OTpaHUYEHUEM KOJIMYECTBA XOCTOB MOPTA.

Port Security Static and Sticky MAC Addresses. Hacrpoiika cTraTH4ecKHMX H
¢puxcupoBanubix MAC-aapecos.

s JOCTyTa K HacTpoiKaM HE00X0IUMO nepenTn o BKJIAJIKE
Configuration— Security—Switch—Network— Port Security>MAC Addresses (Puc. 4.2.18.2)
(Tabn. 4.2.18.2).

Port Security Static and Sticky MAC Addresses

Delete | Port | VLANID | MACAddress | Type
| Delete | [Select... v | | 1| [00:00:00:00:00:00 | [Static w

| Add Mew MAC Entry |

Puc. 4.2.18.2 — Hactpoiika ctatnueckux u puxcupoBanHeIx MAC-anpecos

Tabmmma 4.2.18.2 — Hactpoiika cratnuecknx u pukcupoBaHHbix MAC-anpecoB

Delete Y 1anuTh TEKYLIYIO 3aIUCh
Port Howmep nopta, k kotopomy nipusizan MAC-anpec.
VLAN ID WNoeHtndpmkatop VLAN
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MAC Address MAC-agpec

Type Yka3bIBaeT THUI 3aMCH U MOKET ObITh CTATUYECKUM MM (DMKCHUPOBAHHBIM

| Add New MAC Entry |
a

Kuonk CITY)KUT JJIsI TOOABJICHHUS HOBOM 3aIUCH.

4.2.19. NAS (Network Access Server)

Kondurypuposanue ceppepa noctymna B ceTh (Network Access Server) mone3Ho B ceTeBoi
cpenie, B KOTOPOM JKeIaTelbHO ayTeHTU(UIIMPOBATh KIMEHTOB (supplicants) 10 TOro, Kak OHU
MOJTy4daT AOCTYII K pecypcam 3aiuiieHHon ceTu. s a3 hekTuBHOro ynpaBieHus JOCTYIIOM s
HeusBecTHbIX KiueHTOB, IEEE paspaboran cranmapr 802.1X, oOecrneunBaromuii mporeaypy
ayTeHTU(UKAMU Ha MOPTY, MPEJOTBPAIIAIOIIYI0 HECAaHKIIMOHUPOBAHHBIA JOCTYIl K CETH IO
3armpocaMm MOJb30BaTesei, BIEPBbIE MPENOCTABISAIONIMX YUYETHBIC JaHHbIE IS LeJlel
ayTeHTHUKauu. KoMMyTaTop, COeIMHSIOMNA KITMEHTOB U radius-cepBep, 00bIYHO paboTaeT Kak
ayreHtudukarop. s oOMeHa COOOIEHUAME ay TeHTU(DUKALUT MEXTY KIIMEHTaMH U yIaJIeHHBIM
RADIUS-cepBepoM, MpOBEPSIONIMM ayTEHTHYHOCTh IIOJb30BATENsl U €ro IpaBa JOCTYIIa,
ucnone3yercs EAPOL (pacmmpeHHBI TPOTOKOJ ayTEHTHU(HUKAIMK 0 JIOKAJIbHBIM ceTsM). Ha
JAHHOW CTpaHUIIE MO’KHO HACTPOUTH KOHPUTypaluio ayTeHTudukaropa nubo ramodaibHO, TU00
JUTSL KaXKJIOTO MOPTa OTIENBHO.
st JoCTyma K HACTpoiiKkaM HE00X0IUMO nepeunTu o BKJIAJIKE
Configuration—Security—Network—NAS (Puc. 4.2.19.1) (Ta6m. 4.2.19.1).

P

Network Access Server Configuration

System Configuration

Mode
Reauthentication Enabled C

Reauthentication Period 3600 seconds
EAPOL Timeout 30 | secands
Aging Period [300 | seconds

Hold Time [10 | seconds
RADIUS-Assigned QoS Enabled C

RADIUS-Assigned VLAN Enabled
Guest VLAN Enabled C
Guest VLAN ID 1
Max. Reauth. Count 2
Allow Guest VLAN if EAPOL Seen

Port Configuration

Port|  AdminState | MAQUTIAN0! | UVAN Enabiod - | VLAN Emabled | POTt State R

= e v r = =

1 Globally Disabled
2 Globally Disabled
3 Globally Disabled
4 Globally Disabled
5 Globally Disabled
6 Globally Disabled
7 Globally Disabled
8 Globally Disabled
a Globally Disabled
10 Globally Disabled

Puc. 4.2.19.1 — KondurypupoBanue cepBepa A0CTyIa B CETh

Tabmmma 4.2.19.1 — KondurypupoBanue cepBepa 10CTyIa B CETh
System Configuration (Hactpoiika cuctemsr)
Mode \ Bxtouaet Ha koMmmyTtaTope rio6anbHo 802.1X 1 ayTeHTH(UKAINI0 HA OCHOBE
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MAC- anpecos. Eciu rino6anbHO 3TH IPOTOKOJIBI BBIKIIIOYEHBI, Tepeada KaJpoB
OyzeT pa3pelieHa Ha BCeX MopTax.

Reauthentic | YcranoBute ¢nar B 3ToM 1oje, 4yTOOBl pa3pelIuTh KIMEHTaM MHOBTOPHYIO

ation ayTeHTH(UKALUIO [0 WCTCYCHWH HHTEPBala BPEMEHH, 3aJIAHHOIO B IIOJIE

Enabled "Reauthentication  Period" (MHTepBaJi NOBTOPHOW  ayTEHTH(HKALIUN).
[ToBTOpHYIO ayTeHTH(UKALUIO MOXKHO HCIIOIBb30BAaTh VISl OMPEACICHHS TOTO,
HOKJIFOYEHO JIM K MOPTY KOMMYTaTropa HOBOE YCTPOMCTBO.

Reauthentic | MlHTepBan BpeMeHH, 110 HCTEYCHUH KOTOPOT'O ITOIKITIOYEHHOE YCTPOHCTBO MOXKET

ation Period

OBITh ayTEHTU(PUIIUPOBAHO MOBTOPHO. [10 yMOTYaHWIO yCTAHOBJICH MHTEPBAI
noBTopHOU ayTeHTU(uKaruu 3600 cexyHza. JlomycTUMBbI nuamna3oH 3HaYCHUN
ot 1 10 3600 cexyn.

EAPOL HuTepBan BpeMeHH, B TEYEHHE KOTOPOT0 KOMMYTATop OyAeT 05KUJaTh OTBET OT

Timeout NOJIaBLIET0 3alpoc Ha JOCTYIl K CETH YCTpPOMCTBA B TEUEHUE CECCUU
ayTeHTHU(UKAIIMU TIepe] TeM, Kak mepenath makeT Request Identify (3ampoc
unentudukammn) EAPOL. [lo ymonuanuto 3amano 30 cexynn. Jlomyctumsbiid
Jana3oH 3Ha4eHui ot 1 10 65535 cexkyH.

Aging WuTepBan BpeMeHHU, ONpEeAesolui AONYyCTUMOE BpeMs JOCTyna KJIMEHTa K

Period KoMMmyTatopy s ayreHTudukanuu no 802.1X u MAC- aapecy. [1o ymonuanuio
coctasisieT 300 cexyna. Jonmyctumsiii auana3zon 3Hadenuit ot 10 mo 1 000 000
CEKYH]

Hold Time | Bpewms, mo ucreyennu KOToporo HHauIupyercst orkaz EAP, nmu6o npeBblimeHme
untepBasia oxxuganusd RADIUS, u3-3a yero KiIMeHT HE MOJIY4YMJ JOCTYI. JTa
HACTPOWKa MPUMEHSETCS K TIOpTaM, pabdOTaroIUM Npu ayTeHTH(uKanuu Single
802.1X, Multi 802.1X nnu Ha ocHoBe MAC - aapecos. [1lo ymonyanuio Bpems
yaepkuBanus cocrapisger 10 cekyna. Jonmyctumsiii quanazoH 3HadeHuit ot 10
10 1 000 000 cexkyHa.

Radius - VYcranoBure ¢uiar B 3TOM 1oJie, 4TOOBI rI100a7IbHO BKIIOUUTE QO0S, Ha3HaYaeMbli

Assigned RADIUS.

QoS

Enabled

Radius- Homep VLAN, nasHauennbliii RADIUS, o6ecneunBaer cpeactsa A

Assigned [EHTPaATM30BaHHOTO yrmpaBieHuss VLAN, KOTOpoMy NpWHAIJIEKUT YCIICITHO

VLAN ayTeHTU(ULUPOBAHHOE YCTPOWUCTBO, MOAKIIOUEHHOE K KommyTaropy. s

Enabled VLAN, npucBoernomy npotokosniom RADIUS, Oyxer knaccupuimpoBarbest U
KOMMyTHpoBaThcs Bxoasamuii Tpaguk. RADIUS-cepBep nomkeH ObITh HACTPOEH
Ha repenavy cnenuanbHbix aTpudyToB RADIUS s nmonmyyeHus NpeuMyILecTs
oT 3To (ynkmuu. YcranoBka ¢uara B mone "RADIUSAssigned VLAN
Enabled" no3Bosisier ObICTpO (171006a7bHO) BKIIOYUTH/BBIKIIOUUTH MPUCBOCHUE
RADIUS-cepepom Mmetok VLAN. Korma ¢mar ycraHoBieH, IyOJMKAThI
HACTPOEK MHIMBUAYAIbHOIO IOpPTa OMNPEIEINAIOT, BKJIIOYEHO JIA Ha JaHHOM
nopty npucBanBanue VLAN mporokorom RADIUS. Korna dnar B mosne cHAT,
npucBanBanie VLAN nporokosom RADIUS oTkI04€HO Ha BCEX NOPTax.

Guest I'ocreBas VLAN saBnsgercsa cnenuanbHoii VLAN, TUNHMYHBIM Ha3HAYCHHEM

VLAN KOTOPOM SIBISIETCA IPENOCTABICHUE OTPaHUYEHHOro Jocrymna k cetu. Korma

Enabled ¢uar ycranoBieH, 1yOJIMKaThl HACTPOEK WHAMBUYATBHOTO ITOPTa ONMPEEISIOT,
MOJKET JI1 1opT ObITh epeMerieH B rocteByto VLAN. Korna ¢uar B mosne cHAT,
BO3MOXXHOCTh IepeMeleHus nopra B rocteByro VLAN oTkimrodueHa Ha Bcex
opTax.

Guest Homep VLAN ID paGortaer Toiabko B TOM ciydae, korja rocreBas VLAN

VLAN ID BiitoueHa. VLAN ID npencrasnser cob6oil 3HaueHue, IpucBauBaeMoe MopTy,

ecid nopT nepememaercss B rocreByto VLAN. Jlnana3oH 3HadeHmii: ot 1 1o
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4095.

Max. MakcumanbHOE YHCIO MOBTOPHBIX ayTeHTHU(UKAIui. MakcMMallbHOE YHCIIO
Reauth. nepeaad KOMMyTaTopoM Kajpa 3ampoca uaeHtudukanun EAPOL, ocratonmxcs
Count 0e3 oTBeTa mepea TeM, Kak mopt OyzaeT nodasieH B rocteByto VLAN. 3Hauenue
MOeT OBITh U3MEHEHO TOJIBKO B TOM ciiyuae, eciu rocreBas VLAN BkiodeHa
rio0anbHo. Jnanazon 1~255.
Allow Paspemars rocreByro VLAN, ecinu Bunen EAPOL. KommyTtaTop nomMHUT, ObL1
Guest mu npuHAT kKajap EAPOL B teuenue Bpemenu xu3Hu nopra. Korga kommyratop
VLAN if MPUHUMAET pelleHre o Bxojie B rocreByto VLAN, oH cHauana mpoBepsier,
EAPOL BKJIIOUEHA UJTU BBIKIIFOUEHA 3Ta onius. Eciu oHa BeikitoueHa (¢uiar B rmose CHAT
Seen — 3HaYEHUE 10 YMOJIYaHUI0), KOMMYTaTop BoiizneT B rocreByto VLAN Tonbko B

ToM ciydae, ecinu kaap EAPOL He Obul PUHSAT HA MOPTY B TEUEHHUE BPEMEHU
KU3HU mopTa. Ecnu onius BrodeHa ((iar B mosie ycTaHOBJICH), KOMMYTATOP
BoieT B rocteByto VLAN, naxe ecim kaap EAPOL Obut nmpuHAT Ha TIOPTY B
TEYCHHE BPEMCHH KU3HU IMOPTA. 3HAYCHUE MOXKET OBITh U3MEHEHO TOJIHEKO B TOM
ciyyae, ecyii rocteBass VLAN BKiIroYeHa T7100JIBHO.

Port Configuration (Hactpoiika mopra)

Port Howmep nopta. “*” o3HauaeT npuMeHeHHe KO BCEM IOpPTaM.

Admin Bribupaer pexxum ayreHTr(uKanuy mopta. Jlannas HacTpoiika paboTaeT TOJIbKO

State B TOM cliyuyae, Korjaa riao0anbHOo BKIOYeH NAS. Pexxumbl pabGotsl: ¢ Force
b

Authorized (IlpunyautensHas aBTopu3anms): B 3Tom pexume paboTel 56
KOMMYTAaTOp OTIPABUT OJIMH KaJp ycrnemHou (ayreHtudukanun) EAPOL, ecnu
OCYIIECTBJISIETCS MOAKIIOUEHUE K TIOPTY, NPU ITOM JIIOOOMY KJIMEHTY Ha HOPTY
OyZAeT pa3pellieH JI0CTYI K ceTH 0e3 ayTeHTU(UKALIH.

* Force Unauthorized (IlpunyautenbHast He aBTopu3anms): B sTom pexume
paboThl KOMMYTATOpP OTIIPABUT OAMH Kaap oTKaza (ayreHTudukanun) EAPOL,
ecsi Oy/1eT OCYLIECTBIISIETCS OJKIOYEHHE K ITOPTY, IIPU TOM JIFOOOMY KIIUEHTY
Ha MopTy OyJeT 3ampelieH J0CTYH K CETH.

» Port-Based 802.1X (802.1X nHa ocHoBe mopta): B srom pexume pabOThI
Tpebyercsi, 4ToOBl cepBepoM ayTeHTH(uKauuu Obl1 aBTOpH30BaH dotlx-
COBMECTHUMBIM KiueHT. Kimenram, He oOnagaronuM dotlX-cOBMECTUMOCTBIO,
nocTyn Oy/eT 3ampelieH.

* Single 802.1X (AyreHnTu(uKalys IpeUMyIIECTBEHHO OAHOI0 YCTPOHUCTBA MO
802.1X): B pexume pabots! Single 802.1X, ayTeHIHMPUINPOBATLCS HA MOPTY
OylleT MPEeUuMYIIECTBEHHO OJTHO KJIMEHTCKOE YCTPONCTBO, OTIPABUBIIIEE 3aIIPOC
Ha JIOCTYI K pecypcam ceTH. [ CBA3M MeXAy KIMEHTCKHM YCTPOHCTBOM U
KOMMYTaTOpOM HCHOJIb3yIOTCs HOopMasibHble Kaapel EAPOL. Ecnu x mopty
HOJKJII0UYEHO 0oJiee OJTHOTO KIMEHTCKOI'O YCTPOWCTBA, MEPBBIM M3 HUX OyneT
CUMTATHCS TO, KOTOPOE MOSIBUIIOCH PaHbIlI€ BCEX OCTAJIbHBIX B TOT IIEPUOJ, KOTAa
nopt Obl1 BKIIOYEH. EcioM Takoe KIMEHTCKOE YCTPOMCTBO HE OTHpPaBUIIO
NpaBWIbHON y4eTHON MH(OpMalMM B TEYEHHWE 3aJaHHOIO BPEMEHM, IIAHC
HOJYYHT JPYToe KINEHTCKOoe yCTpoiicTBo. Kak TOIbKO KJIMEHTCKOE YCTpOilcTBO
OyleT ycCmemrHo ayTeHTU(PHUIIMPOBAHO, TOJBKO €My OyJeT paspelieH IOCTYII.
Oror pexuMm paboTel  sBIsSeTca  HauOonee  Oe30MacHbIM M3  BCEX
NOJJIEP’)KUBAEMBIX PEXUMOB. B 3TOM pexxume nis obecrieueHus: 6€30MacHOCTH
MAC - agpeca KIMEHTCKOTO YCTPOUCTBA HCIIONb3yeTcs Moty b “Port Security”
(bezonmacnocts mopTa) (mocie TOro, Kak YCTPOMCTBO OyneT yCHEeurHo
ayTeHTU()ULIUPOBAHO).

* Multi Single 802.1X (Ayrentudukanus maorux 57 yctpoiicts o 802.1X): B
pexxume padotel Multi 802.1X, ogHO uan 60s1ee KIMEHTCKUX YCTPOHCTB MOTYT
OBITH ayTEHTHU(PUIIMPOBAHBI HA OJHOM U TOM K€ MOPTY B OJTHO U TO K€ BPEMS.
Kaxoe KIMEHTCKOE YCTPOMCTBO ayTeHTH(PUUUpPYETCs MHIMBHIYaJIbHO; €ro
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6e3omacHocThb B Tabmmie MAC - anpecoB obecrieunBaet Moayis “Port Security”
(beszomacHocTs mopTa).

* MAC-based Auth. (ABropu3amus Ha ocHoBe MAC - afipecoB): B OTJIHYUE OT
ayreHtudukaruu 802.1X, npu ayrentudukanuu Ha ocHoBe MAC - anpecoB He
npuHuUMaroTces U He nepenarorcs kaapsl EAPOL. Ilpu ayrentudukanum Ha
ocHoBe MAC - anpecoB, Al OJOBUHBI KJIMEHTOB KOMMYTaTop paboTaer, Kak
KIIMEHTCKOE YCTPOWCTBO, IOCJIABIIEE 3alIpOC Ha JOCTYIl K pecypcaMm CETH.
Hauanphelii xkaap (1r060ro Tuma), OTHPAaBICHHBIM KIMEHTOM, aHAJIW3UPYETCs
KOMMYTaTOpOM, KOTOPBI, B CBOIO o4epenb, ucnonb3dyeT MAC - aapec KiIueHTa
B KayeCcTBEe HMEHU MOJIb30BaTelIs U MapoJid B OCIEAYIONIEM 0OMEHE JaHHBIMU C
RADIUS-cepBepom o EAP. 6-6aiitasiii MAC - aapec npeoOpa3yercs B CTPOKY
BHJIa "XX-XX-XX-XX-XX-XX", TJie THpe (-) HCMOJb3yeTCsS B KauyecTBE CHMBOJIA-
pasienuTens MEXIy —IIeCTHaAUATepUUHbIMU  mHdpamu  (3aIMCaHHBIMU
CUMBOJIaMU HIDKHEro perucrtpa). KoMmMmyTtatop noaaepKuBaeT TOJIBKO METO]
ayrentuduranun MDS5-Challenge, nostomy RADIUScepBep momkeH ObITh
COOTBETCTBYIOIIUM 00pa3oM CKOH(QHUTYPUPOBAH.

Radius- YcranoBure (aar B 3Tom mose, uto0sl BKiounTh RADIUS-Assigned QoS na

Assigned MOPTY.

QoS

Enabled

Radius- YcranoBure ¢uiar B 3ToM nosze, uro0sl Bkiounth RADIUS-Assigned VLAN na

Assigned MOPTY.

VLAN

Enabled

Guest YcranoBure ¢iar B 3ToM 1oJe, 4T00bI BKIIIOYUTH TocTeByl0 VLAN Ha mopTy.

VLAN

Enabled

Port State OTtoOpaskaeTcs TeKyIlee COCTOsHUE MopTa (B cMbiciie ayTeHTudukanun 802.1X).
BO03MOXHBI ClIeyIONIHE COCTOSHUSA:
* Globally Disabled (I'mo6ansHo BbIKIIOUEH): AyTeHTH(uKanus no 802.1X u
ayreHTudukaius no MAC-aapecam rio0aabHO BBIKITIOYEHBI.
* Link Down (Ilopt BbixitoueH): AyteHtudpukamus no 802.1X wu
ayreHTuukanuss no MAC-anpecam BKIIOYEHBI, HO K TIOPTY HHUYEro He
HOJKIIFOYEHO.
* Authorized (ABtopuzoBan): IlopT mNpPUHYIUTENbHO NEPEKIIOUEH B
aBTOPM30BAHHBIA pPEXUM pabOThl M KJIMEHTCKOE YCTPOMCTBO YCIIEIIHO
ABTOPH30BAHO.
* Unauthorized (He aBropu3oBan): IlopT mpUHYyAUTENBHO NMEPEKIIOYEH B HE
ABTOPH30BAHHBIA PEXUM pabOTHI, aBTOpU3ANMUS KIMEHTCKOTO YCTPOWCTBA
RADIUS-cepBepoM Obl1a HEYCHELTHOM.
* X Auth/Y Unauth (X aBropu3oBano/Y He aBTOpu30BaHO): [lopT paboraer B
pEeKUME C MHOYKECTBOM KIMEHTCKHUX YCTPOMCTB. X KJIMEHTCKUX YCTPOWCTB
AaBTOPH30BaHO, a Y — HE aBTOPHU30BaHO.

Restart [Tpu nepe3anycke ayTeHTH(PUKALUN KIMEHTa UCHOIB3YETCS OMH U3 METO/IOB,

OTMHMCaHHBIX HIDKE. MmMeliTe B BUly, YTO KHOTIKH TIepe3anycka paboToCIocOOHBI
TOJIBKO B TOM CJIy4ae, KOrJa Ha KOMMYTaTOpe TIJI00albHO BKJIIOYEH PEXUM
ayreHTudukanuu (Ha ctpanuue System Configuration (Hactpoiika cuctemsi), a
Admin State (AZIMUHHCTpPaTUBHOE COCTOsIHKE) IOpTa uMeeT 3HauyeHne EAPOL-
based (Ha ocHoBe EAPOL) mnin MAC-Based (na ocaoBe MAC-aapecos). [1pu
Ha)KaTHUHM KHOIIOK HACTPOWKM Ha CTpaHHMIe M3MEHEeHbI He OyayT. Reauthenticate
(IToBropHas ayrentudukauus): IlopropHas ayreHTHduKanus B TOM ciydae,
KOTJ]a MCTEKaeT MEepHoj THUIIMHBI Ha MopTy (ayTeHTH(UKaLus Ha OCHOBE
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EAPOL). IIpu ayrentudukannu Ha ocHoBe MA C-apecoB, IOIMBITKa TOBTOPHOM
ayTeHTHUKAIMK  OyneT TmpeAanpuHsTa HeMmeieHHo. Kaomku — OyayT
paboToCOCOOHBI, €CIIN KIIMEHTHI YCIICUTHO ayTEHTH(QHUIIMPOBAHBI HA TIOPTY, U HE
OyayT paboTOCIIOCOOHBI, €cIM KIMEHTbl BPEMEHHO HE aBTOPU30BaHBbI.
Reinitialize (IToBTopHass WHHIMANM3aLMsA): BBIIOIHIAECTCS NPHHYAUTEIbHAS
IOBTOpHAs MHUIMANU3alsl KIMEHTOB Ha IOPTy, a 3aTeéM — HeMeJUIeHHas
noBTopHas ayTeHTU¢ukanmus. Korma wuzmer mNoBTOpHAas ayTeHTH(HKALWA,
KJIMEHThl OyyT epeBe/ieHbl B HEABTOPU30BAHHOE COCTOSIHUE.

4.2.20.

ACL. Cnucku gocryna

ACL sBnsieTcst mociieIoBaTeIbHbIM CIIMCKOM, UCTIOJB3YEMbIM JIJISl pa3pelIeHuUs UK 3ampeTa
JocTyna Mojib3oBaTenell K WHGOpMAalMKd WIA K BBIIOJHEHUIO 33Jad 0 ceTh. B naHHOM
KOMMYTATOpE IMOJIb30BaTEIM MOTYT 3a/aTh IpaBWja, NMPUMEHsSEMbIe K HOMEpam IMOPTOB JJisi
pa3penieHusl Wi 3anpera onepauui Wi OrpaHWYEeHUs MpefesnbHOu ckopocTtu. i noctyna K

HacTpOMKaM

HE00XO0AMMO nepenT o BKJIQJIKE

Configuration— Security—Switch—Network—ACL.
ACL Ports Configuration (Koudurypupoanne ACL nnst moptoB) (Puc. 4.2.20.1) (Tabumn.

4.2.20.1).

ACL Ports Configuration

Port | Policy ID | Action [ Rate Limiter ID | Port Redirect [ Mirror | Logging | Shutdown | State [ Counter

* 0 |c> vl |c> vl Port 1 |<> v| |<> vl |:> vl |<> v| *

Disabled

A

Port 2
Disabled

-

0| [Permit | [Digabled v | Fort 1 |Disabled v | [Disabled v | [Disabled | |Enabled » | 0

Pot2 -
Disabled

(58]

(5]

2 0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled v | [Disabledw | |[Enabled | 616455
| o [Pemitv] [Disabled v|  |Pert 1 [Disabled v | [Disabled w| [Disabled | [Enabied | 0
4 0] [Pemitv] [Disabled~|  |Port 1 |Disabled v | [Disabled v | |Disabled | [Enabled v | 0

0| [Permitw | [Digabled v | Port 1 |Disabled v | [Disabled v | [Disabled | |Enabled » | 0

Pot2 ~
Disabled

Pot2 -
Disabled

Pot2 ~
Disabled

& 0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled »| [Disabled v | [Enabled + | 0

Port2 -
Disabled

Pot2z
Disabled

7 0| [Permitw| [Disabled v | Port 1 [Disabled v | [Disabled »| [Disabled~| [Enabled +| 0

Pot2z ~
Disabled

oo

0| [Permitw | [Disabled v | Port 1 |Disabled v | [Disabled | |Disabledw | |Enabled w | 1]
o [ 0| [Permitw] [Disabled~|  |Port 1 [Disabled v | [Disabled v| |Disabled~| [Enabled | 0

10 [ o] [Pemitv] [Disabledw|  |Port 1 [Disabled v | [Disabled v| [Disabled v | [Enabied v | 0

Pot2 ~
Disabled

Pot2z ~
Disabled

Pot2 ~

Puc. 4.2.20.1- Koudurypuposanue ACL ans noptos

Tabmuna 4.2.20.1—- KondurypupoBanue ACL nis noptoB

Port

Homep nopra

Policy ID

[IpucBanBaer MAECHTHU(PUKATOP MPAaBUJ CIHCKA JOCTyMNa OMNpPEIEICHHOMY
nopty. IlopT MoXeT UCOaAb30BaTh TOJIBKO OJMH UICHTU(UKATOP MpPaBUI
CIIHMCKa JIOCTyIa, OJIHAKO, UIACHTU(PHUKATOP MPaBWJI CIHCKA JOCTyHa MOKET
ObITh NPUMEHEH KO MHOruM mnoprtam. Ilo ymomyanuio ujeHTH(UKATOP
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uMeet 3HaueHue 0. JlonycTuMbli auana3oH 3HadeHui 0~255.

Action

Paspemaer mim 3ampemaer Kaap Ha OCHOBE TOTO, COTJIACYETCS JIM OH C
MIPABUIIOM M3 PUCBOSHHOMN TPYIIIBI IPABUII

Rate Limiter ID

BriOupaer uaeHTHPHUKATOp OTPAaHUYHUTENS CKOPOCTH, NMPUMEHSEMOTO K
noprty. [IpaBuiio orpaHUYHUTENS] CKOPOCTH MOXKET OBITH 33JJaHO HA CTPAHUIIC
HacTpoiiku “Rate Limiters” (OrpaHu4uTeI CKOPOCTH).

Port Redirect

Br160op nopTa, Ha KOTOPBIH MEePEeHaNPABIISIOTCS COTIACYIOIIUECS KaJIPhI.

Mirror

Bxrouaer wnm BbIkITIOuaeT GpyHkuuio 3epkanupoBanus. Korma dynkuums
3epKaTUPOBaHUsl BKIIOYEHA, KOMHUU COTJIACOBAHHBIX KaapoB OyayT
3epKaJIUpPOBaTHCS B MOPT HA3HAYCHMS, 3a/IaHHBIM HAa CTPaHMIIE HACTPONKU
“Mirror” (3epkaiio). ITUM MapaMeTpoM 3aJaeTcs 3epKaTUPOBAHUE MTOPTA HA
ocHoBe ACL, a mopr 3epkaiMmpoBaHUs 3adacTCsl Ha OOIINEH CTpaHHIIC
HACTPOMKHM 3€pKaja, peaJM30BaHHOM He3aBUCUMO. [l HMCHOJIb30BAHUS
3epkanpoBanus Ha ocHoBe ACL BrimtounTe napametp Mirror (3epkaiio) Ha
crpanuiie ACL Ports Configuration (Hacrtpoiika moptoB ACL). 3arem
otkpoiite ctpanuiyy Mirror Configuration (Hacrtpolika 3epkana), B moie
“Port to mirror on” (ITopT, B KOTOPBII TPOU3BOIAUTCS 3EPKATHPOBAHIC)
3amaiite TpeOyeMblii mopT HasHadeHus, noje “Mode” (Pexxum paboThI)
ocraBbTe Disabled (Bpikitouen).

Logging

Bxirouaer perucTpaiuio coriacyromuxcs KaJipoB B CUCTEMHOM KypHaJe.
Jlis mpocMOTpa CIHCKa CUCTEMHBIX COOBITHIA, BOMIUTE B MEHIO System
(Cuctema), 3aTeM HaXMHUTe MbIbl0 omuuio “System Log Information”
(Undopmarusi CHCTEMHOTO KypHasa).

Shutdown

OTO moje NO3BOJISICT 3a/laTb, CJICAYCT JIM OTKIKOYaThb IIOPT, KOraa
COTJIACYIOIUCCA KaJAPhI IMOABJIAOTCA HA IMOPTY.

State

Br16op cocTosiHus mopra:
* Enabled (BxtounTh): 103BOJISET NEPEOTKPHITH MOPT.
* Disabled (BbIKIIIOYUTB): TO3BOJISIET 3aKPHITH TOPT.

Counters

Yucno xaapoB, KOTOPbIE COINIACYIOTCS C MpaBWIaMH, ONPEICICHHBIMHU B
BbIOpAaHHOMW IpynIe NpaBul.

Rate Limiters (Orpanuuurtenn ckopoctn) (Puc. 4.2.20.2) (Ta6.. 4.2.20.2).
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ACL Rate Limiter Configuration

Rate Limiter ID | Rate |
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Puc. 4.2.20.2 — Orpanu4uTenu CKOpoOCTH

Tabmmna 4.2.20.2 — OrpaHHYUTEN CKOPOCTH

Rate Limiter ID OTtoOpaskaeTcsi HICHTU(HUKATOP KaXKIOTO OTPAHUIHTENIS] CKOPOCTH

Rate YkazaHO MOpOroBoe 3HaUEHUE, MPU MPEBHIIICHUN KOTOPOTO MaKEThI
OyayT oTOpacheiBaTbes. Jlnana3zoHn gomycTuMbIX 3HaueHuit 0~3276700
pps (makeros/cek.) uau 1, 100, 200, 300...1000000 k6ut/c.

Unit Br10op enuHuUIl H3MEPEHHSI CKOPOCTHU

Access Control List (Cniucok nocryna) (Puc. 4.2.20.3) (Ta0.. 4.2.20.3).

Comucok joctyna 3aJaeT npaBwia (QUIbTpandyd Il TOJUTUKH JOCTynma — JUIst
ONIPEAEIIEHHOIO IOpTa WM sl BceX NoproB. [IpaBuina, mpuMeHEHHBIE K IMOPTY, HAYMHAKOT
JIEMCTBOBATH HEMEIICHHO.

Access Control List Configuration

ACE [ Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter |

Puc. 4.2.20.3 — Cniucok gocryna

Tabauna 4.2.20.3 — Cnucok goctyna

Ingress Port

Bxopsnmi nopT ieMeHTa CMCKa JOCTYIa.

Policy Bitmask Howmep nosnutuku u Macka 6uto ACE.

Frame Type Tun kagpa, COrIacyromerocs ¢ 3TUM MPaBUIIOM.

Action Otobpaxkaercst TN omepanuu - permit (pazpemmts) aubo deny
(3anpeTuTs).

Rate Limiter

OTo6pa>1<aeTc;1, BKJIFOUCH WJIW BBIKIIFOYCH OIrpaHUYUTCIIb CKOPOCTH, KOTI'Ia
HaﬁjleHBI COTJIaCYIOIUECA Kaapbl

Port Redirect B stoMm mone oToOpaxaeTcs, BKIIOYEHO MJIM  BBIKIIOYECHO
HepeHanpaBIeHIe TOpTa.
Mirror B »toM mone oroOpakaercsi, BKJIIOUEHA WJIM BBIKJIIOYEHA (DyHKIHMS
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3epkaina.

Counter

B sTom mone oToGpaxkaeTcsi YMCiI0 KaapoB, COTIACYIOUIMXCSA ¢ KaKHMMH-
1100 IpaBUIIaMU, OIPEIEIEHHBIMU JUIsl 3TOTO CIMCKA JIOCTyIa.

Uto06b1 70OABUTH HOBBIH 3JIEMEHT CITMCKA JOCTYyTAa HAKMUTE MBIIIBIO Ha 3HaK muitoc (Puc.
4.2.20.4) (Tab6n. 4.2.20.4).

ACE Configuration

Second Lookup | | Disabled i Action Permit W
All Rate Limiter
Ingress Port Egg ; Mirror
Port 3 Logging
Port 4 < Shutdown
Policy Filter Anvy h Counter 0
Frame Type Any o

VLAN Parameters

<

202.1Q Tagged | | Any
VLAN ID Filter | |Any w
Tag Priority Any w

Puc. 4.2.20.4 — HoBEbIi1 dJIeMEHT CIIUCKA

Taomuua 4.2.20.4— HoBblii 271€MEHT CIIMCKA

ACE Configuration (Hactpoiika ACE)

Ingress Port

BriOepuTe BXOoASIIMIA TOPT /I 2JIEMEHTA CIIUCKa goctyna. Beidepute “All”
(Bce), uro0bl IpUMEHUTH IPABUIIO CIIMCOK JIOCTyIIAa KO BCEM IOpTaM JIMO0
BBIOpaTh OMpeIeICHHBINA TOPT.

Policy Filter Boi6op tuna ¢uiubtpa nonutuku. “Any”’ (JIroOGoit) o3Hadaer, 4TO ITOMY
NpaBUIy He NpUCBOEHO (uibTpa monuTuku. 63 Bribepure “Specific”
(CnenuanbHblil), 4TOOBI OT(PUIBTPOBATH KOHKPETHYIO MOJIUTUKY IO
nanHomy ACE.

Frame Type BriGepute cornacyromuiics TtHn kKazapa. [J{OCTYNHBI CIEAYIOIINE THUIIbI
kagpoB: Any (JIro0oii), Ethernet, ARP, IPv4. Ilo ymoiuaHMIO MOKHO
WCIIOJIH30BATH JIFOOOW THII KaJpa.

Action BriGepuTe THI oneparuu - permit (pa3pemuts) au60 deny (3anpeTUTh).

Rate Limiter

[lo3BosisieT BKJIIOYUTH WM BBIKJIIOUUTH OIPAaHUYUTENb CKOPOCTH, KOTrJa
HalJeHbl COMIACYIOIIMECS KaJIPhl.

Mirror [To3BoJIsieT BKIIFOYMTD WJIM BBIKJIIOUMTD (DYHKIIMIO 3epKaja.

Logging [To3BonsieT BKIIOYUTH WJIM BBIKIIOYUTH PETHUCTPAMI0O B CHCTEMHOM
KypHaJe JUIs COIIaCYIOIUXCs KaJpOB.

Shutdown [To3BomsieT BKJIIOUWTH WM  BBIKIIOYUTH OTKJIIOYEHHE TMopTa JJis
COTJIACYIOLTMXCS KaJIPOB.

Counter B sTOM nose oToOpakaeTcst 9uciio KaipoB, COTIACYIOMINXCS C KAKIMHU-JTHO0

IIpaBHUJIaMH, OMPCACIICHHBIMU JId 3TOT'O CIIMCKA JOCTYIIA.

VLAN Parameters (ITapamerpst VLAN)

802.1Q Tagged

[To3Bonsier BbIOpaTh, JOJKHBI JIM KaJapbl COAEpXkaTh TE€rH (TO €CTh ObITH
TErHPOBAHHBIMU).

VLAN ID Filter

[To3Bossiet Bb1OpaTh puibTp VLAN ID s nannoro ACE.
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* Any (JIro60i1): punstp VLAN ID He 3axaH.

* Specific (CnenunanpHbiii): mo3BosseT 3anath Homep VLAN ID. Kaap ¢
3aganHbIM HoMepoM VLAN ID, cornacyrommiicst ¢ nanHbiM npasusiom ACE.
Tag Priority ITo3Bonsier BBIOpaTh 3HaueHue User Priority (IIpuoputeTr mosaws3oBaresns),
HaenHoro B rere VLAN mis coryiacoBanust ¢ JaHHBIM IIPABUIJIOM.

4.2.21. IP Source Guard. 3amura IP-agpeca ucroununka

Just J0CTyTIa K HaCTpOMKaM HEOOXO0IMMO nepenTu o BKJIaJIKE
Configuration—Security—Switch—Network— [P Source Guard. Configuration (Hactpoiika)
(Puc. 4.2.21.1) (Tabn. 4.2.21.1).

IP Source Guard Configuration
| Mode ||Disa|:|ledv |

| Translate dynamic to static |

Port Mode Configuration

Port | Mode | Max Dynamic Clients
= V= v
1 | Disablad + || Unlimited ~ |
2 | Disabled w |[ Unlimited w |
3 | Disabled w || Unlimited v |
4 | Disabled w || Unlimitad v |
5 | Disablad + || Unlimited ~ |
& | Disabled w || Unlimited w |
7 | Disabled w || Unlimited v |
% | Disabled w || Unlimitad v |
o | Disablad + || Unlimited v |

10 | Disabled v || Unlimited w |

Puc. 4.2.21.1- Hactpoiika

Tabmuua 4.2.21.1— Hactpoiika

IP Source Guard Configuration (Hactpoiika 3ammtsl [P-agpeca ncrounmka)

Mode Bxirouenne wim  BbIKIOueHue  3amuThl  [P-agpeca  ncrouHmka
(rnobasibHOE)

Translate dynamic | HaxxmuTe Ha 3Ty KHOIIKY, 4TOOBI IpeoOpa30BaTh JUHAMUYECKHE 3aIHCH B
to static CTaTUYECKHE.

Port Mode Configuration (Hactpoiika pexuma padOThI TOpTa)

Port Howmep nopTa. “*” o3HayaeT NpuMEHEHHE KO BCEM MOPTaM.

Mode BxiroueHnne nnm BeIKIrOYeHUE 3aniuThl [P-agpeca ncTOYHMKA Ha MOPTY.
[Toxanyiicta, umeiite B BuAy, [Uld TOro 4rooOsl 3ammra [P-agpecos
HMCTOYHHKA paldoTayia, JOHKHBI OBITh BKIIFOUECHBI M TJIOOATBHBIA PEXKUM
paboThl, U peXHUM pabOThI HA MOPTY.

Max Dynamic Bribepute MakcuManibHOE YHUCIO JTWHAMHYECKHX KIHUEHTOB, KOTOPHIE
Clients MOTYT ObITh 00yueHBI Ha OpTy. Bo3MoxHBI cienyromue BapuanTsl: 0, 1,
2, unlimited (HeorpanmueHHoe KojudecTBO). Eciu BKIIOYEH pexXUM
paboThI MOpTa U MaKCUMAaJIbHOE YMCIIO KJIMEHTOB paBHO 0, KOMMYyTaTOp
Oyner Toibko mnepenaBaTh I[P-makeThl, KOTOpbIE COIJIacyroTcs CO
CTaTUYECKUMHU dJieMeHTaMu criucka (IP-anpecamu) Uit JaHHOTO MOPTA.
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Static Table (Taéauna cratuuyecknx 3anuceii) (Puc. 4.2.21.2) (Taba. 4.2.21.2).
Static IP Source Guard Table

Delete | Port | VLANID | IP Address | MAC address
| Delete | [1 w] | || ||

| Add New Entry |
Puc. 4.2.21.2 — Tabnuua craTUYECKUX 3aIUCEN

Tabmuua 4.2.21.2 — Tabauia cTaTHYeCKNUX 3alucei

Delete Y 1anuTh TEKYIIYIO 3alUCh

Port [TopT, AJIs1 KOTOPOro CO3AETCsI CTATUYECKAs 3AIUCh.
VLAN ID Benure panee ckonurypupoanusiii Homep VLAN ID.
IP Address Breaute xoppektHsiii [IP-agpec.

MAC Address Baeaute xoppektHbiii MAC-aapec.

| Add New Entry |

Knomnka CIIYKUT IS I[O68.BJ'ICHI/I$[ HOBOM 3aITHCH.
4.2.22. IPv6 Source Guard. 3amura IPv6-aagpeca ucrounuka
Hns JIOCTyTa K HacTpOMKaMm HE00X0TUMO MepenTn o BKJIAJIKE

Configuration— Security—Switch—Network— IPv6 Source Guard. Configuration (Hactpoiika)
(Puc. 4.2.22.1) (Tabn. 4.2.22.1).
IPvé Source Guard Configuration

Please note:

Enabling this function requires you to change the Key Type to "MAC and IF Address” for all
paorts that will receive DHCPVE packets.

You can do this in the QoS Port Classification page.

| Mode | [Disabled v ] |

| Translate dynamic to static |

Port | Mode | Max Dynamic Clients

® =i L = L
Gi 1/1
Gi 1/2
Gi 1/3

Puc. 4.2.22.1 — Hactpoiika

Tabauna 4.2.22.1 — Hactpoiika

IPv6 Source Guard Configuration (Hactpoiika 3ammtel [Pv6-agpeca ncTouHHKA)

Mode Bxirouenne wnm  BeIKIIOYEHWE 3amuThl  [Pv6-aapeca  HMCTOYHMKA
(rmobasibHOE)

Translate dynamic | HaxxmuTe Ha 3Ty KHOIIKY, 9TOOBI TpeoOpa3oBaTh JMHAMUYECKUE 3aITUCH B
to static CTaTUYCCKHUE.

Port Mode Configuration (Hactpoiika pexuma paOoThI TOpTa)

Port Howmep nopta. “*” o3HayaeT npuMeHeHHe KO BCEM IIOPTaM.

Mode IPv6 Source Guard moskeT OBITH BKJIIOYEH / OTKJIIOYEH HA OTIEIBbHBIX
noprax. IPv6 Source Guard Bkitou€H TOJBKO B TOM Cllydae, €CIM Ha
JTAHHOM TIOpPTE BKIFOUYEHBI U TTI00ATBHBIN PEKUM, U PEKUM TIOPTA.
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Clients

Max Dynamic Ykaxxute MaKCUMAJIbHOE KOJIMYECTBO JUHAMUYECKUX KIIMEHTOB, KOTOPbHIE

MOTYT OBITh U3yUYCHBI Ha IAHHOM TOPTY. DTO 3HaYEHUE MOXKET OBITh 0, 1,
2 unM HeorpaHWyeHHO. Ecnm pekuM mopTa BKJIIOYEH M 3HAYEHUE max
dynamic client paBHo 0, mepecburatroTcsi Tobko IPv6-makeTsi, KOTOpbIE
COBIMAJIAIOT B CTATHYECKHX 3aIMUCAX HA KOHKPETHOM TOPTY.

IPv6 SourceGuardStaticTable(Ta6auna cratuuecknx 3anuceii ipvé) (Puc. 4.2.22.2) (Tao..

42.222).

IPvE Source Guard Static Table

Port[Gi 1T ~|VILANID|  |IP Address| MAC Address |[Add Entry |

[ Port | VLANID | IPv6 Address | MAC Address | |

Puc. 4.2.22.2 — Tabnuua cTaTUYECKUX 3alUCEN

Tadmuua 4.2.22.2 — Tabauua CTaAaTUYECKUX 3alUCEN

Port MOPT, K KOTOPOMY MpPHUBSA3aHA 3aIKCh

VLAN ID Nnentudukarop VLAN s 3ammcu. Eciim ¢ 3amuchi0 HE CBSI3aH
uaentudukatrop VLAN, B aTom nosie otodpaxaercs 0.

[Pv6 Address Paspewennsiii [IPv6-agpec.

MAC Address Pazpemennsiii MAC-anpec.

Uto0b1 100aBUTH 3aMTUCh HAXMHUTE KHOTIKY

4.2.23.
JList

| Add Entry |

ARP inspection. Uacnexkuusi ARP

AOCTyIIa K HaCTPOﬁKaM HCO6XO,I[I/IMO nep eUTH 110 BKJIaJKC

Configuration— Security—Switch—Network— ARP inspection.
Port Configuration (Hactpotika nmopta) (Puc. 4.2.23.1) (Ta6mn. 4.2.23.1).

ARP Inspection Configuration
|Mude| Disabled v |

| Translate dynamic to static |

Port Mode Configuration
Port | Mode | Check VLAN | Log Type

= vl=_v [=_v]
1 |Disablad | |Disabled | |MNong w|
2 |Disabled »| [Disabledw| [MNone w|
3 |Disablad | |Disabled «| |[MNong w|
4 |Disabled | |Disabledw| |Mone |
5 |Disablad v | |Disabled | |[MNons w |

£ |Disabled w| |Disabled»| [Mone |
7 |Disabled » | |Dizabled w| |Mone w |
S |Disabled | |Disabled | |Mone |
9 |Disablad | |Disabled | |[MNong w|
10 |Disabled » | |Disabled v | |[MNong |

Puc. 4.2.23.1 — Hactpoiika nopta
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Tabmuua 4.2.23.1 — Hactpoiika nopta
ARP Inspection Configuration (Hactpoiika nacnekuuu ARP)

Mode ‘ BxrouaeT wim BeikirogaeT GyHkino nacnekiun ARP rimo6anbHo.
Port Mode Configuration (HacTtpoiika pexxrMa paboThl OPTa)
Port Homep nopra. “*” 03HauaeT npuMeHeHrne KO BCEM MOPTam

Mode Brutoyaer wim  Beikimoyaer ¢yHkumioo uHcnekuuu ARP Ha mopry.
[Toxanyticrta, uMelTe B BUILY, JUIsl TOTO 4TOOBI (QyHKIMs UHCIIeKuu ARP
pabotana, HOJDKHBI OBITh BKJIIOYEHBI M TJIOOATBHBIM pEeXUM paboThl, U
peXHUM paboThl HA TTOPTY.

Check VLAN Bruttouaer wiu Beikiitogaet nposepky VLAN.

Log Type JIOCTYITHO 4eThIpE THUIIA )KYPHAJIOB:

* None (Her): XXypHnana Her.

* Deny (3anpeienssie): B xypHan noMmeniarorcs 3anpenieHHbIe 3JIeMEHThI
CITHCKA.

* Permit (Pa3pemennsie): B sxypHan noMemaroTcsi pa3penieHHbIe YJIEMEHTHI
CIIHCKA.

* All (Bce): B sxypHas1 mOMENIar0TCsl BCE AJICMEHTHI CITHCKA.

VLAN Configuration (Hactpoiika VLAN) (Puc. 4.2.23.2) (Ta6.. 4.2.23.2).
VLAN Mode Configuration

Start from VLAN |1 |'-"r'i:h |2EI |Entri55 per page.

Delete | VLANID | Log Type
| Delete | | |

| Add Mew Entry |
Puc. 4.2.23.2 — Hactpoiika VLAN

Tabnuna 4.2.23.2 — Hactpoiika VLAN

Delete Y 1auTh TEKYIIYIO 3aITUCh

VLAN ID [To3BomsieT 3amaTh, Ha Kakux ceTax VLAN BriIroueHa GpyHKIIMS HHCTIEKIIUU
ARP. Bo-nepBbix, HE0OXOAMMO BKJIIOYUTH HACTPOWKH MopTa Ha web-
crpanuue Port mode configuration (Hactpoiika pexuma paGoThl moprta).
Tonmbko ToOrma, Korma il naHHOro moprta BKItoueHbl U Global Mode
(I'moGanbuerii pexxum pabotel) u Port Mode (Pexum pabGoTsl mopTta),
¢ynkuus ARP Inspection BkitoueHa Ha JaHHOM OpTy. Bo-BTOpBIX, HAa Web-
crpanuue VLAN mode configuration (Hactpoiika pexxuma VLAN) MoxHO
3anath, kKakue VLAN OynyT nmpouHCIEKTHpOBaHbl. THII JKypHaia Takxke
MO>KHO HAaCTPOUTH OTAEIbHO Ul Kakaod VLAN.
Log Type JIOCTYITHO YeThIpe THIIA )KYPHAJIOB.
* None (Her): Xypnana Her.
* Deny (3anpemniennsie): B sxypHan moMeniaroTcst 3anpenieHHbIe dJIeMEHTHI.
* Permit (Pa3permiennsie): B sxypHa momeriaroTcs pa3petieHHbIe 3J€MEHTHI.
* All (Bce): B )xypHaJl HOMELIAIOTCS BCE DJIEMEHTBHI.

| Add Mew Entry |

Knomnka CIIYKUT U1 ,Z[O68.BJ'ICHI/I$I HOBOM 3aIlHCH.

Static Table (Ta6auna cratudyeckux aapecon) (Puc. 4.2.23.3) (Ta6.. 4.2.23.3).
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Static ARP Inspection Table

Delete | Port | VLANID | MAC Address | IP Address
| Delete | [1 ~]| | | | ||

| Add New Entry |
Puc. 4.2.23.3— Tabnuiia cTaTUYeCKUX apecoB

Tabnuna 4.2.23.3— Tabnuna cTaTHYecKuX aapecoB

Delete Y anuth TEKyUIyIO 3al1Ch

Port [TopT, AJIs1 KOTOPOro CO3AETCsI CTATUYECKAS 3AIUCh.
VLAN ID ITo3Bonsier 3agath HoMep VLAN ID.

MAC Address Ykaxute nonyctumblii MAC - aipec HCTOYHUKA.

IP Address Ykaxure nonycrumsiii IP-agpec

| Add Mew Entry |

Knomnka CIIYKUT I I[O68.BJ'ICHI/I$[ HOBOM 3aITHCH.

Dynamic Table Status (Cocrosinue auHammuueckoil Tadauubl) (Puc. 4.2.23.3) (Tao0..

4.2.233).

Dynamic ARP Inspection Table

Start from |Port 1 s | WVLAN |1 . MAC address |00-00-00-00-00-00 and IF address |0.0.0.0 with | 20 |entries per page.
Port [ VLAN ID | MAC Address [ IP Address [ Translate to static
Mo more entries
Puc. 4.2.23.3— CocrosgHue IMHaMHYECKOH TaOIMIIBI
Tabmmna 4.2.23.3— CocrosHne TMHAMHUYECKO TaOIHUIIBI
Port Homep mopTra a1 1TaHHOTO 2JIeMEeHTa TaOJIUIbI.
VLAN ID Howmep cetu VLAN ID, B koTopoii pasperniex Tpadgux ARP.
MAC Address [Tosp3oBarensckuit MAC - ampec JaHHOTO AJIEMEHTa TaOJIHIIbL.
IP Address [Tonp3oBarenbckuii [IP-agpec JaHHOTO HyIeMeHTa TaOIMIIbL.

4.2.24. RADIUS

Hns J0CTyIa K HACTpOUKaM HE00X0IUMO IepenT o
Configuration—Security—Switch—Network—A AA—Radius.

Configuration (Hactpoiika) (Puc. 6.2.24.1) (Tabmn. 6.2.24.1).

BKJIaJKC
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RADIUS Server Configuration

Global Configuration

Timeout |

| SeConds

Retransmit |

| times

23 || Gy || L1

Deadtime

| minues

=
=]

Change Secret Key

W

MNAS-IP-Address

MAS-IPvG-Address

MNAS-Identifier

Server Configuration

Delete |

Hostname

| Auth Port | Acct Port | Timeout | Retransmit | Change Secret Key

| Delete ||

| 1812 | [1813 | | | | | |

Puc. 4.2.24.1 — Hactpoiika Radius

Tabmuna 4.2.24.1 — Hactpoiika Radius

Global Configuration (I'106anbHbIE HACTPOUKH)

Timeout

Bpemsi, koTtopoe KOMMyTarop OXXHMJIAeT OTBETa
ayTeHTU(UKALUMYU 1epe]l TeM, KaK IOBTOPUTH 3aIpoc.

OT cepBepa

Retrasmit

VYKaxuTe 4uciIo pa3 IOBTOPHOM IEpelayy 3alPOCHBIX IAKETOB HA CEPBEP
ayTeHTU(UKaLnu, KOTOPbI He oTBevaeT. Eciu cepBep He oTBeTMII OCIIEe
IIOCJIEIHEW TOBTOPHOM I€penayd, KOMMYTaTOp CUYMUTAaeT, 4TO CEpBEp
ayTeHTU(UKALUU OTCYTCTBYET.

Deadtime

Deadtime (Bpewmst oTCyTCTBHS cepBepa) — 3TO BpeMsi, B TeUEHHE KOTOPOTO
KOMMYTATOp He Oy/€eT OChUIaTh HOBBIE 3alIpOChl Ha CEpBEP, KOTOPBIN HE
OTBETUJI Ha MpeAbLAYLIHi 3ampoc. B pesynbprare, kommyTaTop He Oyner
MIOCTOSIHHO IBITaThCSl YCTAHOBUTh KOHTAKT C CEPBEPOM, KOTOPBIH yxKe
KBaJTM(UIMPOBaH, Kak oTcyrcTByromuid. Ecmu mpucBouts Deadtime
3HavyeHue, Oonbiee Hynd (0), To 3ta ¢yHKIMS OyneT BKIOYEHA, HO
TOJIBKO B TOM CJIy4ae, €CIi CKOH(PUTYpHUpOBaHO 00Jiee OJTHOTO cepBepa.
Jlonyctumblii auanazon Deadtime: ot 0 qo 1440 MuHyT.

Change Secret Key

Bb160p cekpeTHOro Kiroua

Key

VYkaxure ceKpeTHbIN K04 JyIMHON He Oonee 64 cumBonoB. OH Oyzer
nocryned RADIUS-cepBepy U KOMMYTaTOpy.

NAS-IP- Address

Anpec [Pv4, ucnonb3oBaHHBIHN B KauecTBe aTpulyTa 4 B akeTax 3ampoca
noctyna RADIUS. Ecnmu 53T0 mone oOCTaBUTh MYCTBIM, OyJer
ucnonb3oBaH [P-aapec ucxomsimero naTepdeiica.

NAS-IPv6-Address

Anpec IPv6, ucnonp3oBaHHBIM B KauecTBe arpulyra 95 B makerax
3anpoca jgoctyna RADIUS. Ecnu 310 mone octaBUTh MycThM, Oyjaer
ucnoib3oBad IP-aapec ucxopsuiero uarepgeiica.

NAS Identifer

Unentudukarop mmmHONW HE Oosnee 256 CHMBOJIOB, HCIOJB3YEMbIH B
kayecTBe arpulyTta 32 B makerax 3ampoca goctyna RADIUS. Ecnu ato
M0JIe OCTaBUTh MYCTbIM, UaeHTHPUKaTop NAS He Oyner BKIIOYEH B
MaKeT.

Server Configuration

(Hactpotika cepBepa)

Hostname

Nwmst xocta RADIUS-cepBepa unu ero [P-anpec.

Auth Port [Topt UDP, ucnons3yemsiii Ha RADIUS-cepBepe [u1si ayTeHTHHHKAILIUY.
Acct Port [Topt UDP, ucnons3yemsiii Ha RADIUS-cepBepe /111 akKayHTHHTIa.
Timeout Ecnu B 3TOM 101 yKa3aHO BpeMsl OXKHJIaHUs, OHO OyJIeT UCIOIb30BaHO

BMECTO TJ00aJlbHOTO BpeMeHH oxumanus. Eciam  xemarenbHO

240



HCIIOJIB30BATh II100aIbHOE 3HAYCHHUC, OCTABLTC 3TO IMOJIC IIYCTLIM.

Retransmit

Eciu B 3TOM 10J1¢ YKa3aHO 3HAYeHUE BPEMEHH IIOBTOPHOM MIEpeIayun, OHO
OyIeT WCIOJb30BAHO BMECTO IJIOOATLHOTO 3HAYCHHUS BpPEMEHU
MMOBTOPHOM miepemaun. Eciaum KeaaTeapbHO HMCIIOIL30BaTh II00AIBLHOE
3HAYCHUE, OCTABHTE ITO MOJIC YCTHIM.

Change Secret Key

Ecnu B 3TOM moJjie yKa3aHO 3HAYEHHME CEKPETHOIro KJro4da, OHO Oyzer
UCIIOJIB30BAHO BMECTO INI00AJILHOTO 3HAUEHUS CEKpeTHOro Kiroua. Eciu
AKeJlaTeJIbHO HCIOJIb30BaTh IJ00abHOE 3HAYEHHUE, OCTAaBbTE 3TO I0JIE
IIYCTBIM.

| Add New Server |

Kuomnka

CITYKHT J1sl T0OaBJIECHUS cepBepa.

[Tpumeuanue. CepBep, yKa3aHHbIN IIEPBBIM B CIIMCKE, CYUTAETCS OCHOBHBIM.

4.2.25.
JLts

AOCTyIIa

TACACS+

K HaCTpOfIKaM HeO6XO,I[I/IMO nep euTH 110 BKJIAJKC

Configuration— Security—Switch—Network—AAA—TACACS+.
Configuration (Hactpoiika) (Puc. 4.2.25.1) (Tabmn. 4.2.25.1)

TACACS+ Server Configuration

Global Configuration

Timeout 5 | seconds
Deadtime | 0 | minutes
Change Secret Key | |MNo v |

Server Configuration

Delete |

Hostname | | Timeout | Change Secret Key

| Delete ||

[+

Puc. 4.2.25.1 — Hactpoiika TACACS+

Tabmuma 4.2.25.1 — Hactpoiika TACACS+

Global Configuration (I'106agpHbIe HACTPONKH)

Timeout Bpewmsi, kotopoe kommyTaTop oxujaeT otBera ot cepBepa TACACS+
nepes TeM, Kak TOBTOPHO MepeaaTh 3ampoc.
Deadtime Deadtime (Bpemst oTcyTcTBHSI cCEpBEpa) — 3TO BpeEMs, B TEUCHHE KOTOPOTO

KOMMYTATOp He Oy/€eT MOChUIaTh HOBBIE 3alIpOChl Ha CEpBEpP, KOTOPBIN HE
OTBETUJI Ha MpeAbLAYIIHH 3ampoc. B pesynbprare, koMmmyTaTop He Oyner
IIOCTOSIHHO IIBITaThCA YCTAaHOBUTH KOHTAKT C CEPBEPOM, KOTOPBIM yKe
kBaM(urpoBaH, Kak oTcyTcTByromuid. Ecau mpucBouts Deadtime
3HadyeHue, Oonpmee Hyna (0), To sta ¢yHKIMS OyneT BKIOYEHA, HO
TOJIBKO B TOM CJIy4ae, €CIM CKOH(PUTYpHUpOBaHO 00Jiee OJTHOTO cepBepa.
Jonyctumsliii tuanason Deadtime: ot 0 go 1440 MuHYT.

Change Secret Key

Bo160p cekpecHoro Kiroda

Key

VYKaxuTe CeKpeTHbIN K04 JyIMHON He Oonee 63 cumBonoB. OH Oyzer
nocryned cepBepy TACACS+ u koMMyTaTopy

Server Configuration

(Hactpotika cepBepa)

Hostname

Nwms xocta cepeepa TACACS+ nnu ero IP-aapec.

Port

Homep mopra TCP, wmcnonms3yemoro Ha cepBepe TACACS+ nmus
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ayTeHTH(UKALUH.

Timeout Ecnu B aTOM mosne yka3zaHo BpeMs OXHJaHUs, OHO Oy/JeT UCIOIb30BaHO
BMECTO TrJ00albHOrO BpeMeHu oxuaaHus. Eciau  xenarenbHO
HCI0JIb30BaTh IN100aIbHOE 3HAYEHHE, OCTABHTE ITO IM0JIC MYCTHIM.
Change Secret Key | Eciiu B 3TOM mone yka3aHO 3HAY€HHE CEKPETHOIrO KIkouya, OHO Oymaer
HCIOJIb30BaHO BMECTO INI00abHOTO 3HAYEHUS CeKpeTHOoro kitoda. Eciu
JKEJIaTeIbHO HCIOJIb30BaTh TNI00ATBFHOE 3HAYEHHE, OCTAaBbTE ATO IOJIC
MyCThIM.

| Add Mew Server |
Knomnxka CITY>KUT JUIsl 100aBJICHUS CEpBEPA.

HpI/IMe‘laHI/IC. CepBep, YKaSaHHBIﬁ IICPBBIM B CIIUCKE, CYUTACTCSA OCHOBHBIM.

4.2.26. Aggregation. ArperupoBanue

[Ipu arpermpoBaHWM JTUHHM HCIIOJIB3YETCA MapajiefbHas padoTa MHOXKECTBA MOPTOB, B
pe3yJbTaTe 4ero CKOpocTh 0OMeHa JaHHBIMU 110 JIMHUM yBeluuuBaeTcs. Vcnomb3yercs 1Ba TUIa
arperupoBanusi: cratuueckuii u LACP.

Jliisa noctyna k HacTpoiikaM HeoOxoauMo nepeiTu no Bkinajgke Configuration— Aggregation.
Common Aggregation Configuration (Puc. 4.2.26.1) (Ta0.. 4.2.26.1).

Common Aggregation Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address [
IP Address
TCP/LDP Fort Number

Puc. 4.2.26.1 — Hactpoiika arperupoBaHust

Tabmuua 4.2.26.1 — Hactpolika arperupoBaHus

HACTpOMKa pekuMa padOThl arperupOBAHMS

Source MAC MAC-agpec HCTOUYHHKA UCNOJIB3YETCA AN pacyera JUHEHMHOro IopTa,

Address gepe3 KOTOPhI OyIeT nepeaaBaThCsi Kajip.

Destination MAC | MAC-aapec HazHau€HUs UCHOJIB3YETCs Ul pacyera JMHEHHOro mopTa,

Address gepe3 KOTOPhI OyIeT nepeaaBaThCsi KaJip.

IP Address [P-agpec ucnosnp3yercs Ui pacuera JMHEHHOTO MOpPTa, Yepe3 KOTOPBIN
OyJIleT nepenaBaThCs KaJp.

TCP/UDP Port [optel TCP/UDP Ha3HadueHUs: U KICTOUHUKA MCIIONB3YIOTCS Ul pacyera

Number JIMHEWHOTO TIOPTa, Yepe3 KOTOPhIN OYyIeT mepenaBaThCs KaJp.

Hacrpoiika rpynnsl arperuposanus (Puc. 4.2.26.2) (Tad.a. 4.2.26.2).
Aggregation Group Configuration

Port Members Group Configuration
GroupID [1]2[3|4[s5|s]7[8]a]w Mode | Revertive | Max Bundle
Normal @® @ ® ® ® ® ® ® ® @®
1 O00000 000 O [Disabled v 10
2 | Disabled v | 0
3 | Disabled v | 0
4 O0O000000 O O [Disabled v 0
5 | Disabled v | 0

Puc. 4.2.26.2 — Hactpoiika rpymsl arperupoBaHus
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Tabmuua 4.2.26.2 — Hactpolika rpynibl arperupoBaHus

Hactpolika rpynmsl arperupoBaHust

Group ID Howmep, unentudunupyroniuii maructpaib. “Normal” (OObIUHBIH peKuM
paboThI) O3HAuYaeT, 4YTO arperupoBaHHe He ucnoib3dyercs. Kaxmas
TpyIIa CcOACpXUT He MeHee 2 W He Oonee 10 ymHMA (TTOPTOB).
[Toxainylicra, UMEWUTE B BUAY, UTO B KaXKIOU I'PYIIIE KAKbIM TOPT MOKET
HCII0JIb30BaThCS TOJIBKO OJIUH Pa3.

Port Members Br1OepuTe mopThl, MPUHAIISKAIIUE MATUCTPATTN
Mode Bri16op pexxumMa uIst TpYIIIBI arperaniu
e Disabled: rpynna oTkioueHa.
e Static: rpymnma paboTaeT B peKUME CTATUICCKON arperammm.
e LACP (Active): rpynma paboTaeT B pe)kUMe aKTUBHOM arperainuu
e LACP (Passive): rpynma paboTaeT B pEXKUME IacCCUBHOU
arperanuu
Revertive DTOT mapameTp NPUMEHSETCS TOJIBKO K rpynmnam ¢ BKirodyeHHsM LACP.

On ompenensier, Oyaer JM Tpynmna BBIIOJIHSATH ABTOMATHUYECKUI
(TIOBTOPHBIIT) pacyeT CChUIOK, KOT/Ia CTAHOBSATCS JOCTYIHBIMU CCHUIKH C
00Jj1€€ BHICOKUM IPUOPUTETOM.

Max Bundle DTOT napameTp NPUMEHSETCS TOJBKO K IpymnmaM ¢ BKiItouyeHHbIM LACP.
OH onpenensieT MaKCUMalIbHOE KOJMYECTBO AKTUBHBIX OOBEIUHEHHBIX
noptoB LACP, pa3pelieHHbIX B arperaium.

Kommytarop moanepxusaer mnporokon LACP (Link Aggregation Control Protocol —
IPOTOKOJI YIPAaBJICHUS arperupoBaHUEM JIMHUM), KoTopblii cneruduuupoBad B IEEE 802.3ad.
CraTrueckue MarucTpaiu J0JKHbI ObITh CKOH(UTYPHUPOBaHbI BpYUHYIO HA 000MX KOHIAX JIMHHH.
Jpyrumu cinoBaMu, MOPTHI, Ha KOTOpBIX ckoH(urypupoBan LACP, moryt aBTrOmMaTruuecku
COIJIaCOBBIBaTh MAaruCTPAJbHYIO JIMHUIO C MOPTaMM JPYTUX YCTPOMCTB, HAa KOTOPBIX TaKXKe
ckoHpurypupoBadn LACP. Ha koMMyTatope MoKeT ObITb CKOH(UIYPHPOBAHO JII00O0E YHUCIIO
noptoB LACP, oHaKko OHU He JTOJDKHBI IIPH 3TOM OBITh YaCThIO CTaTUUECKOM Maructpanu. Ecnu
MOPTHI Ha JIPYTUX YCTPOMCTBAX Takke cKoH(purypuposansl, kak LACP, xommyTatop u npyrue
yCcTpoicTBa OyAyT COIIacOBBIBATH CBOM HapaMeTpsl JUIsl pabOThl MO MarucTpajbHOW JUHHUU
MEXTYy HUMH.

LACP Configuration (Hactpoiika LACP) (Puc. 4.2.26.3) (Ta0.1. 4.2.26.3).
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LACP System Configuration

| System Priority | [32765 ||

LACP Port Configuration

Pﬂl‘l | LACP | Timeout |  Prio
[== ~| | 32788
1 No |[Fast~]| | 22765
2 No |[Fast~]| | 22768
3 No ([Fastwv| | 32788
4 Mo |Fast v 32763
5 No 32768
6 No [Fast v 32768
7 No 32768
8 No [Fast ] |
g No |[Fastw]| | 22765
10 No |[Fast~]| | 22768

Puc. 4.2.26.3— Hactpoiika LACP

Tabnuna 4.2.26.3— Hactpoiika LACP

LACP System Configuration

System Priority [Ipuoputet cucremsl

LACP Port Configuration

Port Howmep nopra. “*” o3HauaeT npuMeHEeHHE KO BCEM MOPTaM.

LACP [TokasbiBaet, BkitoueH au LACP B naHHBI MOMEHT Ha 3TOM HOPTY
KOMMYTaTopa.

Timeout [Tapamerp Timeout (Bpemsi oxumaHusi) onpeaemnsieT Mmepuoja BPEeMEHU
Mexnay nepenadamu BPDU. Kornma mapamerp umeer 3HaueHue Fast
(BbeicTpo), makersl LACP OyayT nepenaBatbes Kaxaylo CEKyHJy; KOrja
napameTp umeer 3HaueHue Slow (MeaneHHo), nepea OTHpaBKOi makeTa
LACP Oyner Boiiepkal uHTepBai 30 cekyH/I.

Prio UeM MeHBIIIE 3TO LIEI0€ YUCI0, TeM OOJbIlIe MPUOPUTET. DTO 3HAUCHHE

MIPUOPUTETA ONpEAEIsAeT, KaKoil mopT OyJeT akTHUBEH, a Kakol — Oyzaer
UTPATh POJIb PE3EPBHOTO.

4.2.27. Link OAM.

Link OAM pnaet oneparopam ceTH BO3MOXHOCTb OTCJIEKHUBATh COCTOSIHUE CETH M OBICTPO
OTIPENIeNATh MECTOTIOIOKEHNE HEUCIIPABHBIX KaHAJIOB MM HEMCIIPABHBIX COCTOSTHUH.

Jlns noctyma k HacTpoiikaM HeoOxoauMo nepeiitu no Bkiaake Configuration— Link OAM.

Link OAM Port Configuration (Hacrpoiika noptos) (Puc. 4.2.27.1) (Taod.a. 4.2.27.1).
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Link OAM Port Configuration

Port | OAM Enabled | OAM Mode [ Loopback Support [ Link Monitor Support [ MIB Retrieval Support | Loopback Operation
* == v C
1 C
2 C
3 C
4 C
5 C
6 C
7 L
8 /] 9 9 C
g C C C C

10 C Iml C C C

Puc. 4.2.27.1 — Hactpoiika nopTtos

Tabmuua 4.2.27.1 — Hactpoiika mopToB

System Priority

[IpuopuTer cuctemsl

Port

Howmep mopra. “*” o3HauaeT npuMeHEHHE KO BCEM IOPTaM.

OAM Enabled

Brrouenne/Boikimoderne LinkOAM Ha mopTy KoMMyTaTopa.

OAM Mode

Boibop pexxnma OAM kak akTuBHbII WM naccuBHbIU. 1o
YMOJIYaHHUIO YCTAaHOBJIEH MTACCUBHBIN PEXKUM.

active - DTE, HacTpoeHHBIE B aKTUBHOM peXHME, HHUIIUUPYIOT OOMEH
unpopmannonusiMu  OAMPDU, kak ompeneneHo B Ipoiiecce
oOHapyxeHus. [locne  3aBepiieHuss — mpouecca  OOHapyKEHUs
aktuBHbIM DTE paspemaercs ornpasmsate mo6sie OAMPDU npu
MOJKIIOYEHUH K YyIAIEHHOMY OIHOpaHroBoMmy o0bekTty OAM B
akTUBHOM pexume. AktuBHple DTE pabotator B orpaHudeHHOM
OTHOIIECHUH, €clIi ynajaeHHbIH 00beKT OAM paboTaeT B macCUBHOM
pexuMe. AKTUBHBIE YCTPOMCTBA HE JOJDKHBI OTBEYaTb HA KOMaH[bI
ynaneHHoi oOpaTtHoil cBsizu OAM W 3ampochl TEPEMEHHBIX OT
IIACCUBHOT'O OJHOPAHIOBOIO y3Ja.

passive - DTE, HacTpoeHHbIE B TACCUBHOM pEXUME, HE HMHULIIUUPYIOT
nporecc  obHapyxeHus. [laccuBabie  DTE  pearupyror  Ha
WHULMUpPOBaHUE TMpolecca oOHapykeHus ynaneHHsiIM DTE. Oto
HCKJIIOYAET BO3MOYKHOCTH IIE€pEXOAa OT IMAaCCUBHBIX K IaCCHBHBIM
cceuikaMm. [laccuBaple DTE He [OMKHBI  OTHPaBIATH  3alpOCHI
nepeMeHHbIX Wi OAMPDU ynpasnenust nuieiigom.

Loopback Support

BxroueHne/BbIKIIIOYeHHE QYHKINU TETIN

Link Monitor Support

Brutouenue/BoikimoueHre GyHKIIMY MOHUTOPHUHTA HA MOPTY.

MIB Retrieval
Support

Brxrouenue/BoikitoueHue noanep:xxku MIB Ha mopty koMMmyTaTtopa

Loopback Operation

Ecnu nmoanepsxka 00paTHON CBS3H BKJIIOUEHA, BKIIOYSHHE STOTO MOJIS
3aIyCTUT ONEpaLii0 0OpaTHOW CBSA3M JUIsS MOPTA.

Link Event Configuration for Port (nacTpoiika coobITHii 1,151 noprta) (Puc. 4.2.27.2) (Tao..

4.2.27.2).
Link Event Configuration for Port 1
Event Name | Error Window | Error Threshold
Error Frame Event 1 | |1 |
Symbol Period Ermor Event |1 | |1 |
Seconds Summary Event |E-:| | | 1 |

Puc. 4.2.27.2— HacTtpoiika coObITHI
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Taonuua 4.2.27.2 — HacTpolika COOBITUM

System Priority [TpuopuTeT CUCTEMBI
Port Howmep nopra kommyTaTopa.
Event Name Error Frame Event - CoObiTHe OmMOOYHOTO Kaapa MOJCUUTHIBACT

KOJIMYECTBO OINMMOOYHBIX KaJpPOB, OOHAPYKCHHBIX B TEYCHHUE
yKa3aHHOT'O IEPHOA.

Symbol Period Error Event - CoObiTHe mnepuoja OImmdOYHOTO
CUMBOJIa  TOJICUUTHIBACT  KOJIHMYECTBO  OIMMOOK  CHMBOJIA,
MIPOU3OIIEAIINX 32 YKa3aHHBIN TIEPUO/.

Seconds Summary Event - CoObITHE TOJCYHTHIBAET KOJIUYECTBO
CeKYHJ C OIIMOKaMH, MPOU3OIICANNX B TEUYECHUE YKa3aHHOTO

epuoja.

Error Window [IpencraBnser nepuoja okHa HOpsiaka | CeKyHAbI ISl HAOIIOICHHS 3a
pa3NUYHBIMU COOBITUSIMU CBSI3H.

Error Threshold [IpencraBnsier moporoBoe 3Ha4YeHUE I TEpPUOJAa OKHA JUIA
COOTBETCTBYIOLLIETO  COOBITHA ~ CBSI3U,  YTOOBI  YBEIAOMHUTH

OJIHOPAHTOBBIH y3el 00 3TOH OIINOKe.

4.2.28. Loop protection. 3amura ot nerejib

BceneactBue HempaBWIIBHOTO —BBINIOJIHEHUS COEIUHEHHM, MpoOiieM C  ammaparypom,
HEIMPaBUIBHON HACTPONKU NMPOTOKOJIOB, B CETSAX MHOT/IA BOZHUKAIOT METIN. B KOMMyTHpyeMBbIX
CeTSX TMeTIH TMOTPeONSIIOT pecypchl KOMMYyTaTopa, B pe3yibTare 4Yero TMmajaeT ero
pou3BOIUTENbEHOCTh. DyHKIMS Loop Protection (3ammra ot merensb), peaqu3oBaHHas B JAHHOM
KOMMYTaToOpe, MOXKET ObITh BKJIIOYEHA TI00aTbHO MO0 HHIMBUIYaTbHO HA KaXKIOM MOPTY.
Hcnonp3oBanne PyHKIMH 3alIUTHI OT TIETEIb 1aeT BO3MOXHOCTh KOMMYTATOPY aBTOMATHYCCKU
oOHapy»uBaTh MeTiau B ceTu. [Ipu oOHapykeHUHU MeTenb, MOPThI, MPUHSBIINE OT KOMMYTaTOpa
MAKeT 3alIUTHI OT TETEIb, 74 MOTYT ObITh OTKJIFOUEHBI JITOO COOTBETCTBYIOIIHNE COOBITUS MOTYT
OBITH 3apETUCTPUPOBAHBI B )KypHAJIE.

Hnst moctyma K HacTpoiikam Heobxoammo mepeiitu mo Bkianke Configuration— Loop
protection. (Puc. 4.2.28.1) (Ta6mn. 4.2.28.1).

Loop Protection Configuration

General Settings
Global Configuration

Enable Loop Protection | | Disahle v
Transmission Time |5 | seconds
Shutdown Time 130 | seconds
Port | Enable | Action | Tx Mode

* = g

1 [ Shutdown Port w |[Enable v |

2 | Shutdown Port v |[Enable v |

3 | Shutdown Port w || Enable + |

Puc. 4.2.28.1 — 3ammra ot nnerein

Tabmuma 4.2.28.1 — 3ammra OT 1eTenb
| General Settings (OCHOBHEIE HACTPONKH) \
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Enable Loop [To3BoJseT BKIIOYUTD WIIM BBIKJIIOYUTD (DYHKIIMIO 3aIUTHI OT METENb.
protection
Transmission Time | MHTepBan MeXay OTHpaBKOM MakeToB 3amuThl oT nereiabr PDU Ha
Kaxaom nopty. Jlonyctumele 3HadeHus: ot 1 go 10 cekyH.

Shutdown Time [lepuon BpemeHu, Ha KOTOPBIH MOpT Oyaer BeIKmMoueH. [lomycTumsbie
3HaueHus: or 0 go 604800 cekynn. 0 o3Hawaer, 4yTo MOPT OyneT
OCTaBaThCA BBIKIIIOYCHHBIM O TeX IOp, MOKa YCTPOMCTBO HE Oyaer

nepe3arpyskeHo.

Port Configuration (Hactpoiika mopra)

Port Criucok HOMEpOB NOPTOB. “*”” 03HaYaeT MPUMEHEHUE KO BCEM MOPTaM.

Enable [To3BossieT BKJIFOYHUTH WM BBIKITIOYUTH (DYHKIIMIO 3aIUTHI OT IETeNb Ha
BbIOPAHHBIX MOPTaX.

Action Korma na moprty oOHapyxeHa mneTis, (QYHKIHMS 3allUTHl OT IETelb

HEMEJICHHO BBIMIOJIHUT COOTBETCTBYIOIINE oreparuu. Onepanui MOTyT
OBITh CIIEAYIOIIUMHU:

* Shutdown Port (Otxmtounts nopt): Ilopt, Ha KOTOpOM OOHApY>KEHBI
MeTJIM, OTKJIFOYACTCS Ha MEePUOJI BPEMEHH, 3aJIaHHbIN B moje “Shutdown
Time” (Ilepuon BpeMeHU OTKIIIOUYEHHUS).

 Shutdown Port and Log (BbIkiat04nTh OpT, HO BECTH PETUCTPALIUIO B
xypuaiue): Ilopt, Ha KOTOpoM OOHApPY>KEHBI TETIH, OTKIIOYACTCS Ha
MepHuo] BpeMeHH, 3aannbIi B nose “Shutdown Time” (Ilepuon Bpemenu
OTKJIFOUEHUS), HO COOBITUS PETUCTPUPYIOTCS B KypHAJIe.

* Log Only (Tompbko peructpupoBatb B xypHaie): CoObITus
PETHCTPHUPYIOTCS B )KYPHAJIE, HO TIOPT OCTACTCS BKJIIFOUCHHBIM.

Tx Mode Bxurouaet uiu BBIKITIOYAET TEHEPAIIUIO MTAKETOB 3aIIUTHI OT neTesib PDU
1100 ocyuiecTisieTcs naccuBHbIM nouck PDU, nepeganHbIX 10 meTIe.

4.2.29. Spanning Tree

[Tpr HEKOTOpBIX ycayrax, MPeJOCTaBISEMBIX MO CETH HEOOXOJUMO, YTOOBI COCAMHEHHUS
OBLTM Bcer/la BKIIOYEHBI — OTO TapaHTHPYET KOHEYHBIM II0JIH30BATEIISIM  BBITOJIHCHUE
TpeOyIOIMXCSd MM OMNEepaluii B PEKUME «OHJAWH», KOTOphIE HE JIOJDKHBI TMPEPHIBATHCS
HEOXKUJAHHBIMU DPa3pbIBAMHU COCAMHCHHMH. B TakuMX 00CTOSTENBCTBAX, JUISl MPEAOTBPAIICHUS
pa3pbIBOB COEIMHEHUN YCTAaHABINBAETCS MHOKECTBO AKTHBHBIX MapIIPYTOB MEXK/TY y3JIaMH CETH.
OnHako, HATUYME MHOXKECTBA COCAWHSIOMIUXCS JAPYr C JIPYrOM MapIIpyTOB YBEIHMYUBACT
BEPOATHOCTh O0pa30BaHUs TMeTeNb (MOCTOB), KOTOpPBHIE [ENalOT CEeTh HECTaOWIIbHOH, a B
HauXyJIeM ciiydae — HepabotocrocoOnoi. Hanpumep, Tabnuia MAC-anpecos, ucnosb3yemast
KOMMYTaTOPOM WJIM MOCTOM, MOKET OTKa3aTh BCJIEICTBUE TOTO, yTo ofAHM U Te ke MAC-aapeca
(¥ ciTeIoBaTeLHO — OJTHU | T€ e XOCTBI CETH) BHIHBI HA MHOKECTBE TTOPTOB. BO-BTOPBIX, MOKET
MPOM30UTH HIMPOKOBEIMATeNbHBIA mTOpM. OH 00yCNOBIIEH mepeaayeil MUPOKOBENIaTENbHBIX
MAKeTOB MEXy KOMMYyTaTopaMu 1o OeckoHeuHo# netie. [llnpokoBemaTebHbIN MTOPM MOKET
3aXBaTUTh Bce A0ocTymHbIe pecypcbl CPU u Bcio monocy mpormycKaHusl.

Hns pemennst mpoOieM, CBS3aHHBIX C MocTamu, Tpotokon STP momyckaer certw,
BKIIIOUAIONIUE PE3epPBHBIC JUHUHM, KOTOphle OO0ECIeYMBAIOT ABTOMATHUYECKHUE PE3EPBHBIE
MapIIpyThl B TOM CITydae, €CJIU OTKa3bIBaeT aKTUBHAS JIMHUS, TIPH TOM HE BO3HUKAET OMACHOCTH
o0Opa3oBaHUs METENb U HEe TpeOyeTcs BPyUHYIO BKIIOYATh WM OTKIIIOYATh PE3EPBHBIC JTMHHH.

[Tporoxon STP (Spanning Tree Protocol) onpenenen B cranaapre IEEE Standard 802.1s.
OH MO3BOJSET CO37]aTh TOTOJIOTHIO B CMEIIAHHOW CETH C MOAKIIOYEHHBIMU MOCTaMH 2-TO YPOBHS
(B THmaHOM cityuae - Ethernet-koMMmyTaTOopamMu) ¥ OTKIIFOUATh JIMHHUH, HE SBIISIONIAECS YaCTHIO
JIepeBa, OCTABIISAsl OJIMH aKTUBHBIN MApIIPYT MEXAY ABYMS JTHOOBIMU y371aMH CETH.
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Jns oOecniedyeHuss OBICTPOIl CXOOUMOCTH TOCJIE€ M3MEHEHHUS TOMOJOTUU CEeTH, BBEIEH
npoTokoul, sisistomuiics passutueM IEEE Standard 802.1s - RSTP (Rapid Spanning Tree Protocol
(IEEE 802.1w)). ITporokon RSTP — sro ynyumennsiii STP, mosToMy 3TH MPOTOKOJIBI UMEIOT
CXOJ/IHbIE OCHOBHBIE XapaKTEPUCTUKU. BaxxHO, uTO co3naetcs 3(h(HeKT KackaaHOro COSAMHEHUS —
HA4YMHAs C KOPHEBOI'O MOCTA, OT KOTOPOT'O KaK/Iblii HA3HAUYEHHBIH (HEKOPHEBOI ) MOCT IIpejiaraet
CBOMM COCEISIM ONpEICIUTh — BO3MOXEH JIM OBICTPBIA NHepexoa. DTO SBISETCS OAHUM U3
OCHOBHBIX 3JIEMEHTOB, KOTOpbIE 00eCIeunBaOT yCKOpeHHyto cxoaumoctb RSTP no cpaBHeHuto
c STP.

Hpyrum pacmupenuem RSTP sBnsercs IEEE 802.1s — MSTP (Multiple Spanning Tree
protocol), KOTopeIii MO3BONSET pa3nuuHbiM ceTsM VLAN HCHoOnb30BaTh OTHAEIBHBIC KOIWU
npotokoja. B ormuune or STP u RSTP, MSTP ycrpanser HeooxoaumMocTh UMETh paznnynbie STP
st kaxaod VLAN. IloatoMy B OOJIBIIMX CETEBBIX CpeNax, B KOTOPBIX SKCILTyaTUPYETCs
MHO)kecTBO VLAN, MSTP moseT okazaTbcs mojie3Hee, 4eM TpaaulMOHHO Ucnodib3yembiii STP.

Jnis moctyna K HacTpoiikaMm HeoOXoauMo rmepeitu no Bkiaaake Configuration— Spanning
Tree.

Bridge Settings (Hactpoiiku mocta) (Puc. 4.2.29.1) (Tabn. 4.2.29.1).

STP Bridge Configuration

Basic Seitings

Protocol Version MSTP w
Bridge Priority
Hello Time |2 |
Forward Delay 15 |
Max Age | 20 |
Maximum Hop Count | 20 |
Transmit Hold Count | |5 |

Advanced Settings

Edge Port EPDU Filtering [
Edge Port EPDU Guard [
Port Error Recovery [

Port Error Recovery Timeout

Puc. 4.2.29.1 — Hactpoiiku MocTta

Tabnuua 4.2.29.1 — Hactpoliku MocTa
Basic Settings (OcHOBHBIE HACTPOIKH)

Protocol Version BriGepute cooTBeTcTBYyIOmMI MpoTOKOJI. Bepcum mpoTokoina
cnenyromue: “STP”, “RSTP” u “MSTP”.
Bridge Priority Kaxnpii KOMMyTaTop HMMEEeT OTHOCHUTEIbHBIH MPHOPUTET U

CTOUMOCTb ITyTH, KOTOPBIE UCIIOJIB3YIOTCS AJIS IPUHATHUS PEIICHUS
0 KpaTdaWllleM MapupyTe s Iepefadyd HakeroB. MapumpyT ¢
HaUMEHbIIEH  CTOMMOCTBIO (C  HAUMEHBUIMM  YHUCICHHBIM
3HAYEHUEM ) UMEET HAaUBBICIIUI IPUOPUTET U UCIIONIB3YETCS BCET/a,
noka He OyzeT BBIKIIOYEH. Eciau nMeeTcs MHOXKECTBO MOCTOB U
uHTEpPEiicoB, TO JU1S MOJIy4YECHUS ONTUMAJIbHOU
MIPOU3BOIUTEIILHOCTH HEOOXOJMMO HACTPOUTh MX MPUOPHUTETHI.
[Ipu MSTP — 310 npuopurer CIST. B ocTayibHBIX ciayyasx — 3TO
npuoputet Mmocta STP/RSTP.
Hello Time WuTepBan mexay otnpaBkoir makeroB STP BPDU. [lomycTumbie
3HaueHus HaxomiaTrcss B amanasoHe or 1 go 10 cekyHn, mo
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YMOJTYAHHUIO - 2 CEKYHBI.

[Ipumeuanue. W3MmeHeHHe 3HAYEHUsT HSTOrO IapaMmeTpa 1o
YMOJIYaHHUIO HE PEKOMEHAYETCS U MOKET UMETh HeOIaronpusiTHbIE
TIOCJICACTBHS JIJIs Balllel CeTH.

Forward Delay

Jis moctoB STP, Forward Delay — 310 Bpewmsi, mpoBEACHHOE B
KaxoM u3 coctosiHuii — Listening (IIpocnymmuBanue) u Learning
(OGyuenne) mo mepexoma B cocrosiuue Forwarding (Ilepemaua
nakeToB). JlaHHas 3a/epKKa BO3ZHUKAET, KOT/Ia B CETh BKIIIOYACTCS
HOBbIN MocT. Jlonyctumblie 3Hauenust: ot 4 10 30 cexkyH/.

Max Age

Ecau nmpyroit koMmmMyTaTop HE MOIUIeT KOH(DUTypaIlMOHHBIN MMaKeT B
TEYEHUE  3aJ]aHHOr0  I[EepUOJia  BPEMEHHM, OH  CYHTAeTCs
OTKJIFOYEHHBIM. JlomycTUMBIA Auana3oH 3HayeHui: oT 6 nmo 40
CEKyHJ, 3HaueHHue Max Age MO0IKHO OBITb MEHBIIE WIM PaBHO
(Forward Delay-1) *2.

Maximum Hop Count

MakcumanbHOE YHCIIO YYacCTKOB MEXKAY KOMMYTaTOpaMu, MOCIe
MPOXOXKACHUS KOoTOphix, nmaker BPDU Oyner otOpomen. Ilpu
MPOXOKICHUH Kaxx10ro Mmocta naketom BPDU, 3HaueHnue cuerunka
yMeHbLIaeTcss Ha eauHully. Korna cueryumk ydacTKOB MapuipyTa
cTaHeT paBHbIM Hymo, naker BPDU Oyner orOpomen. Ilo
YMOJIYAHUIO YHUCIO Y4acTKOB paBHO 20. Jlnama3zoH 10ImyCTHMBIX
3HaueHuit 6 — 40.

Transmit Hold Count

Yucno nakeroB BPDU, noceuiaeMbix IOPTOM MOCTa B CEKYHIY.
Kornma »T1o 3HaueHue NpEBBIICHO, NEpeaada CICIYIOIIEro NakeTa
BPDU Oyner 3anmepkana. [lo ymomyaHuio 3amaHo 6 CEKyH]I.
Jonyctumblii nuanazon 3HadeHuit: or 1 mo 10. Iloxamyiicra,
UMEWTEe B BHUAY, YTO IPU YBEIUYEHUU 3TOIO 3HAYEHUS MOKET
3HAYMUTENIbHO Bo3pacTu 3arpy3ka CPU; mpu yMeHbIIIEHUH 3HAYCHUS
3aMeIIAETCS CXOOUMOCTh alroputMa. PexkomeHAyeTrcs OCTaBUTh
st Transmit Hold Count 3Hauenue, 3a1aHHOE 110 YMOJYAHHIO.

Advanced Settings (JlonmonHuTeNbHBIE HACTPOHKN)

Edge Port BPDU Ounprpaist BPDU Ha rpanuunom mnopry. Llenbto ¢unbTpannu

Filtering naketoB BPDU Ha mopty sBisieTcs NpenoTBpalleHue OTIPABKHU C
koMmmyTaropa kajapoB BPDU Ha moprtsl, KOTOpbIE MOIKIFOYEHBI K
KOHEYHBIM YCTPOHCTBAM.

Edge Port BPDU Guard | 3ammra BPDU nHa rpanmuHoM nopty. ['paHuuYHBIE TOPTHI OOBIYHO

HanpsMyo nojkiatodensl K 11K, ¢aiin-cepBepaM mim npuHTEpaM.
[ToaTomMy rpaHnyHbIe TOPTHI CKOH(GUTYPUPOBAHBI TAaKUM 00pa3oMm,
9qToObl 00€creunBaIoCh OBICTPOE HU3MEHEHHE COCTOsHus. B
HOPMAJIBHBIX CHUTyallUsAX, TpPaHUYHBIE IIOPTHl HE  JIOJDKHBI
npuHuMath KoH(urypaunonusle BPDU. Opnako, ecnu oHu
MIPUHUMAIOT UX, TO BEPOSITHO, BCIEACTBUE aTaK 3JI0YMBIIUICHHUKOB
WIM HENpaBWIBHBIX HacTpoek. Korzma rpaHW4YHbBIE IOPTHI
NpUHUMAOT  KoH¢urypauuonHele  BPDU, OHM  OyayT
ABTOMATUYECKU IIEPEKIIIOUEHBI B COCTOSIHUE HEIPAHUYHBIX IIOPTOB
1 3aIyCTUTCS MPOLECC BEIYMCIEHU HOBOU Tontosioruu STP. B cBsa3u
C OTUM, i 3allUTHl YCTPOMCTBA OT aTaK 3J0YMBIIUICHHUKOB
npumensiercs BPDU guard. Ecnu rpaHuuHble MOpTHI MPHHSIIN
koH(puryparmonnsie BPDU, xoraa sta dyHkius pirodena, To STP
OTKJIIOUUT T€ W3 HHUX, KOTOpbIE MNPUHSIM KOHPUTYpalUOHHbIE
BPDU. Ilo ucreyeHuu mepuona BPEMEHU BOCCTAHOBIICHUS OTH
BBIKJIIOYEHHbIE TTOPTHl BHOBH OYAYT BKIIIOUEHBI.
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Port Error Recovery Boccranosnenue nopta nocie omuoOku. I1opT, BHIKIIOYSHHBINH 13-
3a OLIMOKH, MOXKET ObITh aBTOMAaTHUECKHU BKJIIOUEH I10 MTPOIIECTBUU
OIIPEJICIIEHHOTO BPEMEHH.

Port Error Recovery Bpewms, kotopoe MOMKHO MPOWTH O TOTO MOMEHTA, KOrja MopT,
Timeout BBIKJIIOUEHHBI ~ W3-32  OMMOKM, OyAeT BKIIOYEH  BHOBb.
Jonyctumblii nuana3on 3HadeHui ot 30 1o 86400 cexyH.

MSTI Mapping (Oroopa:xxkenne MSTI) (Puc. 4.2.29.2) (Tao6.. 4.2.29.2)
MSTI Configuration

Add WLANs separated by spaces or comma.
Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Name | |00-12-32-54-12-43 |
Configuration Revision | |0 |

MSTI Mapping
MSTI | VLANs Mapped
MSTIH

MSTI2

MSTI3

Puc. 4.2.29.2 — Oto6paxkenue MSTI

Tabmuna 4.2.29.2 — Oto6paxkenue MSTI

Configuration Identification (MaeHTHpHKAIIMOHHbIE JaHHbIE KOH(QUTYPALIUH)

Configuration Name Nma MSTI. Ilo ymomuanuto wucnossdyercss MAC-agpec
KOoMMyTaTopa. MakcumanbHas ayuHa 32 cuMBoda. s Toro, 4ToObI
coBMecTHO ucmonb3oBaTh STP mms MSTI, MoCThl AODKHBEI UMETh
0JIMHAKOBbIe UMEHa KOHPUTYpaluii 1 HoMepa BepcHil KOHPUTYpaLUH.

Configuration Howmep Bepcun muis MSTI. JlonmycTuMsblil 1nana3oH 3Ha4eHui: ot 1 1o
Revision 65535.

MSTI Mapping (Otobpakenue MSTI)

MSTI Howmep xonuu MSTIL

VLAN Mapped 3anaiite HoMepa ceteil VLAN, xotopsie OyayT npusasansl kK MSTIL

MosxHo BBecTH Kak ogHy VLAN, tak u nnanazon HomepoB VLAN.
Homepa VLAN MOHO OTAEISTH 3alSTBIMU U UCIIOIB30BaTh TUPE IS
ykazanuss  jguanazoHa VLAN.  (Ilpumep:  2,5,20-40). s
HeucnosbzyeMblx MSTI octaBbTe MoJI€ MyCTHIM.

MSTI Priorities (Ilpuopurerst MSTI) (Puc. 4.2.29.3) (Taod.. 4.2.29.3).
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MSTI Configuration

MSTI [ Priority
* < -
CIST
MSTI
MSTI2

Puc. 4.2.29.3 — ITpuoputetst MSTI

Tabmuna 4.2.29.3 — Ilpuopurerst MSTI

MSTI OtoOpaxkaercs Homep kormuu MSTI. “*” — mpaBwio mpuopurera
MIPUMEHSIETCS KO BCEM TIOPTaM.
Priorit Br10epuTe COOTBETCTBYIOLIMN IPUOPUTET I Kaxkaoil kormuu MSTL
Yy Yy

IIpuopuTeT MOCTa UCIOIB3YETCS IIPU BBIOOPE KOPHEBOI'O YCTPOMCTBA,
KOPHEBOI'O II0PTa U HA3HAYEHHOT'0 IIOPTa. Y CTPOKCTBO ¢ HaUBBICIIUM
IIPUOPUTETOM CTAHOBUTCS KOPHEBBIM YCTPONCTBOM. OIHAKO, €CIIU BCE
YCTPOMCTBA UMEIOT OJIMHAKOBBIA IIPUOPUTET, KOPHEBBIM YCTPOKHCTBOM
cTaHeT ycTpoiicTBO ¢ HauMeHnbliuM MAC-aapecom. Mmeiite B BuAy,
YTO YEM MEHbIIE YHCIEHHOE 3HAaY€HHE, TEM BBILLIE MPUOPHUTET.
Wnentudukatop Mocra GopMUpyeTCsl KOHKATEHALUEH CIeIyIOLero:
MPUOPUTET MOCTa IuTtoc HoMmep konuu MSTI, koHKaTeHMpPOBaHHBIN €
6- 6aiitHeiIM MAC-aipecoM KOMMYTaTOpA.

CIST Ports (Tloptsl CIST) (Puc. 4.2.29.4) (Tadu1. 4.2.29.4).

STP CIST Port Configuration

CIST Agaregated Port Configuratio

STP Gr D . Restricted Point-to-
Port T Path Cost Priority | Admin Edge | Auto Edge Role | TCN BPDU Guard point
[28v] [NonEdgev] 0 C C
STP . : Restricted Point-to-
Port T Path Cost Priority | Admin Edge | Auto Edge Role | TCN BPDU Guard point
* == “ | |=:: v| |-::=— v| C C C <= -
1 [28v] [NonEdgev] 0 C C
2 (8] [NorEosev] 0 C C
3 [128 w| [Non-Edgew| 0O C C

Puc. 4.2.29.4—Tloptel CIST

Tabmuna 4.2.29.4— Iopte CIST

Port

Howmep nopra

STP Enabled

Bxmrouaer ¢pynkiuio STP.

Path Cost

CroumocTh MapHIpyTa UCHOJIB3YETCS AJIs ONPENEICHHS HAaWITyYIEero
Mapuipyta Mexay ycrpoictBamu. Ecnu BbIOpaH pexuM paOoTh
“Auto” (ABTOMAaTHYECKH), TIPU ONPEIEIEHUA CTOMMOCTH MaplipyTa
CHUCTEMa aBTOMATUYECKH OMPEENIeT CKOPOCTh M PEXKUM TyIlIeKca.
Ecmu Tpebyercst BBeCTM 3HaueHHE, BBHIOpAHHOE IIOJbH30BATENIEM,
BeIOepuTe “Specific” (Cnenuanpublii). JJomyctumple 3HadeHus: oT 1
no 200000000. Iloxanyiicta, UMeWTe B BHUAY, YTO CTOMMOCTb
MapuipyTa umeet 0oJiee BBICOKUN MPUOPUTET, YEM MIPHOPUTET MOPTA.

Priority

Bribepure npuopuTeT nopra

Admin Edge

I'panuua agmuHucTpupoBanus. Eciau uHTEepdelc MOIKIIOYEH K

2

W
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OKOHEUYHBIM y3J1aM, B 9TOM ToJie MoKHO 3a1ath “Edge” (I'panuna).

Auto Edge

ABTOMaTHYECKOE OIpEeeIeHUEe TPAaHHIIBI CeTH. Y CTaHOBUTE (hiar B
3TOM Tmoje, 4yToObl BKIOUYUTH 3Ty ¢yHkuuioo. Korma dyHkuus
BKJIIOYEHA, TOPT ABTOMATHUYECKU OIpPEACNACT TPaHUIly CETU MpHU
npueme BPDU.

Restricted Role

OrpanuveHHas poib. Ecnu BKIIOYeHO, TOPT HEe OyneT BhIOpaH B
kadectBe KopHeBoro mist CIST nnu mo6oro MSTI naxe Torna, korma
OH nMeeT Hawiryumii npuoputet STP.

Restricted TCN

Orpannuennpii  TCN. Ecnu  BkItoueHo, TOpT He  Oyaer
pacrpoCTpaHATh NMPUHATHIE YBEAOMIICHUS 00 U3MEHEHUH TOMOJIOTHH
Y caMH U3MEHEHHsI TONOJIOTHHU Ha JPYTHE MOPTHI.

BPDU Guard

Hannas QyHkuums 3amuiaer noptsl oT npuema BPDU. Ilo3Bonsier
MPEIOTBPATUTH METIN MyTEM BBIKJIFOUEHUS 1opTa npu npueme BPDU
BMeCTO moMerieHusi ero B cocrosiaue discarding. Ecnu BKItoueHO,
MOPT BBIKJIFOYUTCSA JI0 TEX MOP, MOKa HE MpUMeT npaBuiibHbId BPDU.

Point-to-Point

Touka-Touka. BeiGepure TUI TUHUY, TOJIKIIOYEHHOU K UHTEpdeicy:
* Auto (ABromaruuecku): KoMMyTarop aBTOMaTudecku ONpeaesurT,
Kakoil HHTep(elc MOAKIIOUEH - MO0 JMHUS TOYKAa-TOYKa, JINOO
paznensemas cpena.

* Forced True (IlpunynuTenbHas yCTaHOBKa COEIMHEHHUS TOYKa-
TOUKa): YCTaHOBKa COEAMHEHUS TOUKA-TOYKa.

 Forced False (IlpunynurtenbHass yCTaHOBKA COEIMHEHUS
paszensieMou cpeibl): Y CTaHOBKA COSAMHEHUS Pa3essieMOM CpeIbl.

MSTIPorts (ITopTet MSTI) (Puc. 4.2.29.5) (Tab.a. 4.2.29.5).
M3TI Port Configuration

MST1 w|[Get |
Port | Path Cost | Priority
-
Port | Path Cost | Priority
e w | | |-:::=- vl
1
2 128 v

Puc. 4.2.29.5— Iloptet MSTI

Bri6epure konkpeTHbiit MSTI, koTOpBIii TpeOyeTcst HACTPOUTH, 3aTEM HaXKMUTE

KHOTIKY “Get”.

Ta6mmma 4.2.29.5— Ioptet MSTI

Port

Howmep nopra

Path Cost

CronmocTh MapHIpyTa UCHOJIB3YETCS AJIs ONPEAEICHHS HAaUITyqILEro
Mapuipyta Mexay ycrpoiictBamu. Ecnu BbiOpaH pexuM paOoTh
“Auto” (ABTOMaTHYECKH), IPH OIMpPEIEIEHUH CTOMMOCTH MapuipyTa
cucTeMa aBTOMAaTHUYECKH OINpeNeNseT CKOPOCTh M PEXHMM JyIJIeKCa.
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Ecmu TpeOyercst BBecTH 3HaueHHE, BHIOPAaHHOE II0JH30BATEIIEM,
BoIOepuTe “Specific” (Cnenuanbublii). JJonmyctumple 3HaYeHus: oT 1
no 200000000. Iloxanyiicta, uMeWTe B BUAY, YTO CTOMMOCTb
MapuIpyTa uMeeT 0oJiee BBICOKHI MPHOPUTET, YEM IIPUOPHUTET TOPTA.
Priority Br1OepuTe mpruopuTeT mopra.

4.2.30. IPMC Profile (Ilpo¢guas IPMC)

IPMC npodrim ucnons3yroTcs uisi o0ecriedyeHuss KOHTpois joctymna K IP mymbpTukact
norokam. CyIecTByeT BO3MOKHOCTb co3/1aTh 64 mpoduiis ¢ 128 mpaBuiamu B KaKI0M.

Jns moctyma K HacTpoiikaM Heobxoammo mepedtu mo Bkiaake Configuration—IPMC
Profile.

Profile Table (Tadiuua npopuas) (Puc. 4.2.30.1) (Tada. 4.2.30.1).

IPMC Profile Configurations

| Global Profile Mode | Disabled v |

IPMC Profile Table Setting

Delete |  Profile Name | Profile Description | Rule
| Delete || [ - ®

| Add New IPMC Profile |

Puc. 4.2.30.1 — Ta6auna npodusis

Tabmuna 4.2.30.1 — Tabnuma npodus
IPMC Profile Configuration (Hactpoiikanpoduis IPMC)

Global Profile Mode | [lo3Bonsier BKIOUMTH WM BHIKIIOUUTH QyHKIuio [PMC Profile
r7100aJIbHO.

IPMC Profile Table Setting (HactpoiikaTabauupsimpoduis [IPMC)

Profile Name BBenure ums a5 JaHHOTO NPOGUIISL.

Profile Description BBeauTe kpaTkoe onucaHue sl JAHHOTO nMpoduiist

[ Add Mew IPMC Profile |

Knonka MO3BOJISET J0OABUTh HOBBIM MPOQUIIB.

Address entry (Iuana3ons! agpecoB) (Puc. 4.2.30.2) (Ta6.a. 4.2.30.2).
IPMC Profile Address Configuration

Mavigate Address Entry Setting in IPMC Profile by | 20 entries per page.
Delete |  Entry Name | Start Address | End Address
| Delete | [ [

| Add New Address (Range) Entry |

Puc. 4.2.30.2 — JInanazoHbl aapecoB

Ta6mmma 4.2.30.2 — JInama3oHsl aapecoB

Delete Y aneHue TeKyIen 3anucu

Entry Name BBenute uMms, KoTopoe OyJIeT HCIONb30BaThCs Ui WHACKCAIUH
JMana3oHa agpecos.

Start Address Bseagure B 5TOM I0JIe HAYAJIBHBIN aIpec AUana3oHa MHOI0aIpPECHBIX
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aapecos (IPv4 unu IPv6).
End Add BBenure B 3TOM Nojie KOHEUHBIM agpec auana3oHa MHOTOAJpPECHBIX
aapecoB (IPv4 umu IPv6).

| Add New Address (Range) Entry |

Knonka MO3BOJISIET JOOABUTH HOBBIN MPOQUITb.

4.2.31. MVR

[Tporokon MVR - peructpamus maoroaapecHbix VLAN (Multicast VLAN Registration)
MO3BOJISIET MEAMACEPBEPY NEpeIaBaTh MHOT0IPECHBIN MOTOK 10 0JIHOM MHOroaapecHor VLAN,
IpU 3TOM KIHMEHTHI, MPUHUMAKOIMIME NOTOK MHoroaapecHoii VLAN, moryTt ocrtaBaTbcsi B
paznuunbix cerax VLAN. Kiwmentsl pasnuuneix VLAN, HamepeBarouiyecss BCTYNHTH B
MHOTOAJIPECHYIO TPYIITY WU BBIATH U3 HEe, OTIPABIISAIOT B MOPT NpreMHUKA coodmmenne IGMP
Join (Bcrynute B rpymmy) mmb6o IGMP Leave (Ilokunyts rpymmy). Ilopt npuemnmka,
MPUHAJIC)KAIUN OTHOM U3 MHOTI'OAJIPECHBIX I'PYII, MOKET IPUHUMATh MHOT'OAIPECHBIN MOTOK
OT MeHacepBepa.

Hanee, MVR wuzonupyer mnosib30BaTeleil, HE  HAaMEpPEBAOIIMXCS  IMPUHUMATH
MHOTOQIPECHBI TpaduK U, ClIeJOBaTENbHO, OOecleYnBaTh OE30MacHOCTh JaHHBIX 33 CUET
cerperauuun VLAN, nomyckaromieil ToJpKO MHOToaapecHbiii Tpaduk B apyrue cetu VLAN, k
OJIHOH U3 KOTOPBIX MPUHAAJIEKUT a0oHEeHT. HecMoTps Ha TO, 4TO 0OIIMI MHOTOAIpeCHBIHN TpaduK
npoxoaut oT MVR VLAN B VLAN pa3znuunbix rpyni, nosub3oatenu pazinudsbix VLAN IEEE
802.1Q wmmm wyactHbix VLAN He wMoryr oOMeHHBaThcs Kakoi-mubOo wuHbopmammen (3a
UCKITIOYEHHEM YCIIyT MapIIpyTU3alMd BEPXHETO YPOBHS).

Jis joctyna K HacTpoikaM HeoOXoauMo nepeiTH mno Biiajake Configuration— MVR.

Configuration (Hactpoiika) (Puc. 4.2.31.1) (Tabxn. 4.2.31.1).

MVR Configurations

VLAN Interface Setting (Role [:Inactive | §:Source / R:Receiver])
Delete | MVR VID | MVR Name [ Querier Election | IGMP Address | Mode | Tagging | Priority | LLQI | Interface Channel Profile
[ Detete | | | | o 0000| [Dynamic _w| [Tagged E 5| -

Port 1 2 3 4567 8 910

Roe FRNRNINRNRNTNENRNRER

["Add New MVR VLAN |

Immediate Leave Setting

Port [ Immediate Leave
- o v
1 Disabled v
2 Disabled v

Puc. 4.2.31.1 — Hactpoitka MVR

Tabauna 4.2.31.1 — Hactpoiika MVR

MVR Mode ‘ Brutouenue /Beikitouenue ¢pynkuua MVR.
VLAN Interface Setting (Hactpoiika natepdeiica VLAN)
MVR VID 3amaiite HOMep VLAN ID muoroampecnoit VLAN. Iloxanyiicra,

HMEWUTe B BUAY, 4TO NOPTHl uMcrouHMKka MVR He pekomennyercs
MCIoJIb30BaTh Kak mopthl ympasieHuss VLAN. IlopTel ncrouHuka
MVR nomxHbsl ObITh CKOHPUTypHpoBaHbl, kak wieHsl MVR VLAN,
OJIHAKO TNOpThl npueMHHMKOB MVR He creayer Bpy4yHYRO
KOH(HUIypUpOBaTh, Kak wieHsl gJanHoH VLAN.

MVR Name JIONOTHUTENPHO MOKHO 3aaTh UM, ONPEACICHHOE MOJIb30BaTEIEM
JuIg 1aHHOM MHoroanpecHo VLAN. MakcumanbHasi AJMHA CTPOKU
numMenun MVR paBuHa 32. Paspemaercss ucnosib3oBaTb U OYKBBI, U

UQpBI.
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Querier Election Bxutounre, utoObl mpucoeauHUTHCS K BBIOOPY IGMP Querier B

VLAN.

IGMP Address 3amaiite oaHoanpecHslit [Pv4-anpec B kauecTBe ajapeca HUCTOUHHUKA,
HcnoJib3yeMoro B 3arosioBke [P kanpoB ynpasinenus IGMP.

Mode [TonnepxxuBarores nBa pexuma padorsl MVR:

* Dynamic ([Iunamuueckmii): MVR pazpemaer nuHamMuuecku
OTIIPABJISITh COOOINEHUS O WICHCTBE HAa MOPTHl HMCTOYHUKA. DTOT
pexxumM paboThI 3a]1aH M0 YMOTYAHHUIO.

* Compatible (CoBmectumsblii): OTmpaBka Ha TOPTHI HCTOYHUKA
coobmiennit MVR o wiieHcTBe 3ampenieHa.

Tagging 3anaiiTe, cienyer Jid Npu oTopaBke nomedars teramu MVR VID
kaapel ynpasieHus IGMP/MLD 6o ux cieayer oTHpaBisiTh 0e3
TETOB.

Priority 3anmaiite npuopuTeT nepeaaun kaapos ynpasieHus IGMP/MLD. Ilo

yMollyaHuto, npuopurer paseH 0. JlomycTumble 3HaYeHUs
npuoputera: 0 -7.

LLQI LLQI — ato cokpamienne st Last Listener Query Interval (MaTepsan
3amnpoca nocientero ciaymranus); LLQI nmpuMeHseTcs 11 HacTpOMKH
MaKCHMaJbHOTO BPEMCHH OXHJAHUS COOOIICHHS O WICHCTBE
IGMP/MLD na mnopry mnpueMHUKa [0 YyAaJeHUs T[opTa u3
MHoroazapecHoi rpymnsl. [lo ymonuanuto LLQI paBHo 0,5 cexyH[bI.
Jlnama3on gonyctumbix 3HaueHU: 0-31744 necsThiX 10JIe CEKYHIbI.

Interface Channel Bri6epure npoduis IPMC U3 packpbIBaloerocs MeHIO.
Profile
Port Role HaxxmMuTe Ha 3Ha4OK POJIM MOPTA, YTOOBI U3MEHUTH COCTOSIHUE POJIH. ®

Inactive (I) (Heaktupubiii): [lo ymMomuaHuio, BCE MOPTHl HEAKTUBHBI.
HeakTuBHbie opThl He 86 yyacTBYyIOT B pabore MVR.

* Source (S) (Mcrounuk): ITopr (Bxomsmiero Tpaduka) sBIseTCS
MOPTOM HCTOYHMKA. [lOPTBI HUCTOYHMKOB OyIyT MPUHUMATH U
MOChUIATh MHOTOAJIPECHBIE JlaHHbIE. AOOHEHTBHI HE MOTYT OBITh
HaIpsIMyIO MOAKJIIOYEHBI K MOpTaM UCTOYHUKaA. VIMeliTe B BUYy, 4TO
MOPTHl HMCTOYHHWKA HE MOTyT OBITh B TO XK€ BpeMsl MOpTaMu
yIpaBIeHHUS.

* Receiver (R) (Ilpuemnuuk): [lopt ycTaHOBIEH Kak MOPT NPUEMHHKA.
Knuentckue wunm abOHEHTCKHME TOPTHI CKOH(GUTYPUPOBAHBI, Kak
MOPTHl IPUEMHHUKOB, TaK YTO OHH MOTYT HCIOJb30BaTh COOOIIECHUS
IGMP/MLD nnst npueMa MHOTOAJPECHBIX TAHHBIX.

Immediate Leave Setting (HacTpoiika HemeJIeHHOTO BBIXOa (U3 TPYIIIB))

Port Howmep nopra

Immediate Leave BrIOpaB COOTBETCTBYIONIUEH pa3fesl CIHUCKA, MOXXHO BKJIFOYHTH
(Enable) nnu BeikmtounTts (disable) ¢pyHKIUIO HEMEATEHHOTO BBIXOIA
n3 rpynnel. Korga QyHKuMs BKIIOYEHA, YCTPOWCTBO HEMEAJIEHHO
yAalsgeT MOpT W3 MHOTOAJPECHOr0 TMOTOKAa, KaK TOJBKO OHO
npuHuMaeT coodbmenne leave (ITokuHYTH TpymImy) JUIst STOW TPYIIIBL.
Jannas omuMs ~ TPUMEHHMMa  TOIBKO K  uHTepdeiicy,
CKOH(HUTYpHpOBaHHOMY, KaK MpueMHUKH MVR.

[Add New MVR VLAN |

Kuomka [103BOJISAET 100aBUTh HOBBIA MVR.
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4.2.32. IPMC
4.2.32.1. IGMP Snooping

[Tporokon ynpasienus rpymnnamu uarepaera IGMP (Internet Group Management Protocol)
obecrieunBaeT ymnpaBlIeHHE ydacTHeM B MHoroajpecHbix IP-rpynmax. IGMP ucnons3yercs IP-
XOCTaMU U COCEJHUMH  MHOIOQJPECHBIMH  MapLIPYTU3aTOpaMu JUIsl  YCTaHOBJICHUS
MPUHAJJISKHOCTH K MHOTOaJpecHoi rpyrmme. OH MOXET UCI0NIb30BaThesl Hanboee 3pGeKTUBHO
IIPU MO/JIEPIKKE TAKUX YCIYT, KAK IOTOKOBOE OHJIAWH-BUJIEO U UTPHI.

IGMP Snooping — 3to nporecc ciaymanus Tpapuka IGMP. Kak cinemyer u3 Ha3BaHus,
IGMP snooping npencraBiisieT co00il (PyHKINIO, TO3BOJSIONIYI0 KOMMYTATOPY «IIPOCITYIINBATH
oOMeH MaHHBIMH MEXAYy XOCTaMU U MaplIpyTu3zaTopaMu, oOpalaThiBas MakeThl 3-TrO ypOBHS
(maxetsl IGMP, nocbutaembie 110 MHOTOAAPECHON CETH).

Korga wa kommyrtarope BkimodeH IGMP snooping, OH aHaau3MpyeT BCE ITAKETHI,
IepeJaBaeMble MEXJIy XOCTaMM, IOJKIIOYEHHBIMU K KOMMYTAaTOpy W MHOT0aJIpECHBIMU
Mapuipytuzaropamu B cetd. Korma kommyrtatop npunHumaer otder IGMP s manHoit
MHOT0QJIpECHOM TpYNIbl OT XOCTa, KOMMYTaTop JA00aBisieT HOMEp MOpTa XocTa K
MHOT0QJIpECHOMY CIUCKY JUIsi 3ToW rpymmbl. Korga komMMyTatop oOHapyXHBaeT COOOIIEHUE
IGMP Leave (Ilokunyts rpynny IGMP), o yganser nopt xocta u3 s4eiiku TaOIUIIbL.

IGMP snooping no3possiet 3¢pHeKTUBHO CHUKATh MHOT0QIPECHBIN TpaduK MIPU CTPUMUHTE
U JIpyTUX 3KCTEHCHUBHO pacXoAyrolux mnosocy mnpomnyckanus IP npunoxenusx. Kommyratop,
ucnonesytouii  IGMP snooping, B 3ToM Tpaduke Oyaer mepenaBaTb XOCTaM TOJBKO
MHOTOoaApecHblil Tpaduk. CHUKEHHE MHOTOAPECHOr0 TpauKa YMEHBIIAET YUCIIO IAKETOB,
o0OpabaTbiBaeMbIX KOMMYTaTOPOM (OJHAKO MPU 3TOM TpeOyeTcs yBeIHYeHHE OIepaTHUBHON
namsITé 17151 00pabOTKH MHOT0QIPECHBIX Ta0JIMI) U CHUKAET Harpy3Ky Ha OKOHEYHBIE XOCTHI, TaK
KaK MX CETeBbIC KapThl (WJIM OTMIEPAIlMOHHBIE CUCTEMBI) HE OyIyT MPUHUMATh U (PUIBTPOBATH BECh
MHOT'0aIPECHBII TpaduK, TeHEPUPYEMBIN CETHIO.

Jns noctyma Kk HacTpoiikam HeoOxoaummo mnepeiitu mo Bkmagke Configuration—
IPMC—IGMP Snooping.

Basic Configuration (OcHoBHblIe HacTpoliku) (Puc. 4.2.32.1.1) (Ta6a. 4.2.32.1.1).

IGMP Snooping Configuration

Global Configuration

Snooping Enabled
Unregistered IPMCv4 Flooding Enabled

IGMP $SM Range |232.0.0.0 e
Leave Proxy Enabled .‘
Froxy Enabled [

Port Related Configuration

Port | Router Port | Fast Leave | Throttling

& [ [
C C
C
C C

Puc. 4.2.32.1.1— OcHOBHBIE HACTPOIKN

d fd
B

N
W

Tab6mmia 4.2.32.1.1— OcHOBHBIE HACTPOHUKH

Global Configuration (I'106agpHBIE HACTPONKH)

Snooping Enabled VYcranoBute uiar, 4To0bl rI00anbHO BKIHOYUTH GyHKIHIO IGMP
Snooping. Koraga ¢yHKius BKIIOYEHa, JaHHOE YCTPOMCTBO OynaeT
OCYIIECTBIIATH MOHUTOPUHT CETEBOTO TpaduKa M ONMpPEACITh, KAKUe
XOCTBl OyAyT NPUHHMATh MHOTOaJApecHbl Tpaduk. KommyraTop
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MO>KET IACCUBHO KOHTPOJIUPOBATh WM aHAaIU3UpoBaTh nakeTsl IGMP
Query (3ampocet IGMP) u IGMP Report (Otuerst IGMP),
repeaaBaeMble MEXKJy MHOroaapecHoeiMu IP-mapuipyrusaropamu u
MOANUCYMKAMU MHOroaapecHsix [P-ycnyr anga wuaentuduxanyiu
YYaCTHHKOB MHOTOaJpecHOi Trpymnmel. KoMmmyTtarop anamusupyer
npoxonsmue dyepe3 Hero IGMP-makerbl, uW3BIEKaeT U3 HHUX
PETUCTPAIIOHHYI0 HH(OPMAIMIO TPYIIBl U COOTBETCTBYIOIIUM
00pazoM KOHPUTYPUPYET MHOTOAAPECHBIE (DUITBTPHI.

Unregistered IPMCv4 | Eciu ¢uar B 3TOM 10J€ yCTAaHOBJICH, BKJIIOUEH PEXUM Meperaadn
Flooding Enabled HE3aperuCTPUPOBAHHOTO (He MIPUHAICKAIIETO TpyIIIam)
MHoroazapecHoro [P-tpaduka. YcranoBute ¢uiar B 3ToM 1osie, 4To0bl
BKJIFOUUTh PACCBUIKY MTAKETOB BCEM Y3JIaM.

IGMP SSM Range Jlnana3oH MHOIOAJPECHBIX aqpecOB Ul KOHKPETHOI'O HCTOYHUKA
SSM (Source-Specific Multicast), MO3BOJIIET MOACPIKUBAOIIIM
SSM xoctaMm ¥ MapuIpyTH3aTOpaM BBIIOJHATH MOJENb yciayr SSM
JUIs TPy B 33JaHHOM JIMaIia30He aJIpecoB.

Leave Proxy Enabled | [TogaBisier cooOIieHuss O BBIXOJE W3 TPYIIIBI, OTIMYAIONIHECS OT
MPUHSATHIX, OT MOCJEIHEro NopTa y4acTHUKa rpymnibl. [Ipokcu-cepsep
COOOIICHNH O BBIXOJIE W3 TPYMIBI MOAABISET BCE HE SIBIISIONIUECS
HeoOxoauMbiMu coobmieHuss IGMP o BbeIxozne W3 TpymIbl TakKUM
00pa3om, 4TO KOMMYTAaTOp, HE SABISIOMIMIACS querier, Iepe1aeT MaKeT
BBIXO/Ia U3 TPYIIBI TOJBKO TOT/A, KOT/a MOCIEAHUNA JUHAMHYECKUN
MOPT-YYACTHHUK MMOKUIAET MHOTOAIPECHYIO IPYIIITY.

Proxy Enabled [Ipokcu-cepBep BKIOUEH

Port Related Configuration (HacTpoiiku, cBS3aHHBIE C TIOPTOM)

Port Howmep nopra

Router Port VYcranoBure ¢uar B IoJie JaHHOTO MOPTa, 4TOObl HA3HAYUTH €ro
noproMm Mapupyrtuzaropa. Ecau IGMP  snooping He Moxer
onpeaenuts MectonaxoxaeHne IGMP querier, Bel MokeTe BpydHYIO
Ha3HAYUTh MOPT, KOTOPBIA MojakiIoueH K u3Bectnomy IGMP querier
(nammpumep, K  MHOTOQJpeCHOMY  MapLIpyTH3aTOpy  WIH
KOMMYTAaTopy). DTOT HHTepdeic 3aTeM BCTYNUT BO BCE TEKYILHE
MHOTOAJIpECHBIE  TIPYINIBl,  IMOAJAEPKUBAEMBIE  IOAKJIIOUEHHBIM
MapuIpyTU3aTOpOM/KOMMYTAaTOpPOM, YTOOBI TapaHTUPOBATh, YTO
MHOTOQJIpeCHbIl  TpauK TMpolIeT Ha BCE COOTBETCTBYIOLIUE
uHTepPecsl KOMMyTaTOpa.

Fast Leave Ecnu ¢unar ycraHoBieH, BKIIOYeHa (YHKIMS OBICTPOro BBIXOJA W3
rpynnsl. Korja nmpuHSAT makeT BbIXOJA W3 TPYIIIBI, KOMMYTaTop
HEMEIJIEHHO YJaJIeT MOPT U3 MHOI0AJPECHOM YCIyrH, HE MOChLIas
cnenuduusblii s rpynmnel 3anpoc IGMP GS Ha 3T0oT HHTEpdeEiic.
Throttling OTO0 3HaUYE€HUE OrPaHUYMBAECT MAKCUMAJIBHOE YMCIIO MHOTOAJPECHBIX
Ipyni, B KOTOPbIE MOPT MOXKET BCTYNUTh 0JHOBpeMeHHo. Koraa ans
nopra OyneT AOCTUTHYTO MAaKCHMAaJbHOE YHCIO TPYII, HOBBIE
coobmenuss ¢ orueramu IGMP o Berymienun B rpymnmy OyayT
orOpacsiBaThCs. 110 yMonauaHUIO BBHIOPAaHO HEOTPAHUYEHHOE YHUCIIO
rpynn (unlimited). Jlomyctumsblil 1uana3oH 3HadeHui ot 1 o 10.

VLAN Configuration (Hactpoiika VLAN) (Puc. 4.2.32.1.2) (Ta0.. 4.2.32.1.2).

257



IGMP Snooping VLAN Configuration

Start from WLAN with entries per page.

[ VLANID | Snooping Enabled [ Querier Election [ Querier Address | Compatibility [ PRI] RV | Ql(sec) [ QRI(0.1 sec) [ LLQI (0.1 sec) | URI (sec) |
1 | 0.0.0.0] IGMP-Aute ] | 2] | 125] | 100] | 10] | 1]

Puc. 4.2.32.1.2 — Hactpoiika VLAN

Tabmuna 4.2.32.1.2 — Hactpoiika VLAN

VLAN ID 3anaiite Homep VLAN, ucnonsszyemoii 1yt IGMP snooping.

Snooping Enabled | YcranoBute ¢uar, yToObl BKIIOUUTH (YHKIHUIO «IIPOCTYIIUBAHUS» Ha
unrepdeiice. Korma sta ¢yHKIMA BKIIOYEHA, KOMMYTAaToOp OyIeT
KOHTPOJIMPOBATh CETeBOM TpapuK Ha yKa3aHHOM HHTepdeiice, 4TOOBI
OINpPEAEINTh, KAKUE XOCTBI JKEIAIOT IO0JIy4aTh MHOIOQJPECHBIE YCIIYIH.
Ecnmu IGMP snooping Bkitouen rio6ansao 1 IGMP snooping BkiTtoueH Ha
uHTepdeiice, To mpuoputeToM OyaeT moib3oBarbes IGMP snooping Ha
untepdeiice. Korna ¢uar B 3ToM mose CHSAT, «IIPOCITYIIMBAHUE» MOXKET
ocTaBaThCcs CKOH(UTYpHpOBaHHBIM Ha MHTEpdeiice. OTHAKO HACTPOUKH
OyayT eHCTBOBaTh TOJIBKO B TOM citydae, eciiu IGMP snooping BkiitoueH
r7100aJIbHO.

Querier Election | YcranoBute ¢iar B 3ToM moje, 4ToObl BRIOpaTh mopt 3anpocoB B VLAN.
Korpna ¢uar B mose cHsT, mopT OyAeT UCnoib30BaThes Kak mopt IGMP, He
MOCHUTAIOIIUN 3aIIPOCOB.

Querier Address | 3amaiite omHoaapecHswl [Pv4-anpec, ucnonszyemsiid B 90 3aromoske [P
IUisi BbIOOpa mopTa-ucrounuka 3ampocoB IGMP. Korga »to mone He
3aJ1aHO0, KOMMYTaTop OyJeT HCIIOIb30BaTh MEPBBIN JOCTyHBIN [Pv4-anpec
ynpasieHus [P-unatepdeiica, acconunpoBannoro ¢ atoir VLAN.
Compatibility B sTOM nose 3agano, Kakue XOCThl M MapIIPyTH3aTOPbI MOTYT BBITIOIHATH
omepanuu B ceTd (B 3aBUCUMOCTU OT BbliOpaHHOW Bepcuu IGMP).
Hoctynnsl crnenytoume BapuanThl: “IGMP-Auto” (ABTomaTtuueckuit
BoibOp Bepcuu IGMP), “Forced IGMPv1” (IlpunynutenbHoe
ucnionp3zoBanue IGMPvl), “Forced IGMPv2” (IlpunynurensHoe
ucnonszoBanue IGMPv2), “Forced IGMPv3” (IlpunyaurensHoe
ucnonszoBanue IGMPv3). Tlo ymonuanuto npumensercsa “IGMP-Auto”
(ABTomaruueckuil BeIOOp Bepcuu IGMP).

PRI Bribepute mnpuopurer uHTepdeiica. B sTomM mosne ykazaHo YpOBEHb
npuopurera kaapa ynpasieHus IGMP, crenepupoBaHHBIN CHCTEMOH,
KOTOpasi MHCIIOJIb30BaHa JJIsi HAa3HA4Y€HUS MPUOPUTETOB pPa3IMUHbIM
kiaccam Tpaduka. /lnanazon 1omycTUMBIX 3HaYeHHH: OT 0 (HaUMEHBIIHA
npuopurer) a0 7 (HauBblcuil npuopureT). [lo yMonuanuto, npuopurer
uHTepdeiica paseH 0.

RV [Tepemennas HagexxHoctu RV (robustness variable) mo3Bosisier HaCTpPOUTH
OKHMJAeMbI€ TOTEPU MAKETOB B MOJACETH. ECaM ecTh MoA03peHue, 4To B
MOJICETH TEPSAIOTCS MAKEThl, 3TO 3HAYCHHE MOXHO YBEIMUYUThH. 3HAUCHHE
RV He nomxHO ObITh HyNleM wiu 1. 3HaueHue J0JKHO ObITH 2 Min Gosiee.
ITo ymoganuto 3a1aHo 2.

QI B none Query Interval (MHTepBan Mexay 3ampocamMu) yKa3aH HHTEpBal
BpEMEHH MEXIy OTIPABKON 3amMpOCYMKOM COOOIIEHUH C OOIMMHU
sanpocamu IGMP (IGMP General Query). [lo ymonuanuio 3amaH
WHTEepBal 125 CEeKyH/I.

QRI Query Response Interval — MakcumanpHOE€ BpeMsi  OXHUIaHUS
mapuipytuzaropom IGMP npuema oTBera Ha COOOILIEHHE C 3alpOCOM
IGMP General Query. QRI mnpumensiercs, Korma KOMMYTaTop
(YHKIMOHHMPYET, KaK 3alpOCUYHK M UCHOJB3YETCs JUIsl MHQOPMUPOBAHMSI

258




JIPYTUX YCTPOUCTB O MAaKCUMaJIbHOM BPEMEHHU, KOTOpOE JaHHas cUcTeMa
OKHMJIaeT OTBEeTa Ha oburue 3anpockl. [1o ymonuanuro 3anano 3nadeHue 10
cekyHa. [uanmaszon nomyctumbix 3HadeHuil: 0-31744 necareix noneit
CEKYHJBL.

LLQI Last Listener Query Interval — Bpemst oXumaHus OTBETa Ha 3alpPOCHOE
cooO1enue, crnenupuyHoe JUisl TPYIIbl WK Ha 3aIIPOCHOE COOOIIEHUE,
cnenuUIHOE JJIsl TPYIIIBI M HCTOYHUKA.

URI Unsolicited Report Interval — Bpems oxumaHus rnepefadyd BXOSITAM
uHTepdeiicom HenpeaycMoTpeHHbIX oT4eToB IGMP, koria BKIIIOUEHO UX
nojaBjieHue WM GuiabTpanus Ha mpokcu-cepsepe. [lo ymonuanuio s
URI 3anano 3HaueHue 1 cexynaa. Jluana3oH qonyCTUMbIX 3HaUYeHUi: ot 0
1o - 31744 cexyHn.

Port Filtering Profile (Ilpo¢punas ¢uastpanuu nopra) (Puc. 4.2.32.1.3) (Tada.
4.2.32.1.3).

Ha crpanune HacTpoiiku (uiabTpamyii mopTa MOXHO OT(QWIBTPOBATH OMPEACIICHHBIN
MHOT'0aIpECHBIN Tpaduk M0 KaxJoMy MOpTy oThenbHo. Ilepen Tem, kak BbIOMpaTh IpOQHIIL
¢mpTpanum, HeooxoauMo 3aaath npodum Ha crpanune IPMC Profile (ITpoduns IPMC).

IGMP Snooping Port Filtering Profile Configuration

Port | Filtering Profile
r® v
2 -
3 - [-v]

Puc. 4.2.32.1.3 — [Ipoduns dpunpTpanum mopra

Tabmuna 4.2.32.1.3 — [Ipoduns dbunbTpanuu nopra

Port Howmep nopra.

Filtering Profile | BriGepure croHpUTypUpOBaHHBIE MHOTOAAPECHBIE TPYMIbI, KOTOPHIC
3ampemieHsl Ha TopTy. Kornma ompeneneHHass MHOTOagpecHasl Tpyrira
BbIOpaHa Ha nopty, cooduienns IGMP join reports (OT4ETHI O BCTYIUIEHUH B
IpyNIly) Ha MOPTY OTOpachIBarOTCsl.

4.2.32.2. MLD Snooping

[Tpotrokon MLD (Multicast Listener Discovery snooping) mono0GeH nporokony IGMP
snooping st IPv4 u ucnons3yerca ayis MHoroajapecHoro tpaduka IPv6. Jlpyrumu cinoBamu,
MLD snooping KOHGHUTypUpyeT MOPTHI AJIsi OTpaHUYEHUs] MHOToapecHoro tpaduka IPv6 mmm
yOpaBlIeHUS UM TakuM o00pa3oM, yTOObl OH IepeaBajics Ha MOPTH (WM MOJIb30BATENSIM),
KOTOpPBIM OH JieficTBUTenbHO TpeOyercs. B pesymprare, MLD snooping cHuxaer
JAaBUHOOOpa3HYI0 Tepeaady MHOToaapecHbIx nmakeToB IPV6 no 3amanueiMm VLAN. Tloxanyiicra,
umeiite B Buy, uro IGMP Snooping u MLD Snooping paGoTatoT He3aBUCUMO APYT OT JIpyra.
OHu MOTyT OBITH BKIIFOUEHBI OJTHOBPEMEHHO.

Jns noctyna k HacTpoiikam HeoOxoaumo nepeiitu no Bkiaake Configuration— [IPMC—
MLD Snooping.

Basic Configuration (OcHoBHbIe HacTpoliku) (Puc. 4.2.32.2.1) (Ta6a. 4.2.32.2.1).
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MLD Snooping Configuration

Global Configuration

Snooping Enabled

MLD 55M Range
Leave Proxy Enabled
Fraxy Enabled

Unregistered IPMCvE Flooding Enabled

|ff“39::

Port Related Configuration

Port | Router Port | Fast Leave | Throttling

*

Fl

i pd
|

= w
.

Puc. 4.2.32.2.1 — OcHOBHBIE HACTPONKHU

Tabnuna 4.2.32.2.1 — OcHOBHBIE HACTPOMKHU

Global Configuration (I'106anpHBIE HACTPONKH)

Snooping Enabled

YcranoBute d¢uar, 4toObl ria00anbHO BKIOYHUTH GyHKIMIO MLD
Snooping. Korna ¢yHKIMS BKIIOYEHA, JaHHOE YCTPOHCTBO OyneT
OCYIIECTBIISITh MOHUTOPUHT CETEBOTO TpaduKa U OMPEeAesiTh, KaKue
XOCThI OyayT TpPUHUMATh MHOTOJApecHBId Tpaduk. Kommyrarop
MOXET NaCCUBHO KOHTPOJIMPOBATh WM aHAIM3UpOBaTh naketsl MLD
Listener Query (3anpocsl npocaymmuBanuss MLD) u MLD Report
(Otuetst MLD), mnepemaBaemble Mexay MHOroaapecHbiMu [P
MapHIpyTU3aTOpaMu U MOJAMUCYUKaMU MHOTOapecHbIX [P ycryr mist
UICHTU(PUKAIMN YYaCTHUKOB MHOTO0aIpecHol rpyribl. KommyTtarop
aHaNMM3UpyeT npoxojsmue yepe3 Hero IGMP-maketsl, u3Bnekaer u3
HUX PEruCTPaIMOHHYI0 MH(GOPMAIUIO TPYMIBl U COOTBETCTBYIOIIUM
00pa3oM KOH(PUTypUpYyeT MHOT0aJpECHbIE (PUIBTPBHI.

Unregistered IPMCv6
Flooding Enabled

Ecniu  ¢nar  ycTaHoBieH,  BKIIOYEH  pPeXHUM  Iepenadyu
HE3aperuCTPUPOBAHHOIO (ue MIPUHAJIEIKALETO rpynmnam)
MHoroazpecHoro IP-tpaduka. Ycranosure ¢uar, 4ToObl BKIIOYUTH
pacChUIKYy IMAKETOB BCEM Yy3JIaM.

MLD SSM Range

Jlnana3oH MHOTIOAPECHBIX agpecoB Ul KOHKPETHOIO HCTOYHUKA
SSM  (Source-Specific Multicast), MO3BOJIET MOACPKUBAOIIIM
SSM xoctaM ¥ MapIIpyTH3aTOpaM BBIIOJHATh MOZENb yciayr SSM
JUIsl TPy B 33JJaHHOM JIMalia30He aJIpecoB.

Leave Proxy Enabled

YroOsI MIPEAOTBPATUTD HIEPETPY3KY MHOT'03JIpECHOT0
MapHipyTuzaropa CcooOIlIeHUsAMH O BbIXoJAe wu3 rpymnnsl, MLD
snooping MOJABIsIeT MX, MOKa HE IMPUMET TaKoe COOOLIEHHE OT
MOCJIEIHETO MopTa-yyacTHUKa rpymnmsl. Korna kommyTtaTop padboTaer,
KaK 3allpOCYUK, (QYHKILUS MIPOKCUCEPBEPA Al COOOIEHHUI O BBIXO/E
13 rpynmnsl paboTarh He OYJeT.

Proxy Enabled

Korna npokcu-cepsep MLD BkiItoueH, KOMMYyTaTop OOMEHHBAETCS
coobmenusimu MLD ¢ MapmpyTuzatopoM CBOETO BOCXOJISIIETO
uHTepdeiica u BbIMONHAET 3agaun Xxoctra MLD Ha Bocxoasiiem
untepdeiice: ¢ Korma mnpuxoaut 3ampoc, OH TOCBUIAET OTYET
MHOT'0a/IpECHOI0 IIpociIylmBaHus rpymnmne. « Korma xoct Bctynaer B
MHOT'03JIPECHYIO IPYIIILY, B KOTOPOW HET APYTUX XOCTOB, OH IMOCHUIAET
9TOW TpyIIe HENpelyCMOTpEeHHbIE oTueThl. * Korma onpeneneHHyo
MHOT'03JIPECHYI0 TPYIIy NOKHJIAET IOCIEIHHA XOCT, KOMMYTAaTOp
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IIOCBUIAET HENPELYyCMOTPEHHBI OTYET IO aApecy, UCIOJIB3yEMOMY
Bcemu Mapmpytuzatopamu (FF02::2) mpu MLDvI.

Port Related Configuration (HacTpoiiku, cBI3aHHBIE C TIOPTOM)

Port

Howmep nopra

Router Port

Ycranosure ¢uiar, 4ToObl HA3HAYUTH MOPTOM MapuIpyTu3aTopa. Ecnu
MLD snooping HE MOXET OIpeNeNuTh MecToHaxoxaeHue MLD
querier, Bbl MOXeTe Bpy4UHYIO Ha3HAYUTh MOPT, KOTOPBIH MOAKIIOUYEH
k wu3BectHomy IGMP querier (Hanpumep, K MHOT0aIpPECHOMY
MapuIpyTU3aTopy WIM KOMMYTAaTopy). OTOT uHTepdeiic 3areM
BCTYIUT BO BCE TEKYIIIME MHOTOAIPECHBIE IPYIIIBL, IOJACPHKUBACMbIE
MOJAKIIIOYEHHBIM ~ MAapHIpyTH3aTOPOM  /KOMMYTaTOpPOM,  YTOOBI
rapaHTHPOBaTh, YTO MHOTOAAPECHBI TpapuK NpOoIIe] Ha BCeE
COOTBETCTBYIOIIKE UHTEp(DeHChl KOMMYTAaTOpA.

Fast Leave

Ecnu ¢uiar B mosie ycTaHOBIICH, BKITIOYCHA (PYHKIIHSI OBICTPOTO BBIXO/1a
n3 rpymnsl. Korjga npuHAT makeT BbIXOAA W3 TPYMIbI, KOMMYTaTOp
HEMEJUIEHHO YJaJseT MOPT U3 MHOTOAQJPECHOM YCIIyTH, HE IOChLIAs
cnenuduuHbIi 11 rpynmsl 3anpoc MLD GS Ha 3T0T HHTEpdeiic.

Throttling

OTO TOJEe OTrpaHWYMBAET MAKCHMAaJIbHOE YHCIO MHOTOAIPECHBIX
IPYIII, B KOTOPBIC MIOPT MOXKET BCTYIUThH OJHOBpeMeHHO. Korma st
nopra OyneT AOCTHTHYTO MAaKCHMAaJbHOE YHCIIO TPYII, HOBEIC
cooOmienuss ¢ ordetamu MLD o BeTymieHuun B rpynmy OynyT
orOpaceiBaThCsl. 110 ymMon4aHWIO BBHIOpAaHO HEOTPAHUYEHHOE YHUCIIO
rpyni (unlimited). JlomycTumeiil tuama3on 3nadeHuit ot 1 go 10.

VLAN Configuration (Hactpoiika VLAN) (Puc. 4.2.32.2.2) (Tao.. 4.2.32.2.2).

MLD Snooping VLAN Configuration

Start from VLAN with entriss per page.

VLAN ID [ Snooping Enabled | Querier Election | Compatibility [ PRI RV | Ql{sec) [ QRI(0.1 sec) [ LLQI (0.1 sec) [ URI (sec)

MLD-Aule v | 2| | 125) | 100 | 10] | 1]

Puc. 4.2.32.2.2 — Hactpoiika VLAN

Tabmuna 4.2.32.2.2 — Hactpoiika VLAN

VLAN ID

3anaiite Homep VLAN, ucnonbszyemoit st MLD snooping.

Snooping Enabled

YcranoButre (¢iar B OTOM ToNie, YTOOBI BKJIIOYHUTH (DYHKIIHIO
«mpociymuBanusy Ha uHTepdeiice. Korma sra ¢GyHKIUS BKIIOYEHA,
KOMMYTaTop OyJeT KOHTPOJIHUPOBATh CETEeBO TpaduKk Ha yKa3aHHOM
uHTepdeiice, 4TOOBI OINpPENEINTbh, KAKHE XOCTbI JKENAI0T I0JIy4aTh
MHOT'03JIPECHBIE YCIIYTH.

Querier Election

YcranoBute ¢uiar B 3TOM 10J1€e, 4To0bI BbIOpaTh nopt 3anpocoB B VLAN.
Korna ¢mnar B 3TOM Tmosie yCTaHOBJIEH, KOMMYTaTOp MOXET
UCIIOJIb30BaThCA, Kak 3ampocuuk MLDv2, koHKypupys ¢ JIpyruMu
MHOT0aJIpECHBIMU ~ MapIIPYTU3aTOpaMHU WM KommyTaTopamu. Kak
TOJIbKO KOMMYTaTOp CTAaHET 3allpOCYMKOM, OH OyneT oTBeyaTh 3a
OTIIPAaBKy Ha XOCTHI IIEPUOAUYECKUX 3alPOCOB O TOM, XKEIAKOT JIU OHU
MPUHUMATh MHOTOajpecHbId Tpaduk. Korjga ¢uar B mosne cCHSAT, mopt
Oyzet ucnosb3oBaThest Kak nopT IGMP, He mochUIaoNIMii 3apoCcoB.

Compatibility

B »stom mone 3amaHo, KakMe XOCTbl M MapIIPyTHU3aTOPbl MOTYT
BBINOJIHATE OIEPallid B CETH (B 3aBUCUMOCTH OT BBHIOpAaHHOH BepCHH
MLD). JlocTymHbl cleayroume BApUAHTHI: “MLD-Auto”
(ABromatnueckuid  BbIOOp Bepcun  MLD), “Forced MLDv1”
(IlpunynurensHast yctanoBka Bepcud MLDvl) u “Forced MLDv2”
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(IlpunynurensHast ycraHoBka Bepcun MLDv2). Ilo ymomuanuto
npumensercs “MLD-Auto” (ABromaTudeckuii BIOOp Bepcun MLD).
PRI Bribepute mpuoputer umHTEepdeiica. B 3TOM mone yka3aHO YpOBEHb
npuoputTera kaapa ynpasieHus MLD, creHepupoBaHHBIA CHCTEMOMH,
KOTOpasi HCIIOJIb30BAaHA JUIs HA3HAYEHUs IPUOPUTETOB DPA3IUYHBIM
Kkiaccam Tpaduka. /luanazoH 10omyCTUMBIX 3Ha4eHHH: OT 0 (HAUMEHBIIIHHA
MIPUOPUTET) A0 7 (HauBbICIIN TpropuTeT). Ilo ymMondaHuto, IpuOpUTET
nHrepdeiica pasen 0.

RV [lepemennas wHanexxnoctu RV (robustness variable) mo3Bomser
HAaCTPOUTh OKMJAaeMble MOTepU IMaKeToB B mnozacetd. Eciu ecthb
[I0/I03PEHHE, YTO B IOJCETH TEPSAIOTCA MAKEThl, TO 3HAUYEHUE MOXKHO
yBeIW4HTh. 3HaueHue RV He nmowkHO ObITh HyJileM wiu 1. 3HadeHue
NOIKHO ObITh 2 wim Oonee. Ilo ymonuanuto 3amano 2. Jlmama3on
JIOYCTUMBIX 3Ha4eHUM: 1~255.

QI B none Query Interval (MuaTepBan Mexay 3ampocaMu) yka3aH UHTEpBAI
BPEMEHH MEXIy OTIPABKOW 3alpOCUMKOM COOOIIEHUH C OOIIMMHU
sarmpocamu  IGMP (IGMP General Query). Ilo ymomuanuio 3agan
untepBan 125 cekyna. JlonyctuMelil Auana3oH 3HaueHui ot 1 no 31744
CEKYH/I.

QRI Query Response Interval — MakcumanbHOE BpeMs OXHAAHUS
mapuipytuzaropomM IGMP npuema orBera Ha cooOlIeHHE C 3aIPOCOM
IGMP General Query. QRI mnpumensercs, koraa KOMMYyTaTrop
(YHKIIMOHHUPYET, KaK 3aIPOCYHK M UCTIOIB3YETCs I MH(POPMHUPOBAHUS
JIPYTUX YCTPOUCTB O MAKCUMAaJIbHOM BpEMEHH, KOTOPOE JIaHHasi CUCTEMa
OXuJaeT oTBera Ha obmwe 3anpockl. [lo ymomuanuto mist RQI 3agano
3HaueHne 10 cexkyna. Jlnmama3zon ponyctuMmbix 3HadueHwit: 0- 31744
JECSIThIX J10JIEH CEKYH/IbI.

LLQI Last Listener Query Interval — Bpemsi okuiaHusi OTBETa Ha 3aIIPOCHOE
cooOuieHue, cnenuduyHoe I TPYIIIBI WM Ha 3alPOCHOE COOOIIEHUE,
cnenupuIHOe ISl TPYIIBI U UCTOYHUKA.

URI Unsolicited Report Interval — BpeMsi oxunanHus nepenayd BXOISIINM
uHTepdeiicom HenpeaycMoTpeHHbIX 0T4yeToB IGMP, kxoria BKiItoue€HO UX
Mo/iaBjieHue Uin GUIbTpalus Ha MPOKCH - cepsepe. [lo ymonuanuto st
URI 3anano 3Hadyenue 1 cexynaa. /[nana3zoH 1OMyCTUMBIX 3HAYEHUI: OT
0 o 31744 cexynn.

Port Filtering Profile (Ilpopuab puabTpanmnu nopra) (Puc. 4.2.32.2.3) (Tabu. 4.2.32.2.3)
MLD Snooping Port Filtering Profile Configuration

Port | Filtering Profile
1 - -v|
2 -~
3 -

Puc. 4.2.32.2.3 — Ilpodune punbTparuu mopra

Tabmuua 4.2.32.2.3 — [Ipoduis punasTpanmu nopra

Port Howmep nopra.

Filtering Profile Bribepure CKOHGUIypUpOBaHHbIE MHOTOAJPECHbIE T'PYMIBI, KOTOpPbIE
3ampemneHspl Ha Topty. Korjga ompeneneHHas MHOTOAIpecHas Tpyma
BbIOpaHa Ha nopTty, coobmenuss MLD join reports (OTYETHI O BCTYIUIEHUH
B I'PYNIY) Ha MOPTY OTOpackIBAIOTCS.
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4.2.33. LLDP

ITporokon LLDP (Link Layer Discovery Protocol) sBisieTcsi mpoTOKOJIOM KaHaJbHOTO
YPOBHsI, HA KOTOPOM CETEBBIE YCTPOHCTBa OOMEHHBAIOTCS MHpOpManueil o cebe ¢ IpyruMu
YCTpPOMCTBAMU, HANPSIMYIO COCIMHEHHbIMU Yepe3 ceTh. Mcnonb3ys LLDP, nBa ycTpoiicTBa, Ha
KOTOPBIX (YHKIIMOHHPYIOT CETEBBIE TMPOTOKOJIBI PAa3HBIX YPOBHEH, MOTYT OO0ydYaThCs
uHpopmauuu Jpyr apyra. [nsg oOHapyKeHMsl COCEIHUX YCTPOICTB HcCHosb3yeTcs HaOop
aTpuOyToB, ccputatonmiics Ha TLV. VYcTpoilcTBO MOXET nepenaBaTh U NPUHUMATh TaKyro
JEeTalbHYI0 HH(OpPMALIKIO, KaK OMMCAHUE MTOPTa, OMHCAHNE CUCTEMbI €€ BO3MOKHOCTEMH, ajpec
yIpaBIEHUS.

s moctyna K HacTpoikam HeoOxoaumo nepeiitu no Briaaake Configuration— LLDP.

Configuration (Hacrpoiika) (Puc. 4.2.33.1) (Ta6.. 4.2.33.1).
LLDP Configuration

LLDP Parameters

Tx Interval | 30 | seconds

Tx Hold |4 |times

Tx Delay |2 |seconds

Tx Reinit |2 |seconds

LLDP Interface Configuration

[ Optional TLVs
Interface | Mode [ CDPaware [ Trap | Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr [ VID Mgmt Addr
v [e> ~ O O *
GigabitEthernet 1/1 O O
GigabitEthernet 112 0 0
GigabitEthernet 1/3 O O

Puc. 4.2.33.1 — Hactpoiika LLDP

Tabmmua 4.2.33.1 — Hactpotika LLDP

LLDP Parameters (ITapamerpst LLDP)

Tx Interval 3anaiite uHTepBa) Mexay kKaapamu LLDP, ormpaBnsieMbiMu cocensim
JAHHOTO YCTpOMCTBA Ui OOHOBJIEHHS MH(OpPMALUM O JJAHHOM
ycTpoiictBe. Jlomyctumble 3HaueHus: or 5 go 32768 cexkyna. Ilo
yMoJ4aHHIO 337aH0 30 CeKyH/I.

Tx Hold JlanHast HacTpoiika ompenensier, kKak jgoiaro kaapel LLDP Oynyr
CUMTATbCS MpPaBWIBHBIMU UM HUcCHoJb3yeTcss ansd Bbrumcnenus TTL.
Jnana3zon nomyctumMbix 3HadeHuit: 2~10 pa3. Ilo ymomuanuto 3agaHo 4.
Tx Delay 3anaiite 3anepxkKy Mexnay kaapamu LLDP, comepxkammumu n3meHeHUs
koHpuryparuu. Tx Delay He moxeT npeBbimiath 1/4 ot uHTepBana TX.
Jonyctumble 3HaueHus: ot 1 1o 8192 cekyH.

Tx Reinit 3ajaiiTe 3aJepKKy ~MEXKAYy KaJpoM  OTKJIIOUYEHHUS UM HOBOWU
nHununanusameit LLDP. J[lonyctumsbie 3Hauenus: ot 1 1o 10 cekyH.
LLDP Interface Configuration (Hactpoiika uatepdeiica LLDP)

Interface WuTepdeiic

Mode Bribepure cooTBeTcTBYIONIMI peskum padoTsr LLDP:

* Disabled (Boikmtouen): Uudopmanus LLDP noceutatecs He Oyaer,
uHpopmanus LLDP, npuHsATas oOT COCeIHUX YCTPOWCTB OyneT
oTOpolIeHa.

* Enabled (Bxmtounts): Mupopmamus LLDP Oyxer mnoceuiarbces,
unpopmanus LLDP, npunstas oT cocegHUX YCTpOHCTB Oyzaer
IIPOaHAIN3UPOBAHA.

* Rx Only (Tonpko mpuem): KommyraTop OyIeT aHaJIU3UPOBATh
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uHpopmanuto LLDP, npuHATYIO OT COCETHUX YCTPONCTB.

* Tx Only (Tompko mnepemaua): Kommyratop OyaeT mochuiaTh
unpopmanuto LLDP, HO Oyzmer orOpaceiBath uH(popmaruio LLDP,
IPUHATYIO OT COCETHUX YCTPOMCTB.

CDP Aware

Onepauus CDP aware (PacnosnaBanue CDP) wucnonb3yercs ais
nexkoqupoBanus Bxomsanmx kaapoB CDP (Cisco Discovery Protocol).
Ecmu sra ommums BrkmoueHa, CDP TLVs, kotopsile MOTyT OBITH
OTOOpaXEHBI B COOTBETCTBYIOIIEE TOJIE TAOIMIBI COCEHUX YCTPOMCTB
LLDP OyayT nexkoaupoBaHbl, B MIPOTUBHOM CIIydae 3TH KaJapbl OymyT
otopomensl. CDP TLVs otoOpaxkaroTcs B mojie TaOJUIBI COCETHHMX
ycrpoiicts LLDP.

Optional TLVs

st oOHapyx)eHus: cocenHux ycrpoictB, LLDP ucmonb3yeT HeCKoJIbKO
aTpuOyTOB. DTU aTpUOYTHI COEPIKAT OMMCAHUS TUTIA, ITTUHBI K 3HAYCHUN
u ccbutatores Ha TLVs. JlaHHOE yCcTpOHCTBO MOXKET IepeaBaTh TaKyro
JeTalbHyl0 WH(POpPMALMIO, KaK ONUCAHWE MOpTa, UMS W OIHCAHHE
CUCTEMBI U €€ BO3MOXHOCTEH, afpec ynpasieHus. Eciu HexenarenabHo,
9TOOBI COCEIHHE YCTpOiCTBa oOsafanu 3Tod MH(OpMaIuei, CHUMUTE
(bar B 3TOM 110J1€.

LLDP-MED (Puc. 4.2.33.2) (Ta6.1. 4.2.33.2).

[Tporoxon LLDP s koneunsix menuayctpoiicte LLDP-MED (LLDP for Media Endpoint
Devices) siisercst paciumuperareM LLDP u paboTtaetr Mex 1y KOHEUHBIMU yCTPOHCTBAMH, TAKHMHU
kak [P-tenedonsr u ceTeBbIMU ycTpoiicTBamu (Hampumep, kommyTatopamu). [Ipotokon LLDP-
MED ob6ecnieunBaeT o aepxKKy npuioxeHui nepenauu rosnoca o IP (VoIP) u nononnurensHbie
TLVs nns oOHapykeHusi, obecriedeHuss NOIUTHKU ceTd, (pynkuuu Power over Ethernet,
YIpaBJIEHUS PEECTPOM U UHPOPMAIIMH O MECTOIIOJI0KEHUH.
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LLDP-MED Configuration

Fast Start Repeat Count

Fast start repeat count |4 |

LLDP-MED Interface Configuration

[ Transmit TLVs

Interface | Capabilities [ Policies [ Location [ PoE [ Device Type
GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
GigabitEthernet 1/9
GigabitEthernet 1/10

Connectivity w
Connectivity w
Connectivity w
Connectivity »
Connectivity s
Connectivity s
Connectivity w
Connectivity w
Connectivity w
Connectivity w

000D O0
000D O0
oo oODEl
0000 O0O0
i
W
<

Coordinates Location

[[Catitude [0 [ [ Congitude | § [Atitudge [0 | [ Map Datum | |

Civic Address Location

Country code | State County

City City district Block (Neighborhood)
Street Leading street direction Trailing street suffix
Street suffix House no. House no. suffix
Landmark Additional location info Name

Zip code Building Apartment

Floor Room no. Place type

Postal community name P.O. Box Additional code

Emergency Call Service

| Emergency Call Service | I

Policies

[ Delete [ Policy ID | Application Type | Tag [ VLAN ID [ L2 Priority | DSCP |
No entries present

| Add New Policy |

Puc. 4.2.33.2 — Hactpoiika LLDP-MED

Tabmuua 4.2.33.2 — Hactpoiika LLDP-MED

Fast Start Repeat | boicTpeiif cTapT ¥ uIeHTH(UKALKS MECTONOJOKEHHUS] NMpU aBapUHOM
Count Bb13oBe (Emergency Call Service Location Identification Discovery) s
KOHEUYHBIX YCTPOMCTB SIBIIAECTCA BaKHBIM acniektoM VolP-cucrem. Kpome
TOTO, JIydlle BCEro NpPEeIOCTaBIATh TOJBKO T€ YacTh HH(OpMaIu,
KOTOpPBIE JEHCTBUTEIBHO BaXKHBI JUII KOHEYHOTO YCTPOMCTBA JTaHHOI'O
TUna (HampuMmep, OMoBellaThb O MpaBUJIax pPabOThl B TOJOCOBOM CETH
CJIeTyeT TOJIKO T€ YCTPOMCTBA, KOTOpPbIE MOTYT pabOTaTh C rOJIOCOBBIM
Tpaukom). IT0 HEOOXOAMMO TAKKE M JUUIsl COXPAHEHUSI OTPaHUYEHHOTO
npoctpanctBa LLDPU u ymenspiienus mnpobsieM ¢ 0€30MacHOCTHIO U
LEJIOCTHOCTBIO CUCTEMBI, KOTOpPBIE MOTYT BO3HHUKAaThb HU33a TOIO, 4YTO
uHpopManusg O mpaBuiaax paboTel B ceTu OyneT mnomnajgarb Ha HE
npeHa3HauYeHHbIe [T 9TOW HHpOpMaluu ycTpoiicTBa. B cBs3u ¢ 3TUM, B
LLDPMED pyst nocTHKeHUs COOTBETCTBYIOIIUX CBOMCTB OINPEIETIEH dTall
B3aumojieiicteus LLDP-MED Fast Start (bsictpsiii ctapt LLDP-MED)
MEXIY MPOTOKOJIOM M YPOBHEM IPUIIOKEHHW HAa BEPIIMHE IPOTOKOJIA.
[Tapametp Fast start repeat count (Yucio moBTOpoB OBICTPOro cTapra)
MO3BOJIIET 3aJaTh, CKOJbKO pa3 OyAeT MNOBTOpPEH OBICTPBIA cTapT
nepenaun. Pekomennyemoe 3HaueHue (4 pasa) O3HA4aeT, YTO C
uHTepBanoM 1 cekyHaa Oyayt nepenansl 4 kanpa LLDP, ecnu npussT kaap
LLDP c noBoil undopmanueir. Caenyer ormetuts, uro LLDP-MED u
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mexann3m LLDP-MED Fast Start npeqHazHadeHbl TOIBKO AJi pabOThI HA
JUHUAX MEXAY YCTPOUCTBAMU COEANHEHUS 110 CETH, OAIEPKUBAIOIIUMHU
LLDP-MED u KOHEYHBIMM YCTPOMCTBAMHM U HEIPUMEHHUMBI K JIMHUSAM
MeXAy dieMeHTaMu HH(PpacTpykTypsl LAN, BkIrO4Yass W yCTpOHCTBa
COCIMHEHUSI IO CETH WJIW JIMHUU JIPYTOro THUIIA.

LLDP-MED Interface Configuration

Interface HHuTepdelic, kK KOTOpOMY TPUMEHSETCS KOHPUTYpaITusl.

Transmit TLVs [lpu  ycranoBieHHOM  (JakKe, COOTBETCTBYIOIIHME  HapaMeTphl
KOMMYTAaTOpa BKJIIOYAIOTCs B nepenaBaemyro uHbopmaruio LLDP-MED .

Device Type Tun ycrpoiicTBa

Coordination Locations (KoopauHaTel MECTONOTI0KEHHU)

Latitude [[Iupora pomxHa ObITh mpuBeAcHa B auamnazone 0-90 rpaaycoB u

conepxatp He 6osee 4 1udp. MoKHO 331aTh SKBaTOPUATBHOE MOJIOKECHHE
1u60 Ha ceBep ot 3kBatopa (North) 6o Ha ror (South) ot skBaTOpa.

Longitude Jonrora pomkHa ObITh npuBeneHa B nuamnazoHe 0-180 rpamycoB wu
conepxarb He Ooinee 4 nupp. MoxHO yka3aTh HampaBjeHHUE — JHOO Ha
BOCTOK OT HyJeBoro mepunuana (East) mubo Ha 3amam oT HyJIEBOTO
mepuauana (West).

Altitude BricoTa nomkna ObITH IpHUBEJEHA B auara3one ot - 32767 mo 32767 u
conepxarb He Oojnee 4 nupp. MoXHO BBIOpaTh CIUHMIIBI W3MEPCHUS
BBICOTHI — JIN0O B METPAX, JIN0O B dTAXKAX.

Meters Metpsl BBICOTBI, OTCUHMTBHIBAIOTCS OT 3aJaHHOTO JaTryMa (HYJEBOIO
YPOBHS1) IO BEPTUKAJIH.
Map Datum [Tapamerp Map Datum ucnonb3yetcs Uit BBIOOpa CUCTEMbI KOOPJUHAT: ®

WGS84: (I'eorpaduueckue, TpexmepHsie) — Becemupnas reogeznueckas
cuctema 1984, CRS Code 4327, HyneBoil MepuanaH: TPUHBUYCKUH.

* NADS3/NAVDSS8: CepepoamepukaHckas cuctema koopawHat 1983,
CRS Code 4269, nyneBoii MepuauaH: TPUHBUYCKHIL; CBSI3aHHAs C ATOU
cucTemMa KoopauHaT 1o BepTukaimu - North American Vertical Datum of
1988 (NAVDS88). Orta mapa cucteM KOOpPAMHAT MCIOJB3yeTCs s
yKa3aHHUsS MECTOIOJIOKEHHUs] Ha 3eMJle, Ha BOJHBIX IPOCTPAHCTBAX,
MOJIBEPKEHHBIX MPUJIMBAM U OTIUBaM (/17151 KOTOPHIX MOKHO UCIIOJIb30BATh
cucremy koopanHat NADS3/MLLW).

* NAD83/MLLW: CeBepoamepukanckas cuctema koopaunar 1983, CRS
Code 4269, nyneBoit Mmepuarad: TPUHBUUCKHIA; CBSI3aHHASI C ITOM CUCTEMa
KoopauHatT no Beptukanu - Mean Lower Low Water (MLLW). DOrta napa
CBA3aHHBIX CHCTEM  KOOpPAMHAT  MCIOJNb3yeTCs MpU  yKa3aHUU
MECTOMOJIO)KEHUSI B OKeaHe, Ha MOpSIX U Ha JPYIHX BOJHBIX
IPOCTPAHCTBAX.

Civic Address Location (Yka3anue rpaxxaanckoro aapeca) CtangaptHast opma rpaxx JaHCKOTO
anpeca (IETF Geopriv Civic Address) 0asupyercss Ha KOH(UTYpAIMOHHOW HWH(pOpMAIUu
mectononoxenus (Location Configuration Information) u o6o3nauaercs kak Civic Address
LCIL

Country Cod Kox crpansl no crangapry ISO 3166, cocrosmmii U3 AByX NPOINHCHBIX
6ykB ASCIL Ipumep: DK, DE unu US.

State Enununa aaMUHUCTPATUBHO-TEPPUTOPUAIBHOTO JeNeH s (IITaT, KaHTOH,
PETHOH, POBHHIMS, TTpedeKTypa).

Country Okpyr.

City ["opon, mocenok.

City District Paiion roposa, okpyr ropoja, aAMUHUCTPATUBHBIN PaiiOH TOpo/a.

Block KBaprai, 6J10K.

266


http://192.168.0.186/help/glossary.htm#lldpmed

Street

Yauua. ITpumep: yu. Jlenuna

Leading street

Hanpasnenue riiaBao ynuiel. [Ipumep: N.

direction

Trailing street Hauranmonnstii cyddukc ymumpl. [Tpumep: SW

suffix

Street suffix Cydduxc ynumpl. [pumep: I[Ipoes.

House no. Howmep noma

House no. suffix | Cydhdukc nomepa noma: Ilpumep: B, 1/2.

Landmark Anpec kakoro-mubo 3aMeTHOro o0bekTa Ha MecTHocTH. [Ipumep: Kpemis.
Additional JomnonaurensHas uHpopMarus o Mmecronoioxenuu. [Ipumep: CeBepHoe
Location Info KPBLIO.

Name OUO pesuieHTa WM JIAIA, ApEHAYIONMEro oduc.

Zip Code [TouToBEIIL KOIT

Building Crtpoenue. [Ipumep: AkBamnapk.

Apartement Anaprament, Homep. [Ipumep: Apt 34.

Floor OTax

Room no. Homep koMHaThI

Place type Tun riomaau

Postal community
name

®UO nouroBoro aapecara

P.O. Box Homep aboHEHTCKOro simuKa

Additional Code | Jlo6aBOYHBIH KOJI

Emergency Call Crnyx0a criaceHus

Service

Policies (IlpaBuia)

Policy Id 3anaiite unentudukarop ID 1y 3T0# rpymnbl npaBu

Application Type | Tunsl npunoxkenuii, B Tom uucie: “Voice” (I'onocoBoil BrI30B), “Voice
Signalling” (Curmanmsanus Tr0J0COBOTO BBI3OBa), “Guest Voice”
(T'ocTeBoit ronocoBoii BbI30B), “Guest Voice Signalling” (Curnanuzanus
TOCTEBOT'O I'OJIOCOBOTO BbI30Ba), “Softphone Voice” (I"'010c0BOM BBI30B 110
codrodony), “Video Conferencing” (Buneokondpepenius), “Streaming”
(IToroxoBast ~ mepemaua),  “Video  Signalling”  (Curnamuzanus
BUJICOTIOTOKA).

Tag Ter, ykaspIBarOIMi, WCHOJB3YET JIA 3aJaHHBIA THUIl IPUIOKEHUS
«rerupoBaHHyo» VLAN wm «He terupoBanHyo» VLAN.

VLAN ID 3amaiite VLAN ID s nopra.

L2 Priority 3anaiite oJMH U3 BOCbMHU ypoBHe# mpuopurera (0-7), Kak ONpesesieHo B
802.1D-2004.

DSCP 3anaiiTe oHO U3 3HaUeHUH 64-ToueuHoro koja (0-63)

| Add New Folicy |
Knonka '—————————' npenna3naueHa /g 100aBI€HMsI HOBOTO IpaBuia.
4.2.34. POE
Power over Ethernet (POE) — TexHomorusi, mO3BOJSIOMIAS MEpeAaBaTh yIANEHHOMY

YCTPOWCTBY 3JIEKTPUUYECKYIO SHEPIMI0 BMECTE C JAHHBIMHU 4Y€pe3 CTaHAAPTHYIO BUTYIO Mapy B
cetu Ethernet. Jlannas texHonorus mnpenHasHadaerca i IP-rejedonun, todek nocrtymna
OecnipoBojHBIX ceTell, IP-kamep, ceTeBbIX KOHIIEHTPATOPOB U JAPYTUX YCTPOMCTB, K KOTOPHIM
HE)KEJIaTEeIbHO UM HEBO3MOXHO MPOBOJAUTh OTACIbHBIN SJIEKTPUUECKUN Kabeb.
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st moctyna K HacTpoikaM HeoOxoaumo rnepeitu no Bkiaagake Configuration— PoE.
Power over Ethernet Configuration (Hactpoiika PoE) (Puc. 4.2.34.1) (Ta6.. 4.2.34.1).

Power over Ethernet Configuration

System Configuration

Power Supply | 100 | W

Capacitor Detection | | Disabled »

Port Configuration

Port | Mode | Priority | LLDP
% |~=c3= v| |-=::=- vl |-=::=- v|
1 |plus v| |low w| |enable w |
2 |plus v| |low w| |enable w |
3 |plus v| |low w| |enable w |

Puc. 4.2.34.1 — Hactpoiika PoE

Tabmuua 4.2.34.1 — Hactpoiika PoE
['moGasibHBIC HACTPOHKHU

Power Supply Hacrpoiika mMakcuMaabHOM MOIIHOCTH, KOTOPYHO MOXKET 00eCreuuTh
WCTOYHHK MTUTAHUSL.

Capacitor Brrouenue/BoikiioueHne QyHKIMK capacitor—-detect

Detection

Hacrolika mopros

Port Howmep nopra

Mode Br16op pexuma poe uist mopta
Plus - Bxmowaer PoE IEEE 802.3bt ¢ mommepxkoil ycrapeBiei
MOJIICPIKKH

Standard - Bxirouaet pexxum cootBeTcTBrs POE IEEE 802.3bt

Disable- PoE oTkmroueno mjis mopra

Priority YcranoBka mnpuoputera. CyIlIecTByeT TpH ypPOBHS IMPUOPUTETA
MOIIHOCTH: HU3KUU, BBICOKUN U KPUTUYECKUM.

[IpuopuTeT HcoNB3yeTCs B TOM CIy4ae, KOr/ia yJ1aleHHbIM yCTPOHCTBaM
TpeOyercs OoJibllle JHEPTUU, HYEeM MOXKET OO0eCrneduTh HCTOYHUK
nuTaHus. B 3ToM ciydae mopt ¢ caMbIM HU3KUM IPHOPUTETOM OyJeT
LLDP BxroueHue/BbikitoueHre 00pabotku napamerpoB PoE, momydeHHbIX
yepe3 LLDP.

4.2.35. MAC Table. Taéauua MAC-aapecoB

st noctyna K HacTpoiikaM HeoO0xoauMo niepeiitu o Biiaake Configuration—MAC Table.
MACAddressTableConfiguration (Hactpoiika tabmuusr MAC-aapecoB) (Puc. 4.2.35.1)
(Tabm. 4.2.35.1).
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MAC Address Table Configuration
Aging Configuration

Disable Automatic Aging
Aging Time 300 seconds

MAC Table Learning

Port Members
1234|6567 [8]9][10
Auto ® & @ ® @ ® @ ® @ =
Disable - o - o - o - o
Secure ¢

VLAN Learning Configuration

[ Learing-disabled VLANS | | |

Static MAC Table Configuration

Port Members
Delete | VLAN ID | MAC Address [1]2]3]4]5]s[7[a]a]10

| Add New Static Entry |

Puc. 4.2.35.1 — Hactpoiika Tabaunst MAC — aznpecoB

Tabmuna 4.2.35.1 — Hacrpoiika Tabmuisl MAC - anpecoB

Disable Automatic | OTkirounTh aBTOMaTH4eCcKOE ycTapeBanue. MAC - ajpeca, OJTydeHHBIC
Aging o0ydeHueM, OyyT MPUCYTCTBOBAThH B TAOJIMIIC IIOCTOSHHO.

Aging Time 3anaiite cpok ycrapeBanus i MAC - ajgpecoB, MOJNYy4EHHBIX
o0yuyeHueM, KoTopble OyayT nmpucyrcTBoBarth B Tabiauue MAC - anpecos.
Jnanazon nonyctumbix 3HaueHui: ot 10 go 1000000 cexyHa.

MAC Learning Ha kaxx1oM opTy MOKHO BKJIFOYMTB OJIHY U3 TPEX OILUMN:

Table * Auto (ABTOMaTHUYECKH): Ha IaHHOM HIOPTY 00yueHHe OyJET BBIMOIHEHO
aBTOMaTHYECKH, KaK TOJIbKO OyneT npuHsT HeusBecTHI MACanpec.

* Disable (Bpiximtounts): @Dynkuus obyuenuss MAC-agpecam
BBIKJIIOUEHA.

* Secure (Tonbko Oe3zonacHsle MAC-anpeca): OOyuenue Oyner
BBINOJIHEHO TOJIBKO AJis cTatndeckux MAC-anpecoB, nepeyncieHHbIX B
cnucke “Static MAC Table Configuration”. Ipyrue MAC-anpeca 6yayT
OTOPOIICHBI.

YaocToBepbTeCh B TOM, YTO JIMHHSA, HCIIONB3yeMas ISl YIPaBICHHS
KOMMYTaTopoM Jio0aBieHa B Tabnuiy crarnyeckux MAC-aapecoB 10
BKIIIOUCHHS peXHMa OOydYeHHsS] CTaTWYeCKHM ajpecam. B mpoTruBHOM
cllyyae JIMHUS yrpaBiieHHs OyneT NOoTepsHa U €€ MOXXHO Oyjaer
BOCCTAHOBHTBH TOJBKO ITyTEM HCIIONB30BAaHUS JPYroro HeOe30macHOro
nopTa JM0O0 MPHU MOJIKIOYEHUH KOMMYTATOpa MO IMOCIeA0BAaTEIbHOMY

uHTepdeiicy.
Learning-disabled | B sTom mone orobpaxarorcst VLAN ¢ otkiroueHHbIM 00yueHueM. Koraa
VLANSs HOBBIN MAC-aapec noctynaer B BUPTYyaJIbHYIO JOKAJIbHYIO CETh C

oTKIIOUeHHbIM oOydenueM, MAC-agpec ©He Oyaer wusyded. Ilo
yMOJMYaHHUIO Tojie mycroe. MoxkHO co3nath Oombiie cereit VLAN,
UCIOJIb3Ysl CHUHTAKCUC CIHCKa, B KOTOPOM OTHAEIbHBIE AJIEMEHTHI
PasaACICHBI 3allAThIMH. JII/IaHaSOHBI YKa3bIBalOTCA C IOMOIINBIO THPE,
pasfessoeld HUKHIOK U BEPXHIOKO MPaHUIBL.
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Static MAC Table Configuration (Hactpoiika Tabnuisl cratudeckux MAC - agpecoB): Ota
Ta0IUIa UCTIOJIB3YETCs I ycTaHOBKH cTaTudeckux MAC - anpecoB BpyuHyto. OO1iiee 4ucio
9JIEMEHTOB TaOJIHUIIBI, KOTOPbIE MOKHO BBECTH, PABHO 64.

Delete VYnanser MAC - aapec u3 SYEHKN TaOIHIIBI
VLAN ID 3anaiite unentudukarop VLAN ID nst atoro MAC - anpeca.
Port Members YcranoBure (Wau CHUMUTE) (JIard y COOTBETCTBYIOLIMX MOPTOB. Ecin

BXOJAIIUA makeT uMmeer TOoT ke MAC-aapec Ha3HauyeHUs, 4YTO U
ykazanHeli B VID, oH Oyner mepenaH HEMOCPEACTBEHHO B TMOPT,
OTMEUYCHHBIN (hJ1arom.

| Add New Static Enfry |
Kuomnka npeaHaszHaueHa A nooasinennss MAC — aapeca.

4.2.36. VLANSs

Hcnonp3oBanue BUPTyanbHBIX JoKadbHBIX ceTeir VLAN (Virtual Local Area Network)
ABIISIETCS TMOMYJSPHBIM M HEIOPOTMM CIOCOOOM CErMEHTUPOBAHHS DPAa3BEPHYTOM CETH IO
JIOTHYECKH CTPYHITMPOBAHHBIM yCTPOHCTBAM O€30THOCHUTENBHO K X (PM3UUECKUM COSTUHEHUSIM.
Ceru VLAN Takke CErMEHTHPYIOT CETh HA PAa3JIM4YHbIC IIMPOKOBEUIATEIbHBIE JTOMEHbBI TaKUM
00pa3oMm, YTO NaKeThl nepenaroTcs Ha nopThl BHYyTpU VLAN, KOTOpO# OHU IpUHAJIEXkKAT.

Ceru VLAN mnoBbImaroT 6€301MacHOCTb. Y CTPOHCTBA, KOTOPBIE YaCTO CBSI3BIBAIOTCS JPYT C
JIpyrom rpynnupytorcs B ogHy u 1y k¢ VLAN. Ecimm ycrpoiictBa nanHorn VLAN sxenaror
cBsA3aThcs ¢ ycTpoiictBamu B apyrod VLAN, Tpaduk IOMKEH HPONTH Yepe3 yCTPOMCTBO
MapLIPyTU3aLUU WIA KOMMYTATOp 3-T0 YPOBHS.

Cetu VLAN ympomatot ynpasieHue Tpagukom. B 0ObIYHBIX CETSIX, HE CETMEHTHPOBAHHBIX
Ha VLAN, Jilerko BO3HHMKAaeT IMeperpys3ka, oOyCIOBIIEHHAs IIMPOKOBEIIATEIBHBIM TpaduKOM,
aJpecoBaHHOr0  BceM  ycTpodctBam.  CBoad K =~ MHUHHMYMY  pacinpoCTpaHEHUE
IMPOKOBEIIATEIbHOTO Tpaduka mo Bced cetr, cetd VLAN obneryaror paboTy ycTporcTBam
TPYIIIbI, YaCTO CBA3BIBAIOIIMMCS C IPYTUMHU ycTpoiicTBamu B Toi ke VLAN 3a cuer aenenus Bce
CETH Ha HECKOJIbKO TOMEHOB BEIIaHMUS.

Cern VLAN ynpomarT 3aMeHy yCTPOWCTB WIM HX YCTaHOBKY B Jpyroe mecro. B
TPaJMLIMOHHBIX CETAX, KOI/Ia YCTPOICTBO TpeOyeTcsl MepeMeCTUTh B Ipyroe MecTo (Hampumep,
HEepeHeCTU co 2 3Taxka Ha 4 3Tax), aAMUHUCTPATOPY CEeTU MmoTpedyercs u3MeHuTh IP-anpec nim
JIaXe TOJICETh CETH JIN0O0 3aHOBO MPOTIHYTh kKabenu. OaHaKo, Mpu ucnoib3oBaHuu cereit VLAN,
UCXOJIHbIE HACTPOMKH MOXHO COXPaHMTh, a POKIAIKY KaGenel — CBeCTH K MUHUMYMY.

Jlng noctyna k HacTpoiikam HeoOxonuMo nepeiTH no Bkiaake Configuration— VLANSs.

VLAN Configuration (Hacrpoiika VLAN) (Puc. 4.2.36.1) (Ta6.. 4.2.36.1).

Global VLAN Configuration

Allowed Access VLANs
Ethertype for Custom S-ports | [B5A2

Port VLAN Configuration

Port| Description | Mode | g | pontype [fESE] LMo | faee | Ve | "Vane:
* = w 1| [== ~| [== v [== v||1 |
ALCess v 1 1
2 ACCESS v 1 1
3 ACCess w 1 1

Puc. 4.2.36.1 — Hactpoitka VLAN

Ta6mmma 4.2.36.1 — Hactpoiika VLAN
Global VLAN Configuration (I'mo6ansnas konburypamus VLAN)
Allowed Access OT0 mosne nokaspiBaeT paspenienHsle Access VLAN, Takum o6pazom,
VLANSs 3Ta HACTPOMKa BJIMSET TOJIBKO MOPTHI, HACTPOECHHBIE B PEKUME ACCESS.
[lopTel B JOpyrux pexuMmax sBisioTca wieHamMu  BceX VLAN,
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yka3aHHbIX B nojie Allowed Access VLANS. [1o ymMom4aHuio, TOJIBKO
VLAN 1 BxiroueHo.

Ethertype for Custom
Sports

3anaiite THUI ethertype/TPID, UCIIOJIb3YEMBIi JUIS
CIIEIMATIM3UPOBAHHBIX S-TIOPTOB.

Port VLAN Configuration (Hactpoiika VLAN Ha nopty)

Port

Howmep mopra. “*” o3HauaeT npuMeHEeHHEe KO BCEM IMOPTaM.

Mode

Pexxum pabGoTel mopra (IO YMOJYAHUIO access) OMpeensier
¢dbyHIamMeHTanbHOEe TOBeAeHUE mopra. llopT MOXKeT HaxOAMThCSA B
OJIHOM U3 TPEX PEKUMOB, KaK OIHCAHO HUXKE:

* Access ([octyn): ITopTel gocTyna, KaK MPaBUIIO, UCIIOJIB3YETCS IS
MOJAKIIIOUYEHUS K KOHEYHBIM CTaHIMSIM. JuHamuueckue QyHKIHH,
takue kKak Voice VLAN Moryr n006aBuTh TOPT K OoJsibLIeMy
kommuectBy  VLAN. IlopTel jgocTynma UMEIOT — CIEAYIOIINE
XapaKTEPUCTUKHU:

- [Ipunannexut poBHo k ogHoit VLAN (port VLAN).

- [IpuHuMaeT He TErMpOBaHHbBIE U CTETMPOBAHHBIE KAPbI.

- Ynanser Bce Kaapbl, KOTOpble HE KJIACCU(PUIMPYIOTCA KaK access
VLAN.

- Ha BwIxozme Bce kaaphl, kinaccuduimpoBanabie kak Access VLAN,
nepenatorcs 6e3 Teros. pyrue (muHamudecku gpodasieHHbie VLAN)
nepeaarTcs ¢ Teramu.

* Trunk (Marucrpanbsble): MarucrpajibHble HOPTHI MOTYT IIEpEaBaTh
TpauK Ha HECKOJIBKO BUPTYAIbHbBIX JOKAIBHBIX CETeH OJJHOBPEMEHHO
U, Kak TIpaBUIO, HCIOJB3YeTCS JUIsl MOJAKIIOYEHUS K JPYyTUM
KOMMyTaropaMm. MaructpaibHble MOPTHl HUMEIOT  CIEAYIOIIHE
XapaKTEPUCTUKHU:

- [To ymomuanwuto, trunk-nopt siBisiercst wienom Bcex VLAN (1-4095).
- VLAN, 4jIeHOM KOTOPBIX SIBISETCS MAaruCTPalbHBIM MOPT, MOKET
OBITH OrpaHuyeHo MmyTeM ucrnonb3oBanusa Allowed VLAN.

- Kaapel, knaccudunupoBanubsie ¢ VLAN, 4jieHOM KOTOPBIX MOPT HE
SBIISIETCS, OTOPACBHIBAIOTCS.

- [lo ymomuanuto, Bce Kaapbl, KPOME KaJpoB, KJIacCU(UIIUPOBAHHBIX
kak port VLAN, nepenarorca  TerupoBaHHbIMH.  Kanpsl,
kinaccuduimpoBanisie B port VLAN, He momyuator C-teramu Ha
BBIXOJIE

- MOXHO HacTpPOUTH YCTPOHCTBO TETMPOBATH HA BHIXOJIE€ BCE KaJIphl, B
3TOM Ciy4ae TOJBbKO TETHPOBaHHBIE KaJpbl OyIyT NMPUHUMATbCS Ha
BXOJIE.

* Hybrid (I'u6punnsie): I'ubpuaHbie mOpPTHl CXOKU C MOPTaMU THUIIA
Trunk BoO MHOTMX OTHOIIEHUSX, HO UMEIOT JOMOJHUTEIbHbIE (PYHKIIUH.
B nononHeHue K XapakTepHUCTHUKaM, OMMCAHHBIM 1S trunk-mopros,
rUOpUIHBIE TTOPTHI UMEIOT CIEYIOIINE BOZMOXKHOCTH:

- Moryt 6bITh ckoH(purypupoBan kak VLAN unaware, C-tag, S-tag
unu Scustom tag.

- C BO3BMOXHOCTBIO (PHIIBTpAIIMU Ha BXO/IE.

- OOpaboTka BXOIAMIMX KaJIpoB M KOH(UIYpPAIMIO BBIXOJHOTO
TErMpPOBAHMSI MOXXHO HACTPOUTh HE3aBUCHMO.

Port VLAN

3apaiite VLAN ID qys mopra. JlomycTuMBbIi 1rMana3oH 3HAaYEHU: OT 1
10 4095. Tlo ymonuanuio 3a1aHo 1.

Port Type

Breibop Tuma mopra. Omepamms Ui BXOJSINETO W HCXOMISIIETO
TpaduKa NopTa Ka)JI0To TUIa onKcaHa B Tabauie 3.86a.
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Ingress Filtering

Ecnmu punpTpanmst BXOASIINUX KaApOB BKIIIOUEHA U BXOISIIUN KaJIp HE
npuHamiexkut VLAN, ykazaHHOMy Ha JaHHOM MOPTY, TaKOW Kajap
otrOpaceiBaeTcs. Ecnu ¢uiabTpalins BXOAAIUX KaJPOB BHIKIIOYCHA U
BXOJAIIUN Kaap He npuHaaiaexur VLAN Takoil kaap NpuHUMAETCS U
nepenaeTcs B koMmytarop. [lo ymonuanuio GuibTpanus BXOASIINX
KaJIpOB BKJIFOYEHA JIJIsl TOPTOB B PEKMMax access u trunk.

Ingress Acceptance

I'uGpuaHple TOPTHI MO3BOJSAIOT HU3MEHSTH PEXHUM  00pabOTKH
BXOJAIINX KaJPOB.

» Tagged and Untagged: TerupoBaHHbIC U HE TETUPOBAHHBIC KaIpbI
MPUHUMAIOTCS.

» Tagged Only: TOJBKO TermpoBaHHBIE KaJapbl MpUHUMaroTcs. He
TETUPOBAHHBIC - OTOPACHIBAIOTCA.

* Untagged Only: TONbKO HE TETMPOBAHHbBIE KaJApbl MPHHUMAIOTCS.
TerupoBaHHBIE - 0TOPACHIBAIOTCSL.

Egress Tagging IMoptet B pexumax Trunk wm Hybrid moryt koHTpomupoBaTh
TErMpoOBaHKE KaJIPpOB Ha BBIXOJIE.
» Untag Port VLAN: Kanpsr ¢ metkoit VLAN coBnagaromieit ¢ port
VLAN nepenatorcss He TerupoBaHHBIMU. OcTallbHbIE  KaJApBI
MepeaaroTCs CO CBOUMHU METKAMHU.
» Tag All: Bce kaapel nepenaroTcs ¢ METKaMHU.
» Untag All: Bce kanpsl mepenarorcs 6€3 METOK. JTa OMIIHS JOCTYITHA
TOJIBKO B peskume Hybrid.

Allowed VLANs [opts! B pexxumax Trunk m Hybrid MoryT KOHTpOIMpOBaTh YieHAMH
kakux VLAN onum moryt craHoButhbcs. [lopTel B pexxume Access
MOeT OBbITh 4jaeHoM Toabko omHoi VLAN, access VLAN. Iloie
MOXKET OBITh OCTAaBJIIEHO MyCThIM. B Takom ciywae, mopt He Oyjaer
ywieHoM Hu ogHoi VLAN.

Forbidden VLANSs [Topt Moxer OBITH CKOHGUTYPUPOBAH TaK, YTOOBl HUKOI/IA HE

CTAaHOBHUThCA UWiIeHOM ompeneneHHbix VLAN. 3To MoxkeT ObITh
MOJIE3HO TIPU  KCHOJB30BAaHUM  JMUHAMHUYECKUX  IPOTOKOJIOB,
paborarommx ¢ VLAN, nanpumep GVRP. [lo ymomuanuto, mosne
OCTAaBJICHO ITYCThIM U O'PaHUYEHUN HE HAKJIAIbIBAETCS.

Tabnuua 4.2.36.1a— Oneparus Juist BXOJSIIEr0 M HCXOASIIEro Tpaduka

Tumn nmopra Onepanus
Onepaunsa Hax BxopsamuM | Onepanusi Haj HCXOIAIIMM
TpadukoM TpadhuKomM

Unaware Bce Bxomsamme kaapel, BHe | Paspemiennsle  VLAN  He
3aBUCHUMOCTH OT TOTO €CTh JIM | YAAJISAIOTCS Ha BBIXOJE
y HUX Ter WIM HET,
TETUPYIOTCSI  METKOM  port
VLAN (PVID).

C-port 1. Ecmu Bo Bxomamem | Mcxopsmue KaJIpbl
TETUPOBAHHOM Kajape | Terupyrorcs metkou C-tag.
TPID=0x8100, OH
nepenaeTcs.
2. Ecnu Kazap He
TErUPOBAHHBIN, W

MIPUOPUTETHO TETUPOBAHHBIH
B Hero n00aBisieTcsl Ter port
VLAN.
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S-port Ecmu BO BxogqamieM | Ucxomsmue KaIpbl
TETUPOBAHHOM KaJpe | TETUPYIOTCS METKOM S-tag.

TIPID=0x8100 mmmu 0x88AS,
OoH mnepenaerca. Ecim xanp
Hcxopsmue KaJpbl
TETUPYIOTCS METKOM S-tag.
108 He TerupoBaHHBIA WU
[IPUOPUTETHO TETHUPOBAHHBII
B Hero jgo0aBiisieTcst Ter port

VLAN.
S-Custom-port 1. Ecmm Bo BxogsmeM | Ucxonsmue KaJIpbl
TETUPOBAHHOM Kajape | terupyrorcss MeTkor Custom

TIPID=0x8100 umu Ethertype | S-tag.
for Custom Sports oH
nepenaercs. 2. Eciu xaap He
TETUPOBAHHbIH, WIN
MPUOPUTETHO TETUPOBAHHBIHN
B HEro Jo0aBisieTcs Ter port
VLAN.

SVL (Puc. 4.2.36.2) (Ta6.1. 4.2.36.2).

B SVL oana unm Heckonbko cereii VLAN conocTaBisitoTcs ¢ uieHTuhuKaTopom GuiibTpa
(FID). Ilo ymonuanuto cymiecTByeT B3auMHO-0HO3HauHoe conocrasieHue oT VLAN k FID, u B
9TOM ciydae Kommyrtarop neictByer kak mocT IVL, mo ¢ SVL neckonbko VLAN moryr
COBMECTHO MCIIOJIb30BaTh OJIHM U T€ *ke 3anucu B Tadiauie MAC-anpecos.

Shared VLAN Learning Configuration

Delete | FID | VLANs
| Delete | |1 | |

| Add FID |
Puc. 4.2.36.2 — Hactpoiika SVL

Tabnuna 4.2.36.2 — Hactpoiika SVL

Delete Y aneHue TeKylIlen 3anucu

FID WUnentudpukatop ¢unstpa (FID) — 310 maeHTHPHUKATOP, KOTOPBIH
VLAN nonydaer B Tabmuie MAC-anpecoB, korma naeiictsyer SVL.
Hukakue aBe ctpoku B Tabmuie He MOTYT UMeTh oguHakoBslii FID, u FID
JIOJKEeH OBITh yucsioM oT 1 10 63.

VLANSs Crnncox ceren VLAN, 0TOoOpakaeMbIX B FID.
Cunrakcuc craenytoumii: otraenbHble ceth  VLAN  paszpenstorcs
3ansAThIMU. J{Mana3oHbl yKa3bIBalOTCA C MOMOILIBIO THUPE, pa3Aelsiomiei
HIDKHIOIO U BEPXHIOIO TPAHUITBL.

Onua u ta ke VLAN M0XeT ObITh WieHOM TOJIBKO ogHoro FID.

Knomnka | oL npeaHa3HadeHa sl Jo0aBieHuss HOBou cTpoku B Tabiuity SVL. FID Gyner

NpeaABapUTCIIbHO 3alIOJIHCH IIEPBbIM HCHUCITIOJIB30BAHHBIM FID

4.2.37. VLAN Translation

Jns moctyma K HacTpodkam HeoOxonumo nepeitu mo Bkimanke Configuration— VLAN
Translation.
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VLAN Translation Port Configuration

Group Configuration

Port -5 tauit | G%ﬂup D
* [ -:::—vl

1 C

2 C

Puc. 4.2.37.1 — Hactpoiika noptos

Tabmuua 4.2.37.1 — Hactpoiika mopToB

Port Y nanenue Texyuen 3anucu

Default yCTaHOBUTE (iar, dYTOOBl HACTPOWTH MMOPT KOMMYTaTopa Ha
HCMOJIb30BaHKe rpyibl Tpancasiuuu VLAN no ymMoayaHuio.

Group ID Howmep rpynmnsl. ITopT MOKHO HacTpOUTH AJIsl UCIIOIb30BaHUS JII000M 13
IPYIII, HO TOJIbKO OJHOM.

VLAN Translation Mapping Table
Group ID | Direction | VID | TVID |

Puc. 4.2.37.2 — Hactpoiika rpynn

Tabnuna 4.2.37.2 — Hactpoiika rpymnm

Group ID Howmep rpymrsi.

DIR Vka3piBaeT HampaBiaeHue TpaHcisauuu VLAN  u  oTHOcuTes K
KoMMyTaropy. HanpaBienue MoxeT ObITh

'Ingress', Korga TpaHCHSAIUS MPOUCXOAUT Ha uaeHTUukarope VLAN
(b periMoB, OCTYMAIOUINX B TOPT KOMMYTATOpA,

'Egress', rhae TpaHCIAUS NPOUCXOIUT Ha wuueHTudukarope VLAN
($peiiMoB, TOKUAAIOIMIKX TOPT KOMMYTaTOpa, WIH

'Both', rae mepeBox ocymiecTBiseTcss MO OOOMM YyKa3aHHBIM BBIIIE

HaTpPaBJICHUSM.
VID uaestupukarop VLAN
TVID npeoOpasoBanHblii  uaeHTu(ukarop VLAN, B koropelii Oyner

npeodpaszoBan uaeHtudukatrop VLAN kasnpa.

4.2.38.  Private VLANs (Uacrubie VLAN)

s noctyma K HacTpoiikam HeoOxoaumo rnepeiTtu mo Bkiaake Configuration— Private
VLANES.

Orta cTpaHMLA MCIONB3yeTcs A KoHpurypupoBaHus uyacTHbIX VLAN. 3xech MOXKHO
no0aBuTh HOBble uyacTHble VLAN u wu3menuts cymiectByromme VLAN. Yactasie VLAN
OCHOBaHbI HAa MacKe MOPTa UCTOYHUKA M HE cOeNUHSAIOTCS ¢ 00bIYHbIMM VLAN. DT0 03Hayaer,
yto HOMepa VLAN ID o6brunbix VLAN u HOMepa VLAN ID uwactHeix VLAN moryT ObITH
OJIMHAKOBBIMH. UTOOBI ObLIa BO3MOXKHA Iepefaya MakeToB, MOPT JOJDKEH NpUHAJUIekaTbh U
oObuHOM, u yactHoM VLAN. TIlo ymomuanuto, Bce mnoptel VLAN  sBastorcs
HEMOoJIep>)KUBAEMbIMH U TipuHaAIexaT kak 00br4Hoi VLAN 1, Tak u yactHoit VLAN 1.

Henonnepxusaempiit mopt VLAN MoskeT mpuHajIekaTh TOJIBKO 0HON 00b1dHON VLAN,
OJIHAaKO OH MO>KET IIPUHAJUIE)KATh MHOXKECTBY 4acTHbIX VLAN.
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PVLAN Membership (Ilpunaanexnocts k Private VLAN) (Puc. 4.2.38.1) (Tao..

4.2.38.1).

Taomnuua 4.2.38.1 —IT

Private VLAN Membership Configuration

Port Members

Delete [ PVLANID [1]2]3[4a[s][s[7[8]9]10
L 1

| Delete || I:I| DOoOO0O0O00ooOO0OCc

| Add New Private WLAN |

Puc. 4.2.38.1 — IlpunannexHnocts k Private VLAN

UHAIeXKHOCTh K Private VLAN

Delete

VY panser TeKyulyo 3anuch

PVLAN ID

3apaiite Homep PVLAN ID.

Port Members

YcranoBute Quar B moie, eciii TpedyeTcs, 9TOObI TOPT MPHHAICKAT
onpeaeneHHoil yactHOW VLAN. UroObl ynanuth MOPT W3 YaCTHOU
VLAN, cuumure ¢aar B COOTBETCTBYIOILEM TIOJIE.

| Add New Private VLAN |

Kuomka
VLAN.

InpeaHasHa4dyCHa JId I[O68.BJ'ICHI/I$I HOBOM MNPpUHAJJIC)KHOCTH K

Port Isolation (U3oasimusi mopra) (Puc. 4.2.38.2) (Ta6.. 4.2.38.2).
Yactaeie VLAN HCcnonp3yroTCs Uil TPYIIIAPOBKH IIOPTOB € LENIBIO IPEAOTBPALLEHUS CBA3U
BHyTpu PVLAN. M30manus nopra ncnosb3yercs A OpeJOTBPALICHUs CBA3H MEXKIY IOpTaMu

KJIMEHTOB B OJHOU H

tor k¢ VLAN wmmm uvactHoit VLAN. Ilopt, KOTOpBI H30JMpPOBaH OT

OCTaJIbHBIX MOPTOB HE MOJKET IeperaBaTh KaKOH-TMO0 OJHOAAPECHbIM, MHOTOAaIpEeCHbIH WIH
MIMPOKOBEIIATENbHBINA TpaduK B It00bIe ApyrHe mopThl ToH ke camoit VLAN nmu PVLAN.

Port Isolation Configuration

Port Number
1]2]3]4][6]6[7][8]09][10

Puc. 4.2.38.2 — U3onsuus nopra

Tabmuua 4.2.38.2 — M3ossnus nopra

Port Number

VYcranoBurte Quiar, eciy jKeiaaTeabHO, YTOObI MOPT WU MOPTHI ObUIH
M30JIMPOBaHbI OT OCTAJIBHBIX IOPTOB.

4.2.39. VCL

Jns noctyna K HacTpoiikam HeoOxoaumo nepeitu no Bkiaake Configuration— VCL.
MAC-based (Ha ochoBe MAC-aapecos) (Puc. 4.2.39.1) (Ta0.. 4.2.39.1).
MAC-based VLAN Membership Configuration

Port Members

Delete |

MAC Address [ VLANID [1]2]3]4]s]s[7]s[9]10

| Delete ||

00-00-00-00-00-00| | 11000000000 |

| Add New Entry |

Puc. 4.2.39.1- MAC-based

Taomuua 4.2.39.1- MAC-based
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Delete Y anser TeKyuryo 3amnuch
MAC Address Vkazan MAC - aapec ucrounuka. Mmeiite B Buny, uto MAC - aapec
HCTOYHMKA MOXKET 0TOOpaxkaThcs ToJIbKO B onmuH VLAN ID.
VLAN ID OTtobpaxaer nanusii MAC-aapec B cBsa3annblii ¢ HUM VLAN ID.
Port Members [TopTel, KoTOpBIe NpUHaAIexkaT 1anHo VLAN.
| Add New Entry | .
Knonka '"——————— npeana3HaueHa ajsi J00aBJIECHUS HOBOM 3alUCH.

Protocol to Group (Puc. 4.2.39.2) (Ta6.a. 4.2.39.2).

Protocol to Group Mapping Table

Delete | Frame Type | Value | Group Name

| Delete | [Ethermetw| Etype 040800 | | |

Add New Entry |

Puc. 4.2.39.2 — Protocol to Group

Tabmuna 4.2.39.2 — Protocol to Group

Delete VY nanser Texyuyro 3anuch

Frame Type MosxHO BeIOpaTh OJWH M3 TpeX THIOB Kaapos. [lose 3HaueHus (value)
M3MEHUTCS COOTBETCTBYIOIIUM 00pa30M aBTOMATHYECKH.

Value » Ethernet: 3mauenue tmma Ether (Etype). [lo ymoiganuio 3amaHo

0x0800. Iunana3zon gomyctumbix 3HaueHuit: ot 0x0600 mo Oxffff.

* SNAP: nmna Tuna xagpa SNAP  oroOpaxaroTcss 3HaYeHUS
unentudukatopa OUI  (Organizationally Unique Identifier —
YHUKQJIBHBIA HMICHTU(UKATOP OpraHM3aluu) U HIACHTU(UKATOpa
npotokoia PID (Protocol ID).

» OUIL: 3Havenue B hopMaTe XX-XX-XX, IJIe Kakaas mapa (Xx) B CTpoKe
SIBJIIETCS IIECTHAIATEPUYHBIM 3HadeHreM B quana3zone 0x00-0x{f.

* PID: ecnu qyist OUI 3amano mectHaamnarepuunoe 3nadenue 000000, To
s protocol ID B mone 3Hadyenus tuna Ethernet ykazan mportoxod,
paborarormmii  Ha  BepmmHe SNAP.  Ecmu  OUI  saBnsercs
UACHTU(DUKATOPOM OIpPEENIeHHON opranusanuu, To protocol ID — 310
3Ha4YEHHE, HA3HAYEHHOE TOM OpraHu3aIfeil MPoTOKOIy, padoTarolemMy
Ha BepmmHe SNAP. JIpyrumu cnoBamu, eciu B nose OUI 3agano 00-00-
00, to 3nauenue PID Gynet etherType (0x0600-0xftff). Eciu 3nauenue
OUI ornmuaercs ot 00-00-00, To mpaBunbHOe 3HaueHue PID Oyzaer
Mo0bIM 3HaueHueM B nuamnazone ot 0x0000 go Oxftff.

* LLC (JIormueckoe ynpaBjieHHE JIMHUEH): BKIOYAaeT B ceOs 3HaYCHUs
DSAP (Destination Service Access Point — Touka 10CTyna Ha3HAYEHUS
ycnyr) u SSAP (Source Service Access Point - Touka g0CTyma HCTOYHHUKA
yeayr). [lo ymomgyanuto 3nadenue pasHo Oxff. J[mamazon momycTumbix
3HayeHuit: ot 0x00 no Oxff.

Group Name

Nmsa rpynmel. [lone moxer copepxkarb He Oonee 16 andaButHo-
1U(POBBIX CUMBOJIOB (a-z; AZ) win 1ensix yucen (0-9).

Kuomka

| Add New Entry |

npeaHa3HauCHa IJIsd I[O68.BJ'ICHI/I${ HOBOM 3aIlHCH.

Group to VLAN (Oto0pa:kenue rpynnsl B VLAN) (Puc. 4.2.39.3) (Ta6.1. 4.2.39.3).
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Group Name to VLAN mapping Table

Port Members

Delete |

Group Name | VLAN ID

1]2]3[a]s5][e]|7]8]a]10

| Delete | |

| Add New Entry |

Puc. 4.2.39.3— Group to VLAN

Tabmuna 4.2.39.3 — Group to VLAN

Delete

Y nanser TeKyulyo 3anuch

Group Name

ums rpynmbl. [Toste MoxkeT conepxatb He 6oiee 16 andaBuTHO-
1M (POBBIX CUMBOJIOB (a-z; A-Z) nnu nensix gucen (0-9).

VLAN ID

Homep VLAN ID

Port Members

Hasnauennsle nopTsl

Kuomnka

IP Subnet-based VLAN (VLAN na ocnoBe IP-noacern) (Puc. 4.2.39.4) (Ta6.1. 4.2.39.4).

Ha crtpanune IP Subnet-based VLAN configuration M0XXHO 3agaThb OTOOpa)KeHHE He
TErMPOBAaHHBIX BXOJAIIMX KaapoB B KOHKpeTHy0 VLAN, eciu B Tabnune oroOpaxenus IP-
noacetn B VLAN naiinen [P-agpec ncrounmka. Korma BximtoueHa kinaccuduxanus VLAN Ha
ocHoBe [P-mojiceTn, agpec MCTOYHHMKA HE TETUPOBAHHBIX BXOISIIMX KaJpOB MPOBEPSETCS IO
tabnuie otoopaxkenus IP- moacetm B VLAN. Eciam agpec mcTouHMKA JUIsl JAHHOW TOJCETH
HazHauaercs VLAN, yka3zanHbld B 93TOM sueiike TaOnuibl. Eciam
cornacyrouieiics [P-noncetu He 0OHapyKeHO, HE TETUPOBAHHBIEC KAIPbl KIACCUPUIIMPYIOTCS, KaK

HallIeH, TO KaJpam

| Add Mew Entry

npeaHazHaucHa IJisd I{O6aBJI€HI/I$I HOBOM 3aIKCH.

npuHauiexkanye VLAN, koTopoil IpuHaUIekUT NPUHABLINKN UX nopT (¢ HomepoM PVID).

IP Subnet-based VLAN Membership Configuration

Port Members

Delete |

IP Address

| Delete | [0.0.0.0

| Mask Length [ VLANID [1]2[3[4[5]6][7[8]a]10
| |2£ | | 1| mEEEEEEEE RN EnEE

| Add New Entry |

Puc. 4.2.39.4 — VLAN Ha ocHOBe 1oceTen

Tabmuia 4.2.39.4 — VLAN Ha oCHOBE moceTe

Delete Y nanser TEeKyLlyro 3aluch

IP Address IP-aipec u1st TaHHOTO MpaBMIa

Mask Length JUIiHa MacKu ceTH

VLAN ID Homep VLAN ID

Port Members [TopThl, Ha3HAYEHHBIE JAHHOMY MTPABUITY

| Add New Entry | .

Knonka '———————— npenna3zHaueHa /i J00aBI€HUs] HOBOU 3aIHCH.
4.2.40. QoS (KauecTBOo 00CTy:KUBAHHA)

CerteBoil TpaduK Bcerjga HEMpencKa3zyeM, IMOAITOMY OCHOBHBIM (DakTopoM oOecrieueHus
KauecTBa SBIIETCS MPEJOCTaBICHUE HAWITYYIIEero crocoda AocTaBkd. s mpeomoneHus ITon
npoOJeMbl UCIOJIB3yeTCsl TOHsATHE KadecTBa oOcmyxkuBanus (Quality of Service (QoS))




MpUMEHsIeMOe KO Bcel ceTu. ['apaHTupyeTcs, 4To ceTeBOM Tpaduk OyJaeT MPUOPUTU3UPOBAH B
COOTBETCTBUU C 3a/IaHHBIM KPUTEPHEM, W TpHUEeM OYIeT MPOU3BOAMUTHCA C HCIOIH30BAHUEM
00pabOTKH IO PUOPHUTETAM.

QoS 1o3BOJISIET HA3HAYUTH PA3TMYHBIC KJIACCHI CETEBBIX YCIYT PA3IUYHBIM THIIaM Tpaduka,
HanpuMep, MYyJIbTUMEAUMHOMY, BUAEO, TPaPUKy KOHKPETHOIO MPOTOKOJIA, KPUTHUYHOMY I10
BpeMeHH Tpaduky, Tpaduky pesepBHOro kommpoBanwus (aiimoB. UToObI 3a1aTh MPUOPUTETHI
MaKeTOB Ha JIaHHOM KoMMyTarope, rmnepedaure Ha crpanuiy “Port Classification”
(Kmaccudukanms mopra).

s moctyna K HacTpoikaM HeoOxoaumo repeitu mo Bkiagake Configuration— QoS.

Port Classification (Kinaccupuxanus na noprax) (Puc. 4.2.40.1) (Ta6a. 4.2.40.1).

QoS Port Classification

Port Ingress
CoS | DPL | PCP | DEI | Tag Class. | DSCP Based | Key Type | Address Mode
= e v |2 v || == v |52 v |_ [== v [== |
1 [Ow]| [0w]| [Ow]| [0w]| Disabled C [ Mormal ~| [Source W
2 [0w]| [0v]| [0w]| [0w]| Disabled C [ Mormal wv| [Source v
3 [Dw| [Dw]| [0w]| [0w]| Disabled C [ Mormal wv| [Source |

Puc. 4.2.40.1 — Knnaccudukanus QoS Ha moprax

Tabmuna 4.2.40.1 — Knaccudukamms QoS Ha moprax

Port

Homep nopra. “*” o3HauaeT npuMeHeHne KO BCEM IOPTaM.

Cos

Knacc CoS, Boibupaemsiii mo ymomvyanuw. Kmace CoS ¢ Homepom 0
uMeeT HauMeHblui npuoputeT. [lo ymonuanuto 3agaHo 0.

DP Level

BriOepuTe npropuTeT OTOpAChIBAHMS:
0: ITonTBepxaeHHBIE KaAPHI.
1: Kajipbl, KOTOpBIE MOTYT OBITH OTOPOIICHBI.

PCP

Bribepure cooTBETCTBYIOIIEE 3HAYCHUE MTOITB30BATEIBCKOTO IPHOPUTETA
(Priority Code Point) njist He TEeTHpOBaHHBIX KaJpPOB.

DEI

Bribepure cooTBETCTBYIOLIEE 3HAYCHUE UHAMKATOpa OTOpachIBaHUS IO
kputepuio (Drop Eligible Indicator) /uist He TETHPOBAHHBIX KaJIPOB.

Tag Class

B sToM mosne oToOpaxeH pexuM KiIacCUPUKALMM Ui TerMPOBAHHBIX
KaJpOB HA JAHHOM IOPTY:

* Disabled (Bsikitouen): /i TETUPOBAHHBIX KAJAPOB UCIOIB3YETCS KIIacc
QoS u ypoenb DP no ymomyanuto.

* Enabled (BxitoueH): nansi TerMpoBaHHBIX KaJIpoOB MCIIOJB3yeTCs
3Hauenue PCP u DEI u3 tabmumst (PCP, DEI) to (QoS class, DP level)
Mapping.

DSCP Based

VYcranosure ¢nar B mojie, 4ytoOsl BkIOUuTh QoS Ha ocHoBe DSCP
(BXOASIIUN TIOPT).

Key Type

Tun onpenensdmoomero Kio4ya, CreHEpUPOBAaHHBIM JUIs  KaJpoB,
IIOJIyYEHHBIX Yepe3 NopT. JlomycTuMble 3HaUEHUS:

Normal: coorBercTBYyeT BHeutHemy Tery, SMAC/DMAC, IP-niporokouty,
DSCP, SIP/DIP, SPORT u DPORT.

Double Tag: ueTBepTh Kit0Ya, COOTBETCTBYET BHYTPEHHEMY U BHELLTHEMY
TETY.

IP Address: momoBuHa KiItO4a, COBIAJEHWE BHYTPEHHETO W BHEITHETO
tera, SIP u DIP. [Ins kanpoB, He oTHOCsIMXCS K [P, ncnonb3yiiTe ToJIbKO
BHEIIHUU TET.

MAC and IP Address: Ilonnblil kiItoy, coBHajaromMid BHYTPEHHUH U
pHemHuM Ter, SMAC, DMAC, SIP u DIP.

Address Mode

pexxum IP/MAC-anpeca, onpeensonyi, J0MKHA JIM KiIaccu(uKaIus
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QCL ocHoBbBaThcsi Ha anpecax wuctounuka (SMAC/SIP) wmm
HazHaueHus (DMAC/DIP) va 3Tom mopTy. DTOT mapaMeTp UCTIOIb3YeTCs
TOJILKO B TOM cliydae, ecnu Tun kioda Normal. JlomycTuMbiMu
3HAYEHUSIMU SIBIISIFOTCS:

Source: mo3Bomsier conocraBusite SMAC/SIP.

Destination: mo3Bosisier conoctanisite DMAC/DIP.

Port Policing (Orpanunuyenue ckopoctu Ha noprax) (Puc. 4.2.40.2) (Ta6.1. 4.2.40.2).
QoS Ingress Port Policers

Port | Enable |

* -
|

Rate |
I:I.

Unit | Flow Control
== W [
00] [kbps v | C
00| [kbps | C
00] [kbps v | C

Puc. 4.2.40.2 — OrpannyeHue CKOPOCTH Ha MOPTax

—

L Iy e

[TER
B
mpihjim |l Ch

|

Tabnuna 4.2.40.2 — OrpannueHue CKOPOCTH Ha MOPTaxX

Port Howmep nopra. “*”” o3HauaeT npuMeHeHHE KO BCEM MOPTaM.

Enabled YcrtanoBute ¢uar B 3TOM moje, 4TOObl BKIIOYUTH (DYHKIHUIO OTpaHUYCHHUS
CKOpPOCTH Ha TIOPTY.

Rate 3amaiiTe CKOpPOCTh, 10 KOTOpPOW OyAeT orpaHuueHa cKopocTh Ha mopTy. llo
ymouanuio 3agano 500 k6ut/c. Jomyctumsbiii muamnaszon s kbps (kOut/c) u
fps (kampos/c): or 100 mo 1000000. Homyctumsiii guana3zon st Mbps
(Mo6wurt/c) u kips (kampos/c): ot 1 mo 3300 Mo6wut/c.

Unit Epunuib1 u3MepeHus orpaHuueHusl CKOPOCTH

Flow Control | Eciu ynpaBieH#e MOTOKOM BKIIIOYEHO U ITOPT pabOTAET B PEKUME yIIPABICHUS
MOTOKOM, TO OYIyT OTHpPaBIATHCA KaJpbl pause, BMECTO OTOpachIBaHH
BXOJISIIIUX KaJPOB.

Queue Policing (Orpanuyenne ckopoctu B ouepensix) (Puc. 4.2.40.2) (Ta6.a. 4.2.40.2).
QoS Ingress Queue Policers

Port Queue 0 | Queue 1 | Queue 2 | Queue 3 | Queue 4 | Quewe 5 | Queue 6 | Queue 7
Enable Enable Enable Enable Enable Enable Enable Enable
L [ [ [ [ [ [ [
1 [ B B B B B B B
2 [ [ N [ [ N [ [
3 N B N N B N B

Puc. 4.2.40.2 — OrpanndeHue CKOpOCTH B OUEPEIAX

Tabnuua 4.2.40.2 — OrpaHrueHre CKOPOCTU B 0Yepeisix

Port

ko

Howmep nopra. 03HA4YaeT NPUMEHEHHE KO BCEM MOPTaM.

Queue 0~7 Enable

VYcranoBute Quar B COOTBETCTBYIOIIEM IIOJ€, YTOOBI BKIIOYUTH
(GYHKIIMIO OTpaHMYEHUS] CKOPOCTH B OUEpe/IIX Ha MOPTax KOMMYyTaTopa

Rate Ckopoctb, 10 KOTOpoi Oyaer orpaHuyeHa cCKopocTh B ouepenu. I[lo
yMoruanuio 3agaHo 500 kOut/c. JlomyCTUMBIN Trana3oH 3HAYCHUH s
kbps (k6ut/c): ot 100 10 1000000. JomycTrMblii qranma3oH 3HAYSHUN TS
Mbps (Mb6urt/c): ot 1 1o 3300 Mo6ut/c.

Unit EnuvHunBl M3MEpeHHsT OTrPaHUYCHUS CKOPOCTH OYEpPEeId BXOJAIIAX

KaJIpOB.
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Port Scheduler (Puc. 4.2.40.3) (Taéu. 4.2.40.3).

QoS Egress Port Schedulers

Port Mode

Weight

Qo [a1fQ2]aQ3[Q4]Q5[Q6[Qa7
1 Strict Priority - - - - - - - -
2 Strict Priority - - - - - - - -
3 Sirict Priority - - - - - - - -

L8

QoS Egress Port Scheduler and Shapers Port 2

| Scheduler Mode | Strict Priority |

Queue Shaper Port Shaper

Enable | Rate | Unit | Rate-type | Excess | Credit

Enable | Rate | Unit | Rate-type

3

—1(500

S

—| 200

S

—1(500

S

—| 200

S .

500

=0 =32 A wm

o

500

Qi 5
| 500

6

Qo

500

Puc. 4.2.40.3 — Port Scheduler

Taomuma 4.2.40.3 — Port Scheduler

Port Haxxmure MBIIIBIO Ha TOPT, YTOOBI 3a1aTh JETalbHBIE HACTPOHKH
JWCIIeTYepa mopra.

Mode OTtob6pakaeTcst BHIOpaHHbII peKUM pabOThI

Weight OTtobOpakaeTcst BeC B MPOIICHTAX, MPUCBOEHHBIN ouepensim Q0~Q7.

Scheduler Mode YcTpoiicTBO 00ecrieuuBaeT JBa pekuMa padboThl C OUYepeIsTMH.

¢ Strict mode (Ctporuii pexxum paboThl): B 3TOM pexxkume Kaapsl U3
BBIXOJIHBIX oOdepeneii ¢ Ooiee BBICOKUMH TPHOPUTETAMU OyayT
nepeaaBaThesl MEepBBIMH (10 CPABHEHUIO C KaJpaMH, HAXOIALIMMHUCS B
ouepensx ¢ HU3KHUMHU TPUOPUTETAMH).

* Weight mode (Pexum paboTsl ¢ Becamu): s ouepeaen ¢
B3BemmBanueM DWRR (Deficit Weighted Round-Robin — nuxinnueckoe
B3BELIMBAHHUE C YYETOM Je(UIUTA) JOJDKEH OBITh 3a7jaH BEeC B KaxJIOH
ouepenu. OOciyxuBanue ouepeneil mpu DWRR Bo mHOrom nomo6Ho
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WRR, ognako cienyromas ouepeab 00CTy>KUBAeTCs TOJIBKO TOT/1a, KOTaa
ee cuerunk nepunmra (Deficit Counter) cTaHOBUTCS MEHbBIIE pa3Mepa
NEPEAAHHOTO MAKETa.

Queue Shaper (PopmupoBatens Tpaduka ouepein)

Enable HaxxmMute MBIMIBIO 3TO MMOJE, YTOOBI BKIIOYUTH (OPMHPOBATEIH JIS
HEKOTOPOW o4epe/ i Ha BRLIOPAHHOM TIOPTY.
Rate 3amaiiTe CKOpPOCTh, JIO KOTOpoil (opmupoBaTenp ouepean Oynuer

OTrpaHWYMBaThL CKOpocTh. [lo ymomuanuio 3amano 500 kOwur/c.
Jlomyctumplii muarna3on 3HadeHui 11 kbps (ko6ut/c): ot 100 mo 1000000.
Jomyctumblii nuana3zoH 3HadeHuid s Mbps (Mout/c): ot 1 mo 3300
Moburt/c.

Unit Bribepure  enuHHUIBI  M3MEPEHHS  CKOPOCTH, KOTOpble  Oyner
WCIIO0JIh30BaTh (POPMHUPOBATENb OUEPEAH ITPH OTPAHUICHUU CKOPOCTH.
Port Shaper (®opmupoBatens Tpaduka nopra): 3aaiiTe CKOPOCTh, C KOTOPOH TpapuK MOKET
MOKH/JIaTh TAHHYIO OYepe/ib.

Enable VYcranoBure ¢iar B 3TOM Moje, YTOOBl BKIIOYUTH (POPMHUPOBATEIND
TpaduKa mopTa.
Rate 3amaiiTe CKOpPOCTh, 10 KOTOPOM OyJeT orpaHnYeHa CKOPOCTh Ha BBIXOJIE

dbopmupoBarens Tpaduka mopra. [lo ymomganmro 3amano 500 xOwur/c.
Jomyctumblii quana3on 3HaueHuit 1uis kbps (k6ut/c): ot 100 mo 1000000.
Jomyctumplii mrana3oH 3HadeHuid s Mbps (Mout/c): ot 1 mo 3300
Mourt/c.

Unit Br1bepuTe e1MHUIIbI U3MEPEHUS] CKOPOCTH.

Port Shaping (PopmupoBanne Tpaguxa nopron) (Puc. 4.2.40.3a).
Haxmure Ha HOMep mnopra, 4YTOOBl H3MEHUTh WM I€PEyCTAaHOBUTh HACTPOMKHU
dbopmupoBarens Tpaduka Mopra, B YaCTHOCTH, OTPAaHUYEHHE CKOPOCTH.

QoS Egress Port Shapers

Shapers

Port 0 TQi (G2 Q3| Q4 [ Q5 [ Q6 [ Q7 | Port

163 [Pt |t

Puc. 4.2.40.3a— PortShaping

Port Tag Remarking (U3menenue teros Ha nopry) (Puc. 4.2.40.4) (Ta6.1. 4.2.40.4).

QoS Egress Port Tag Remarking

Port | Mode
1 Classified

Classified

Classified

|y |

Qo5 Egress Port Tag Remarking Port 1
Tag Remarking Mode || Classified v||
QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode || Default v||

PCP/DEI Configuration

Default PCP
Default DEI

281



QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode || Wapped v||
(CoS, DPL) to (PCF, DEI) Mapping

EDS | DPL| FEF’ | DEI
--
. v v
e vl
vt~

Puc. 4.2.40.4 — "I3MeHeHue TEroB Ha MOPTY

n
!

=}

=

bt (R a5 T s Y o Y Y S U 'S T P T N [ Wt N s R s
B == T e T e B o A e I L= R e T e

Tabnuna 4.2.40.4 — M3MeHeHue TeroB Ha MOPTY

Port HaxmuTte MbIIIbIO Ha OPT, YTOOBI 331aTh JETAJIbHBIE HACTPOMKH.
Tag Remarking Bribepure cooTBETCTBYIOLIHMH PeKUM pabOThI H3MEHEHHsI TETOB Ha 3TOM
Mode TOPTYy.
. Classified (KnaccudunmpoBanusiit): HCIIOJIb3YIOTCA
kiaccuduimpoannbie 3HaueHus PCP/DEI.
* Default (3HaueHuss MO yMOJYAHMIO): MCIOJB3YIOTCS 3HAYECHHUS
PCP/DEI, 3agannsie no ymonuanuto - PCP:0; DEI:0).
* Mapped (OtoOpakeHHe): HCMONB3YETCS OTOOpaKeHWE 3HAYEHUU
ksaccoB QoS u yposHeii DP B 3nauenust PCP/DEL
PCP/DEI Hacrpoiika 3nauennit PCP/DEI nns pexxuma Default.
Configuration

QoS Class/DP
level

IToxa3zanb! onuuu oToOpaskeHUs A 3HaUeHuH kiaaccoB QoS U ypoBHEi
DP (npuopureroB oTOpachIBaHMUsl).

PCP N3mMeHeHne TeroB COryiacyromuxcsi UCXOASIINX KaApOB B COOTBETCTBUU
¢ ykazanHbIM nipuoputeroM Priority Code Point 6o B cooTBETCTBUM C
noJyib3oBarenbckuM npuoputeroM. ([duamazon: 0~7; Ilo ymomuanuto
3a1aHo: 0)

DEI N3mMeHeHne TeroB cOryiacyromuxcsi UCXOASAIIMNX KapOB B COOTBETCTBUU

C 3aJlaHHBIM WHJUKATOPOM COOTBETCTBHUS KPUTEPHIO OTOpachIBaHUS
(Drop Eligible Indicator). (Inanazon: 0~1; ITo ymomuanuto 3agano: 0)

Port DSCP (Hacrtpoiika tpancasiunu DSCP na nopry) (Puc. 4.2.40.5) (Ta6.1. 4.2.40.5).
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QoS Port DSCP Configuration

Port Ingress Egress
Translate | Classify Rewrite

* [ = v == v |

1 C Disable | |Disable v |

2 C | Disable ~ | |Disable v |

3 C | Disable ~ | |Disable v |

Puc. 4.2.40.5 — Hactpoiika tpanciasiuun DSCP na nopty

Tabmuua 4.2.40.5 — Hactpotika tpancisuuun DSCP Ha nopty

Port

Howmep mopra. “*” o3HauaeT npuMeHEHHE KO BCEM IOPTaM.

Ingress Translate

YcranoBure ¢uar B mosie, 4TOObl BKIIOYHUTH TPAHCISAIUIO 3HAUYCHHIA
DSCP Ha ocHOBE BEIOpaHHOTO METOAa KI1acCH(UKAIINHI

Ingress Classify

Bribepure COOTBETCTBYIONINI METO/] KIIACCH(PUKALINH:

* Disable (Beiximrounts): Knaccudukanus DSCP Bxomsmux kaapoB He
BeimonHsercs. * DSCP=0: Knaccudukanms Bemonusiercs, ecan DSCP
BXOJSAIINX KaJpoB paBeH 0.

* Selected (BriOpano): knaccudunupyrorcs Toiapko DSCP, ais koTopsix
BKJIIOUEHA Ki1accudukamys B Tadnuie tpancasuuu DSCP.

* All (Bce): knaccudunmpyrores Bee mosist DSCP.

Egress Rewrite

3nayenuss DSCP ucxonsmux kajgpoB OyAyT NepenucaHbl Ha HOPTY.

* Disable (Beiximrounts): Ilepesamuck 3nauenuii DSCP ucxopsimero
TpaduKa BBIKIIIOUYCHA.

* Enable (BximtounTs): [lepesanuce 3nauernii DSCP ucxoasimux kaapoB
BKJIFOYEHA, HO OTOOpaKeHHE TOCIIe ePe3allucy He BBIIOIHIETCS.

* Remap DP aware (Orobpaxenue noanepxxuaembix DP 3anoBo): Kanp
¢ DSCP, noctynuBmuii OT aHalu3aTopa, CHOBa OTOOpakaeTcs H
nomeyaercss HOBbIM 3HaueHueM DSCP. B 3aBucumoctu ot yposHs DP
kajapa, HoBoe 3HaueHue DSCP Gepercs u3 tabnuisl Tpanciusaauun DSCP
u3 nons Egress Remap DPO unu DP1.

* Remap DP aware (OtobOpakenue HenojaepxuBaeMbix DP 3aHoBO):
Kanp ¢ DSCP, noctynuBmuii OT aHaiau3aTopa CHOBa OTOOpaXkaeTcsl U
noMeuaetcss HOBBIM 3HaueHHeM DSCP. Hosoe 3nauenne DSCP Bcerma
oepetcs u3 Tabauis! Tpancsiuu DSCP u3 nons Egress Remap DPO.

DSCP-Based QoS (Hacrtpoiika kayectBa oocay:xxkuBanus no DSCP) (Puc. 4.2.40.6)

(Tad.. 4.2.40.6).

DSCP-Based QoS Ingress Classification

DSCP [ Trust | CoS | DPL
0 (BE) C
1 C
2 C
3 C

Puc. 4.2.40.6 — Hactpoiika kauectBa oocimysxkuanus no DSCP

Ta6mmma 4.2.40.6 — Hactpoiika kauectBa o0ciaykuBanust mo DSCP

DSCP

3nauenne DSCP Bxopsumiero nakera. J[Mamna3oH 10MyCTUMBIX 3HAUEHUN
DSCP: ot 0 10 63.

283




Trust YcranoBute ¢uiar B 3TOM MoJie, 4ToObl yKaszarh, uro 3HaueHue DSCP
SBJIETCST  HaUeKHBIM. TOJbKO  HamexkHple 3HaueHuss DSCP
OTOOpaXaroTCs B COOTBETCTBYMOIIMK Kkiacc QoS ©  mpHOpHUTET
otOpacweiBanuss DPL (drop precedence level). Kagpsl ¢ HeHaae:xHBIMU
3HaueHusiMu DSCP cuntarorcs He-1P kanpamu.

CoS Bri6epuTte kiacc QoS mis coorBercTByroiero 3Hadenuss DSCP mst 123
o0OpaboTku Bxomsmmx kaapoB. [lo ymomuanuro 3amano 0. J{mamazon
JIONYCTUMBIX 3HaYeHuM: oT 0 110 7

DPL Bribepure mpuoputer otOpaceiBanus DPL 1 cooTBeTCTBYIOLIETO
3HaueHuss DSCP mist 0O0pabGoTku Bxomsmux kaapoB. [lo ymomgaHuio
3agano 0. 3nauenue “1” naer 6osee BBICOKUI MPHOPUTET OTOpAChIBAHUS

DSCPTranslation (Tpancasiuua DSCP) (Puc. 4.2.40.7) (Ta6.a. 4.2.40.7).
DSCP Translation

DSCP Ingress . Egress

Translate | Classify | Remap DP0 | Remap DP1
& = e B |~=c:=~ vl |~=c:=~ vl
0 (BE) C [0(BE) w| [D(BE) w|
1 o [ vl [ v
2 o [2 v [2 v]
3 o [z v| [3 v
‘ 0 [E___v[E___v
5 O[5 lE v]

Puc. 4.2.40.7 —_TpaHénﬂuHﬂ DSCP

Tabmuna 4.2.40.7— Tpancusiuss DSCP

DSCP 3nauenne DSCP Bxopsuiero kaapa. /[nana3on A0mMyCTUMBIX 3HaYEHUH
DSCP: ot 0 g0 63.

Ingress Translate Bxrouaer Tpancisanuio 3nadenunii DSCP BXoasmux kaapoB Ha OCHOBE
3aJIaHHOTO METO0/1a KJIacCU(UKALIUU.

Ingress Classify Bxrouaer knaccupukanyio Ha BXOASIIEH CTOPOHE, KaK OMpPEEICHO B
tabsuie HacTpoiiku DSCP QoS Ha nopry.

Egress Remap 3anoBo oroOpaxaer 3HaueHre DP B BoiOpanHoe 3HaueHue DSCP.

DSCPClassification (Knaccupuxanuss DSCP) (Puc. 4.2.40.8) (Ta0.1. 4.2.40.8).
DSCP Classification

CoS | DSCPDP0 | DSCP DP1

|'=CJ=' vl |{Z=- vl
0 [D(BE) ~| [0(BE) |
1 [D(BE) +~| [0(BE) |
2 [D(BE) ~| [0(BE) |

Puc. 4.2.40.8 — Knaccudukamus DSCP

Ta6mmma 4.2.40.8 — Knaccuduxarms DSCP
CoS Crnincok akTyalbHbIX 3Ha4eHHH Ki1accoB QoS
DSCP: Bri6epute 3nauenne DSCP st orobpaxenus B kiace QoS

QoS Control List Configuration (Cnucok ynpasiaenuss QoS) (Puc. 4.2.40.9) (Tao.1.
4.2.40.9).

Criucok ympaBiieHUSI KaueCTBOM OOCTYXMBAHMS HCIONb3YETCs Ul YCTAHOBKU MPABUII
00paboTKK BXOISIIMX MaKkeToB no Tumy kaapa, MAC-aapecy, 3nauenusim VID, PCP, DEI. Kax
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tonbko QCE npuBsizaH K mopry, TpaduK COracyercs ¢ IepBbIM AJIEMEHTOM CIHCKA YIPaBJICHUS
QoS, xotopomy Ha3HaueH kiacc QoS, ypoBeHb npuopHurera otoOpachiBanus u 3HaueHrne DSCP.
Tpaduky, He cornacyromemycs Hu ¢ kakumu QCE, Haznavaetcs kiacc QoS, UCIonb3yeMbIid 115

opTa 10 YMOJIYaHHUIO.
QoS Control List Configuration

Frame | Action

Tag
Type | CoS [ DPL [ DSCP [ PCP | DEI | Policy [ Ingress Map [ Vid |

Type

QCE ‘ Port ‘ DMAC ‘ SMAC | VID ‘ PCP ‘ DEI

Puc. 4.2.40.9— Cniucox ynpasienust QoS

Tabmuna 4.2.40.9 — Criucok ympasienus QoS

QCE Orobpaxaercst Homep daemenTa crucka QCL

Port OTtobpakaeTcsi HOMep MopTa, ucrnoab3yromero 3toT QCL

DMAC MAC-anpec HazHaueHus. Bo3MOXxHBI clenylolue 3HaueHUs: Any
(JTroboit), Broadcast (IupoxoBemnaTeIbHBIN), Multicast
(MuoroaapecHsrii), Unicast (OqHOaIpeCHBIH).

SMAC MAC - agpec uCToyHuKa

VID OTto6paxkaercs VLAN ID (1-4095)

PCP Orobpaxaercst 3Hauenue PCP.

DEI OtoOpaskaercs 3HaueHue DEI

Frame type OTtoOpakaeTcst TUI Kajapa, MOUCK KOTOPOro OyleT MPOU3BOIUTHCS BO
BXOJSIINX Kaapax. Bo3sMoskHbI cieayromue Tumbl kKaapos: Any (JIxo6oi),
Ethernet, LLC SNAP, IPv4, IPv6.

Action OTtoOpaxaeTcst ornepanus KiacCu(UKaAIUHU, BHITOIHIEMAs: Ha BXOISIIUX
KaJlpaX, KOrja HacTPOWKH IMapamMeTpPOB COTJACYIOTCS C COJEPKUMBIM
KaJipa.

Storm Control (YnpapijieHue mupokoBemiatejJbHbiM mTOopMoM) (Puc. 4.2.40.10)
(Tadu. 4.2.40.10).

VYrpaBieHrne MIUPOKOBEUIATEIbHBIM IITOPMOM HCIOJNB3YETCS JJs  IPelOoTBPALLEHUS
YXYJAUIEHUs. TPOU3BOJUTEIBLHOCTH CETH WJIM TOJIHOTO TNpeKpalleHus ee paboThl. YIpaBieHHE
OCYIIECTBIISIETCS IyTEM YCTAHOBKM TIOPOTOBBIX 3HAYEHMH [ Tpaduka, M0J100HOTrO
HIMPOKOBEIATENBHOMY, OJITHOAJIPECHOMY WIH MHOT'0a/IpECHOMY . Yxynuenue
MIPOU3BOJUTENIBHOCTH CETU WJIM TMOJHOE MpEeKpaleHhe ee padoThl MOTYT OBITH OOYCIIOBJIEHBI
HEMoJIaJKaMH B paboTe CeTeBBIX YCTPOUCTB, MJIOXON OTIAAKOM U HEMPaBWIbHBIMUA HACTPOHKaMU
npukinagHoro I10. 3amura ceTH OT WITOPMOB MOXKET OBITh OCYIIECTBJIIEHA IyTEM YCTAaHOBKHU
MOPOTOBBIX 3HAYEHUH JJIs ONpeieNieHHOro Tpaduka Ha ycTpoiicTBe. JIoOble yka3aHHbIE aKeThl,
IIpU NIpHEME KOTOPBIX MPEBBILIEHO 33JaHHOE TOPOTrOBOE 3HAUEHUE, Oy1yT OTOPOILIECHBI.

Global Storm Policer Configuration

Frame Type | Enable | Rate [ Unit
Unicast | 1| [fos w
Multicast | 1| [fos ~
Sroadcast | 1| os v

Puc. 4.2.40.10 — YnpasneHue NIMpOKOBEIIATEIbHBIM IITOPMOM

Tabmuua 4.2.40.10 — YpaBieHue MHUPOKOBEIIATENbHBIM IITOPMOM

Enable Bxmrouaer mopaBneHume mTopMa il makeToB  THUmoB  Unicast
(OnHoanpecHsIit), Multicast (MHoroanpecHslil), Broadcast
(IIlupokoBenaTeabHbIi).
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Rate Bribepure moporoBoe 3HaueHHME B TaKeTax B CeKyHAy. lIpuHsTBHIE

MAaKeThl, MPH KOTOPHIX TPEBBIINICHO BHIOpaHHOE 3HAYCHHE, OYIAyT
OTOPOIICHBI.

Unit Enunauiel namepenust

Weighted Random Early Detection (WRED) (Puc. 4.2.40.11) (Ta0.1. 4.2.40.11).

OtcnexuBaeT JUIMHY OYepEIU U OTOPAChIBAET HEKOTOPBIN IPOLEHT TAKETOB B OYEPEH [Tt
yJIy4lIeHUs] TPOU3BOJUTEIBHOCTH CETH.

Weighted Random Early Detection Configuration

Queue | Enable | Min | Max |  Max Unit

0 o 0| | 50| [Drop Probability w |
1 O | 0| | 50| [Drop Probability v |
2 o | 0| | 50| [Drop Probability v |
3 m o] | 50| [Drop Probability w |

Puc. 4.2.40.11 - WRED

Tab6muna 4.2.40.11 — WRED

Queue Howmep ouepenu (CoS)

Enable Omnpenensier, BkimtodeH i1 WRED i1 91oit 3anicu

Min HwuxHuii mopor ypoBHs 3al10JIHEHHS.

Max BepxHuii mopor ypoBHs 3aIl10JTHEHHSI.

Max Unit VYrpasisier BEpOSTHOCTBIO MAJACHUS JIJISl KAJIPOB
4.2.41. Mirroring (3epkajupoBaHue)

Jnsg otnanku cereBbIX MpoOieM, HCXOAALMM TpaduK MOXKET ObITh CKOINMPOBAaH Ha
3epKaJbHOM IOPTY, TJI€ MOKET ObITh OJKIIOUEH aHAIU3aToP.
st noctyna k HacTpoiikaMm HeoOxoaumo rnepeitu no Bkiagake Configuration— Mirroring
Mirroring (3epkanupoBanue) (Puc. 4.2.41.1) (Ta0.. 4.2.41.1).
Mirror & RMirror Configuration Table

Session ID | Mode | Type | VLAN ID | Reflector Port
Disabled Mirror - -
Disabled Mirror - -
Disabled Mirror - -

I I =
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Mirror & RMirror Configuration

Global Settings

Session ID [2 |
Mode [Disablad v
Type [Mirror w |
VLAN ID 200

ReflectorPort

Source VLAN(s) Configuration

[Vian o] ]

Port Configuration

Port | Source [ Destination
& <= g .
port c
Fort2 c
Port3 C

Puc. 4.2.41.1 — 3epkanupoBanue

Tabnuua 4.2.41.1 — 3epkanupoBanue

Session ID WUnentudpukatop ceccus. Bribepure wuneHtudukarop ceanca s
HACTPOWKHU

Mode Bruttouenne/BBIKITIOUCHIE 3epKaIBHOTO 0TOOpaKEHHS 170031
JMCTAaHIMOHHOTO 3ePKAJIMPOBAHMUSL.

Type * Mirror — 3epkaio;

* Source — McTOYHHK;
* Intermediate — [IpomexxyTOUHBI;
* Destination — Ha3snauenue;

VLAN ID Unentudpuxatop VLAN  ykassiBaer, KyJga OyAeT CKOINHUPOBaH
MoHUTOpHBIN makeT. Mnentudukarop VLAN no ymomuanuto - 200.

Reflector Port [TopT, ¢ KOTOpOro OTIpaBIsgeTcs Tpahuk

Source VLANSs 3epkanupoBanue Ha ocHoBe VLAN

Port Configuration (Hactpoiiku mopra)

Port Howmep nopra

Source Nwmeetcs yeTslpe pekrMa, KOTOPbIE MOKHO HCIIOJIb30BAaTh Ha KaKIOM

MOPTY UHIMBUIYAJIBHO.
* Disabled (Boikmtouen): @yHKIUS 3epKaTupOBaHUsl Ha JaHHOM IOPTY
BBIKJIIOYCHA.

* Rx only (Tonbko nmpruHMMaeMblil Tpaduk): Ha 3epKallbHbII TOPT OyAyT
HaIIPaBJIEHBI TOJIBKO KaJpbl, IPUHATHIE JaHHBIM ITOPTOM.

* Tx only (Tonbko nepenaya): Ha 3epKajJbHBIA NOPT OyAyT HANPaBICHbI
TOJIBKO KaJpbl, IEPETAHHBIE JaHHBIM ITOPTOM.

* Enable (BxitounTs): Ha 3epKajbHBIM MOPT OyQyT MepelaHbl KaJpbl,
IIPUHATHIE U IEPENAHHBIE TAHHBIM [TOPTOM.

Destination [lopT Ha3HaueHHUs, KOTOPBII IMOJIydaeT KOMUIO Tpaduka U3 UCXOIHOTO
opra.

UPnP

4.2.42. Voice VLAN. I'o1ocoBoit VLAN

Jns noctyna K HacTpoiikam HeoOxoaumo nepeiitu mo Bkianke Configuration— Voice
VLAN.
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Configuration (Hactpoiika) (Puc. 4.2.42.1) (Tabn. 4.2.42.1).

Voice VLAN Configuration

Mode | Disabled v |
VLAN ID | 1000 |
Aging Time | 26400 | seconds
Traffic Class | |7 (High) v |

Port Configuration

Port | Mode | Security | Discovery Protocol
= vl= V= v
1 | Disabled v || Disabled ~ | [QUI v |
2 | Disablad + || Disabled » | [OUI |
3 | Disablad + || Disabled ~ | [ OUI |

Puc. 4.2.42.1 — Hactpoiika

Tabnuna 4.2.42.1 — Hactpoiika

Voice VLAN Configuration (Hactpoiika rosocosoit VLAN)

Mode BxmrounTs/BeiKiIOUNTE TOJIOcOBOM VLAN. Ilpexne 4yeM BKIIOYHUTH
rojocoBoit VLAN, otkitounte MSTP, uyTo6b! n36€xaTh KOH(IMKTA.

VLAN ID Wnentudukarop VLAN

Aging Time Vkas3biBaeT BpeMs Oe3omacHoro oOydenus. JlomycTuMblil quana3oH
coctasigeT ot 10 1o 10000000 cexyH.

Traffic Class VYkaspiBaer kiacc Tpadpuka. Becb Tpaduk B Voice VLAN Oyner nmersb

9TOT KJIaCC.

Port Configuration (Hactpoiika mopra)

Port Howmep nopra
Mode * Disabled — oTkiroueH;
* Auto - BKITIOYCHHE PEKMMa aBTOMATHYECKOTO OIIPEICIICHUS;
* Forced - mpuHyauTeapbHOE MOIKIIOYECHHUE.
Security BxrounTe/BBIKITIIOUNTH pexuM Oe3omacHocT nopra VLAN. Korna sta

¢byHkuMsa BKIOueHa, Bce HetenedonHble MACanpeca B VLAN Oynyt
3a050KkupoBanbl Ha 10 cexyH .

Discovery Protocol

VYka3pIBaeT NPOTOKOJ OOHapyxkeHHs mopTa. PaGoraeT ToIbKO mpH
pexume «Autoy. Bo3MoxkHBIE TPOTOKOIIBI 0OHAPYKEHUS:

* OUI: obHapy:xeHue tenedoHHoro ycrpoiictsa no aapecy OUL

* LLDP: oOnapyxeHnue tenegonHoro ycrporcrsa LLDP.

* Both: OUI u LLDP. Ms1 nomkHbl BKItouMTh (yHkiuio LLDP nepen
akTuBauuen mnporokosa oOHapyxeHus Ha «LLDP» wumm «Bothy.
N3menenne npotokosa ooHapyxerus Ha «OUDy unmu « LLDP» npusener
K [Iepe3allycKy Ipolecca aBTOMATHYECKOTO OOHAPYKEHHUS.

OUI Table (Tadauua OUI) (Puc. 4.2.42.2) (Tad.a. 4.2.42.2).
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Voice VLAN OUI Table

Delete | Telephony OUI | Description
| Delete | | | |

| Add New Entry |
Puc. 4.2.42.2 — Tabmuua OUI

Tabmuua 4.2.42.2 — Tabaua OUI

Delete Y nanser TeKyIyo 3amnuch

Telephony OUI Anpec OUl — 53710 r1n00aNbHBIA YHUKAJIBHBIN HICHTU(UKATOD,
npucBoeHnbli IEEE. OH nmomkeH cocTosiTh M3 6 CHUMBOJIOB, dopmar
BBOJIA - «XX-XX-XX» (X - ecTHaaTepudHas mudpa).

Description Onucanue anpeca OUI. Jlonyctumas jymHa ctpoku ot 0 1o 32.

a | Add New Entry |

Knonk npeaHasHaueHa 1Jisl 100aBIeHUS HOBOH 3aIHCH.

4.2.43. UPnP

s noctyna K HacTpoiikam Heobxoaumo nepeitu no Bkiaaake Configuration—UPnP.
Hacrtpoiika UPnP (Puc. 4.2.43.1) (Ta6.a. 4.2.43.1)

UPNP Configuration

Mode Disabled »
TTL 4
Advertising Duration | |100

IP Addressing Mode

Static VLAN Interface 1D |1

Puc. 4.2.43.1 — Hactpoiika UPnP

Tabauna 4.2.43.1 — Hactpoiika UPnP

Mode Brxutouaer wumm  Beikimowaer  ¢ynkuuro UPnP. [lpu  BkiIrodeHuu
aBTOMATHUYECKU co3/aeTcs naBa mpaswia crnucka nocryna (ACE) ans
nepeHanpasieHus cooTBeTcTByomux UPnP nakeros k nponeccopy. [Tpu
BBIKJIIOYEHHH [TPaBUJIa aBTOMATUYECKHU YIAJISIFOTCSI.

TTL ITapamerp TTL (Time to live — Bpemsl XH3HHM) HCIOJB3yeTCA IS
YKa3aHusi TOTO, CKOJIbKO IIaroB MOXET ciaenarh yBenomieHue UPnP
(SSDP) 1o cBoero ncue3HOBEHUS.

Advertising DTOT mapaMmeTp OIpeneseT, HACKOJBKO YacTO MOTYT IOCHUIATHCS
Duration yBenomieHust UPnP. JmnTenbHOCTh EPEHOCUTCS MTaKeTaMU IPOTOKOJIA
SSDP (Simple Service Discover Protocol), xoTopsie HHYOPMHUPYIOT
IIyHKT YIpPaBJIEHHUS O TOM, HACKOJIBKO YACTO CJENyeT NPUHUMATh
coobmienus ¢ ysenomsenusmu SSDP ot kommyTaTopa. [1o ymonuanuto
YCTaHOBJIEHA JUIMTENbHOCTh YyBenomisieHus 100 cexkyna. Opgnaxo,
BCJIEJICTBHE HEHAE)KHOCTU poTokosia UDP pekomenyeTcss yMEeHbIIATh
JUTNTENILHOCTh, TaK KaK Ye€M OHa MEHbIIe, TeM ObIcTpee OOHOBISETCA
cocrosgane UPnP.

IP Addressing Pexum [P-agpecanmu mnpemoctaBiser JABa cmoco0a oOmpeseneHHs
Mode Ha3HAYCHUS [P-anpeca:
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IOunrammueckmir: Beibop no ymomuanuio ans UPnP. Monyns UPnP
MOMOTaeT TMOJIb30BaTesIM BbIOpatTh [P-aapec kommyTtaropa. OH HaXOAUT
IIEPBBII JIOCTYIIHBIN CUCTEMHBII IP-anpec.
Craruueckun: [lonb3oBatens ykasbiBaeT IP-untepderic VLAN nmis
BbIOOpa [P-aipeca KOMMYTHPYIOIIErO YCTPOKCTBA.

Static VLAN Wnpekc xonkpernoro unrepdeiica [P VLAN. On Oyner npuMeHSITHCS
Interface ID TOJNBKO B  cTaTuueckom pexume [P-aapecamuu.  JlomycTumeble
HAcCTpaWBaeMble 3HA4YEHMsI HaxoadTcs B auamnazoHe or 1 go 4095.
3Ha4YeHUE M0 YMOIYAHUIO - 1.

4.2.44. MRP u MVRP

Multiple Registration Protocol (MRP) — 310 o6mas crpykrypa, pekomennoBanuas [EEE
JUIsL UCIIOJIB30BAaHUS B CETEBBIX MOCTaX, CETEBBIX KOMMYTATOPAX, WIM APYTHX AHAJIOTMYHBIX
YCTPOMCTBaX C BO3MOXKHOCTBIO PETUCTpAllMU U IE€PEeperucTpalyy CHelHMaIbHbIX aTpUOyTOB,
TakuX Kak uaeHTU(HUKaTOpsl VLAN M WIEHCTBO B MYJBTUKACTOBBIX TIpyHmHax B OOJBIINX
nokanbHbIX ceTsax LAN.

[Tpotokon muOxecTBeHHBIX peructpaunii VLAN Multiple VLAN Registration Protocol
(MVRP) siBnsiercs ceTeBbIM MPOTOKOJIOM BTOPOTO YPOBHS JUIsl aBTOMaTHUECKOW KOH(UTrypauuu
uHpopmauuu VLAN B kommyratopax. OnH Obu1  onpeaenéH  npunoxenueMm 802.1ak x
pekomennanusm IEEE 802.1Q-2005.

B npenenax BToporo ypoBHs cereBoil mogenu OSI MVRP o6ecnieunBaer nquHamMuueckui
oomen nndopmaruu o VLAN u kondurypamuio Heooxoaumbix VLAN. Hanpumep, mocrapiieHa
3a7a4a 100aBUTH omnpeaenéHHblid nopt kommyrtatopa B VLAN, umu cereBoe yCTpOMCTBO,
nogaepxxuBatoniee VLAN 1 noaxiarou€HHOe B IOPT KOMMYyTaTopa TpedyeT nepekoHpUrypaiuu,
U Bce HeoOXOQuMBbIE TpPaHKM JUHAMMYECKM CO3JaHbl Ha JPYyruX KOMMYTaTropax,
nojaepxkuBaommx MVRP. Jlns BeimosHeHus 3TOH 3amauum 0e3 Bo3MokHocTed MVRP
norpedyercss pyuHass KoHpurypauus VLAN wunm kakoi-1u00 mOponpuUeTapHbIi  METOJ
npousBoauTens. Ecinu ke BBITOMHATH 3Ty 3amady cpeacrBaMu MVRP, koropslii ucnosns3yer
nuHamuueckue 3HadeHuss VLAN B ¢uubTpyemoil 6a3ze nanubix. Eciam koporko — MVRP
MIOMOTaeT AMHAMUYECKU MojJiepkuBaTh KoHpuryparuuu VLAN B cTaTuyecKuX KOH(UTYpaLusax
ceTen.

802.1Q na€t BO3MOXKHOCTb:

—  Jlunamuuecku KOH(UTYpUPOBATh U pacipereisTh UHPOPMALMIO O IPUHAUIEKHOCTH
VLAN uepe3 mexannsmsl MVRP.

—  Crarnuecku KoH(GUTrypupoBaTh HH(popMaIHio o npuHauiexHocTy VLAN nocpenctsom
MEXaHU3MOB MEHEIKMEHTA, KOTOPBIE ITO3BOJISIOT YIIPABIATh PETUCTPAMOHHBIMU
JTAHHBIMU O CTaTUYECKHX 3anucsax peructpanuii VLAN.

—  ToanepxuBaTh KOMOMHUPOBAHHBIE CTATHUECKUE U JJUHAMUYECKHE KOH(DUTYpaLuu, IpH
KoTophIX HeKOoTOpble VLAN KoH(pUrypupyroTcs mocpeacTBOM MEXaHU3MOB
MEHEIKMEHTa, a 11 Apyrux VLAN coxpaHseTcst BO3MOKHOCTb JUHAMUYECKON
KoH(urypauuu cpercrsamu MVRP.

s moctyna x HacTpoiikam HeoOxoaumo repeitu no Bkiaagake Configuration— MRP.
Hacrpoiika MRP (Puc. 4.2.44.1) (Ta0.. 4.2.44.1)
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MVRP Global Configuration

Global State | Disabled

Managed VLANSs | | 1-4084

MVRP Port Configuration
Port | Enabled

* |

L Pl =k

MRP Overall Port Configuration

Port | Join Timeout | Leave Timeout | LeaveAll Timeout | Periodic Transmission

*
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Puc.

Tabnuna 4.2.44.1—- Hactpoiika MVRP

Global State

Brutouenne/Boikimouenne Gpyaxmpn MVPR

Managed VLANs

Hactpoiika cnucka VLAN, ynpasnsempix MVRP

Hactpoiika nopros

Port

Howmep nopra

Enabled

Bxrouenue ¢pyakiun MVRP Ha nopty

Join Timeout

Talimep npucoeauHenus. 3Hadenus ot 1-20cc. Ilo ymonuanuto 3HaueHue
20cc

Leave Timeout

Taiimep oTkiroueHus. 3HaueHust ot 60-300cc. Ilo ymonmyanuto 3HaueHUe
60cc

LeaveAll Timeout

TaliMEp OTKJIIOUEHUS OT BCEX MYJIbTHKACTOBBIX Ipymm. 3HaueHus 1000-
5000cc. ITo ymomuanuto — 1000cc

Periodic Bxnrouenne ¢byHKINN PeriodicTransmission JUIS
Transmission Bcex npuinoxenuit MRP na nopry
4.2.45. GVRP

s noctyna x HacTpoiikam HeoOxoaumo rnepeitu no Bkiaaake Configuration—GVRP.
Global Configuration (I'to6anbHabie HacTpoiikn) (Puc. 4.2.45.1) (Ta6.a. 4.2.45.1).
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GVRP Configuration

|| Enable GVRP

Parameter Value
Join-time: 20
Leave-time: &0

Leavelll-time: | (1000
Max VLANSs: 20

Puc. 4.2.45.1- I'noGanbHbIe HACTPOIKHU

Tabnuua 4.2.45.1— I'nobanbHbIe HACTPOUKH

Enable GVRP Bxirouenue nporokosia GVRP rinobanbsHo.

Join-time 3nayenue B nuanasone 1-20, yka3piBaeéMoe B CEHTHCEKYHJaX (COTBIX
cexkyHnl). [1o ymonganuro, 3Hauenue pasHo 20.

Leave-time 3nauenue B nquanaszoHe 60-300, yka3blBaéMO€ B CEHTUCEKYH/IaX (COTBIX
cexkyHnl). [1o ymonganuro, 3Hauenue pasHo 60.

Leave All-time 3nayenne B auanazone 1000-5000, yka3piBaeMOe B CEHTHCEKYHIAX
(cotbix cekynpl). [To ymomuanuto, 3HaueHune pasao 1000.

Max VLANs MakcumansHoe 3Hauenne VLAN, nonnepxxkuBaemoe GVRP.

Port Configuration (Hactpoiiku noprta) (Puc. 4.2.45.2) (Tao.. 4.2.45.2)
GVRP Port Configuration

Port | Mode
= |~=c3=~ vl
1 |Disabled v |
2 |Disabled v |
3 |Disabled v |

Puc. 4.2.45.2 — Hactpoiiku nopta

Tabnuua 4.2.45.2 — Hactpoiiku nopTa
Port Howmep nopra
Mode [To3Bossier HacTpouTh pexkuM padotel GVRP Ha nopty

4.2.46. sFlow
Jlns noctyna K HacTpoiikam HeobxoaumMo nepeiitu no Bkiaaake Configuration—sFlow
sFlow Configuration (Hactpoiiku sFlow) (Puc. 4.2.46.1) (Tabn. 4.2.46.1).
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sFlow Configuration

Agent Configuration

IP Address | [127.0.0.1

Receiver Configuration

Owner “none=

IP Address/Hostname | [0.0.0.0 |

UDP Port 6242 |
Timeout [0 | seconds
Max. Datagram Size | | 1400 | bytes

Port Configuration

Port Flow Sampler Counter Poller
Enabled | Sampling Rate | Max. Header | Enabled | Interval
o | o] | 128 C 0
1 I_ 1] 128 I_ 0
2 [ 0 23 [ 0
3 C 1] 128 C 0

Puc. 4.2.46.1 — Hactpoiiku nopra

Tabmuna 4.2.46.1— Hactpoiiku nopta

Agent Configuration (HacTtpoiiku arenra)

IP Address

IP-anpec, ucnons3yemslii B kauectBe [P-angpeca arenra B sFlow. On
CIIy’)KUT YHUKAJIbHBIM KJIFOUOM, KOTOPBIA OyJeT MIeHTHU()ULIUPOBATH
areHTa B TeUEHUE JUINTEIbHbBIX IEpu010B BpeMeHu. [lonnepxuBatorcs
anpeca IPv4 u IPv6.

Receiver Configuration

(Kondwurypanus npueMHHKa)

Owner

* None - He CKOH(pUTYpPUPOBaH / HE BOCTpEOOBaH.

* Configured through local management — ckoHpUrypupoBaH uepes
Web mm CLI;

* Eciiu sFlow B HacTosimuii MOMEHT ckoHpUrypupoBaH yepe3 SNMP,
COJIEP’KUT CTPOKY, HASHTUPUIMPYIOUTYI0 TprueMHUK sFlow.

IP Address/Hostname | IP-anpec mnu ums xocra npueMHuka sFlow.
UDP Port [Ipocmatpusaemsiii nopt UDP
Timeout TaiimayT

Max. Datagram Size

MaxkcruManabHOE KOJIMYECTBO OalWTOB JaHHBIX, KOTOPOE MOXET OBITh
OTIIPaBJICHO B OJIHOM TECTOBOM AaTarpaMme

Port Configuration (Hactpoiiku nmopra)

Port Homep nopra

Flow Sampler Bxuttouaet wim OTKIII04aeT BHIOOPKY IOTOKA Ha TMOPTY.

Enabled

Flow Sampler CratucTuyeckasi 4acToTa AUCKPETU3ALNHU AJI BBIOOPKU MaKeTOB.
Sampling Rate

Flow Sampler Max.
Header

MaxkcuManabHOE KOJMYECTBO 0aiToB, KOTOpoe JOKHO OBITh
CKONHMPOBAHO M3 MAKeTa, BBIOPAHHOTO JUIs BBIOOPKH, B JIeHTarpaMmy
sFlow.

Counter Poller Bxuttouaet wim OTKIIIOYaeT ONpOC CYETYMKA HA 3TOM IOPTY.
Enabled

Counter Poller WuTepBan onpoca. Jlonmyctumslil tuana3os: ot 1 go 3600 cexyHza.
Interval
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4.2.47. DDMI (uaTepdeiic uuppoBOro IMArHOCTUIECKOT0 MOHUTOPUHIA)

YcoBepuieHCTBOBaHHBIN HU(POBOM UHTEPQEIc TO3BOISIET YCTAHOBUTH CBS3b B PEAIbHOM
BPEMEHM MEXKIY KOMMYTaTOpoM U TpaHcuBepoMm SFP. OTo mo3BosisieT KoMMyTaTopy HoJay4yaTh
JOCTYII K pabO4YMM IapaMeTpaM B OITOBOJOKOHHOM KaHale.

DDMI kouTponupyer:

* TEMIIEpaTypy

* HaNpsDKEHUE MUTaHUS

* [Iepe1aBacMbIil TOK CMELCHUS.

* [IepenaBaemasi MOIIHOCTD

* [Tony4yenHast MOIIHOCTB

Jnis moctyna K HacTpoiikaM HeoOxoauMo nepeiTH o Bkiaake Configuration—DDMIL

Hacrtpoiika DDMI (Puc. 4.2.47.1) (Ta6.1. 4.2.47.1)

DDMI Configuration

| Mode | Enabled w |

| Save || Reset |

Puc. 4.2.47.1 — Hactpoiiku nopra

Tabmuna 4.2.47.1 — Hactpoiiku nopTa
Mode Bxrouenue/Boikimouenne  ynkuuun  DDMI.  @Oynkius DDMI
BKJIFOUCHA TI0 YMOJTYAHHUIO.

4.2.48. UDLD

Jlns noctyna k HacTpoiikam Heobxoaumo nepeitu no Bkiaaake Configuration—UDLD.

[IpoTokon BTOpPOro ypOBHS, CO3[@HHBINA HJii aBTOMAaTHYECKOTO OOHAPYKEHHs TMOTEPH
JIBYXCTOPOHHEN KOMMYHUKAIIMH HA JIUHUSAX CBSA3U

Port Configuration (Hactpoiiku nopra) (Puc. 4.2.48.1) (Tabm. 4.2.48.1)

UDLD Port Configuration

Port | UDLD mode | Message Interval

=~ 7 |
[Disable  ~| |7 |
[Disable  w| |7 |
[Disable  ~| |7 |

Puc. 4.2.48.1- Hactpoiiku nopra

5 T O I

Tabnuua 4.2.48.1— HacTpoiiku nmopra

Port Howmep nopra

UDLD mode Brrounts/Boikimounts UDLD Ha nopty
Message Interval WuTepBan cooOuieHui

Komanma Ormnucanue

I'moGanpHBIE HACTPOMKH
ipve verify source Bxurouenue 3ammthl [P-aapeca nctounnka
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no ipv6 verify source

Brixmrouenue 3ammrsl [P-anpeca ncrounnka

ipv6 verify source translate

no ipv6 verify source
translate

npeoOpa3oBaHue JAMHAMUYECKUX 3amuceil B
CTaTHYECKHUE.

OTMeHa KOMaH bl

ipv6 source binding interface
GigabitEthernet <port type id>
{<ipv6 ucast> | vlan}

Hacrtpolika cratuyeckux mpaBuil. Y CTaHOBKa
cooTBeTcTBUM Mexay [P-agpecom, HOmMepom
nopra, MAC-anpecom u VLAN ID.

Hactpoiika noptoB

interface GigabitEthernet
<port type list>

Br160p MOPTOB AJ1s1 HACTPOIKHY TapaMeTPOB

ipv6e verify source

No ipv6 verify source

Bxutouenue 3amutel [P-agpeca ucrounuka Ha
nopty. Jnst Toro, yro6s! 3ammra [P-anpecos
UCTOYHUKA paboTana, pyHKIUS TOJKHA OBITH
BKJIIOUEHA B TJI00AILHOM PEKUME U Ha TIOPTY.

Briximrouenue 3ammtel [P-agpeca mcrounuka
Ha MOPTY.

ipv6o verify source 1limit<0-2>

Bb160p MakcUManbHOTO YKMCIIa IMHAMUYECKUX
KJIMEHTOB Ha NOPTYy. BO3MOXHBI cienyroniue
Bapuantbl: 0, 1, 2 Ecau BkiIOYeH pexum
paboThl MOpPTa ¥ MaKCUMAJIbHOE YHCIIO
KJIMEHTOB paBHO 0, KOMMYyTaTop OyIeT TOIBKO
rnepeaaBaTh IP-nakeTsl, KOTOpBIE
COTJIaCYIOTCSI CO CTaTHUYECKUMH JJIEMEHTaMU
criucka (IP-appecamu) st nannoro nopra. [1o

YMOJTYaHHUIO 3HauYeHUe unlimited
(HeorpaHU4YeHHOE KOJIMYECTBO)

Komannma \ Onucanue

Hactpoiika nopros

interface GigabitEthernet Br16op noptos

<port type list>

link-oam Bxmouenne Link OAM  Ha  mopty

no link-oam

komMmyTaropa. Bximouenue Link OAM paer
oriepaTopaM CETH BO3MOXKHOCTh OTCJIC)KUBATH
COCTOSSHUE CeTH U OBICTPO OMpEenensTh
MECTOITOJIOKCHHE HEHCIIPABHBIX KAHAJIOB WJIH
HEUCTPABHBIX COCTOSHUH.

Brikmouenue Link OAM Ha nopty

link-oam mode {active
passive}

|}

Hacrporiika pexxnma OAM Kak akTUBHBIN WA
naccuBHbId. [0 ymMoi4aHWI0  yCTaHOBIIEH
MTACCUBHBIN PEXUM.

active- DTE, HacTpoeHHbIE B aKTMBHOM
pexume, UHULIAAPYIOT oOMeH
WH(pOpPMAITMOHHBIMHI OAMPDU, Kak
olpeJieNieHo B npouecce ooHapyskeHus. [locie
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3aBEpIICHUS nporecca oOHapy KeHUs
aktuBHbiIM DTE pa3zpemaercsa oTnpaBisiTh
mobsie  OAMPDU 1npu moakIOYeHHH K
YIAQICHHOMY OJHOpaHroBomy o0bekTy OAM
B aKkTUBHOM pexume. AktuBHble DTE
paboTaroT B OrpaHUYEHHOM OTHOIICHHUH, €CIIH
ynanenuslii  oobekT OAM pabortaer B
[TACCUBHOM peXUMe. AKTUBHBIE YCTPONCTBa
HE JIOJKHBI OTBEYATh HA KOMaH bl YaJIEHHOM
obpatHoit cBmu  OAM wm  3ampochl
IIEPEMEHHBIX OT MACCUBHOI'O OJHOPAHTOBOTO
y37a.

passive- DTE, HacTpOeHHbBIE B TACCUBHOM
pexume, HE WHULIUUPYIOT  MPOLECC
oOHapyxenus. [laccuBubie DTE pearupytor
Ha WHUIMUPOBAHUE Ipoliecca OOHApYKEHUs
yJaJE€HHBIM DTE. 210 HCKJIIOYaeT
BO3MOKHOCTh II€peXoJa OT NAaCCUBHBIX K
naccuBHbIM ccbulkaM. [laccuBusle DTE He
JIOJKHBI  OTHPABJISITH 3alPOChl MEPEMEHHBIX
i OAMPDU ynpasnenust nuieiom.

link-oam remote-loopback
supported

no link-oam remote-loopback
supported

Bximrouenne (yHKIMM yAaneHHOW —METIIH.
MosxeT ucnoap30BaThCs I JIOKAIU3ALMU
HEUCIPAaBHOCTEH u TECTHUPOBAHUS
MIPOU3BOUTEIILHOCTH CBSI3U.

Brixmrouenne GyHKIMH yIaIEHHON TETIIH.

link-oam link-monitor
supported

no link-oam link-monitor
supported

Bximtouenne  QyHKIMM MOHUTOpPHMHIa Ha
HOPTY.

BoikmioueHre (QyHKIMM MOHUTOPUHIA Ha
OpTYy.

link-oam mib-retrieval
supported

no link-oam mib-retrieval
supported

Bxarouenune mnopaepxxku MIB  Ha mopry
KOMMYTaropa

Beiximrouenne noaxepxkkun MIB Ha mopry
KOMMYTaTopa

Hactpoiika coObIThii

link-oam link-monitor frame
{threshold | window}

CoObiTre "OmmnbouHbli Kaap'" MOACYUTHIBACT
KOJINYECTBO OIIMOOYHBIX KaJpOB,
OOHapy>XEHHBIX B TEUYEHHE YKa3aHHOTO
nepuona. llepwon 3amaercsi BpEeMEHHBIM
uHTepBAIOM (window). DTo  coOblTHE
TeHEPUPYETCS, €CITU KOJINIECTBO OMTHOOYHBIX
KaJpOB paBHO WJIM TPEBBIIIAECT 3aJaHHBIN
mopor Jist 3Toro nepuoaa (threshold).
Window - OKHO OIHMOKH TODKHO HMETh
mennoe 31adeHue ot 1 7o 60, a ero 3HaYCHKE MO
YMOJIYAHHUIO paBHO "1".
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Threshold - mopor OmUOKH IOJKEH
HaxoauThcs B nuana3oHe 0-4294967295, a ero
3HAaYEHHE 110 YMOJIYAHUIO paBHo "1".

link-ocam link-monitor symbol-
period {threshold | window}

Co0bITHE MOJCUYUTHIBACT KOJMYECTBO OLIHOOK
CUMBOJIa,  TMPOM3OIICAIINX B  TCUCHHE
yKazaHHoro nepuoja. [lepuon ompenensiercs
KOJIMYECTBOM CHMBOJIOB, KOTOpPBIE MOTYT
ObITh ~ MOJYy4YeHBl 32  OIpeeJICHHbIN
OPOMEXYTOK  BpeMEHM  Ha  0a30BOM
(U3HUYECKOM  ypOBHE. D10  coObITHE
TEHEPUPYETCs, €CIM KOJIMYECTBO OIIMOOK
CHUMBOJIa PaBHO WJIM TPEBBIIIACT 3aJlaHHBIH
IOPOT I 3TOTO MEPUOJA.

window - OKHO OWIMOKM MJOJDKHO HMMETh
nenoe 3Hauenue ot 1 7o 60, a ero 3HaueHue Mo
yMOJIYaHHUIO paBHo "1".

threshold - mnopor omMOKH AOJKEH
HaxoauThcs B guanasone 0-4294967295, a ero
3HA4YEHUE M0 YMOIYaHUIo paBHO "1".

link-oam link-monitor frame-
seconds {threshold | window}

CoObITHE TTOJICYUTHIBACT KOJUYECTBO CEKYH]I
¢ omuOKamH, MPOU3OUIEANINX B TEUYCHUE
yKazaHHoro nepuoja. Ilepuon omnpenensiercs
BPEMEHHBIM HMHTEPBAIOM. OTO COOBITHE
TeHEpUpPYETCs, €CIU KOJIMYECTBO CEKYH]l C
omuOKaMu B KaJpe PaBHO WM MPEBBIIIAET
3aJJaHHBIA OPOT AJIsL ATOr0 NEpUOAA.
Window — OKHO OHIMOKH JOJDKHO HMETh
nenoe 3Hauenue B auanaszone ot 10 mo 900, a
€ro 3HaYeHHue 1Mo yMoI4aHuto paBHo "60".
threshold - mopor omuOKH AOMKEH
HaxoauThcsl B pauamnasone 0-65535, a ero
3HAYEHHE 110 YMOJIYAHUIO paBHO "1".

297



	Целевая аудитория
	1. Подключение к коммутатору
	1.1. Подключение через Console (RS-232)
	1.2. Подключение через Telnet, SSH
	1.3. Подключение через Web-интерфейс
	2. Загрузка ПО, изменение пароля доступа, сброс конфигурации через меню загрузчика.
	2.1.  Загрузка ПО через меню загрузчика uboot
	2.2. Сброс настроек в заводские через меню загрузчика uboot.
	2.3.  Загрузка ПО через CLI
	2.4. Загрузка ПО через WEB
	3. CLIинтерфейс
	3.1. Базовые настройки
	3.1.1. Режимы конфигурирования
	3.1.2. Работа в командной строке
	3.1.3. Создание учетной записи
	3.1.4. Сохранение конфигурации, перезагрузка и возврат к заводским настройкам
	3.1.4.1. Версионирование и откат конфигурации.
	3.1.5. Настройка имени устройства
	3.1.6. Конфигурация интерфейсов
	3.1.7. Настройка параметров физических интерфейсов
	3.1.8. Настройка L3 интерфейсов коммутатора
	3.1.9. Настройка маршрутов
	3.1.10. Настройка DNS и Domain Name
	3.1.11. Настройка времени
	3.1.11.1. Настройка NTP
	3.1.11.2. Конфигурация часового пояса
	3.1.12. Конфигурация журнала системных сообщений
	3.1.13. VLAN

	3.2. Расширенные настройки
	3.2.1. DHCP
	3.2.2. DHCPv4
	3.2.3. DHCPv6
	3.2.4. DHCPv6 опции 37 и 38
	3.2.5. DHCP snooping и опция 82
	3.2.6. DHCP-опции 60 и 61
	3.2.7. DHCP Relay для IPv4
	3.2.8. BOOTP
	3.2.9. Уровни привилегий. Privilege Levels
	3.2.10. Механизмы управления парольной политикой безопасности. Ограничение неуспешных попыток входа.
	3.2.11. Конфигурация аутентификации, авторизации и учета. Authentication, Authorization, Accounting
	3.2.12. Конфигурация SSH, Telnet, HTTP, HTTPS
	3.2.13. Конфигурация управления доступом. Access Management Configuration
	3.2.14.  SNMP
	3.2.15. RMON
	3.2.16. Port Security
	3.2.17. NAS (Network Access Server)
	3.2.18. ACL. Списки доступа
	3.2.19. IP Source Guard. Защита IP-адреса источника
	3.2.20. IP Source Guard
	3.2.21. IPv6 Source Guard
	3.2.22. ARP inspection. Инспекция ARP
	3.2.23. Настройка Gratuitous ARP
	3.2.24. ARP Proxy
	3.2.25. Radius
	3.2.26. Настройка TACACS+
	3.2.27.  LAG
	3.2.28. LACP
	3.2.29.  Настройка loop-protect (Loop Protection)
	3.2.30. IPMCProfile
	3.2.31. MVR
	3.2.32. IPMС
	3.2.33. IGMP Snooping
	3.2.34. MLD Snooping
	3.2.35. LLDP
	3.2.36. LLDP MED
	3.2.37. Таблица mac –адресов
	3.2.38. Privatevlan
	3.2.39. Изоляция портов (Protected ports)
	3.2.40. VCL
	3.2.41. Voice VLAN
	3.2.42. QoS (Качество обслуживания)
	3.2.43. Mirroring (Зеркалирование)
	3.2.44. UPnP
	3.2.45. GVRP
	3.2.46. sFlow
	3.2.47. UDLD
	3.2.48. DDMI (интерфейс цифрового диагностического мониторинга)
	3.2.49. MRP и MVRP
	3.2.50. Link OAM
	3.2.51. CFM
	3.2.52. APS
	3.2.53. ERPS
	3.2.54. Настройка Spanning Tree
	3.2.55. POE
	3.2.56. Selective QinQ и Double QinQ
	3.2.57. Динамическая маршрутизация
	3.2.57.1. OSPF
	3.2.57.2. RIP
	3.2.57.3. IS-IS
	3.2.57.4. BGP
	3.2.57.5. BFD
	3.2.57.6. PIM
	3.2.57.7. PBR
	3.2.58. VRF
	3.2.59.  Настройка протокола VRRP
	3.2.60. Стекирование
	3.2.61. Обновление ПО и автоматическая конфигурация
	3.2.62. Конфигурация PPPoE Intermediate Agent
	3.2.63.  Настройка bpdu-tunnel-protocol (l2pt/BPDU Tunneling)
	3.2.64. Control Plane Policing (CoPP)

	4. Web-интерфейс
	4.1.  Основные команды управления настройками
	4.2.  Конфигурация
	4.2.1. System. Системные настройки
	4.2.2. Green Ethernet. Настройка энергосбережения. Настройка энергосбережения.
	4.2.3. Thermal Protection Configuration. Настройка защиты от перегрева.
	4.2.4. Конфигурация портов. Ports
	4.2.5. CFM Global Configuration
	4.2.6. Автоматическое защитное переключение (APS)
	4.2.7. ERPS
	4.2.8. Конфигурирование DHCPv4 сервера
	4.2.9. DHCPv6
	4.2.10. Конфигурация пользователей. Users Configuration.
	4.2.11. Уровни привилегий. Privilege Levels
	4.2.12. Конфигурация аутентификации, авторизации и учета. Authentication, Authorization, Accounting
	4.2.13. Конфигурация SSH
	4.2.14. Конфигурация HTTPS
	4.2.15.  Конфигурация управления доступом. Access Management Configuration
	4.2.16. SNMP
	4.2.17. RMON
	4.2.18. Network. Сеть
	4.2.19. NAS (Network Access Server)
	4.2.20. ACL. Списки доступа
	4.2.21. IP Source Guard. Защита IP-адреса источника
	4.2.22. IPv6 Source Guard. Защита IPv6-адреса источника
	4.2.23. ARP inspection. Инспекция ARP
	4.2.24. RADIUS
	4.2.25. TACACS+
	4.2.26. Aggregation. Агрегирование
	4.2.27. Link OAM.
	4.2.28. Loop protection. Защита от петель
	4.2.29. Spanning Tree
	4.2.30. IPMC Profile (Профиль IPMC)
	4.2.31. MVR
	4.2.32. IPMC
	4.2.32.1. IGMP Snooping
	4.2.32.2. MLD Snooping
	4.2.33. LLDP
	4.2.34. POE
	4.2.35. MAC Table. Таблица MAC-адресов
	4.2.36. VLANs
	4.2.37. VLAN Translation
	4.2.38. Private VLANs (Частные VLAN)
	4.2.39. VCL
	4.2.40. QoS (Качество обслуживания)
	4.2.41. Mirroring (Зеркалирование)
	4.2.42. Voice VLAN. Голосовой VLAN

	4.2.43. UPnP
	4.2.44. MRP и MVRP
	4.2.45. GVRP
	4.2.46. sFlow
	4.2.47. DDMI (интерфейс цифрового диагностического мониторинга)
	4.2.48. UDLD


